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Description
TECHNICAL FIELD
(Cross-reference to Related Applications)

[0001] The present application claims priority from
Japanese Patent Application No. 2013-002387 (filed on
January 10, 2013), the content of which is hereby incor-
porated in its entirety by reference into this specification.
The invention relates to a terminal, an unlocking method,
and a program, and in particular to a terminal provided
with voiceprint authentication and speech recognition
functions, and an unlocking method and program for the
terminal.

BACKGROUND

[0002] Inrecent years, mobile terminals such as smart
phones, tablet terminals and the like are rapidly becom-
ing widely used. As a method of inputting to these mobile
terminals, a method of operating a touch panel by a finger
is generally used. On the other hand, in order to enable
input to a terminal when both hands are full, model types
that have a function for terminal operation by speech in-
put are increasing.

[0003] Inamobileterminal provided with atouch panel,
in order to avoid misuse, when the terminal is started up
for the first time or is activated from a sleep state, an
authentication screen is displayed and a confirmation is
made as to whether or not the user is legitimate. Known
methods of performing authentication and releasing us-
age restrictions include a method based on password
input, or a method based on the locus of a finger on a
touch panel, or the like.

[0004] In a case where a mobile terminal is inside a
bag or a pocket, it is necessary to avoid a malfunction
being caused by an unintended reaction of the touch pan-
el. Therefore, a method is used wherein a particular op-
eration that does not occur frequently on the touch panel
is recommended to a user, and usage restrictions of the
terminal are unlocked only in a case where the particular
operation is accepted. The particular operation, for ex-
ample, may be an operation of sliding a finger only a fixed
distance on the screen, or an operation such as a double
tap of a particular region.

[0005] Releasing usage restrictions on a terminal (that
is, access restrictions to information or resources held
by the terminal) based on user input to an authentication
screen, a particular operation by the user, or the like, is
referred to below as "unlocking."

[0006] As related technology, Patent Literature 1 dis-
closes an individual authentication device that uses bio-
metric information such as fingerprint, voiceprint, face,
or iris.

[0007] Patent Literature 2 discloses a method of un-
locking a mobile telephone based on a result of compar-
ing a stored user voiceprint and speech uttered by a user.
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[0008] Patent Literature 3 discloses a speech recog-
nition system in which an individual is authenticated
based on voiceprint information extracted from inputted
speech, and when authenticated speech is determined,
commands from the speech in question are recognized,
and adevice isremotely operated by the recognized com-
mands.

[0009] Patent Literature 4 discloses a mobile terminal
device in which voiceprint authentication is performed
based on speech generated by a user, and depending
on the authentication result, prescribed processing is ex-
ecuted or halted in accordance with the speech.

CITATION LIST

PATENT LITERATURE

[0010]

PTL 1:
Japanese Patent Kokai Publication
No.JP2002-236666A

PTL 2:
Japanese Patent Kokai Publication
No.JP2004-180254A

PTL 3:
Japanese Patent Kokai Publication
No.JP2007-140048A

PTL 4:
Japanese Patent Kokai Publication

No.JP2011-087110A
SUMMARY
TECHNICAL PROBLEM

[0011] The entire disclosed content of the abovemen-
tioned patent literature is incorporated herein by refer-
ence thereto. The following analysis is given according
to the present inventor.

[0012] Normally, to display an authentication screen in
order to perform unlocking, it is necessary to perform
startup or activation from a sleep state. In performing
activation from a sleep state based on an operation on
a software key or a touch panel, sensing of the touch
panel has to be continuously performed, whichis not pref-
erable from the viewpoint of power consumption. There-
fore, in activation from a sleep state, generally an oper-
ation on a hardware key is necessary, and the unlocking
is performed by user input to an authentication screen
displayed by the relevant operation. This series of oper-
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ations is troublesome for a user who wishes to use func-
tions of the terminal immediately.

[0013] Patent Literature 1 discloses an individual au-
thentication device that uses a voiceprint as biometric
information. According to this device, it is not necessary
for the user to perform an operation by a finger. Further-
more, an unlocking method is known whereby a regis-
tered fixed phrase read out by the user himself is the
password. However, there is a risk that the security level
will drop due to another person hearing the fixed phrase
being read.

[0014] In order to overcome the technical problem de-
scribed in Patent Literature 1, it is possible to use, for
example, an unlocking method using voiceprint authen-
tication described in Patent Literature 2. However, since
it is easier to perform an input operation to a screen by
a finger than to expressly make an utterance for the pur-
pose of unlocking a smart phone or tablet, there is a prob-
lem in that user convenience is not improved.

[0015] On the other hand, smart phones and tablet ter-
minals that have a speech recognition function, such as
conversation-type terminal operations and speech input
search, are becoming popular. However, in using a
speech recognition function in these terminals, as de-
scribed above, it is necessary to perform startup by an
operation on a hardware key, to perform unlocking based
on input to an authentication screen, and in addition, to
perform selection of an icon for speech input from a
menu, with the result that operability is poor.

[0016] AccordingtotechnologydescribedinPatentLit-
erature 3 and 4, a terminalin a locked state is not capable
of speech reception; a user cannot immediately use a
function of the terminal in a locked state; and a cumber-
some operationis required in order to unlock the terminal.
[0017] Therefore, thereis ademand to be able to easily
unlock a terminal having voiceprint authentication and
speech recognition functions. Itis an object of the present
invention to provide a terminal, an unlocking method and
a program that can respond to this demand.

SOLUTION TO PROBLEM

[0018] Accordingafirstaspectofthe presentinvention,
there is provided a terminal, comprising: speech receiv-
ing means that receives speech in a locked state; voice-
print authentication means that performs voiceprint au-
thentication based on the speech received in the locked
state and determining whether or not a user is legitimate;
speech recognition means that performs speech recog-
nition of the speech received in the locked state; and
execution means that executes an application using a
result of the speech recognition.

[0019] According a second aspect of the present in-
vention, there is provided an unlocking method, compris-
ing: by a terminal, receiving speech in a locked state;
performing voiceprint authentication based on the
speech received in the locked state and determining
whether or not a user is legitimate; performing speech
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recognition of the speech received in the locked state;
and executing an application using a result of the speech
recognition.

[0020] According a third aspect of the present inven-
tion, there is provided a program, causing a computer
provided in a terminal to execute: receiving speech in a
locked state; performing voiceprint authentication based
on the speech received in the locked state and determin-
ing whether or not a user is legitimate; performing speech
recognition of the speech received in the locked state;
and executing an application using a result of the speech
recognition. It is to be noted that this program may be
provided as a program product recorded on a non-tran-
sitory computer-readable storage medium.

ADVANTAGEOUS EFFECTS OF INVENTION

[0021] According to the terminal, the unlocking meth-
od, and the program, in accordance with the present in-
vention, itis possible to easily unlock a terminal provided
with voiceprint authentication and speech recognition
functions.

BRIEF DESCRIPTION OF DRAWINGS
[0022]

[Fig. 1] FIG. 1is ablock diagram showing an example
of a configuration of a terminal according to a first
exemplary embodiment.

[Fig. 2] FIG. 2is ablock diagram showing an example
of operations of the terminal according to the first
exemplary embodiment.

[Fig. 3] FIG. 3is ablock diagram showing an example
of a configuration of a terminal according to a second
exemplary embodiment.

[Fig.4]FIG. 4isablock diagram showing an example
of operations of the terminal according to the second
exemplary embodiment.

[Fig. 5] FIG. 5is ablock diagram showing an example
of a configuration of a terminal according to third and
fourth exemplary embodiments.

[Fig. 6] FIG. 6 is a diagram exemplifying operations
of the terminal in an example.

DESCRIPTION OF EMBODIMENTS

[0023] First, a description is given concerning an out-
line of an exemplary embodiment. It is to be noted that
reference symbolsinthe drawings attached to this outline
are examples for the purpose of aiding understanding,
and are not intended to limit the present invention to
modes illustrated in the drawings.

[0024] Referring to FIG. 1, a terminal (10) is provided
with: speech receiving means (14) that receives speech
with the terminal (10) in a locked state; voiceprint authen-
tication means (16) that performs voiceprint authentica-
tion based on the speech received in the locked state
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and determining whether or not the user is legitimate;
speech recognition means (18) that performs speech rec-
ognition (for example, converting the speech into text da-
ta) of the speech received in the locked state; and exe-
cution means (22) that executes an application using a
result of the speech recognition (for example, text data).
[0025] With the terminal (10), by uttering the content
of text (for example, a command, a keyword, or the like)
for executing an application, a terminal user can unlock
the terminal and execute the application. Therefore, the
user of the terminal (10) need not make an utterance for
the purpose only of unlocking the terminal. Consequent-
ly, with the terminal (10), it is possible to easily unlock a
terminal having voiceprint authentication and speech
recognition functions.

[0026] Referring to FIG. 3, a terminal (20) may be fur-
ther provided with power activation means (12) that ac-
tivates a power supply to the terminal (20) if a prescribed
operation is detected. At this time, the speech receiving
means (14) begins receiving the speech in a locked state
if the power supply to the terminal (20) is activated in
response to the prescribed operation.

[0027] According to the terminal (20) in question, with
the terminal in a locked state, there is no necessity to
continuously run a speech receiving operation by the
speech receiving means (14), and it is possible to start
the speech receiving operation by the speech receiving
means (14) with an operation on the power activation
means (12) as a trigger. Therefore, according to the ter-
minal (20), it is possible to reduce power consumption in
the locked state.

[0028] Referring to FIG. 5, a terminal (30) may be pro-
vided with sensor means (34) that measures a prescribed
physical amount. At this time, the speech receiving
means (14) begins receiving speech in the locked state
if the physical amount (for example, vibration, heat)
measured by the sensor means (34) is a prescribed val-
ue.

[0029] According to the terminal (30) in question, with
the terminal in a locked state, there is no necessity to
continuously run a speech receiving operation by the
speech receiving means (14), and it is possible to start
the speech receiving operation by the speech receiving
means (14) with measurement of a prescribed physical
amount by the sensor means (34) as a trigger. According
to the terminal (30), by making the sensor means (34)
operate with lower power consumption than the speech
receiving means (14), itis possible to reduce power con-
sumption in the locked state.

[0030] If the voiceprint authentication determines that
the user is legitimate, the execution means (22) may ex-
ecute an application using the result of the speech rec-
ognition, while allowing access to protected information
stored in the terminal (10). On the other hand, if the voice-
print authentication does not determine that the user is
legitimate, the execution means (22) may execute an ap-
plication using the result of the speech recognition, while
forbidding access to protected information stored in the
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terminal (10).

[0031] According to the terminal (10) in question, even
in a case where it is not recognized by voiceprint authen-
tication that the user is legitimate, itis possible to execute
an application based on speech uttered by the user, while
appropriately protecting information stored in the termi-
nal (10). Therefore, according to the terminal (10), in a
case of failure in recognizing by voiceprint authentication
that the user is legitimate, it is possible to avoid a wasted
utterance by the user.

[0032] A detailed description is given below concern-
ing the terminal according to exemplary embodiments,
making reference to the drawings. It is to be noted that
the terminal is not limited to a mobile telephone, smart
phone etc., but may also be another electronic device
such as a game console, a tablet terminal, a notebook
PC (Personal Computer), a personal data assistant
(PDA), a digital camera, a digital video camera, or the
like. Applications operating using result(s) (for example,
text data) of the speech recognition are not limited to
applications such as speech recognition search (for ex-
ample, web search), voice calls and the like, and may be
other applications (for example, car navigation software,
music reproduction software and the like) based on a
speech recognition function. In the following exemplary
embodiments a description is given of a case where a
result of speech recognition is text data, but the result of
the speech recognition is not limited to text data.

(First Exemplary Embodiment)

[0033] A description is given concerning a terminal ac-
cording to a first exemplary embodiment, making refer-
ence to the drawings. FIG. 1 is a block diagram showing
an example of a configuration of the terminal according
to the present exemplary embodiment. Referring to FIG.
1, the terminal 10 is provided with speech receiving
means 14, voiceprint authentication means 16, speech
recognition means 18, and execution means 22.

[0034] The speech receiving means 14 receives
speech with the terminal 10 in a locked state. The voice-
print authentication means 16 performs voiceprint au-
thentication based on the speech received in the locked
state and determines whether or not the user is legiti-
mate. The speech recognition means 18 converts the
speechreceivedinthe locked state to text data by speech
recognition. The execution means 22 executes an appli-
cation using the text data.

[0035] FIG. 2 is a block diagram showing an example
of operations of the terminal 10 according to the present
exemplary embodiment. Referring to FIG. 2, a descrip-
tion is given concerning operations of the terminal 10.
[0036] First, the speech receiving means 14 receives
speech with the terminal 10 in a locked state (step A1).
[0037] Next, the voiceprint authentication means 16
performs voiceprint authentication based on the speech
received in the locked state and determines whether or
not the user is legitimate (step A2). The speech recog-
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nition means 18 converts the speech received in the
locked state to text data by speech recognition (step A3).
It is to be noted that the order of the voiceprint authenti-
cation and the speech recognition is not limited to the
order shown in FIG. 2. Furthermore, the voiceprint au-
thentication and the speech recognition may be executed
at the same time.

[0038] Next, the execution means 22 executes an ap-
plication using the text data (step A4).

[0039] According to the terminal 10, by uttering text so
as to execute an application, a user of the terminal 10
can unlock the terminal 10 and execute the application.
Therefore, the user of the terminal need not make an
utterance for the purpose only of unlocking the terminal.
Consequently, according to the terminal 10, it is possible
to easily unlock a terminal having voiceprint authentica-
tion and speech recognition functions.

(Second Exemplary Embodiment)

[0040] A description is given concerning a terminal ac-
cording to a second exemplary embodiment, making ref-
erencetothe drawings. FIG. 3is ablock diagram showing
an example of a configuration of the terminal according
to the present exemplary embodiment. Referring to FIG.
3, theterminal 20is provided with power activation means
12, speechreceiving means 14, voiceprint authentication
means 16, speech recognition means 18, execution
means 22, touch panel means 24, display means 26,
voiceprint storage means 28, and application storage
means 32.

[0041] The voiceprint storage means 28 is provided in
advance with voiceprint information of a user of the ter-
minal 20, in order to perform voiceprint authentication.
[0042] The application storage means 32 holds an ap-
plication that operates using text data (for example, a
command, a keyword, or the like) extracted from speech
by a speech recognition function, or an application acti-
vated based on the text data in question. As an applica-
tion (also referred to simply as "app"), a voice search
application that performs web search and the like based
on a search keyword given by a user, a voice call appli-
cation that makes a call based on a telephone number
of another party given by the user, or the like, may be
envisaged. However, applications are not limited to
thereto.

[0043] The poweractivation means 12 activates a pow-
er supply to the terminal 20 when a prescribed operation,
such as a hardware key being pressed by the user, is
detected.

[0044] The speech receiving means 14 receives
speech with the terminal 20 in a locked state. The speech
receiving means 14 begins receiving the speech in a
locked state, in a case where the power supply to the
terminal 20 is activated in response to the abovemen-
tioned prescribed operation.

[0045] The voiceprint authentication means compares
the speech received in the locked state and the voiceprint
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information stored in the voiceprint storage means 28 to
perform voiceprint authentication, and determines
whether or not the user is legitimate.

[0046] The speech recognition means 18 converts the
speechreceivedinthe locked state to text data by speech
recognition.

[0047] The execution means 22 uses the text data ob-
tained by the speech recognition means 18 to execute
(or start up) an application stored in the application stor-
age means 32.

[0048] In a case of determining by voiceprint authen-
tication that the user is legitimate, the execution means
22 executes an application using the text data obtained
by the speech recognition, while allowing access to pro-
tected information stored in the terminal 20. For example,
in a case where the application is a voice search appli-
cation, when it is recognized that the user of the terminal
20 is legitimate, the execution means 22 may perform a
search using cookie information stored in the terminal
20. Onthe otherhand, inacase whereitis notdetermined
by voiceprint authentication that the user is legitimate,
the execution means 22 executes an application using
the text data, while forbidding access to protected infor-
mation stored in the terminal 20.

[0049] Itis to be noted that in a case where an appli-
cation cannot be executed without using protected infor-
mation stored inthe terminal 20, wheniitis not determined
by voiceprint authentication that the user is legitimate,
the execution means 22 need not execute or start up an
application.

[0050] In a case of determining by voiceprint authen-
tication that the user is legitimate, the execution means
22 extracts applications related to word(s) included in the
text data and displays the extracted application list on
the display means 26 of the terminal 20.

[0051] Thetouchpanelmeans 24 receives inputbased
on a touch operation by the user. It is to be noted that
the touch panel means 24 and the display means 26 may
have a configuration where they are mutually superim-
posed (for example, stuck together).

[0052] FIG. 4 is a block diagram showing an example
of operations of the terminal 20 (FIG. 3). Referring to FIG.
4, a description is given concerning operations of the
terminal 20.

[0053] In order to enable operation of the terminal 20
that is in a sleep state, for example, when the user gives
a short push to a power button or the like, the power
activation means 12 activates the power supply to the
terminal 20 (step B1). Then the speech receiving means
14 starts receiving speech in the locked state (step B2).
[0054] The voiceprint authentication means 16 com-
pares the speech received by the speech receiving
means 14 with the terminal 20 in the locked state, and
the voiceprint information stored in the voiceprint storage
means 28, to determine whether or not the user is legit-
imate (step B3).

[0055] The speech recognition means 18 converts the
speech received by the speech receiving means 14 with
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the terminal 20 in the locked state, to text data by speech
recognition (step B4).

[0056] The execution means 22 executes an applica-
tion stored in the application storage means 32 using the
text data obtained by the speech recognition means 18.
In a case of determining, by the voiceprint authentication
means 16, that the user is legitimate (Yes in step B5),
the execution means 22 executes an application using
the textdata, while allowing access (thatis, normalmode)
to protected information held by the terminal 20. For ex-
ample, in a case where the application is an Internet
search application based on speech recognition, the ex-
ecution means 22 performs an Internet search using the
text data and outputs result(s) of the Internet search to
the display means 26.

[0057] Next, the execution means 22 extracts an ap-
plication associated with the text data obtained by the
speech recognition means 18 from the application stor-
age means 32, to be displayed as a list on the display
means 26 of the terminal 20 (step B7).

[0058] Forexample, when the text dataincludes a key-
word (application name, telephone, camera, mail, player,
etc.) that represents an application, a keyword (geo-
graphical name, telephone number, mail address, musi-
cal composition name, etc.) that represents data used
by an application, or a keyword (start of a telephone call,
photographing, mail transmission, reproduction, etc.)
that represents an operation of an application, the exe-
cution means 22 extracts applications associated with
these keywords as a list of candidates to be started up,
and displays the list on the display means 26.

[0059] From the above, execution result(s) (step B6)
of applications associated with content vocally inputted
by the user and the list (step B7) of the applications in
question are displayed on the display means 26 of the
terminal 20. When the user selects a desired application
by atouch operation fromthe list of applications displayed
on the display means 26, the touch panel means 24 re-
ceives this (step B8).

[0060] Next, the execution means 22 starts up the ap-
plication selected by the user (step B9).

[0061] On the other hand, in a case where the voice-
print authentication means 16 does not determine that
the user is legitimate (No in step B5), the execution
means 22 executes an application using the text data,
while forbidding access (that is, restricted mode) to pro-
tected information held by the terminal 20 (step B10). It
is to be noted that in a case where an application cannot
be executed without using protected information stored
in the terminal 20, when itis not determined by voiceprint
authentication that the user is legitimate, the execution
means 22 need not execute (or start up) an application.
[0062] When performing the voiceprint authentication
(step B3), a fixed amount of voice information is neces-
sary. Therefore, where information for voiceprint authen-
tication is lacking in step B3, means may be provided in
the terminal 20 that recommends to the user the input of
additional voice information. According to the terminal in
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question, it is possible to improve the accuracy of the
voiceprint authentication. When there is no additional
speech input, the terminal 20 may be operated in a mode
(restricted mode) the same as the case where the voice-
print authentication does not match.

[0063] With regard tothe speech uttered while the user
is pushing a prescribed button (for example, a software
key on the screen) voiceprint authentication only may be
used, without using speech recognition.

[0064] According to the terminal 20 of the present ex-
emplary embodiment, unlocking is performed by the user
only speaking to the authentication screen (lock screen),
without unlocking the terminal by a finger, and it is pos-
sible to obtain result(s) of an Internet voice search and
of voice commands or the like. According to the terminal
20, since it is possible to perform authentication regard-
ing whether the user is legitimate by voiceprint authenti-
cation, it is possible to prevent fraudulent use of the ter-
minal.

[0065] In terminals in related technology, normally if
user authentication is not completed, it is completely im-
possible to use the functions of the terminal. According
to such terminals, in a case where authentication based
on voiceprint fails, keywords for performing speech input
search or keywords for speech recognition conversation,
inputted by a user by speech, are discarded.

[0066] However, according to the terminal 20 of the
present exemplary embodiment, even in a case where it
could not be determined that the user is legitimate, by
voiceprint authentication (No in step B5), text data ex-
tracted from inputted speech is used in applications (for
example, Internet search). Therefore, itis possible to pre-
vent voice information inputted by a user being discarded
and wasted when voiceprint authentication fails, and it is
possible to dispense with the need for the user to repeat
a speech utterance of the same content.

(Third Exemplary Embodiment)

[0067] A description is given concerning a terminal ac-
cording to a third exemplary embodiment, making refer-
ence to the drawings. FIG. 5 is a block diagram showing
an example of a configuration of the terminal according
to the present exemplary embodiment. Referring to FIG.
5, the terminal 30 is provided with sensor means 34, in-
stead of power activation means 12 as in the terminal 20
(FIG. 3) according to the second exemplary embodiment.
[0068] Thesensormeans 34 is asensorthat measures
aprescribed physical amount (for example, acceleration,
temperature, static electricity, or the like). In the present
exemplary embodiment, in a case where the physical
amount measured by the sensor means 34 is a pre-
scribed value, speech receiving means 14 begins receiv-
ing speech in a locked state.

[0069] Inthe terminal 20 (FIG. 3) according to the sec-
ond exemplary embodiment, speech reception by the
speech receiving means 14 is started with activation of
power supply by an operation on a power button or the
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like, as a trigger. On the other hand, in the present ex-
emplary embodiment, speech reception by the speech
receiving means 14 is started with measurement by the
sensor means 34 as a trigger. An accelerometer or a
gyro sensor, for example, may be used as the sensor
means 34, to detect shaking of the terminal 20. A sensor
that detects heat or static electricity on a surface of the
terminal 20 may also be used. By providing these sen-
sors, it is possible to recognize that a user has touched
the sensor 20, and to start speech reception by the
speech receiving means 14.

[0070] According to the present exemplary embodi-
ment, by only a user lifting up the terminal 20 and speak-
ing to the terminal 20 as it is, for example, the terminal
is unlocked, and it is possible to obtain result(s) of exe-
cuting an application based on a speech recognition func-
tion. Since speech reception is not started until the pre-
scribed physical amount is measured by the sensor 34,
it is possible to reduce power when in standby.

(Fourth Exemplary Embodiment)

[0071] A description is given concerning a terminal ac-
cording to a fourth exemplary embodiment, making ref-
erencetothe drawings. FIG. 5is a block diagram showing
an example of a configuration of the terminal 30 accord-
ing to the present exemplary embodiment.

[0072] In the present exemplary embodiment, as the
state of the terminal 30, sensor means 34 detects orien-
tation (for example, vertical, horizontal, inclined), or a
connection state of the terminal 30 with respect to pe-
ripheral equipment, or the like. As an example of the state
of the terminal 30, the sensor means 34 detects a state
where the terminal is held in a vertical orientation in the
hand of the user, a state where the terminal is held in a
horizontal orientation in the hand of the user, a state
where the terminal is arranged on a charging stand (cra-
dle), a state where the terminal is arranged in a car cradle
(thatis, a cradle attached to the car dashboard or similar),
or the like.

[0073] The terminal 30 of the present exemplary em-
bodiment operates, for example, as follows. In a case
where the terminal 30 is vertically positioned, operations
may be the same as in the third exemplary embodiment.
[0074] On the other hand, in a case where the sensor
means 34 detects that the terminal 30 is placed in a car
cradle, speech receiving means 14 continuously per-
forms a speech receiving operation. In a case where it
is determined by speech recognition means 18 that the
inputted speech is that of the owner, execution means
22 executes an application using the text data obtained
by the speech recognition. At this time, the execution
means 22 may start up a car navigation application as-
sociated with driving a car, a map application, an appli-
cation providing traffic information, or the like, and may
display the result(s) of an information search with a
browser.

[0075] In a case where it is determined by the sensor
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means 34 that the terminal 30 is placed in a charging
cradle, the execution means 22 may display a clock ap-
plication, a movie display, or the result(s) of an informa-
tion search with a browser.

[0076] In addition, in a case where the sensor means
34 detects that the terminal 30 is being held in a horizontal
orientation by the user, the execution means 22 may ex-
tract a television application, a camera application, or the
like, and may display an icon for starting up these appli-
cations at the top of a list display.

[0077] According to the terminal 30 of the present ex-
emplary embodiment, itis possible to appropriately select
an application to be executed using the result(s) of
speech recognition in accordance with the state in which
the terminal is positioned, and to display content as an-
ticipated by a user, as an execution result of an applica-
tion. According to the terminal 30, it is possible to display
a list of icons of applications anticipated by the user.
Therefore, according to the terminal 30 of the present
exemplary embodiment, the user can obtain desired re-
sult(s) as application execution result(s), and further-
more, can easily start up a desired application.

(First Example)

[0078] Based on a first example, a specific description
is given concerning operations of the terminal 20 (FIG.
3) according to the second exemplary embodiment. FIG.
6 shows an example of content displayed in the display
means 26 of the terminal 20 in the present example. The
example assumes that an application using text data in
which a user’s speech is recognized is an Internet search
application.

[0079] FIG.6 (a) showsdisplay contentbefore the user
operates a power button. In this state, the speech receiv-
ing means 14 of the terminal 20 is not receiving speech.
[0080] When a push operation of a hardware key or a
power button is detected, the power activation means 12
activates the power supply to the terminal 20 (step B1 in
FIG. 4). Then the speech receiving means 14 starts an
operation of receiving speech with the terminal 20 in a
locked state (step B2). FIG. 6(b) shows an example of a
screen in a locked state.

[0081] When the speech receiving means 14 receives
speech, the voiceprintauthentication means 16 performs
voiceprint authentication based on the speech received
in the locked state (step B3). The speech recognition
means 18 converts the speech received in the locked
state to text data by speech recognition. FIG. 6 (c) shows
a situation where the voiceprint authentication means 16
and the speech recognition means 18 are operating.
[0082] As shown inFIG. 6 (a) to (c), when a hardware
key is operated, for example, the terminal 20 starts
speech reception in a locked state, and performs voice-
print authentication and speech recognition. Therefore,
the user need not expressly make an utterance in order
to perform unlocking, and may utter a keyword to be
searched by an Internet search, directed to the terminal
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20 in the locked state. In the following, as an example,
content uttered by the user is "Venue for tomorrow’s
Sumida River fireworks display."

[0083] The voiceprint authentication means 16 com-
pares the voiceprint of speech uttered by the user and
the voiceprint of the legitimate user as recorded in the
voiceprint storage means 28, and determines whether or
not the user is legitimate (step B3).

[0084] The speech recognition means 18 performs
speech recognition of speech uttered by the user, and
converts it to "Venue for tomorrow’s Sumida River fire-
works display" (step B4).

[0085] In a case of determining, by voiceprint authen-
tication by the speech recognition means 18, that the
person who spoke is the legitimate user of the terminal
20 (Yes in step B5), the execution means 22 performs
an Internet search using the keywords of "Venue for to-
morrow’s Sumida River fireworks display," while allowing
access to protected information (for example, cookie in-
formation) stored in the terminal 20, and outputs a search
result to the display means 26. The lower part of FIG. 6
(d) shows Internet search result(s) 42 according to the
keywords in question.

[0086] Furthermore, the execution means 22 extracts
applications related to words included in the text data of
"Venue for tomorrow’s Sumida River fireworks display,"
and displays icons for starting up the extracted applica-
tions on the display means 26 (step B7). It is to be noted
that in a case where an application related to words in-
cluded in the text data is clear, the execution means may
execute an application using the text data, and show ex-
ecution result(s) on the display means 26.

[0087] In the upper part of FIG. 6 (d), a result 44 is
displayed, where a map application, which is an applica-
tion related to the keyword "venue," is executed with the
keywords of "Venue for tomorrow’s Sumida River fire-
works display." Furthermore, in the middle part of FIG. 6
(b), as applications related to words included in the text
data of "Venue for tomorrow’s Sumida River fireworks
display," an icon 46 for starting up a camera application,
an icon 47 for starting up a public transport transfer in-
formation application, and an icon 48 for starting up a
social media application are displayed.

[0088] On the other hand, in a case where it is not
determined by voiceprint authentication by the speech
recognition means 18 that the user of the terminal 20 is
legitimate (No in step B5), the terminal 20 starts opera-
tions in a restricted mode (for example, guest mode). In
the case of the restricted mode, the execution means 22
performs only Internet search, and does not read identi-
fication number or protected information that is stored in
the terminal 20. At this time, a browser does not disclose
any information of the terminal 20, and operates in a
mode (secret mode) that discards cookie information.
The execution means 22 performs an Internet search
with text data obtained by speech recognition: "Venue
for tomorrow’s Sumida River fireworks display" as key-
words (step B10), obtains search result(s) as a list, and
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displaystheliston the display means 26. FIG. 6 (e) shows
result(s) 52 of the Internet search at this time. Thereafter,
the execution means 22 performs browsing in a secure
mode browser.

[0089] According to the present exemplary embodi-
ment, by uttering keyword(s) for an Internet search to a
terminal in a locked state, the user of the terminal 20 can
unlock the terminal and obtain Internet search result(s).

(Second Example)

[0090] Basedonasecond example, a specific descrip-
tion is given concerning operations of the terminal 20
(FIG. 3) according to the second exemplary embodiment.
The present example assumes an application using text
data in which a user’s voice is recognized to be a tele-
phone calling application. In the following, a description
is given concerning differences from the first example.
[0091] In the present example, a user utters the tele-
phone number of another party, for example, to the ter-
minal 20 that is in a locked state. Here, as an example,
the content uttered by the user is assumed to be
"01234567890."

[0092] The speech recognition means 18 performs
speech recognition of speech uttered by the user, and
converts it to "01234567890" (step B4).

[0093] In a case of determining, by voiceprint authen-
tication by the speech recognition means 18, that the
person who spoke is the legitimate user of the terminal
20 (Yes in step B5), the execution means 22 makes a
call to the other party’'s telephone number
"01234567890," using a telephone number assigned to
the terminal 20, for example, as protected information
that is stored in the terminal 20. In this way, a voice call
with the other party is possible.

[0094] On the other hand, in a case where it is not
determined by voiceprint authentication by the speech
recognition means 18 that the user of the terminal 20 is
legitimate (No in step B5), the terminal 20 starts opera-
tions in a restricted mode (for example, a guest mode).
In the case of the restricted mode, the execution means
22 cannot read information (for example, the telephone
number assigned to the terminal 20) stored in the terminal
20, and waits for call processing to be performed.
[0095] According to the present example, by only ut-
tering the telephone number of the other party to the ter-
minal that is in a locked state, the user of the terminal 20
can unlock the terminal and can start a voice call with
the other party.

[0096] Itis to be noted that the various disclosures of
the abovementioned Patent Literature are incorporated
herein by reference thereto. Modifications and adjust-
ments of exemplary embodiments and examples may be
made within the bounds of the entire disclosure (including
the scope of the claims) of the present invention, and
also based on fundamental technological concepts
thereof. Furthermore, various combinations and selec-
tions of various disclosed elements (including respective
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elements of the respective claims, respective elements
of the respective exemplary embodiments and exam-
ples, respective elements of the respective drawings, and
the like) are possible within the scope of the claims of
the presentinvention. Thatis, the presentinvention clear-
ly includes every type of transformation and modification
that a person skilled in the art can realize according to
the entire disclosure including the scope of the claims
and to technological concepts thereof. In particular, with
regard to numerical ranges described herein, arbitrary
numerical values and small ranges included in the rele-
vant ranges should be interpreted to be specifically de-
scribed even where there is no particular description
thereof.

[0097] It is to be noted that the following modes are
possible in the present invention.

(First Mode)

[0098] A terminal may be the terminal according to the
first aspect described above.

(Second Mode)

[0099] The terminal may comprise power activation
means that activates a power supply to the terminal if a
prescribed operation is detected, wherein the speech re-
ceiving means may start receiving speech in the locked
state if the power supply to the terminal is activated in
response to the prescribed operation.

(Third Mode)

[0100] The terminal may comprise sensor means that
measures a prescribed physical amount, wherein the
speech receiving means may start receiving speech in
the locked state if the physical amount measured by the
sensor means is a prescribed value.

(Fourth Mode)

[0101] In the terminal, the execution means may exe-
cute the application using the result of the speech rec-
ognition while allowing access to protected information
stored in the terminal if the voiceprint authentication de-
termined that the user is legitimate.

(Fifth Mode)

[0102] In the terminal, the execution means may exe-
cute the application using the result of the speech rec-
ognition, while forbidding access to protected information
stored in the terminal if the voiceprint authentication does
not determine that the user is legitimate.

(Sixth Mode)

[0103] In the terminal, the execution means may ex-
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tract an application(s) related to word(s) included in the
result of the speech recognition and display a list of the
extracted application(s) on a screen of the terminal if the
voiceprint authentication determines that the user is le-
gitimate.

(Seventh Mode)

[0104] In the terminal, the execution means may ex-
tract an application(s) according to orientation of the ter-
minal or type of a peripheral device to which the terminal
is connected and display a list of the extracted applica-
tion(s) on a screen of the terminal if the voiceprint au-
thentication determines that the user is legitimate.

(Eighth Mode)

[0105] An unlocking method may be the unlocking
method according to the second aspect described above.

(Ninth Mode)

[0106] The unlocking method may comprise: by the
terminal, activating a power supply to the terminal if a
prescribed operation is detected by the terminal, wherein
speech reception in the locked state is started if a power
supply to the terminal is activated in response to the pre-
scribed operation.

(Tenth Mode)

[0107] The unlocking method may comprise: by the
terminal, measuring a prescribed physical amount by the
terminal, wherein speech reception in the locked state is
started if the measured physical amount is a prescribed
value.

(Eleventh Mode)

[0108] In the unlocking method, the terminal may ex-
ecute the application using the result of the speech rec-
ognition while allowing access to protected information
stored in the terminal if the voiceprint authentication de-
termines that a user is legitimate.

(Twelfth Mode)

[0109] In the unlocking method, the terminal may ex-
ecute the application using the result of the speech rec-
ognition while forbidding access to protected information
stored in the terminal if the voiceprint authentication does
not determine that the user is legitimate.

(Thirteenth Mode)
[0110] The unlocking method may comprise: by the

terminal, extracting an application(s) related to word(s)
included in the result of the speech recognition if the
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voiceprint authentication determines that the user is le-
gitimate; and displaying a list of the extracted applica-
tion(s) on a screen of the terminal.

(Fourteenth Mode)

[0111] The unlocking method may comprise: by the
terminal, extracting an application(s) according to orien-
tation of the terminal, or type of a peripheral device to
which the terminal is connected if the voiceprint authen-
tication determines that the user is legitimate; and dis-
playing a list of the extracted application(s) on a screen
of the terminal.

(Fifteenth Mode)

[0112] A program may be the program according to
the third aspect described above.

(Sixteenth Mode)

[0113] The program may cause the computer to exe-
cute: activating a power supply to the terminal if a pre-
scribed operation is detected; and starting speech recep-
tion in the locked state if the power supply to the terminal
is activated in response to the prescribed operation.

(Seventeenth Mode)

[0114] The program may cause the computer to exe-
cute: measuring a prescribed physical amount; and start-
ing speech reception in the locked state if the measured
physical amount is a prescribed value.

(Eighteenth Mode)

[0115] The program may cause the computer to exe-
cute: executing the application using the result of the
speech recognition, while allowing access to protected
information stored in the terminal if the voiceprint authen-
tication determines that the user is legitimate.

(Nineteenth Mode)

[0116] The program may cause the computer to exe-
cute: executing the application using the result of the
speech recognition while forbidding access to protected
information stored in the terminal if the voiceprint authen-
tication does not determine that the user is legitimate.

(Twentieth Mode)

[0117] The program may cause the computer to exe-
cute: extracting an application(s) related to word(s) in-
cluded in the result of the speech recognition if the voice-
printauthentication determines that the user is legitimate;
and displaying a list of the extracted application(s) on a
screen of the terminal.
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(Twenty-first Mode)

[0118] The program may cause the computer to exe-
cute: extracting an application(s) according to orientation
of the terminal, or type of a peripheral device to which
the terminal is connected if the voiceprint authentication
determines that the user is legitimate; and displaying a
list of the extracted application(s) on a screen of the ter-
minal.

REFERENCE SIGNS LIST
[0119]

10, 20, 30 terminal

12 power activation means
14 speech receiving means
16 voiceprint authentication means
18 speech recognition means
22 execution means

24 touch panel means

26 display means

28 voiceprint storage means
32 application storage means
34 sensor means

42, 44,52 result(s)

46-48 icon

Claims
1. A terminal, comprising:

speech receiving means that receives speech
in a locked state;

voiceprint authentication means that performs
voiceprint authentication based on the speech
received in the locked state and determining
whether or not a user is legitimate;

speech recognition means that performs speech
recognition of the speech received in the locked
state; and

execution means that executes an application
using a result of the speech recognition.

2. The terminal according to claim 1, comprising:

power activation means that activates a power
supply to the terminal if a prescribed operation
is detected, wherein

the speech receiving means starts receiving
speech in the locked state if the power supply
to the terminal is activated in response to the
prescribed operation.

3. The terminal according to claim 1, comprising:

sensor means thatmeasures a prescribed phys-
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ical amount, wherein

the speech receiving means starts receiving
speech in the locked state if the physical amount
measured by the sensor means is a prescribed
value.

The terminal according to any one of claims 1 to 3,
wherein

the execution means executes the application using
the result of the speech recognition while allowing
access to protected information stored in the terminal
if the voiceprint authentication determined that the
user is legitimate.

The terminal according to any one of claims 1 to 4,
wherein

the execution means executes the application using
the result of the speech recognition, while forbidding
access to protected information stored in the terminal
if the voiceprint authentication does not determine
that the user is legitimate.

The terminal according to any one of claims 1 to 5,
wherein the execution means extracts an applica-
tion(s) related to word(s) included in the result of the
speech recognition and displays a list of the extract-
ed application(s) on a screen of the terminal if the
voiceprint authentication determines that the user is
legitimate.

The terminal according to any one of claims 1 to 5,
wherein

the execution means extracts an application(s) ac-
cording to orientation of the terminal or type of a pe-
ripheral device to which the terminal is connected
and displays a list of the extracted application(s) on
a screen of the terminal if the voiceprint authentica-
tion determines that the user is legitimate.

An unlocking method, comprising:

by aterminal, receiving speech in alocked state;
performing voiceprint authentication based on
the speech received in the locked state and de-
termining whether or not a user is legitimate;
performing speech recognition of the speech re-
ceived in the locked state; and

executing an application using a result of the
speech recognition.

9. The unlocking method according to claim 8, com-

prising:

by the terminal, activating a power supply to the
terminal if a prescribed operation is detected by
the terminal, wherein

speech reception in the locked state is started
if a power supply to the terminal is activated in
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1"

10.

1.

12.

13.

14.

15.

response to the prescribed operation.

The unlocking method according to claim 8, com-
prising:

by the terminal, measuring a prescribed physical
amount by the terminal, wherein

speech reception in the locked state is started
if the measured physical amount is a prescribed
value.

The unlocking method according to any one of claims
8 to 10, wherein

the terminal executes the application using the result
of the speech recognition while allowing access to
protected information stored in the terminal if the
voiceprint authentication determines that a user is
legitimate.

The unlocking method according to any one of claims
8 to 11, wherein

the terminal executes the application using the result
of the speech recognition while forbidding access to
protected information stored in the terminal if the
voiceprint authentication does not determine that the
user is legitimate.

The unlocking method according to any one of claims
8 to 12, comprising:

by the terminal, extracting an application(s) re-
lated to word(s) included in the result of the
speech recognition if the voiceprint authentica-
tion determines that the user is legitimate; and
displaying a list of the extracted application(s)
on a screen of the terminal.

The unlocking method according to any one of claims
8 to 12, comprising:

by the terminal, extracting an application(s) ac-
cording to orientation of the terminal, or type of
a peripheral device to which the terminal is con-
nected if the voiceprint authentication deter-
mines that the user is legitimate; and
displaying a list of the extracted application(s)
on a screen of the terminal.

A program, causing a computer provided in a termi-
nal to execute:

receiving speech in a locked state;

performing voiceprint authentication based on
the speech received in the locked state and de-
termining whether or not a user is legitimate;
performing speech recognition of the speech re-
ceived in the locked state; and

executing an application using a result of the
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16. The program accordingto claim 15, causing the com-
puter to execute:

5
activating a power supply to the terminal if a pre-
scribed operation is detected; and
starting speech reception in the locked state if
the power supply to the terminal is activated in
response to the prescribed operation. 10

17. The program according to claim 15, causing the com-
puter to execute:

measuring a prescribed physical amount; and 75
starting speech reception in the locked state if

the measured physical amount is a prescribed
value.

18. The program according to any one of claims 15to 20
17, causing the computer to execute:

executing the application using the result of the
speech recognition, while allowing access to
protected information stored in the terminalifthe 25
voiceprintauthentication determines that the us-

er is legitimate.

19. The program according to any one of claims 15 to
18, causing the computer to execute: 30

executing the application using the result of the
speech recognition while forbidding access to
protected information stored in the terminalifthe
voiceprint authentication does not determine 35
that the user is legitimate.

20. The program according to any one of claims 15 to
19, causing the computer to execute:

40
extracting an application(s) related to word(s)
included in the result of the speech recognition
if the voiceprint authentication determines that
the user is legitimate; and
displaying a list of the extracted application(s) 45
on a screen of the terminal.

21. The program according to any one of claims 15 to
19, causing the computer to execute:

50
extracting an application(s) according to orien-
tation of the terminal, or type of a peripheral de-
vice to which the terminal is connected if the
voiceprintauthentication determines that the us-
er is legitimate; and 55
displaying a list of the extracted application(s)
on a screen of the terminal.

12
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