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Description
TECHNICAL FIELD

[0001] The presentinvention relates to a technique for
name resolution in a virtual private network (VPN).

BACKGROUND ART

[0002] VPNs are used for interconnection of local area
networks (LANSs) in a plurality of locations of a company.
Communication apparatuses in a LAN, other than com-
munication apparatuses that are open to the Internet,
use only private IP (Internet Protocol) addresses. Accord-
ingly, cases may exist in which two communication ap-
paratuses that are connected to different LANs are using
the same |IP address. For this reason, Patent Document
1 discloses a configuration in which an address transla-
tion is performed when IP addresses in different LANs
are the same. Also, Patent Document 2 discloses a VPN
management apparatus that collectively controls VPN
apparatuses that connects a plurality of LANs via VPN.

CITATION LIST
PATENT LITERATURE
[0003]

[Patent Document 1] Japanese Patent Laid-Open
No. 2005-142702
[Patent Document 2] Japanese Patent Laid-Open
No. 2003-101569

SUMMARY OF INVENTION
TECHNICAL PROBLEM

[0004] Currently, use of VPNs in order to interconnect
LANSs of different companies has started. When LANs of
different companies are connected by VPNs, forreasons
of security, it is necessary to restrict communication via
the VPN such that it is only possible between specific
communication apparatuses, rather than permitting com-
munication between any of the communication appara-
tuses connected to the LANSs of the different companies.
Also, because the communication apparatuses withinthe
LANSs are usually using private IP addresses, name res-
olution for a communication apparatus that is connected
only to a LAN of a company cannot be performed in a
DNS (Domain Name System) that can be used on the
Internet. Furthermore, there are cases in which two com-
munication apparatuses that are connected to LANs of
different companies are using the same IP addresses.

[0005] Patent Document 1 discloses a configuration in
which overlapping IP addresses are translated, but can-
not control so as to permit communication by only specific
communication apparatuses. Also, by the methods dis-
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closed in Patent Documents 1 and 2, name resolution of
adestination communication apparatus thatis connected
to a LAN of another company cannot be performed.

SOLUTION TO PROBLEM

[0006] According to one embodiment of the present
invention, a transfer apparatus that, for communication
between a communication apparatus of a first network
and a communication apparatus of a second network via
a virtual private network, connects the first network and
the virtual private network and performs transferring of a
packet between the first network and the virtual private
network, the transfer apparatus comprising: determina-
tion means for determining, when a request to commu-
nicate with a second communication apparatus of the
second network or a query for an address of the second
communication apparatus is received from a first com-
munication apparatus of the first network, whether com-
munication between the first communication apparatus
and the second communication apparatus via the virtual
private network is permitted; and address determination
means for, when communication between the first com-
munication apparatus and the second communication
apparatus via the virtual private network is permitted, de-
termining a destination address that the first communi-
cation apparatus uses when communicating with the sec-
ond communication apparatus, and notifying the first
communication apparatus of the destination address.
[0007] Other features and advantages of the present
invention will be apparent from the following description
taken in conjunction with the accompanying drawings.
Note that the same reference numerals denote the same
or like components throughout the accompanying draw-
ings.

BRIEF DESCRIPTION OF DRAWINGS

[0008] The accompanying drawings, which are incor-
porated in and constitute a part of the specification, illus-
trate embodiments of the invention and, together with the
description, serve to explain the principles of the inven-
tion.

FIG. 1 is a system configuration diagram according
to an embodiment.

FIG. 2 is a configuration diagram for a VPN appara-
tus according to an embodiment.

FIG. 3 is a sequence diagram for name resolution
and address assignment according to an embodi-
ment.

FIG. 4 is a sequence diagram for name resolution
and address assignment according to an embodi-
ment.

FIG. 5A is a view for illustrating information that a
controller holds according to an embodiment.

FIG. 5B is a view for illustrating information that the
controller holds according to an embodiment.
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FIG. 5C is a view for illustrating information that a
VPN apparatus holds according to an embodiment.

DESCRIPTION OF EMBODIMENTS

[0009] Exemplary embodiments of the present inven-
tion will be described hereinafter with reference to the
drawings. Note that elements that are not necessary for
the explanation of the embodiments are omitted from the
figures below.

[0010] FIG. 1 is a system configuration diagram used
for explanation of an embodiment. In FIG. 1, a VPN ap-
paratus 11 is connected to VPN apparatuses 12 and 13
via a VPN 4. Note that in the present embodiment, VPN
apparatus means a transfer apparatus that performs a
relay between a VPN (Virtual Private Network) and a LAN
(Local Area Network). Also, in the example of FIG. 1,
LANs 31, 32 and 33 are respectively company networks
of different companies. Note thatin FIG. 1, a terminal 51,
a server 52, and a server 53, which are communication
apparatuses, are respectively connected to the LAN 31,
the LAN 32 and the LAN 33. A controller 2, for example,
is installed by a communications carrier that provides the
VPN 4, and the controller 2 holds connection information
indicating which communication apparatuses of which
companies communication is permitted between, and
addresses used in the VPN 4 for permitted communica-
tion between apparatuses. Note that though not shown,
the LANs 31, 32 and 33 are connected to the Internet.
Below, explanation of an embodiment will be given as-
suming using the configuration of FIG. 1 as an example.
[0011] An example of connection information that the
controller 2 holds is illustrated in FIG. 5A. An entry having
anumber #1 in FIG. 5A indicates that communication by
the terminal 51 of the LAN 31 and the server 52 of the
LAN 32 via the VPN 4 is permitted. Furthermore the entry
having the number #1 indicates that when the terminal
51 of the LAN 31 and the server 52 of the LAN 32 com-
municate via the VPN 4, in the VPN 4, address X is used
as an address of the terminal 51, and address A is used
as an address of the server 52. Additionally, itis assumed
that a combination of the terminal 51 of the LAN 31 and
the server 53 of the LAN 33 is something that is not in-
cluded in the connection information of FIG. 5A. Accord-
ingly, the connection information of FIG. 5A indicates that
communication by the terminal 51 of the LAN 31 and the
server 53 of the LAN 33 via the VPN 4 is not permitted.
[0012] FIG. 3 illustrates a sequence for when the ter-
minal 51 of the LAN 31 and the server 52 of the LAN 32
communicate. In step S11, the terminal 51 performs au-
thentication processing with the VPN apparatus 11. Note
that for the authentication processing, for example, a
method that complies with IEEE 802.1X can be used. In
the present embodiment, it is assumed that the VPN ap-
paratus 11 transmits to the controller 2 authentication
information that the terminal 51 transmits in the authen-
tication processing, and the controller 2 performs an au-
thentication of the terminal 51, and transmits an authen-
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tication result to the VPN apparatus 11. However, au-
thentication may be performed on the VPN apparatus
11. Also, when the authentication of the terminal 51 suc-
ceeds, the VPN apparatus 11 saves for a predetermined
period something to that effect. By this configuration, it
is possible to omit processing between the VPN appara-
tus 11 and the controller 2 in step S11 when the VPN
apparatus 11 holds information that the authentication of
the terminal 51 already succeeded.

[0013] In step S12, the VPN apparatus 11 assigns an
IP address of the terminal 51. Note that when an IP ad-
dress is already assigned to the terminal 51, the process-
ing of step S12 is omitted. In step S13, the terminal 51
transmits a request to communicate with the server 52
to the VPN apparatus 11 in order to communicate with
the server 52. The request to communicate is a message
for querying an IP address of the server 52 which includes
identification information of the server 52. Note that for
the identification information of the server 52, for exam-
ple, a fully qualified domain name can be used. The VPN
apparatus 11, in step S14, queries the controller 2 as to
whether communication via the VPN 4 between the ter-
minal 51 and the server 52 is permitted. In the present
example, as is illustrated in FIG. 5A, because communi-
cation via the VPN 4 between the terminal 51 and the
server 52 is permitted, the controller 2 transmits connec-
tion information corresponding to the entry having the
number #1 in FIG. 5A to the VPN apparatus 11 in step
S15.

[0014] The VPN apparatus 11, when it receives the
connection information from the controller 2, generates,
in step S16, an address that the terminal 51 uses as a
destination address in the communication between the
terminal 51 and the server 52. Here, it is assumed that
10.0.0.1 is generated. The VPN apparatus 11, in step
S17, notifies the terminal 51 of the address generated in
step S16. Also, the VPN apparatus 11 manages the ad-
dress, which notifies as the address of the server 52 in
association with the address assigned to the terminal 51,
as is illustrated in FIG. 5C.

[0015] When, in step S18, the terminal 51 transmits a
packet that has the address of the server 52 as a desti-
nation address, the VPN apparatus 11, translates, in step
S19, the transmission source address, i.e. 192.168.0.1
and the destination address, i.e. 10.0.0.1 to the address
Xand the address A respectively, in accordance with the
information illustrated in FIG. 5C, and transmits to the
VPN apparatus 12 in step S20.

[0016] Note thatthe VPN apparatus 12 makes a query
to the controller 2 when a communication apparatus on
the LAN 32 corresponding to the destination address A
cannot be identified. Also, because the VPN apparatus
11 saves the information illustrated in FIG. 5C in step
S16, thereafter the packet is transferred in accordance
with the information illustrated in FIG. 5C when a packet
having 10.0.0.1 as a destination address is received from
the terminal 51, and the processing from step S11 to step
S17 becomes unnecessary. Additionally, configuration
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may be taken in which, for example, a validity period is
provided for the information illustrated in FIG. 5C, where
the information is discarded after the validity period has
elapsed. With this, even when a setting of the controller
2 is changed, the change can be reflected in the VPN
apparatus 11.

[0017] AVPN apparatus according to this embodiment
queries the controller 2 which manages the VPN 4 as to
whether communication between communication appa-
ratuses on different LANs is permitted, and if it is permit-
ted, the VPN apparatus itself determines an address to
be used as a destination, and communicates that to the
communication apparatus which is the source of the re-
quest for communication. The address that is determined
here can be determined to be an address that does not
overlap with an address of a communication apparatus
on the LAN to which the VPN apparatus is connected
irrespective of the address that the actual communication
partner is using. For example, the determined address
can be made to be an address of a subnet that is different
to that of the LAN to which the VPN apparatus is con-
nected. Additionally, the determined address can be
made to not overlap with an address already communi-
cated as a destination address to each of the communi-
cation apparatuses in the LAN to which the VPN appa-
ratus is connected. However, if a communication appa-
ratus that a destination address indicates is specified by
a set of a transmission source address and the destina-
tion address, the determined address may be made to
be different to what was already communicated as a des-
tination address to the communication apparatus which
is the source of the request for the communication. In
such a case, when the VPN apparatus receives a packet,
the destination communication apparatus is identified
based on the set of the transmission source address and
the destination address, and translation into the address
used by the VPN 4 is performed. By this configuration,
the degree of freedom in determination of the destination
address onthe VPN apparatusisincreased. By the above
configuration, it is possible to solve a problem of IP ad-
dress overlapping in a connection via the VPN 4 between
different LANs, and provide name resolution. Also, it is
possible to limit communication via the VPN 4 to between
permitted communication apparatuses.

[0018] FIG. 4 illustrates a sequence for when the ter-
minal 51 of the LAN 31 and the server 53 of the LAN 33
communicate. Note that communication via the VPN 4
is not permitted between the terminal 51 and the server
53 as was explained previously. Additionally, in the
present example, the server 53 is a server that is avail-
able on the Internet, and accordingly, communication via
the Internet between the terminal 51 and the server 53
is possible.

[0019] Step S31 and step S32 of FIG. 4 are the same
as step S11 and step S12 of FIG. 3, and so explanation
of these once again will be omitted. In step S33, the ter-
minal 51 queries the IP address of the server 53 by trans-
mitting identification information of the server 53 to the
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VPN apparatus 11 in order to communicate with the serv-
er 53. The VPN apparatus 11, in step S34, queries the
controller 2 as to whether communication via the VPN 4
between the terminal 51 and the server 53 is permitted.
In the present example, because communication via the
VPN 4 is not permitted between the terminal 51 and the
server 53, the controller 2, in step S35, notifies the VPN
apparatus 11 that it is not permitted.

[0020] Because, in this case, the communication be-
tweentheterminal 51 and the server 53 is via the Internet,
the VPN apparatus 11, in step S36, queries an external
DNS server for the IP address of the server 53, thereby
obtaining an IP address for accessing the server 53 via
the Internet. After that, the VPN apparatus 11, in step
S37, communicates the IP address of the server 53 ob-
tained in step S36 to the terminal 51. In step S38, the
terminal 51 accesses the server 53 via the Internet using
the IP address communicated from the VPN apparatus
11. Note that in the present example, in a case where
the server 53 is a communication apparatus that is not
opentothe Internet, the VPN apparatus 11 cannot obtain
the IP address of the server 53 in step S36, and accord-
ingly communicates something to that effect to the ter-
minal 51 in step S37.

[0021] Additionally, in the explained embodiment, the
controller 2 holds information indicating a set of two com-
munication apparatuses capable of communicating via
the VPN 4. However, if, for example, communication is
possible between any two of a plurality of communication
apparatuses, the controller 2 can manage the plurality of
the communication apparatuses capable of communicat-
ing with each other as a group, as is illustrated in FIG.
5B. For example, in FIG. 5B it is illustrated that two
groups, #1 and #2, exist, and the terminal 51 belongs to
both groups. Here, all communication is permitted via the
VPN 4 for any two of the communication apparatuses in
group #1, even if they belong to different LANs, for ex-
ample. Accordingly, when, in step S14 of FIG. 3, for ex-
ample, a query as to whether or not communication is
permitted between the terminal 51 and the server 52 is
received, the controller 2 can transmit to the VPN appa-
ratus 11 the group information of group #1 illustrated in
FIG. 5B as the connection information. Alternatively, an
embodiment may transmit VPN side addresses for the
terminal 51 and the server 52 in the group information,
and a group identifier. The VPN apparatus 11 manages
the received group identifier by adding it to the informa-
tion illustrated in FIG. 5C. For example, without querying
the controller 2, the VPN apparatus 11 can determine,
by receiving the same group identifier from the controller
2in name resolution in communication with another com-
munication apparatus, that this other communication ap-
paratus and the terminal 51 or the server 52 can com-
municate via the VPN 4.

[0022] FIG. 2 is an overview configuration diagram for
a VPN apparatus according to an embodiment. A trans-
mission/reception unit 105 transmits/receives packets
with a LAN, and a transmission/reception unit 107 per-
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forms transmission/reception of packets with the VPN 4.
Also a translation unit 106 performs address translation
of a packet transmitted/received between the LAN and
the VPN 4 based on the address translation information
of FIG. 5C which an address management unit 104 holds.
Additionally, the address management unit 104 performs
address assignment processing in step S12 of FIG. 3,
address determination processing in step S16, destina-
tion address communication processing in step S17, or
the like. Furthermore, it performs the query to the DNS
server in step S36.

[0023] An authentication management unit 103 per-
forms authentication processing illustrated in step S11
of FIG. 3. Furthermore, the authentication management
unit 103 queries the controller 2 as to whether commu-
nication via the VPN 4 with a query target communication
apparatus is permitted for a communication apparatus
that performed an IP address query by executing the
processing of step S14 and step S15, or makes the de-
termination by the information of FIG. 5C. A controller
cooperation unit 101 performs processing for communi-
cation with the controller 2. A DNS cooperation unit 102
performs the processing for obtaining an IP address from
the external DNS server in step S36 of FIG. 4.

[0024] Note, the present invention is not limited to the
embodiment described above, and it is possible to make
various modifications or changes without departing from
the spirit and scope of the present invention. For exam-
ple, in the explained embodiments, the LANs 31, 32 and
33 are assumed to be networks of different companies,
but the present invention can be applied even if they be-
long to the same company. This is because even if it is
the same company, there is an advantage that address
adjustment, or the like, between locations becomes un-
necessary. Accordingly, the following claims are at-
tached to make public the scope of the present invention.
[0025] This application claims priority from Japanese
Patent Application No. 2013-064872, filed March 26,
2013, which is hereby incorporated by reference herein
in its entirety.

Claims

1. Atransfer apparatus connected to afirst network and
avirtual private network and for transferring a packet
between the first network and the virtual private net-
work for communication between a communication
apparatus of the first network and a communication
apparatus of a second network via the virtual private
network, the transfer apparatus comprising:

determination means for determining, when a
request to communicate with a second commu-
nication apparatus of the second network or a
query for an address of the second communica-
tion apparatus is received from a first commu-
nication apparatus of the first network, whether
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communication between the first communica-
tion apparatus and the second communication
apparatus via the virtual private network is per-
mitted; and

address determination means for determining,
when communication between the first commu-
nication apparatus and the second communica-
tion apparatus via the virtual private network is
permitted, a destination address that the first
communication apparatus uses when commu-
nicating with the second communication appa-
ratus, and for notifying the first communication
apparatus of the destination address.

The transfer apparatus according to claim 1, wherein
the destination address that the address determina-
tion means determines is an address that does not
overlap with an address of a communication appa-
ratus that connects to the first network.

The transfer apparatus according to claim 1 or 2,
wherein the determination means queries, when not
holding information that communication between the
first communication apparatus and the second com-
munication apparatus via the virtual private network
is permitted, a controller of the virtual private network
as to whether communication between the first com-
munication apparatus and the second communica-
tion apparatus via the virtual private network is per-
mitted.

The transfer apparatus according to any one of
claims 1 to 3, further comprising transmission means
for translating, when a packet including the deter-
mined destination address is received from the first
communication apparatus, the destination address
of the packet and a transmission source address of
the packetinto predetermined addresses used in the
virtual private network, and for transmitting to the
virtual private network.

The transfer apparatus according to claim 4, wherein
the transmission means performs the translation to
the predetermined addresses used in the virtual pri-
vate network in accordance with a combination of
the destination address of the packet and the trans-
mission source address of the packet.

The transfer apparatus according to claim 4 or 5,
wherein the predetermined addresses used in the
virtual private network are obtained from a controller
of the virtual private network.

The transfer apparatus according to any one of
claims 1 to 6, wherein the address determination
means queries, when communication between the
first communication apparatus and the second com-
munication apparatus via the virtual private network
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is not permitted, a sever on the Internet for the ad-
dress of the second communication apparatus, and,
when the address of the second communication ap-
paratus can be obtained from the server on the In-
ternet, notifies the first communication apparatus of
the obtained address.

The transfer apparatus according to any one of
claims 1to 7, wherein the determination means man-
ages, when communication between any one of a
plurality of communication apparatuses of the first
network and any one of a plurality of communication
apparatuses of the second network via the virtual
private network is permitted, the plurality of commu-
nication apparatuses of the first network and the plu-
rality of communication apparatuses of the second
network as a group.
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