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TRANSFER

(67)  The invention proposes a security information
interaction method. In the method, a first security infor-
mation interaction terminal executes a security informa-
tion interaction procedure based on a direct data com-
munication with a second security information interaction
terminal in the form of near field communication so as to
realize the transfer of electronic resources. The security
information interaction method disclosed by the invention
can achieve a direct transfer of electronic resources be-
tween security information interaction terminals and has
a high safety and reliability.

SECURE INFORMATION INTERACTION METHOD FOR ELECTRONIC RESOURCES

/“AI

a first security information interaction terminal constituting a
security information interaction request based on a security
information interaction instruction from a resource transfer-out
party and transmitting the security information interaction request
to a second security information interaction terminal via a first
communication channel, wherein the security information
interaction request comprises the following information: the
amount of electronic resources to be transferred and an electronic
resource identifier of the resource transfer-out party

A2

the second security information interaction terminal processing the
received security information interaction request and returning a
security information interaction response based on the processing
result, wherein the security information interaction response
comprises an electronic resource identifier of the resource transfer-

in party

A3

the first security information interaction terminal communicating
with a first secure carrier based on the security information
interaction response and via a second communication channel so
as to constitute a security information interaction message, and
transmitting the security information interaction message to a data
processing server so as to complete a subsequent security
information interaction procedure and achieve the transfer of
electronic resources, wherein the security information interaction
message comprises the information required for executing the
subsequent security information interaction procedure

FIG. 1
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Description
FIELD OF THE INVENTION

[0001] The invention relates to information interaction
method, and in particular, to a security information inter-
action method for electronic resource transfer.

BACKGROUND

[0002] Currently, with the increasing development of
network application (especially the mobile network) and
increasing abundance of business types in different
fields, the interaction of security information (i.e., the in-
formation that is highly demanding on security) related
to transfer of electronic resource is becoming more and
more important.

[0003] Existing security information interaction meth-
ods related to transfer of electronic resource are typically
used only for security information interaction in a form of
field offline (e.g., applying electronic cash in a form of
field offline by means of financial mechanisms), and thus
are difficult to achieve a direct transfer of electronic re-
source between security information interaction termi-
nals (e.g., mobile terminals).

[0004] Therefore, there exists a need for a security in-
formation interaction method that can achieve a direct
transfer of electronic resource between security informa-
tion interaction terminals and has a high safety and reli-
ability.

SUMMARY OF THE INVENTION

[0005] In order to address the existing problems in the
above prior art solutions, the invention proposes a secu-
rity information interaction method that can achieve a di-
rect transfer of electronic resource between security in-
formation interaction terminals and has a high safety and
reliability.

[0006] The object of the invention is achieved by the
following technical solutions:

a security information interaction method including
the following steps:

(A1) a first security information interaction ter-
minal constituting a security information interac-
tion request based on a security information in-
teractioninstruction from aresource transfer-out
party and transmitting the security information
interaction request to a second security informa-
tion interaction terminal via a first communica-
tion channel, wherein the security information
interaction request comprises the following in-
formation: the amount of the electronic resourc-
es to be transferred and an electronic resource
identifier of the resource transfer-out party;
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(A2) the second security information interaction
terminal processing the received security infor-
mation interaction request and returning a se-
curity information interaction response based on
the processing result, wherein the security infor-
mation interaction response comprises an elec-
tronic resource identifier of the resource trans-
fer-in party;

(A3) the first security information interaction ter-
minal communicating with a first secure carrier
based on the security information interaction re-
sponse and via a second communication chan-
nel so as to constitute a security information in-
teraction message, and transmitting the security
information interaction message to a data
processing server so as to complete the subse-
quent security information interaction procedure
and achieve the transfer of electronic resources,
wherein the security information interaction
message comprises the information required for
executing the subsequent security information
interaction procedure.

[0007] Preferably, inthe above described technical so-
lutions, the first communication channel is a communi-
cation channel based on near field communication pro-
tocol.

[0008] Preferably, in the above described technical so-
lutions, the first security information interaction terminal
acquires the information required for executing the sub-
sequent security information interaction procedure from
the first secure carrier via the second communication
channel.

[0009] Preferably, inthe above described technical so-
lutions, the first security information interaction terminal
and the second security information interaction terminal
are both mobile terminals.

[0010] Preferably, in the above described technical so-
lutions, the step (A3) further includes: the data process-
ing server analyzing the received security information in-
teraction message and executing an offline verification
and determination operation; if the result of the offline
verification and determination operation is "approving the
transfer of electronic resources to be executed", an ap-
proval response is returned to the first security informa-
tion interaction terminal; otherwise, a rejection response
is returned to the first security information interaction ter-
minal.

[0011] Preferably, in the above described technical so-
lutions, the step (A3) further includes: if the approval re-
sponse is received, the first security information interac-
tion terminal conducts data communication with the first
security carrier via the second communication channel
so as to execute an operation related to the transfer-out
of electronic resources in an offline manner and acquire
a corresponding security information interaction certifi-
cate, and if a rejection response is received, the first se-
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curity information interaction terminal terminates the se-
curity information interaction procedure and informs the
user of the failure of security information interaction.
[0012] Preferably,inthe above described technical so-
lutions, the step (A3) further includes: after the operation
related to transfer-out of electronic resources is execut-
ed, the first security information interaction terminal
transmits a transfer-out operation success response to
the data processing server, wherein the transfer-out op-
eration success response comprises the security infor-
mation interaction certificate and the electronic resource
identifier of the resource transfer-in party.

[0013] Preferably,inthe above described technical so-
lutions, the step (A3) further includes: after receiving the
transfer-out operation success response, the data
processing server records the information related to cur-
rent security information interaction and sets the status
of this record to be "unfinished", and sends a security
information interaction response to a first service provider
server, wherein the security information interaction re-
sponse comprises the information related to current se-
curity information interaction, and the data processing
server then sends a resource transfer-in notification to
the second security information interaction terminal.
[0014] Preferably,inthe above described technical so-
lutions, the step (A3) further includes: after receiving the
resource transfer-in notification, the second security in-
formation interaction terminal sends a security informa-
tion interaction record enquiry/synchronization request
to the data processing server so as to acquire the security
information interaction record whose status is "unfin-
ished".

[0015] Preferably,inthe above described technical so-
lutions, the step (A3) further includes: after acquiring the
security information interaction record whose status is
"unfinished", the second security information interaction
terminal sends a secure carrier electronic resource syn-
chronization request to the data processing server for
the security information interaction record whose status
is "unfinished", wherein the secure carrier electronic re-
source synchronization request at least comprises the
electronic resource identifier of the resource transfer-in
party.

[0016] Preferably,inthe above described technical so-
lutions, the step (A3) further includes: after receiving the
secure carrier electronic resource synchronization re-
quest, the data processing server sends a secure carrier
electronic resource synchronization response to the sec-
ond security information interaction terminal, wherein the
secure carrier electronic resource synchronization re-
sponse comprises the amount value of electronic re-
sources to be transferred-in with a tamper-proofing pro-
tection.

[0017] Preferably,inthe above described technical so-
lutions, the step (A3) further includes: after receiving the
secure carrier electronic resource synchronization re-
sponse, the second tamper information interaction ter-
minal conducts data communication with a second se-
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cure carrier via a third communication channel so as to
acquire the information related to electronic resource
transfer-in, and then sends the information related to
electronic resource transfer-in and the amount value of
electronic resources to be transferred-in with a tamper-
proofing protection to the data processing server.
[0018] Preferably, in the above described technical so-
lutions, the step (A3) further includes: after receiving the
information related to electronic resource transfer-in and
the amount value of electronic resources to be trans-
ferred-in with a tamper-proofing protection, the data
processing server constitutes an electronic resource
transfer-in request message based on the information
related to electronic resource transfer-in and the amount
value of electronic resources to be transferred-in with a
tamper-proofing protection, and sends the electronic re-
source transfer-in request message to a second service
provider server.

[0019] Preferably, in the above described technical so-
lutions, the step (A3) further includes: after receiving the
electronic resource transfer-in request message, the
second service provider server executes a determination
operation based on the electronic resource transfer-in
request message; if the result of the determination oper-
ation is "approving the transfer of electronic resources to
be executed", an electronic resource balance value is
extracted from the information related to electronic re-
source transfer-in, a new electronicresource balance val-
ue is calculated from the electronic resource balance val-
ue and the amount value of the electronic resources to
be transferred-in, an updated script of the electronic re-
source balance value is generated based on the new
electronic resource balance value, and then the updated
script of the electronic resource balance value is sent to
the data processing server.

[0020] Preferably, in the above described technical so-
lutions, the step (A3) further includes: after receiving the
updated script of the electronic resource balance value,
the data processing server forwards it to the second se-
curity information interaction terminal; after receiving the
updated script of the electronic resource balance value,
the second security information interaction terminal for-
wards it to the second secure carrier; and after receiving
the updated script of the electronic resource balance val-
ue, the second secure carrier executes the updated script
of the electronic resource balance value so as to update
the electronic resource balance value, and sends the re-
sult of script execution back to the second security infor-
mation interaction terminal.

[0021] Preferably, in the above described technical so-
lutions, the step (A3) further includes: after receiving the
result of script execution, the second security information
interaction terminal forwards it to the data processing
server; after receiving the result of script execution, the
data processing server forwards it to the second service
provider server, and sends an electronic resource trans-
fer success notification to the first security information
interaction terminal.
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[0022] Preferably,inthe above described technical so-
lutions, the data processing server calculates a verifica-
tion code for the amount of electronic resources to be
transferred, and combines the verification code and a
plain text of the amount of electronic resources to be
transferred together so as to form the amount value of
electronic resources to be transferred-in with a tamper-
proofing protection.

[0023] The security information interaction method dis-
closed by the invention has the following advantages: (1)
a direct transfer operation of electronic resources can be
executed between security information interaction termi-
nals (especially mobile terminals); and (2) a high safety
and a high reliability are ensured.

BRIEF DESCRIPTION OF THE DRAWINGS

[0024] The technical features and advantages of the
invention will be better understood by those skilled in the
art with reference to the drawings, in which:

Fig. 1 is a flowchart of the security information inter-
action method according to an embodiment of the
invention.

DETAILED DESCRIPTION OF THE UTILITY MODEL

[0025] Fig. 1 is a flowchart of the security information
interaction method according to an embodiment of the
invention. As show in Fig. 1, the security information in-
teraction method disclosed by the invention includes the
following steps: (A1) a first security information interac-
tion terminal constituting a security information interac-
tion request based on a security information interaction
instruction from a resource transfer-out party (e.g., a pay-
erin a payment transaction) and transmitting the security
information interaction request to a second security in-
formation interaction terminal via a first communication
channel, wherein the security information interaction re-
quest comprises the following information: the amount
of electronic resources to be transferred (e.g., currency
amount of a transaction) and an electronic resource iden-
tifier of the resource transfer-out party (e.g., an electronic
cash accountofthe payer party); (A2) the second security
information interaction terminal processing the received
security information interaction request and returning a
security information interaction response based on the
processing result, wherein the security information inter-
action response comprises an electronic resource iden-
tifier of the resource transfer-in party (e.g., an electronic
cash account of the payee party); (A3) the first security
information interaction terminal communicating with a
first secure carrier (i.e., an carrier that can store and run
a secure application for executing security information
interaction procedure, e.g., SIM card, smart SD card,
etc.) based on the security information interaction re-
sponse and via a second communication channel so as
to constitute a security information interaction message,
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and transmitting the security information interaction mes-
sage to a data processing server (e.g., a payment plat-
form in financial field) so as to complete a subsequent
security information interaction procedure and achieve
the transfer of electronic resources, wherein the security
information interaction message comprises the informa-
tion required for executing the subsequent security infor-
mation interaction procedure (e.g., electronic cash appli-
cation data in the first secure carrier).

[0026] Preferably, in the security information interac-
tion method disclosed by the invention, the first commu-
nication channel is a communication channel based on
near field communication protocol (e.g., NFC protocol).
[0027] Preferably, in the security information interac-
tion method disclosed by the invention, the first security
information interaction terminal acquires the information
required for executing the subsequent security informa-
tion interaction procedure (e.g., electronic cash applica-
tion data in the first secure carrier) from the first secure
carrier (i.e., a secure carrier of the resource transfer-out
party) via the second communication channel.

[0028] By way of example, in the security information
interaction method disclosed by the invention, the first
security information interaction terminal and the second
security information interaction terminal are both mobile
terminals (e.g., cell-phone).

[0029] Preferably, in the security information interac-
tion method disclosed by the invention, the step (A3) fur-
ther includes: the data processing server analyzing the
received security information interaction message and
executing an offline verification and determination oper-
ation; if the result of the offline verification and determi-
nation operation is "approving the transfer of electronic
resources to be executed", an approval response is re-
turned to the first security information interaction termi-
nal; otherwise, a rejection response is returned to the
first security information interaction terminal.

[0030] Preferably, in the security information interac-
tion method disclosed by the invention, the step (A3) fur-
ther includes: if the approval response is received, the
first security information interaction terminal conducts
data communication with the first secure carrier via the
second communication channel so as to execute the op-
eration related to the transfer-out of electronic resources
in an offline manner (e.g., offline payment cut) and ac-
quire a corresponding security information interaction
certificate; and if a rejection response is received, the
first security information interaction terminal terminates
the security information interaction procedure and in-
forms the user of the failure of security information inter-
action.

[0031] Preferably, in the security information interac-
tion method disclosed by the invention, the step (A3) fur-
ther includes: after the operation related to the transfer-
out of electronic resources is executed, the first security
information interaction terminal transmits a transfer-out
operation success response to the data processing serv-
er, wherein the transfer-out operation success response
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comprises the security information interaction certificate
and the electronic resource identifier of the resource
transfer-in party (e.g., the electronic cash account of the
payee party)

[0032] Preferably, in the security information interac-
tion method disclosed by the invention, the step (A3) fur-
ther includes: after receiving the transfer-out operation
success response, the data processing server records
the information related to current security information in-
teraction (e.g., current transaction information) and sets
the status of this record to be "unfinished", and sends a
security information interaction response to a first service
provider server (e.g., an issuing bank of the payer party’s
card), wherein the security information interaction re-
sponse comprises the information related to current se-
curity information interaction (e.g., current transaction in-
formation), and the data processing server then sends a
resource transfer-in notification to the second security
information interaction terminal (e.g., sending an account
transfer-in notification in the form of short message).
[0033] Preferably, in the security information interac-
tion method disclosed by the invention, the step (A3) fur-
ther includes: after receiving the resource transfer-in no-
tification, the second security information interaction ter-
minal sends a security information interaction record en-
quire/synchronization request to the data processing
server so as to acquire the security information interac-
tion record whose status is "unfinished".

[0034] Preferably, in the security information interac-
tion method disclosed by the invention, the step (A3) fur-
ther includes: after acquiring the security information in-
teraction record whose status is "unfinished", the second
security information interaction terminal sends a secure
carrier electronic resource synchronization request (e.g.,
an electronic cash balance synchronization transaction
request from a smart card) to the data processing server
for the security information interaction record whose sta-
tus is "unfinished", wherein the secure carrier electronic
resource synchronization request at least comprises the
electronic resource identifier of the resource transfer-in
party.

[0035] Preferably, in the security information interac-
tion method disclosed by the invention, the step (A3) fur-
ther includes: after receiving the secure carrier electronic
resource synchronization request, the data processing
server sends a secure carrier electronic resource syn-
chronization response to the second security information
interaction terminal, wherein the secure carrier electronic
resource synchronization response comprises the
amount value of electronic resources to be transferred-
in with a tamper-proofing protection (e.g., transferred-in
amount information).

[0036] Preferably, in the security information interac-
tion method disclosed by the invention, the step (A3) fur-
ther includes: after receiving the secure carrier electronic
resource synchronization response, the second security
information interaction terminal conducts data commu-
nication with a second secure carrier (i.e., a secure carrier
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of the resource transfer-in party) via a third communica-
tion channel so as to acquire the information related to
electronic resource transfer-in (e.g., electronic cash ap-
plication data and balance in the second secure carrier),
and then sends the information related to electronic re-
source transfer-in and the amount value of electronic re-
sources to be transferred-in with a tamper-proofing pro-
tection to the data processing server.

[0037] Preferably, in the security information interac-
tion method disclosed by the invention, the step (A3) fur-
ther includes: after receiving the information related to
electronic resource transfer-in and the amount value of
electronic resources to be transferred-in with a tamper-
proofing protection, the data processing server consti-
tutes an electronic resource transfer-in request message
based on the information related to electronic resource
transfer-in and the amount value of electronic resources
to be transferred-in with a tamper-proofing protection,
and sends the electronic resource transfer-in request
message to a second service provider server (e.g., an
issuing bank of the payee party’ card).

[0038] Preferably, in the security information interac-
tion method disclosed by the invention, the step (A3) fur-
ther includes: after receiving the electronic resource
transfer-in request message, the second service provider
server executes a determination operation based on the
electronic resource transfer-in request message; and if
the result of the determination operation is "approving
the transfer of electronic resources to be executed", an
electronic resource balance value (e.g., electronic cash
balance) is extracted from the information related to elec-
tronic resource transfer-in, and then a new electronic re-
source balance value (which is the sum of the electronic
resource balance value and the amount value of elec-
tronic resources to be transferred-in, e.g., a new elec-
tronic cash balance) is calculated from the electronic re-
source balance value and the amount value of electronic
resources to be transferred-in, and au updated script of
the electronicresource balance value is generated based
on the new electronic resource balance value, and the
updated script of the electronic resource balance value
is sent to the data processing server.

[0039] Preferably, in the security information interac-
tion method disclosed by the invention, the step (A3) fur-
ther includes: after receiving the updated script of the
electronic resource balance value, the data processing
server forwards it to the second security information in-
teraction terminal; after receiving the updated script of
the electronic resource balance value, the second secu-
rity information interaction terminal forwards it to the sec-
ond secure carrier; and after receiving the updated script
of the electronic resource balance value, the second se-
cure carrier executes the updated script of the electronic
resource balance value so as to update the electronic
resource balance value (that is, using the new electronic
resource balance value as the current effective electronic
resource balance value), and sends the result of script
execution back to the second security information inter-
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action terminal.

[0040] Preferably, in the security information interac-
tion method disclosed by the invention, the step (A3) fur-
therincludes: after receiving the result of script execution,
the second security information interaction terminal for-
wards it to the data processing server; after receiving the
result of script execution, the data processing server for-
wards it to the second service provider server, and sends
an electronic resource transfer success notification to the
first security information interaction terminal (e.g., send-
ing a transaction success result notification in the form
of short message).

[0041] Preferably, in the security information interac-
tion method disclosed by the invention, the data process-
ing server calculates a verification code for the amount
of the electronic resources to be transferred, and com-
bines the verification code and a plain text of the amount
of electronic resources to be transferred together so as
to form the amount value of electronic resources to be
transferred-in with a tamper-proofing protection.

[0042] As can be seen from the above, the security
information interaction method disclosed by the invention
has the following advantages: (1) a direct transfer oper-
ation of electronic resources can be executed between
security information interaction terminals (especially mo-
bile terminals); and (2) a high safety and a high reliability
are ensured.

[0043] Whilethe invention has been described through
the above preferred embodiments, the ways of imple-
menting the same are not limited to the above embodi-
ments. It will be appreciated that various modification and
variations can be made to the invention by those skilled
in the art without departing from the spirit and scope of
the invention.

Claims

1. A security information interaction method, including
the following steps:

(A1) a first security information interaction ter-
minal constituting a security information interac-
tion request based on a security information in-
teraction instruction from aresource transfer-out
party and transmitting the security information
interaction request to a second security informa-
tion interaction terminal via a first communica-
tion channel, wherein the security information
interaction request comprises the following in-
formation: the amount of electronic resources to
be transferred and an electronic resource iden-
tifier of the resource transfer-out party;

(A2) the second security information interaction
terminal processing the received security infor-
mation interaction request and returning a se-
curity information interaction response based on
the processing result, wherein the security infor-
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mation interaction response comprises an elec-
tronic resource identifier of the resource trans-
fer-in party;

(A3) the first security information interaction ter-
minal communicating with a first secure carrier
based on the security information interaction re-
sponse and via a second communication chan-
nel so as to constitute a security information in-
teraction message, and transmitting the security
information interaction message to a data
processing server so as to complete a subse-
quent security information interaction procedure
and achieve the transfer of electronic resources,
wherein the security information interaction
message comprises the information required for
executing the subsequent security information
interaction procedure.

A method according to claim 1, characterized in
that the first communication channel is a communi-
cation channel based on near field communication
protocol.

A method according to claim 2, characterized in
that the first security information interaction terminal
acquires the information required for executing the
subsequent security information interaction proce-
dure from the first secure carrier via the second com-
munication channel.

A method according to claim 3, characterized in
that the first security information interaction terminal
and the second security information interaction ter-
minal are both mobile terminals.

A method according to claim 4, characterized in
that the step (A3) further includes: the data process-
ing server analyzing the received security informa-
tion interaction message and executing an offline
verification and determination operation; if the result
of the offline verification and determination operation
is "approving the transfer of electronic resources to
be executed", an approval response is returned to
the first security information interaction terminal; oth-
erwise, a rejection response is returned to the first
security information interaction terminal.

A method according to claim 5, characterized in
that the step (A3) further includes: if the approval
response is received, the first security information
interaction terminal conducts data communication
with the first secure carrier via the second commu-
nication channel so as to execute the operation re-
lated to transfer-out of electronic resources in an of-
fline manner and acquire a corresponding security
information interaction certificate; and if a rejection
response is received, the first security information
interaction terminal terminates the security informa-
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tion interaction procedure and informs the user of
the failure of security information interaction.

A method according to claim 6, characterized in
that the step (A3) further includes: after the operation
related to transfer-out of electronic resources is ex-
ecuted, the first security information interaction ter-
minal transmits a transfer-out operation success re-
sponse to the data processing server, wherein the
transfer-out operation success response comprises
the security information interaction certificate and
the electronic resource identifier of the resource
transfer-in party.

A method according to claim 7, characterized in
that the step (A3) further includes: after receiving
the transfer-out operation success response, the da-
ta processing server records the information related
to current security information interaction and sets
the status ofthis record to be "unfinished", and sends
a security information interaction response to a first
service provider server, wherein the security infor-
mation interaction response comprises the informa-
tion related to current security information interac-
tion, and the data processing server then sends a
resource transfer-in notification to the second secu-
rity information interaction terminal.

A method according to claim 8, characterized in
that the step (A3) further includes: after receiving
the resource transfer-in notification, the second se-
curity information interaction terminal sends a secu-
rity information interaction record enquiry/synchro-
nization request to the data processing server so as
to acquire the security information interaction record
whose status is "unfinished".

A method according to claim 9, characterized in
that the step (A3) further includes: after acquiring
the security information interaction record whose
status is "unfinished", the second security informa-
tion interaction terminal sends a secure carrier elec-
tronic resource synchronization request to the data
processing server for the security information inter-
action record whose status is "unfinished", wherein
the secure carrier electronic resource synchroniza-
tion request at least comprises electronic resource
identifier of the resource transfer-in party.

A method according to claim 10, characterized in
that the step (A3) further includes: after receiving
the secure carrier electronic resource synchroniza-
tion request, the data processing server sends a se-
cure carrier electronic resource synchronization re-
sponse to the second security information interaction
terminal, wherein the secure carrier electronic re-
source synchronization response comprises the
amount value of electronic resources to be trans-
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12.

13.

14.

15.

ferred-in with a tamper-proofing protection.

A method according to claim 11, characterized in
that the step (A3) further includes: after receiving
the secure carrier electronic resource synchroniza-
tion response, the second security information inter-
action terminal conducts data communication with a
second secure carrier via a third communication
channel so as to acquire the information related to
electronic resource transfer-in, and then sends the
information related to electronic resource transfer-in
and the amount value of electronic resources to be
transferred-in with a tamper-proofing protection to
the data processing server.

A method according to claim 12, characterized in
that the step (A3) further includes: after receiving
the information related to electronic resource trans-
fer-in and the amount value of electronic resources
to be transferred-in with a tamper-proofing protec-
tion, the data processing server constitute an elec-
tronic resource transfer-in request message based
on the information related to electronic resource
transfer-in and the amount value of electronic re-
sources to be transferred-in with a tamper-proofing
protection, and sends the electronic resource trans-
fer-in request message to a second service provider
server.

A method according to claim 13, characterized in
that the step (A3) further includes: after receiving
the electronic resource transfer-in request message,
the second service provider server executes a de-
termination operation based on the electronic re-
source transfer-in request message; and if the result
of the determination operation is "approving the
transfer of electronic resources to be executed", an
electronic resource balance value is extracted from
the information related to electronic resource trans-
fer-in, and then a new electronic resource balance
value is calculated from the electronic resource bal-
ance value and the amount value of electronic re-
sources to be transferred-in, and au updated script
ofthe electronic resource balance value is generated
based on the new electronic resource balance value,
and then the updated script of the electronic resource
balance value is sent to the data processing server.

A method according to claim 14, characterized in
that the step (A3) further includes: after receiving
the updated script of the electronic resource balance
value, the data processing server forwards it to the
second security information interaction terminal; af-
ter receiving the updated script of the electronic re-
source balance value, the second security informa-
tion interaction terminal forwards it to the second se-
cure carrier; and after receiving the updated script
of the electronic resource balance value, the second
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secure carrier executes the updated script of the
electronic resource balance value so as to update
the electronic resource balance value, and sends
the result of script execution back to the second se-
curity information interaction terminal.

A method according to claim 15, characterized in
that the step (A3) further includes: after receiving
the result of script execution, the second security
information interaction terminal forwards it to the da-
ta processing server; after receiving the result of
script execution, the data processing server for-
wards it to the second service provider server, and
sends an electronic resource transfer success noti-
fication to the first security information interaction ter-
minal.

A method according to claim 16, characterized in
that the data processing server calculates a verifi-
cation code for the amount of electronic resources
to be transferred, and combines the verification code
and the plain text of the amount of electronic resourc-
es to be transferred together so as to form the
amount value of electronic resources to be trans-
ferred-in with a tamper-proofing protection.

10

15

20

25

30

35

40

45

50

55

14



EP 3 007 365 A1

Al

~

a first security information interaction terminal constituting a
security information interaction request based on a security
information interaction instruction from a resource transfer-out
party and transmitting the security information interaction request
to a second security information interaction terminal via a first
communication channel, wherein the security information
interaction request comprises the following information: the
amount of electronic resources to be transferred and an electronic
resource identifier of the resource transfer-out party

A2

[

the second security information interaction terminal processing the
received security information interaction request and returning a
security information interaction response based on the processing
result, wherein the security information interaction response
comprises an electronic resource identifier of the resource transfer-

in party

A3

[

the first security information interaction terminal communicating
with a first secure carrier based on the security information

interaction response and via a second communication channel so
as to constitute a security information interaction message, and

transmitting the security information interaction message to a data

processing server so as to complete a subsequent security
information interaction procedure and achieve the transfer of

electronic resources, wherein the security information interaction

message comprises the information required for executing the
subsequent security information interaction procedure

FI1G. 1
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