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(57) It is presented a proxy key for providing access
to a locked physical space when a physical key and a
reader are located at different sites. The proxy key com-
prises: a physical interface for interacting with the reader;
aremote communication interface for electronic commu-
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Proxy key, proxy reader and associated methods

nication with a remote physical key; and a relay module
configured to relay electronic communication between
the reader and the remote physical key to thereby emu-
late the remote physical key in communication with the
reader. A corresponding proxy reader is also presented.
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Description
TECHNICAL FIELD

[0001] The invention relates to a proxy key, a proxy
reader and associated methods for providing access to
alocked physical space when a physical key and areader
are located at different sites.

BACKGROUND

[0002] Access control systems based on electronic ac-
cess are provided today using a variety of different topol-
ogies. One such solution is shown in Fig 1.

[0003] Access to a physical space 7 is restricted by a
physical barrier 8 (e.g. a door or gate) which is selectively
unlockable. In order to unlock the barrier 8, a reader 81
is provided. The reader 81 has a physical interface 14
with a corresponding physical interface 4 of a physical
key 82 to allow electronic communication between the
reader 81 and the physical key 82. In this way, authen-
tication can be performed and the reader 81 can unlock
the barrier 8 when access should be granted.

[0004] However, in some instances, the system of Fig
1 becomes overwhelmingly complex due to the need for
the physical key 82 to unlock the physical barrier 8. For
instance, security companies need to have physical keys
to access all buildings they are expected to guard. One
way to solve this is that all physical keys are stored in a
central location, and if a patrolling guard has to respond
to analarm the guard first has to drive to fetch the physical
key, then drive to the location and afterwards return the
physical key at the central location. This is a very time
consuming process which prolongs the response times
and is inefficient. Moreover, there is a significant logistic
problem of fetching and returning all relevant physical
keys, with the associated risk of losing physical keys.

SUMMARY

[0005] Itis an object to provide a convenient way and
to provide accessto physical spaces using physical keys.
[0006] According to a first aspect, it is presented a
proxy key for providing access to a locked physical space
when a physical key and a reader are located at different
sites. The proxy key comprises: a physical interface for
interacting with the reader; a remote communication in-
terface for electronic communication with a remote phys-
icalkey; and a relay module configured to relay electronic
communication between the reader and the remote phys-
ical key to thereby emulate the remote physical key in
communication with the reader. Using the proxy key, ac-
cess can be granted using the remote physical key with-
outrequiring the physical key to be at the site of the read-
er. Using this solution, the reader can communicate with
the remote physical key as if the reader and physical key
were in direct physical contact.

[0007] The physical interface may comprise connec-
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tors for galvanic connection with the reader.

[0008] The remote communication interface may com-
prise an interface for communicating with an intermediary
mobile phone to communicate with the remote physical
key via a cellular network.

[0009] The physicalinterface may comprise amechan-
ical interface to open a lock associated with the reader
when access to the locked physical space is granted.
[0010] The relay module may be configured to relay
challenge and response communication between the
reader and the remote physical key.

[0011] The remote communication interface may be
configured to communicate with the remote physical key
via a remote proxy reader.

[0012] According to a second aspect, it is presented a
method for providing access to a locked physical space
when a physical key and a reader are located at different
sites. The method is performed in a proxy key and com-
prises the step of: relaying electronic communication be-
tween the reader via a physical interface, and the remote
physical key, via a remote communication interface, to
thereby emulate the remote physical key in communica-
tion with the reader.

[0013] The step of relaying electronic communication
may comprise relaying challenge and response commu-
nication between the reader and the remote physical key.
[0014] According to a third aspect, it is presented a
proxy reader for providing access to a locked physical
space when a physical key and a reader are located at
different sites. The proxy reader comprises: a physical
interface for electronic communication with a physical
key; a remote communication interface for electronic
communication with the remote reader; and a relay mod-
ule configured to relay electronic communication be-
tween the physical key and the remote reader to thereby
emulate the remote reader in communication with the
physical key.

[0015] The physical interface may comprise connec-
tors for galvanic connection with the physical key.
[0016] The relay module may be configured to relay
challenge and response communication between the
physical key and the remote reader.

[0017] The remote communication interface may be
configured to communicate with the remote physical
reader via a remote proxy key.

[0018] According to a fourth aspect, it is presented a
method for providing access to a locked physical space
when a physical key and a reader are located at different
sites. The method is performed in a proxy reader and
comprises the step of: relaying electronic communication
between the physical key, via a physical interface, and
the remote reader, via aremote communication interface,
to thereby emulate the remote reader in communication
with the physical key.

[0019] The step of relaying electronic communication
may comprise relaying challenge and response commu-
nication between the physical key and the remote reader.
[0020] Generally, all terms used in the claims are to be
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interpreted according to their ordinary meaning in the
technical field, unless explicitly defined otherwise herein.
All references to "a/an/the element, apparatus, compo-
nent, means, step, etc." are to be interpreted openly as
referring to at least one instance of the element, appa-
ratus, component, means, step, etc., unless explicitly
stated otherwise. The steps of any method disclosed
herein do not have to be performed in the exact order
disclosed, unless explicitly stated.

BRIEF DESCRIPTION OF THE DRAWINGS

[0021] The invention is now described, by way of ex-
ample, with reference to the accompanying drawings, in
which:

Fig 1 is a schematic diagram illustrating an environ-
ment according to the prior art;

Fig 2 is a schematic diagram illustrating an environ-
ment in which embodiments presented herein can
be applied;

Fig 3 is a schematic diagram illustrating an alterna-
tive environment in which embodiments presented
herein can be applied;

Fig 4 is a schematic diagram illustrating an embod-
iment of a proxy key of Figs 2-3;

Figs 5A-B are schematic diagrams illustrating em-
bodiments of a proxy reader of Figs 2-3;

Fig 6 is a flow chart illustrating a method performed
in the proxy key of Figs 2-3 according to one embod-
iment; and

Fig 7 is a flow chart illustrating a method performed
in the proxy reader of Figs 2-3 according to one em-
bodiment.

DETAILED DESCRIPTION

[0022] The invention will now be described more fully
hereinafter with reference to the accompanying draw-
ings, in which certain embodiments of the invention are
shown. This invention may, however, be embodied in
many different forms and should not be construed as
limited to the embodiments set forth herein; rather, these
embodiments are provided by way of example so that
this disclosure will be thorough and complete, and will
fully convey the scope of the invention to those skilled in
the art. Like numbers refer to like elements throughout
the description.

[0023] Fig 2 is a schematic diagram illustrating an en-
vironment in which embodiments presented herein can
be applied. Access to a physical space 7 is restricted by
a physical barrier 8 which is selectively unlockable. For
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instance, the barrier 8 can be a door, gate, window, etc.
In order to unlock the barrier 8, a reader 81 is provided.
Thereader 81 has a physical interface for interacting with
a physical interface of a physical key 82 to allow elec-
tronic communication between the reader 81 and the
physical key 82. In this way, authentication can be per-
formed and the reader can unlock the barrier 8 when
access should be granted.

[0024] However, here the reader 81 and the physical
key 82 are at different sites; the reader 81 is at a local
site 17 and the physical key 82 is at a central site 18.
This prevents the reader 81 from physically interacting
with the physical key 82; instead, the reader physically
interacts with a proxy key 2. Optionally, the reader 81 is
powered by the proxy key 2. The proxy key 2 in turn
comprises aremote communication interface 63 for elec-
tronic communication with the physical key 82 via a com-
munication network 9 and a proxy reader 1. In this way,
the physical key 82 can be located remotely from the
reader 81 and still communicate. The communication
network 9 is of any suitable type that allows electronic
communication between the proxy key 2 and the proxy
reader 1 between the different sites 17, 18. For example,
the communication network 9 can e.g. be a wide area
network such as the Internet, a cellular communication
network or a combination of the two, optionally also using
local area networks (wired or wireless) as needed.
[0025] The proxy key 2 comprises a relay module 5
which is configured to relay electronic communication
between the reader 81 and the remote physical key 82.
In this way, the proxy key 2 emulates the remote physical
key 82 in communication with the reader 81. In other
words, the reader 81 is under the impression that it com-
municates with the remote physical key 82. In order to
perform its relay function, the relay module 5 can com-
prise software stored in a memory of the proxy key 2 to
be executed by a processor of the proxy key 2. Alterna-
tively or additionally, the relay module 5 comprises hard-
ware, such as an application specific integrated circuit
(ASIC), field programmable gate array (FPGA), and/or
discrete (digital and/or analogue) components, to per-
form its relay function.

[0026] Analogously, the proxy reader 1 comprises its
own relay module 15 which is configured to relay elec-
tronic communication between the physical key 82 and
the remote reader 81. In this way, the proxy reader 1
emulates the remote reader 81 in communication with
the physical key 82. In other words, the physical key 82
is under the impression that it communicates with the
remote reader 81. In order to perform its relay function,
the relay module 15 can comprise software stored in a
memory of the proxy reader 1 to be executed by a proc-
essor of the proxy reader 1. Alternatively or additionally,
the relay module 15 comprises hardware, such as an
application specific integrated circuit (ASIC), field pro-
grammable gate array (FPGA), and/or discrete (digital
and/or analogue) components, to perform its relay func-
tion.
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[0027] Communication between the reader 81 and the
physical key is here bidirectional.

[0028] Using the system shown in Fig 2, access can
be remotely granted using the physical key 82. For ex-
ample, at the local site 17, a security guard may need
access to the physical locked space 7. The guard would
then contact the central site 18 and request access. At
the central site 18, an operator can then take an appro-
priate physical key from a secure storage 30 (such as a
safe, or a key storage within an otherwise secured area)
and insert the appropriate physical key 82 into the proxy
reader 1. Once the proxy reader 1 and the proxy key 2
are in communication over the communication network
9, the guard at the local site 17 can insert the proxy key
2 in the reader 81. Using the system, the reader 81 then
communicates with the physical key 82 as if the reader
81 and physical key 82 were in direct physical contact.
[0029] Thereader 81 can then send a challenge to the
physical key 82 which calculates and sends a response
to the reader 81 to verify its identity. Analogously, the key
82 cansendachallengetothe reader 81 which calculates
and sends a response to the physical key 82 to verify its
identity. In this way, the barrier is unlocked (under the
assumption that the correct physical key 82 is inserted
in the proxy reader).

[0030] Using the challenge/response algorithm, the in-
termediate nodes, such as the proxy key 2, the proxy
reader 1 and any nodes in the communication network
9 are not able to sniff and store the communication be-
tween the reader 81 and the physical key 82 to later gain
access without the presence of the physical key 82 in the
proxy reader 1.

[0031] Inthis way, the central location can hold all keys
to all buildings required for the security company. This is
logistically efficient where the guard in the field never
needs to retrieve a physical key. Instead, the central op-
erator would insert the required key on demand in the
proxy reader for the guard. Moreover, the risk of losing
keys for the customer is essentially eliminated since all
keys can be kept in central secure storage.

[0032] Another use case is if a handyman needs ac-
cess to a house when the owner is at work. The local site
is then the house and the central site 18 is work. The
owner could then insert the physical key 82 for the house
in the proxy reader which is in communication with the
proxy key 2 of the handyman. In this way, the owner can
selectively give access to the house to the handyman as
necessary.

[0033] Fig 3 is a schematic diagram illustrating an al-
ternative environment in which embodiments presented
herein can be applied. In this embodiment, an example
of a communication path between the proxy key 2 and
the proxy reader 11 is shown in more detail. Specifically,
the proxy key 2 communicates with a mobile phone 6 (or
tablet computer or laptop computer) at the local site 17,
which in turn communicates with an electronic device 16,
such as a computer, a mobile phone, a tablet computer,
etc., at the central site 18. The electronic device 16, in

10

15

20

25

30

35

40

45

50

55

turn, communicates with the proxy reader 1. The proxy
key 2 thus comprises an interface for communicating with
an intermediary mobile phone to communicate with the
remote physical key via a cellular network.

[0034] The communication between the proxy key 2
and the mobile phone 6, as well as the communication
between the proxy reader 1 and the electronic device 15,
can occur using any suitable current or future communi-
cation protocol. For instance, the communication can be
wire-based (e.g. using Universal Serial Bus, USB) to re-
duce oreven remove the need for any battery in the proxy
key. Alternatively or additionally, the communication can
be wireless (e.g. using Bluetooth, WiFi, NFC (Near Field
Communication), etc.).

[0035] Fig4 is a schematic diagram illustrating an em-
bodiment of a proxy key 2 of Figs 2-3. A processor 60 is
provided using any combination of one or more of a suit-
able central processing unit (CPU), multiprocessor, mi-
crocontroller, digital signal processor (DSP), application
specific integrated circuit etc., capable of executing soft-
ware instructions stored in a memory 65, which can thus
be a computer program product. For instance, when the
relay module 5 comprises software elements, parts or all
of the relay module 5 are implemented as software in-
structions stored in the memory 65. The processor 60
can be configured to execute the method described with
reference to Fig 6 below.

[0036] The memory 65 can be any combination of read
and write memory (RAM) and read only memory (ROM).
The memory 65 comprises persistent storage, which, for
example, can be any single one or combination of mag-
netic memory, optical memory, solid state memory or
even remotely mounted memory.

[0037] A data memory 66 is also provided for reading
and/or storing data during execution of software instruc-
tions in the processor 60. The data memory 66 can be
any combination of read and write memory (RAM) and
read only memory (ROM).

[0038] A power supply 68 provides power to the com-
ponents of the proxy key 2. The power supply can be
implemented using a battery (rechargeable and/or dis-
posable) or using a wired connection to a mobile phone
(or tablet computer or laptop computer).

[0039] The remote communication interface 63 is pro-
vided for communicating with remote external entities,
such as the proxy reader.

[0040] The proxy key 2 comprises physical interface 4
for interacting with a reader. The physical interface 4
comprises a connector 22 and optionally a mechanical
interface 23 (such as a blade), which are electrically in-
sulated from each other by an insulator 24. Optionally,
two (or more) dedicated connectors can be provided for
communication with the reader.

[0041] The physical interface 4 provides a dual termi-
nal connection between the proxy key 2 and a reader 81
when the proxy key 2 is inserted in the socket of the
reader 81. The dual terminal connection is used for elec-
tronic communication between the proxy key 2 and the



7 EP 3 021 292 A1 8

reader 81 and optionally for powering the reader 82 by
transferring electric power from the power supply 68 of
the proxy key 2 to the reader 81.

[0042] The connectionusingthe connectors 22, 23 can
be galvanic or inductive. In the case of an inductive con-
nection, the connectors do not need to physically connect
to the reader but be physically positioned to allow com-
munication over the inductive interface.

[0043] Figs 5A-B are schematic diagrams illustrating
embodiments of a proxy reader of Figs 2-3. Looking first
to Fig 5A, itis illustrated an embodiment where the proxy
reader 1 relies on the electronic device 16 for software
functions.

[0044] Here, the electronic device 16 comprises a
processor 70’ of any combination of one or more of a
suitable central processing unit (CPU), multiprocessor,
microcontroller, digital signal processor (DSP), applica-
tion specific integrated circuit etc., capable of executing
software instructions stored in a memory 75’, which can
thus be a computer program product.

[0045] Thememory 75’ canbe any combination ofread
and write memory (RAM) and read only memory (ROM).
The memory 75’ comprises persistent storage, which, for
example, can be any single one or combination of mag-
netic memory, optical memory, solid state memory or
even remotely mounted memory.

[0046] A data memory 76’ is also provided for reading
and/or storing data during execution of software instruc-
tions in the processor 70’. The data memory 76’ can be
any combination of read and write memory (RAM) and
read only memory (ROM).

[0047] In the proxy reader 1, the remote communica-
tion interface 73 is provided for communicating with re-
mote external entities, such as the proxy key (via the
electronic device 16 and communication network). In this
embodiment, the remote communication interface 73
comprises the relay module 15, relaying communication
between the proxy reader 1 and the proxy key.

[0048] The proxy reader 1 comprises physical inter-
face 14 for interacting with a physical key. The physical
interface 14 comprises a first connector 32 and a second
connector 33, which are electrically insulated from each
other.

[0049] The physical interface 14 thus provides a dual
terminal connection between the proxy reader 1 and a
physical key when the physical key is inserted in the sock-
et of the proxy reader 1. The dual terminal connection is
used for electronic communication between the proxy
reader 1 and the physical key and optionally for powering
the proxy reader 1 by receiving electric power from the
physical key.

[0050] The connectionusingthe connectors 32, 33 can
be galvanic or inductive. In the case of an inductive con-
nection, the connectors do not need to physically connect
with the physical key, but be physically positioned to allow
communication over the inductive interface.

[0051] Using the embodiment of Fig 5A, the proxy
reader 1 can be made very simple, making it cost-effec-

10

15

20

25

30

35

40

45

55

tive and robust.

[0052] In the embodiment shown in Fig 5B, the proxy
reader 1 comprises its own processor 70, memory 75
and data memory 76. Hence, when the relay module 15
comprises software elements, a part of or all of the relay
module 15 is implemented as software instructions
stored in the memory 75. The processor 70 can be con-
figured to execute the method described with reference
to Fig 7 below. The remote communication interface 73
optionally includes all components necessary to connect
to the communication network, e.g. using a cellular net-
work connection or a WiFi connection.

[0053] Using the embodiment of Fig 5B, the proxy
reader can be made self reliant, whereby the electronic
device 16 is made redundant.

[0054] Fig 6 is a flow chart illustrating a method for
providing access to alocked physical space when a phys-
ical key and a reader are located at different sites. The
method is performed in the proxy key 2 of Figs 2-3 ac-
cording to one embodiment.

[0055] Inarelay communication step 40, the proxy key
2 relays electronic communication between the reader
and the remote physical key. The relaying of communi-
cation occurs via the physical interface and the remote
communication interface, to thereby emulate the remote
physical key in communication with the reader.

[0056] Fig 7 is a flow chart illustrating a method for
providing access to alocked physical space when a phys-
ical key and a reader are located at different sites. The
method is performed in the proxy reader 1 of Figs 2-3
according to one embodiment.

[0057] In a relay communication step 50, the proxy
reader 1 relays electronic communication between the
physical key and the remote reader. The relaying of com-
munication occurs via a physical interface and the remote
communication interface, to thereby emulate the remote
reader in communication with the physical key.

[0058] Theinventionhas mainly been described above
with reference to a few embodiments. However, as is
readily appreciated by a person skilled in the art, other
embodiments than the ones disclosed above are equally
possible within the scope of the invention, as defined by
the appended patent claims.

Claims

1. AproxyKkey (2) for providing access to a locked phys-
ical space (7) when a physical key (82) and a reader
(81) are located at different sites (17, 18), the proxy
key comprising:

a physical interface (4) for interacting with the
reader (81);

a remote communication interface (63) for elec-
tronic communication with aremote physical key
(82); and

arelay module (5) configured to relay electronic



9 EP 3 021 292 A1 10

communication between the reader (81) and the
remote physical key (82) to thereby emulate the
remote physical key (82) in communication with
the reader (81).

The proxy key (2) according to claim 1, wherein the
physical interface (4) comprises connectors for gal-
vanic connection with the reader (81).

The proxy key (2) according to claim 1 or 2, wherein
the remote communication interface (63) comprises
an interface for communicating with an intermediary
mobile phone to communicate with the remote phys-
ical key (82) via a cellular network.

The proxy key (2) according to any one of the pre-
ceding claims, wherein the physical interface (4)
comprises a mechanical interface to open a lock as-
sociated with the reader when access to the locked
physical space (7) is granted.

The proxy key (2) according to any one of the pre-
ceding claims, wherein the relay module (5) is con-
figured to relay challenge and response communi-
cation between the reader (81) and the remote phys-
ical key (82).

The proxy key (2) according to any one of the pre-
ceding claims, wherein the remote communication
interface (63) is configured to communicate with the
remote physical key (82) via a remote proxy reader

(1)

A method for providing access to a locked physical
space (7) when a physical key (82) and a reader (81)
are located at different sites (17, 18), the method
being performed in a proxy key (2) and comprising
the step of:

relaying (40) electronic communication between
the reader (81) via a physical interface (4), and
the remote physical key (82), via a remote com-
munication interface (63), to thereby emulate
the remote physical key (82) in communication
with the reader (81).

The method according to claim 7, wherein the step
of relaying (40) electronic communication comprises
relaying challenge and response communication be-
tween the reader (81) and the remote physical key
(82).

A proxy reader (1) for providing access to a locked
physical space (7) when a physical key (82) and a
reader (81) are located at different sites (17, 18), the
proxy reader comprising:

a physical interface (14) for electronic commu-

10

15

20

25

30

35

40

45

50

55

10.

1.

12.

13.

14.

nication with a physical key (82);

a remote communication interface (73) for elec-
tronic communication with the remote reader
(81); and

arelay module (15) configured to relay electron-
iccommunication between the physical key (82)
and the remote reader (81) to thereby emulate
the remote reader (81) in communication with
the physical key (82).

The proxy reader (1) according to claim 9, wherein
the physical interface (14) comprises connectors for
galvanic connection with the physical key (82).

The proxy reader (1) according to claim 9 or 10,
wherein the relay module is configured to relay chal-
lenge and response communication between the
physical key (82) and the remote reader (81).

The proxy reader (1) according to any one of claims
9to 11, wherein the remote communication interface
(73) is configured to communicate with the remote
physical reader (81) via a remote proxy key (2).

A method for providing access to a locked physical
space (7) when a physical key (82) and areader (81)
are located at different sites (17, 18), the method
being performed in a proxy reader (1) and comprising
the step of:

relaying (50) electronic communication between
the physical key (82), via a physical interface
(14), and the remote reader (81), via a remote
communication interface (73), to thereby emu-
late the remote reader (81) in communication
with the physical key (82).

The method according to claim 13, wherein the step
of relaying (50) electronic communication comprises
relaying challenge and response communication be-
tween the physical key (82) and the remote reader
(81).
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