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(67)  Methods, devices and systems are provided for
diagnosing a wireless module of a device. An exemplary
method involves operating a second wireless module of
the device to transmit data on a second wireless channel
that overlaps, at least in part, a first wireless channel. A
measured response associated with the first wireless
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channel concurrent to the data transmitted on the second
wireless channel is obtained from the first wireless mod-
ule and a remedial action is initiated with respect to the
first wireless module based at least in part on the meas-
ured response.
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Description
TECHNICAL FIELD

[0001] The following description generally relates to di-
agnosing the functionality of a wireless communications
module of an electronic device.

BACKGROUND

[0002] In recent times, wireless communications have
become ubiquitous and have replaced or surpassed
many previous communications technologies. For exam-
ple, many devices that previously utilized infrared data
transmission now utilize a wireless communications pro-
tocol instead, such as, ZigBee® radio frequency for con-
sumer electronics (RF4CE) or Bluetooth®. In practice,
hardware faults, software faults, electrostatic discharge
events, and the like can impair wireless communications
between two devices and degrade the user experience.
However, these problems may be difficult for most users
to recognize, diagnose, and fix (particularly when multiple
devices or more complex communications systems are
involved), and having to contact customer service or oth-
errepair personnel and schedule a maintenance appoint-
ment further degrades the user experience. Accordingly,
it is desirable to proactively diagnose and address wire-
less communications problems in a manner that minimiz-
es the impact on the user experience. Other desirable
features and characteristics may also become apparent
from the subsequent detailed description and the ap-
pended claims, taken in conjunction with the accompa-
nying drawings and this background section.

BRIEF SUMMARY

[0003] The object of the present invention is solved by
the subject-matter of the independent claims, wherein
further embodiments are incorporated in the dependent
claims. According to various exemplary embodiments,
systems, devices and methods are provided for diagnos-
ing awireless module of a device. One exemplary method
involves operating a second wireless module of the de-
vice to transmit data on a second wireless channel, ob-
taining, from the wireless module being diagnosed, a
measured response associated with the first wireless
channel concurrent to the data transmitted on the second
wireless channel by the second wireless module, and
initiating a remedial action with respect to the wireless
module based at least in part on the measured response.
Atleasta portion of the second wireless channel overlaps
at least a portion of the first wireless channel.

[0004] Inotherembodiments, an apparatus foran elec-
tronic device is provided. The device includes a first wire-
less module to communicate on a first wireless channel,
a second wireless module, and a control module coupled
to the first wireless module and the second wireless mod-
ule. The device control module is configured to operate

10

15

20

25

35

40

45

50

55

the second wireless module to transmit data on a second
wireless channel, obtain a measured response associ-
ated with the first wireless channel concurrent to the data
transmitted on the second wireless channel from the first
wireless module, and initiate a reset of the first wireless
module based atleastin part on the measured response.
Atleasta portion of the second wireless channel overlaps
at least a portion of the first wireless channel.

[0005] In another embodiment, a media system in-
cludes an input device to communicate via a first wireless
channel and a media device. The media device includes
a first wireless module to communicate with the input
device via the first wireless channel, a second wireless
module, and a control module coupled to the first wireless
module and the second wireless module. The control
module is configured to operate the second wireless
module to transmit data on a second wireless channel
and obtain, from the first wireless module, a measured
response associated with the first wireless channel con-
current to the data transmitted on the second wireless
channel. Atleast a portion of the second wireless channel
overlaps at least a portion of the first wireless channel,
and the control module initiates a reset of the first wireless
module based atleastin part on the measured response.
[0006] Further, also the following embodiments are
provided as examples, which are numbered for easier
reference:

1. A method of diagnosing a first wireless module of
a device, the method comprising:

operating a second wireless module of the de-
vice to transmit data on a second wireless chan-
nel, at least a portion of the second wireless
channel overlapping at least a portion of a first
wireless channel;

obtaining, from the first wireless module, a
measured response associated with the first
wireless channel concurrent to the data trans-
mitted on the second wireless channel; and
initiating a remedial action with respect to the
first wireless module based at least in part on
the measured response.

2. The method of example 1, wherein operating the
second wireless module comprises instructing the
second wireless module to tune to the second wire-
less channel and transmit the data after tuning to the
second wireless channel.

3. The method of example 1 or 2, further comprising
selecting the second wireless channel from among
a plurality of wireless channels supported by the sec-
ond wireless module based on an amount of overlap
between the portion of the second wireless channel
and the portion of the first wireless channel.

4. The method of example 1, 2 or 3, further compris-
ing selecting the second wireless channel from
among a plurality of wireless channels supported by
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the second wireless module based on a difference
between a center frequency of the second wireless
channel and a center frequency of the first wireless
channel.

5. The method of example 1, 2, 3 or 4, further com-
prising determining an expected response to the da-
ta on the first wireless channel, wherein initiating the
remedial action comprises initiating the remedial ac-
tion when the measured response is less than the
expected response.

6. The method of example 5, further comprising in-
structing the first wireless module to detect a meas-
ured energy level associated with the first wireless
channel concurrent to the data transmitted on the
second wireless channel, wherein:

determining the expected response to the data
comprises determining an expected energy lev-
el associated with the first wireless channel
based on one or more characteristics of the data
transmitted on the second wireless channel by
the second wireless module; and

initiating the remedial action comprises auto-
matically resetting the first wireless module
when the measured energy level is less than the
expected energy level.

7. The method of example 1, 2, 3, 4, 5, or 6, wherein
initiating the remedial action comprises automatical-
ly resetting the first wireless module based at least
in part on the measured response.

8. The method of example 1, 2, 3, 4, 5, 6 or 7, further
comprising detecting an absence of communications
with aninput device on the first wireless channel prior
to operating the second wireless module to transmit
the data on the second wireless channelinresponse
to the absence.

9. A device comprising:

a first wireless module to communicate on a first
wireless channel;

a second wireless module; and

a control module coupled to the first wireless
module and the second wireless module to op-
erate the second wireless module to transmit
data on a second wireless channel, obtain a
measured response associated with the first
wireless channel concurrent to the data trans-
mitted on the second wireless channel from the
first wireless module, and initiate a reset of the
first wireless module based at least in part on
the measured response, wherein at least a por-
tion of the second wireless channel overlaps at
least a portion of the first wireless channel.

10. The device of example 9, wherein:

the first wireless module supports a first com-
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munications protocol; and
the second wireless module supports a second
communications protocol different from the first
communications protocol.

11. The device of example 10, the second commu-
nications protocol comprising a plurality of wireless
channels, wherein the control module selects the
second wireless channel from among the plurality of
wireless channels based on an amount of overlap
between the portion of the second wireless channel
and the portion of the first wireless channel.

12. The device of example 10 or 11, wherein the first
wireless channel is different from the second wire-
less channel.

13. The device of example 12, wherein a center fre-
quency of the first wireless channel is different from
a center frequency of the second wireless channel.
14. The device of example 12 or 13, wherein a band-
width of the first wireless channel is different from a
bandwidth of the second wireless channel.

15. A media system comprising:

an input device to communicate via a first wire-
less channel; and
a media device comprising:

a first wireless module to communicate with
the input device via the first wireless chan-
nel;

a second wireless module; and

acontrol module coupledto the first wireless
module and the second wireless module to:

operate the second wireless module to
transmit data on a second wireless
channel;

obtain, from the first wireless module,
a measured response associated with
the first wireless channel concurrent to
the data transmitted on the second
wireless channel; and

initiate a reset of the first wireless mod-
ule based at least in part on the meas-
ured response, wherein at least a por-
tion of the second wireless channel
overlaps at least a portion of the first
wireless channel.

16. The media system of example 15, wherein the
control module automatically operates the second
wireless module to transmit the data and automati-
cally operates the first wireless module to monitor
the first wireless channel concurrent to the data
transmitted on the second wireless channel in re-
sponse to detecting an absence of communications
with the input device via the first wireless channel.

17. The media system of example 15 or 16, further
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comprising a display device coupled to the media
device, wherein:

theinputdevice comprises aremote control; and
the media device comprises a set-top box.

18. The media system of example 17, wherein the
control module is coupled to the display device to
generate a graphical user interface on the display
device based at least in part on the measured re-
sponse.

19. The media system of example 15, 16, 17 or 18,
wherein:

the first wireless module supports a first com-
munications protocol; and
the second wireless module supports a second
communications protocol different from the first
communications protocol.

20. The media system of example 15, 16, 17, 18 or
19, wherein the first wireless channel is different from
the second wireless channel.

[0007] Various embodiments, aspects and other fea-
tures are described in more detail below.

BRIEF DESCRIPTION OF THE DRAWING FIGURES

[0008] Exemplary embodiments will hereinafter be de-
scribed in conjunction with the following drawing figures,
wherein like numerals denote like elements, and

FIG. 1 is a block diagram of a media system in ac-
cordance with one or more embodiments;

FIG. 2 is a block diagram of a media device suitable
for use in the media system of FIG. 1 in accordance
with one or more embodiments;

FIG. 3 is a flowchart of an exemplary diagnostics
process suitable for implementation by the media
device of FIG. 2 in the media system of FIG. 1 in
accordance with one or more embodiments; and
FIG. 4 is a diagram illustrating a sequence of com-
munications involving the media device of FIG. 2 in
the media system of FIG. 1 in accordance with one
exemplary embodiment of the diagnostics process
of FIG. 3.

DETAILED DESCRIPTION

[0009] The following detailed description of the inven-
tion is merely exemplary in nature and is not intended to
limit the invention or the application and uses of the in-
vention. Furthermore, there is no intention to be bound
by any theory presented in the preceding background,
brief summary, or the following detailed description.

[0010] Embodiments of the subject matter described
herein generally relate to diagnosing a communications
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module of an electronic device. For purposes of expla-
nation, the subject matter may be described hereinin the
context of diagnosing a wireless communications module
of a media device, such as a set-top box, a placeshifting
device, television receiver, a media player, or the like.
However, it should be appreciated that the subject matter
described herein is not necessary limited to wireless
communications or any particular type of device and may
be implemented in an equivalent manner for any elec-
tronic device that includes any type and number of com-
munications modules.

[0011] Inexemplary embodiments described herein, a
media device self-diagnoses the functionality of a wire-
less module that communicates with an external device
using another wireless module of the media device. For
example, the media device may include multiple different
wireless modules configured to support multiple different
communications protocols that overlap, at least in part,
on the radio frequency spectrum. To diagnose a first wire-
less module communicating on a first wireless channel,
a control module of the media device operates a second
wireless module of the device to transmit diagnostic data
on a second wireless channel that overlaps, at least in
part, the first wireless channel. The control module also
operates the first wireless module to monitor the first wire-
less channel concurrent to the diagnostics data trans-
mission and obtain a measured response associated with
the first wireless channel that is expected to be influ-
enced, at least in part, by the diagnostics data. The con-
trol module analyzes the measured response and auto-
matically initiates a remedial action with respect to the
first wireless module based at least in part on the meas-
ured response. For example, if the measured energy lev-
el on the first wireless channel is sufficiently below an
expected energy level on the first wireless channel given
the diagnostics data transmission on the overlapping
wireless channel, the control module may automatically
reset, restart, or otherwise reinitialize the first wireless
module. In this manner, potential anomalous conditions
with a wireless module may be self-diagnosed and re-
solved by the media device in a manner that does not
further degrade the user experience. For example, the
user does not need to schedule a maintenance appoint-
ment or inspect, restart or power cycle the media device
while viewing and/or recording a broadcast media pro-
gram. When the measured response matches the ex-
pected response, the control module may determine the
wireless module is functioning normally and automatical-
ly initiate some other remedial action as appropriate.
[0012] FIG. 1 depicts a media system 100 configured
to present a media program (or media content) on a dis-
play device 102 associated with a media device 104. As
used herein, "media content," "media program," or vari-
ants thereof should be understood as referring to any
audio, video, audio/visual or other programming in any
streaming, file-based or other format. The media device
104 is communicatively coupled to an input device 106
that functions as a user interface enabling user interac-
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tion with the media device 104 to control, manipulate, or
otherwise influence the operation of the media device
104 and/or the content presented on the display device
102.

[0013] Theinputdevice 106 isrealized as an electronic
device that is paired or otherwise associated with the
media device 104 in a mannerthat allows the inputdevice
106 to control operation of the media device 104. In ex-
emplary embodiments, the input device 106 is realized
as a remote control associated with the media device
104 that communicates with the media device 104 wire-
lessly in a point-to-point manner. However, in other em-
bodiments, the input device 106 may be realized as a
mobile telephone, a laptop or notebook computer, a tab-
let computer, a desktop computer, a personal digital as-
sistant, a video game player, a portable media player, a
thermostat, a light switch, and/or any other computing
device capable of communicating with the media device
104. That said, for purposes of explanation, the input
device 106 may be described herein in the context of a
remote control paired with the media device 104. In ex-
emplary embodiments, the inputdevice 106 includes one
or more user input elements for receiving input from a
viewer of the display device 102 that is in possession of
the input device 106. The user input elements may in-
clude, for example, one or more buttons, keys, keypads,
keyboards, directional pads, joysticks, pointers, mice,
touch panels or other touch-sensing elements, or the like.
In exemplary embodiments, input received by the input
element may be replicated or otherwise presented on the
display device 102. For example, a position of a graphical
user interface (GUI) element on the display device 102,
such as a pointer or cursor, may be correlated with the
user input on the input element.

[0014] Theinputdevice 106 includes atleast one wire-
less communications module configured to support com-
munications with the media device 104 over a wireless
communications channel. For example, the input device
106 may be realized as a remote control that includes a
wireless communications module that supports wireless
communications over an unlicensed radio band, such as,
for example, using a 2.4 GHz carrier frequency in accord-
ance with an IEEE 802.15.4 protocol, such as the Zig-
Bee® radio frequency for consumer electronics (RF4CE)
specification. Additionally or alternatively, the input de-
vice 106 may also include one or more wireless commu-
nications modules configured to support wireless com-
munications with the media device 104 in accordance
with a Bluetooth® specification, an IEEE 802.11 specifi-
cation, or the like. That said, for purposes of explanation
and without limitation, exemplary embodiments may be
described herein in the context of the input device 106
being realized as a remote control that wirelessly com-
municates with the media device 104 in a point-to-point
or peer-to-peer manner using RF4CE protocols.

[0015] Stillreferring to FIG. 1, in the illustrated embod-
iment, the media device 104 is any electronic device,
hardware, or other component capable of receiving and
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processing media content and providing media content
to the display device 102 for presentation on the display
device 102. The display device 102 generally represents
a television, monitor, liquid crystal display (LCD), light
emitting diode (LED) display, plasma display, or the like
that graphically presents, renders, or otherwise displays
imagery and/or video corresponding to media content
provided by the media device 104. In exemplary embod-
iments, the media device 104 is a set-top box (STB) or
similar system that is able to receive television program-
ming and/or to record certain media programs. Exempla-
ry embodiments of media device 104 will therefore in-
clude areceiverinterface 114 forreceiving satellite, cable
and/or broadcast programming signals from broadcast
content sources 150, as well as a data storage medium
116 (e.g., a hard disk, flash memory, or another suitable
non-volatile data storage element) to support a digital
video recorder (DVR) feature and/or functionality, and a
display interface 118 for providing imagery and/or video
corresponding to a media program to the display device
102. For convenience, but without limitation, the data
storage medium 116 is alternatively referred to herein as
a DVR. In some embodiments, the media device 104
may also include an access card interface or card reader
120 adapted to receive an access card 121 (or viewing
card) configured to ensure that the viewer is authorized
to view media content provided to the display device 102.
In this regard, the access card 121 may include unique
identification information associated with a particular
subscriber to the broadcast content source 150 or oth-
erwise include information that facilitates receiving
and/or decoding media content provided by the broad-
cast content source 150.

[0016] The media device 104 also includes a plurality
of communications modules 122 configured to support
communications to/from the media device 104, as de-
scribed in greater detail below in the context of FIG. 2.
In this regard, the media device 104 includes at leastone
wireless communications module configured to support
wireless communications with the input device 106. For
example, the media device 104 may include a RF4CE
module configured to support wireless communications
with the remote control 106 in accordance with the
RF4CE specification. In exemplary embodiments, the
media device 104 also includes one or more additional
wireless communications modules configured to support
the diagnostics process 300, as described in greater de-
tail below in the context of FIGS. 2-3. Additionally, in the
illustrated embodiment of FIG. 1, at least one of the com-
munications modules 122 of the media device 104 is con-
figured to support communications with a remote server
108 via a communications network 107. For example,
one of the communications modules 122 may be realized
as a cellular transceiver, a wired network interface con-
troller (e.g., an Ethernet adapter), or another suitable net-
work interface. As described in greater detail below in
the context of FIGS. 3-4, in one or more embodiments,
the remote server 108 may be configured to receive di-
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agnostics information from the media device 104, main-
tain diagnostics records for the communications modules
122 of the media device 104, and/or automatically facil-
itate maintenance or other remedial actions with respect
to a communications module 122 of the media device
104.

[0017] It should be appreciated that FIG. 1 depicts
merely one exemplary embodiment of a media device
104, and in practice, the media device 104 may be phys-
ically and/or logically implemented in any manner to suit
the needs of a particular embodiment. In this regard, in
some embodiments, the components in media device
104 may be provided within a common chassis orhousing
as illustrated in FIG. 1, although equivalent embodiments
may implement media device 104 with any number of
inter-connected but discrete components or systems. For
example, in some embodiments, the media device 104
may be realized as a combination of a STB and a
placeshifting device, wherein some features of the media
device 104 (e.g., the DVR 116, the receiver 114, the dis-
play interface 118, communications modules 122) are
implemented by the STB and other features of the media
device 104 (e.g., the network interface 124) are imple-
mented by the placeshifting device, wherein the
placeshifting device works in conjunction with the STB
to shift the viewing experience from a home television
(e.g., display device 102) to another display that is ac-
cessed via network (e.g., network 107). Examples of
placeshifting devices that may be used in some embod-
iments of media device 104 could include any of the var-
ious SLINGBOX products available from Sling Media of
Foster City, California, although other products or serv-
ices could be used in other embodiments. Many different
types of placeshifting devices are generally capable of
receiving media content from an external source, such
asany sortof DVR or STB, cable or satellite programming
source, DVD player, content servers, and/or the like. In
other embodiments, placeshifting features are incorpo-
rated within the same device that provides content-re-
ceiving or other capabilities. Media device 104 may be a
hybrid DVR and/or receiver, for example, that also pro-
vides transcoding and placeshifting features.

[0018] Stillreferring to FIG. 1, in the illustrated embod-
iment, media device 104 is capable of receiving digital
broadcast satellite (DBS) signals transmitted from a
broadcast source 150, such as a satellite, using an an-
tenna 140 that provides received signals to the receiver
114. Equivalent embodiments, however, could receive
programming at receiver 114 from any sort of cable con-
nection, broadcast source, removable media, network
service, external device and/or the like. The DVR 116
feature stores recorded programming (e.g., broadcast
programming received via receiver 114) on a hard disk
drive, memory, or other storage medium as appropriate
in response to user/viewer programming instructions,
wherein the recorded programming may be subsequent-
ly viewed on display device 102 or placeshifted to another
client device via a network. Content stored in DVR 116
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may be any sort of file-based programming or other con-
tent that is accessible to media device 104. Additionally,
media content in DVR 116 may be stored in any sort of
compressed or uncompressed format, as desired, and
may be encoded or transcoded as desired for effective
receipt, storage, retrieval and playing.

[0019] Still referring to FIG. 1, the media device 104
includes a control module 110 configured to direct, man-
age, or otherwise control the operations of the media
device 104 as appropriate. The control module 110 may
be realized as any suitable combination of hardware,
firmware, and/or other components of the media device
104 capable of directing, managing or otherwise control-
ling the operations of media device 104. The control mod-
ule 110 may be realized using any suitable processing
system, processing device, or combination thereof. For
example, the control module 110 may include one or
more processors, central processing units (CPUs),
graphics processing units (GPUs), controllers, micro-
processors, microcontrollers, processing cores and/or
other computing resources configured to support the sub-
ject matter described herein. The media device 104 also
includes a data storage element (or memory) 112 that is
coupled to or otherwise accessed by the control module
110. The memory 112 may be realized using as random
access memory (RAM), read only memory (ROM), flash
memory, magnetic or optical mass storage, or any other
suitable configuration of non-transitory short or long term
data storage or other non-transitory computer-readable
media capable of storing programming instructions for
execution by the control module 110. The stored pro-
gramming instructions, when read and executed by the
control module 110, cause the control module 110 to per-
form various tasks, functions, and/or processes to control
operations of the media device 104 and support the di-
agnostics process 300 described in greater detail below
inthe context of FIG. 3. In some embodiments, the control
module 110 isimplemented as a"system on a chip" (SoC)
that incorporates a hybrid microcontroller with memory,
input/output and other features to perform the various
processing and other functionality of media device 104,
and in which case a separate memory 112 may not be
provided.

[0020] FIG. 2 depicts an exemplary embodiment of a
media device 200 suitable for use as the media device
104 in the media system 100 of FIG. 1 in accordance
with one or more embodiments. The media device 200
includes, without limitation, a control module 202 (e.g.,
control module 110), a plurality of wireless communica-
tions modules 204, 206, 208, and a network interface
210 (or network communications module). As described
in greater detail below in the context of FIGS. 3-4, in
exemplary embodiments, the control module 202 is con-
figured to diagnose the functionality of a first wireless
module 204, 206, 208 using one or more of the other
wireless modules 204, 206, 208 and initiate one or more
remedial actions based on the diagnosis. It should be
understood that FIG. 2 is a simplified representation of
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the media device 200 for purposes of explanation and is
not intended to limit the subject matter described herein
in any way. In this regard, although FIG. 2 depicts the
modules 202, 204, 206, 208, 210 as physically distinct
and separate elements (e.g., on separate semiconductor
dies), in practice, one or more of the modules 202, 204,
206, 208, 210 may be integrated with one or more of the
other modules 202, 204, 206, 208, 210 (e.g., on a com-
mon semiconductor die).

[0021] In exemplary embodiments, the wireless com-
munications modules 204, 206, 208 is configured to sup-
port wireless communications in accordance with a wire-
less communications protocol or specification that is dif-
ferent from that of the other wireless communications
modules 204, 206, 208. For example, in the illustrated
embodiment, the first wireless module 204 is configured
to support communications in accordance with the
RF4CE specification or another ZigBee® specification,
the second wireless module 206 is configured to support
communications in accordance with a Bluetooth® spec-
ification, and the third wireless module 208 is configured
to support communications in accordance with an IEEE
802.11 specification (e.g., WiFi). That said, in alternative
embodiments, one or more of the wireless modules 204,
206, 208 may be configured to support communications
in accordance with the same protocol or specification.
The network interface 210 generally represents the hard-
ware, circuitry and/or other components of the media de-
vice 200 configured to support communications over a
network (e.g., network 107), such as, for example, a cel-
lular transceiver, a wired network interface controller
(e.g., Ethernet), a coaxial transceiver interface, or the
like.

[0022] The illustrated wireless communications mod-
ules 204, 206, 208 include, without limitation, a commu-
nications control module 212, 222, 232 configured to in-
terface with the device control module 202 and support
operations of its respective wireless module 204, 206,
208, an antenna 216, 226, 236, and a radio frequency
(RF) core 214, 224, 234 coupled between its respective
antenna 216, 226, 236 and its respective control module
212,222, 232. In this regard, the RF core 214, 224, 234
represents the hardware, circuitry and/or other compo-
nents of the respective wireless module 204, 206, 208
configured to convert digital baseband signals to analog
radio frequency signals to be transmitted via the respec-
tive antenna 216, 226, 236 and convert analog radio fre-
quency signals received via the respective antenna 216,
226, 236 to corresponding digital baseband signals. In
this regard, each RF core 214, 224, 234 may include one
or more mixers, frequency doublers, frequency dividers,
baluns, mixers, amplifiers, transmitters, receivers, trans-
ceivers, or the like. It should be noted that although FIG.
2 depicts separate antennas 216, 226, 236 for each of
the wireless modules 204, 206, 208 coupled to the sep-
arate RF cores 214, 224, 234 for each of the wireless
modules 204, 206, 208, in alternative embodiments, the
antennas 216, 226, 236 may be shared, combined, or
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otherwise multiplexed across more than one wireless
module 204, 206, 208 or otherwise utilized to support
more than one communications protocol.

[0023] Each of the communications control modules
212,222, 232 may be realized as any suitable combina-
tion of hardware, firmware, and/or other components
configured to provide an interface to/from its respective
wireless module 204, 206, 208 and support the opera-
tions of its respective wireless module 204, 206, 208 de-
scribed herein. Inthis regard, the communications control
modules 212, 222, 232 may include or otherwise be re-
alized using any suitable processing system, processing
device, or combination thereof, such as, for example, one
or more processors, controllers, microprocessors, micro-
controllers, processing cores or the like. Additionally,
each of the communications control modules 212, 222,
232 may include or otherwise access a data storage el-
ement or other non-transitory computer (or machine)
readable medium that stores programming instructions
that, when read and executed, cause the respective con-
trol module 212, 222, 232 to perform various tasks, func-
tions, processes and/or operations and support the sub-
ject matter described herein.

[0024] In exemplary embodiments described herein,
at least two of the wireless modules 204, 206, 208 are
configured to communicate over the same frequency
band (or range) or otherwise communicate over a wire-
less communications channel that overlaps a wireless
communications channel of another wireless module
204,206, 208. Forexample, each of the wireless modules
204,206, 208 may communicate on the 2.4 GHz frequen-
cy band using discrete channels having a designated or
recognized center frequency within the 2.4 GHz frequen-
cy band. Forexample, the first wireless module 204 utilize
the RF4CE wireless communications channel 15, which
is centered on 2.425 GHz with a channel width of 2 MHz,
while the second wireless module 206 may utilize Blue-
tooth channel 38, which is centered on 2.426 GHz with
a channel width of 1 MHz that overlaps RF4CE channel
15, or the third wireless module 208 may utilize 802.11
channel 3, which is centered on 2.422GHz with a channel
width of 20 MHz that overlaps RF4CE channel 15. To
put it another way, the wireless modules 204, 206, 208
may communicate on different, yet overlapping, wireless
communications channels within a common frequency
band (e.g., the 2.4 GHz frequency).

[0025] FIG. 3 depicts an exemplary embodiment of a
diagnostics process 300 for diagnosing the functionality
of a wireless communications module in an electronic
device, such as media device 104, 200 in the media sys-
tem 100 of FIG. 1. The various tasks performed in con-
nection with the illustrated process 300 may be imple-
mented using hardware, firmware, software executed by
processing circuitry, or any combination thereof. For il-
lustrative purposes, the following description may refer
to elements mentioned above in connection with FIGS.
1-2. In practice, portions of the diagnostics process 300
may be performed by different elements of a media sys-
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tem 100, such as, for example, the media device 104,
the input device 106, the server 108, the device control
module 110,202, the communications modules 122, 204,
206, 208, 210, the display interface 118, the communi-
cations control modules 212, 222, 232, the RF cores 214,
216, 218 and/or the antennas 216, 226, 236. It should
be appreciated that the diagnostics process 300 may in-
clude any number of additional or alternative tasks, the
tasks need not be performed in the illustrated order
and/or the tasks may be performed concurrently, and/or
the diagnostics process 300 may be incorporated into a
more comprehensive procedure or process having addi-
tional functionality not described in detail herein. More-
over, one or more of the tasks shown and described in
the context of FIG. 3 could be omitted from a practical
embodiment of the diagnostics process 300 as long as
the intended overall functionality remains intact.

[0026] Referring to FIG. 3, and with continued refer-
ence to FIGS. 1-2, in exemplary embodiments described
herein, the diagnostics process 300 is initiated by the
media device control module 110, 202 to diagnose the
functionality of a wireless communications module 204,
206, 208 and verify or otherwise confirm that the wireless
communications module 204, 206, 208 is operating as
expected. In some embodiments, the diagnostics proc-
ess 300 may be initiated periodically for each of the wire-
less modules 204, 206, 208 of the media device 104,
200. For example, the device control module 202 may
automatically initiate the diagnostics process 300 to test
the functionality of each of the wireless modules 204,
206, 208 at a predetermined time every day (e.g., over-
night or some other time when the user is not utilizing
the media device 104, 200 to view media content on the
display 102) or at regular periodic intervals (e.g., every
8 hours).

[0027] In exemplary embodiments described herein,
the device controlmodule 110, 202 automatically initiates
the diagnostics process 300 to diagnose the RF4CE
module 204 in response to detecting or otherwise iden-
tifying an absence of communications with the input de-
vice 106. For example, depending on the embodiment,
the input device 106 may be configured to periodically
poll the media device 104, 200 by transmitting a status
message to the media device 104, 200 (e.g., a heartbeat
message, a data poling message, amedia access control
(MAC) polling message, a ping/pong message, or the
like), or alternatively, the media device 104, 200 may
periodically poll the input device 106 by transmitting a
request message to the media device 104, 200, with the
input device 106 providing the status message in re-
sponse to receiving the request message. When the
RF4CE module 204 is functioning as expected, the status
message transmitted by the input device 106 is received
by the RF4CE control module 212 via the antenna 216
and RF core 214 and retransmitted, rerouted, or other-
wise relayed to the device control module 202. In various
embodiments, the device control module 202 may store
or otherwise maintain the status message and/or meta-
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data associated therewith (e.g., signal strength, time, and
the like) for future diagnostics, or the device control mod-
ule 202 may utilize the status messages to support over-
the-air downloads or automatic updates, remote locate
functionality, power management features of the input
device 106, and the like. In response to detecting the
absence of receiving a status message from the input
device 106 at the expected periodic interval, the device
control module 110, 202 may automatically initiate the
diagnostics process 300 with respect to the RF4CE mod-
ule 204.

[0028] The diagnostics process 300 begins by config-
uring the device wireless module under test and another
wireless module of the device for communications on
overlapping frequency bands (task 302). In this regard,
to diagnose the functionality of the RF4CE module 204,
the device control module 202 configures one of the other
wireless communications modules 206, 208 of the media
device 104, 200 for communicating on a wireless com-
munications channel that overlaps, at least in part, the
wireless communications channel that the RF4CE mod-
ule 204 is configured for. For purposes of explanation,
the wireless communications module used to diagnose
the wireless communications module under test may al-
ternatively be referred to herein as the probing wireless
module, and the wireless communications channel uti-
lized by the probing wireless module to diagnose the wire-
less module under test may alternatively be referred to
herein as the probing channel. In accordance with one
embodiment, the device control module 202 automati-
cally selects the wireless communications module 206,
208 to be used as the probing wireless module based on
one or more selection criteria. For example, a utilization
metric (e.g., a current data rate, an amount of data
sent/received over a preceding interval, or the like) may
be utilized as a selection criterion, with the device control
module 202 automatically selecting the wireless commu-
nications module 206, 208 with the lowest value for the
utilization metric for use as the probing module. In this
regard, ifthe Bluetooth module 206 is not currently paired
with any other devices while the WiFi module 208 is pe-
riodically being utilized, the device control module 110,
202 may automatically select the Bluetooth module 206
for use as the probing module based on its utilization
metric indicating it is not being as heavily or as frequently
utilized as the WiFi module 208. Conversely, if the Blue-
tooth module 206 is currently paired with another device
while the WiFimodule 208 is not being utilized (or is trans-
mitting data at a lower rate or frequency than the Blue-
tooth module 206), the device control module 110, 202
may automatically select the WiFi module 208 for use as
the probing module. It should be appreciated that numer-
ous possible selection criteria exists, and the subject mat-
ter described herein is not intended to be limited to any
particular type of selection criteria or selection scheme.
[0029] In accordance with one or more embodiments,
the device control module 110, 202 automatically com-
mands, signals, or otherwise instructs the probing mod-
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ule to operate on a supported wireless communications
channel that overlaps the wireless communications
channelthatthe module under testis currently configured
for without adjusting, changing, retuning, or otherwise
reconfiguring the module under test. In this regard, the
device control module 110, 202 may obtain the current
channel information from the wireless module under test,
identify the supported wireless communications channel
of the probing wireless module to be used as the probing
channel, and instruct the probing wireless module to tune
itself to that identified channel. In one embodiment, the
device control module 110, 202 selects the probing chan-
nel from among a plurality of wireless channels of the
protocol supported by the probing wireless module based
on the amount of overlap between the probing channel
and the wireless channel utilized by the module under
test being greater than the amount of overlap of the re-
maining wireless channels supported by the probing
module. In other embodiments, the device control mod-
ule 110, 202 selects the channel that is closest to the
wireless channel utilized by the module under test for
use as the probing channel based on the difference be-
tween the center frequency of that channel and the wire-
less channel utilized by the module under test being less
than the difference between the respective center fre-
quencies of the remaining wireless channels supported
by the probing module.

[0030] Forexample, when the RF4CE module 204 un-
der testis operating on RF4CE wireless communications
channel 15 and Bluetooth module 206 is selected as the
probing module, the device control module 110, 202 may
identify Bluetooth channel 38 as being the supported
channel having a center frequency closest to the center
frequency of RF4CE channel 15 and command, signal,
or otherwise instruct the Bluetooth control module 222
to tune or otherwise configure the RF core 224 for chan-
nel 38. Similarly, if the WiFi module 208 were selected
as the probing module, the device control module 110,
202 may identify 802.11 channel 4 as being the supported
channel having a center frequency closest to the center
frequency of RF4CE channel 15 and command, signal,
or otherwise instruct the WiFi control module 232 to tune
or otherwise configure its associated RF core 234 for
channel 4.

[0031] Insome embodiments, the device control mod-
ule 110, 202 may automatically command or instruct the
module under test to operate on a supported wireless
communications channel that is not currently in use, be-
fore commanding or instructing the probing module for a
channel that overlaps that wireless communications
channel of the module under test that was not previously
in use. In this regard, the device control module 110, 202
may obtain the current channel information from the wire-
less module under test, identify the supported wireless
communications channel that is least likely to be in use
by other devices that could otherwise interfere with the
diagnostics process 300. For example, if the RF4CE
module 204 under test was previously communicating
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with the input device 106 on RF4CE channel 15, the de-
vice control module 110, 202 may identify or otherwise
select RF4CE channel 20 or RF4ACE channel 25 for use
forthe purposes of the diagnostics process 300 and com-
mand, signal, or otherwise instruct the RF4CE control
module 212 to tune or otherwise configure the RF core
214 for the selected channel. Thereafter, the device con-
trol module 110, 202 configures the selected probing
module for an overlapping channel. For example, when
the RF4CE module 204 under test has been configured
for RF4CE channel 20 (with a center frequency of 2.450
GHz) for diagnostic purposes and Bluetooth module 206
is selected as the probing module, the device control
module 110, 202 may identify Bluetooth channel 22 as
the probing channel based on its center frequency of
2.450 GHz being the same as that of RF4CE channel
20, and thereafter command, signal, or otherwise instruct
the Bluetooth control module 222 to tune or otherwise
configure the RF core 224 for channel 22. Similarly, if the
WiFi module 208 were selected as the probing module,
the device control module 110, 202 may identify 802.11
channel 9 as being the probing channel having a center
frequency (e.g., 2.452 GHz) closest to the center fre-
quency of RF4CE channel 20, and thereafter command,
signal, or otherwise instruct the WiFi control module 232
to tune or otherwise configure its associated RF core 234
for channel 9.

[0032] In yet other embodiments, the device control
module 110, 202 may automatically command or instruct
the module under test to operate on a supported wireless
communications channel that overlaps the wireless com-
munications channel that the probing module is currently
configured for without changing, retuning, or otherwise
reconfiguring the probing module. For example, if the
Bluetooth module 206 is selected as the probing module
and the Bluetooth module 206 is currently paired with
another device on Bluetooth channel 35 (with a center
frequency of 2.476 GHz), the device control module 110,
202 may identify RF4CE channel 25 as being closest to
the probing channel based on its center frequency of
2.475 GHz, and thereaftercommand, signal, or otherwise
instruct the RF4CE control module 212 to tune or other-
wise configure the RF core 214 for channel 25. Similarly,
if the WiFi module 208 is selected as the probing module
and is currently configured for one of 802.11 channels
7-10, the device control module 110, 202 may identify
RF4CE channel 25 as being the supported channel that
overlaps at least a portion of the probing channel band-
width, and thereafter command, signal, or otherwise in-
structthe RF4CE control module 212 to tune or otherwise
configure the RF core 214 for channel 25.

[0033] After configuring the wireless modules so that
the module under test and the probing module are com-
municating on overlapping channels, the diagnostics
process 300 continues by operating the wireless module
under test to listen, monitor, or otherwise assess traffic
on its configured channel while concurrently operating
the probing wireless module to transmit diagnostic data
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on its configured channel (tasks 304, 306). In this regard,
the wireless module under test obtains a measured re-
sponse indicative of the data communications and/or traf-
fic on its current channel, which is likely be influenced,
at least in part, by the concurrent transmission of diag-
nostic data by the probing wireless module on an over-
lapping channel when the module under test is function-
ing normally.

[0034] In exemplary embodiments, the device control
module 110, 202 commands or otherwise instructs the
module under test to monitor or assess data communi-
cations on its configured channel in a manner that en-
sures the module under test is monitoring its configured
channel concurrent to at least some of the diagnostic
data transmission by the probing module. In this regard,
the device control module 110, 202 may instruct the mod-
ule under test to perform a channel assessment or an-
other similar operation with respect to its configured
channel for a duration of time that is greater than or equal
to the duration of time during which the probing module
will transmit diagnostic data. For example, the device
control module 110, 202 may instruct the RF4CE module
204 to perform a clear channel assessment continuously
for the maximum duration of time allowed by the appli-
cable protocols or specifications governing its communi-
cations. In some embodiments, the device control mod-
ule 110, 202 may instruct the RFACE module 204 to per-
form a clear channel assessment synchronously or si-
multaneously to instructing the probing module 206, 208
to transmit diagnostic data.

[0035] In other embodiments, the device control mod-
ule 110, 202 may instruct the RF4ACE module 204 to per-
form the clear channel assessment continuously or re-
peatedly for the expected duration of time of the diag-
nostic data transmission by the probing module 206, 208.
Forexample, if the timeout time associated with the clear
channel assessment or energy detection for the applica-
ble protocol is relatively short (e.g., in comparison to the
maximum allowable duration for the diagnostic data
transmission), the device control module 110, 202 may
instruct the under test module 204 to repeatedly perform
the assessment over the duration of the diagnostic data
transmission to obtain a set of measurement data sam-
ples. In such embodiments, the device control module
110, 202 may perform statistical analysis of the meas-
urement data samples to the maximum measured re-
sponse, the median measured response, the average
measured response, and/or another statistical measured
response. In some embodiments, measurement data
samples may be obtained when the diagnostic data is
not being transmitted to provide a reference response or
otherwise normalize the measured response.

[0036] In exemplary embodiments, the device control
module 110, 202 also commands or otherwise instructs
the probing wireless module to transmit dummy data or
test data on its configured channel in a manner that en-
sures the module under test will monitoring its configured
channel concurrently for at least some of the data trans-
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mission by the probing module. For example, the device
control module 110, 202 may instruct the probing module
206, 208 to transmit dummy data for a particular duration
of time (or alternatively, an amount of data that entails at
least that particular duration of time for transmission) that
is greater than or equal to the duration of time during
which the RF4CE module 204 will monitor its configured
channel. For example, the device control module 110,
202 may instruct the probing module 206, 208 to transmit
a dummy packet of data having a packet length or size
that is equal to the maximum packet length allowed by
the applicable protocols or specifications governing its
communications. In this regard, the device control mod-
ule 110, 202 may instruct the RF4CE module 204 to per-
form a clear channel assessment for the duration of time
corresponding to the expected amount of time required
for the probing module 206, 208 to transmit a data packet
having that maximum packet length. It should be noted
that there are numerous ways to configure the probing
module’s data transmission to concur with the module
under test’s channel assessment, and the subject matter
described herein is not limited to any particular manner
for configuring the two to overlap in time.

[0037] Still referring to FIG. 3, the diagnostics process
300 receives or otherwise obtains the measured re-
sponse from the wireless module undertest and analyzes
the measured response to identify or otherwise deter-
mine whether the wireless module under test is function-
ing normally (tasks 308, 310). As described above, the
wireless module under test obtains the measured re-
sponse concurrent to the data transmission by the prob-
ing wireless module, and therefore, the measured re-
sponse may be compared to an expected response from
the wireless module under test for the diagnostic data
transmission by the probing wireless module to deter-
mine whether the wireless module under test is function-
ingnormally. Inthis regard, when the measured response
is less than the expected response, the diagnostics proc-
ess 300 determines a potential anomalous condition ex-
ists with respect to the module under test and initiates
one or more remedial actions with respect to the module
under test, as described in greater detail below. Although
the subject matter is described herein in the context of
identifying an anomalous condition based on the differ-
ence in magnitude of the measured response relative to
the expected response, in alternative embodiments, the
diagnostics process 300 may analyze the measured re-
sponse for frequency drift by one of the wireless modules.
In such embodiments, when the measured response is
indicative of frequency drift, the diagnostics process 300
determines a potential anomalous condition exists and
initiates one or more remedial actions with respect to the
module under test.

[0038] In one or more embodiments, the control mod-
ule 110, 202 calculates an expected energy detection
level for the probing channel based on one or more char-
acteristics of the dummy data transmitted by the probing
wireless module, such as, for example, the amount of
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data transmitted or the bandwidth of the transmission,
the duration or timing of the dummy data transmission,
the carrier frequency of the probing channel, the band-
width overlap between the probing channel and the chan-
nel being monitored by the module under test, the trans-
mit power level, the modulation scheme utilized for the
dummy data transmission, and the like. Additionally, the
control module 110, 202 may account for the physical
location or other physical relationship of the probing wire-
less module with respect to the module under test. When
the probing module or the module under test can be re-
positioned or reconfigured by being plugged into different
ones of a plurality of possible physical ports on the media
device 104, 200, the control module 110, 202 may also
account for the relative locations and performance char-
acteristics for the particular ports of the media device
104, 200 being used. Insome embodiments, an expected
response for each wireless module 204, 206, 208 with
respect to each of the other wireless modules 204, 206,
208 may be characterized for the particular media device
104, 200 prior to deployment, or alternatively, for a ref-
erence media device that is then stored or otherwise
downloaded to instances of the media device 104, 200
(e.g., from the server 108) for subsequent usage.
[0039] For example, as described above, the device
control module 110, 202 may select the WiFi module 208
as the probing module for diagnosing the RF4CE module
204 and command the WiFi module 208 to transmit dum-
my data having known characteristics over a probing
channel that overlaps the channel of the RF4CE module
204. Additionally, the device control module 110, 202
may command the RF4CE module 204 to perform a
channel assessment or energy detection concurrently to
the dummy data transmission by the WiFi module 208
and obtain the corresponding measured energy level
from the RF4CE module 204. Based on the characteris-
tics of the dummy data, the device control module 110,
202 may determine an energy level expected to be meas-
ured by the RF4CE module 204 energy detection and
compare the measured energy level to the expected en-
ergy level.

[0040] In exemplary embodiments, when the meas-
ured response is less than the expected response, the
diagnostics process 300 determines an anomalous con-
dition potentially exists with respect to the module under
test and automatically initiates a reset of the module un-
der test (task 312). In some embodiments, the diagnos-
tics process 300 identifies a potential anomalous condi-
tion only when the measured response is less than the
expected response by at least a threshold amount, which
is chosen to account for interference, uncertainty, and
any other factors that are likely to influence the measured
response. That said, in some embodiments, the thresh-
old amount may be equal to zero, in which case the di-
agnostics process 300 identifies a potential anomalous
condition whenever the measured response is less than
the expected response. For example, when the meas-
ured energy level obtained from the RF4CE module 204
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is less than the expected energy level by atleast a thresh-
old amount (which may be equal to zero), the device con-
trol module 110, 202 automatically signals, commands,
or otherwise instructs the RF4CE control module 212 to
restart or otherwise reset the RF4CE module 204. In this
regard, the power may be cycled for the antenna 216 and
the RF core 214, for example, by decoupling the circuitry
and components from the energy source or otherwise
discharging any stored energy before restoring power to
the antenna 216 and the RF core 214. In this manner,
the antenna 216 and the RF core 214 may be restored
to their initialized state. Additionally, the RF4CE control
module 212 reboots, resets, or otherwise restarts itself
to restore its initialized state. In this regard, if a compo-
nent of the RF4ACE module 204 is hanging, freezing, or
otherwise locked up and influencing the ability of the
RF4CE module 204 to receive messages or other data
from the input device 106, restarting the RF4CE module
204 may resolve any potential anomalous condition so
that the media device 104, 200 is capable of resuming
normal communications with the input device 106.
[0041] Still referring to FIG. 3, in exemplary embodi-
ments, the diagnostics process 300 maintains a diagnos-
tics record for the module under test and updates the
diagnostics record to reflect the newly identified potential
anomalous condition (task 314). In this regard, in some
embodiments, the control module 110, 202 may store or
otherwise maintain (e.g., in memory 112) a record or log
that maintains diagnostic information pertaining to any
anomalous conditions identified by the control module
110, 202 for a particular wireless module under test. In
other embodiments, the control module 110, 202 uploads
diagnostic information pertaining to an identified anom-
alous condition to the server 108 via the network 107,
with the server 108 maintaining the diagnostics record
for the media device 104, 200. The diagnostics record
may be utilized to track the date and/or time of the anom-
alous conditions, the total number of anomalous condi-
tions identified, the total number of times the particular
wireless module has been reset, the signal strength as-
sociated with the last good communication with the input
device 106, system logs or other events, and the like.
[0042] In the illustrated embodiment, based on the di-
agnostics record, the diagnostics process 300 automat-
ically identifies or otherwise determines whether the po-
tential anomalous condition should be escalated for one
or more remedial actions in addition to resetting the mod-
ule (task 316), and if so, the diagnostics process 300
automatically initiates one or more additional remedial
actions with respect to the module under test (task 318).
The control module 110, 202 and/or the server 108 may
calculate or otherwise determine one or more perform-
ance metrics indicative of the condition of the module
under test and automatically identify when to escalate
based on a performance metric violating an applicable
escalation criterion. For example, the control module
110, 202 may calculate a number of anomalous condi-
tions over a preceding time interval (e.g., the preceding
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24 hours, the preceding week, or the like), an average
duration of time between anomalous conditions (or rate
of anomalous conditions), or the like, and determine to
escalate the anomalous condition when the metric vio-
lates an applicable threshold (e.g., a maximum number
of anomalous conditions over a particular time interval,
a maximum frequency of anomalous conditions, a mini-
mum duration of time between anomalous conditions, or
the like). In exemplary embodiments, the escalation cri-
teria are chosen such that no further remedial actions
are initiated when resetting the wireless module under
testis effective at restoring communications between the
input device 106 and the media device 104, 200 for a
sufficient duration of time such that further repair or re-
placement of the wireless module under test is unlikely.
[0043] In accordance with one or more embodiments,
the control module 110, 202 generates or otherwise pro-
vides a notification to the user that a potential anomalous
condition exists with respect to the module under test.
For example, the control module 110, 202 may generate
or otherwise provide a GUI on the display device 102 that
indicates the media device 104, 200 is having difficulty
receiving communications from the input device 106 and
suggests or otherwise recommends the user inspect the
surrounding environment for potential sources of inter-
ference, consider repositioning the media device 104, or
undertake other suggested remedial actions that may im-
prove the ability of the media device 104, 200 to receive
communications from the input device 106. In other em-
bodiments, the displayed notification on the display de-
vice 102 may recommend or otherwise suggest that the
user contact customer service and/or schedule mainte-
nance with respect to the media device 104, 200.
[0044] In some embodiments, the server 108 may au-
tomatically schedule or otherwise initiate maintenance
with respect to the media device 104, 200. For example,
when the server 108 stores or otherwise maintains the
diagnostics record, in response to identifying the value
for a performance metric associated with the media de-
vice 104, 200 violates an applicable escalation criterion,
the server 108 may automatically generate and transmit
a message (e.g., an e-mail, a text message, or the like),
via the network 107, to the appropriate maintenance per-
sonnel or the appropriate maintenance organization that
identifies the potential anomalous condition and/or the
media device 104, 200 that should be serviced. In this
regard, the server 108 may store or otherwise access
customer information associated with the media device
104, 200 (e.g., customer contact information, address
information, and the like) and provide that information in
the message transmitted to maintenance personnel,
who, in turn, may utilize that information to contact the
customer and proceed accordingly.

[0045] Referring again to FIG. 3, in some embodi-
ments, when the diagnostics process 300 is automatical-
ly initiated in response to a failure to receive a status
message from the input device and the measured re-
sponseis greater than or equal to the expected response,
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the diagnostics process 300 determines an anomalous
condition exists with respect to the input device and ini-
tiates one or more remedial actions with respect to the
input device or some other aspect of the media system
(task 320). In such embodiments, the control module 110,
202 may determine that the wireless module under test
is functioning normally or is otherwise capable of receiv-
ing messages from the input device 106 and that the
interruption in communications between the input device
106 and the control module 110, 202 may be attributed
to something outside of the media device 104, 200. For
example, the control module 110, 202 may generate or
otherwise provide a GUI on the display device 102 that
indicates the media device 104, 200 is having difficulty
receiving communications from the input device 106 and
suggests or otherwise recommends the user recharge
the input device 106 or inspect the input device 106 for
any other issues, inspect the surrounding environment
for potential sources of interference, consider reposition-
ing the media device 104, or undertake other suggested
remedial actions that may improve the ability of the media
device 104, 200 to receive communications from the in-
put device 106.

[0046] FIG. 4 depicts an exemplary sequence 400 of
communications within the media system 100 of FIG. 1
in conjunction with the diagnostics process 300 of FIG.
3 in accordance with one or more exemplary embodi-
ments. The exemplary sequence 400 depicts an embod-
iment where the media device 104, 200 periodically re-
ceives status messages from the input device 106 during
normal operation via the RF4CE module 204 and auto-
matically initiates the diagnostics process 300 with re-
spect to the RF4CE module 204 in response to detecting
an absence or failure to receive status messages. That
said, it should be appreciated that FIG. 4 depicts merely
one simplified representation of a communications se-
quence for purposes of explanation and is not intended
to limit the subject matter described herein in any way.

[0047] Referring to FIG. 4, and with continued refer-
ence to FIGS. 1-3, the illustrated sequence 400 begins
with the input device 106 periodically transmitting 402,
406 status messages to the RFACE module 204 of the
media device 104, 200, which, in turn, reroutes, retrans-
mits or otherwise provides 404, 408 a corresponding
message to the device control module 110, 202. As illus-
trated, at a subsequent point in time, a status message
transmitted 410 by the input device 106 is not forwarded
to the device control module 110, 202. The device control
module 110, 202 may implement a timer or similar feature
to monitor the duration of time that has elapsed since the
most recent status message was received (e.g., by re-
setting the timer in response to receiving 408 a status
message). In response to determining that an amount of
time that has elapsed since the most recently received
message exceeds a threshold amount of time, the device
control module 110, 202 may automatically initiate the
diagnostics process 300 with respect to the RF4CE mod-
ule 204. The threshold amount of time may be chosen
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to allow for a certain number of consecutive missed status
messages before initiating the diagnostics process 300.
For example, if the input device 106 transmits 402, 406,
410 the status messages periodically every thirty sec-
onds, the threshold amount of time may be chosen to be
between sixty and ninety seconds to tolerate one missed
status message and automatically initiate the diagnostics
process 300 when two consecutive status messages
have not been received at the device controlmodule 110,
202.

[0048] Uponinitiating the diagnostics process 300, the
device control module 110, 202 may automatically select
or otherwise identify the WiFi module 208 for use as the
probing module based on the Bluetooth module 206 cur-
rently being paired with another device. Thereafter, the
device control module 110, 202 commands, instructs, or
otherwise signals 412 the control module 232 of the prob-
ing module 208 to tune, configure, or otherwise operate
the RF core 234 and antenna 236 to transmit dummy
data on a probing wireless communications channel that
overlaps the RF4CE channel that will be monitored by
the RF4CE module 204. In this manner, the device con-
trol module 110, 202 may instruct the probing module
208 to temporarily tune from an initial wireless channel
that is currently (or was previously) being utilized by the
probing module 208. The device controlmodule 110, 202
also commands, instructs, or otherwise signals 414 the
RF4CE control module 212 to configure or otherwise op-
erate the RF core 214 and antenna 216 to detect the
energy level foran RF4CE that overlaps the probing wire-
less communications channel. Thereafter, the probing
control module 232 operates the RF core 234 and an-
tenna 236 to transmit dummy data 416 over the probing
wireless channel, while the RF4CE control module 212
operates the RF core 214 and antenna 216 to concur-
rently monitor the overlapped RF4CE channel and obtain
a measured response for the energy level associated
with that RF4CE channel. After the probing control mod-
ule 232 operates the RF core 234 and antenna 236 to
transmitdummy data 416 over the probing wireless chan-
nel, the probing control module 232 may reconfigure the
RF core 234 and antenna 236 for the initial wireless chan-
nelthatwas being utilized prior to the diagnostics process
300.

[0049] As described above, the device control module
110, 202 receives or otherwise obtains 418 the measured
energy level from the RF4CE control module 212 and
compares the measured energy level to the energy level
that would be expected to be received by the RF4CE
module 204 based on one or more characteristics of the
dummy data transmitted 416 by the probing module 208
and/or the physical relationship between the probing
module 208 and the RF4CE module 204 (e.g., the sep-
aration distance between the modules 204, 208, the rel-
ative orientations of the antennas 216, 236, and the like).
When the measured energy level is less than the expect-
ed energy level by a sufficient margin, the device control
module 110, 202 determines an anomalous condition
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may exist with respect to the RF4CE module 204 and
automatically commands, instructs, or otherwise signals
420 the RF4CE control module 212 to reset the RF4CE
module 204. In this regard, the RF4CE control module
212 may temporarily discharge, decouple, or otherwise
de-energize the RF core 214 and the antenna 216 to
restore them to an initialized state and restart or other-
wise reset itself to its initialized state. In exemplary em-
bodiments, when resetting the RF4CE module 204 rem-
edies the anomalous condition, the RF4CE module 204
resumes receiving status messages from the input de-
vice 106 and rerouting received messages to the device
control module 110, 202 in a normal manner.

[0050] In embodiments, where resetting the RF4CE
module 204 does not remedy the anomalous condition
or the incidence of anomalous conditions detected by the
device control module 110, 202 exceeds one or more
escalation criteria, the device control module 110, 202
may automatically initiate one or more remedial actions
with respect to the RF4CE module 204. For example, the
device control module 110, 202 may generate or other-
wise provide 422 a GUI on the display device 102 that
notifies the user of the potential anomalous condition with
respect to a communications module 122, 204, 206, 208
of media device 104, 200 and indicates suggested or
recommended remedial actions that may be performed
by the user (e.g., inspecting the input device 106, the
media device 104, 200, and/or the surrounding operating
environment, contacting customer service, and/or the
like). Additionally or alternatively, in some embodiments,
the device control module 110, 202 may generate or oth-
erwise provide 424, via network 107, a notification to a
remote server 108 (e.g., an autocreated maintenance
request message). In response, the remote server 108
may facilitate automatic notifications of maintenance per-
sonnel, automatic scheduling of maintenance visits, and
the like. In yet other embodiments, the device control
module 110, 202 may generate or otherwise provide 424
a diagnostics message indicative of the diagnosis of the
RF4CE module 204 to the remote server 108, which, in
turn, may utilize its own escalation criteria to determine
when to automatically notify maintenance personnel, au-
tomatically schedule maintenance visits, and the like.
[0051] Referring againto FIGS. 1-3, it should be noted
that although the subject matter is described above in
the context of a media device 104, 200 including multiple
wireless communications modules 204, 206, 208, in al-
ternative embodiments, the subject matter described
herein may also be implemented with media devices that
do notinclude a separate wireless communications mod-
ule that is available for use as a probing module. In such
embodiments, instead of configuring and operating a
probing module of the media device (e.g., tasks 302,
306), the device control module 110, 202 generates or
otherwise provides a GUI on the display device 102 that
instructs a user to operate another device to create in-
terference on the channel being monitored by the module
under test. For example, the device control module 110,
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202 may instruct the user to maintain one or more buttons
onthe inputdevice 106 in a depressed state or to operate
another device in a manner that is likely to interfere with
the channel being monitored. The device control module
110, 202 may instruct the user to manually set another
electronic device (e.g., the user's phone, computer, or
the like) into a wireless scan mode such that it will com-
municate within a channel that overlaps the channel be-
ing monitored for at least a portion of the duration of the
scan mode. Alternatively, the device control module 110,
202 may instruct the user to operate a microwave or an-
other similar device that is likely to produce electromag-
netic interference within the channel being monitored.
The GUI on the display device 102 may include one or
more GUI elements (e.g., buttons or the like) that may
also be manipulated by the user to synchronize the op-
eration of the external device with the media device 104,
200, such that the wireless module under test monitors
its configured channel concurrent to the external device
generating interference that overlaps the channel (e.g.,
task 308). Thereafter, the device control module 110, 220
receives the measured response from the wireless mod-
ule under test, and when the measured response is in-
dicative of a failure to receive or detect any communica-
tions on the configured channel, the device control mod-
ule 110, 220 initiates a reset of the wireless module under
test and potentially other remedial actions in a similar
manner as described above (e.g., tasks 310, 312, 314,
316, 318).

[0052] To briefly summarize, the subject matter de-
scribed herein allows for the functionality of a wireless
module of a device to be diagnosed and reset with limited
manual intervention. For example, if a wireless module
of a device is experiencing latchup or some other elec-
trostatic discharge condition, an anomalous hardware
state or condition, a firmware and/or software hang, or
the like, the anomalous operation of the wireless module
may be self-diagnosed and automatically reset by the
device without any action by a user. Thus, the user ex-
perience may be improved by restoring the communica-
tions functionality of the device without burdening the us-
er with diagnosing or remedying the problem.

[0053] The general systems, structures and tech-
niques described above may be inter-combined, en-
hanced, modified and/or otherwise implemented to pro-
vide any number of different features. In particular, the
term "exemplary" is used herein to represent one exam-
ple, instance or illustration that may have any number of
alternates. Any implementation described herein as "ex-
emplary" should not necessarily be construed as pre-
ferred or advantageous over other implementations.
[0054] Forthe sake of brevity, conventional techniques
related to wireless communications, protocols and/or
specifications, channel assessments, resetting or re-
starting devices, and other functional aspects of the sys-
tems (and the individual operating components of the
systems) may not be described in detail herein. The sub-
ject matter may be described herein in terms of functional
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and/or logical block components, and with reference to
symbolic representations of operations, processing
tasks, and functions that may be performed by various
computing components or devices. It should be appreci-
ated that in alternative embodiments the various block
components shown in the figures may be equivalently
realized by any number of components configured to per-
form the specified functions. Furthermore, the connect-
ing lines shown in the various figures contained herein
are intended to represent exemplary functional relation-
ships and/or physical couplings between the various el-
ements. It should be noted that many alternative or ad-
ditional functional relationships or physical connections
may be present in an embodiment of the subject matter.
In addition, certain terminology may also be used herein
forthe purpose of reference only, and thusis notintended
tobe limiting. For example, terms such as "first," "second"
and other such numerical terms referring to structures
do notimply a sequence or order unless clearly indicated
by the context.

[0055] While several exemplary embodiments have
been presented in the foregoing detailed description, it
should be appreciated that a vast number of alternate
but equivalent variations exist, and the examples pre-
sented herein are not intended to limit the scope, appli-
cability, or configuration of the invention in any way. To
the contrary, various changes may be made in the func-
tion and arrangement of the various features described
herein without departing from the scope of the claims and
their legal equivalents. Accordingly, details of the exem-
plary embodiments or other limitations described above
should notbe read into the claims absent a clear intention
to the contrary.

Claims

1. A method of diagnosing a first wireless module of a
device, the method comprising:

operating a second wireless module of the de-
vice to transmit data on a second wireless chan-
nel, at least a portion of the second wireless
channel overlapping at least a portion of a first
wireless channel;

obtaining, from the first wireless module, a
measured response associated with the first
wireless channel concurrent to the data trans-
mitted on the second wireless channel; and
initiating a remedial action with respect to the
first wireless module based at least in part on
the measured response.

2. Themethodof claim 1, wherein operating the second
wireless module comprises instructing the second
wireless module to tune to the second wireless chan-
nel and transmit the data after tuning to the second
wireless channel.
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The method of claim 1 or 2, further comprising se-
lecting the second wireless channel from among a
plurality of wireless channels supported by the sec-
ond wireless module based on:

i) an amount of overlap between the portion of
the second wireless channel and the portion of
the first wireless channel; or

ii) a difference between a center frequency of
the second wireless channel and a center fre-
quency of the first wireless channel.

The method of claim 1, 2 or 3, further comprising
determining an expected response to the data on
the first wireless channel, wherein initiating the re-
medial action comprises initiating the remedial ac-
tion when the measured response is less than the
expected response; and

wherein, preferably, further comprising instructing
the first wireless module to detect a measured en-
ergy level associated with the first wireless channel
concurrent to the data transmitted on the second
wireless channel, wherein:

determining the expected response to the data
comprises determining an expected energy lev-
el associated with the first wireless channel
based on one or more characteristics of the data
transmitted on the second wireless channel by
the second wireless module; and

initiating the remedial action comprises auto-
matically resetting the first wireless module
when the measured energy level is less than the
expected energy level.

The method of claim 1, 2, 3, or 4, wherein initiating
the remedial action comprises automatically reset-
ting the first wireless module based at least in part
on the measured response.

The method ofclaim 1,2, 3,4, or 5, further comprising
detecting an absence of communications with an in-
put device on the first wireless channel prior to op-
erating the second wireless module to transmit the
data on the second wireless channel in response to
the absence.

A device comprising:

a first wireless module to communicate on a first
wireless channel,;

a second wireless module; and

a control module coupled to the first wireless
module and the second wireless module to op-
erate the second wireless module to transmit
data on a second wireless channel, obtain a
measured response associated with the first
wireless channel concurrent to the data trans-
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mitted on the second wireless channel from the
first wireless module, and initiate a reset of the
first wireless module based at least in part on
the measured response, wherein at least a por-
tion of the second wireless channel overlaps at
least a portion of the first wireless channel.

The device of claim 7, wherein:

the first wireless module supports a first com-
munications protocol; and
the second wireless module supports a second
communications protocol different from the first
communications protocol.

The device of claim 8, the second communications
protocol comprising a plurality of wireless channels,
wherein the control module selects the second wire-
less channel from among the plurality of wireless
channels based on an amount of overlap between
the portion of the second wireless channel and the
portion of the first wireless channel.

The device of claim 8 or 9, wherein the first wireless
channel is different from the second wireless chan-
nel; and

wherein, preferably,

i) a center frequency of the first wireless channel
is differentfrom a center frequency of the second
wireless channel; or

ii) a bandwidth of the first wireless channel is
different from a bandwidth of the second wire-
less channel.

A media system comprising:

an input device to communicate via a first wire-
less channel; and
a media device comprising:

a first wireless module to communicate with
the input device via the first wireless chan-
nel;

a second wireless module; and

acontrol module coupledto the first wireless
module and the second wireless module to:

operate the second wireless module to
transmit data on a second wireless
channel;

obtain, from the first wireless module,
a measured response associated with
the first wireless channel concurrent to
the data transmitted on the second
wireless channel; and

initiate a reset of the first wireless mod-
ule based at least in part on the meas-
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ured response, wherein at least a por-
tion of the second wireless channel
overlaps at least a portion of the first
wireless channel.

The media system of claim 11, wherein the control
module automatically operates the second wireless
module to transmit the data and automatically oper-
ates the first wireless module to monitor the first wire-
less channel concurrent to the data transmitted on
the second wireless channelinresponse to detecting
an absence of communications with the input device
via the first wireless channel.

The media system of claim 11 or 12, further com-
prising a display device coupled to the media device,
wherein:

theinputdevice comprises aremote control; and
the media device comprises a set-top box; and
wherein, preferably, the control module is cou-
pledto the display device to generate a graphical
user interface on the display device based at
least in part on the measured response.

The media system of claim 11, 12 or 13, wherein:

the first wireless module supports a first com-
munications protocol; and
the second wireless module supports a second
communications protocol different from the first
communications protocol.

The media system of claim 11, 12, 13 or 14, wherein
the first wireless channel is different from the second
wireless channel.
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