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Description

FIELD OF THE INVENTION

[0001] Embodiments of the present invention generally
relate to wireless communication techniques including
the 3GPP (the 3rd Generation Partnership Project) LTE
technique. More particularly, embodiments of the present
invention relate to methods, apparatuses, and computer
program products for a fast handover.

BACKGROUND OF THE INVENTION

[0002] Various abbreviations that appear in the spec-
ification and/or in the drawing figures are defined as be-
low:

BS Base Station
CN Core Network
C-RNTI Cell Radio Network Temporary Identity
LTE Long Term Evolution
NB Node B
NCC Next Hop Chaining Counter
NH Next Hop Chain
eNB evolved Node B
Identity ID
HO Handover
KDF Key Derivation Function
PCI Physical Cell Identifier
PRACH Physical Random Access Channel
RRC Radio Resource Control
RF Radio Frequency
RSRP Reference Signal Received Power
RSRQ Reference Signal Received Quality
UE User Equipment

[0003] The Rel-12 Study Item named as Small Cell En-
hancement for higher layers in RAN2 has been discussed
in 3GPP. In this Study Item, it is proposed to investigate
solutions in regard to improving the mobility robustness,
reducing signaling overhead towards the core network,
and bettering inter-node UE context transfer procedure.
In addition to these, small cell related mobility procedures
will also be studied in this Study Item. In one of the mo-
bility topics, a method called fast X2 HO is proposed.
[0004] The principle behind the fast X2 HO is that a
target BS or eNB reserves a certain amount of resources
for the fast X2 HO and indicates a predefined PRACH
and associated C-RNTI to a source eNB. When a UE
sends a measurement report to the source eNB and the
source eNB ascertains there is a reserved channel for
the fast X2 HO, it may indicate the predefined PRACH
and associated C-RNTI to the UE via an RRC message,
such as an RRCConnectionReconfiguration message.
After that, the UE can set up an RRC connection with the
target eNB directly using the predefined PRACH and the
associated C-RNTI without a network HO preparation
procedure. Therefore, the legacy HO signaling is omitted

between the source eNB and the target eNB.
[0005] In the legacy X2 HO, the source eNB will derive
the key KeNB* and send the pair (KeNB*, NCC) to the
target eNB during the HO preparation. The target eNB
will include the NCC into the HO command and send it
to the UE, which is transparent to the source eNB. The
UE will derive the same key KeNB*. In this manner, se-
curity communication can be established between the
UE and the target eNB. More information regarding key
derivations during HO can be found in section 7.2.8.4 of
the 3GPP TS 33.401 V12.5.0 (2012-09).
[0006] However, in the fast X2 HO, the target eNB and
the UE will not have the correct cryptography keys for
security communication since the X2 interface signaling
during the HO preparation is omitted. Due to this, the fast
X2 HO is not applicable at least from the perspective of
security communications.
"3rd Generation Partnership Project; Technical; Specifi-
cation Group Services and System Aspects; 3GPP Sys-
tem Architecture Evolution (SAE); Security architecture
(Release 12)", 3GPP TS 33.401, V 12.8.1 specifies the
security architecture, i.e. the security features and the
security mechanisms for the Evolved Packet System and
the Evolved Packet Core, and the security procedures
performed within the evolved Packet System including
the Evolved Packet Core and the Evolved UTRAN.
[0007] A general description of the handover proce-
dure in LTE is disclosed by the 3GPP Technical Speci-
fication 36.300, V.11.6.0.
[0008] CN 101355985 A discloses a method for fast
handover, which includes establishing a security alliance
between a mobile node and a new access router of a
target network before the fast handover; and during the
fast handover of the mobile node, using the security as-
sociation to ensure that the mobile node securely access-
es the new access router.

SUMMARY OF THE INVENTION

[0009] Therefore, there is a need in the art to provide
an efficient mechanism for establishing security commu-
nication between the UE and the target base station after
the fast handover.
[0010] These and other problems are generally solved
or circumvented, and technical advantages are generally
achieved, by embodiments of the present invention,
which include methods, apparatuses, and computer pro-
gram products for a fast handover. The invention is de-
fined by the present claims.
[0011] According to one aspect of the present inven-
tion, a method is provided, which comprises generating,
at a source base station serving a user equipment, a first
message and a second message including security in-
formation for security communication between a target
base station and the user equipment after a fast hando-
ver. The method also comprises transmitting simultane-
ously, from the source base station, the first and second
messages respectively to the target base station and the
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user equipment.
[0012] In one embodiment, the method further com-
prises receiving from the target base station cryptogra-
phy algorithm information including an identifier of at least
one cryptography algorithm and generating the first and
second messages based on the cryptography algorithm
information.
[0013] In another embodiment, the first message in-
cludes at least an identifier of a cryptography algorithm
selected from the at least one cryptography algorithm
based on security capability of the user equipment, and
a derived key.
[0014] In an additional embodiment, the second mes-
sage includes at least physical random access channel
information and a cell radio network temporary identity
predefined to be used by the user equipment for the fast
handover, and the identifier of the selected cryptography
algorithm.
[0015] In a further embodiment, the derived key is
KeNB* derived through a key derivation function using, as
inputs, a key KeNB, the predefined physical random ac-
cess channel information and the cell radio network tem-
porary identity.
[0016] According to another aspect of the present in-
vention, a method is provided, which comprises signaling
cryptography algorithm information to a source base sta-
tion serving a user equipment for security communication
between a target base station and the user equipment
after a fast handover, wherein the cryptography algorithm
information includes an identifier of at least one cryptog-
raphy algorithm. The method also comprises receiving,
from the source base station, a message including a de-
rived key and an identifier of a cryptography algorithm
selected from the at least one cryptography algorithm for
the security communication.
[0017] In one embodiment, the derived key is KeNB*
derived through a key derivation function using, as inputs,
a key KeNB, physical random access channel information
and a cell radio network temporary identity predefined to
be used by the user equipment for the fast handover.
[0018] In another embodiment, the method further
comprises establishing security communication with the
user equipment based on the derived key and the iden-
tifier of the cryptography algorithm.
[0019] According to an additional aspect of the present
invention, a method is provided, which comprises receiv-
ing, from a source base station serving a user equipment,
a message including security information for security
communication between a target base station and the
user equipment after a fast handover, wherein the secu-
rity information includes at least an identifier of a cryp-
tography algorithm. The method also comprises deriving,
at the user equipment, a key for security communication
with the target base station based on the identifier of the
cryptography algorithm. The method further comprises
using the derived key for the security communication with
the target base station after the fast handover.
[0020] In one embodiment, the method further com-

prises receiving, from the source base station, physical
random access channel information and a cell radio net-
work temporary identity predefined by the target base
station to be used by the user equipment for the fast
handover.
[0021] In another embodiment, the derived key is KeNB*
derived through a key derivation function using, as inputs,
a key KeNB, the physical random access channel infor-
mation and the cell radio network temporary identity.
[0022] According to another aspect of the present in-
vention, an apparatus is provided, which comprises at
least one processor and at least one memory including
computer program code. The memory and the computer
program code are configured to, working with the proc-
essor, cause the apparatus at least to generate, at a
source base station serving a user equipment, a first mes-
sage and a second message including security informa-
tion for security communication between a target base
station and the user equipment after a fast handover.
The memory and the computer program code are also
configured to, working with the processor, cause the ap-
paratus at least to transmit simultaneously, from the
source base station, the first and second messages re-
spectively to the target base station and the user equip-
ment.
[0023] According to another aspect of the present in-
vention, an apparatus is provided, which comprises at
least one processor and at least one memory including
computer program code. The memory and the computer
program code are configured to, working with the proc-
essor, cause the apparatus at least to signal cryptogra-
phy algorithm information to a source base station serv-
ing a user equipment for security communication be-
tween a target base station and the user equipment after
a fast handover, wherein the cryptography algorithm in-
formation includes an identifier of at least one cryptog-
raphy algorithm. The memory and the computer program
code are also configured to, working with the processor,
cause the apparatus at least to receive, from the source
base station, a message including a derived key and an
identifier of a cryptography algorithm selected from the
at least one cryptography algorithm for the security com-
munication.
[0024] According to another aspect of the present in-
vention, an apparatus is provided, which comprises at
least one processor and at least one memory including
computer program code. The memory and the computer
program code are configured to, working with the proc-
essor, cause the apparatus at least to receive, from a
source base station serving a user equipment, a mes-
sage including security information for security commu-
nication between a target base station and the user
equipment after a fast handover, wherein the security
information includes at least an identifier of a cryptogra-
phy algorithm. The memory and the computer program
code are also configured to, working with the processor,
cause the apparatus at least to derive, at the user equip-
ment, a key for security communication with the target
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base station based on the identifier of the cryptography
algorithm. The memory and the computer program code
are also configured to, working with the processor, cause
the apparatus at least to use the derived key for the se-
curity communication with the target base station after
the fast handover.
[0025] According to another aspect of the present in-
vention, an apparatus is provided, which comprises
means for generating, at a source base station serving
a user equipment, a first message and a second message
including security information for security communication
between a target base station and the user equipment
after a fast handover. The apparatus also comprises
means for transmitting simultaneously, from the source
base station, the first and second messages respectively
to the target base station and the user equipment.
[0026] According to another aspect of the present in-
vention, an apparatus is provided, which comprises
means for signaling cryptography algorithm information
to a source base station serving a user equipment for
security communication between a target base station
and the user equipment after a fast handover, wherein
the cryptography algorithm information includes an iden-
tifier of at least one cryptography algorithm. The appa-
ratus also comprises means for receiving, from the
source base station, a message including a derived key
and an identifier of a cryptography algorithm selected
from the at least one cryptography algorithm for the se-
curity communication.
[0027] According to another aspect of the present in-
vention, an apparatus is provided, which comprises
means for receiving, from a source base station serving
a user equipment, a message including security informa-
tion for security communication between a target base
station and the user equipment after a fast handover,
wherein the security information includes at least an iden-
tifier of a cryptography algorithm. The apparatus also
comprises means for deriving, at the user equipment, a
key for security communication with the target base sta-
tion based on the identifier of the cryptography algorithm.
The apparatus further comprises means for using the
derived key for the security communication with the target
base station after the fast handover.
[0028] According to another aspect of the present in-
vention, a computer program product is provided, which,
comprises a non-transitory computer readable medium
having code portions stored thereon, the program code
portions being a computer readable medium and config-
ured when said computer program product is run on a
computer or network device, to generate, at a source
base station serving a user equipment, a first message
and a second message including security information for
security communication between a target base station
and the user equipment after a fast handover. The pro-
gram code portions are configured when said computer
program product is run on a computer or network device
to transmit simultaneously, from the source base station,
the first and second messages respectively to the target

base station and the user equipment.
[0029] According to another aspect of the present in-
vention, a computer program product is provided, which,
comprises a non-transitory computer readable medium
having code portions stored thereon, the program code
portions being a computer readable medium and config-
ured when said computer program product is run on a
computer or network device, to signal cryptography al-
gorithm information to a source base station serving a
user equipment for security communication between a
target base station and the user equipment after a fast
handover, wherein the cryptography algorithm informa-
tion includes an identifier of at least one cryptography
algorithm. The program code portions are configured
when said computer program product is run on a com-
puter or network device to receive, from the source base
station, a message including a derived key and an iden-
tifier of a cryptography algorithm selected from the at
least one cryptography algorithm for the security com-
munication.
[0030] According to another aspect of the present in-
vention, a computer program product is provided, which,
comprises a non-transitory computer readable medium
having code portions stored thereon, the program code
portions being a computer readable medium and config-
ured when said computer program product is run on a
computer or network device, to receive, from a source
base station serving a user equipment, a message in-
cluding security information for security communication
between a target base station and the user equipment
after a fast handover, wherein the security information
includes at least an identifier of a cryptography algorithm.
The program code portions are configured when said
computer program product is run on a computer or net-
work device to derive, at the user equipment, a key for
security communication with the target base station
based on the identifier of the cryptography algorithm. The
program code portions are configured when said com-
puter program product is run on a computer or network
device to use the derived key for the security communi-
cation with the target base station after the fast handover.
[0031] According to certain embodiments of the
present invention, a fast X2 handover procedure is com-
plemented and becomes more feasible with proposed
security handlings, making it possible to decrease the
service interruption during the fast X2 HO for users and
hence improve the user experiences. During a key der-
ivation processing according to the embodiments of the
present invention, some parameter, such as NCC, does
not need to be sent to the UE but a temporary security
key can be generated according to a new KDF. Thereby,
a potential security risk due to the UE autonomous ac-
cess behavior can be avoided.
[0032] Other features and advantages of the embodi-
ments of the present invention will also be understood
from the following description of specific embodiments
when read in conjunction with the accompanying draw-
ings, which illustrate, by way of example, the principles

5 6 



EP 3 028 487 B9

6

5

10

15

20

25

30

35

40

45

50

55

of embodiments of the present invention.

BRIEF DESCRIPTION OF THE DRAWINGS

[0033] The embodiments of the invention that are pre-
sented in the sense of examples and their advantages
are explained in greater detail below with reference to
the accompanying drawings, in which:

Fig. 1 is a schematic communication architecture un-
der which various embodiments of the present in-
vention may be practiced;
Fig. 2 is a flow chart schematically illustrating a meth-
od for a fast handover from a source BS perspective
according to an embodiment of the present inven-
tion;
Fig. 3 is a flow chart schematically illustrating a meth-
od for a fast handover from a target BS perspective
according to another embodiment of the present in-
vention;
Fig. 4 is a flow chart schematically illustrating a meth-
od for a fast handover from a UE perspective accord-
ing to another embodiment of the present invention;
Fig. 5 is a schematic signaling diagram illustrating
signaling interactions between a UE, a source BS
and a target BS according to an embodiment of the
present invention;
Fig. 6 illustrates a schematic block diagram of a UE
that is suitable for use in practicing the exemplary
embodiments of the present invention; and
Fig. 7 illustrates a schematic block diagram of a BS
that is suitable for use in practicing the exemplary
embodiments of the present invention.

DETAILED DESCRIPTION OF EMBODIMENTS

[0034] Embodiments of the present invention propose
an efficient mechanism of performing a fast HO from a
source BS to a target BS in wireless communication sys-
tems (e.g., LTE system) such that service continuity for
a served UE could be achieved. During such a fast HO,
the source BS plays an intermediary role in conveying
the security information to both the UE and the target BS
such that security communication can be established be-
tween the UE and the target BS without further signaling
via the X2 interface, thereby implementing the faster HO
relative to the legacy HO.
[0035] Before detailed description of various embodi-
ments of the present invention, it should be noted that
the acronyms BS, NB, and eNB may refer generally to
equipments providing wireless network interfaces in a
cellular wireless system such as the LTE system, and
thus will be used interchangeably throughout the speci-
fication and claims.
[0036] Embodiments of the present invention will be
described in detail as below.
[0037] Fig. 1 is a schematic communication architec-
ture under which various embodiments of the present

invention may be practiced. As illustrated in Fig. 1, a UE
is connected with a source BS via a wireless link and
accepts the wireless service provided by the source BS.
As the UE moves in a direction indicated by an arrow, it
becomes increasingly closer to a target BS and far away
from the source BS. During the movement, the UE may
keep transmitting to the source BS measurement reports
based on which the source BS may decide whether to
direct the UE to make a HO to the target BS. It can be
understood by those skilled in the art that there would be
a certain number of potential target BSs around the
source BS and the source BS may choose a proper one
of them via an X2 interface as the final target BS based
on several criteria, such as signal strength or quality (e.g.,
RSRP or RSRQ value) or sequence of responding to a
HO request as initiated by the source BS. For a simplicity
purpose, only one BS which is assumed to be the target
BS is shown.
[0038] As mentioned before, during the existing fast
X2 HO, the security communication cannot be imple-
mented since the X2 signaling is omitted during the HO
preparation and thus the target BS and the UE will not
have the correct cryptography keys. To this end, the cer-
tain aspects of the present invention and embodiments
thereof propose methods, apparatuses and computer
program products to achieve security communication be-
tween the UE and the target BS, as will be discussed in
detail hereinafter in connection with Figs. 2-7.
[0039] Fig. 2 is a flow chart schematically illustrating a
method 200 for a fast HO from a source BS perspective
according to an embodiment of the present invention. As
illustrated in Fig. 2, at step S201, the method 200 gen-
erates, at a source BS serving a UE, a first message and
a second message including security information for se-
curity communication between a target BS and the UE
after a fast HO. In an embodiment, the first message
includes at least an ID of a cryptography algorithm se-
lected from the at least one cryptography algorithm based
on security capability of the UE, and a derived key. In
another embodiment, the second message includes at
least PRACH information and a C-RNTI predefined to be
used by the UE for the fast HO, and the ID of the selected
cryptography algorithm. In one embodiment, the second
message may additionally include the NCC and take a
form of a dedicated RRC message, such as the existing
RRCConnectionReconfiguration message.
[0040] In these embodiments, the derived key is KeNB*
derived through a KDF using, as inputs, a key KeNB, the
predefined PRACH information and the C-RNTI. In the
embodiments above, the first message including the de-
rived key KeNB* and the ID of the selected cryptography
algorithm may be sent to the target BS in a form of a
newly standardized X2 message similar to the HO re-
quest message in the legacy HO procedure.
[0041] Although not illustrated in Fig. 2, in one embod-
iment, prior to generating the first and second messages,
the method 200 receives from the target BS cryptography
algorithm information including the ID of the at least one
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cryptography algorithm and, after that, generates the first
and second messages based on the cryptography algo-
rithm information. In addition to the ID information, when
there are a number of cryptography algorithms, the
source BS may also be informed by the target BS of var-
ious priorities configured for each cryptography algorithm
through a newly standardized X2 message similar to the
HO response message in the legacy HO procedure.
[0042] As a part of the existing fast X2 HO, the source
BS may also negotiate with the target BS regarding the
PRACH and the associated C-RNTI predefined to be
used by the UE when the fast X2 HO to the target BS is
triggered.
[0043] Subsequent to the generation of the first and
second messages, the method 200 transmits simultane-
ously, at step S202, from the source BS, the first and
second messages respectively to the target BS and the
UE. Simultaneous transmission of the first and second
messages enables the UE and the target BS to imple-
ment the subsequent HO procedure and security oper-
ations in a timely and synchronous manner. For example,
upon receipt of the second message, the UE may gen-
erate a same key as the derived key and have access to
the target BS using the allocated PRACH and C-RNTI.
On the other hand, upon receipt of the first message, the
target BS may know the specific PRACH and C-RNTI
which would be used by the
UE for the HO and get well prepared for HO by the UE.
[0044] From the above descriptions made with refer-
ence to Fig. 2, it is apparent to those skilled in the art that
the source BS configured by the embodiments of the
present invention transmits the security information to
the target BS and the UE such that target BS and the UE
are able to proceed with the security communication even
if the HO is a fast X2 HO.
[0045] Fig. 3 is a flow chart schematically illustrating a
method 300 for a fast HO from a target BS perspective
according to another embodiment of the present inven-
tion. As illustrated in Fig. 3, at step S301, the method 300
signals cryptography algorithm information to a source
BS serving a UE for security communication between a
target BS and the UE after a fast HO, wherein the cryp-
tography algorithm information includes an identifier of
at least one cryptography algorithm. In one embodiment,
the signaling of the cryptography algorithm information
to the source BS can be implemented using a newly
standardized X2 message similar to the HO response
message in the legacy handover procedure, as previous-
ly discussed with reference to the method 200. The cryp-
tography algorithm information herein may further in-
clude corresponding priorities for the corresponding
cryptography algorithms.
[0046] At step S302, the method 300 receives, from
the source BS, a message including a derived key and
an identifier of a cryptography algorithm selected from
the at least one cryptography algorithm for the security
communication. As noted before, the derived key is KeNB*
derived through a KDF using, as inputs, a key KeNB,

PRACH information and a C-RNTI predefined to be used
by the UE for the fast HO. The PRACH information and
the C-RNTI can be predefined by the target BS and sent
to the source BS when the fast X2 HO is triggered.
[0047] Although not shown in Fig. 3, the method 300
further establishes security information with the UE
based on the derived key and the identifier of the cryp-
tography algorithm. In an embodiment, the derived key
is KeNB* which is the same as the one derived at the UE.
[0048] Fig. 4 is a flow chart schematically illustrating a
method 400 for a fast HO from a UE perspective accord-
ing to another embodiment of the present invention. As
illustrated in Fig. 4, at step S401, the method 400 re-
ceives, from a source BS serving a UE, a message in-
cluding security information for security communication
between a target BS and the UE after a fast handover,
wherein the security information includes at least an iden-
tifier of a cryptography algorithm. In order for successful
access to the target BS, the UE also receives from the
source BS PRACH information and C-RNTI predefined
by the target BS for the fast X2 HO. In this manner, a
likelihood of the UE’s successful fast HO to the target BS
is markedly improved. In an embodiment, the security
information may include the NCC.
[0049] Upon receiving the message (i.e., the second
message in the method 200) from the source BS, the
method 400, at step S402, derives a key for security com-
munication with the target BS based on the ID of the
cryptography algorithm. As mentioned previously, since
there may be a plurality of cryptography algorithms ap-
plied by the target BS, the source BS will select a proper
cryptography algorithm based on the UE’s capability. In
this way, the UE has the possibility and capability of de-
riving the same key as the one transmitted from the
source BS to the target BS based on the algorithm ID. In
an embodiment, the derived key is KeNB* derived through
a KDF using, as inputs, a key KeNB, the PRACH informa-
tion and the C-RNTI. As an alternative, the derivation of
the KENB* could also be based on legacy parameters as
known to those skilled in the art.
[0050] After that, the method proceeds to step S403
at which the method 400 uses the derived key for the
security communication with the target base station after
the fast HO.
[0051] Fig. 5 is a schematic signaling diagram 500 il-
lustrating signaling interactions between a UE, a source
BS and a target BS according to an embodiment of the
present invention. As illustrated in Fig. 5, at S501, the
target BS reserves certain resources for a fast X2 HO
and indicates predefined PRACH information and asso-
ciated C-RNTI to the source BS. In an example, the sup-
ported algorithm ID(s) and related configured priority (pri-
orities) could also be sent to the source BS. At S502, the
UE, which may be handed over to the target BS later on,
sends one or more measurement reports to the source
eNB. At S503, the source BS decides, based on the
measurement report, to initiate a fast HO and conse-
quently generate a key KeNB*.
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[0052] At S504, the source BS sends to the target BS
a security key indication (i.e., a specific form of the first
message as discussed before) which indicates the gen-
erated KeNB* and the algorithm ID of the cryptography
algorithm selected based on the security capability of the
UE and supported by the target BS, together with the
PRACH or C-RNTI predefined by the target BS and used
by the UE, to assist the target BS in mapping the key
KeNB* with the UE.
[0053] At S505, simultaneously, the source BS sends
to the UE another security key indication (i.e., a specific
form of the second message as discussed before) via
e.g., a dedicated RRC message (e.g., an RRCConnec-
tionReconfiguration message) including pre-defined
PRACH information, the associated C-RNTI, an NCC
(optional) and the algorithm ID to the UE. At S506, the
UE would check if there is algorithm ID in the received
RRC message (e.g., the RRCConnectionReconfigura-
tion message). If this is the case, the UE would derive
the KeNB* according to a new KDF using, as inputs, the
KeNB, the predefined PRACH information (e.g., preamble
index), and the associated C-RNIT. In an example, in-
stead of using the new KDF, the KeNB* can be derived
from the KeNB or NH as the legacy X2 HO, together with
the PCI, downlink frequency of the target BS. Since the
NH is used to derive the key, NCC is needed according
to 3GPP TS 33.401.
[0054] At S507, upon receiving the security key indi-
cation, the target BS may get ready for accepting the
UE’s access in the indicated PRACH or C-RNTI. Then,
at S508, the UE may utilize the PRACH and C-RNTI to
access the target BS and conduct security operations
based on the KeNB* and the algorithm ID, and the target
BS may optionally trigger a key refresh procedure follow-
ing this fast X2 handover.
[0055] Fig. 6 illustrates a simplified block diagram of a
UE 601 that is suitable for use in practicing the exemplary
embodiments of the present invention. In Fig. 6, the UE
601 includes a data processor (DP) 602, a memory
(MEM) 603 coupled to the DP 602, and a suitable RF
transmitter TX and receiver RX 604 (which need not to
be implemented in a same component) coupled to the
DP 602. The MEM 603 stores a program (PROG) 605.
The TX/RX 604 is for bidirectional wireless communica-
tions with the BS (source or target BS). Note that the
TX/RX 604 has at least one antenna to facilitate commu-
nication; multiple antennas may be employed for multi-
ple-input multiple-output MIMO communications in which
case the UE 601 may have multiple TXs and/or RXs.
[0056] The PROG 605 is assumed to include program
instructions that, when executed by the associated DP
602, enable the UE 601 to operate in accordance with
the exemplary embodiments of the present invention, as
discussed herein with the method 400.
[0057] In general, the various embodiments of the UE
601 can include, but are not limited to, cellular phones,
personal digital assistants (PDAs) having wireless com-
munication capabilities, portable computers having wire-

less communication capabilities, image capture devices
such as digital cameras having wireless communication
capabilities, gaming devices having wireless communi-
cation capabilities, music storage and playback applianc-
es having wireless communication capabilities, Internet
appliances permitting wireless Internet access and
browsing, as well as portable units or terminals that in-
corporate combinations of such functions.
[0058] The MEM 603 may be of any type suitable to
the local technical environment and may be implemented
using any suitable data storage technology, such as sem-
iconductor based memory devices, magnetic memory
devices and systems, optical memory devices and sys-
tems, fixed memory and removable memory, as non-lim-
iting examples. While only one MEM is shown in the UE
601, there may be several physically distinct memory
units in the UE 601. The DP 602 may be of any type
suitable to the local technical environment, and may in-
clude one or more of general purpose computers, special
purpose computers, microprocessors, digital signal proc-
essors (DSPs) and processors based on multicore proc-
essor architecture, as non-limiting examples. The UE 601
may have multiple processors, such as for example an
application specific integrated circuit chip that is slaved
in time to a clock which synchronizes the main processor.
[0059] Fig. 7 illustrates a simplified block diagram of a
BS 701 (source or target BS in the HO procedure) that
is suitable for use in practicing the exemplary embodi-
ments of the present invention. In Fig.7, the BS 701 in-
cludes a data processor (DP) 702, a memory (MEM) 703
coupled to the DP 702, and a suitable RF transmitter TX
and receiver RX 704 coupled to the DP 702. The MEM
703 stores a program (PROG) 705. The TX/RX 704 is
for bidirectional wireless communications with the UE
601 as illustrated in Fig. 6. Note that the TX/RX 704 has
at least one antenna to facilitate communication, though
in practice a BS will typically have several. The BS 701
may be coupled via a data path to one or more external
networks or systems, such as the Internet, for example.
[0060] The PROG 705 is assumed to include program
instructions that, when executed by the associated DP
702, enable the BS 701 to operate in accordance with
the exemplary embodiments of the present invention, as
discussed herein with the methods 200 and 300.
[0061] The MEM 703 may be of any type suitable to
the local technical environment and may be implemented
using any suitable data storage technology, such as sem-
iconductor based memory devices, magnetic memory
devices and systems, optical memory devices and sys-
tems, fixed memory and removable memory, as non-lim-
iting examples. While only one MEM is shown in the BS
701, there may be several physically distinct memory
units in the BS 701. The DP 702 may be of any type
suitable to the local technical environment, and may in-
clude one or more of general purpose computers, special
purpose computers, microprocessors, digital signal proc-
essors (DSPs) and processors based on multicore proc-
essor architecture, as non-limiting examples. The BS 701
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may have multiple processors, such as for example an
application specific integrated circuit chip that is slaved
in time to a clock which synchronizes the main processor.
[0062] The embodiments of the present invention may
be implemented by computer software executable by one
or more of the DPs 602, 702 of the UE 601 and the BS
701, or by hardware, or by a combination of software and
hardware.
[0063] Exemplary embodiments of the present inven-
tion have been described above with reference to block
diagrams and flowchart illustrations of methods, appara-
tuses (i.e., systems). It will be understood that each block
of the block diagrams and flowchart illustrations, and
combinations of blocks in the block diagrams and flow-
chart illustrations, respectively, can be implemented by
various means including computer program instructions.
These computer program instructions may be loaded on-
to a general purpose computer, special purpose compu-
ter, or other programmable data processing apparatus
to produce a machine, such that the instructions which
execute on the computer or other programmable data
processing apparatus create means for implementing the
functions specified in the flowchart block or blocks.
[0064] The foregoing computer program instructions
can be, for example, sub-routines and/or functions. A
computer program product in one embodiment of the in-
vention comprises at least one computer readable stor-
age medium, on which the foregoing computer program
instructions are stored. The computer readable storage
medium can be, for example, an optical compact disk or
an electronic memory device like a RAM (random access
memory) or a ROM (read only memory).
[0065] Many modifications and other embodiments of
the inventions set forth herein will come to mind to one
skilled in the art to which these embodiments of the in-
vention pertain having the benefit of the teachings pre-
sented in the foregoing descriptions and the associated
drawings. Therefore, it is to be understood that the em-
bodiments of the invention are not to be limited to the
specific embodiments disclosed and that modifications
and other embodiments are intended to be included with-
in the scope of the appended claims. Although specific
terms are employed herein, they are used in a generic
and descriptive sense only and not for purposes of limi-
tation.

Claims

1. A method performed by a base station (701) serving
a user equipment (601), said method comprising:

receiving (S501) information from a target base
station, said information indicating physical ran-
dom access channel information and a cell radio
network temporary identity predefined to be
used by said user equipment,
the method being characterized by:

deciding (S503) to initiate a fast handover
of said user equipment to said target base
station using the physical random access
channel information and the cell radio net-
work temporary identity;
generating (S201) a first message and a
second message, each including security
information for security communication be-
tween the target base station (701) and the
user equipment (601) after the fast hando-
ver, wherein the second message addition-
ally includes said physical random access
channel information and said cell radio net-
work temporary identity for use by the user
equipment to access the target base station
during the fast handover; and
transmitting (S202) simultaneously, from
the source base station (701), the first mes-
sage to the target base station (701) and
the second message to the user equipment
(601).

2. The method as recited in Claim 1, wherein the infor-
mation received (S501) from the target base station
additionally includes cryptography algorithm infor-
mation including an identifier of at least one cryptog-
raphy algorithm; and
wherein the generating of the first and second mes-
sages is based on the cryptography algorithm infor-
mation.

3. The method as recited in Claim 2, wherein the first
message includes at least an identifier of a cryptog-
raphy algorithm and a derived key, wherein the iden-
tifier of the cryptography algorithm is selected from
the at least one received cryptography algorithm
identifier based on security capability of the user
equipment (601).

4. The method as recited in Claim 3, wherein the sec-
ond message includes at least the physical random
access channel information and the cell radio net-
work temporary identity predefined to be used by the
user equipment (601) for the fast handover, and the
identifier of the selected cryptography algorithm.

5. The method as recited in Claim 3 or 4, wherein the
derived key, KeNB*, is derived through a key deriva-
tion function using, as inputs, a key, KeNB, the pre-
defined physical random access channel information
and the cell radio network temporary identity.

6. A method performed by a user equipment, the meth-
od comprising:

receiving (S401), from a source base station
(701) serving the user equipment (601), a mes-
sage including physical random access channel

13 14 



EP 3 028 487 B9

10

5

10

15

20

25

30

35

40

45

50

55

information and a cell radio network temporary
identity predefined by a target base station to be
used by the user equipment to access the target
base station during a fast handover, the mes-
sage additionally including security information
for security communication between the target
base station (701) and the user equipment (601)
after the fast handover, wherein the security in-
formation includes at least an identifier of a cryp-
tography algorithm,
the method being characterized in by:

deriving (S402) a key for security commu-
nication with the target base station (701)
based on the physical random access chan-
nel information, the cell radio network tem-
porary identity and the identifier of the cryp-
tography algorithm; and
using (S403) the derived key for the security
communication with the target base station
(701) after the fast handover.

7. A base station (701), comprising:

means for receiving (S501) information from a
target base station, said information indicating
physical random access channel information
and a cell radio network temporary identity pre-
defined to be used by a user equipment;
the base station being characterized by com-
prising:

means for deciding (S503) to initiate a fast
handover of the user equipment to the target
base station using the physical random ac-
cess channel information and the cell radio
network temporary identity;
means for generating (S201), a first mes-
sage and a second message, each includ-
ing security information for security commu-
nication between the target base station
(701) and the user equipment (601) after
the fast handover, wherein the second mes-
sage additionally includes the physical ran-
dom access channel information and the
cell radio network temporary identity for use
by the user equipment to access the target
base station during the fast handover; and
means for transmitting (S202) simultane-
ously the first message to the target base
station (701) and the second message to
the user equipment (601).

8. The base station (701) as recited in Claim 7, wherein
the information from the target base station (701)
additionally includes cryptography algorithm infor-
mation including an identifier of at least one cryptog-
raphy algorithm; and

wherein the means for generating the first and sec-
ond messages is based on the cryptography algo-
rithm information.

9. The base station (701) as recited in Claim 8, wherein
the first message includes at least an identifier of a
cryptography algorithm and a derived key, wherein
the base station further comprises means for select-
ing the identifier from the at least one received cryp-
tography algorithm identifier based on security ca-
pability of the user equipment (601).

10. The base station (701) as recited in Claim 9, wherein
the second message includes at least the physical
random access channel information and the cell ra-
dio network temporary identity predefined to be used
by the user equipment (601) for the fast handover,
and the identifier of the selected cryptography algo-
rithm.

11. The base station (701) as recited in Claim 9 or 10,
wherein the base station further comprises means
for deriving the derived key, KeNB*, through a key
derivation function using, as inputs, a key, KeNB, the
predefined physical random access channel infor-
mation and the cell radio network temporary identity.

12. A user equipment (601), comprising:

means for receiving (S401), from a source base
station (701) serving the user equipment (601),
a message including physical random access
channel information and a cell radio network
temporary identity predefined by a target base
station to be used by the user equipment to ac-
cess the target base station during a fast hando-
ver, the message additionally including security
information for security communication between
the target base station (701) and the user equip-
ment (601) after the fast handover, wherein the
security information includes at least an identi-
fier of a cryptography algorithm,
the user equipment being characterized by
comprising:

means for deriving (S402) a key for security
communication with the target base station
(701) based on the physical random access
channel information, the cell radio network
temporary identity, and the identifier of the
cryptography algorithm; and
means for using (S403) the derived key for
the security communication with the target
base station (701) after the fast handover.

13. The user equipment (601) as recited in Claim 12,
wherein the means for deriving the key further com-
prise:
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means for deriving the key, KeNB*, through a key
derivation function using, as inputs, a key, KeNB, the
physical random access channel information and the
cell radio network temporary identity predefined by
the target base station (701) to be used by the user
equipment (601) for the fast handover.

14. A computer program comprising instructions which,
when executed by a processor in a user equipment
cause the user equipment to perform the method of
claim 7.

15. A computer program comprising instructions which,
when executed by a processor in a base station,
cause the base station to perform a method accord-
ing to at least one of claims 1-6.

Patentansprüche

1. Verfahren, das durch eine Basisstation (701) durch-
geführt wird, die eine Benutzerausrüstung (601) be-
dient, wobei das Verfahren umfasst:

Empfangen (S501) von Informationen aus einer
Zielbasisstation, wobei die Informationen Infor-
mationen über einen physischen Direktzugriffs-
kanal und eine temporäre Zellenfunknetzidenti-
tät angeben, die zur Verwendung durch die Be-
nutzerausrüstung vordefiniert sind,
wobei das Verfahren gekennzeichnet ist
durch:

Entscheiden (S503), ein schnelles Hando-
ver der Benutzerausrüstung an die Zielba-
sisstation unter Verwendung der Informati-
onen des physischen Direktzugriffskanals
und der temporären Zellenfunknetzidentität
einzuleiten;
Erzeugen (S201) einer ersten Nachricht
und einer zweiten Nachricht, die jeweils Si-
cherheitsinformationen für die Sicherheits-
kommunikation zwischen der Zielbasissta-
tion (701) und der Benutzerausrüstung
(601) nach dem schnellen Handover ent-
halten, wobei die zweite Nachricht zusätz-
lich die Informationen des physischen Di-
rektzugriffskanals und die temporäre Zel-
lenfunknetzidentität zur Verwendung
durch die Benutzerausrüstung zum Zugriff
auf die Zielbasisstation während des
schnellen Handovers enthält; und
gleichzeitiges Übertragen (S202) der ers-
ten Nachricht aus der Quellenbasisstation
(701) an die Zielbasisstation (701) und der
zweiten Nachricht an die Benutzerausrüs-
tung (601).

2. Verfahren nach Anspruch 1, wobei die aus der Ziel-
basisstation empfangenen Informationen (S501) zu-
sätzlich Kryptografiealgorithmusinformationen ein-
schließlich einer Kennung mindestens eines Kryp-
tografiealgorithmus enthalten; und
wobei das Erzeugen der ersten und zweiten Nach-
richt auf den Kryptografiealgorithmusinformationen
basiert.

3. Verfahren nach Anspruch 2, wobei die erste Nach-
richt mindestens eine Kennung eines Kryptografie-
algorithmus und einen abgeleiteten Schlüssel ent-
hält, wobei die Kennung des Kryptografiealgorith-
mus aus der mindestens einen empfangenen Kryp-
tografiealgorithmuskennung basierend auf der Si-
cherheitskapazität der Benutzerausrüstung (601)
ausgewählt wird.

4. Verfahren nach Anspruch 3, wobei die zweite Nach-
richt mindestens die Informationen des physischen
Direktzugriffskanals und die temporäre Zellenfunk-
netzidentität, die zur Verwendung durch die Benut-
zerausrüstung (601) für das schnelle Handover vor-
definiert sind, sowie die Kennung des ausgewählten
Kryptografiealgorithmus enthält.

5. Verfahren nach Anspruch 3 oder 4, wobei der abge-
leitete Schlüssel, KeNB*, durch eine Schlüsselablei-
tungsfunktion abgeleitet wird, die als Eingaben einen
Schlüssel, KeNB, die Informationen des vordefinier-
ten physischen Direktzugriffskanals und die tempo-
räre Zellenfunknetzidentität verwendet.

6. Verfahren, das durch eine Benutzerausrüstung
durchgeführt wird, wobei das Verfahren umfasst:

Empfangen (S401) einer Nachricht aus einer
Quellenbasisstation (701), die die Benutzeraus-
rüstung (601) bedient, wobei die Nachricht In-
formationen über einen physischen Direktzu-
griffskanal und eine temporäre Zellenfunknetzi-
dentität enthält, die durch eine Zielbasisstation
zur Verwendung durch die Benutzerausrüstung
vordefiniert sind, um während eines schnellen
Handovers auf die Zielbasisstation zuzugreifen,
wobei die Nachricht zusätzlich Sicherheitsinfor-
mationen für die Sicherheitskommunikation zwi-
schen der Zielbasisstation (701) und der Benut-
zerausrüstung (601) nach dem schnellen Han-
dover enthält, wobei die Sicherheitsinformatio-
nen mindestens eine Kennung eines Kryptogra-
fiealgorithmus enthalten,
wobei das Verfahren gekennzeichnet ist
durch:

Ableiten (S402) eines Schlüssels für die Si-
cherheitskommunikation mit der Zielbasis-
station (701) basierend auf den Informatio-
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nen des physischen Direktzugriffskanals,
der temporären Zellenfunknetzidentität und
der Kennung des Kryptografiealgorithmus;
und
Verwenden (S403) des abgeleiteten
Schlüssels für die Sicherheitskommunikati-
on mit der Zielbasisstation (701) nach dem
schnellen Handover.

7. Basisstation (701), umfassend:

Mittel zum Empfangen (S501) von Informatio-
nen aus einer Zielbasisstation, wobei die Infor-
mationen Informationen über einen physischen
Direktzugriffskanal und eine temporäre Zellen-
funknetzidentität angeben, die zur Verwendung
durch eine Benutzerausrüstung vordefiniert
sind;
wobei die Basisstation dadurch gekennzeich-
net ist, dass sie umfasst:

Mittel zum Entscheiden (S503), ein schnel-
les Handover der Benutzerausrüstung an
die Zielbasisstation unter Verwendung der
Informationen des physischen Direktzu-
griffskanals und der temporären Zellen-
funknetzidentität einzuleiten;
Mittel zum Erzeugen (S201) einer ersten
Nachricht und einer zweiten Nachricht, die
jeweils Sicherheitsinformationen für die Si-
cherheitskommunikation zwischen der Ziel-
basisstation (701) und der Benutzerausrüs-
tung (601) nach dem schnellen Handover
enthalten, wobei die zweite Nachricht zu-
sätzlich die Informationen des physischen
Direktzugriffskanals und die temporäre Zel-
lenfunknetzidentität zur Verwendung durch
die Benutzerausrüstung zum Zugriff auf die
Zielbasisstation während des schnellen
Handovers enthält; und
Mittel zum gleichzeitigen Übertragen
(S202) der ersten Nachricht an die Zielba-
sisstation (701) und der zweiten Nachricht
an die Benutzerausrüstung (601).

8. Basisstation (701) nach Anspruch 7, wobei die In-
formationen aus der Zielbasisstation (701) zusätz-
lich Kryptografiealgorithmusinformationen ein-
schließlich einer Kennung mindestens eines Kryp-
tografiealgorithmus enthalten; und
wobei die Mittel zum Erzeugen der ersten und zwei-
ten Nachricht auf den Kryptografiealgorithmusinfor-
mationen basieren.

9. Basisstation (701) nach Anspruch 8, wobei die erste
Nachricht mindestens eine Kennung eines Krypto-
grafiealgorithmus und einen abgeleiteten Schlüssel
enthält, wobei die Basisstation ferner Mittel zum Aus-

wählen der Kennung aus der mindestens einen emp-
fangenen Kryptografiealgorithmuskennung basie-
rend auf der Sicherheitskapazität der Benutzeraus-
rüstung (601) umfasst.

10. Basisstation (701) nach Anspruch 9, wobei die zwei-
te Nachricht mindestens die Informationen des phy-
sischen Direktzugriffskanals und die temporäre Zel-
lenfunknetzidentität, die zur Verwendung durch die
Benutzerausrüstung (601) für das schnelle Hando-
ver vordefiniert sind, sowie die Kennung des ausge-
wählten Kryptografiealgorithmus enthält.

11. Basisstation (701) nach Anspruch 9 oder 10, wobei
die Basisstation ferner Mittel zum Ableiten des ab-
geleiteten Schlüssels, KeNB*, durch eine Schlüsse-
lableitungsfunktion umfasst, die als Eingaben einen
Schlüssel, KeNB, die Informationen des vordefinier-
ten physischen Direktzugriffskanals und die tempo-
räre Zellenfunknetzidentität verwendet.

12. Benutzerausrüstung (601), umfassend:

Mittel zum Empfangen (S401) einer Nachricht
aus einer Quellenbasisstation (701), die die Be-
nutzerausrüstung (601) bedient, wobei die
Nachricht Informationen über einen physischen
Direktzugriffskanal und eine temporäre Zellen-
funknetzidentität enthält, die durch eine Zielba-
sisstation zur Verwendung durch die Benutzer-
ausrüstung vordefiniert sind, um während eines
schnellen Handovers auf die Zielbasisstation
zuzugreifen,
wobei die Nachricht zusätzlich Sicherheitsinfor-
mationen für die Sicherheitskommunikation zwi-
schen der Zielbasisstation (701) und der Benut-
zerausrüstung (601) nach dem schnellen Han-
dover enthält, wobei die Sicherheitsinformatio-
nen mindestens eine Kennung eines Kryptogra-
fiealgorithmus enthalten,
wobei die Benutzerausrüstung dadurch ge-
kennzeichnet ist, dass sie umfasst:

Mittel zum Ableiten (S402) eines Schlüssels
für die Sicherheitskommunikation mit der
Zielbasisstation (701) basierend auf den In-
formationen des physischen Direktzugriffs-
kanals, der temporären Zellenfunknetzi-
dentität und der Kennung des Kryptografie-
algorithmus; und
Mittel zum Verwenden (S403) des abgelei-
teten Schlüssels für die Sicherheitskommu-
nikation mit der Zielbasisstation (701) nach
dem schnellen Handover.

13. Benutzerausrüstung (601) nach Anspruch 12, wobei
die Mittel zum Ableiten des Schlüssels ferner um-
fassen:
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Ableiten des Schlüssels, KeNB*, durch eine Schlüs-
selableitungsfunktion, die als Eingaben einen
Schlüssel KeNB, die Informationen des physischen
Direktzugriffskanals und die temporäre Zellenfunk-
netzidentität verwendet, die durch die Zielbasissta-
tion (701) zur Verwendung durch die Benutzeraus-
rüstung (601) für das schnelle Handover zu verwen-
den sind.

14. Computerprogramm, umfassend Anweisungen, die
beim Ausführen durch einen Prozessor in einer Be-
nutzerausrüstung die Benutzerausrüstung veranlas-
sen, das Verfahren nach Anspruch 7 durchzuführen.

15. Computerprogramm, umfassend Anweisungen, die
beim Ausführen durch einen Prozessor in einer Ba-
sisstation die Basisstation veranlassen, ein Verfah-
ren nach mindestens einem der Ansprüche 1-6
durchzuführen.

Revendications

1. Procédé exécuté par une station de base (701) des-
servant un équipement d’utilisateur (601), ledit pro-
cédé comprenant :

la réception (S501) d’informations à partir d’une
station de base cible, lesdites informations con-
tenant des informations de canal d’accès aléa-
toire physique et une identité temporaire de ré-
seau radio cellulaire prédéfinies pour être utili-
sées par ledit équipement d’utilisateur,
ledit procédé étant caractérisé par :

la décision (S503) d’initier un transfert rapi-
de dudit UE vers ladite station de base cible
en utilisant les informations de canal d’ac-
cès aléatoire physique et l’identité tempo-
raire de réseau radio cellulaire ;
la génération (S201) d’un premier message
et d’un second message, chacun compre-
nant des informations de sécurité pour une
communication de sécurité entre la station
de base cible (701) et l’équipement d’utili-
sateur (601) après ledit transfert rapide,
dans lequel le second message comprend
en outre lesdites informations de canal d’ac-
cès aléatoire physique et ladite identité tem-
poraire de réseau radio cellulaire destinées
à être utilisées par l’UE pour accéder à la-
dite station de base cible pendant ledit
transfert rapide; et
la transmission (S202) simultanément, à
partir de la station de base source (701), du
premier message à la station de base cible
(701) et du second message à l’équipement
d’utilisateur (601).

2. Procédé selon la revendication 1, dans lequel les
informations reçues (S501) à partir de la station de
base cible comprennent en outre des informations
d’algorithme de cryptographie comprenant un iden-
tificateur d’au moins un algorithme de cryptographie;
et
dans lequel la génération des premier et second
messages est basée sur les informations d’algorith-
me de cryptographie.

3. Procédé selon la revendication 2, dans lequel le pre-
mier message comprend au moins un identificateur
d’un algorithme de cryptographie et une clé dérivée,
dans lequel l’identificateur de l’algorithme de cryp-
tographie est choisi parmi l’au moins un identificateur
d’algorithme de cryptographie reçu sur la base de la
capacité de sécurité de l’équipement d’utilisateur
(601) .

4. Procédé selon la revendication 3, dans lequel le se-
cond message comprend au moins les informations
de canal d’accès aléatoire physique et l’identité tem-
poraire de réseau radio cellulaire prédéfinies pour
être utilisées par l’équipement d’utilisateur (601)
pour le transfert rapide, et l’identificateur de l’algo-
rithme de cryptographie sélectionné.

5. Procédé selon la revendication 3 ou 4, dans lequel
la clé dérivée, KeNB*, est dérivée par l’intermédiaire
d’une fonction de dérivation de clé en utilisant, com-
me entrées, une clé KeNB, les informations de canal
d’accès aléatoire physique et l’identité temporaire
de réseau radio cellulaire prédéfinies.

6. Procédé exécuté par un équipement d’utilisateur,
UE, ledit procédé comprenant :
la réception (S401), à partir d’une station de base
source (701) desservant ledit équipement d’utilisa-
teur (601), d’un message comprenant des informa-
tions de canal d’accès aléatoire physique et une
identité temporaire de réseau radio cellulaire prédé-
finies par une station de base cible pour être utilisées
par l’UE pour accéder à ladite station de base cible
pendant un transfert rapide, ledit message compre-
nant en outre des informations de sécurité pour une
communication de sécurité entre la station de base
cible (701) et l’équipement d’utilisateur (601) après
ledit transfert rapide, dans lequel les informations de
sécurité comprennent au moins un identificateur
d’un algorithme de cryptographie, ledit procédé étant
caractérisé par :

la dérivation (S402) d’une clé pour la communi-
cation de sécurité avec la station de base cible
(701) sur la base des informations de canal d’ac-
cès aléatoire physique, de l’identité temporaire
de réseau radio cellulaire, et de l’identificateur
de l’algorithme de cryptographie; et
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l’utilisation (S403) de la clé dérivée pour la com-
munication de sécurité avec la station de base
cible (701) après le transfert rapide.

7. Station de base (701), comprenant :

un moyen pour recevoir (S501) des informations
à partir d’une station de base cible, lesdites in-
formations contenant des informations de canal
d’accès aléatoire physique et une identité tem-
poraire de réseau radio cellulaire prédéfinies
pour être utilisées par ledit UE,
ladite station de base étant caractérisée par ce
qu’elle comprend :

un moyen pour décider (S503) d’initier un
transfert rapide dudit UE vers ladite station
de base cible en utilisant les informations
de canal d’accès aléatoire physique et
l’identité temporaire de réseau radio
cellulaire ;
un moyen pour générer (S201) un premier
message et un second message, chacun
comprenant des informations de sécurité
pour une communication de sécurité entre
la station de base cible (701) et l’équipe-
ment d’utilisateur (601) après ledit transfert
rapide, dans lequel le second message
comprend en outre lesdites informations de
canal d’accès aléatoire physique et ladite
identité temporaire de réseau radio cellulai-
re destinées à être utilisées par l’UE pour
accéder à ladite station de base cible pen-
dant ledit transfert rapide; et
un moyen pour transmettre (S202) simulta-
nément le premier message à la station de
base cible (701) et le second message à
l’équipement d’utilisateur (601).

8. Station de base (701) selon la revendication 7, dans
laquelle les informations provenant de la station de
base cible (701) comprennent en outre des informa-
tions d’algorithme de cryptographie comprenant un
identificateur d’au moins un algorithme de crypto-
graphie; et
dans laquelle le moyen de génération des premier
et second messages est basé sur les informations
d’algorithme de cryptographie.

9. Station de base (701) selon la revendication 8, dans
laquelle le premier message comprend au moins un
identificateur d’un algorithme de cryptographie et
une clé dérivée, dans laquelle la station de base
comprend en outre un moyen pour sélectionner ledit
identificateur, parmi l’au moins un identificateur d’al-
gorithme de cryptographie reçu, sur la base de la
capacité de sécurité de l’équipement d’utilisateur
(601).

10. Station de base (701) selon la revendication 9, dans
laquelle le second message comprend au moins les
informations de canal d’accès aléatoire physique et
l’identité temporaire de réseau radio cellulaire pré-
définies destinées à être utilisées par l’équipement
d’utilisateur (601) pour le transfert rapide, et l’iden-
tificateur de l’algorithme de cryptographie sélection-
né.

11. Station de base (701) selon la revendication 9 ou
10, dans laquelle la station de base comprend en
outre un moyen pour dériver la clé KeNB* dérivée
par l’intermédiaire d’une fonction de dérivation de
clé en utilisant, comme entrées, une clé KeNB, les
informations de canal d’accès aléatoire physique et
l’identité temporaire de réseau radio cellulaire pré-
définies.

12. Équipement d’utilisateur, UE (601), comprenant :
un moyen pour recevoir (S401), à partir d’une station
de base source (701) desservant l’UE (601), un mes-
sage comprenant des informations de canal d’accès
aléatoire physique et une identité temporaire de ré-
seau radio cellulaire prédéfinies par une station de
base cible pour être utilisées par l’UE pour accéder
à ladite station de base cible pendant un transfert
rapide, ledit message comprenant en outre des in-
formations de sécurité pour une communication de
sécurité entre la station de base cible (701) et l’UE
(601) après ledit transfert rapide, dans lequel les in-
formations de sécurité comprennent au moins un
identificateur d’un algorithme de cryptographie, ledit
UE étant caractérisé par ce qu’il comprend :

un moyen pour dériver (S402) une clé pour la
communication de sécurité avec la station de
base cible (701) sur la base des informations de
canal d’accès aléatoire physique, de l’identité
temporaire de réseau radio cellulaire, et de
l’identificateur de l’algorithme de cryptographie;
et
un moyen pour utiliser (S403) la clé dérivée pour
la communication de sécurité avec la station de
base cible (701) après le transfert rapide.

13. UE (601) selon la revendication 12, le moyen pour
dériver la clé comprenant en outre :
un moyen pour dériver la clé KeNB* par l’intermé-
diaire d’une fonction de dérivation de clé en utilisant,
comme entrées, une clé KeNB, les informations de
canal d’accès aléatoire physique et l’identité tempo-
raire de réseau radio cellulaire prédéfinies par la sta-
tion de base cible (701) pour être utilisées par l’UE
(601) pour le transfert rapide.

14. Programme d’ordinateur comprenant des instruc-
tions qui, lorsqu’elles sont exécutées par un proces-
seur dans un équipement d’utilisateur, amènent ledit
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équipement d’utilisateur à exécuter le procédé de la
revendication 7.

15. Programme d’ordinateur comprenant des instruc-
tions qui, lorsqu’elles sont exécutées par un proces-
seur dans une station de base, amènent ladite sta-
tion de base à exécuter le procédé selon au moins
l’une des revendications 1 à 6.
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