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(54) COMMUNICATION DEVICE

(67) A communication device (1) provided with: a
condition assessment unit (11) which, when not connect-
ed to a server (3) that issued a certificate (25) to a target
device (2), assesses whether the certificate (25) satisfies
prescribed conditions; provisional authorization unit (12)
which, when the certificate (25) has been determined to
satisfy the prescribed conditions, sets prescribed access

restrictions for the target device (2), and authorizes a
connection; a validity confirmation unit (13) which, when
connected to the server (3), confirms the validity of the
certificate (25) with the server (3); and a full authorization
unit (14) which, when the certificate (25) has been con-
firmed to be valid, removes the access restrictions for
the target device (2) and authorizes a connection.
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Description
Technical Field

[0001] The presentinvention relates to a communica-
tion device that is authenticated with a target device, an
authentication system, an authentication method, an au-
thentication program, and a storage medium.

Background Art

[0002] There is known a technique for performing mu-
tual authentication between devices by using an elec-
tronic certificate issued by a server serving as an authen-
tication center. In an authentication system using such a
technique, the device acquires an invalidation list of the
electronic certificate from the server, thereby preventing
connection with an illegal device having an invalidated
electronic certificate (see Japanese Unexamined Patent
Application Publication No. 2006-217160).

[0003] However, in the case of providing the authenti-
cation system in an environment, e.g., a newly-built
house or the like, which is not connected to an external
network, authentication of a device may be needed in a
state where there is no connection to the server. Adevice
that cannot acquire an invalidation list may be connected
to an unauthorized device having no valid certificate. Fur-
ther, when a device is connected to the server via an
unreliable device, an invalidation list may be falsify by
the unreliable device.

Summary of the Invention

[0004] In view of the above, the present invention pro-
vides a communication device that can be installed in an
environment that is not connected to a server and can
restrict access of an unreliable device, an authentication
system, an authentication method, an authentication pro-
gram, and a storage medium.

[0005] In accordance with a first aspect of the present
invention, there is provided a communication device in-
cluding: a condition determining unit configured to deter-
mine, when there is no connection to a server that has
issued a certificate to a target device, whether or not the
certificate of the target device satisfies a predetermined
condition; a tentative permission unit configured to allow,
when it is determined by the condition determining unit
that the certificate satisfies the predetermined condition,
the target device to access the communication device
with setting an access restriction; a validity checking unit
configured to check, when there is connection to the serv-
er, validity of the certificate through the server; and a
confirmative permission unit configured to allow, when it
is checked by the validity checking unit that the certificate
is valid, the target device to access the communication
device with releasing the access restriction.

[0006] Thee validity checking unitmay have an encryp-
tion request unit configured to request the server to en-
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crypt a message to be transmitted from the server to the
communication device.

[0007] The validity checking unit may have an update
request unit configured to request the target device to
update the certificate.

[0008] In accordance with a second aspect of the
present invention, there is provided an authentication
system including: a communication device;

a target device connected to the communication device;
and

a server configured to issue a certificate to the target
device,

wherein the communication device includes:

a condition determining unit configured to determine,
when the communication device is not connected to
the server, whether or not the certificate satisfies a
predetermined condition;

a tentative permission unit configured to allow, when
itis determined by the condition determining unitthat
the certificate satisfies the predetermined condition,
the target device to access the communication de-
vice with setting an access restriction;

a validity checking unit configured to check, when
there is connection to the server, validity of the cer-
tificate through the server; and

a confirmative permission unit configured to allow,
when it is checked by the validity checking unit that
the certificate is valid, the target device to access
the communication device with releasing the access
restriction.

[0009] The validity checking unit may have an encryp-
tion request unit configured to request the server to en-
crypt a message to be transmitted from the server to the
communication device, and wherein the server may have
an encryption processing unit configured to encrypt a
message to be transmitted to the communication device
in response to the request of the encryption request unit.
[0010] The validity checking unit may have an update
request unit configured to request the target device to
update the certificate, and wherein the target device may
have an update processing unit configured to request the
server to update the certificate in response to the request
of the update request unit.

[0011] The server may have a certificate invalidation
listindicating one or more invalid certificates and reissues
a new certificate having reissue time in response to the
request of the update processing unit when the certificate
of the target device is not included in the invalidation list,
and wherein the validity checking unit may check validity
of the new certificate by comparing request time of the
update request unit with the reissue time.

[0012] Inaccordance with a third aspect of the present
invention, there is provided an authentication method in-
cluding: determining, when a communication device is
not connected to a server that has issued a certificate to
a target device connected to the communication device,
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whether or not the certificate satisfies a predetermined
condition; allowing, when it is determined that the certif-
icate satisfies the predetermined condition, the target de-
vice to access the communication device with setting an
access restriction; checking, when the communication
device is connected to the server, validity of the certificate
through the server; allowing, when it is checked that the
certificate is valid, the target device to access the com-
munication device with releasing the access restriction.
[0013] In accordance with a fourth aspect of the
present invention, there is provided an authentication
program for executing on a computer processes includ-
ing: determining, when a communication device is not
connected to a server that has issued a certificate to a
target device connected to the communication device,
whether or not the certificate satisfies a predetermined
condition; allowing, when it is determined that the certif-
icate satisfies the predetermined condition, the target de-
vice to access the communication device with setting an
access restriction; checking, when the communication
device is connected to the server, validity of the certificate
through the server; allowing, when it is checked that the
certificate is valid, the target device to access the com-
munication device with releasing the access restriction.
[0014] In accordance with a fifth aspect of the present
invention, there is provided a computer-readable storage
medium storing a program for executing on a computer
processes including: determining, when a communica-
tion device is not connected to a server that has issued
a certificate to a target device connected to the commu-
nication device, whether or not the certificate satisfies a
predetermined condition; allowing, when itis determined
that the certificate satisfies the predetermined condition,
the target device to access the communication device
with setting an access restriction; checking, when the
communication device is connected to the server, validity
of the certificate through the server; allowing, when it is
checked that the certificate is valid, the target device to
access the communication device with releasing the ac-
cess restriction.

Brief Description of the Drawings

[0015] Thefiguresdepictone or more implementations
in accordance with the present teaching, by way of ex-
ample only, no by way of limitations. In the figures, like
reference numerals refer to the same or similar elements.

Fig. 1 is a block diagram for explaining a basic con-
figuration of an authentication system according to
a first embodiment;

Fig. 2 is a flowchart for explaining an operation of a
communication device of the authentication system
according to the first embodiment;

Fig. 3 is a sequence diagram for explaining an op-
eration of the authentication system according to the
first embodiment;

Fig. 4 is a block diagram for explaining a basic con-
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figuration of an authentication system according to
a second embodiment;

Fig. 5 is a sequence diagram for explaining an op-
eration of the authentication system according to the
second embodiment;

Fig. 6 is a block diagram for explaining a basic con-
figuration of an authentication system according to a

third embodiment; and
[0016] Fig. 7 is a sequence diagram for explaining an
operation of the authentication system according to the

third embodiment.

Detailed Description

[0017] Hereinafter, a first to a third embodiment of the
disclosure will be described with reference to the accom-
panying drawings. Throughout the drawings, like or sim-
ilar reference numerals will be used for like or similar
parts and redundant description thereof will be omitted.
The following embodiments illustrate an apparatus or a
method for embodying a technical concept of the disclo-
sure, and the disclosure is not limited to the apparatus
or the method illustrated in the following embodiments.
The technical concept of the disclosure may be variously
modified within a technical scope of the claims.

(First embodiment)

[0018] As shown in Fig. 1, an authentication system
according to a first embodiment includes a communica-
tion device 1, a home energy management system
(HEMS) controller 2 that is communicatively connected
to the communication device 1 via an internal network 6,
and a server 3 that is communicatively connected to the
HEMS controller 2 via an external network 5.

[0019] The internal network 6 includes a local commu-
nication network, e.g., a HAN (Home Area Network) or
the like. The internal network 6 may be connected to one
or more communication devices 1a, in addition to the
communication device 1 and the HEMS controller 2. The
internal network 6 is communicatively connected be-
tween the HEMS controller 2 and the communication de-
vices 1 and 1a, thereby constitutinga HEMS. The internal
network 6 may be wired or wireless.

[0020] The external network 5 is a wide area commu-
nication network, e.g., the Internet or the like. The server
3is an authentication center forissuing an electronic cer-
tificate such as a public key certificate or the like to the
communication devices 1 and 1a and the HEMS control-
ler 2 and managing the issued electronic certificate. The
server 3 issues certificates 15, 15a and 25 that are public
key certificates to the communication devices 1 and 1a
and the HEMS controller 2, respectively. The certificates
15, 15a and 25 include digital signatures given by the
server 3. The server 3 further has a certificate invalidation
list 31 that is a list of invalidated public key certificates.
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[0021] The HEMS controller 2 acquires and manages
operation states of the communication devices 1 and 1a
while being connected to the communication devices 1
and 1a constituting the HEMS, and controls the opera-
tions of the communication devices 1 and 1a. The HEMS
controller 2 and the communication devices 1 and 1a
establish connection therebetween by mutually authen-
ticating. The HEMS controller 2is connected to the server
3 via the external network 5 and thus can relay the com-
munication between the communication devices 1 and
1a and the server 3. Here, the communication devices 1
and 1a may communicate with the server 3 directly or
via another communication device other than the HEMS
controller 2.

[0022] The communication device 1 is a device, e.g.,
an air conditioner, an induction hob (IH) cooker, a solar
cell module, a distribution board, or the like, which can
communicate with the HEMS controller 2. The commu-
nication device 1 includes a condition determining unit
11, a tentative permission unit 12, a validity checking unit
13, and a confirmative permission unit 14. The commu-
nication device 1 can perform mutual authentication with
the HEMS controller 2 and the communication device 1a
via the internal network 6. Hereinafter, an example’ in
which the HEMS controller 2 is a device for mutual au-
thentication with the communication device 1 will be de-
scribed.

[0023] The condition determining unit 11 receives the
certificate 25 from the HEMS controller 2 and determines
whether or not a predetermined condition is satisfied by
the certificate 25 when the internal network 6 is not com-
municatively connected to the external network 5, i.e.,
when the communication device 1is not communicatively
connected to the server 3.

[0024] When it is determined by the condition deter-
mining unit 11 that the certificate 25 satisfies a predeter-
mined condition, it is assumed that tentative authentica-
tion for the HEMS controller 2 is successful and the ten-
tative permission unit 12 allows the HEMS controller 2
to access the communication device 1 with setting an
access restriction.

[0025] The validity checking unit 13 checks the validity
ofthe certificate 25 by using the server 3when the internal
network 6 is communicatively connected to the external
network 5, i.e., when the communication device 1 is com-
municatively connected to the server 3.

[0026] When itis checked by the validity checking unit
13 that the certificate 25 is valid, it is assumed that the
authentication for the HEMS controller 2 is successful
and the confirmative permission unit 14 allows connec-
tion between the HEMS controller 2 and the communi-
cation device 1 by releasing the access restriction set by
the tentative permission unit 12.

(Operation of communication device)

[0027] An exemplary operation of the communication
device 1 of the authentication system according to the
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first embodiment will be described with reference to the
flowchart shown in Fig. 2.

[0028] First, in a step S1, the condition determining
unit 11 determines whether or not the internal network 6
that is a HEMS is connected to the external network 5
and the communication device 1is communicatively con-
nected to the server 3. When it is determined that the
communicationdevice 1 is not communicatively connect-
ed to the server 3, the condition determining unit 11 pro-
ceeds to a step S2. When it is determined that the com-
munication device 1 is communicatively connected to the
server 3, the condition determining unit 11 proceeds to
a step Sb5.

[0029] In the step S2, the condition determining unit
11 requests the HEMS controller 2 of the certificate 25
and acquires the certificate 25 from the HEMS controller
2. The condition determining unit 11 determines whether
or not the certificate 25 satisfies a predetermined condi-
tion by verifying the acquired certificate 25. The prede-
termined condition determined by the condition determin-
ing unit 11 includes a condition that the certificate 25 is
not counterfeit, a condition that the term of validity of the
certificate 25, if exists, is not expired, and the like. The
communication device 1 is allowed to have tentative con-
nection to the HEMS controller 2 having the certificate
25 that satisfies the predetermined condition but whose
validity cannot be verified currently.

[0030] When it is determined in the step S2 that the
certificate 25 satisfies the predetermined condition, the
tentative permission unit 12 assumes that the tentative
authentication for the HEMS controller 2 is successful in
a step S3 (step S3: YES), and the processing proceeds
to a step S4. On the other hand, when it is determined
in the step S2 that the certificate 25 does not satisfy the
predetermined condition, the tentative permission unit 12
assumes that the tentative authentication for the HEMS
controller 2 has failed (step S3: NO). Accordingly, the
access is not allowed and the processing is terminated.
[0031] In a step S4, the tentative permission unit 12
allows the connection between the HEMS controller 2
and the communication device 1 with setting an access
restriction. The access restriction set by the tentative per-
mission unit 12 includes the restriction of the control
range of the HEMS controller 2, e.g., allowing only ac-
quisition of information on the communication device 1
such as an operation state of the communication device
1 or the like and restricting control for changing the op-
eration state of the communication device 1 or the like.
In addition, the access restriction may include the setting
of the term of validity in which the access by the HEMS
controller 2 is permitted or the setting of the number of
accesses on a control type basis. Further, the access
restriction may include the restriction of access from the
HEMS controller 2.

[0032] The tentative permission unit 12 allows the
HEMS controller 2 to have only minimum access required
to install the HEMS. The operation state of the commu-
nication device 1 may be, e.g., a power state, power con-
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sumption and a set temperature of an air conditioner, or
generated energy of a solar cell module. The tentative
permission unit 12 returns the processing to the step S1
after the step S4.

[0033] When it is determined in the step S1 that the
communication device 1 is communicatively connected
to the server 3, the validity checking unit 13 verifies the
certificate 25 and then checks the validity of the certificate
25 by the server 3 in a step S5. If the certificate 25 has
been already verified by the tentative authentication, itis
possible to omit the process of verifying the certificate 25.
[0034] When itis checked in the step S5 that the cer-
tificate 25 is valid, the confirmative permission unit 14
assumes that the authentication for the HEMS controller
2 is successful in a step S6 (step S6: YES), and the
processing proceeds to a step S7. On the other hand,
when it is checked in the step S5 that the certificate 25
is invalid, the confirmative permission unit 14 assumes
that the authentication for the HEMS controller 2 has
failed (step S6: NO). Then, the access is restricted and
the processing is completed.

[0035] In a step S7, the confirmative permission unit
14 allows the communication with the communication de-
vice 1 by releasing the access restriction set in the step
S4 for the HEMS controller 2 by the tentative permission
unit 12, and the processing is completed.

(Authentication method)

[0036] An exemplary operation of the authentication
system according to the first embodiment will be de-
scribed with reference to the sequence diagram shown
in Fig. 3. The server 3 serving as an authentication center
issues the certificates 15 and 25 for the communication
device 1 and the HEMS controller 2 in steps P1 and P2,
respectively. The certificates 15 and 25 are issued to-
gether with the public key 36 of the server 3. The steps
P1 and P2 may be performed, e.g., in the factory ship-
ment of the communication device 1 and the HEMS con-
troller 2.

[0037] First, when the communication device 1 and the
HEMS controller 2 are connected to the internal network
6 in the environment that is not connected to the external
network 5, the communication device 1 and the HEMS
controller 2 perform mutual authentication by using the
certificates 15 and 25 in the step S101. For example, the
condition determining unit 11 of the communication de-
vice 1 and the HEMS controller 2 respectively receive
the certificates 25 and 15, verify the digital signatures of
the received certificates 25 and 15, and verify that the
certificates 25 and 15 have been issued by the server 3.
If the contents of the certificates 25 and 15 do not satisfy
predetermined conditions, it is assumed that the authen-
tication has failed. Further, the condition determining unit
11 of the communication device 1 and the HEMS con-
troller 2 verify whether or not the authentication target
has a private key corresponding to the received certifi-
cate 25 or 15. The mutual authentication can be per-
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formed when it is checked that the authentication target
has a pair of a normal private key certificate and a normal
public key certificate issued by the server 3.

[0038] When the mutual authentication is successful
in the step S101, itis assumed that the tentative authen-
tication for the HEMS controller 2 is successful and the
tentative permission unit 12 of the communication device
1 allows the access of the HEMS controller 2 with an
access restriction in the step S102. When the mutual
authentication is performed in the step S101, the com-
munication device 1 and the HEMS controller 2 can share
a session key (common private key) by exchanging keys
by using public key encryption, for example. The com-
munication device 1 and the HEMS controller 2 may en-
crypt contents of the communication therebetween by
using the shared session key. Further, the communica-
tion message preferably has a message authentication
code created by using the session key to detect any al-
teration.

[0039] Inastep S103, the HEMS controller 2 can con-
trol the communication device 1 within a predetermined
access restriction range.

[0040] Inastep S104,the communicationdevice 1and
the HEMS controller 2 are connected to the server 3 via
the external network 5. In a step S105, the validity check-
ing unit 13 of the communication device 1 is connected
to the server 3 and transmits to the server 3 a message
that requests the certificate invalidation list 31.

[0041] In a step S106, the server 3 transmits the cer-
tificate invalidation list 31 to the communication device 1
in response to the message transmitted from the com-
munication device 1 in the step S105. The validity check-
ing unit 13 checks the validity of the certificate 25 by
comparing the certificate invalidation list 31 transmitted
in the step S106 and the certificate 25 of the HEMS con-
troller 2. When the certificate 25 is not included in the
certificate invalidation list 31, the validity checking unit
13 checks that the certificate 25 is valid.

[0042] Or, in the step S105, the validity checking unit
13 may transmit to the server 3 a message that inquires
the validity of the certificate 25. The server 3 may transmit
to the communication device 1 the message indicating
whether or not the certificate 25 is valid in response to
the inquiry of the validity checking unit 13. In that case,
the traffic of the communication device 1 in the internal
network 6 and the external network 5 can be reduced
compared to the case of requesting and receiving the
certificate invalidation list 31. However, for example,
when there are a plurality of authentication target devic-
es, the traffic may be reduced by acquiring the certificate
invalidation list 31 once and referring to the acquired cer-
tificate invalidation list 31 for each target device. There-
fore, the operation of the validity checking unit 13 may
be changed by the topology of the authentication system.
Further, the validity checking unit 13 may transmit to the
server 3 a message that requests transmission of only a
part of the certificate invalidation list 31 which corre-
sponds to the internal network 6 to the communication
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device 1.

[0043] When itis checked by the validity checking unit
13 that the certificate 25 is valid, the confirmative per-
mission unit 14 assumes that the authentication for the
HEMS controller 2 is successful in a step S107. Since
the authentication for the HEMS controller 2 is success-
ful, the confirmative permission unit 14 allows the HEMS
controller 2 to access the communication device 1 with
releasing the access restriction that has been set for the
HEMS controller 2 by the tentative permission unit 12.
[0044] In astep S108, the HEMS controller 2 can con-
trol the communication device 1 without any access re-
striction.

[0045] The authentication system according to the first
embodiment can be easily installed even in an environ-
ment that is not connected to the external network 5 and
can restrict access from a device that is not reliable due
to counterfeit or the like.

(Second embodiment)

[0046] The authentication system accordingtothe sec-
ond embodiment is different from that according to the
first embodiment in that the communication device 1 in-
cludes a validity checking unit 13A having an encryption
request unit 131 and also that the server 3A includes an
encryption processing unit 32, as shown in Fig. 4. In the
second embodiment, the communication device 1 is con-
nected to the server 3A via the HEMS controller 2 that is
an authentication target device. Other configurations, op-
erations and effects of the second embodiment are the
same as those of the first embodiment. Therefore, re-
dundant description thereof will be omitted.

[0047] The encryptionrequest unit 131 transmits to the
server 3A a message that requests the server 3A to en-
crypt the communication with the communication device
1 by using a public key 16 of the communication device
1. The public key 16 is associated with the certificate 15
and represents an encryption algorithm. The encryption
processing unit 32 encrypts the communication with the
communication device 1 in response to the request of
the encryption request unit 131.

(Authentication method)

[0048] An exemplary operation of an authentication
system according to the second embodiment will be de-
scribed by using the sequence diagram shown in Fig. 5.
The processes in the steps P1 and P2, the step S101 to
S104 and the step S107 and S108 are substantially the
same as those in the first embodiment.

[0049] Inastep S111, the encryption request unit 131
of the validity checking unit 13A encrypts the message,
which requests encryption of the certificate invalidation
list 31 using the public key 16 and transmission of the
encrypted list, by using the public key 36 of the server
3Aandthentransmits the encrypted message to the serv-
er 3A.
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[0050] In a step S112, the encryption processing unit
32 decodes the message transmitted from the encryption
request unit 131 by using a private key of the server 3A
and encrypts a reply message including the certificate
invalidation list 31 by using the public key 16 of the com-
munication device 1 in response to the request of the
encryption request unit 131.

[0051] In a step S113, the encryption processing unit
32 transmits the reply message including the encrypted
certificate invalidation list 31 to the communication device
1. The validity checking unit 13A decodes the certificate
invalidation list 31 transmitted in the step S113 by using
a private key of the communication device 1. The validity
checking unit 13A checks the validity of the certificate 25
by comparing the decoded certificate invalidation list 31
and the certificate 25. The validity checking unit 13A
checks that the certificate 25 is valid when the certificate
25 is not included in the certificate invalidation list 31.
[0052] Or,inthe step S111, the encryption request unit
131 may transmit to the server 3A a message that re-
quests the server 3A to encrypt the message indicating
whether or notthe certificate 25 is valid by using the public
key 16 and transmit the encrypted message. The encryp-
tion request unit 131 encrypts the message to be trans-
mitted to the server 3A by using the public key 36. In this
case, the server 3A may encrypt the message indicating
whether or not the certificate 25 is valid in response to
the request of the validity checking unit 13A by using the
publickey 16 in the step S112 and transmit the encrypted
message to the communication device 1 inthe step S113.
[0053] The encryption request unit 131 may transmit
the request message having a different random value at
each time in the step S111. In that case, the server 3A
transmits the reply message having the same random
value as that of the request message in the step S113.
Accordingly, it is possible to deal with replay attack for
hacking and copying the request message or the reply
message.

[0054] The authentication system accordingto the sec-
ond embodiment can be installed even in an environment
that is not connected to the external network 5 and can
restrict access to a device thatis not reliable due to coun-
terfeit or the like.

[0055] In the authentication system according to the
second embodiment, the communication contents be-
tween the server 3A and the communication device 1 is
encrypted by the encryption processing unit 32. There-
fore, the authentication system according to the second
embodiment can improve reliability and robustness of
the authentication system by preventing alteration of the
certificate invalidation list 31 by the authentication target
device even when the authentication target device that
relays the server 3A and the communication device 1 is
not reliable.

(Third embodiment)

[0056] An authentication system according to a third
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embodiment is different from those of the first and the
second embodiment in that the communication device 1
includes a validity checking unit 13B having an update
requestunit 132 and a HEMS controller 2B has an update
processing unit 21, as shown in Fig. 6. In the third em-
bodiment, the communication device 1 is connected to
the server 3 via a HEMS controller 2B as an authentica-
tion target device. Other configurations, operations and
effects of the third embodiment are substantially the
same as those of the first and the second embodiment.
Therefore, redundant description thereof will be omitted.
[0057] The update request unit 132 transmits the mes-
sage that requests the HEMS controller 2B to update the
certificate 25 when the validity thereof is notreliable. The
update processing unit 21 updates the certificate 25 by
the server 3 in response to the request of the update
request unit 132.

(Authentication method)

[0058] An example of the operation of the authentica-
tion system according to the third embodiment will be
described with reference to the sequence diagram shown
in Fig. 7. The processes in the steps P1 and P2, S101
to step S104, and steps S107 to step S108 are substan-
tially the same as those in the first embodiment and the
second embodiment.

[0059] In a step S121, the update request unit 132 of
the validity checking unit 13B transmits a message that
requests update of the certificate 25 to the HEMS con-
troller 2B.

[0060] In a step S122, the update processing unit 21
of the HEMS controller 2B transmits a message that re-
quests reissue of the certificate 25 in response to the
request of the update request unit 132. The server 3 re-
issues a new certificate 25 including time information in-
dicating reissue time, request time, or starting time of
term of validity in response to the request of the update
processing unit 21.

[0061] In a step S123, the server 3 transmits the reis-
sued new certificate 25 to the HEMS controller 2B. In a
step S124, the update processing unit 21 updates the
certificate 25 by replacing the old certificate 25 with the
new certificate 25 transmitted from the server 3.

[0062] Inastep S125,the communication device 1and
the HEMS controller 2B perform mutual authentication
by using the certificate 15 and the new certificate 25. The
validity checking unit 13B checks the validity of the cer-
tificate 25 by comparing the time information included in
the certificate 25 with the request time in the step S121.
The validity checking unit 13B checks that the certificate
25 is valid when the time information of the certificate 25
is later than the request time in the step S121.

[0063] Whenthereissue ofthe certificate 25isrequest-
ed in the step S122, if the old certificate 25 of the HEMS
controller 2B is invalid, the reissue of the certificate 25
by the server 3 does not occur and the certificate 25 is
not updated. Therefore, the validity checking unit 13B
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can reliably check the validity of the reissued new certif-
icate 25 by verifying the time information of the new cer-
tificate 25.

[0064] The authentication system according to the
third embodiment can be easily installed even in an en-
vironment that is not connected to the external network
5and canrestrict access from a device thatis not reliable
due to counterfeit or the like.

[0065] In the authentication system according to the
third embodiment, the authentication target device up-
dates the certificate by the request of the update request
unit 132. Therefore, the validity of the certificate of the
authentication target device can be checked even when
the authentication target device for relaying the server 3
and the communication device 1 is not reliable. Accord-
ingly, the authentication system according to the third
embodiment can improve the reliability and the robust-
ness of the authentication system.

(Other embodiments)

[0066] While the first embodiment to the third embod-
iment have been described, the invention is not limited
by description and drawings forming a part of this disclo-
sure. Various embodiments and operation techniques
will be clearly understood by those skilled in the art from
this disclosure.

[0067] For example, in the above-described first to the
third embodiment, the respective functions of the com-
munication devices 1 and 1a, the HEMS controller 2, and
the server 3 can berealized by an authentication program
to be executed in a computer. The authentication pro-
gram may be stored in a computer-readable storage me-
dium or may be acquired by a computer via a network.
[0068] In the above-described first to third embodi-
ment, the validity checking units 13, 13A, or 13B may
check the validity of the certificate 25 by the communi-
cation device 1a other than the HEMS controller 2 con-
nected to the internal network 6. In this case, the com-
munication device 1a may have the certificate invalida-
tion list acquired in advance from the server 3 or 3A, a
list indicating valid devices, or the like.

[0069] The presentinvention may include various em-
bodiments, which are not described herein, such as a
configuration in which the first to the third embodiment
are applied to one another and the like. Therefore, the
technical range of the invention is determined only by the
invention specifying items according to the scope of
claims reasonable from the above description.

Claims
1. A communication device comprising:
a condition determining unit configured to deter-

mine, when there is no connection to a server
that has issued a certificate to a target device,
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whether or not the certificate of the target device
satisfies a predetermined condition;

a tentative permission unit configured to allow,
when itis determined by the condition determin-
ing unit that the certificate satisfies the prede-
termined condition, the target device to access
the communication device with setting an ac-
cess restriction;

a validity checking unit configured to check,
when there is connection to the server, validity
of the certificate through the server; and

a confirmative permission unit configured to al-
low, when it is checked by the validity checking
unit that the certificate is valid, the target device
toaccess the communication device with releas-
ing the access restriction.

The communication device of claim 1, wherein the
validity checking unit has an encryption request unit
configured to request the server to encrypt a mes-
sage to be transmitted from the server to the com-
munication device.

The communication device of claim 1 or 2, wherein
the validity checking unit has an update request unit
configured to request the target device to update the
certificate.

An authentication system comprising:

a communication device;

atarget device connected to the communication
device; and

a server configured to issue a certificate to the
target device,

wherein the communication device includes:

a condition determining unit configured to deter-
mine, when the communication device is not
connected to the server, whether or not the cer-
tificate satisfies a predetermined condition;

a tentative permission unit configured to allow,
when itis determined by the condition determin-
ing unit that the certificate satisfies the prede-
termined condition, the target device to access
the communication device with setting an ac-
cess restriction;

a validity checking unit configured to check,
when there is connection to the server, validity
of the certificate through the server; and

a confirmative permission unit configured to al-
low, when it is checked by the validity checking
unit that the certificate is valid, the target device
toaccess the communication device with releas-
ing the access restriction.

5. The authentication system of claim 4, wherein the
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validity checking unit has an encryption request unit
configured to request the server to encrypt a mes-
sage to be transmitted from the server to the com-
munication device, and

wherein the server has an encryption processing unit
configured to encrypt a message to be transmitted
to the communication device in response to the re-
quest of the encryption request unit.

The authentication system of claim 4 or 5, wherein
the validity checking unit has an update request unit
configured to request the target device to update the
certificate, and

wherein the target device has an update processing
unit configured to request the server to update the
certificate in response to the request of the update
request unit.

The authentication system of claim 6, wherein the
server has a certificate invalidation list indicating one
or more invalid certificates and reissues a new cer-
tificate having reissue time in response to the request
of the update processing unit when the certificate of
the target device is not included in the invalidation
list, and

wherein the validity checking unit checks validity of
the new certificate by comparing request time of the
update request unit with the reissue time.

An authentication method comprising:

determining, when a communication device is
not connected to a server that has issued a cer-
tificate to a target device connected to the com-
munication device, whether or not the certificate
satisfies a predetermined condition;

allowing, when it is determined that the certifi-
cate satisfies the predetermined condition, the
target device to access the communication de-
vice with setting an access restriction;
checking, when the communication device is
connected to the server, validity of the certificate
through the server;

allowing, when it is checked that the certificate
is valid, the target device to access the commu-
nication device with releasing the access restric-
tion.

9. An authentication program for executing on a com-

puter processes including:

determining, when a communication device is
not connected to a server that has issued a cer-
tificate to a target device connected to the com-
munication device, whether or not the certificate
satisfies a predetermined condition;

allowing, when it is determined that the certifi-
cate satisfies the predetermined condition, the
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target device to access the communication de-
vice with setting an access restriction;
checking, when the communication device is
connected to the server, validity of the certificate
through the server; 5
allowing, when it is checked that the certificate
is valid, the target device to access the commu-
nication device with releasing the access restric-
tion.
10
10. A computer-readable storage medium storing a pro-
gram for executing on a computer processes includ-

ing:

determining, when a communication device is 15
not connected to a server that has issued a cer-
tificate to a target device connected to the com-
munication device, whether or not the certificate
satisfies a predetermined condition;

allowing, when it is determined that the certifi- 20
cate satisfies the predetermined condition, the
target device to access the communication de-
vice with setting an access restriction;

checking, when the communication device is
connected to the server, validity of the certificate 25
through the server;

allowing, when it is checked that the certificate

is valid, the target device to access the commu-
nication device with releasing the access restric-
tion. 30
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