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Description

Technical field

[0001] The invention relates to a communications de-
vice for generating a key for use as a shared secret in
communications with another communications device, a
corresponding method, a corresponding computer pro-
gram, and a corresponding computer program product.

Background

[0002] Many applications of communications devices
require secure communications to exchange data with
one or more other communications devices or a commu-
nications network. In the present context, a communica-
tions device is an electronic device capable of effecting
communications using a wired or wireless technology in
combination with one or more suitable communication
protocols.
[0003] A first example is to exchange a document, a
message, an email, or an image, between a first mobile
terminal, such as a mobile phone, a smartphone, a User
Equipment (UE), a tablet, or a laptop, and a second mo-
bile terminal. A second example is Machine-to-Machine
(M2M) communications between a mobile terminal and
a sensor or actuator. A third example is the communica-
tion between a mobile terminal and a payment terminal
for effecting a financial transaction at a point-of-sale.
[0004] Encryption may be used to provide a certain
level of security for data and messages transmitted be-
tween two or more communications devices, or a com-
munications device and a communications network. Sev-
eral encryption schemes, in particular symmetric
schemes, are based on the availability of a shared secret,
i.e., information such as a bit string or a string of symbols
which is shared between, and only available to, the com-
munications devices which are engaged in a communi-
cations session. Such a shared secret may be generated
in software or hardware at one communications device,
or at a separate network entity, and distributed to the
other communications devices. The process of sharing
the secret is not straightforward and is vulnerable to at-
tacks. For instance, the shared secret may be revealed
as a result of eavesdropping, man-in-the-middle attacks,
or the like.
[0005] US-2015/0071431-A1 discloses a method for
implementing a physically unclonable function. An array
of magnetoresistive random access memory cells are
exposed to an orthogonal external magnetic field.

Summary

[0006] It is an object of the invention to provide an im-
proved alternative to the above techniques and prior art.
[0007] More specifically, it is an object of the invention
to provide an improved solution for generating a key for
use as a shared secret in communications between two

or more communications devices, or between a commu-
nications device and a communications network.
[0008] These and other objects of the invention are
achieved by means of different aspects of the invention,
as defined by the independent claims. Embodiments of
the invention are characterized by the dependent claims.
[0009] According to a first aspect of the invention, a
communications device for generating a key is provided.
The communications device may, e.g., be a handheld
device such as a mobile terminal, a UE, a smartphone,
a tablet, a laptop, a wearable device such as a smart-
watch, a sensor, an actuator, or a device like a cash reg-
ister or a payment terminal for effecting financial trans-
actions at a point-of-sale. The key may be used as a
shared secret in communications with another commu-
nications device. The communications device comprises
a communications interface for effecting communica-
tions with the other communications device, a sensor ar-
ray for measuring a spatially-varying magnetic field orig-
inating from a first spatially-varying density of metallic
particles comprised in a first battery, when subjected to
an excitation magnetic field, and processing means. The
sensor array may, e.g., comprise sensors based on any
one, or a combination, of inductors, magneto-resistive
sensors, Hall-effect sensors, spin transistors, fluxgates,
magneto-electrical sensors, and magneto-optical sen-
sors. The processing means is operative to acquire a set
of values from the sensor array and derive the key from
the set of values. The set of values represents the spa-
tially-varying magnetic field.
[0010] According to a second aspect of the invention,
a method of a communications device of generating a
key is provided. The key may be used as a shared secret
in communications with another communications device.
The method comprises measuring a spatially-varying
magnetic field originating from a first spatially-varying
density of metallic particles comprised in a first battery,
when subjected to an excitation magnetic field, acquiring
a set of values from the sensor array, and deriving the
key from the set of values. The spatially-varying magnetic
field is measured using a sensor array. The set of values
represents the spatially-varying magnetic field.
[0011] According to a third aspect of the invention, a
computer program is provided. The computer program
comprises computer-executable instructions for causing
a device to perform the method according to an embod-
iment of the second aspect of the invention, when the
computer-executable instructions are executed on a
processing unit comprised in the device.
[0012] According to a fourth aspect of the invention, a
computer program product is provided. The computer
program product comprises a computer-readable stor-
age medium which has the computer program according
to the third aspect of the invention embodied therein.
[0013] The invention makes use of an understanding
that a key for use as a shared secret in communications
between at least two communications devices may be
established by utilizing a physical process which is char-
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acterized by a natural randomness. Thereby, true ran-
dom numbers may be generated. Embodiments of the
invention are advantageous in that each one of two or
more communications devices may generate a copy of
the key, thereby establishing a shared secret without ne-
cessitating the complex and vulnerable process of shar-
ing a key generated by one communications device with
other communications devices.
[0014] The invention is based on the concept of a Phys-
ical Unclonable Function (PUF), which may be described
as a function with a set of input values leading to a set
of output values which are defined by a physical process.
The input space may be rather large, and it is considered
impossible to fully characterize the function transforming
the input values into the output values. A PUF may be
realized by probing a physical system and measuring a
set of physical quantities as a response.
[0015] Embodiments of the invention utilize metallic
particles which arise as a consequence of chemical proc-
esses in at least one battery, the first battery, as PUF.
The battery or batteries may, e.g., be of type lithium-ion
or lithium-polymer, and the metallic particles may be lith-
ium dendrites which are known to grow over the course
of several battery charge/discharge cycles on the surface
of the lithium electrode and spread across the battery’s
electrolyte until they reach the other electrode [K. J. Har-
ry, D. T. Hallinan, D. Y. Parkinson, A. A. MacDowell, and
N. P. Balsara, "Detection of subsurface structures under-
neath dendrites formed on cycled lithium metal elec-
trodes", in Nature Materials, vol. 13, pages 69-73, 2014].
Since the local density, composition, or concentration, of
metallic particles, i.e., their spatial distribution in the bat-
tery, is the result of a stochastic process, keys which are
derived by probing different batteries are different from
each other with very high likelihood. Thereby, a shared
secret may be established which is unique for the battery,
or the combination of batteries, used for generating the
key.
[0016] To this end, each of the communications devic-
es measures the spatially varying density of metallic par-
ticles in the same battery by utilizing an array of magnetic-
field sensors which allows measuring the spatially-vary-
ing magnetic field originating from the metallic particles,
with a spatial resolution determined by the number of
sensors in the array. The values which are used for de-
riving the key represent spatial variations of the meas-
ured magnetic field.
[0017] The spatially-varying magnetic field originating
from the first battery arises in response to an excitation
magnetic field which the first battery, and thereby the
metallic particles contained therein, is subjected to. The
excitation magnetic field penetrates the battery such that
eddy currents are excited in the metallic particles. This
excitation field may, e.g., be generated by one of the
communications devices, subsequent to which each of
the communications devices measures the spatially-var-
ying magnetic field independently of the other communi-
cations device. As an alternative, each of the communi-

cations devices may generate the excitation magnetic
field for exciting eddy currents in the metallic particles
and subsequently measures the resulting spatially-vary-
ing magnetic field, one device at a time.
[0018] Since the spatial distribution of metallic particles
in a battery changes over time, an identical copy of the
key can only be re-generated during a certain time inter-
val after a first communications device has generated
the key. Thereby, the possibility to generate identical cop-
ies of the key at a later stage is limited. The time interval
is determined by the rate of growth of the metallic parti-
cles, which is determined by the rate of charge/discharge
cycles the battery is subjected to, and the algorithm used
for deriving the key from the values representing the
measured spatially-varying magnetic field. Advanta-
geously, this is an assurance that a shared secret gen-
erated by two communications devices can only be re-
generated during a limited time interval. This makes it
more difficult for a malicious device to generate an iden-
tical copy of the key at a later point in time.
[0019] Moreover, since the at least two communica-
tions devices which establish a shared secret in accord-
ance with embodiments of the invention need to be in
proximity of the same battery during a limited time inter-
val, from which battery each one of the communications
devices derives a copy of the same key, an assurance
can be made that the at least two communications de-
vices have been in proximity when the shared secret was
established. Thereby, the risk of a malicious device gen-
erating a copy of the shared secret is mitigated.
[0020] The set of values acquired from the sensor array
are converted into a key or security token, e.g., a binary
bit string or a string of symbols other than bits, and may
be used in algorithms for security applications, in partic-
ular encryption, decryption, signing, hashing, and the
like. The actual conversion from the measured physical
quantity, which can often be represented by a set of real
or complex numbers, to a bit string or string of symbols
may be performed by a bit/symbol extraction algorithm.
In the field of PUFs there are several well-known algo-
rithms which are described further below.
[0021] It will be appreciated that the algorithm which
is used for converting the measured values into the key
is preferably substantially insensitive to small variations
in the values used as input to the algorithm, and should
allow generating the same key, with rather high likeli-
hood, in both communications devices when in proximity
of the first battery. For instance, the key may be derived
from the set of values by means of base conversion. Op-
tionally, in order to increase resilience against measure-
ment noise and the like, only the most significant bits may
be used. Alternatively, if each value of the set of values
represents the spatially-varying magnetic field as meas-
ured by a respective sensor of the sensor array, the key
may be derived from the set of values based on one or
more indices of sensors which have measured one or
more selected values of the set values. As an example,
one more statistical values, such as a minimum, a max-

3 4 



EP 3 111 586 B1

4

5

10

15

20

25

30

35

40

45

50

55

imum, an average, or a median, of the set of values may
be identified, and the respective indices of the sensors
which have measured these values may be utilized in
deriving the key. As a further example, all values may be
ordered, in ascending order, descending order, or any
other order, and the corresponding sensor indices may
be used for deriving the key. Preferably, the indices are
assigned to the sensors in accordance with an order of
the sensors within the sensor array.
[0022] According to an embodiment of the invention,
the first battery is comprised in the communications de-
vice. That is, the communications device derives the key
from its internal battery. Correspondingly, another com-
munications device with which the communications de-
vice seeks to establish a shared secret may derive a copy
of the key by measuring the spatially-varying magnetic
field originating from the first battery, using its own sensor
array.
[0023] According to an embodiment of the invention,
the measured magnetic field originates from the first spa-
tially-varying density of metallic particles comprised in
the first battery and a second spatially-varying density of
metallic particles comprised in a second battery when
subjected to the excitation magnetic field. The second
battery is comprised in the other communications device.
Similar to the first battery, the second battery may be of
type lithium-ion or lithium-polymer, the metallic particles
may be lithium dendrites, and the second spatially-vary-
ing density of metallic particles may vary over time. This
embodiment of the invention is advantageous in that the
shared secret is unique for the combination of two bat-
teries, or the two communications devices comprising
these batteries. Thereby, the risk of generating a copy
of the key by a malicious device is further mitigated.
[0024] According to an embodiment of the invention,
the communications device further comprises a magnet-
ic-field generator for generating the excitation magnetic
field. The magnetic-field generator may, e.g., be a coil
and a power supply arranged for driving a current through
the coil. Advantageously, an inductor coil provided for
the purpose of wireless charging may be utilized. To this
end, the communications device generates the excitation
magnetic field for exciting eddy currents in the metallic
particles comprised in the first and, optionally, the second
battery. Optionally, the excitation magnetic field may be
generated in response to detecting that the other com-
munications device is in proximity of the communications
device. Alternatively, the excitation magnetic field may
be generated in response to receiving an instruction from
a user of the communications device. For instance, the
user may press a button, start an app, shake the device,
or perform a gesture, to initiate establishing a shared
secret. As yet a further alternative, the excitation mag-
netic field may be generated in response to receiving a
request from the other communications device. For in-
stance, the other communications device may request
establishing a secure communication session. This is
particularly advantageous if the other communications

device does not comprise a magnetic-field generator, or
if each of the communications devices conducts an au-
tonomous process for establishing a shared secret.
[0025] According to another embodiment of the inven-
tion, the excitation magnetic field may be generated by
the other communications device. Optionally, the set of
values may be acquired from the sensor array in re-
sponse to detecting the excitation magnetic field gener-
ated by the other communications device. The sensor
array may, e.g., measure the spatially-varying magnetic
field either in response to receiving a request for the set
of values or in response to detecting the excitation mag-
netic field. Alternatively, the spatially-varying magnetic
field may be measured continuously or periodically.
[0026] In the case of two communications devices
which are brought into proximity for the purpose of es-
tablishing a shared secret in accordance with embodi-
ments of the invention, at least one of the communica-
tions devices comprises a magnetic-field generator for
exciting eddy currents in the first battery and, optionally,
the second battery, subsequent to which the spatially-
varying magnetic field may be measured by both of the
communications devices. As an alternative, each of the
communications devices may, in a process separate
from the other communications device, generate the ex-
citation magnetic field and subsequently measure the
spatially-varying magnetic field.
[0027] Even though advantages of the invention have
in some cases been described with reference to embod-
iments of the first aspect of the invention, corresponding
reasoning applies to embodiments of other aspects of
the invention. Moreover, embodiments of the invention
may be utilized for establishing a key for use as a secret
shared by more than two communications devices which
are in proximity of the same battery during measuring
the spatially-varying magnetic field.
[0028] Further objectives of, features of, and advan-
tages with, the invention will become apparent when
studying the following detailed disclosure, the drawings
and the appended claims. Those skilled in the art realize
that different features of the invention can be combined
to create embodiments other than those described in the
following.

Brief description of the drawings

[0029] The above, as well as additional objects, fea-
tures and advantages of the invention, will be better un-
derstood through the following illustrative and non-limit-
ing detailed description of embodiments of the invention,
with reference to the appended drawings, in which:

Fig. 1 shows top- and side-view of two communica-
tions devices in proximity, in accordance with an em-
bodiment of the invention.
Fig. 2 shows top- and side-view of a communications
device, in accordance with an embodiment of the
invention.
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Fig. 3 illustrates generating a key by two communi-
cations devices in proximity, in accordance with an
embodiment of the invention.
Fig. 4 illustrates generating a key by two communi-
cations devices in proximity, in accordance with an-
other embodiment of the invention.
Fig. 5 illustrates different ways of assigning indices
to the sensors in the sensor array, in accordance
with embodiments of the invention.
Fig. 6 shows an embodiment of the processing
means comprised in the communications device.
Fig. 7 shows another embodiment of the processing
means comprised in the communications device.
Fig. 8 shows a flow chart illustrating a method of a
communications device, in accordance with an em-
bodiment of the invention.

[0030] All the figures are schematic, not necessarily to
scale, and generally only show parts which are necessary
in order to elucidate the invention, wherein other parts
may be omitted or merely suggested.

Detailed description

[0031] The invention will now be described more fully
herein after with reference to the accompanying draw-
ings, in which certain embodiments of the invention are
shown. This invention may, however, be embodied in
many different forms and should not be construed as
limited to the embodiments set forth herein. Rather, these
embodiments are provided by way of example so that
this disclosure will be thorough and complete, and will
fully convey the scope of the invention to those skilled in
the art.
[0032] Cryptography is frequently used to secure com-
munications between devices. One class of cryptography
methods are asymmetric encryption methods, which are
based on an underlying mathematical problem which is
considered to be hard to solve with the levels of compu-
tational power currently available, such as factorization
of large integers or discrete logarithm. Practical schemes
based on public and private keys are in widespread use
today, but suffer from the disadvantage that the required
computational power may not be available, e.g., in con-
strained devices with limited battery capacity or process-
ing power, such as M2M devices.
[0033] Another class of encryption methods is based
on symmetric encryption. An example is the one-time
pad method, in which a preferably random bit string is
used as a secret shared between two devices which wish
to exchange a message securely. The first device may
perform an exclusive OR of the message and the random
bit string to form an encoded message. The encoded
message is the transmitted to the second device where
it is decoded by performing an exclusive OR of the re-
ceived message with the random bit string. The one-time
pad method offers a stronger notion of security than
asymmetric methods, such as public-private key cryp-

tography. Furthermore, the computational requirements
are comparatively low, so the method is suitable for im-
plementation in constrained devices. A major disadvan-
tage of the method is the need to distribute the random
bit string to be used as shared secret among all devices
engaged in a communications session, without revealing
it to malicious devices.
[0034] In the following, embodiments of the communi-
cations device for generating a key for use as a shared
secret in communications with another communications
device are described.
[0035] In Fig. 1, two communications devices 110 and
120 which are brought into proximity are illustrated in top-
view (top part) and side-view (bottom part), in accordance
with embodiments of the invention. Each one of commu-
nications devices 110 and 120 is an embodiment of com-
munications device 200 illustrated in Fig. 2, which is de-
scribed in further detail below, and may, e.g., be a mobile
terminal, a UE, a smartphone, a wearable device, a tab-
let, a smartwatch, a cash register or a payment terminal
at a point-of-sale, an M2M device such as a sensor or
an actuator, or a laptop. One of communications devices
110 and 120 may, e.g., be comprised in a vehicle, such
as a car, truck, bus, boat, train, airplane, or drone, or in
a household appliance, e.g., white goods, door locks,
surveillance and alarm equipment, or autonomous vac-
uum cleaners and grass cutters.
[0036] Embodiments of the invention utilize the spa-
tially-varying density of metallic particles in a first battery,
and optionally a second battery, for generating a key
which may be used as a shared secret in secure com-
munications between two communications devices, such
as communications devices 110 and 120. The first bat-
tery and the second battery may, e.g., be lithium-polymer
or lithium-ion batteries which are known to develop lith-
ium dendrites over time. In particular, the first battery and
optionally the second battery are preferably comprised
in communications devices 110 and 120, respectively.
In other words, the first battery and the second battery
correspond to batteries 113 and 123 illustrated in Fig. 1,
or vice versa.
[0037] The first spatially-varying density of metallic
particles comprised in the first battery, and optionally the
second spatially-varying density of metallic particles
comprised in the second battery, can be probed by ex-
citing eddy currents in the metallic particles using an ex-
citation magnetic field, e.g., a magnetic-field pulse or an
alternating-current (ac) magnetic field, which is prefera-
bly generated by a magnetic-field generator 114/124
comprised in at least one of communications devices 110
and 120. The eddy currents give rise to a magnetic field
which is spatially varying, owing to the spatially-varying
density of metallic particles in the first and the second
battery, respectively. By measuring the spatially-varying
magnetic field, a set of values can be derived which rep-
resent the spatially-varying density of magnetic particles
in the first battery, or a combination of the first spatially-
varying density of magnetic particles and the second spa-
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tially-varying density of magnetic particles. If the metallic
particles are the result of a stochastic process, as is the
case for lithium dendrites, their respective spatially-var-
ying density, or spatial distribution, in each battery is
unique. Accordingly, the measured values are a re-
sponse from a PUF, from which a random key or a secret
token can be derived for use as a shared secret.
[0038] The underlying concept of metal detection tech-
nology based on magnetic fields dates back to the 1930’s,
but has advanced with the advent of digital signal
processing. Metal detectors typically comprise two coils
or inductors, where the first inductor is fed with a current
such that a magnetic field, the excitation magnetic field,
is generated. The generated magnetic field induces eddy
currents in any metallic particle which is subjected to the
excitation magnetic field. The eddy currents in turn gen-
erate a magnetic field which may be picked up by the
second inductor and measured. The resulting signal has
a characteristic structure which may be used to detect
and differentiate different metal particles.
[0039] One may distinguish two basic operating modes
for metal detectors. The first operating mode is the pulse
induction detection mode. In this mode the excitation
magnetic field strength has a pulse shape (possibly pe-
riodic) of finite duration. The measured magnetic field
strength follows the excitation magnetic field strength
closely until the end of the pulse. At that point the meas-
ured magnetic field strength shows a characteristic de-
cay. The shape of the decay and decay time depend on
the amount and type of metal particles present. The sec-
ond operating mode is a continuous wave detection
mode where a periodically varying excitation magnetic
field is used. In this mode, the difference in amplitude
and phase between the excitation magnetic field and the
measured magnetic field reflects the amount and type of
metallic particles present.
[0040] As is illustrated in Fig. 1, communications de-
vices 110 and 120 are brought into proximity of each
other for the purpose of generating a key for use as a
shared secret in communications between them, in ac-
cordance with embodiments of the invention. In order to
be able to measure the spatially-varying magnetic field
which originates from metallic particles in one or both of
batteries 113 and 123, communications devices 110 and
120 need to be arranged relative to each other so that
the sensor array 111/121 comprised in one of the com-
munications devices is able to measure the spatially-var-
ying magnetic field originating from battery 123/113 com-
prised in the other communications device with sufficient
accuracy. Moreover, if first communications device 110
additionally comprises a magnetic-field generator 114 for
generating the excitation magnetic field, the relative ar-
rangement of communications devices 110 and 120
should be such that the generated excitation field pene-
trates battery 123 comprised in the second communica-
tions device so as to excite eddy currents which give rise
to a magnetic field of measurable strength. In Fig. 1, this
is illustrated by means of a region 130, which may be

indicated on a face of communications devices 110 and
120, or displayed on a display or touchscreen of devices
110 and 120 (not illustrated in Fig. 2), for guiding users
in aligning communications devices 110 and 120 so as
to facilitate generating a key in accordance with embod-
iments of the invention. In practice, region 130 indicates
where sensor array 111/121, and optionally battery
113/123 and/or magnetic-field generator 114/124 are ar-
ranged in communications device 110 or 120, respec-
tively. It will be appreciated that sensor array 111/121,
and optionally battery 113/123 and/or magnetic-field
generator 114/124, are preferably provided at, or in prox-
imity of, an outer surface of communications device
110/120. If an embodiment of communications device
110/120 is comprised in a vehicle, such as a car, sensor
array 111/121 and optionally magnetic-field generator
114/124 may, e.g., be provided on the dashboard. Alter-
natively, if an embodiment of communications device
110/120 is comprised in a household appliance, such as
white goods, sensor array 111/121, and optionally battery
113/123 and/or magnetic-field generator 114/124, may,
e.g., be provided on a control panel of the white goods.
[0041] In order to further elucidate the invention, com-
munications devices 110 and 120 brought into proximity
are again shown in Figs. 3 and 4, in which the process
of generating a key based on probing the spatial distri-
bution of metallic particles in the first battery, and option-
ally the second battery, is illustrated (side-view only).
[0042] In Fig. 3, first communications device 110 is il-
lustrated as comprising sensor array 111, first battery
113, and magnetic-field generator 114, and second com-
munications device 120 is illustrated as comprising sen-
sor array 121. First communications device 110 may,
e.g., be a smartphone, and second communications de-
vice 120 a payment terminal at a point-of-sale. Typically,
a payment terminal may not comprise a battery but is
powered by an electrical power supply. This is also the
case if communications device 120 is embodied in a ve-
hicle or a household appliance. Accordingly, smartphone
110 and payment terminal 120 may each generate the
key by probing the first spatially-varying density of me-
tallic particles comprised in first battery 113. To this end,
during an excitation phase, illustrated in the upper part
of Fig. 3, magnetic-field generator 114 generates an ex-
citation magnetic field 310 which penetrates first battery
113. Excitation magnetic field 310 may, e.g., be a mag-
netic-field pulse or an ac magnetic field. In response to
excitation magnetic field 310, eddy currents are excited
in the metallic particles comprised in first battery 113,
which in turn give rise to a spatially-varying magnetic field
320, illustrated in the lower part of Fig. 3, which is repre-
sentative of the spatially-varying density of metallic par-
ticles in first battery 113. Spatially-varying magnetic field
320 may be measured by sensor array 111 comprised
in first communications device 110 and, substantially si-
multaneously, by sensor array 121 comprised in second
communications device 120. Alternatively, one of sensor
arrays 111 and 121 may measure spatially-varying mag-
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netic field 320 subsequent to a first excitation magnetic
field 310, and the other sensor array may measure spa-
tially-varying magnetic field 320 subsequent to a second
excitation magnetic field 310.
[0043] Fig. 4 is similar to Fig. 3, with the exception that
also second communications device 120 is illustrated as
comprising a battery, second battery 123. The configu-
ration illustrated in Fig. 4 applies, e.g., if communications
devices 110 and 120 both are smartphones. Accordingly,
first 110 and second smartphone 120 may each generate
the key by probing the first spatially-varying density of
metallic particles comprised in first battery 113 in com-
bination with the second spatially-varying density of me-
tallic particles comprised in second battery 123. This is
the case since sensor arrays 111 and 121 cannot sepa-
rate the contributions from batteries 113 and 123 but can
only measure the total magnetic field. To this end, during
an excitation phase, illustrated in the upper part of Fig.
4, magnetic-field generator 114 generates an excitation
magnetic field 410 which penetrates first battery 113 and
second battery 123. Excitation magnetic field 410 may,
e.g., be a magnetic-field pulse or an ac magnetic field.
In response to excitation magnetic field 410, eddy cur-
rents are excited in metallic particles comprised in first
battery 113 and second battery 123, which in turn give
rise to spatially-varying magnetic fields 420 and 430, re-
spectively, illustrated in the lower part of Fig. 4. Spatially-
varying magnetic fields 420 and 430 are representative
of the first spatially-varying density of metallic particles
in first battery 113 and the second spatially-varying den-
sity of metallic particles in second battery 123, respec-
tively. The combination of spatially-varying magnetic
fields 420 and 430 may be measured by sensor array
111 comprised in first communications device 110 and,
substantially simultaneously, by sensor array 121 com-
prised in second communications device 120. Alterna-
tively, one of sensor arrays 111 and 121 may measure
spatially-varying magnetic fields 420 and 430 subse-
quent to a first excitation magnetic field 410, and the other
sensor array may measure spatially-varying magnetic
fields 420 and 430 subsequent to a second excitation
magnetic field 410.
[0044] Subsequent to measuring the spatially-varying
magnetic field originating from first battery 113, and op-
tionally second battery 123, each one of communications
devices 110 and 120 derives the key from the set of val-
ues acquired from its sensor array 111/121. It will be ap-
preciated that the magnetic fields measured by sensor
arrays 111 and 121 are not identical, owing to the different
relative arrangement of the source of the excitation mag-
netic field, such as magnetic-field generator 114 with re-
spect to first battery 113 and second battery 123, as well
as the different relative arrangement of sensor arrays
111 and 121 with respect to first battery 113 and second
battery 123. However, due to the flat form factor of the
type of batteries which are typically provided with modern
communications devices, in particular smartphones, tab-
lets, and laptops, and the ability to design the magnetic-

field generator such that excitation magnetic field
310/410 is substantially homogenous in the near-field
range, the difference in strength of the excitation mag-
netic field experienced by metallic particles in first battery
113 as compared to metallic particles in second battery
123 is negligible. Likewise, by proper arrangement of
sensor arrays 111/121 relative to internal battery 113/123
as compared to an external battery 123/113, the differ-
ence between measurements performed by sensor array
111 and sensor array 121 are sufficiently small.
[0045] Further with reference to Figs. 3 and 4, a mag-
netic-field generator 124 comprised in second commu-
nications device 120 may be used instead of, or in addi-
tion to, magnetic-field generator 114 comprised in first
communications device 110. For instance, rather than
utilizing an excitation magnetic field generated by first
communications device 110, embodiments of the inven-
tions may utilize an excitation magnetic field generated
by second communications device 120. In particular, if
sensor arrays 111 and 121 do not measure spatially-
varying magnetic field(s) 320, or 420 and 430, simulta-
neously, each one of communications devices 110 and
120 may generate the key in a separate process. More
specifically, first communications device 110 may gen-
erate excitation magnetic field 310 or 410 using magnet-
ic-field generator 114 and measure the resulting spatial-
ly-varying magnetic field(s) 320, or 420 and 430, based
on which it derives the key. Subsequently, second com-
munications device 120 may generate an excitation mag-
netic field using its magnetic-field generator 124 (not
shown in Figs. 3 and 4) and measure the resulting spa-
tially-varying magnetic field, based on which it derives
the key.
[0046] With reference to Fig. 2, embodiments 200 of
the communications device for generating a key for use
as a shared secret in communications with another com-
munications device, such as communications devices
110 and 120, are now described in more detail.
[0047] Communications device 200 comprises a com-
munications interface 205 for effecting communications
with another communications device, a sensor array 201
for measuring a spatially-varying magnetic field originat-
ing from a first battery, and processing means 206.
[0048] Communications interface 205 may, e.g., be a
network interface, such as an Ethernet card, a serial or
parallel port such as Universal Serial Bus (USB),
FireWire, Lightning, or a radio interface supporting com-
munications over a cellular mobile network, such as Glo-
bal System for Mobile Communications (GSM), Univer-
sal Mobile Telecommunications System (UMTS), or
Long Term Evolution (LTE), a Wireless Local Area Net-
work (WLA)/WiFi, Bluetooth, a Near-Field Communica-
tion (NFC) technology, ZigBee, or the like.
[0049] Sensor array 201 comprises a plurality of sen-
sors 202 which are based on any one, or a combination,
of inductors, magneto-resistive sensors, Hall-effect sen-
sors, spin transistors, fluxgates, magneto-electrical sen-
sors, and magneto-optical sensors. Due to the spatial
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arrangement of sensors 202 in sensor array 201 the spa-
tially-varying magnetic field can be measured with a spa-
tial resolution which is determined by the number of sen-
sors 202 in array 201 and/or the area of each sensor 202.
More specifically, each sensor 202 may detect the spa-
tially-varying magnetic field corresponding to the mag-
netic field lines it encloses. Since the magnitude of the
variations in the magnetic field depends on the density
of lithium dendrites, the output of each of sensors 202
represents the local lithium-dendrite density. Sensor ar-
ray 201 is arranged such that it can measure contribu-
tions to the spatially-varying magnetic field originating
from either one, or both, of a battery 203 comprised in
the communications device and a battery comprised in
another communications device which is in proximity of
the communications device (i.e., either one, or both, of
battery 113 and battery 123 illustrated in Fig. 1).
[0050] The first battery comprises a first spatially-var-
ying density of metallic particles which give rise to the
spatially-varying magnetic field when subjected to an ex-
citation magnetic field penetrating the first battery. The
first battery may either be comprised in communications
device 200, such as battery 203, or in another commu-
nications device. Optionally, the measured magnetic field
may originate from the first spatially-varying density of
metallic particles and a second spatially-varying density
of metallic particles comprised in a second battery which
is comprised in the other communications device. The
second battery may be of the same, or a different, type
as the first battery.
[0051] Communications device 200 may further com-
prise a magnetic-field generator 204 for generating the
excitation magnetic field which is used for exciting eddy
currents in the first spatially-varying density of metallic
particles and optionally in the second spatially-varying
density of metallic particles. The excitation magnetic field
may, e.g., be a magnetic-field pulse or an ac magnetic
field. Magnetic-field generator 204 may, e.g., comprise
an inductor coil and a power supply which is arranged
for driving a current through the coil. Magnetic-field gen-
erator 204 is arranged such that the generated excitation
magnetic field penetrates at least one of battery 203 com-
prised in communications device 200 and a battery com-
prised in the other communications device which is in
proximity of communications device 200. Advantageous-
ly, an induction coil provided for the purpose of wireless
charging may be utilized for generating the excitation
magnetic field.
[0052] If a magnetic-field pulse or a sequence of pulses
is used as excitation magnetic field, the duration of each
pulse is typically in the order of tens of microseconds,
while the repetition frequency in a sequence of pulses
may be in the order of a few hundred Hz. The general
behavior of the spatially-varying magnetic field originat-
ing from the eddy currents excited in the metallic particles
follows closely the excitation magnetic field. However,
after the excitation magnetic-field has vanished, the de-
cay of the measured spatially-varying magnetic field de-

pends on the density of the metallic particles and their
type. The decay time of the decaying measured magnetic
field may, e.g., be defined as the time it takes for the
measured magnetic field strength to decay from 90% to
10% of its maximum value. The decay time of the pulse
is proportional to the local densities of metallic particles,
such as lithium dendrites in the first battery and optionally
the second battery.
[0053] An alternative is the use of continuous wave
detection. In such case magnetic-field generator 204
generates an excitation magnetic field of sinusoidal
strength. As a result, the measured spatially-varying
magnetic field also contains one or multiple sinusoidal
components. However, since the phase and the ampli-
tude of each of the sinusoidal components depends on
the metallic-particle densities, the amplitudes and phas-
es of the magnetic field measured by sensors 202, i.e.,
complex values, may be utilized for deriving the key.
[0054] Optionally, the excitation magnetic field may be
generated in response to detecting proximity of the other
communications device. For instance, with reference to
Figs. 3 and 4, magnetic-field generator 114 comprised
in first communications device 110 may generate exci-
tation magnetic field 310 or 410 in response to detecting
proximity of second communications device 120. This
may, e.g., be achieved by determining that the signal
strength of a radio signal or beacon transmitted by sec-
ond communications device 120, and received by first
communications device 110, exceeds a threshold value.
As an alternative, generating the excitation magnetic field
may be initiated periodically, or when a timer has expired.
It will be appreciated that the entire process of generating
the key or establishing secure communications, not just
generating the excitation magnetic field, may be initiated
in response to detecting proximity of another communi-
cations device, periodically, or when a timer has expired.
[0055] Magnetic-field generator 204 may optionally
generate the excitation magnetic field in response to re-
ceiving an instruction from a user of communications de-
vice 200. For instance, the user may press a button, start
an app on a smartphone 200, shake communications
device 200, or perform a gesture. Likewise, the entire
process of generating the key or establishing secure
communications may be initiated in response to receiving
such a user instruction. Further optionally, magnetic-field
generator 204 may generate the excitation magnetic field
in response to receiving a request from the other com-
munications device. For instance, with reference to Figs.
3 and 4, magnetic-field generator 114 comprised in first
communications device 110 may generate excitation
magnetic field 310 or 410 in response to receiving a re-
quest from second communications device 120, via com-
munications interfaces 205. The request may, e.g., relate
to establishing a secure communication session between
communications devices 110 and 120, or to a request
for establishing a shared secret.
[0056] According to another embodiment of the inven-
tion, the excitation magnetic field is generated by the oth-
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er communications device. For instance, this is the case
for second communications device 120 illustrated in Figs.
3 and 4, which measures spatially-varying magnetic
field(s) 320, or 420 and 430, which arise in response to
excitation magnetic field 310 or 410, respectively, gen-
erated by magnetic-field generator 114 comprised in first
communications device 110.
[0057] Processing means 206 comprised in communi-
cations device 200 is operative to acquire a set of values
from sensor array 201 and derive the key from the set of
values. The values represent the spatially-varying mag-
netic field, in particular the spatial variations of the meas-
ured magnetic field. Sensor array 201 may measure the
spatially-varying magnetic field, and processing means
206 may acquire the set of values from sensor array 201,
either continuously or periodically, in response to detect-
ing the excitation magnetic field generated by communi-
cations device 200 or by the other communications de-
vice, or on request by processing means 206. That is,
processing means 206 may further be operative to con-
trol magnetic-field generator 204 to generate the excita-
tion magnetic field.
[0058] Even further, processing means 206 may be
operative to use the generated key as a shared secret in
communications with the other communications device.
For instance, two communications devices, such as com-
munications devices 110 and 120, may attempt to estab-
lish a secure communication session for the purpose of
verifying that both communications devices have gener-
ated the same key. The secure communication session
may either be established directly between the two com-
munications devices, or via a third party, such as a server
or a broker for effecting financial transactions at a point-
of-sale.
[0059] Processing means 206 may be operative to de-
rive the key from the set of values using a number of
alternatives. In the present context, the key, sometimes
also referred to as security token, is a string, vector, se-
quence, or array, of bits, characters, or any other kind of
symbols, which may be used in security applications such
as encryption, decryption, signing, hashing, and the like.
[0060] For instance, the key may be derived from the
set of values by means of base conversion. Here it is
assumed that the set of values comprises N values, which
are acquired from sensor array 201. Each of the values
may, e.g., correspond to one of N sensors 202 of sensor
array 201. In order to generate the key, each of the N
values may be presented as a binary number of k bits,
resulting into a total number of K = kN bits which may be
extracted from the set of values. To increase resilience
against measurement noise and the like, only the most
significant bits may be used.
[0061] In order to provide a more reliable way of gen-
erating identical copies of the key at two communications
devices, in particular under slightly varying orientation,
and the like, more sophisticated methods may be used
for deriving the key from the set of values. For instance,
instead of directly converting the N values into binary

form, one may base the key derivation on properties of
the set of values which provide more resilience against
noise and other measurement artifacts. Such properties
may, e.g., be statistical properties of the set of values,
such as a minimum value, a maximum value, a mean
value, or the like, or an order which is imposed on the
set of values. The key may then be derived based on
respective indices or positions of sensors 202 in sensor
array 201.
[0062] More specifically, it is assumed that each value
of the set of values represents the spatially-varying mag-
netic field measured by a respective sensor 202 of sensor
array 201, and that each sensor 202 in sensor array 201
is associated with an index identifier which is related to
its position in sensor array 201. Different ways of assign-
ing indices to sensors 202 in sensor array 201 are illus-
trated in Fig. 5. As a first example 510, sensors 202 may
be indexed according to a row-major order from a lowest
index, e.g., 1, to a highest index, e.g., the maximum
number of sensors 202 in sensor array 201, in Fig. 5
assumed to be equal to 12. As a second example 520,
sensors 202 may be indexed according to a column-ma-
jor order from the lowest index to the highest index. As
a third example 530, sensors 202 may be identified based
on an array- or matrix-style notation "n, m", where n is
the index of the row of a certain sensor and m is the index
of the column of the sensor in sensor array 201. Finally,
as a fourth example 540 the order of indices n and m
may be reversed, i.e., sensors 202 are identified as "m,
n".
[0063] To this end, processing means 206 is operative
to derive the key from the set of values by selecting one
or more values of the set of values, and derive the key
based on one or more indices of sensors 202 which have
measured the one or more selected values.
[0064] For instance, one may select the minimum val-
ue and the maximum value of the set of values acquired
from sensor array 201. Subsequently, the indices of the
sensors 202 which have measured these values are de-
termined. As an example, it is assumed here that sensors
202 are indexed according to order 510, and that the
sensor with index "3" (marked with a filled square) has
measured the minimum value whereas the sensor with
index "10" (marked with a filled circle) has measured the
maximum value. Then, the key is derived from these two
indices, e.g., as a concatenation of the binary represen-
tations of the index for the minimum value, "0011" (as-
suming a 4-bit representation allowing for up to 16 sen-
sors, and 0 · 8 + 0 · 4+1·2+1·1=3), and that of the index
for the maximum value, "1010", i.e., "00111010". As a
further example, if sensors are index according to order
540, the same two sensors are identified by indices "3,1"
and "2,3", respectively. In this case, using a 2-bit repre-
sentation for each of the row- and the column-index (al-
lowing for up to four rows and columns, respectively), the
index for the minimum value is "1101" in binary repre-
sentation (concatenating the binary representation of the
row-index, 1 · 2 + 1 · 1 = 3, and that of the column-index,

15 16 



EP 3 111 586 B1

10

5

10

15

20

25

30

35

40

45

50

55

0 · 2 + 1 - 1 = 1) and the index for the maximum value is
"1011" in binary representation, which may, e.g., be con-
catenated into a key "11011011 ". Deriving the key based
on sensor positions, by utilizing indices which reflect an
order of sensors 202 in sensor array 201, is advanta-
geous in that the generating the key is less sensitive to
measurement noise and variations due to device orien-
tation and the like.
[0065] It will also be appreciated that the key derivation
algorithm may be extended to include not only the mini-
mum and maximum values but also additional values ac-
cording to an order of the set of values. For instance, all
N values may be sorted in ascending or descending or-
der, and the sequence of the corresponding sensor indi-
ces may be utilized for deriving the key. For instance, the
indices associated with the measured values sorted in
ascending or descending order, may be concatenated
into the key. For sensor arrays illustrated in Fig. 5, this
would result in a key of K = 4N bits, owing to the four bits
required to represent the N = 12 sensor indices, i.e., 48
bits.
[0066] Optionally, all measured values acquired from
sensor array 201 may be scaled using a maximum value,
a minimum value, an average value, a running average
value, or the like. The algorithm which is utilized for de-
riving the key from the set of values should not be sen-
sitive to small variations and allow generating the same
key, with rather high likelihood, in both communications
devices.
[0067] As a further improvement, if sensor array 111
comprised in first communications device 110 is used to
probe battery 123 comprised in second communications
device 120, it is desirable that the key may be derived
with a certain level of invariance to relative translations
of communications devices 110 and 120. This may be
realized by utilizing a sensor array 111 which has a sur-
face area larger than that of battery 123, and selecting
only a subset of the sensors in sensor array 111 for de-
riving the key. For instance, a subset of sensors may be
selected which are contained within a circumference cor-
responding to that of battery 123.
[0068] In the field of PUFs, bit extraction algorithms
are known which are reliable to noise and variations in
measurement conditions. One such algorithm is the LISA
algorithm [C.-E. D. Yin and G. Qu, "LISA: Maximizing RO
PUF’s secret extraction", in 2010 IEEE International
Symposium on Hardware-Oriented Security and Trust
(HOST), pages 100-105, 2010]. The algorithm is based
on the understanding that individual values of a set of
measured values may not be very stable. In the present
context, they may, e.g., vary with the relative orientation
of communications devices 110 and 120. Rather than
considering individual values, the algorithm utilizes pairs
of values which are measured by sensors 202 which are
further apart. The sign of a difference of the pair of values
may then be used to extract one bit. Since the values
belonging to the same pair are measured far apart, re-
silience against noise and variations in measurement

conditions is achieved. An alternative algorithm which
may be used to extract bits in a reliable and stable manner
is the Kendall Syndrome Coding (KSC) algorithm [C.-E.
Yin and G. Qu, "Kendall Syndrome Coding (KSC) for
Group-Based Ring-Oscillator Physical Unclonable Func-
tions", Technical report, University of Maryland, 2011].
[0069] Further with reference to Fig. 2, communica-
tions device 200 may comprise additional components
such as a display, a touchscreen, one or more keys or a
keyboard, a camera, or the like.
[0070] In the following, an embodiment 600 of process-
ing means 206 is described with reference to Fig. 6.
Processing means 600 comprises a processing unit 601,
such as a general purpose processor, and a computer-
readable storage medium 602, such as a Random Ac-
cess Memory (RAM), a Flash memory, or the like. In ad-
dition, processing means 600 comprises one or more
interfaces 604 (’I/O’ in Fig. 6) for controlling and/or re-
ceiving information from sensor array 201, magnetic-field
generator 204, communications interface 205, and op-
tionally additional components, such as one or more
keys, a keypad or keyboard, and a display or touch-
screen. Memory 602 contains computer-executable in-
structions 603, i.e., a computer program, for causing a
communications device, such as a mobile terminal, a UE,
a smartphone, a wearable device, a tablet, a smartwatch,
a cash register, a payment terminal, a sensor, an actu-
ator, or a laptop, to perform in accordance with an em-
bodiment of the invention as described herein, when
computer-executable instructions 603 are executed on
processing unit 601.
[0071] Fig. 7 shows an alternative embodiment 700 of
processing means 206 comprised in communications de-
vice 200. Processing means 700 comprises an acquisi-
tion module 702 for acquiring a set of values from sensor
array 201, which set of values represents the spatially-
varying magnetic field measured by sensor array 201, a
key derivation module 703 for deriving the key from the
set of values, and one or more interface modules 704
(’I/O’ in Fig. 7) for controlling and/or receiving information
from sensor array 201, magnetic-field generator 204,
communications interface 205, and optionally additional
components, such as one or more keys, a keypad or
keyboard, and a display or touchscreen. Optionally,
processing means 700 may further comprise a proximity
module 701 for detecting proximity of another communi-
cations device. Proximity module 701, acquisition mod-
ule 702, and key derivation module 703, and additional
modules which processing means 700 may comprise,
are configured to perform in accordance with an embod-
iment of the invention as described herein.
[0072] Modules 701-704, as well as any additional
modules comprised in processing means 700, may be
implemented by any kind of electronic circuitry, e.g., any
one, or a combination of, analogue electronic circuitry,
digital electronic circuitry, and processing means execut-
ing a suitable computer program.
[0073] In the following, embodiments 800 of the meth-
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od of a communications device, for generating a key for
use as a shared secret in communications with another
communications device, are described with reference to
Fig. 8.
[0074] Method 800 comprises measuring 831 a spa-
tially-varying magnetic field originating from a first spa-
tially-varying density of metallic particles comprised in a
first battery, when subjected to an excitation magnetic
field. The first battery may, e.g., be comprised in the com-
munications device. The spatially-varying magnetic field
is measured 831 using a sensor array. Method 800 fur-
ther comprises acquiring 832 a set of values from the
sensor array, which set of values represents the spatially-
varying magnetic field. Even further, method 800 com-
prises deriving 833 the key from the set of values.
[0075] Optionally, the measured magnetic field origi-
nates from the first spatially-varying density of metallic
particles and a second spatially-varying density of me-
tallic particles comprised in a second battery, when sub-
jected to the excitation magnetic field. The second battery
is comprised in the second communications device.
[0076] Method 800 may further comprise generating
821 the excitation magnetic field. Optionally, the excita-
tion magnetic field is generated 821 in response to de-
tecting 811 proximity of the other communications de-
vice. Alternatively, the excitation magnetic field may be
generated 821 in response to receiving 812 an instruction
from a user of the communications device, or in response
to receiving 813 a request from the other communications
device.
[0077] According to an embodiment of method 800,
the excitation magnetic field may be generated by the
other communications device. Optionally, the set of val-
ues is acquired 832 from the sensor array in response
to detecting 822 the excitation magnetic field generated
by the other communications device.
[0078] According to an embodiment of method 800,
method 800 may further comprise using 835 the key as
a shared secret in communications with the other com-
munications device. Optionally, the shared secret may
be verified, i.e., it may be verified that the communica-
tions device and the other communications device have
generated identical keys.
[0079] According to an embodiment of method 800,
the key is derived 833 from the set of values by means
of base conversion.
[0080] According to another embodiment of method
800, each value of the set of values represents the spa-
tially-varying magnetic field measured by a respective
sensor of the sensor array, and the key is derived 833
from the set of values by selecting one or more values
of the set of values and deriving the key based on one
or more indices of sensors which have measured the one
or more selected values.
[0081] It will be appreciated that method 800 may com-
prise additional, or modified, steps in accordance with
what is described throughout this disclosure. Method 800
may be performed by a communications device such as

a mobile terminal, a UE, a smartphone, a wearable de-
vice, a tablet, a smartwatch, a cash register, a payment
terminal, or a laptop. An embodiment of method 800 may
be implemented as software, such as computer program
603, to be executed by processing unit 601 comprised
in communications device 200, whereby communica-
tions device 200 is operative to perform in accordance
with embodiments of the invention described herein.
[0082] The person skilled in the art realizes that the
invention by no means is limited to the embodiments de-
scribed above. On the contrary, many modifications and
variations are possible within the scope of the appended
claims.

Claims

1. A communications device (110; 200) for generating
a key for use as a shared secret in communications
with another communications device (120; 200), the
communications device comprising a communica-
tions interface (205) for effecting communications
with the other communications device and being
characterized by
a sensor array (111, 121; 201) for measuring a spa-
tially-varying magnetic field (320) originating from a
first spatially-varying density of metallic particles
comprised in a first battery (113), when subjected to
an excitation magnetic field (310), and
processing means (206; 600; 700) operative to:

acquire a set of values from the sensor array,
the set of values representing the spatially-var-
ying magnetic field, and
derive the key from the set of values.

2. The communications device according to claim 1,
further comprising the first battery (113; 203).

3. The communications device according to claim 2,
wherein the measured magnetic field (420, 430) orig-
inates from the first spatially-varying density of me-
tallic particles and a second spatially-varying density
of metallic particles comprised in a second battery
(123; 203), when subjected to the excitation mag-
netic field (410), which second battery is comprised
in the other communications device (120).

4. The communications device according to any one of
claims 1 to 3, further comprising a magnetic-field
generator (114; 204) for generating the excitation
magnetic field.

5. The communications device according to claim 4,
wherein the excitation magnetic field is generated in
response to detecting proximity of the other commu-
nications device.
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6. The communications device according to claim 4,
wherein the excitation magnetic field is generated in
response to receiving an instruction from a user of
the communications device.

7. The communications device according to claim 4,
wherein the excitation magnetic field is generated in
response to receiving a request from the other com-
munications device.

8. The communications device according to any one of
claims 1 to 7, wherein the excitation magnetic field
is generated by the other communications device.

9. The communications device according to claim 8,
wherein the set of values is acquired from the sensor
array in response to detecting the excitation mag-
netic field generated by the other communications
device.

10. The communications device according to any one of
claims 1 to 9, the processing means being further
operative to use the key as a shared secret in com-
munications with the other communications device.

11. The communications device according to any one of
claims 1 to 10, the processing means being operative
to derive the key from the set of values by means of
base conversion.

12. The communications device according to any one of
claims 1 to 10, wherein each value of the set of values
represents the spatially-varying magnetic field
measured by a respective sensor of the sensor array,
the processing means being operative to derive the
key from the set of values by:

selecting one or more values of the set of values,
and
deriving the key based on one or more indices
(510-540) of sensors which have measured the
one or more selected values.

13. The communications device according to any one of
claims 1 to 12, wherein the sensor array comprises
sensors (202) based on any one, or a combination,
of inductors, magneto-resistive sensors, Hall-effect
sensors, spin transistors, fluxgates, magneto-elec-
trical sensors, and magneto-optical sensors.

14. The communications device according to any one of
claims 1 to 13, being any one of a mobile terminal,
a User Equipment, a smartphone, a wearable de-
vice, a tablet, a smartwatch, a cash register, a pay-
ment terminal, a sensor, an actuator, or a laptop.

15. A vehicle comprising the communications device ac-
cording to any one of claims 1 to 14.

16. A method (800) of a communications device (110)
of generating a key for use as a shared secret in
communications with another communications de-
vice (120), the method being characterized by:

measuring (831), using a sensor array, a spa-
tially-varying magnetic field (320) originating
from a first spatially-varying density of metallic
particles comprised in a first battery (113), when
subjected to an excitation magnetic field (310),
acquiring (832) a set of values from the sensor
array, the set of values representing the spatial-
ly-varying magnetic field, and
deriving (833) the key from the set of values.

17. The method according to claim 16, wherein the first
battery (113) is comprised in the communications
device (120).

18. The method according to any one of claims 16 to 17,
further comprising generating (821) the excitation
magnetic field.

19. The method according to any one of claims 16 to 18,
further comprising using (835) the key as a shared
secret in communications with the other communi-
cations device.

20. A computer program comprising computer-execut-
able instructions (603) for causing a device to per-
form the method according to any one of claims 16
to 19, when the computer-executable instructions
are executed on a processing unit (601) comprised
in the device.

Patentansprüche

1. Kommunikationsvorrichtung (110; 200) zum Erzeu-
gen eines Schlüssels zur Verwendung als ein ge-
meinsames Geheimnis bei Kommunikationen mit ei-
ner anderen Kommunikationsvorrichtung (120;
200), wobei die Kommunikationsvorrichtung eine
Kommunikationsschnittstelle (205) zum Bewirken
von Kommunikationen mit der anderen Kommunika-
tionsvorrichtung umfasst und gekennzeichnet ist
durch
eine Sensoranordnung (111, 121; 201) zum Messen
eines räumlich variierenden Magnetfelds (320), aus-
gehend von einer ersten räumlich variierenden Dich-
te von Metallpartikeln, die in einer ersten Batterie
(113) umfasst sind, wenn diese einem Erregungs-
magnetfeld (310) ausgesetzt sind, und
Verarbeitungsmittel (206; 600; 700), die für Folgen-
des betreibbar sind:

Erlangen einer Reihe von Werten von der Sen-
soranordnung, wobei die Reihe von Werten das
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räumlich variierende Magnetfeld repräsentiert,
und
Ableiten des Schlüssels aus der Reihe von Wer-
ten.

2. Kommunikationsvorrichtung nach Anspruch 1, fer-
ner umfassend die erste Batterie (113; 203).

3. Kommunikationsvorrichtung nach Anspruch 2, wo-
bei das gemessene Magnetfeld (420, 430) von der
ersten räumlich variierenden Dichte von Metallpar-
tikeln und einer zweiten räumlich variierenden Dich-
te von Metallpartikeln, die in einer zweiten Batterie
(123; 203) umfasst sind, ausgeht, wenn diese dem
Erregungsmagnetfeld (410) ausgesetzt sind, wobei
die zweite Batterie in der anderen Kommunikations-
vorrichtung (120) umfasst ist.

4. Kommunikationsvorrichtung nach einem der An-
sprüche 1 bis 3, ferner umfassend einen Magnetfel-
derzeuger (114; 204) zum Erzeugen des Erregungs-
magnetfelds.

5. Kommunikationsvorrichtung nach Anspruch 4, wo-
bei das Erregungsmagnetfeld als Reaktion auf Er-
kennen von Nähe der anderen Kommunikationsvor-
richtung erzeugt wird.

6. Kommunikationsvorrichtung nach Anspruch 4, wo-
bei das Erregungsmagnetfeld als Reaktion auf Emp-
fangen einer Anweisung von einem Benutzer der
Kommunikationsvorrichtung erzeugt wird.

7. Kommunikationsvorrichtung nach Anspruch 4, wo-
bei das Erregungsmagnetfeld als Reaktion auf Emp-
fangen einer Aufforderung von der anderen Kommu-
nikationsvorrichtung erzeugt wird.

8. Kommunikationsvorrichtung nach einem der An-
sprüche 1 bis 7, wobei das Erregungsmagnetfeld
durch die andere Kommunikationsvorrichtung er-
zeugt wird.

9. Kommunikationsvorrichtung nach Anspruch 8, wo-
bei die Reihe von Werten aus der Sensoranordnung
als Reaktion auf Erkennen des Erregungsmagnet-
felds, das durch die andere Kommunikationsvorrich-
tung erzeugt wird, erlangt wird.

10. Kommunikationsvorrichtung nach einem der An-
sprüche 1 bis 9, wobei die Verarbeitungsmittel ferner
dazu betreibbar sind, den Schlüssel als ein gemein-
sames Geheimnis in Kommunikationen mit der an-
deren Kommunikationsvorrichtung zu verwenden.

11. Kommunikationsvorrichtung nach einem der An-
sprüche 1 bis 10, wobei die Verarbeitungsmittel dazu
betreibbar sind, den Schlüssel aus der Reihe von

Werten durch eine Basisumwandlung abzuleiten.

12. Kommunikationsvorrichtung nach einem der An-
sprüche 1 bis 10, wobei jeder Wert der Reihe von
Werten das räumlich variierende Magnetfeld, ge-
messen durch einen jeweiligen Sensor der Senso-
ranordnung, repräsentiert, wobei die Verarbeitungs-
mittel dazu betreibbar sind, den Schlüssel durch Fol-
gendes aus der Reihe von Werten abzuleiten:

Auswählen von einem oder mehreren Werten
der Reihe von Werten, und
Ableiten des Schlüssels basierend auf einem
oder mehreren Indizes (510-540) von Sensoren,
die den einen oder die mehreren ausgewählten
Werte gemessen haben.

13. Kommunikationsvorrichtung nach einem der An-
sprüche 1 bis 12, wobei die Sensoranordnung Sen-
soren (202) basierend auf einem beliebigen oder ei-
ner Kombination von Induktoren, magnetoresistiven
Sensoren, Hall-Effekt-Sensoren, Spintransistoren,
Fluxgates, magneto-elektrischen Sensoren und ma-
gneto-optischen Sensoren umfasst.

14. Kommunikationsvorrichtung nach einem der An-
sprüche 1 bis 13, wobei diese ein beliebiges von
einem mobilen Endgerät, einer Benutzereinrichtung,
einem Smartphone, einer tragbaren Vorrichtung, ei-
nem Tablet, einer Smartwatch, einer Registrierkas-
se, einem Bezahlterminal, einem Sensor, einem Be-
tätigungselement oder einem Laptop ist.

15. Fahrzeug umfassend die Kommunikationsvorrich-
tung nach einem der Ansprüche 1 bis 14.

16. Verfahren (800) einer Kommunikationsvorrichtung
(110) zum Erzeugen eines Schlüssels zur Verwen-
dung als ein gemeinsames Geheimnis bei Kommu-
nikationen mit einer anderen Kommunikationsvor-
richtung (120), wobei das Verfahren durch Folgen-
des gekennzeichnet ist:

Messen (831), unter Verwendung einer Senso-
ranordnung, eines räumlich variierenden Mag-
netfelds (320), ausgehend aus einer ersten
räumlich variierenden Dichte von Metallparti-
keln, die in einer ersten Batterie (113) umfasst
sind, wenn diese einem Erregungsmagnetfeld
(310) ausgesetzt sind,
Erlangen (832) einer Reihe von Werten von der
Sensoranordnung, wobei die Reihe von Werten
das räumlich variierende Magnetfeld repräsen-
tiert, und
Ableiten (833) des Schlüssels aus der Reihe von
Werten.

17. Verfahren nach Anspruch 16, wobei die erste Batte-
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rie (113) in der Kommunikationsvorrichtung (120)
umfasst ist.

18. Verfahren nach einem der Ansprüche 16 bis 17, fer-
ner umfassend Erzeugen (821) des Erregungsma-
gnetfelds.

19. Verfahren nach einem der Ansprüche 16 bis 18, fer-
ner umfassend Verwenden (835) des Schlüssels als
ein gemeinsames Geheimnis in Kommunikationen
mit der anderen Kommunikationsvorrichtung.

20. Computerprogramm, umfassend computerausführ-
bare Anweisungen (603) zum Veranlassen einer
Vorrichtung, das Verfahren nach einem der Ansprü-
che 16 bis 19 durchzuführen, wenn die computer-
ausführbaren Anweisungen auf einer Verarbei-
tungseinheit (601), die in der Vorrichtung umfasst
ist, ausgeführt werden.

Revendications

1. Dispositif de communications (110 ; 200) pour gé-
nérer une clé à utiliser comme secret partagé dans
des communications avec un autre dispositif de com-
munications (120 ; 200), le dispositif de communica-
tions comprenant une interface de communications
(205) pour effectuer des communications avec
l’autre dispositif de communications et étant carac-
térisé par
une matrice de capteurs (111, 121 ; 201) pour me-
surer un champ magnétique variable dans l’espace
(320) engendré par une première densité variable
dans l’espace de particules métalliques comprises
dans une première batterie (113), lorsqu’elles sont
soumises à un champ magnétique d’excitation
(310), et
un moyen de traitement (206 ; 600 ; 700) opération-
nel pour :

acquérir un ensemble de valeurs à partir de la
matrice de capteurs, l’ensemble de valeurs re-
présentant le champ magnétique variable dans
l’espace, et
déduire la clé de l’ensemble de valeurs.

2. Dispositif de communications selon la revendication
1, comprenant en outre la première batterie (113 ;
203).

3. Dispositif de communications selon la revendication
2, dans lequel le champ magnétique mesuré (420,
430) est engendré par la première densité variable
dans l’espace de particules métalliques et par une
seconde densité variable dans l’espace de particu-
les métalliques comprise dans une seconde batterie
(123 ; 203), lorsqu’elles sont soumises au champ

magnétique d’excitation (410), laquelle seconde bat-
terie est comprise dans l’autre dispositif de commu-
nications (120).

4. Dispositif de communications selon l’une quelcon-
que des revendications 1 à 3, comprenant en outre
un générateur de champ magnétique (114 ; 204)
pour générer le champ magnétique d’excitation.

5. Dispositif de communications selon la revendication
4, dans lequel le champ magnétique d’excitation est
généré en réponse à une détection de proximité de
l’autre dispositif de communications.

6. Dispositif de communications selon la revendication
4, dans lequel le champ magnétique d’excitation est
généré en réponse à une réception d’une instruction
provenant d’un utilisateur du dispositif de communi-
cations.

7. Dispositif de communications selon la revendication
4, dans lequel le champ magnétique d’excitation est
généré en réponse à une réception d’une demande
provenant de l’autre dispositif de communications.

8. Dispositif de communications selon l’une quelcon-
que des revendications 1 à 7, dans lequel le champ
magnétique d’excitation est généré par l’autre dis-
positif de communications.

9. Dispositif de communications selon la revendication
8, dans lequel l’ensemble de valeurs est acquis à
partir de la matrice de capteurs en réponse à une
détection du champ magnétique d’excitation généré
par l’autre dispositif de communications.

10. Dispositif de communications selon l’une quelcon-
que des revendications 1 à 9, le moyen de traitement
étant en outre opérationnel pour utiliser la clé en tant
que secret partagé dans des communications avec
l’autre dispositif de communications.

11. Dispositif de communications selon l’une quelcon-
que des revendications 1 à 10, le moyen de traite-
ment étant opérationnel pour déduire la clé de l’en-
semble de valeurs au moyen d’une conversion de
base.

12. Dispositif de communications selon l’une quelcon-
que des revendications 1 à 10, dans lequel chaque
valeur de l’ensemble de valeurs représente le champ
magnétique variable dans l’espace mesuré par un
capteur respectif de la matrice de capteurs, le moyen
de traitement étant opérationnel pour déduire la clé
de l’ensemble de valeurs par :

la sélection d’une ou de plusieurs valeurs de
l’ensemble de valeurs, et
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la déduction de la clé sur la base d’un ou de
plusieurs indices (510-540) de capteurs qui ont
mesuré les une ou plusieurs valeurs sélection-
nées.

13. Dispositif de communications selon l’une quelcon-
que des revendications 1 à 12, dans lequel la matrice
de capteurs comprend des capteurs (202) basés sur
l’un quelconque, ou une combinaison, d’inducteurs,
de capteurs magnétorésistifs, de capteurs à effet
Hall, de transistors à spin, de sondes magnétomé-
triques, de capteurs magnétoélectriques et de cap-
teurs magnétooptiques.

14. Dispositif de communications selon l’une quelcon-
que des revendications 1 à 13, étant l’un quelconque
d’un terminal mobile, d’un équipement d’utilisateur,
d’un téléphone intelligent, d’un dispositif portatif,
d’une tablette, d’une montre intelligente, d’une cais-
se enregistreuse, d’un terminal de paiement, d’un
capteur, d’un actionneur ou d’un ordinateur portatif.

15. Véhicule comprenant le dispositif de communica-
tions selon l’une quelconque des revendications 1 à
14.

16. Procédé (800) d’un dispositif de communications
(110) de génération d’une clé à utiliser comme secret
partagé dans des communications avec un autre dis-
positif de communications (120), le procédé étant
caractérisé par :

la mesure (831), à l’aide d’une matrice de cap-
teurs, d’un champ magnétique variable dans
l’espace (320) engendré par une première den-
sité variable dans l’espace de particules métal-
liques comprises dans une première batterie
(113), lorsqu’elles sont soumises à un champ
magnétique d’excitation (310),
l’acquisition (832) d’un ensemble de valeurs à
partir de la matrice de capteurs, l’ensemble de
valeurs représentant le champ magnétique va-
riable dans l’espace, et
la déduction (833) de la clé à partir de l’ensemble
de valeurs.

17. Procédé selon la revendication 16, dans lequel la
première batterie (113) est comprise dans le dispo-
sitif de communications (120).

18. Procédé selon l’une quelconque des revendications
16 à 17, comprenant en outre la génération (821) du
champ magnétique d’excitation.

19. Procédé selon l’une quelconque des revendications
16 à 18, comprenant en outre l’utilisation (835) de la
clé en tant que secret partagé dans des communi-
cations avec l’autre dispositif de communications.

20. Programme d’ordinateur comprenant des instruc-
tions exécutables par ordinateur (603) pour amener
un dispositif à réaliser le procédé selon l’une quel-
conque des revendications 16 à 19, lorsque les ins-
tructions exécutables par ordinateur sont exécutées
sur une unité de traitement (601) comprise dans le
dispositif.
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