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Description

CROSS REFERENCE TO OTHER APPLICATIONS

[0001] This application claims priority to U.S. Provi-
sional Patent Application No. 61/973,086 entitled BYOD
TRAFFIC SPLICER filed Mar. 31, 2014.

BACKGROUND OF THE INVENTION

[0002] Employees increasingly may use personal de-
vices (e.g., mobile phone, tablet, laptop, etc.) for work
purposes, sometimes referred to as "bring your own de-
vice" (BYOD). When a device is used in a BYOD envi-
ronment, a company may need to manage the employ-
ee’s device to secure the contents and apps before al-
lowing a device to be used for work. When a device is
managed by the company, even though device owner is
the employee, the employee may lose at least some con-
trol of the device and privacy (e.g., app and usage can
be reported to company’s management server). In cer-
tain cases, complexity is introduced when the employee’s
device is shared with family members and/or when the
employee works for multiple companies. For example,
an employee and/or device may have to change back
and forth between each of multiple companies’ manage-
mentservers. In some scenarios, the increased complex-
ity may make the user less inclined to use their device in
a BYOD environment.

[0003] Some enterprises may need to bring an app’s
traffic to the enterprise’s controlled network for security
and audit, but it may be difficult to run device level virtual
private network (VPN) and/or proxy because the device
is being shared between enterprises. And in the case in
which an enterprise reimburses data usage, it may be
cumbersome to accurately reimburse usage costs when
an employee uses a device across multiple enterprises.
[0004] US2012084184 discloses enterprise and con-
sumer billing allocation for wireless communication de-
vice service usage activities which includes: monitoring
a service usage activity of a wireless communication de-
vice, and determining an enterprise and consumer billing
allocation for the monitored service usage activity; re-
porting the monitored service usage activity to a network
element, in which the network element determines an
enterprise and consumer billing allocation for the moni-
tored service usage activity; or providing a service design
center for configuring an enterprise and consumer billing
allocation of monitored service usage activities for a plu-
rality of wireless communication devices associated with
an enterprise account, and implementing the configured
enterprise and consumer billing allocation for monitored
service usage activities for the plurality of wireless com-
munication devices associated with the enterprise ac-
count.

[0005] The present invention is defined in the claims.
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BRIEF DESCRIPTION OF THE DRAWINGS

[0006] Various embodiments of the invention are dis-
closed in the following detailed description and the ac-
companying drawings.

Figure 1 is a block diagram illustrating an embodi-
ment of an MDM broker system configured to man-
age participation by one or more MDM authorities,
e.g., MDM servers, MDM-enable application serv-
ers, etc., in management of a mobile device.

Figure 2 is a block diagram illustrating an embodi-
ment of a mobile traffic splicer system.

Figure 3 is a flow chart illustrating an embodiment
of a process to configure an MDM broker to manage
participation by multiple servers in management of
a mobile device.

Figure 4 is a block diagram illustrating an example
of a data structure used to store configuration and
policy information in an embodiment of a mobile de-
vice management (MDM) system.

Figure 5 is a flow chart illustrating an embodiment
of a process to configure a mobile traffic splicer.

Figure 6 is a flow chart illustrating an embodiment
of a process to meter mobile data traffic by paying

entity.

DETAILED DESCRIPTION

[0007] Theinvention can beimplemented in numerous
ways, including as a process; an apparatus; a system; a
composition of matter; a computer program product em-
bodied on a computer readable storage medium; and/or
a processor, such as a processor configured to execute
instructions stored on and/or provided by a memory cou-
pled to the processor. In this specification, these imple-
mentations, or any other form that the invention may take,
may be referred to as techniques. In general, the order
of the steps of disclosed processes may be altered within
the scope of the invention. Unless stated otherwise, a
component such as a processor or a memory described
as being configured to perform a task may be implement-
ed as a general component thatis temporarily configured
to perform the task ata given time or a specific component
thatis manufactured to perform the task. As used herein,
the term ’processor’ refers to one or more devices, cir-
cuits, and/or processing cores configured to process da-
ta, such as computer program instructions.

[0008] A detailed description of one or more embodi-
ments of the invention is provided below along with ac-
companying figures that illustrate the principles of the
invention. The invention is described in connection with
such embodiments, but the invention is not limited to any
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embodiment. The scope of the invention is limited only
by the claims and the invention encompasses numerous
alternatives, modifications and equivalents. Numerous
specific details are set forth in the following description
in order to provide a thorough understanding of the in-
vention. These details are provided for the purpose of
example and the invention may be practiced according
to the claims without some or all of these specific details.
Forthe purpose of clarity, technical material thatis known
in the technical fields related to the invention has not
been described in detail so that the invention is not un-
necessarily obscured.

[0009] Routing mobile device traffic through a secure
node configured to split and route traffic to different des-
tinations depending on policies or other configuration da-
ta is disclosed. In various embodiments, mobile device
traffic is routed through a traffic splicer that processes
traffic from the device and splits the traffic between en-
terprise and ordinary cloud usage. In various embodi-
ments, a traffic splicer may relay traffic to an enterprise’s
network (e.g., a direct connection, VPN, and/or proxy).
According to some embodiments, a traffic splicer may
meter traffic usage and/or may provide other traffic se-
curity features (e.g., traffic audit logging, application pro-
gramming interface (API) level filtering, etc.). In some
embodiments, metered traffic usage can be calculated
as a network access cost and reimbursed to an employ-
ee/owner of the device.

[0010] Figure 1 is a block diagram illustrating an em-
bodiment of an MDM broker system configured to man-
age participation by one or more MDM authorities, e.g.,
MDM servers, MDM-enable application servers, etc., in
management of a mobile device.

[0011] Invarious embodiments, adevice management
server, such as MDM servers 100 and 102 in Figure 1,
may be associated with an enterprise, consumer, and/or
other entity. Forexample, each of one or more companies
may have a different type of MDM server, e.g., MDM
server 100 may be a first type of MDM server, from a first
third party MDM provider, and MDM server 102 may be
a second type of MDM server, from a different third party
MDM provider. In the example shown, a device manage-
ment agent 110 (e.g., MDM Agent) is installed on the
BYOD device 140. In various embodiments, a type of
management agent 110 may, for example, depend on
the device OS. The agent 110 can, for example, be em-
bedded to the OS (e.g., iOS, Windows phone), an appli-
cation with device management permission (e.g., An-
droid), and/or another type of management agent 110.
[0012] In various embodiments, an application server
such as application server 150 may send device man-
agementcommands to BYOD Device 140 via MDM proxy
200. MDM proxy 200 may be configured, for example by
auserof Device 140 to delegate/grant to application serv-
er 150 a specific scope of management authority and/or
privileges with respect to Device 140.

[0013] In some embodiments, MDM proxy 200 may
receive management commands from device manage-
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ment servers such as MDM server 100 and/or MDM serv-
er 102. The cloud MDM proxy 200 may, for example,
pass the commands to the device management agent
110 (e.g., after authentication and authorization). The
cloud MDM proxy 200 may also perform privacy filtering
and/or information encryption before sending device in-
formation from the device management agent 110 to de-
vice management server 100.

[0014] While an "MDM proxy" 200 is shown in Figure
2, in various embodiments the brokering described here-
in as being performed by MDM proxy 200 in the example
shown in Figure 2 may be performed by another man-
agement, broker, or proxy node, such as a management
server.

[0015] Invarious embodiments, all or part of the mobile
device management described herein, in particular the
management required to keep one enterprise’s app-re-
lated content and activity separate from that of another
enterprise and/or the personal app content and activity
reserved to the user personally, may be provided at least
in part by using app-level management functionality of
the mobile operating system, such as iOS7 managed
apps or the "Android for Work" feature of the Android
operating system, and/or by a third party management
infrastructure provided on the device to manage apps
individually, such as Mobilelron’s® AppConnect™ tech-
nology. For example, Mobilelron’s® AppConnect™ tech-
nology may be used to associate the applications of en-
terprise A with one secure bus accessible by those apps
and a second, separate secure bus associated with apps
of enterprise B. Apps within each respective set of apps
(enterprise A or B) would have secure access to content
and information shared via the AppConnect™ bus asso-
ciated with that set of apps only.

[0016] In various embodiments, a cloud traffic splicer
210 may include a proxy server that connects the device
cellular and/or Wi-Fi traffic to the Internet, e.g., via con-
nection 270.

[0017] According to some embodiments, a traffic proxy
215, 217 may, for example, be associated with a device
management server 100, 102 (e.g., an enterprise, con-
sumer, and/or other server). For example, each of mul-
tiple companies may have a different proxy server (e.g.,
different type of proxy server). The traffic proxy 215 may
connect traffic to enterprise A’s intranet, associated with
MDM server 100, while traffic proxy .217 may connect
traffic to enterprise B’s intranet, associated with MDM
server 102 in this example.

[0018] In various embodiments, a cloud MDM proxy
200 may manage (220) a cloud traffic splicer 210. A man-
agement proxy protocol 230, 232 may allow a device
management server 100, 102 to communicate with the
cloud MDM proxy 200. Device management protocol 235
may facilitate communications between the device man-
agement agent 110 and cloud MDM proxy 200.

[0019] In various embodiments, a device owner (e.g.,
employee) may configure a device management agent
110 on a BYOD device 140 to be managed by a cloud
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MDM proxy 200. The cloud MDM proxy 200 may, for
example, maintain configurations for a list of trusted de-
vice management servers 100, application servers 150,
and/or other nodes. The cloud MDM proxy 200 may au-
thorize device management functions/information,
and/or perform other operations. In various embodi-
ments, during registration a device owner may select al-
lowed permissions for device managementservers, such
as MDM servers 100, 102 and/or application servers,
such as application server 150, and/or other nodes. In
the event a device managementserver 100, 102 requires
device information, the cloud MDM proxy 200 may filter
the information and send it to the device management
server 100, 102. In various embodiments, depending on
an information disclosure policy, a cloud MDM proxy 200
may report filtered information, so the device manage-
ment server 100 can decide what to do for missing infor-
mation.

[0020] According to some embodiments, a device
owner may configure a BYOD device 140 to use the cloud
traffic splicer 210 for network access (e.qg., cellular, Wi-
Fi, and/or other Internet access). In various embodi-
ments, the cloud traffic splicer 210 may be configured by
the cloud MDM proxy 200. The cloud MDM proxy 200
may configure the cloud traffic splicer 210 with a policy
to splice traffic associated with enterprise A to the traffic
proxy 215, traffic associated with enterprise B to the traffic
proxy 217, and other traffic to the Internet and/or other
destination(s) as configured, e.g., depending on the na-
ture/content of the communication, the originating app,
etc. In various embodiments, a cloud traffic splicer may
be configured to meter data traffic usage associated with
accessing the company intranet, and the company may
reimburse the employee for enterprise data usage, e.g.,
to promote the employee staying with the company.
[0021] According to various embodiments, an enter-
prise device management server 100, application server
150, and/or other node may send push messaging to
BYOD device 140 using, forexample, a cloud MDM proxy
200 provided application programming interface (API).
In various embodiments, push messages can be used
to wake up a BYOD Device 140 (e.g., to get latest device
status). For example, push messages can be delivered
to a device using a device OS push message framework
(e.g.,iOS push natification, Android’s Google Cloud Mes-
saging, Windows’s Windows Push Messaging, etc.). In
another example, push messages may be delivered us-
ing customer push messaging (e.g., short messaging
service (SMS) text messages, custom messaging deliv-
ery mechanism, etc.).

[0022] Accordingto some embodiments, a traffic splic-
er 210 may provide a data usage metering report 240 to
the MDM broker/proxy 200.

[0023] In various embodiments, traffic 250 may be
(re)directed 250 from the device 140 to the traffic splicer
210 using, for example, device platform features (e.g.,
VPN, access point name(APN), APN Proxy, device wide
proxy), VPN software and/or app level traffic processing
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logic (e.g., app proxy, app tunnel, etc.). In some embod-
iments, the traffic splicer 210 may split and/or route traffic
viaa connection 260 to a traffic proxy such as traffic proxy
215 (e.g., associated with an enterprise, consumer, etc.),
enterprise backend server(s), cloud service 270, and/or
one or more other nodes. These configurations can be
pushed to the BYOD device 140 using device manage-
ment agent 110 (e.g., MDM agent) by the cloud MDM
proxy 200 using the device management protocol 235.
[0024] According to various embodiments, the traffic
splicer 210 may process traffic from the device 140 and
split the traffic between enterprise, cloud (e.g., ordinary
cloud usage), and/or other nodes. The cloud traffic splicer
210 may, for example, relay traffic 260 to an enterprise’s
network (e.g., direct connection, VPN, and/or proxy 215),
to the Internet 270, and/or other node depending, for ex-
ample, on a configuration provided (e.g., pushed to the
traffic splicer 210) by the cloud MDM proxy 200.

[0025] Invarious embodiments, the cloud traffic splicer
210 may meter traffic usage of traffic to enterprise 260,
traffic to Internet 270, and/or other destinations. The
cloud traffic splicer 210 can provide traffic security fea-
tures including, for example, traffic auditlogging, API lev-
el filtering, and/or other protection/security. The cloud
traffic splicer 210 may report metered traffic usage to a
cloud MDM proxy 200. The cloud MDM proxy 200 can
calculate usage cost per device and/or enterprise. The
cloud MDM proxy 200 may build configuration(s) for
cloud traffic splicer 210 based on commands from the
device management server 100, app server 150, and/or
any other node configured (e.g., allowed) to manage BY-
OD device 140.

[0026] According to some embodiments, using usage
data from cloud traffic splicer 210, the MDM proxy 200
may calculate usage per device for each enterprise. De-
pending on model (e.g., cellular usage plan) used by an
enterprise, usage costs can be charged back to the en-
terprise. Also, for enterprises that reimburse data usage,
usage cost can be credited to a BYOD device 140. In
some embodiments, with a cloud traffic splicer, an enter-
prise may reimburse an employee for enterprise data us-
age.

[0027] Invarious embodiments, using usage data from
cloud traffic splicer 210, an MDM proxy 200 can alert
device owner about device’s network usage (e.g., an ex-
cessive roaming data usage alert). Usage data can be
provided, for example, on a per application, per API, per
group of applications, and/or other basis.

[0028] According to various embodiments, using a
cloud MDM proxy (or device level MDM proxy agent) and
cloud traffic splicer, a device owner can delegate man-
agement to an approved enterprise and/or applications.
For example, a user can delegate certain management
features and data can be managed by the each enterprise
or apps.

[0029] In various embodiments, an enterprise device
management server and/or app server can interact with
a cloud MDM proxy (or device-level MDM proxy agent)
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and manage device and get device information. A cloud
traffic splicer can splice device’s data traffic to internet,
enterprise backend, and/or relaying proxy servers after
securing traffic (e.g., using filtering, encryption, etc.). Us-
ing the techniques disclosed herein in various embodi-
ments enterprises can securely connect to cloud MDM
proxy (or device level MDM proxy agent) after building
trust with device owner.

[0030] Figure 2 is a block diagram illustrating an em-
bodiment of a mobile traffic splicer system. In the exam-
ple shown, an embodiment of traffic splicer 210 is shown
to include an administrative interface 272 configured to
receive configuration data 220, e.g., from an MDM
proxy/broker such as MDM proxy 200. Configuration data
associated with routing or splicing mobile device traffic
to enterprise or other network destinations may be stored
in a routing information data store 274, andfiltering and/or
other inline processing rules (e.g., encryption) may be
stored infilter/rule data store 276. A VPN connection 250
to a mobile device may be established via a VPN or other
secure communication interface or module 278, includ-
ing, e.g., anetwork or other communication interface con-
figured to provide secure connectivity to a mobile device
via VPN connection 250. Traffic received from a mobile
device, e.g., via VPN connection 250 and VPN mod-
ule/interface 278 is provided to a traffic router module
280, which splices select traffic to corresponding desti-
nations (e.g., public Internet, enterprise intranet via a
specified enterprise proxy, such as proxy 215, 217)
based on routing information stored in routing information
store 274. Traffic from the mobile device may be filtered
(e.g., to prevent enterprise or other restricted content
from being sent via the public Internet) and/or processed
inline (e.g., encrypted) by filtering/inline processing mod-
ule 282, as/if indicated by corresponding data stored in
filter/rule data store 276. Traffic routed to the public In-
ternet may be sent via proxy 284 and connection 270.
Traffic that has been (re)directed to an enterprise or other
intranet, e.g., via a proxy such as proxy 215, may be sent
via a corresponding secure connection and associated
interface 286, 260. Usage may be metered by destina-
tion/domain and stored in usage metering data store 288.
A reporting module 290 may generate and send usage
reports 240, e.g., to indicate an amount or percentage of
data traffic that was associated with access to an enter-
prise network, such as an intranet. In some embodi-
ments, a mobile device owner/user may receive reim-
bursement payments based on usage data as gathered
and reported by traffic splicer 210.

[0031] Figure 3 is a flow chart illustrating an embodi-
ment of a process to configure an MDM broker to manage
participation by multiple servers in management of a mo-
bile device. In various embodiments, the process of Fig-
ure 3 may be performed by and/or with respect to an
MDM proxy agent/broker installed on a mobile device,
such as MDM proxy agent/broker 120 of Figure 1, or an
external MDM proxy/broker, such as MDM broker 200 of
Figure 2. In the example shown, a request to configure
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the MDM broker is received (302). For example, a device
owner and/or administrative user may have accessed a
web-based or other administrative user interface. An
identification of a mobile device and one or more man-
agement authorities (e.g., MDM server 100, MDM server
102, app server 150, etc.) is received (304). For each
authority, an indication of a corresponding scope of au-
thority with respect to the device, e.g., a set of manage-
ment rights and/or privileges, is received (306). For ex-
ample, an administrative user interface may enable a de-
vice owner to indicate a scope of authority for each of
the management authorities identified by the user. The
MDM broker (e.g., MDM broker 120 or MDM broker 200)
is configured to facilitate and enforce with respect to the
device, for each authority to which authority is granted,
the corresponding scope of authority defined by the user
(308). For example, the MDM broker may be configured
to perform filtering, as required, to ensure a management
authority does not receive information to which the owner
has not granted that authority access.

[0032] Figure 4 is a block diagram illustrating an ex-
ample of a data structure used to store configuration and
policy information in an embodiment of a mobile device
management (MDM) system. In some embodiments, a
user interface may be provided to enable a user, such
as a device owner, to define policies and settings such
as those in the example shown in Figure 4.

[0033] Invarious embodiments, by configuring a cloud
MDM proxy, e.g., MDM proxy/broker 200 (or device level
MDM proxy agent, such as MDM proxy agent 120) and
a cloud traffic splicer, such as traffic splicer 210, a device
owner can delegate management to one or more enter-
prise MDM servers and/or app servers. For example, a
user can delegate specific management features select-
ed by the user, and can specify which data can be man-
aged by which enterprise MDM server and/or app server.
[0034] According to some embodiments, an enterprise
device management server and/or app server can inter-
act with a cloud MDM proxy (or device level MDM proxy
agent) to manage a device and/or get device information.
In various embodiments, an enterpriss MDM server
and/or app server may exercise control over apps and/or
dataon a managed device and/or obtain information from
and/or about the device, via the MDM proxy, to an extent
defined by an owner of the device, e.g., via a web-based
or other user interface.

[0035] Inthe example shown in Figure 4, for example,
for the device "1234", the owner has authorized MDM
servers associated with "Enterprise 1" and "Enterprise
2", respectively, to define policies and/or adjust settings
on the device with respect to device interactions with Mi-
crosoft Exchange® servers of those enterprises. For ex-
ample, such an authority may enable each of the enter-
prises to establish on the device 1234, via the MDM proxy
200, an enterprise-specific email profile, subject to the
control and ownership of the enterprise. Each enterprise
could then control its own enterprise content, e.g., by
removing the profile and associated content data through
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a command/request sent to the MDM proxy 200. In some
embodiments, the MDM proxy 200 would check a data
structure such as table 400 of Figure 4, determined based
onthe corresponding entry in table 400 that the enterprise
MDM server has been grant authority to take compliance
actions with respect to email profiles associated with that
enterprise MDM server, and would relay or otherwise for-
ward to the device 1234 a command that would result in
removal of the profile and associated content, in various
embodiments without affecting profiles and/or content
associated with other entities and/or the owner person-
ally.

[0036] Referring further to the example shown in Fig-
ure 4, the same two enterprises have been granted au-
thority with respect to apps installed on the device 1234,
but in this example the user (e.g., device owner) has
granted slightly different privileges to the enterprises.
Specifically, in this example, the user has granted to "En-
terprise 1" therighttoinstall apps, and to remove orobtain
an inventory of only those apps that were installed by
that enterprise. By comparison, in this example, "Enter-
prise 2" has been granted the authority to install, remove,
or obtain an inventory of all apps on the device. In this
example, the second enterprise may have a policy or
requirement that the employee provide this higher level
of authority of apps on the device 1234, whereas the first
enterprise may require only that it be given control over
apps that are installed by that enterprise. In other exam-
ples, different requirements may exist, and a user/owner
of a device may allocate and/or restrict authority at var-
ious levels of granularity and specificity.

[0037] In some embodiments, an on-device or cloud-
based MDM broker, such as MDM broker 120 of Figure
1 or MDM broker 200 of Figure 2, may facilitate the ex-
ercise by MDM servers and/or application servers of au-
thority that has been granted to them, as in the example
shown in Figure 4, subject to the restrictions and qualifi-
cations specified by the user/owner.

[0038] Inthe example shownin Figure 4, alimited man-
agement authority has been granted to "App Server 1",
e.g., app server 150 in the example shown in Figure 1.
In various embodiments, a limited MDM functionality may
be built into an application on the app server side, to
enable application-related control over the device to be
exercised. For example, an MDM module or plug in may
be provided, or a software developmentkit (SDK) or other
code provided and included in the application code run-
ning at the app server, and/or the application developer
may write code to invoke an application programming
interface (API) of the MDM broker, to enable MDM func-
tionality to be incorporated and/or provided.

[0039] In the example shown in Figure 4, "App Server
1" has been granted authority with respect to "device lock
down", but subject to a "filter" that limits the application
to being able to set a "camera capture lock" to prevent
screen capture. For example, an application (e.g., Snap-
chat™) may wish to provide a guarantee that the privacy
of communications and/or the ephemeral nature of com-
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munications will not be compromised through device
screen capture, and could require users to grant an au-
thority such as the one shown in Figure 4 as a condition
to use the app. In various embodiments, an application
server may use such a grant of authority, e.g., to send a
command to the device, via the MDM broker, at the start
of an app server facilitated connection or session.
[0040] A cloud traffic splicer may, in various embodi-
ments, splice device data traffic to the Internet, enterprise
backend, and/or relaying proxy servers, depending on
how the splicer has been configured. In some embodi-
ments, the splicer may be configured to secure traffic
(e.g., filtering, encryption, etc.). In the example shown in
Figure 4, a first enterprise ("Enterprise 1") has been
granted authority to configure a traffic splicer with which
the device 1234 is associated to splice traffic associated
with Enterprise 1, the scope of authority in this example
being defined as traffic associated with the "ent1.com"
domain. A second enterprise ("Enterprise 2") has been
granted authority to configure the traffic splicer with re-
spect to traffic associated IP addresses in the range in-
dicated, which may correspond to the enterprise’s inter-
nal network, e.g., an intranet.

[0041] In various embodiments, the grants of authority
shown in Figure 4 may enable the corresponding MDM
servers to configure the traffic splicer, via interactions
with the MDM broker, to splice traffic associated with
each respective enterprise to a proxy or other node as-
sociated with that enterprise. For example, referring to
Figure 2, MDM servers 100, 102 may interact via proto-
cols 230, 232 with MDM broker 200 to cause the splicer
210 to be configured via communications 220 to route
each enterprise’s traffic to the destination specified by
that enterprise, e.g., to proxy 215 is the case of MDM
server 100 or to proxy 217 in the case of MDM server
102. In some embodiments, the MDM/application server
or another node may serve as the traffic proxy.

[0042] Figure 5 is a flow chart illustrating an embodi-
ment of a process to configure a mobile traffic splicer. In
various embodiments, the process of Figure 5 may be
performed by a traffic splicer, such as traffic splicer 270
of Figure 1. In the example shown, traffic routing data is
received (502), e.g., from an MDM broker such as MDM
broker 200 of Figure 1. For example, an MDM authority,
such as MDM server 100 of Figure 1, may have sent via
MDM broker 200 a configuration data indicating that data
communications associated with a domain and/or subnet
associated with the MDM server 100 should be (re)di-
rected to a proxy, such as proxy 215, to provide secure
connectivity to an enterprise intranet or other private net-
work, for example. One or more filtering policies may
(optionally, in some embodiments) bereceived (504). Ex-
amples of filtering policies include, without limitation, pol-
icies to prevent enterprise or other managed content from
being sent to the public Internet, etc. One or more inline
processing policies may (optionally, in some embodi-
ments) be received (506). Examples of inline processing
policies include, without limitation, policies to encrypt en-
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terprise or other managed content data prior to such data
being sent to the public Internet. Traffic routing, filtering,
and/or inline processing, as applicable, are configured
to be performed (508), e.g., by the applicable processing
modules such as those shown in Figure 2.

[0043] Figure 6 is a flow chart illustrating an embodi-
ment of a process to meter mobile data traffic by paying
entity. In various embodiments, the process of Figure 6
may be performed by a traffic splicer, such as traffic splic-
er 270 of Figure 1. In the example shown, traffic is routed
as indicated by routing configuration data (602). For ex-
ample, mobile device traffic associated with an enterprise
may be routed to a proxy, such as proxy 215 of Figure
1, as configured by an associated MDM server, e.g.,
MDM server 100 of Figure 1, via an MDM broker, such
as MDM broker 200. Statistics are stored reflecting data
traffic usage by administrative domain (604), e.g., Enter-
prise 1 versus Enterprise 2 versus public Internet. As
scheduled (or on request, as triggered by policy, etc., in
various embodiments), data usage reports are generated
and provided to respective designated report recipients
(606), e.g., via an MDM broker such as MDM broker 200.
In some embodiments, automatic reimbursement pay-
ments may be generated based on the data usage re-
ports (608). For example, the MDM broker and/or MDM
server may receive a report and generate automatically
a reimbursement payment to the owner/user of the mo-
bile device, to reimburse the owner/user for data plan
usage and/or costs associated with use of a personal
mobile device to access enterprise network based re-
sources.

[0044] In various embodiments, techniques disclosed
herein may be used to enable mobile device traffic as-
sociated with multiple different administrative domains
(e.g., personal, one or more enterprises, etc.) to be con-
trolled, filtered, modified, directed/redirected, etc. based
on the preferences and settings established by the re-
spective mobile device management (MDM) authority of
each domain. Techniques disclosed herein may enable
mobile device traffic to be controlled and secured as de-
sired by an enterprise or other owner to the data. In some
embodiments, usage by administrative domain may be
metered, enabling partial reimbursement to be provided
to employees who use their personal mobile device to
perform work for an enterprise or other entity.

[0045] Although the foregoing embodiments have
been described in some detail for purposes of clarity of
understanding, the invention is not limited to the details
provided. There are many alternative ways ofimplement-
ing the invention. The disclosed embodiments are illus-
trative and not restrictive.

[0046] Theinventionisdefinedinthe appended claims.

Claims

1. A method of managing a mobile device, comprising:
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10.

1.

receiving from a mobile device a network com-
munication associated with a destination;
using a stored routing data associated with the
mobile device to determine, based at least in
part on the destination, to redirect the network
communication to a destination-specified proxy
associated with the destination, wherein the
stored routing data associated with the mobile
device includes configuration data associated
with the destination, wherein the configuration
data indicates that network communications as-
sociated with the destination are to be redirected
to the destination-specified proxy;

sending the network communication to the des-
tination-specified proxy associated with the des-
tination; and

metering traffic usage from the mobile device to
the destination-specified proxy.

The method of claim 1, wherein the network com-
munication is received at a traffic splicer configured
to receive and store said routing data.

The method of claim 2, wherein the routing data is
provided via an MDM broker by an MDM authority
associated with the destination.

The method of claim 1, wherein the destination com-
prises a domain or portion thereof.

The method of claim 1, wherein the destination com-
prises a subnetwork or other IP address range.

The method of claim 1, further comprising using a
stored policy to determine to filter the network com-
munication.

The method of claim 6, wherein filtering the network
communication includes blocking or removing at
least a portion of data comprising the network com-
munication.

The method of claim 1, further comprising using a
stored policy to determine to perform inline process-
ing with respect to the network communication.

The method of claim 8, wherein the inline processing
includes encrypting at least a portion of data com-
prising the network communication.

The method of claim 1, wherein the destination-spec-
ified proxy is associated with an MDM server asso-
ciated with the destination.

The method of claim 1, further comprising updating
a usage statistic associated with the destination to
reflect the network communication.
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12. The method of claim 11, further comprising using the

usage statistic to generate a report.

13. The method of claim 11, further comprising using the

usage statistic to generate an automatic reimburse-
ment payment.

14. A system, comprising:

a communication interface; and
a processor coupled to the communication in-
terface and configured to:

receive from a mobile device, via the com-
munication interface, a network communi-
cation associated with a destination;

use a stored routing data associated with
the mobile device to determine, based at
least in part on the destination, to redirect
the network communication to a destina-
tion-specified proxy associated with the
destination, wherein the stored routing data
associated with the mobile device includes
configuration data associated with the des-
tination, wherein the configuration data in-
dicates that network communications asso-
ciated with the destination are to be redi-
rected to the destination-specified proxy;
send the network communication to the
destination-specified proxy associated with
the destination; and

metering traffic usage from the mobile de-
vice to the destination-specified proxy.

15. A computer program product to manage a mobile

device, the computer program product being embod-
ied in a non-transitory computer readable storage
medium and comprising computer instructions for:

receiving from a mobile device a network com-
munication associated with a destination;
using a stored routing data associated with the
mobile device to determine, based at least in
part on the destination, to redirect the network
communication to a destination-specified proxy
associated with the destination, wherein the
stored routing data associated with the mobile
device includes configuration data associated
with the destination, wherein the configuration
data indicates that network communications as-
sociated with the destination are to be redirected
to the destination-specified proxy; and

sending the network communication to the des-
tination-specified proxy associated with the des-
tination; and

metering traffic usage from the mobile device to
the destination-specified proxy.
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Patentanspriiche

Verfahren zum Verwalten einer Mobilvorrichtung,
umfassend:

von einer Mobilvorrichtung Empfangen einer mit
einem Ziel assoziierten Netzwerkdatenubertra-
gung;

Verwenden von mit der Mobilvorrichtung asso-
ziierten gespeicherten Wegfindungsdaten, um
wenigstens teilweise auf Basis des Ziels zu be-
stimmen, die Netzwerkdatenibertragung zu ei-
nem mit dem Ziel assoziierten Proxy mit vorge-
gebenem Ziel umzuleiten, wobei die mit der Mo-
bilvorrichtung assoziierten gespeicherten Weg-
findungsdaten mit dem Ziel assoziierte Konfigu-
rationsdaten aufweisen, wobei die Konfigurati-
onsdaten angeben, dass mit dem Ziel assozi-
ierte Netzwerkdatentibertragungen an den Pro-
Xy mit vorgegebenem Ziel umzuleiten sind;
Senden der Netzwerkdatenilibertragung an den
mit dem Ziel assoziierten Proxy mit vorgegebe-
nem Ziel; und

Messen der Verkehrsnutzung von der Mobilvor-
richtung zum Proxy mit vorgegebenem Ziel.

Verfahren nach Anspruch 1, wobei die Netzwerkda-
tenlibertragung an einem Verkehrsaufteiler empfan-
gen wird, der zum Empfangen und Speichern der
genannten Wegfindungsdaten konfiguriert ist.

Verfahren nach Anspruch 2, wobei die Wedfin-
dungsdaten durch eine mit dem Ziel assoziierte
MDM-Autoritat tber einen MDM-Broker bereitge-
stellt werden.

Verfahren nach Anspruch 1, wobei das Ziel ein Do-
main oder einen Teil davon umfasst.

Verfahren nach Anspruch 1, wobei das Ziel ein Teil-
netzwerk oder einen anderen IP-Adressbereich um-
fasst.

Verfahren nach Anspruch 1, das ferner das Verwen-
den einer gespeicherten Richtlinie zum Bestimmen,
die Netzwerkdatenibertragung zu filtern, umfasst.

Verfahren nach Anspruch 6, wobei das Filtern der
Netzwerkdatenibertragung das Sperren oder Ent-
fernen von wenigstens einem Teil von die Netzwerk-
datenubertragung umfassenden Daten aufweist.

Verfahren nach Anspruch 1, das ferner das Verwen-
den einer gespeicherten Richtlinie zum Bestimmen,
Inline-Verarbeitung in Bezug auf die Netzwerkdaten-
Ubertragung durchzufiihren, umfasst.

Verfahren nach Anspruch 8, wobei die Inline-Verar-
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beitung das Verschlisseln von wenigstens einem
Teil von die Netzwerkdatenibertragung umfassen-
den Daten aufweist.

Verfahren nach Anspruch 1, wobei der Proxy mitvor-
gegebenem Ziel mit einem mit dem Ziel assoziierten
MDM-Server assoziiert ist.

Verfahren nach Anspruch 1, das ferner das Aktuali-
sieren einer mit dem Ziel assoziierten Nutzungssta-
tistik, so dass sie die Netzwerkdatenutibertragung re-
flektiert, umfasst.

Verfahren nach Anspruch 11, das ferner das Ver-
wenden der Nutzungsstatistik zum Generieren eines
Berichts umfasst.

Verfahren nach Anspruch 11, das ferner das Ver-
wenden der Nutzungsstatistik zum Generieren einer
automatischen Rickerstattungszahlung umfasst.

System, umfassend:

eine Kommunikationsschnittstelle; und

einen Prozessor, der mit der Kommunikations-
schnittstelle gekoppelt ist und konfiguriert ist
zum:

von einer Mobilvorrichtung tber die Kom-
munikationsschnittstelle Empfangen einer
mit einem Ziel assoziierten Netzwerkdaten-
Uibertragung;

Verwenden von mit der Mobilvorrichtung
assoziierten gespeicherten Wedfindungs-
daten, um wenigstens teilweise auf Basis
des Ziels zu bestimmen, die Netzwerkda-
tenlibertragung zu einem mit dem Ziel as-
soziierten Proxy mit vorgegebenem Ziel
umzuleiten, wobei die mit der Mobilvorrich-
tung assoziierten gespeicherten Wegdfin-
dungsdaten mit dem Ziel assoziierte Konfi-
gurationsdaten aufweisen, wobei die Kon-
figurationsdaten angeben, dass mit dem
Ziel assoziierte Netzwerkdatenubertragun-
gen an den Proxy mit vorgegebenem Ziel
umzuleiten sind;

Senden der Netzwerkdatenibertragung an
den mit dem Ziel assoziierten Proxy mit vor-
gegebenem Ziel; und

Messen der Verkehrsnutzung von der Mo-
bilvorrichtung zum Proxy mit vorgegebe-
nem Ziel.

Computerprogrammprodukt zum Verwalten einer
Mobilvorrichtung, wobei das Computerprogramm-
produkt in einem nichtflichtigen computerlesbaren
Speichermedium ausgestaltet ist und Computeran-
weisungen umfasst zum:
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von einer Mobilvorrichtung Empfangen einer mit
einem Ziel assoziierten Netzwerkdatenubertra-
gung;

Verwenden von mit der Mobilvorrichtung asso-
ziierten gespeicherten Wegfindungsdaten, um
wenigstens teilweise auf Basis des Ziels zu be-
stimmen, die Netzwerkdatenibertragung zu ei-
nem mit dem Ziel assoziierten Proxy mit vorge-
gebenem Ziel umzuleiten, wobei die mit der Mo-
bilvorrichtung assoziierten gespeicherten Weg-
findungsdaten mit dem Ziel assoziierte Konfigu-
rationsdaten aufweisen, wobei die Konfigurati-
onsdaten angeben, dass mit dem Ziel assozi-
ierte Netzwerkdatenuibertragungen an den Pro-
Xy mit vorgegebenem Ziel umzuleiten sind; und
Senden der Netzwerkdatenlibertragung an den
mit dem Ziel assoziierten Proxy mit vorgegebe-
nem Ziel; und

Messen der Verkehrsnutzung von der Mobilvor-
richtung zum Proxy mit vorgegebenem Ziel.

Revendications

Procédé de gestion
comprenant :

d'un dispositif mobile,

une réception a partir d’'un dispositif mobile
d’une communication réseau associée a une
destination ;

une utilisation de données d’acheminement
stockées associées au dispositif mobile pour dé-
terminer, sur la base au moins en partie de la
destination, une redirection de la communica-
tion réseau vers un serveur mandataire a des-
tination spécifiée associé a la destination, dans
lequel les données d’acheminement stockées
associées au dispositif mobile incluent des don-
nées de configuration associées a la destina-
tion, dans lequel les données de configuration
indiqguent que des communications réseau as-
sociées a la destination sont a rediriger vers le
serveur mandataire a destination spécifiée ;
un envoi de la communication réseau vers le
serveur mandataire a destination spécifiée as-
socié a la destination ; et

une mesure d’utilisation de trafic a partir du dis-
positif mobile vers le serveur mandataire a des-
tination spécifiée.

Procédé selon la revendication 1, dans lequel la
communication réseau est regue au niveau d’un ré-
partiteur de trafic configuré pour recevoir et stocker
lesdites données d’acheminement.

Procédé selon la revendication 2, dans lequel les
données d’acheminement sont fournies via un inter-
médiaire MDM par une autorité MDM associée a la
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destination.

Procédé selon larevendication 1, dans lequel la des-
tination comprend un domaine ou une portion de cel-
le-ci.

Procédé selon larevendication 1, dans lequel la des-
tination comprend un sous-réseau ou une autre pla-
ge d’adresses IP.

Procédé selon la revendication 1, comprenant en
outre une utilisation d’une politique stockée pour dé-
terminer le fait de filtrer la communication réseau.

Procédé selon la revendication 6, dans lequel un fil-
trage de la communication réseau inclut un blocage
ou unretraitd’au moins une portion de données com-
prenant la communication réseau.

Procédé selon la revendication 1, comprenant en
outre une utilisation d’une politique stockée pour dé-
terminer le fait de réaliser un traitement intégré par
rapport a la communication réseau.

Procédé selon la revendication 8, dans lequel le trai-
tementintégré inclutun cryptage d’au moins une por-
tion de données comprenant la communication ré-
seau.

Procédé selon la revendication 1, dans lequel le ser-
veur mandataire a destination spécifiée est associé
a un serveur MDM associé a la destination.

Procédé selon la revendication 1, comprenant en
outre une mise a jour d’'une statistique d’utilisation
associée a la destination pour refléter la communi-
cation réseau.

Procédé selon la revendication 11, comprenant en
outre une utilisation de la statistique d’utilisation pour
générer un rapport.

Procédé selon la revendication 11, comprenant en
outre une utilisation de la statistique d’utilisation pour
générer un paiement de remboursement automati-
que.

Systeme, comprenant :

une interface de communication ; et
un processeur couplé a l'interface de communi-
cation et configuré pour :

recevoir a partir d’'un dispositif mobile, via
'interface de communication, une commu-
nicationréseau associée a une destination ;
utiliser des données d’acheminement stoc-
kées associées au dispositif mobile pour
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10

déterminer, sur la base au moins en partie
de la destination, une redirection de la com-
munication réseau vers un serveur manda-
taire a destination spécifiée associé a la
destination, dans lequel les données
d’acheminement stockées associées au
dispositif mobile incluent des données de
configuration associées a la destination,
dans lequel les données de configuration
indiquent que des communications réseau
associées a la destination sont a rediriger
vers le serveur mandataire a destination
spécifiée ;

envoyer la communication réseau vers le
serveur mandataire a destination spécifiée
associé a la destination ; et

mesurer une utilisation de trafic a partir du
dispositif mobile vers le serveur mandataire
a destination spécifiée.

15. Produit de programme informatique pour gérer un

dispositif mobile, le produit de programme informa-
tique étant intégré dans un support de stockage lisi-
ble par ordinateur non transitoire et comprenant des
instructions informatiques pour :

recevoir a partir d’'un dispositif mobile une com-
munication réseau associée a une destination ;
utiliser des données d’acheminement stockées
associées au dispositif mobile pour déterminer,
sur la base au moins en partie de la destination,
une redirection de la communication réseau
vers un serveur mandataire a destination spé-
cifiée associé a la destination, dans lequel les
données d’acheminement stockées associées
au dispositif mobile incluent des données de
configuration associées a la destination, dans
lequel les données de configuration indiquent
que des communications réseau associées a la
destination sont a rediriger vers le serveur man-
dataire a destination spécifiée ; et

envoyer la communication réseau vers le ser-
veur mandataire a destination spécifiée associé
a la destination ; et

mesurer une utilisation de trafic a partir du dis-
positif mobile vers le serveur mandataire a des-
tination spécifiée.
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