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Description
Field
[0001] The present invention relates to management

of access from a communication terminal to an applica-
tion. Background

[0002] With the recent demand for reduction in cost
and time taken for business trips, communication sys-
tems are widely used in which communication is per-
formed via communication networks such as the Internet
and leased lines. In a teleconference system, which is
an example of the communication systems, a teleconfer-
ence can be achieved by transmitting and receiving im-
age data and sound data among a plurality of communi-
cation terminals (refer to Patent Literature 1).

[0003] A method is known in which a teleconference
management system included in a teleconference sys-
tem authenticates a communication terminal, notifies the
communication terminal of uniform resource identifiers
(URIs) of a transmission management system, an update
system, and a screen provision system, and causes the
communication system to access the respective systems
(refer to Patent Literature 2). The method, in which the
teleconference management system authenticates all of
the communication terminals, eliminates the need for
each system serving as an access destination to authen-
ticate the communication terminal anew, thereby making
it possible to reduce the load of authentication by the
access destination.

[0004] For applications in the access destination, ap-
plications have been developed that operate without de-
pending on platforms, such as a Java (registered trade-
mark) application, for example. Those applications can
provide a function to link differentterminals, such as com-
munication among different terminals, when the commu-
nication terminals having different platforms, such as a
personal computer (PC) and a teleconference dedicated
terminal, access the same application. In this case, the
application side can also provide different functions such
as a teleconference with high image quality and a tel-
econference with standard image quality for each com-
munication terminal in accordance with a resolution of a
camera provided to the communication terminal serving
as an access origin, for example.

Summary
Technical Problem

[0005] When the application side provides different
functions depending on the communication terminal
serving as the access origin, the application side queries
the communication terminal serving as the access origin
a possible operation, and determines the function avail-
able in the communication terminal. As a result, a prob-
lem arises in that the load of the application side increas-
es. Solution to Problem
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[0006] The invention provides an access management
system that manages access from a communication ter-
minal to an application capable of providing different
functions depending on the communication terminal. The
access management system includes a function identi-
fication unit that identifies a function available in a com-
munication terminal serving as an origin of the access to
the application out of functions capable of being provided
by the application based on a model of the communica-
tion terminal serving as the access origin; and a control
unit that performs control such that function information
indicating the function identified by the function identifi-
cation unit is transmitted to the application serving as an
access destination when the communication terminal
serving as the access origin accesses the application.

Advantageous Effects of Invention

[0007] Accordingtothe invention, the access manage-
ment system identifies, based on the model of the com-
munication terminal serving as the origin of access to the
application, the function available in the communication
terminal serving as the access origin, and performs con-
trol such that the function information indicating the iden-
tified function is transmitted to the application serving as
the access destination. This eliminates, when the com-
munication terminal accesses the application, the need
for the application side to identify the function to be pro-
vided to the communication terminal. The invention, thus,
has an advantageous effect of making it possible to re-
duce the load of the application side.

Brief Description of Drawings
[0008]

FIG. 1 is a schematic diagram of a communication
system according to an embodiment of the present
invention.

FIG. 2 is a flowchart illustrating a method of authen-
tication and approval.

FIG. 3 is a flowchart illustrating another method of
authentication and approval.

FIG. 4 is a schematic diagram illustrating an exem-
plary external view of a communication terminal.
FIG. 5 is a hardware structure diagram of the com-
munication terminal.

FIG. 6 is a hardware structure diagram of another
communication terminal.

FIG. 7 is a hardware structure diagram of an elec-
tronic blackboard.

FIG. 8 is a hardware structure diagram of a commu-
nication management system, a relaying apparatus,
an application server, a program supply system, and
a maintenance system.

FIG. 9 is a software structure diagram of the com-
munication terminal.

FIG. 10 is functional block diagrams of the commu-



3 EP 3 136 248 A1 4

nication terminal, the communication management
system, and the application server.

FIG. 11isaconceptualdiagramillustratingaterminal
authentication management table.

FIG. 12 is a conceptual diagram illustrating an ap-
plication use management table.

FIG. 13 is a conceptual diagram illustrating an ap-
plication URL management table.

FIG. 14is aconceptualdiagramillustratingaterminal
function management table.

FIG. 15 is a conceptual diagram illustrating an ap-
plication function management table.

FIG. 16 is a conceptual diagram illustrating an ac-
cess token management table.

FIG. 17 is a conceptual diagram illustrating a state
of transmitting and receiving of various types of in-
formation in the communication system.

FIG. 18 is a sequence diagram illustrating process-
ing at a preparatory stage for starting communica-
tion.

FIG. 19 is a sequence diagram illustrating process-
ing up to a step at which application icons are dis-
played.

FIG. 20 is a sequence diagram illustrating process-
ing to make a request to start an application.

FIG. 21 is a schematic diagram illustrating an exem-
plary screen of an application list.

FIG. 22 is a flowchart illustrating processing to ap-
prove the use of the application.

FIG. 23 is a conceptual diagram illustrating an ex-
emplary display screen on a display.

FIG. 24 is a conceptual diagram illustrating another
exemplary display screen on the display.

FIG. 25 is another sequence diagram illustrating
processing up to the step at which the application
icons are displayed.

Description of Embodiments

[0009] The following describes an embodiment of the
present invention with reference to the accompanying
drawings.

<<Qverall structure of embodiment»
[First embodiment]

[0010] FIG. 1is a schematic diagram of a communica-
tion system according to a first embodiment of the inven-
tion. As illustrated in FIG. 1, a communication system 1
includes a plurality of communication terminals (10aa,
10ab, etc.), displays (120aa, 120ab, etc.) for the respec-
tive communication terminals (10aa, 10ab, etc.), a plu-
rality of relaying apparatuses (30a, 30b, 30c, and 30d),
acommunication management system 50, an application
server 80, a program supply system 90, and a mainte-
nance system 100.

[0011] Hereinafter, the "communication terminal" is
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simply expressed as the "terminal" while the "communi-
cation management system" is simply expressed as the
"management system". Any terminal in the terminals
(10aa, 10ab, etc.) is expressed as the "terminal 10". Any
display of the displays (120aa, 120ab, etc.) is expressed
as the "display 120". Any relaying apparatus of the re-
laying apparatuses (30a, 30b, and 30c) is expressed as
the "relaying apparatus 30". Any router of routers (70a,
70b, 70c, 70d, 70ab, and 70cd) is expressed as the "rout-
er 70". The communication can be achieved by sounds,
pictures (images), or sounds and pictures (images).
[0012] The communication system 1 canachieve a tel-
econference between remote locations by communica-
tion of image data and sound data, which are examples
of communication data. The multiple routers (70a, 70b,
70c, 70d, 70ab, and 70cd) select an optimal route for
communication data. The application server 80 manages
various applications (online applications) that operate on
each terminal 10. Each terminal 10 downloads various
applications from the application server 80 to use them.
[0013] The terminals (10aa, 10ab, 10ac, etc.), the re-
laying apparatus 30a, and the router 70a are coupled to
each other with a LAN 2a so as to enable communication
among them. The communication terminals (10ba, 10bb,
10bc, etc.), the relaying apparatus 30b, and the router
70b are coupled to each other with a LAN 2b so as to
enable communication among them. The LANs 2a and
2b are coupled to each other with a leased line 2ab in-
cluding the router 70ab so as to enable communication
therebetween. The LANs 2a and 2b and the leased line
2ab are built out in an area A. For example, the LAN 2a
is built out in a business office in Tokyo of a certain com-
pany while the LAN 2b is built out in a business office in
Osaka of the certain company.

[0014] The communication terminals (10ca, 10cb,
10cc, etc.), the relaying apparatus 30c, and the router
70c are coupled to each other with a LAN 2c so as to
enable communication among them. The communication
terminals 10d (10da, 10db, 10dc, etc.), the relaying ap-
paratus 30d, and the router 70d are coupled to each other
with a LAN 2d so as to enable communication among
them. The LANs 2c and 2d are coupled to each other
with a leased line 2cd including the router 70cd so as to
enable communication therebetween. The LANs 2¢ and
2d and the leased line 2cd are built out in an area B. For
example, the LAN 2c is built out in a business office in
New York of a certain company while the LAN 2d is built
outin a business office in Washington, D.C. of the certain
company. The areas A and B are coupled to each other
with the routers (70ab and 70cd) via the Internet 2i so as
to enable communication therebetween.

[0015] Out of the terminals 10, the terminals (10aa,
10ba, 10ca, and 10da) are teleconference dedicated ter-
minals, and each provided with a microphone for voice
input and output, a speaker, and a camera for taking im-
agesin arange from standard image quality to highimage
quality. The terminals (10ab, 10bb, 10cb, and 10db) are
inexpensive teleconference dedicated terminals, and
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each provided with a microphone for voice input and out-
put, a speaker, and a camera for taking images with
standard image quality. The terminals (10ac, 10bc, 10cc,
and 10dc) are mobile phone terminals, and each provid-
ed with a microphone for voice input and output, and a
speaker. The terminals (10ad, 10bd, 10cd, and 10dd) are
electronic blackboards, and each provided with a con-
troller for coordinate data input. The coordinate data is
produced by the electronic blackboard electrically con-
verting a stroke image such as characters, numbers, or
graphics drawn by a user while touching a display with
an electronic pen or a hand. The electronic blackboard
transmits the coordinate data to another electronic black-
board via the management system 50. The other elec-
tronic blackboard reproduces the stroke image from the
coordinate data. In such a manner, the stroke image
drawn by one electronic blackboard is also displayed on
the other electronic blackboard at a remote location. The
electronic blackboards, thus, make conferences be-
tween remote locations more convenient, for example.
[0016] The management system 50, the application
server 80, the program supply system 90, and the main-
tenance system 100 are connected to the Internet 2i. The
management system 50, the program supply system 90,
and the maintenance system 100 are not limited to being
disposed at a specific location. The respective systems
may be disposed in the same area or the same country,
or in different areas or different countries.

[0017] A communication network 2 in the embodiment
includes the LANs 2a and 2b, the leased lines 2ab and
2cd, the Internet 2i, and the LANs 2c and 2d. The com-
munication network 2 may include a section in which
communication is performed wirelessly such as wireless
fidelity (WiFi) or Bluetooth (registered trademark) be-
sides the wired transmission.

[0018] In FIG. 1, four numbers indicated under each
terminal 10, each relaying apparatus 30, the manage-
ment system 50, each router 70, the program supply sys-
tem 90, and the maintenance system 100 simply repre-
sent commonly used IP addresses in IPv4. For example,
the IP address of the terminal 10aa is "1.2.1.3". The IP
address may be expressed in IPv6 instead of IPv4. How-
ever, the explanation is made using IPv4 for simple ex-
planation.

[0019] The terminals 10 may be used together in com-
munication made in the same room, or in communication
made between an outdoor site and an indoor site or
among the outdoor sites in addition to communication
made among a plurality of business offices and commu-
nication made among different rooms in the same busi-
ness office. When each terminal 10 is used at an outdoor
site, communication is performed wirelessly such as a
mobile phone communication network.

[0020] Each terminal 10 illustrated in FIG. 1 enables a
user to perform communication by transmitting and re-
ceiving communication data. In addition, the terminal 10
transmits and receives communication data using a cer-
tain communication scheme (a call control scheme to
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connect or disconnect the destination of communication
and an encoding scheme to convert communication data
into an IP packet).

[0021] Examples of the call control scheme include
protocols such as (1) a session initiation protocol (SIP),
(2)H.323, (3) anextended SIP, (4) a protocol of an instant
messenger, (5) a protocol using a message method of
the SIP, (6) a protocol of internet relay chat (IRC), and
(7) an extended version of the protocol of the instant mes-
senger. The protocol of the instant messenger is used in
(4-1) an extensible messaging and presence protocol
(XMPP) or (4-2) ICQ (registered trademark), AIM (regis-
tered trademark), or Skype (registered trademark), for
example. Furthermore, (7) the extended version of the
protocol of the instant messenger is Jingle, for example.
[0022] The terminal 10 downloads applications for var-
ious uses from the application server 80 based on the
user’s operation, and uses them. The multiple terminals
10 that use the same application can establish commu-
nication among them via the communication network 2.
Examples of the applications include communication ap-
plications and message applications. Besides telecon-
ference applications, Skype, Google Talk, Line, Face-
Time, Kakao Talk, and Tango (registered trademark or
unregistered trademark) are exemplified.

[0023] The managementsystem 50 manages informa-
tion necessary to authenticate and approve the terminals
10, and has a function of an access approval system that
authenticates the terminal 10 and approves the access
to the applications. The application server 80 hosts uni-
form resource identifiers (URIs), which represent entities
of the applications.

[0024] The terminal 10 can use various applications
via the communication network 2. When the application
is used, a system in which the application side independ-
ently performs authentication may be used as a method
for preventing unauthorized use such as spoofing and
information leakage. The method, however, requires
each application side to establish a system that can safely
manage personal information and the like for gaining the
user’s confidence. As aresult, the load of the application
side increases. When the user registers information
about services including personal information in an ac-
cess approval system and uses the application, a method
is widely used in which the access approval system ap-
proves the use of the application, as illustrated in FIG. 2.
FIG. 2 is a flowchart illustrating a method of authentica-
tion and approval. An example of the authentication and

approval method wusing this method is OAuth2
(RFC6749).
[0025] In the method, the terminal requests authenti-

cation from the access approval system. If the authenti-
cation is successful (Yes at the determination of success
in authentication), the access approval system produces
approval information such as an access token indicating
that the access to the application is approved, and trans-
mits the approval information to the terminal. The termi-
nal transmits the approval information to the application
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server to access the application. As a result, the appli-
cation starts. The access approval system that authen-
ticates all of the terminals instead of the application side
makes it possible for the respective application sides to
reduce costs required for authentication.

[0026] When the application changes operation de-
pending on the terminal, the application side queries the
operating system (OS) of a smartphone or a service pro-
vided by the OS to acquire information about the terminal
such as a resolution of the screen, and changes the op-
erationin accordance with the acquired information when
the communication system is composed of the smart-
phones, for example. The processing of the query, how-
ever, causes the load of the application side to increase.
[0027] In the embodiment, the authentication and ap-
proval method as illustrated in FIG. 3 can be used. FIG.
3 is a flowchart illustrating the method of authentication
and approval. When receiving the approval of the access
to the application that changes operation depending on
the terminal, the management system 50 serving as the
access approval system determines not only whether the
user has authority to use the application (Yes at the de-
termination of the presence of application use authority)
(No at the determination of the presence of application
use authority) but also whether the user has authority to
execute respective functions of the application, and pro-
duces the approval information. This eliminates the need
for the application side to perform processing to acquire
the information about the terminal and determine the
function, which is required for the conventional system.
[0028] The information about the terminal 10 neces-
sary for the determination is attainable by being prelim-
inarily stored in the management system 50 or transmit-
ted by the terminal 10 to the management system 50
when the terminal 10 requests authentication from the
management system 50. This makes it possible to de-
termine the operation of the application depending on
the type of the terminal 10 by only updating the informa-
tion necessary for determination without changing the
implementation of the application.

«Hardware structure of embodiment»

[0029] The following describes a hardware structure
of the embodiment. The following describes a hardware
structure of the terminal 10. The terminal 10 is classified
into the teleconference dedicated terminal, the inexpen-
sive teleconference dedicated terminal, which are tel-
econference dedicated terminals, the mobile phone ter-
minal, and the electronic blackboard, as described
above. The following describes an outer appearance of
the teleconference dedicated terminal.

[0030] FIG. 4 is an external view of the terminal 10
according to the embodiment. As illustrated in FIG. 4, the
terminal 10 serving as the teleconference dedicated ter-
minal includes a housing 1100, an arm 1200, and a cam-
era housing 1300. A front sidewall surface 1110 of the
housing 1100 includes an air intake surface (not illustrat-
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ed) having a plurality of air intake holes. A rear sidewall
surface 1120 of the housing 1100 includes an air exhaust
surface 1121 having a plurality of air exhaust holes. This
makes it possible to take in external air at the rear of the
terminal 10 via the air intake surface and to exhaust the
taken air toward the rear of the terminal 10 via the air
exhaust surface 1121 by driving a cooling fan built in the
housing 1100. A right sidewall surface 1130 of the hous-
ing 1100 has a sound-collecting hole 1131. The sound-
collecting hole 1131 enables a built-in microphone 114,
which will be described later, to collect sounds such as
voices, other sounds, and noises.

[0031] An operation panel 1150 is formed on a side
adjacent to the right sidewall surface 1130 of the housing
1100. The operation panel 1150 is provided with a plu-
rality of operation buttons (108a to 108e), a power source
switch 109, and an alarm lamp 119, which are described
later, and includes a sound output surface 1151 having
a plurality of voice output holes that allow output sound
from a built-in speaker 115, which will be described later,
to pass through. The operation panel 1150 is provided
with an authentication receiving I/F 122. The authentica-
tion receiving I/F 122 is an interface that receives input
of authentication information from the user. Specifically,
the authentication receiving I/F 122 is an IC card reader,
or a reader of an SD card or a SIM card.

[0032] In addition, a housing section 1160 is formed in
a recess so as to house therein the arm 1200 and the
camerahousing 1300, on a side adjacent to a left sidewall
surface 1140 of the housing 1100. The right sidewall sur-
face 1130 of the housing 1100 is provided with a plurality
of connecting ports (1132a to 1132c) for electrically con-
necting cables to an external device connection I/F 118,
which will be described later. The left sidewall surface
1140 of the housing 1100 is provided with a connecting
port (not illustrated) for electrically connecting a cable
120c for the display 120 to the external device connection
I/F 118, which will be described later.

[0033] In the following description, any operation but-
ton in the operation buttons (108a to 108e) is described
as the "operation button 108" while any connecting port
in the connecting ports (1132ato 1132c¢) is described as
the "connecting port 1132".

[0034] The arm 1200 is mounted on the housing 1100
with a torque hinge 1210 such that the arm 1200 is ro-
tatable with respect to the housing 1100 in the up-down
direction within a range of a tilt angle 61 of 135 degrees.
FIG. 4 illustrates the state when the tilt angle 61 is 90
degrees. The camera housing 1300 includes a built-in
camera 112, which will be described later. A user, a doc-
ument, and a room, for example, can be imaged by the
camera 112. The camera housing 1300 has a torque
hinge 1310. The camera housing 1300 is mounted on
the arm 1200 with the torque hinge 1310 interposed ther-
ebetween. The camera housing 1300 is mounted on the
arm 1200 with the torque hinge 1310 interposed there-
between such that the camera housing 1300 is rotatable
with respect to the arm 1200 in the up-down and left-right
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directions within a range of a pan angle 62 of =180 de-
grees and within arange of atiltangle V3 of =45 degrees,
under the assumption that the angle is 0 degrees in the
state illustrated in FIG. 4.

[0035] The external view illustrated in FIG. 4 is an ex-
ample. The outer appearance is not limited to this exam-
ple. Examples of the terminal 10 may include a projection
device such as a general purpose PC, a smartphone, a
tablet terminal, an electronic blackboard, or a projector,
a car navigation terminal mounted in a vehicle, an image
forming device such as a multifunction peripheral or a
printer, and a wearable terminal. The camera and the
microphone are not necessarily built in the terminal 10,
and may be provided externally.

[0036] The management system 50, the program sup-
ply system 90, and the maintenance system 100 have
the same outer appearances as the typical servers and
computers. The description of their outer appearances
is thus omitted. The mobile phone terminal and the elec-
tronic blackboard, each of which is the terminal 10, have
the same outer appearances as the typical mobile
phones and electronic blackboard. The description of
their outer appearances is thus omitted.

[0037] The following describes a hardware structure
of the teleconference dedicated terminal as an example
ofthe terminal 10. FIG. 5is a hardware structure diagram
of the terminal 10 according to the embodiment. As illus-
trated in FIG. 5, the terminal 10 in the embodiment in-
cludes a central processing unit (CPU) 101 that controls
overall operation of the terminal 10, a read only memory
(ROM) 102 that stores therein a computer program used
for driving the CPU 101 such as an initial program loader
(IPL), a random access memory (RAM) 103 used as a
working area of the CPU 101, a flash memory 104 that
stores therein various types of data such as a computer
program for the communication terminal 10, the image
data, and the sound data, a solid state drive (SSD) 105
that controls reading of various types of data from or writ-
ing various types of data into the flash memory 104 under
the control of the CPU 101, a media drive 107 that con-
trols reading of data from or writing (storing) of data into
a recording medium 106 such as a flash memory, the
operation buttons 108 operated when a destination of
the terminal 10is selected, forexample, the power source
switch 109 that switches on and off of the power source
of the terminal 10, and a network interface (I/F) 111 that
performs data transmission using the communication
network 2.

[0038] The terminal 10 further includes the built-in
camera 112 that images a subject to acquire the image
data under the control of the CPU 101, animaging device
I/F 113 that controls driving of the camera 112, the built-
in microphone 114 that receives voices, the built-in
speaker 115 that outputs voices, a voice input-output I/F
116 that processes input and output of a voice signal
between the microphone 114 and the speaker 115 under
the control ofthe CPU 101, adisplay I/F 117 that transmits
image data to the display 120 externally mounted under
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the control of the CPU 101, the external device connec-
tion I/F 118 that connects various external devices, the
alarm lamp 119 that alarms the abnormalities of the var-
jous functions of the terminal 10, the authentication re-
ceiving I/F 122 described with reference to FIG. 5, and
a bus line 110 that electrically connects the above-de-
scribed components as illustrated in FIG. 5, such as an
address bus or a data bus.

[0039] The display 120 is a display unit that includes
a liquid crystal or organic electroluminescence (EL) by
which images of subjects and operations, for example,
are displayed. The display 120 is coupled to the display
I/F 117 with the cable 120c. The cable 120c may be an
analog RGB (VGA) signal cable, a component video ca-
ble, a high-definition multimedia interface (HDMI, which
is a registered trademark) signal cable, or a digital video
interactive (DVI) signal cable.

[0040] The camera 112 includes a lens and a solid
state imaging device that converts light into charges so
as to generate an electrically available image (picture)
of a subject. As the solid state imaging device, a com-
plementary metal oxide semiconductor (CMOS) or a
charge coupled device (CCD) is used, for example. The
camera 112 provided to the teleconference dedicated
terminal is a video camera with high definition (HD) image
quality.

[0041] External devices such as an external camera,
an external microphone, and an external speaker can be
electrically connected to the external device connection
I/F 118 with universal serial bus (USB) cables inserted
into the connecting port 1132 of the housing 1100 illus-
trated in FIG. 4. When an external camera is connected,
the external camera is driven prior to the built-in camera
112 under the control of the CPU 101. Likewise, when
an external microphone and an external speaker are con-
nected, the external microphone and the external speak-
er are driven prior to the built-in microphone 114 and the
built-in speaker 115 under the control of the CPU 101.
[0042] The recording medium 106 is attached to the
terminal 10 in a detachable manner. An electrically eras-
able and programmable ROM (EEPROM) may be used,
for example, as a non-volatile memory from which data
is read or into which data is written under the control of
the CPU 101. The non-volatile memory is not limited to
the flash memory 104.

[0043] The inexpensive teleconference dedicated ter-
minal has the same hardware structure as the telecon-
ference dedicated terminal. The detailed description
thereof is thus omitted. The camera 112 provided to the
inexpensive teleconference dedicated terminal is a video
camera with standard definition (SD) image quality.
[0044] The following describes a hardware structure
of the terminal 10 other than the teleconference dedicat-
ed terminal in terms of difference from the teleconference
dedicated terminal. As illustrated in FIG. 6, the hardware
structure of the mobile phone terminal differs from that
of the teleconference dedicated terminal in that the mo-
bile phone terminal does not include the camera 112, the
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imaging device I/F 113, the display I/F 117, or the display
120. FIG. 6 is a hardware structure diagram of the termi-
nal 10 according to the embodiment.

[0045] The following describes a hardware structure
of the electronic blackboard in the embodiment with ref-
erence to FIG. 7. FIG. 7 is a hardware structure diagram
of the electronic blackboard. As illustrated in FIG. 7, each
of the electronic blackboards, which are the terminal
10ad, 10bd, etc., includes the CPU 101 that controls over-
all operation of the electronic blackboard, the ROM 102
that stores therein a computer program used for driving
the CPU 101 such as an IPL, the RAM 103 used as a
working area of the CPU 101, the SSD 105 that stores
therein various types of data such as computer programs
for the electronic blackboard, and the network I/F 111
that controls communication with the communication net-
work 2. The electronic blackboard further includes the
authentication receiving I/F 122 that receives input of the
authentication information from the user, a capture de-
vice 123 that causes a display of a notebook computer
6 todisplay picture information as a stillimage or amoving
image, a graphics processing unit (GPU) 124 that spe-
cializes in graphics, and a display controller 125 that con-
trols and manages a screen display for outputting the
image output from the GPU 124 to a display 3, for exam-
ple.

[0046] Furthermore, the electronic blackboard in-
cludes a sensor controller 126 that controls the process-
ing of a contact sensor 127, and the contact sensor 127
that detects the contact of an electronic pen 4 or a hand
H of the user on the display 3. The contact sensor 127
inputs coordinates and detects coordinates by aninfrared
ray cutting off method. In the method for inputting and
detecting coordinates, two light emitting-receiving devic-
es disposed at both ends on the upper side of the display
3 emitaplurality ofinfrared rays in parallel with the display
3, the infrared rays are reflected by a reflector provided
around the display 3, and a light receiving element re-
ceives light returning on the same optical path as emitted
light. The contact sensor 127 outputs identifications (IDs)
of infrared rays emitted by the two light emitting-receiving
devices cut by an object to the sensor controller 126. The
sensor controller 126 identifies the coordinates of the po-
sition serving as the contact position of the object. All of
the IDs described below are examples of identification
information.

[0047] The contact sensor 127 is not limited to the in-
frared ray cutting off method. Various detection units may
be employed such as a capacitance touch panel identi-
fying the contact position by detecting a change in an
electrostatic capacitance, a resistive touch panel identi-
fying the contact position by detecting a change in a volt-
age between two opposing resistance films, and an elec-
tromagnetic touch panel identifying the contact position
by detecting electromagnetic induction generated when
an object makes contact with the display unit.

[0048] The electronic blackboard further includes an
electronic pen controller 128. The electronic pen control-
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ler 128 detects the presence or absence of the touch of
a pen tip or pen end on the display 3 by communicating
with the electronic pen 4. The electronic pen controller
128 may determine the presence or absence of the touch
of a portion the user holds of the electronic pen 4 or other
portions of the electronic pen besides the pen tip and end
of the electronic pen 4. Furthermore, asiillustrated in FIG.
7, the electronic blackboard includes a bus line 110 such
as anaddress bus ora data bus for electrically connecting
the CPU 101, the ROM 102, the RAM 103, the SSD 105,
the network I/F 111, the authentication receiving I/F 122,
the capture device 123, the GPU 124, the sensor con-
troller 126, the electronic pen controller 128 to one an-
other.

[0049] FIG. 8 is a hardware structure diagram of the
management system 50, the relaying apparatus 30, the
application server 80, the program supply system 90, and
the maintenance system 100 according to the embodi-
ment of the invention. The management system 50 in-
cludes a CPU 201 that controls the overall operation of
the management system 50; a ROM 202 that stores
therein a computer program used for driving the CPU
201 such as an IPL, a RAM 203 that is used as a working
area of the CPU 201; an HD 204 that stores therein var-
ious types of data such as a computer program for the
management system 50; a hard disk drive (HDD) 205
that controls reading of various types of data from or writ-
ing of various types of data into the HD 204 under control
of the CPU 201; a media drive 207 that controls reading
data from or writing (storing) data into a recording medi-
um 206 such as a flash memory; a display 208 that dis-
plays various types of information such as a cursor, men-
us, windows, characters, or images, a network I/F 209
that performs data communication using the communi-
cation network 2; a keyboard 211 provided with a plurality
ofkeys toinput characters, numerical values, and various
instructions; a mouse 212 that is used for selecting and
executing various instructions, selecting items to be proc-
essed, and moving the cursor; a CD-ROM drive 214 that
controls reading of various types of data from or writing
of various types of data into a compact disc read only
memory (CD-ROM) 213 as an example of an attachable-
detachable recording medium; and a bus line 210 that
electrically connects the above-described components
with each other as illustrated in FIG. 8, such as an ad-
dress bus or a data bus.

[0050] The relaying apparatus 30, the application serv-
er 80, the program supply system 90, and the mainte-
nance system 100 have the same hardware structure as
the management system 50. The description thereof is
thus omitted.

[0051] The following describes a software structure of
the terminal 10. FIG. 9 is a software structure diagram
of the terminal 10. As illustrated in FIG. 9, an OS 1020,
a phone call application 1031, a standard definition (SD)
video conference application 1032, a high definition (HD)
video conference application 1033, and an electronic
blackboard application 1034 operate in a working area
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1010 in the RAM 103. The OS 1020, which is not limited
to a specific OS, is installed in the terminal 10 as the
factory default. The phone call application 1031, the SD
video conference application 1032, the HD video confer-
ence application 1033, and the electronic blackboard ap-
plication 1034 may be acquired from the application serv-
er 80 and installed after factory shipment.

[0052] The OS 1020 is basic software that provides a
basic function and manages the whole of the terminal
10. A browser 1021, which is software that operates on
the OS 1020, is used for displaying information along
with a certain purpose such that the information is
browsed. The phone call application 1031, the SD video
conference application 1032, the HD video conference
application 1033, and the electronic blackboard applica-
tion 1034 are software operating on the OS 1020, and
are used for communication with the other terminals 10.
In the embodiment of the invention, the phone call appli-
cation 1031, the SD video conference application 1032,
the HD video conference application 1033, and the elec-
tronic blackboard application 1034 may be compliant with
difference communication protocols.

[0053] The phone call application 1031, the SD video
conference application 1032, the HD video conference
application 1033, and the electronic blackboard applica-
tion 1034 are examples of the applications. Other appli-
cations may be installed. For simple explanation, four
types of applications are explained. When a plurality of
phone call applications are installed, the phone call ap-
plications are compliant with difference communication
protocols described above as (1) to (7).

<<Functional structure of embodiment>>

[0054] The following describes a functional structure
of the embodiment. FIG. 10 is functional block diagrams
of the terminal 10, the management system 50, and the
application server 80 included in the communication sys-
tem 1in the embodiment. In FIG. 10, the terminal 10, the
management system 50, and the application server 80
are coupled so as to enable data communication among
them via the communication network 2.

<Functional structure of communication terminal>

[0055] The terminal 10 includes a device control unit
1050 and a communication control unit 1060. The device
control unit 1050 is achieved upon starting of the OS
1020 and the browser 1021 illustrated in FIG. 9. The com-
munication control unit 1060 is achieved upon starting of
any of the phone call application 1031, the SD video con-
ference application 1032, the HD video conference ap-
plication 1033, and the electronic blackboard application
1034 illustrated in FIG. 9.

[0056] The device control unit 1050 includes a trans-
mitting-receiving unit 11, an operation input receiving unit
12, a display control unit 13, a start request unit 14, and
a storage-read unit 19. These units are functions that are
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achieved when some of the components illustrated in
FIG. 5 or 6 is operated by a command from the CPU 101
according to the computer program loaded on the RAM
103 from the flash memory 104.

[0057] The communication control unit 1060 includes
a transmitting-receiving unit 21, a start unit 22, a display
control unit 24, a function execution unit 25, and a stor-
age-read unit 29. These units are functions that are
achieved when some of the components illustrated in
FIG. 5 or 6 is operated by a command from the CPU 101
according to the phone call application (computer pro-
gram) loaded on the RAM 103 from the flash memory
104.

[0058] The terminal 10 includes a storage unit 1000
structured by the ROM 102, the RAM 103, and the flash
memory 104 that are illustrated in FIG. 5 or 6.

(Authentication data storage area)

[0059] The storage unit 1000 of the terminal 10 in-
cludes an authentication data storage area 1001 that
stores therein the authentication information used for au-
thenticating a login request origin when the terminal 10
makes a login request to the management system 50. In
the embodiment of the invention, the authentication data
storage area 1001 of the terminal 10 stores therein cer-
tificate information and any password. This enables the
terminal 10 to use client certificate authentication and
password authentication optionally. The authentication
data may be stored in a subscriber identity module (SIM)
card, a memory, or the like and received by the authen-
tication receiving I/F 122, and may be stored in the au-
thentication data storage area 1001 by the storage-read
unit 19.

(Model information storage area)

[0060] The storage unit 1000 of the terminal 10 in-
cludes a model information storage area 1002 that stores
therein model information that indicates a model of the
terminal 10. In the embodiment of the invention, the mod-
el information storage area 1002 of each of the terminals
(10aa, 10ba, etc.) stores therein model information "A"
indicating that the terminal is the teleconference dedicat-
ed terminal. The model information storage area 1002 of
each of the terminals (10ab, 10bb, etc.) stores therein
model information "B" indicating that the terminal is the
inexpensive teleconference dedicated terminal. The
model information storage area 1002 of each of the ter-
minals (10ac, 10bc, etc.) stores therein model informa-
tion "C" indicating that the terminal is the mobile phone
terminal. The model information storage area 1002 of
each of the terminals (10ad, 10bd, etc.) stores therein
model information "D" indicating that the terminal is the
electronic blackboard.
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(Each functional structure of device control unit)

[0061] The following describes each functional struc-
ture of the device control unit 1050 of the terminal 10 in
detail with reference to FIG. 10. In the following descrip-
tion of each functional structure of the device control unit
1050 of the terminal 10, a relation is also described be-
tween each functional structure of the device control unit
1050 and major components that achieve each functional
structure of the device control unit 1050 in the compo-
nents illustrated in FIGS. 5to 7.

[0062] The transmitting-receiving unit 11 of the termi-
nal 10 illustrated in FIG. 10 is achieved by a command
from the CPU 101 illustrated in FIGS. 5 to 7 and the net-
work I/F 111. The transmitting-receiving unit 11 transmits
and receives various types of data (or information) be-
tween itself and the terminal on the opposite side, each
apparatus, or the system via the communication network
2.

[0063] The operation input receiving unit 12 is
achieved by a command from the CPU 101 illustrated in
FIGS. 5 to 7, and the operation buttons (108a, 108b,
108c, 108d, and 108e) and the power source switch 109
illustrated in FIG. 4. The operation input receiving unit 12
receives various types of input or various selections from
a user. For example, once the user turns on the power
source switch 109 illustrated in FIG. 4, the operation input
receiving unit 12 illustrated in FIG. 10 receives the power
source on operation and causes the power source to be
turned on.

[0064] Thedisplay controlunit13isachievedbyacom-
mand from the CPU 101 illustrated in FIGS. 5 to 7, and
the display I/F 117. The display control unit 13 performs
control such thatimage data sent from the opposite side
in communication is transmitted to the display 120.
[0065] The start request unit 14 is achieved by a com-
mand from the CPU 101 illustrated in FIGS. 5 to 7, and
the browser 1021. The start request unit 14 requests the
communication control unit 1060 to start the applications
(1031, 1032, 1033, and 1034).

[0066] The storage-read unit 19 is executed by a com-
mand from the CPU 101 illustrated in FIGS. 5 to 7 and
the SSD 105, or achieved by a command from the CPU
101. The storage-read unit 19 stores various types of
data in the storage unit 1000 or reads various types of
data stored in the storage unit 1000.

(Each functional structure of communication control unit)

[0067] The following describes each functional struc-
ture of the communication control unit 1060 of the termi-
nal 10 in detail with reference to FIGS. 5 to 7 and FIG.
10. In the following description of each functional struc-
ture of the communication control unit 1060 of the termi-
nal 10, a relation is also described between each func-
tional structure of the communication control unit 1060
and major components that achieve each functional
structure of the communication control unit 1060 in the
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components illustrated in FIGS.5to 7.

[0068] The transmitting-receiving unit 21 illustrated in
FIG. 10 is achieved by a command from the CPU 101
illustrated in FIGS. 5 to 7 and the network I/F 111. The
transmitting-receiving unit 21 transmits and receives var-
ious types of data (or information) between itself and the
terminal on the opposite side, each apparatus, or the
system via the communication network 2.

[0069] The start unit 22 is achieved by a command
from the CPU 101 illustrated in FIGS. 5 to 7. When the
operation input receiving unit 12 of the device control unit
1050 receives an application selection by the user, the
start unit 22 starts operation of the communication control
unit 1060 (phone call application) based on a start re-
quest from the operation input receiving unit 12.

[0070] Thedisplaycontrolunit24isachievedbyacom-
mand from the CPU 101 illustrated in FIGS. 5 to 7, and
the display I/F 117. The display control unit 24 performs
control such that data of a screen is transmitted to the
display 120.

[0071] The function execution unit 25 is achieved by a
command from the CPU 101 illustrated in FIGS. 5t0 7
and the camera 112, the microphone 114, or the speaker
115. The function execution unit 25 performs control to
achieve communication using, for example, images and
sounds.

[0072] The storage-read unit 29 is executed by a com-
mand from the CPU 101 illustrated in FIGS. 5 to 7 and
the SSD 105, or achieved by a command from the CPU
101. The storage-read unit 29 stores various types of
data in the storage unit 1000 or reads various types of
data stored in the storage unit 1000.

<Functional structure of management system>

[0073] The management system 50 includes a trans-
mitting-receiving unit 51, an authentication unit 52, a
function identification unit 53, an approval unit 55, and a
storage-read unit 59. These units are functions or units
that are achieved when some of the components illus-
trated in FIG. 8 is operated by a command from the CPU
201 according to the computer program for the manage-
ment system 50 loaded on the RAM 203 from the HD
204. The management system 50 includes a storage unit
5000 structured by the HD 204 illustrated in FIG. 8. In
the storage unit 5000, DBs (5001,5003, 5004, 5005,
5006, and 5007) including respective tables described
below are structured.

(Terminal authentication management table)

[0074] FIG. 11 is a conceptual diagram illustrating a
terminal authentication management table. In the stor-
age unit 5000, a terminal authentication management
DB 5001 including the terminal authentication manage-
ment table illustrated in FIG. 11 is structured. In the ter-
minal authentication management table, the password
for authentication and information that indicates permis-
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sion or rejection of the client certificate authentication are
managed in association with each of the terminal IDs of
all of the terminals 10 managed by the management sys-
tem 50. For example, the terminal authentication man-
agement table illustrated in FIG. 11 indicates that the
terminal 10aa having a terminal ID "01aa" can use the
password authentication and the password for the au-
thenticationis "aaaa". In the terminal authentication man-
agement table, it is indicated that the terminal 10ab hav-
ing a terminal ID "01ab" can use the client certificate au-
thentication. Furthermore, in the terminal authentication
management table, it is indicated that the terminal 10ac
having a terminal ID "01ac" can use the password au-
thentication and the client certificate authentication, and
the password for the password authentication is "cccc".
By limiting the available authentication method for each
terminal 10, the available authentication method can be
limited for all of the available applications for each termi-
nal 10. In the embodiment, any information that can iden-
tify the terminal 10 serving as the communication desti-
nation may be used for the terminal ID. The information
may be information that is not unique to the terminal 10
besides the information unique to the terminal 10. For
example, the information may be information that identi-
fies the user of the terminal 10. For another example, the
information may be identification information stored in a
recording medium from which the terminal 10 can read
the identification information.

(Application use management table)

[0075] FIG. 12 is a conceptual diagram illustrating an
application use management table. In the storage unit
5000, an application use management DB 5003 including
the application use management table illustrated in FIG.
12 is structured. In the application use management ta-
ble, availability information indicating whether the appli-
cation is available or unavailable is managed in associ-
ation with each terminal ID identifying the terminal 10 and
for each application ID identifying the application for tel-
econference. In the availability information column, "on"
indicates that the application is available while "off" indi-
cates that the application is unavailable.

[0076] Furthermore, an available condition under
which the application is available can be added to the
application use management table to manage the appli-
cation. For example, in the application use management
table illustrated in FIG. 12, it is indicated that the phone
call application identified by an application ID "a001" and
the SD video conference application identified by an ap-
plication ID "a002" are available, and the HD video con-
ference application identified by an application ID "a003"
is unavailable in the terminal 10aa having a terminal ID
"01aa". In this case, an available period of the phone call
application is from "January 1st, 2014" to "September
30th, 2014".
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(Application URL management table)

[0077] FIG. 13 is a conceptual diagram illustrating an
application URL management table. In the storage unit
5000, an application URL management DB 5004 includ-
ing the application URL management table illustrated in
FIG. 13 is structured. In the application URL manage-
ment table, URL information about icon data of the ap-
plication in the communication network 2 and the URL
information about the application in the communication
network 2 are managed in association with each of a
plurality of application IDs.

(Terminal function management table)

[0078] FIG. 14 is a conceptual diagram illustrating a
terminal function management table. In the storage unit
5000, a terminal function management DB 5005 includ-
ing the terminal function management table as illustrated
in FIG. 14 is structured. In the terminal function manage-
ment table, function information that indicates a function
available in the terminal 10 of the model of the application
is managed in association with each model information
indicating the model of the terminal 10. The embodiment
of the invention may allow the model information about
the terminal to be classified in accordance with a device
provided to the terminal 10. For example, the terminal 10
provided with an external device such as a microphone
or a speaker may be managed as a different model from
the terminal 10 before attachment of the external device.
In the terminal function management table illustrated in
FIG. 14, the model information "A" indicates the telecon-
ference dedicated terminal, the model information "B" in-
dicates the inexpensive teleconference dedicated termi-
nal, the modelinformation "C" indicates the mobile phone
terminal, and the model information "D" indicates the
electronic blackboard.

(Application function management table)

[0079] FIG. 15 is a conceptual diagram illustrating an
application function management table. In the storage
unit 5000, an application function management DB 5006
including the application function management table as
illustrated in FIG. 15 is structured. In the application func-
tion management table, one or more pieces of function
information each indicating the function provided by the
application are managed in association with each appli-
cation ID of the applications managed by the manage-
ment system 50. In the application function management
table as illustrated in FIG. 15, the application ID "a001"
is the application ID of the phone call application 1031,
the application ID "a002" is the application ID of the SD
video conference application 1032, the application 1D
"a003" is the application ID of the HD video conference
application 1033, and the application ID "a004" is the
application ID of the electronic blackboard application
1034.
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(Access token management table)

[0080] FIG. 16 is a conceptual diagram illustrating an
access token management table. In the storage unit
5000, an access token management DB 5007 including
the access token management table as illustrated in FIG.
16 is structured. In the access token management table,
the access token serving as approval information indi-
cating that the access to the application is approved is
managed in association with each application ID identi-
fying the application, and the function information indi-
cating the function approved to be used in the terminal
10 out of the functions provided by the application. For
example, in the access token management table illus-
trated in FIG. 16, it is indicated that the access token
"abcdefg" is issued as the approval information when the
use of the function of "voice conference" is approved out
of the functions provided by the phone call application
identified by the application ID "a001".

(Each functional structure of management system)

[0081] The following describes each functional struc-
ture of the communication management system 50 in
detail. In the following description of each functional
structure of the communication management system 50,
a relation is also described between each functional
structure of the communication management system 50
and major components that achieve each functional
structure of the communication management system 50
among the components illustrated in FIG. 8.

[0082] The transmitting-receiving unit 51 is executed
by a command from the CPU 201 illustrated in FIG. 8
and the network I/F 209 illustrated in FIG. 8. The trans-
mitting-receiving unit 51 transmits and receives various
types of data (or information) between itself and each
terminal, each apparatus, or the system via the commu-
nication network 2.

[0083] Theauthentication unit52isachieved by acom-
mand from the CPU 201 illustrated in FIG. 8. The authen-
tication unit 52 searches the terminal authentication man-
agement table (refer to FIG. 11) using the terminal ID
and the password that are received by the transmitting-
receiving unit 51 as searching keys, and performs termi-
nal authentication by determining whether the same ter-
minal ID and password are managed in the terminal au-
thentication management table.

[0084] The function identification unit 53 is achieved
by a command from the CPU 201 illustrated in FIG. 8.
The function identification unit 53 searches the terminal
function management table (refer to FIG. 14) using the
model information transmitted from the terminal 10 serv-
ing as the application startrequest origin as the searching
key, extracts the corresponding function information, and
specifies the function available in the terminal 10.
[0085] The approval unit55is achieved by a command
from the CPU 201 illustrated in FIG. 8. The approval unit
55 produces the access token as the approval informa-
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tion indicating that the use of the function provided by
the application is approved.

[0086] The storage-read unit 59 is executed by a com-
mand from the CPU 201 illustrated in FIG. 8 and the HDD
205 illustrated in FIG. 8, or achieved by a command from
the CPU 201. The storage-read unit 59 stores various
types of data in the storage unit 5000 or extracts various
types of data stored in the storage unit 5000.

<Functional structure of application server>

[0087] The application server 80 includes a transmit-
ting-receiving unit 81 and a storage-read unit 89. These
units are functions or units that are achieved when some
of the components illustrated in FIG. 8 is operated by a
command from the CPU 201 according to the computer
program for the application server 80 loaded on the RAM
203 from the HD 204. The application server 80 includes
a storage unit 8000 structured by the HD 204 illustrated
in FIG. 8.

(Application hosting DB)

[0088] Inthe storage unit 8000, an application hosting
DB 8001 is structured. The application hosting DB 8001
stores therein the application uploaded in the application
server 80 to manage it.

[0089] The storage unit 8000 of the application server
80 stores therein a table in which the same information
as the access token management table illustrated in FIG.
16 is described. This table makes it possible for the ap-
plication side to know not only whether the access from
the terminal 10 is approved but also what function is ap-
proved to be used in the terminal 10 of the application,
when the application server receives the access token
from the terminal 10. The application hosting DB 8001
of the application server 80 may store therein a plurality
of applications. In this case, each application may have
information necessary for the application out of the piec-
es of information described in the access token manage-
ment table illustrated in FIG. 16. A plurality of application
servers 80 may be provided. In this case, each applica-
tion server 80 may have information necessary for the
application managed by the application server 80 out of
the pieces of information described in the access token
management table illustrated in FIG. 16.

[0090] The transmitting-receiving unit 81 is executed
by a command from the CPU 201 illustrated in FIG. 8
and the network I/F 209 illustrated in FIG. 8. The trans-
mitting-receiving unit 81 transmits and receives various
types of data (or information) between itself and each
terminal, each apparatus, or the system via the commu-
nication network 2.

[0091] The storage-read unit 89 is executed by a com-
mand from the CPU 201 illustrated in FIG. 8 and the HDD
205 illustrated in FIG. 8, or achieved by a command from
the CPU 201. The storage-read unit 89 stores various
applications in the storage unit 8000 or extracts various
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applications stored in the storage unit 8000.
<<Processing or operation of the embodiment»

[0092] The following describes an outline of the
processing or the operation in the embodiment with ref-
erence to FIG. 17. FIG. 17 is a conceptual diagram illus-
trating a state of transmitting and receiving of various
types of information in the communication system 1.
[0093] The managementsystem 50 (anexample ofthe
access management system) manages the access from
the terminal 10 to the application registered in the appli-
cation server 80 via the communication network 2. The
application can provide different functions depending on
the model of the terminal 10. The function identification
unit 53 (an example of the function identification unit) of
the communication system 50 identifies the function
available in the terminal 10 serving as the access origin
out of the functions that can be provided by the applica-
tion based on the model of the terminal 10 serving as the
application start request origin (the terminal serving as
the access origin). The transmitting-receiving unit 51 (an
example of the control unit) performs control such that
the function information is transmitted to the application
server 80 when the terminal 10 serving as the access
origin accesses the application, by transmitting the ac-
cess token including the function information indicating
the function identified by the function identification unit
53 to the terminal 10 serving as the access origin. This
makes it possible for the application server 80 serving
as the access destination to know the function available
in the terminal 10 without querying the terminal 10 when
the terminal 10 accesses the application. This makes it
possible to reduce the load of the access destination.
[0094] The terminal function management DB 5005
(an example of the communication terminal function
management unit) of the management system 50 man-
ages the model information indicating the model of the
terminal 10 and the function information indicating the
function available in the terminal 10 of the model of the
application in association with each other. The transmit-
ting-receiving unit 51 (an example of the model informa-
tion receiving unit) of the management system 50 re-
ceives start request information including the model in-
formation indicating the model of the terminal 10 serving
asthe origin of the access to the application. This enables
the function identification unit 53 to identify the function
available in the terminal 10 serving as the access origin
based on the function information managed in the termi-
nal function management DB 5005 in association with
the model information included in the start request infor-
mation received by the transmitting-receiving unit 51.
[0095] The transmitting-receiving unit 51 (function in-
formation receiving unit) of the management system 50
may receive, from the terminal 10, the function informa-
tion indicating the function available in the terminal 10.
This makes it possible for the function identification unit
53 to identify the function available in the terminal 10
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serving as the access origin based on the function infor-
mation transmitted from the terminal 10 even when the
management system 50 does not include the terminal
function management DB 5005.

[0096] The application function management DB 5006
of the management system 50 (an example of the appli-
cation function management unit) manages the function
information indicating the function provided by the appli-
cation in association with the application ID of the appli-
cation for each application ID. This enables the function
identification unit 53 to identify the function information
indicating the function available in the terminal 10 serving
as the access origin out of the function information man-
aged in the application function management DB 5006.
[0097] The application URL management DB 5004 (an
example of the position information management unit) of
the management system 50 manages the uniform re-
source locator (URL, which is an example of position in-
formation) that indicates the position of the application
serving as the destination of the access from the terminal
10 in the communication network 2. The transmitting-
receiving unit 51 transmits, to the terminal 10 serving as
the access origin, the access token (an example of the
approval information) that includes the URL of the appli-
cation serving as the access destination managed in the
application URL management DB 5004 and the function
information indicating the function identified by the func-
tion identification unit 53, and indicates the authority to
use the function identified by the function identification
unitin the terminal 10. This enables the terminal 10 serv-
ing as the access origin to access the application using
the access token and transmit the function available in
the terminal 10 to the application.

[0098] The following describes the processing or the
operation in the embodiment in detail. With reference to
FIG. 18, the processing at a preparatory stage in the ter-
minal 10 for starting communication is described. FIG.
18 is a sequence diagram illustrating the processing at
a preparatory stage for starting communication. Once a
user turns on the power source switch 109 illustrated in
FIG. 4, the operation input receiving unit 12 illustrated in
FIG. 10 receives the power source on and causes the
terminal 10 to start (step S1). Once the power source on
is received, the transmitting-receiving unit 11 makes a
login request to the management system 50 via the com-
munication network 2 (step S2). The transmitting-receiv-
ing unit 51 of the management system 50 receives the
login request. The login request may be made once the
user of the terminal 10 serving as the login request origin
inputs the instruction.

[0099] The login request includes the terminal ID to
identify the terminal 10 serving as the login request origin,
and the authentication information to authenticate the
login request origin. Examples of the authentication in-
formation include the password and the client certificate
information. The terminal ID and the authentication infor-
mation may be read from the storage unit 1000 via the
storage-read unit 19 and transmitted to the transmitting-
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receiving unit 11 as data, or received by the authentica-
tion receiving I/F 122 as input data. The terminal ID and
the password may be input by the user of the terminal
10 serving as the login request origin. When the login
request information is transmitted to the management
system 50 from the terminal 10, the management system
50 serving as the receiving side can acquire the IP ad-
dress of the terminal 10 serving as the transmission side.
[0100] The authentication unit 52 of the management
system 50 authenticates the terminal 10 serving as the
login request origin based on the terminal ID and the
authentication information included in the login request
information received via the transmitting-receiving unit
51 (step S3). In this case, when the terminal 10 requests
the password authentication, the authentication unit 52
searches the terminal authentication management table
(refer to FIG. 11) in the storage unit 5000 using the pass-
word transmitted from the terminal 10 as the searching
key, and performs the terminal authentication by deter-
mining whether the same terminal ID and password are
managed in the terminal authentication management ta-
ble. When the terminal 10 requests the client certificate
authentication, the authentication unit 52 searches the
terminal authentication management table (refer to FIG.
11) in the storage unit 5000 using the terminal ID trans-
mitted from the terminal 10 as the searching key, and
refers to the terminal authentication management table
to check whether the client certificate authentication of
the terminal 10 is permitted. When the client certificate
authentication is permitted, the terminal authentication
is performed by determining whether client certificate in-
formation transmitted from the terminal 10 is valid.
[0101] The transmitting-receiving unit 51 of the man-
agement system 50 transmits authentication result infor-
mation indicating the authentication result obtained by
the authentication unit 52 to the terminal 10 serving as
the login request origin via the communication network
2 (step S4). The transmitting-receiving unit 11 of the ter-
minal 10 serving as the login request origin, thus, re-
ceives the authentication result information. The follow-
ing describes a case where the terminal authentication
unit 52 determines that the terminal 10 is the terminal
having valid use authority.

[0102] With reference to FIG. 19, the following de-
scribes the processing up to the step at which application
icons indicating candidates of application requested to
be started are displayed in the terminal 10. FIG. 19 is a
sequence diagram illustrating the processing up to the
step at which the application icons are displayed.
[0103] After the terminal 10 completes the processing
from step S1 to step S4 and logs in the management
system 50, the transmitting-receiving unit 11 of the ter-
minal 10 requests a list of available application candi-
dates to the management system 50 via the communi-
cation network 2 (step S31). The transmitting-receiving
unit 51 of the management system 50 receives the re-
quest of available applications. The request includes the
terminal ID of the terminal 10 serving as the list request
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origin.

[0104] The storage-read unit 59 of the management
system 50 searches the application use management
table (referto FIG. 12) using the terminal ID of the terminal
10 serving as the list request origin received at step S31
as the searching key to read the application IDs corre-
sponding to the terminal ID and the use condition (the
start date of the available period and the end date of the
available period) (step S32). When the use condition is
set for some of the application IDs read at step S32, the
storage-read unit 59 extracts the application IDs that are
within the available period (a period from the start data
to the end data of the available period) at the time at
which the processing is performed, and searches the ap-
plication URL management table (refer to FIG. 13) using
the extracted application IDs as the searching keys to
read the URL information about the icons corresponding
to the application IDs (step S33).

[0105] The management system 50 transmits availa-
ble application information to the terminal 10 serving as
the list request origin via the communication network 2
as the list of available application candidates (step S34).
The available application information includes the appli-
cation IDs and the URL information about the icons read
at step S33. The transmitting-receiving unit 11 of the ter-
minal 10 serving as the list request origin, thus, receives
the available application information.

[0106] The transmitting-receiving unit 11 of the termi-
nal 10 accesses the resources indicated by the URLs of
the icons received at step S34 in the application hosting
DB 8001 and makes a request to acquire image informa-
tion about the icons (step S35). The transmitting-receiv-
ing unit 81 of the application server 80 receives the re-
quest to acquire the image information about the icons.
[0107] The storage-read unit89 of the application serv-
er 80 reads the image information about the icons re-
quested at step S35 from the application hosting DB 8001
in the storage unit 8000 (step S36). The transmitting-
receiving unit 81 transmits the image information about
the icons to the terminal 10 serving as the acquisition
request origin via the communication network 2 (step
S37). The transmitting-receiving unit 11 of the terminal
10 serving as the request origin, thus, receives the image
information about the icons.

[0108] The display control unit 13 causes the display
120 to display an "application list" screen 140 as illustrat-
edin FIG. 21 (step S38). FIG. 21 is a schematic diagram
illustrating an exemplary screen of the application list. In
the screen 140, icons of application in the available period
are displayed. In this example, fouricons (141, 142, 143,
and 144) of the applications indicated by the respective
application IDs (a001, a002, a003, and a004) are dis-
played.

[0109] With reference to FIG. 20, the following de-
scribes the processing to select the application icon in-
dicating a desired application from the list of the applica-
tions to make a request to start the selected application.
FIG. 20 is a sequence diagram illustrating the processing
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to make a request to start the application.

[0110] When a desired icon is selected from the icons
illustrated in FIG. 21 by the user’s operation, the opera-
tion input receiving unit 12 of the terminal 10 receives
the selection of the application icon by the user (step
S41). The transmitting-receiving unit 11 of the terminal
10 transmits, to the management system 50 via the com-
munication network 2, the start request information indi-
cating the request to start the selected application (step
S42). The start request information includes the terminal
ID of the terminal 10 serving as the start request origin,
the application ID of the selected application, and the
model information indicating the model of the terminal
serving as the start request origin. The model information
is stored in the model information storage area 1002 of
the terminal 10 serving as the start request origin, and
read by the storage-read unit 19, and transmitted to the
management system 50 by the transmitting-receiving
unit 11.

[0111] The transmitting-receiving unit 51 of the man-
agement system 50 receives the start request by receiv-
ing the start request information. Once the start request
is received, the approval unit 55 of the management sys-
tem 50 produces the access token indicating that the use
of the function depending on the model of the terminal
10 serving as the start request origin is approved out of
the functions provided by the application requested to be
started (step S43). The following describes the process-
ing at step S43 in detail with reference to FIG. 22. FIG.
22 is a flowchart illustrating the processing in which the
use of the application is approved.

[0112] The function identification unit 53 of the man-
agement system 50 searches the terminal function man-
agement table (refer to FIG. 14) using the model infor-
mation transmitted from the terminal 10 serving as the
start request origin as the searching key, and extracts
the corresponding pieces of function information, thereby
identifying the functions available in the terminal 10 (step
S43-1). The function identification unit 53 searches the
application function management table (refer to FIG. 15)
using the application ID of the application requested to
be started as the searching key, and extracts the corre-
sponding pieces of function information, thereby identi-
fying the functions that can be provided by the application
(step S43-2).

[0113] The function identification unit 55 identifies, as
the function information indicating the function available
in the terminal 10 out of the functions provided by the
application requested to be started, the function informa-
tion that is matched with the function information in the
respective pieces of function information extracted at
step S43-1 out of the respective pieces of information
about the application extracted at step S43-2 (step
S43-3).

[0114] The approval unit 55 determines whether any
function is identified as the function available in the ter-
minal 10 by the processing at step S43-3 (step S43-4).
If any function available in the terminal 10 is identified

10

15

20

25

30

35

40

45

50

55

14

(Yes at step S43-4), the approval unit 55 searches the
access token management table (refer to FIG. 16) using
the application ID of the application requested to be stat-
ed and the function information identified at step S43-3
as the searching keys to extract the corresponding ac-
cess token (step S43-5). In the embodiment, the access
token extracted at step S43-5 is used for the approval
information indicating that the use of the function identi-
fied at step S43-3 in the terminal 10 serving as the start
request originis approved. The approval unit 55 searches
the application URL management table (refer to FIG. 13)
using the application ID of the application requested to
be started as the searching key, extracts the URL infor-
mation about the corresponding application (step S43-6).
[0115] If no function is identified as the function avail-
able in the terminal 10 by the processing at step S43-3
(No at step S43-4), the approval unit 55 produces an
error message indicating that the terminal 10 serving as
the start request origin cannot access the application
(step S43-7).

[0116] The transmitting-receiving unit 51 of the man-
agement system 50 transmits, to the terminal 10 serving
as the start request origin, the function information iden-
tified at step S43-3, the access token extracted at step
S43-5, and the URL of the application serving as the ac-
cess destination extracted at step S43-6, or the error
message produced at step S43-7 (step S44).

[0117] When the transmitting-receiving unit 11 of the
terminal 10 receives the error message, the display con-
trol unit 13 causes the display 120 to display the appli-
cation ID of the application requested to be started, the
name of the application, the error message, for example,
and then the processing ends (step S45). FIG. 23 is a
conceptual diagram illustrating an exemplary display
screen on the display.

[0118] When the transmitting-receiving unit 11 of the
terminal 10 receives the access token, the display control
unit 13 causes the display 120 to display the application
ID of the application requested to be started, the name
of the application, the function indicated by the function
information transmitted from the management system
50, and a button that receives a request to start the ap-
plication, based on the access token included in the ap-
proval information. FIG. 24 is a conceptual diagram illus-
trating another exemplary display screen on the display.
[0119] Whenthe "start" button is selected inthe display
screen illustrated in FIG. 24 by the user’s operation on
the operation button 108, the start request unit 14 of the
device control unit 1050 illustrated in FIG. 10 orders the
start unit 22 of the communication control unit 1060 to
start the communication control unit 1060, and the com-
munication control unit 1060 starts (step S45). The ap-
plication selected by the user, thus, starts. The process-
ing described above is performed by the device control
unit 1050. The following processing is performed by the
communication control unit 1060.

[0120] Once the application starts, the transmitting-re-
ceiving unit 21 transmits, to the application server 80, the
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access token transmitted at step S44, and accesses the
URL of the application included in start permission or
rejection information to make a request to download the
application (step S46). When the transmitting-receiving
unit 81 of the application server 80 receives the request
to download the application, the storage-read unit 89
reads the application identified by the URL (step S47).
The read application is transmitted by the transmitting-
receiving unit 81 to the terminal 10 serving as the origin
of the request to download the application (step S48).
This enables the application to operate on the browser
1021 inthe terminal 10 serving as the start request origin.
The access token transmitted to the application server
80 includes not only the information indicating the appli-
cation approved to be accessed from the terminal 10 but
also the information indicating the function available in
the terminal 10 serving as the start request origin out of
the functions provided by the application. This makes it
possible for the application side to identify the function
available in the terminal 10 without querying the model
information about the terminal 10 serving as the start
request origin, thereby reducing the load of the applica-
tion side.

[Second embodiment]

[0121] The following describes a second embodiment
in terms of difference from the first embodiment. FIG. 25
is a sequence diagram illustrating the processing up to
the step at which the application icons are displayed. In
the second embodiment, at step S31, when requesting
the list of available application candidates from the man-
agement system 50, the transmitting-receiving unit 11 of
the terminal 10 transmits the model information about
the terminal 10 serving as the list request origin. The
model information is stored in the model information stor-
age area 1002 of the terminal 10 serving as the list re-
quest origin, and read by the storage-read unit 19, and
transmitted to the management system 50 by the trans-
mitting-receiving unit 11.

[0122] In the second embodiment, the processing at
step S32 in the first embodiment is changed to the
processing from step S32-1 to step S32-4 illustrated in
FIG. 25.

[0123] The storage-read unit 59 of the management
system 50 searches the application use management
table (referto FIG. 12) using the terminal ID of the terminal
10 serving as the list request origin received at step S31
as the searching key, and reads the application IDs cor-
responding to the terminal ID and the use condition (the
start date of the available period and the end date of the
available period) (step S32-1). The storage-read unit 59
identifies the candidates of the application to be included
in the list by removing the application IDs of the applica-
tions that are not within the available period at the time
at which the processing is performed out of the read ap-
plication IDs (step S32-2).

[0124] The function identification unit 53 of the man-
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agement system 50 searches the terminal function man-
agement table (refer to FIG. 14) using the model infor-
mation transmitted from the terminal 10 at step S31 as
the searching key, and extracts the corresponding pieces
of function information, thereby identifying the functions
available in the terminal 10 (step S32-3). The function
identification unit 53 searches the application function
managementtable (refer to FIG. 15) using the application
IDs of the respective applications of the candidates iden-
tified at step S32-2 as the searching keys, and extracts
the corresponding pieces of function information, thereby
identifying the functions that can be provided by the re-
spective applications of the candidates (step S32-4).
[0125] The function identification unit 53 finally nar-
rows down the applications to be includedin the listbased
on whether the functions that can be provided by the
applications of the candidates identified at step S32-4
are included in the functions available in the terminal 10
identified at step S32-3 (step S32-5). When any of func-
tions that can be provided by the application identified at
step S32-4 is included in the functions available in the
terminal 10 identified at step S32-3, the function identifi-
cation unit 53 includes the application in the list. When
any of functions that can be provided by the application
identified at step S32-4 is not included in the functions
available in the terminal 10 identified at step S32-3, the
function identification unit 53 does not include the appli-
cation in the list.

[0126] In the second embodiment, the storage-read
unit 59 searches the application URL management table
(refer to FIG. 13) using the application IDs of the appli-
cations finally narrowed down at step S32-5 as the
searching keys to extract the URL information about the
icons corresponding to the application IDs (step S33).
Processing from this step onwards is the same as that
of the first embodiment, and thus description thereof is
omitted.

[0127] The second embodiment can exclude the ap-
plication having no function available in the terminal 10
from the list, thereby making it easy for the terminal 10
side to select the application.

«Supplemental explanation of embodiments»

[0128] The relaying apparatus 30, the management
system 50, the program supply system 90, and the main-
tenance system 100 in each of the embodiments may be
structured by a single computer. The units (functions or
units) of them may be divided and the divided units may
be structured by a plurality of computers each allocated
forany unit. When the program supply system 90 is struc-
tured by a single computer, a computer program trans-
mitted by the program supply system 90 may be trans-
mitted as a plurality of divided modules or transmitted
without being divided. When the program supply system
90 is structured by a plurality of computers, a computer
program may be transmitted from the computers as a
plurality of divided modules.
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[0129] The recording medium, such as CD-ROM, in
which the terminal control program, the relaying appara-
tus program, or the transmission management program
of each of the embodiments are stored, the HD 204 that
stores therein the computer programs, and the program
supply system 90 including the HD 204 are used as pro-
gram products when the terminal control program, the
relaying apparatus program, and the transmission man-
agement program are provided to a user and the like in
domestically or overseas.

[0130] In the embodiments, the management system
50 transmits the access token including the function in-
formation about the terminal 10 to the terminal 10. The
invention is not limited to the structure. For example, the
management system 50 may transmit the access token
including the function information about the terminal 10
directly to the application server 80.

[0131] Therespective IDs of the embodiments indicate
identification information used to uniquely identify each
of them, such as languages, characters, symbols, or var-
ious signs. The respective IDs may be the identification
information obtained by combining at least two of the
languages, characters, symbols, and various signs.
[0132] For example, the application ID is an example
of application identification information. The application
identification information also includes the name of the
application besides the application ID, for example. The
terminal ID is an example of terminal identification infor-
mation. The terminal identification information also in-
cludes a manufacturing number of the terminal 10, and
a user ID allocated to the user of the terminal 10 besides
the terminal ID. The icons illustrated in FIG. 21 may each
include characters, pictograms, or pictograms including
characters.

[0133] In the embodiments, the teleconference termi-
nal is described as an example of the terminal 10. The
terminal 10 is, however, not limited to this example. For
example, one or both of the request origin terminal and
the destination terminal may be an internet protocol (IP)
telephone, an internet telephone, or a personal computer
(PC). The terminal 10 may be a communication terminal
that is an information processing terminal capable of not
only performing communication but also performing var-
ious types of data communication, such as a smartphone,
atabletterminal, a game machine, or a vehicle navigation
device. In this case, the communication management
system 50 performs various types of processing as a
communication management system.

Reference Signs List
[0134]

1 communication system

10 communication terminal

11 transmitting-receiving unit
12 operation input receiving unit
13 display control unit
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14 start request unit

19 storage-read unit

21 transmitting-receiving unit

22 start unit

24 display control unit

25 function execution unit

29 storage-read unit

50 communication management system (an exam-
ple of the access management system)

51 transmitting-receiving unit(an example of the con-
trol unit, an example of the model information receiv-
ing unit, the function information receiving unit)

52 authentication unit

53 function identification unit (an example of the
function identification unit)

55 approval unit

59 storage-read unit

80 application server

81 transmitting-receiving unit

89 storage-read unit

1000 storage unit

5000 storage unit

5001 terminal authentication management DB
5003 application use management DB

5004 application URL management DB (position in-
formation management unit)

5005 terminal function management DB (an exam-
ple of a communication terminal function manage-
ment unit)

5006 application function management DB (an ex-
ample of the application function management unit)
5007 access token management DB

8000 storage unit

8001 application hosting DB

Citation List
Patent Literature
[0135]

Patent Literature 1: Japanese Patent Application
Laid-open No. 2008-227577
Patent Literature 2: Japanese Patent Application
Laid-open No. 2012-134940

Claims

1. An access management system that manages ac-
cess from a communication terminal to an applica-
tion capable of providing different functions depend-
ing on the communication terminal, the access man-
agement system comprising:

afunctionidentification unit that identifies a func-
tion available in a communication terminal serv-
ing as an origin of the access to the application
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out of functions capable of being provided by
the application based on a model of the commu-
nication terminal serving as the access origin;
and

a control unit that performs control such that
function information indicating the function iden-
tified by the function identification unit is trans-
mitted to the application serving as an access
destination when the communication terminal
serving as the access origin accesses the ap-
plication.

2. The access management system according to claim

1, further comprising:

a communication terminal function manage-
ment unit that manages model information indi-
cating the model of the communication terminal
and function information indicating the function
available in the communication terminal of the
model in association with each other; and

a model information receiving unit that receives
the model information indicating the model of
the communication terminal serving as the ac-
cess origin, wherein

the function identification unitidentifies the func-
tion available in the communication terminal
serving as the access origin based on the func-
tion information managed in association with the
model information received by the model infor-
mation receiving unit in the communication ter-
minal function management unit.

The access management system according to claim
1, further comprising a function information receiving
unit that receives function information indicating the
function available in the communication terminal
serving as the access origin, wherein

the function identification unit identifies the function
available in the communication terminal serving as
the access origin based on the function information
received by the function information receiving unit.

The access management system according to claim
1, further comprising an application function man-
agement unit that manages function information in-
dicating the functions provided by the application,
wherein

the function identification unit identifies function in-
formation indicating the function available in the
communication terminal serving as the access origin
out of pieces of function information managed by the
application function management unit.

The access management system according to claim
1, further comprising a position information manage-
ment unit that manages position information indicat-
ing a position of the application serving as the des-
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tination of the access from the communication ter-
minal in a communication network, wherein

the control unit transmits approval information to the
communication terminal serving as the access ori-
gin, the approval information including position infor-
mation about the application serving as the access
destination, the position information being managed
by the position information management unit, and
the function information indicating the function iden-
tified by the function identification unit, the approval
information indicating that use of the function iden-
tified by the function identification unit is approved.

A communication system comprising:

the access management system according to
claim 1; and
the communication terminal.

A computer readable recording medium that records
therein a computer program causing a computer that
manages access from a communication terminal to
an application capable of providing different func-
tions depending on the communication terminal to
execute:

a step of identifying the function available in a
communication terminal serving as an origin of
the access to the application out of functions ca-
pable of being provided by the application based
on a model of the communication terminal serv-
ing as the access origin; and

a step of performing control such that function
information indicating the function identified by
the function identification unit is transmitted to
the application serving as an access destination
when the communication terminal serving as the
access origin accesses the application.

An access management method implemented by a
computer that manages access from a communica-
tion terminal to an application capable of providing
different functions depending on the communication
terminal, the access management method compris-

ing:

a function identification step of identifying the
function available in a communication terminal
serving as an origin of the access to the appli-
cation out of functions capable of being provided
by the application based on a model of the com-
munication terminal serving as the access ori-
gin; and

a control step of performing control such that
function information indicating the function iden-
tified at the function identification step is trans-
mitted to the application serving as an access
destination when the communication terminal
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serving as the access origin accesses the ap-
plication.

The access management method according to claim
8, further comprising:

a communication terminal function manage-
ment step of managing model information indi-
cating the model of the communication terminal
and function information indicating the function
available in the communication terminal of the
model in association with each other; and

a model information receiving step of receiving
the model information indicating the model of
the communication terminal serving as the ac-
cess origin, wherein

at the function identification step, the function
available in the communication terminal serving
as the access origin is identified based on the
function information managed at the communi-
cation terminal function management step in as-
sociation with the model information received at
the model information receiving step.

The access management method according to claim
8, further comprising a function information receiving
step of receiving function information indicating the
function available in the communication terminal
serving as the access origin, wherein

at the function identification step, the function avail-
able in the communication terminal serving as the
access origin is identified based on the function in-
formation received at the function information receiv-
ing step.

The access management method according to claim
8, further comprising an application function man-
agement step of managing function information in-
dicating the function provided by the application,
wherein

at the function identification step, the function infor-
mation indicating the function available in the com-
munication terminal serving as the access origin is
identified out of the pieces of function information
managed at the application function management
step.

The access management method according to claim
8, further comprising a position information manage-
ment step of managing position information indicat-
ing a position of the application serving as the des-
tination of the access from the communication ter-
minal in a communication network, wherein

at the control step, approval information is transmit-
ted to the communication terminal serving as the ac-
cess origin, the approval information including posi-
tion information about the application serving as the
access destination, the position information being
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managed at the position information management
step, and the function information indicating the func-
tion identified at the function identification step, the
approval information indicating that use of the func-
tion identified at the function identification step is ap-
proved.
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