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Description
TECHNICAL FIELD

[0001] The presentinvention relates to the field of net-
work communications, and in particular, to a search ap-
paratus, a search configuration method, and a search
method.

BACKGROUND

[0002] A majortask of a router is to forward an Internet
Protocol (Internet Protocol, IP for short) packet, that is,
forward a packet that arrives at an input port of the router
to a correct output port according to a target IP address
in a header of the packet. Routing search is a process in
which a routing table in a router is searched according
to a target IP address of a packet to obtain next-hop in-
formation of the packet.

[0003] Routing search uses a principle of longest prefix
match (longest prefix match, LPM for short). When mul-
tiple prefixes match an input IP address, next-hop infor-
mation corresponding to a prefix that is among prefixes
matching the IP address and has the longest mask is a
final search result.

[0004] Common routing search algorithms include a
ternary content addressable memory (Ternary Content
Addressable Memory, TCAM for short) algorithm, an al-
gorithm based on a Trie tree, and the like.

[0005] The TCAM algorithm can simultaneously per-
form matching between an input IP address and all rout-
ing entries. A TCAM is expensive, and it is costly to im-
plement routing search by using a TCAM. The TCAM
has an integration level much lower than that of a com-
mon memory, and has a limited capacity; and it is very
difficult to deal with processing on a million-scale routing
table. In addition, the TCAM also has large power con-
sumption. Therefore, currently, a multi-bit Trie algorithm
is used more frequently.

[0006] The algorithm based on a Trie tree (also re-
ferred to as a prefix tree) creates a binary tree or a mul-
tifurcating tree according to a bit string in a prefix. If one
bit is considered each time, a binary tree, also referred
to as a single-bit Trie tree, is created. FIG. 1 shows a
single-bit Trie tree that has 11 prefixes. Nodes that cor-
respond to p0 top11 on the leftof FIG. 1 and in the single-
bit Trie tree are represented by black circles, connecting
points are represented by white circles, and each node
is identified by using a unique number. If multiple bits are
considered each time, a multi-bit Trie tree is created. In
the multi-bit Trie tree, a quantity of bits considered each
time is generally fixed, and is referred to as a stride
(stride) of the Trie tree.

[0007] The multi-bit Trie tree may be considered as
that a single-bit Trie tree is divided into multiple sub-trees
according to a stride, and a Trie node is created for each
sub-tree. Each Trie node has an associated prefix, and
an associated prefix of a Trie node is a prefix value on a
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root node that corresponds to the Trie node and is in a
sub-tree. If prefixes are distributed in a sub-tree, a prefix
node further needs to be created for the sub-tree, and all
the prefixes located in the sub-tree are saved on the prefix
node, where each prefix corresponds to one piece of
next-hop information. Generally, only a next-hop pointer,
that is, a pointer that points to next-hop information, is
saved in the multi-bit Trie tree. Each prefix may be divided
into many segments according to a stride, and a bit string
corresponding to each segment is referred to as a seg-
ment key (key) value of the prefix in the segment. For
example, in a case in which a stride is equal to 3, the first
segment key value of a prefix “10101* is '101’, and the
second segment key value is '01*.

[0008] FIG. 2 shows a multi-bit trie tree that is created
based on the prefixes in FIG. 1 and has a stride equal to
3. The multi-bit Trie tree includes 7 Trie nodes, that is, a
Trie Node T1 to a Trie Node T7 shown in FIG. 2. Each
Trie node is configured with a prefix node, thatis, a Prefix
Node shown in FIG. 2. Each Prefix Node saves a next-
hop pointer of each prefix on a Trie node corresponding
to the Prefix Node. For example, a Prefix node (where
the Prefix node represents a prefix node) corresponding
to the Trie Node T4 in FIG. 2 saves a next-hop pointer
"RE Index of P3" of the prefix p3. Each prefix node except
a prefix node corresponding to the Trie Node T1 further
saves a longest prefix match (present longest prefix
match, PLPM for short). A PLPM of a Prefix node is a
longest prefix that covers a sub-tree corresponding to
the Prefix node. "RE Index of PLPM" on a Prefix node in
FIG. 2 represents a next-hop pointer of a PLPM of the
Prefix node.

[0009] Toimproveroutingsearch performance, routing
search generally uses a search apparatus implemented
by hardware. The search apparatus implemented by
hardware generally uses a multi-stage pipeline structure.
The algorithm based on a multi-bit Trie tree can be im-
plemented by storing a multi-bit Trie tree structure ateach
stage of the pipeline structure.

[0010] FIG. 3is a schematic diagram showing that the
multi-bit Trie tree in FIG. 2 is placed in a 5-stage pipeline
structure. As shown in FIG. 3, the first 3 stages (stage1
to stage3) in the pipeline structure save 3 layers of Trie
nodes, the fourth stage (stage4) saves Prefix nodes cor-
responding to the 7 Trie nodes, and the fifth stage
(stage5) saves RE Index corresponding to each prefix
on each Prefix node. During routing search, a search
apparatus based on the foregoing pipeline structure per-
forms search on a to-be-matched IP address (that is, a
search key word) stage by stage along the pipeline struc-
ture to finally obtain a search result. For example, the
search key word is 111 010 011, and a routing search
process includes:

At stage1, the T1 is accessed; because a prefix cor-
responding to the node 1 on the T1 matches any
search key word, a pointer of the Prefix node corre-
sponding to the T1 is saved; and the first segment
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key 111’ is extracted from the search key word.

[0011] At stage2, the subnodes T2, T3, and T4 of the
T1 are separately accessed according to the segment
key '111’; because the first segment key of the prefix p3
(that is, 111*) corresponding to the node 9 on the T4 is
in longest match with the first segment key 111’ of the
search key word, the saved pointer of the Prefix node is
updated with the pointer of the Prefix node corresponding
to the T4; and the second segment key ‘010’ is extracted
from the search key word.

[0012] Atstage3, the subnode T7 of the T4 is accessed
according to the segment key '010’; because the second
segment key ‘010’ of the prefix p10 (1110100*) corre-
sponding to the node 21 on the T7 is in longest match
with the second segment key ‘010’ of the search key
word, the saved pointer of the Prefix node is updated with
the pointer of the Prefix node corresponding to the T7;
and the third segment key ‘011’ is extracted from the
search key word.

[0013] Atstage4, because the T7 has no Trie subnode,
the Prefix node corresponding to the T7 is accessed by
using the recently saved pointer of the Prefix node cor-
responding to the T7; matching is performed between
the third segment key of the search key word and the
third segment key of each prefix on the Prefix node cor-
responding to the T7, where the third segment key '0*
ofthe prefix p10 is in longest match with the third segment
key ‘011’ of the search key word; therefore, a location,
corresponding to "RE Index of p10" (a next-hop pointer
corresponding to the prefix p10), in a RE Index array on
the Prefix node corresponding to the T7 is used as an
output of stage4.

[0014] Atstage5, RE Index corresponding to the prefix
p10 is obtained according to the location in the RE Index
array obtained at stage4.

[0015] Finally, next-hop information corresponding to
the search key word can be obtained according to the
RE Index returned by the search apparatus.

[0016] In the existing routing search algorithm imple-
mented based on the multi-bit Trie algorithm, a whole
multi-bit Trie tree structure is placed in a search appara-
tus; therefore, vast memory resources are occupied. In
addition, a quantity of stages of a pipeline structure of
the search apparatus implemented by hardware corre-
sponds to a quantity of stages of a multi-bit Trie tree;
therefore, for IPv6 routing with a long mask, the multi-bit
Trie tree usually has many stages, and accordingly the
pipeline structure also has many stages, which results in
ahigh search delay and also increases difficulties in hard-
ware implementation.

SUMMARY

[0017] Embodiments of the present invention provide
a search apparatus, a search configuration method, and
a search method, which are used to reduce a quantity of
pipeline stages and storage overheads in the search ap-
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paratus, thereby reducing a search delay, decreasing dif-
ficulties in implementation, and reducing a resource to
be occupied.

[0018] According to a first aspect, a search apparatus
is provided, where the search apparatus includes:

N pipeline stages, where N>1; and

each pipeline stage includes a search unit, and the
search units are respectively the Oth-stage to the (N-
1)th-stage search units according to an execution se-
quence of the N pipeline stages, where the search
unit of each stage includes a prefix node, configured
to store a prefix and a next hop corresponding to the
prefix, where:

the (i+1)th-stage search unit is configured with
a first prefix node, the ith-stage search unit is
configured with a second prefix node, where
0<i<(N-2), a next hop corresponding to a prefix
stored on the second prefix node points to the
first prefix node, and the second prefix node is
obtained by dividing, into sub-trees, a first multi-
bit Trie tree formed by an associated prefix of
the first prefix node; and

the obtaining the second prefix node by dividing,
into sub-trees, a first multi-bit Trie tree formed
by an associated prefix of the first prefix node
includes: dividing the first multi-bit Trie tree into
M sub-trees, where M>1, and each sub-tree in-
cludes a Trie node of the first multi-bit Trie tree
and K branches of the Trie node; and obtaining
the second prefix node according to the M sub-
trees, where 0<K<stride, and the stride is a stride
of the first multi-bit Trie tree.

[0019] With reference to the first aspect, in a first pos-
sible implementation manner of the first aspect, the sec-
ond prefix node includes 1 to 2stride indirect prefix nodes
orincludes 0 to 2stde indirect prefix nodes and one direct
prefix node, where the direct prefix node is configured to
store a prefix that falls within a Trie node of the sub-tree,
and the indirect prefix node is configured to store a prefix
that falls within a branch of the Trie node of the sub-tree.
[0020] With reference to the first possible implemen-
tation manner of the first aspect, in a second possible
implementation manner of the first aspect, the
(i+1)th-stage search unit is further configured with a Trie
node that is in the first multi-bit Trie tree and includes a
prefix node.

[0021] With reference to the first aspect, in a third pos-
sible implementation manner of the first aspect, the first
prefix node stores a first array or an address of the first
array, and the first array stores a next-hop pointer corre-
sponding to each prefix of the first prefix node; and/or
the second prefix node stores a second array or an ad-
dress of the second array, and the second array stores
a next-hop pointer corresponding to each prefix of the
second prefix node.
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[0022] With reference to the first aspect, in a fourth
possible implementation manner of the first aspect, the
Oth-stage search unit is a ternary content addressable
memory TCAM.

[0023] With reference to the first aspect and any one
of the first to fourth possible implementation manners of
the first aspect, in a fifth possible implementation manner
of the first aspect, the N pipeline stages are used to per-
form the following steps:

S91: receiving a search key word, and proceeding
to S92;

S92: setting i=0, and proceeding to S93;

S93: performing, by the ith-stage search unit, match-
ing between the search key word and a prefix ac-
commodated on a first prefix node in the ih-stage
search unit; and if a prefix is obtained by matching,
outputting, to the (i+1)th-stage search unit, a length
of the prefix obtained by matching and a next hop
corresponding to the prefix obtained by matching,
and proceeding to S94; otherwise, proceeding to
S96;

S94: setting i=i+1, and proceeding to S95;

S95: extracting, by the ith-stage search unit, a seg-
ment key word of a corresponding length from the
search key word according to the prefix length output
by the (i-1)th-stage search unit, determining, accord-
ing to the next hop output by the (i-1)th-stage search
unit, a corresponding second prefix node in the
ilh-stage search unit, and performing matching be-
tween the extracted segment key word and a corre-
sponding segment key word of a prefix stored on the
second prefix node;

if a prefix is obtained by matching, when i=N-1, out-
putting a next hop corresponding to the prefix ob-
tained by matching; otherwise, outputting, to the
(i+1)th-stage search unit, a length of the prefix ob-
tained by matching and a next hop corresponding to
the prefix obtained by matching, and proceeding to
S94; and

if no prefix is obtained by matching, and the second
prefix node has a longest prefix match PLPM, out-
putting a next hop corresponding to the PLPM; and
if the second prefix node has no PLPM, proceeding
to S96; and

S96: outputting promptinformation indicating that no
matching prefix is found.

[0024] According to a second aspect, a search config-
uration method is provided, where the method includes:

S61: acquiring a first prefix to be configured and a
next hop corresponding to the first prefix, and pro-
ceeding to S62;

S62: storing the first prefix and the next hop corre-
sponding to the first prefix in the (N-1)th-stage search
unit, and proceeding to S63, where N is a quantity
of pipeline stages and N>1, and each pipeline stage
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includes a search unit, and the search units are re-
spectively the Oth-stage to the (N-1)th-stage search
units according to an execution sequence of the N
pipeline stages, where the search unit of each stage
includes a prefix node, configured to store a prefix
and a next hop corresponding to the prefix; and
S63: dividing, into sub-trees, a multi-bit Trie tree
formed by an associated prefix of a prefix node in
the (N-1)th-stage search unit, so as to obtain a prefix
node of the (N-2)th-stage search unit, where a next
hop corresponding to a prefix stored on the prefix
node of the (N-2)th-stage search unit points to the
prefix node of the (N-1)th-stage, and the dividing, into
sub-trees, a multi-bit Trie tree formed by an associ-
ated prefix of a prefix node in the (N-1)th-stage
search unit, so as to obtain a prefix node of the (N-
2)th-stage search unit includes: dividing the multi-bit
Trie tree into M sub-trees, where M>1, and each sub-
tree includes a Trie node of the multi-bit Trie tree and
K branches of the Trie node, where 0<K<stride, and
the stride is a stride of the multi-bit Trie tree.

[0025] With reference to the second aspect, in a first
possible implementation manner of the second aspect,
S62 includes:

determining whether a capacity of the prefix node in
the (N-1)th-stage search unit allows storage of the
first prefix and the next hop corresponding to the first
prefix; and if yes, storing the first prefix and the next
hop corresponding to the first prefix on the prefix
node of the (N-1)th-stage search unit; otherwise,
reconfiguring the prefix node of the (N-1)t-stage
search unit, and storing the first prefix and the next
hop corresponding to the first prefix on the reconfig-
ured prefix node of the (N-1)t"-stage search unit; and

S63 includes:

determining, according to the capacity of the prefix
node in the (N-2)th-stage search unit, whether stor-
age of an associated prefix of the reconfigured prefix
node of the (N-1)th-stage search unit is allowed; and
if yes, storing the associated prefix of the reconfig-
ured prefix node of the (N-1)th-stage search unit on
the prefix node of the (N-2)th-stage search unit; oth-
erwise, proceeding to S64;

S64: setting j=N-2, and proceeding to S65;

S65: dividing, into sub-trees, the multi-bit Trie tree formed
by the associated prefix of the prefix node in the
(j+1)th-stage search unit, so as to reconfigure the prefix
node of the (j)th-stage search unit, storing the associated
prefix of the configured prefix node in the (j+1)th-stage
search unit on the reconfigured prefix node of the
(j)th-stage search unit, and proceeding to S66;

S66: determining, according to the capacity of a prefix
node of the (j-1)th-stage search unit, whether storage of
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an associated prefix of the reconfigured prefix node of
the (j)th-stage search unit is allowed; and if yes, storing
the associated prefix of the reconfigured prefix node of
the (j)th-stage search unit on the prefix node of the (j-i)th-
stage search unit, and ending the procedure; otherwise,
proceeding to S67;

S67: setting j-1, and proceeding to S68; and

S68:if j=0, ending the procedure; otherwise, proceeding
to S65.

[0026] With reference to the first possible implemen-
tation manner of the second aspect, in a second possible
implementation manner of the second aspect, the recon-
figuring the prefix node of the (N-1)th-stage search unit
includes:

inserting the first prefix into a first multi-bit Trie tree
corresponding to the (N-1)th-stage search unit; and
if a split target prefix node exists in the (N-1)th-stage
search unit, splitting the split target prefix node into
multiple prefix nodes according to a location of the
first prefix in the first multi-bit Trie tree corresponding
to the (N-1)th-stage search unit, a stride of the first
multi-bit Trie tree, and a location, of a prefix stored
on the split target prefix node, in the first multi-bit
Trie tree, where a prefix node obtained by the split-
ting stores the first prefix and the next hop corre-
sponding to the first prefix; otherwise, reconfiguring
a prefix node in the (N-1)th-stage search unit to store
the first prefix and the next hop corresponding to the
first prefix, where the target prefix node meets a first
condition and is a prefix node that is among all prefix
nodes that meet the first condition and whose stride
to the first prefix is the smallest, and the first condition
is that a branch of a sub-tree corresponding to the
prefix node includes the first prefix; and

the dividing, into sub-trees, the multi-bit Trie tree
formed by the associated prefix of the prefix node in
the (j+1)th-stage search unit, so as to reconfigure the
prefix node of the (j)th-stage search unit includes:

if a split target prefix node exists in the (j)th-stage
search unit, splitting the split target prefix node
into multiple prefix nodes according to alocation
of the first prefix in a second multi-bit Trie tree
corresponding to the (j)ih-stage search unit, a
stride of the second multi-bit Trie tree, and a
location, of a prefix stored on the split target pre-
fix node, in the second multi-bit Trie tree, where
a prefix node obtained by the splitting stores the
associated prefix of the reconfigured prefix node
in the (j+1)th-stage search unit and a corre-
sponding next hop; otherwise, reconfiguring a
prefix node in the (j)th-stage search unit to store
the associated prefix of the reconfigured prefix
node in the (j+1)th-stage search unit and the cor-
responding next hop, where the target prefix
node meets the first condition and is a prefix
node that is among all prefix nodes that meet
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the first condition and whose stride to the asso-
ciated prefix of the reconfigured prefix node in
the (j+1)th-stage search unit is the smallest, and
the first condition is that a branch of a sub-tree
corresponding to the prefix node includes the
associated prefix of the reconfigured prefix node
in the (j+1)th-stage search unit.

[0027] With reference to the second aspect and any
one of the firstand second possible implementation man-
ners of the second aspect, in a third possible implemen-
tation manner of the second aspect, the method further
includes:

S71: obtaining a second prefix to be deleted and a
next hop corresponding to the second prefix;

S72: releasing the second prefix and the next hop
of the second prefix from a prefix node that is in the
(N-1)th-stage search unit and stores the second pre-
fix and the next hop corresponding to the second
prefix;

S73: if the prefix node from which the second prefix
is released no longer stores the prefix and the next
hop of the prefix, releasing the prefix node, and pro-
ceeding to S74;

S74: setting j=N-2, and proceeding to S75;

S75: for the prefix node released from the
(j+1)th-stage search unit, releasing an associated
prefix of a corresponding prefix node from the prefix
node of the (j)th-stage search unit; if the prefix node
from which the associated prefix is released no long-
er stores the associated prefix, releasing the prefix
node thatis in the (j)th-stage search unitand no long-
er stores the associated prefix; and proceeding to
S76;

S76: setting j=j-1, and proceeding to S77; and
S77: if j<0, ending the procedure; otherwise, pro-
ceeding to S75.

[0028] According to a third aspect, a search method is
provided, including:

S91: receiving, by a search apparatus, a search key
word, and proceeding to S92, where the search ap-
paratus includes N pipeline stages, where N>1, and
each pipeline stage includes a search unit, and the
search units are respectively the Oth-stage to the (N-
1)th-stage search units according to an execution se-
quence of the N pipeline stages;

S92: setting i=0, and proceeding to S93;

S93: performing, by the ith-stage search unit, match-
ing between the search key word and a prefix stored
on afirst prefix node in the ih-stage search unit; and
if a prefix is obtained by matching, outputting, to the
(i+1)th-stage search unit, a length of the prefix ob-
tained by matching and a next hop corresponding to
the prefix obtained by matching, and proceeding to
S94; otherwise, proceeding to S96;
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S94: setting i=i+1, and proceeding to S95;

S95: extracting, by the ith-stage search unit, a seg-
ment key word of a corresponding length from the
search key word according to the prefix length output
by the (i-1)th-stage search unit, determining, accord-
ing to the next hop output by the (i-1)th-stage search
unit, a corresponding second prefix node in the
ih-stage search unit, and performing matching be-
tween the extracted segment key word and a corre-
sponding segment key word of a prefix stored on the
second prefix node;

if a prefix is obtained by matching, when i=N-1, out-
putting a next hop corresponding to the prefix ob-
tained by matching; otherwise, outputting, to the
(i+1)th-stage search unit, a length of the prefix ob-
tained by matching and a next hop corresponding to
the prefix obtained by matching, and proceeding to
S94; and

if no prefix is obtained by matching, and the second
prefix node has a longest prefix match PLPM, out-
putting a next hop corresponding to the PLPM; and
if the second prefix node has no PLPM, proceeding
to S96; and

S96: outputting promptinformation indicating that no
matching prefix is found.

[0029] In the foregoing embodiments of the present
invention, a search unit of each stage in N pipeline stages
of the search apparatus includes a prefix node, config-
ured to store a prefix and a next hop corresponding to
the prefix, where the (i+1)th-stage search unit is config-
ured with a first prefix node, the ih-stage search unit is
configured with a second prefix node, a next hop corre-
sponding to a prefix stored on the second prefix node
points to the first prefix node, and the second prefix node
is obtained by dividing, into sub-trees, a first multi-bit Trie
tree formed by an associated prefix of the first prefix node.
A coverage range of a sub-tree obtained by the division
includes a Trie node in the multi-bit Trie tree and K
branches of the Trie node, and a sub-tree obtained by
the division corresponds to a group of prefix nodes.
Therefore, on one hand, because only a prefix node is
configured in a search unit, compared with the prior art,
a memory resource to be occupied is reduced; and on
the other hand, because a prefix node in a former-stage
search unitis obtained by dividing, into sub-trees, a multi-
bit Trie tree formed by an associated prefix of a prefix
node in a latter-stage search unit, a coverage range of a
sub-tree corresponding to a prefix node is large, and a
quantity of pipeline stages is reduced, thereby reducing
a search delay and decreasing difficulties in implemen-
tation.

BRIEF DESCRIPTION OF DRAWINGS
[0030] To describe the technical solutions in the em-

bodiments of the present invention more clearly, the fol-
lowing briefly introduces the accompanying drawings re-
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quired for describing the embodiments. Apparently, the
accompanying drawings in the following description
show merely some embodiments of the present inven-
tion, and persons of ordinary skillin the art may still derive
other drawings from these accompanying drawings with-
out creative efforts.

FIG. 1is a schematic diagram of a single-bit Trie tree
in the prior art;

FIG. 2 is a schematic diagram of a multi-bit Trie tree
in the prior art;

FIG. 3 is a schematic diagram of a search structure
based on the multi-bit Trie tree in FIG. 2;

FIG. 4 is a schematic diagram of a process of creat-
ing a multi-bit Trie structure according to an embod-
iment of the present invention;

FIG. 5 is a schematic diagram of a search configu-
ration process according to an embodiment of the
present invention;

FIG. 6a, FIG. 6b-1, and FIG. 6b-2 are schematic di-
agrams of a configuration procedure of adding an
entry according to an embodiment of the present in-
vention;

FIG. 7 is a schematic diagram of a configuration pro-
cedure of deleting an entry according to an embod-
iment of the present invention;

FIG. 8a, FIG. 8b, FIG. 8c, and FIG. 8d are schematic
diagrams of an incremental configuration example
according to an embodiment of the present inven-
tion; and

FIG. 9a and FIG. 9b are schematic diagrams of a
search procedure according to an embodiment of
the present invention.

DESCRIPTION OF EMBODIMENTS

[0031] Tomake the objectives, technical solutions, and
advantages of the presentinvention clearer, the following
further describes the present invention in detail with ref-
erence to the accompanying drawings. Apparently, the
described embodiments are merely some but not all of
the embodiments of the present invention. All other em-
bodiments obtained by persons of ordinary skill in the art
based on the embodiments of the present invention with-
out creative efforts shall fall within the protection scope
of the present invention.

[0032] Inview of problems that exist in an existing mul-
ti-bit Trie algorithm such as a large quantity of pipeline
stages, the embodiments of the presentinvention provide
a search apparatus, a search configuration method, and
a search method that are based on multi-bit Trie tree
iteration. Because only a prefixnode is saved ata pipeline
stage, a memory resource to be occupied can be re-
duced. By means of multi-bit Trie tree iteration, a quantity
of pipeline stages can be reduced, a bandwidth to be
occupied by the search apparatus can be decreased,
and a search delay can be reduced.

[0033] In the search configuration method based on
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multi-bit Trie tree iteration provided in the embodiments
of the present invention, a prefix node is configured for
a pipeline stage in an iteration process. A specific corre-
sponding multi-bit Trie tree in a current iteration process
is formed by an associated prefix of a prefix node created
in a former iteration process, each leaf node in the multi-
bit Trie tree is a prefix node, a prefix node in the current
iteration process can be created according to the multi-
bit Trie tree, and the created prefix node is configured at
a pipeline stage corresponding to the current iteration
process. A multi-bit Trie tree corresponding to an initial
iteration process is formed by a prefix to be configured,
for example, an IPv4/IPv6 prefix in a routing table, and
a prefix node created in each iteration process corre-
sponds to a pipeline stage, thatis, a prefix node in a multi-
bit Trie tree corresponding to an iteration process is
saved at a same pipeline stage. In this way, only a prefix
node may be saved in a pipeline structure.

[0034] To understand the present invention more
clearly, the present invention is described in detail below
from the following aspects: (1) a search apparatus, (2) a
search configuration procedure, (3) a search procedure,
and (4) other optional solutions.

(1) Search apparatus

[0035] A search apparatus provided in an embodiment
of the present invention may be an apparatus such as a
routing search module, a processor, or a search engine
implemented by hardware located in a network device
configured to implement packet forwarding such as a
router or a switch, or may also be a network device con-
figured to implement packet forwarding such as a router
or a switch.

[0036] Specifically, the search apparatus provided in
the embodiment of the presentinventionincludes N pipe-
line stages, where N>1; and

each pipeline stage includes a search unit, and the
search units are respectively the Oth-stage to the (N-
1)th-stage search units according to an execution se-
quence of the N pipeline stages, where the search unit
of each stage includes a prefix node, and the prefix node
is configured to store a prefix and a next hop correspond-
ing to the prefix, where:

the (i+1)th-stage search unit is configured with a first
prefix node, the ith-stage search unit is configured
with a second prefix node, where 0<i<(N-2), a next
hop corresponding to a prefix stored on the second
prefix node points to the first prefix node, and the
second prefix node is obtained by dividing, into sub-
trees, a first multi-bit Trie tree formed by an associ-
ated prefix of the first prefix node; and specifically,
the obtaining the second prefix node by dividing, into
sub-trees, a first multi-bit Trie tree formed by an as-
sociated prefix of the first prefix node may include:
dividing the first multi-bit Trie tree into M sub-trees,
where M>1, and each sub-tree includes a Trie node

10

15

20

25

30

35

40

45

50

55

of the multi-bit Trie tree and K branches of the Trie
node; and obtaining the second prefix node accord-
ing to the M sub-trees, where 0<K<stride, and the
stride is a stride of the first multi-bit Trie tree.

[0037] Particularly, a next hop corresponding to a pre-
fix on a prefix node in the (N-1)th-stage search unit points
to specific content of the next hop, for example, the con-
tent of the next hop may be an IP address of the next hop.
[0038] A prefix node configured in a search unit essen-
tially manifests as a data structure, and stores a prefix
and a next hop corresponding to the prefix.

[0039] There may be one or multiple prefix nodes in a
search unit of each stage.

[0040] A search unit of each stage corresponds to a
multi-bit Trie tree. A multi-bit Trie tree corresponding to
the Oth-stage search unit is generated according to a pre-
fix in a search table, where the prefix in the search table
corresponds to a corresponding node in the tree. A multi-
bit Trie tree corresponding to the first-stage search unit
is formed by an associated prefix of a prefix node in the
Oth-stage search unit, that is, the associated prefix of the
prefix node in the Oth-stage search unit corresponds to a
corresponding node in the tree. A multi-bit Trie tree cor-
responding to the second-stage search unitis formed by
an associated prefix of a prefix node in the first-stage
search unit. By analogy, for every two stages of neigh-
boring search units except the Oth-stage search unit, a
multi-bit Trie tree corresponding to aformer-stage search
unit is formed by an associated prefix of a prefix node in
a latter-stage search unit.

[0041] Each sub-tree obtained by dividing a multi-bit
Trie tree corresponds to one or multiple prefix nodes. For
example, the second prefix node includes 1 to 2stride jn-
direct prefix nodes, or includes 0 to 2stride indirect prefix
nodes and one direct prefix node, configured to store a
prefix that falls within a sub-tree corresponding to the
second prefix node, where the stride is a stride of the
multi-bit Trie tree. Herein, for each sub-tree obtained by
the division, a Trie node on a vertex position of the sub-
tree is referred to as a Trie node of the sub-tree. Among
prefix nodes corresponding to a sub-tree, a direct prefix
node is configured to store a prefix that falls within a Trie
node of the sub-tree, and an indirect prefix node is con-
figured to store a prefix that falls within a branch of the
Trie node of the sub-tree.

[0042] Each prefix node in a search unit of each stage
corresponds to a sub-tree of a multi-bit Trie tree corre-
sponding to the search unit. Like a conventional multi-bit
Trie algorithm in which each Trie node has an associated
prefix, similarly, in the embodiment of the present inven-
tion, each prefix node also has an associated prefix. An
associated prefix of a prefix node is a prefix correspond-
ingtoarootnode of a sub-tree corresponding to the prefix
node, and an associated prefix is also referred to as a
vertex prefix or a sub-tree-root-node prefix.

[0043] The searchtable may be a search table for guid-
ing packet forwarding. A search table of a corresponding
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type may be configured according to a different service
requirement. For example, for a layer 3 forwarding serv-
ice, the search table is an IPv4/IPv6 routing table, and
the routing table includes an IPv4/IPv6 prefix and next-
hop information corresponding to the prefix. For different
services, used search algorithms may be different, for
example, for routing search, a longest prefix match algo-
rithm is used. Therefore, a search algorithm may be con-
figured according to a different service type.

[0044] Optionally, the first prefix node stores a first ar-
ray or an address of the first array, and the first array
stores a next-hop pointer corresponding to each prefix
of the first prefix node; and/or the second prefix node
stores a second array or an address of the second array,
and the second array stores a next-hop pointer corre-
sponding to each prefix of the second prefix node.
[0045] That is, a prefix node may store an array, and
the array may be referred to as a next-hop pointer array;
and the prefix node may also store an address of the
next-hop pointer array. The next-hop pointer array stored
on the prefix node saves a next-hop pointer correspond-
ing to each prefix stored on the prefix node. A subscript
of each element in the next-hop pointer array is used to
identify a prefix, and an element value of the element in
the next-hop pointer array is a next-hop pointer corre-
sponding to the prefix identified by the subscript of the
element.

[0046] Further,a prefixnode may further storea PLPM.
If a prefix node includes a PLPM, a next-hop pointer cor-
responding to the PLPM of the prefix node may be stored
in anext-hop pointer array of the prefix node, forexample,
may be used as the first element of the array. Preferably,
a next-hop pointer corresponding to a PLPM stored in a
next-hop pointer array points to next-hop information cor-
responding to the PLPM. For a sub-tree in the middle of
a multi-bit Trie tree, a longest prefix that covers the sub-
tree is a PLPM of a prefix node corresponding to the sub-
tree.

[0047] Optionally, the (i+1)th-stage search unit is fur-
ther configured with a Trie node that is in the first multi-
bit Trie tree and includes a prefix node.

[0048] Inthe foregoing pipeline structure, search units
of several higher stages are generally configured with
fewer prefix nodes, that is, fewer prefixes are stored;
therefore, a TCAM may be used for implementation. On
one hand, a TCAM cost is not increased because of an
excessively large quantity of prefixes, and on the other
hand, efficient search performance of the TCAM may al-
so be used. A quantity of search units implemented by
the TCAM may be determined according to factors such
as the capacity of the search table, the length of a prefix
in the search table, and the like. Preferably, the Oth-stage
search unit (that s, a pipeline-stage search unit executed
firstin the pipeline structure) is implemented by using the
TCAM.

[0049] A search configuration process and a search
process implemented based on the N pipeline stages are
described in detail in the subsequent content.
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[0050] For the purpose of clarity, a data structure of a
configured prefix node in the N pipeline stages is de-
scribed below by using a multi-bit Trie tree shown in (a)
in FIG. 4 as an example.

[0051] A structure of the multi-bit Trie tree shown in (a)
in FIG. 4 is the same as the structure of the multi-bit Trie
tree shown in FIG. 2. If the capacity of a prefix node is
large, a T1 and all branches of the T1 may all be saved
on a group of prefix nodes corresponding to a T1’; there-
fore, a Trie structure shown in (b) in FIG. 4 is created.
[0052] As shown in (b)in FIG. 4, the multi-bit Trie tree
only has one Trie node T1’, and the group of prefix nodes
corresponding to the T1’ includes 4 prefix nodes P1-P4.
The P1, the P2, the P3, and the P4 respectively corre-
spond to the T1, the T2, the T3, and the T4 in (a) in FIG.
4. The P1 saves prefixes on the T1; the P2 saves all
prefixes of branches starting from the T2, that is, prefixes
on the T2, the T5, and the T6; the P3 saves a prefix on
the T3, and the P4 saves all prefixes of branches starting
from the T4, that is, prefixes on the T4 and the T7. The
P1 is referred to as a direct prefix node of the T1, and
the P2, the P3, and the P4 are referred to as indirect
prefix nodes of the T1.

[0053] If the capacity of a prefix node is small, a Trie
structure shown in (c) in FIG. 4 is created.

[0054] As shownin (c)in FIG. 4, the multi-bit Trie tree
has 3 Trie nodes, where a T2 and a T4 are Trie subnodes
of the T1. A group of prefix nodes corresponding to the
T1" includes two prefix nodes P1 and P3, A group of pre-
fix nodes corresponding to the T2" includes three prefix
nodes P2, P5, and P6, and a group of prefix nodes cor-
responding to the T4" includes P4 and P7. APiand a Ti
correspond to a Ti in (a) in FIG. 4. The P1 saves the
prefixes on the T1, the P3 saves a prefix on the T3, the
P2 saves a prefix on the T2, the P5 saves a prefix on the
T5, the P6 saves a prefix on the T6, the P4 saves prefixes
on the T4, and the P7 saves a prefix on the T7. The P1
is referred to as a direct prefix node of the T1, the P3 is
referred to as an indirect prefix node of the T1, the P2 is
referred to as a direct prefix node of the T2, the P5 and
the P6 are referred to as indirect prefix nodes of the T2,
the P4 is referred to as a direct prefix node of the T4, and
the P7 is referred to as an indirect prefix node of the T4.
[0055] All the prefix nodes in the Trie structure in (c) in
FIG. 4 may be saved in the pipeline structure to form a
stage. Associated prefixes of all the prefix nodes include:
an associated prefix "*" of the P1, an associated prefix
"000*" of the P2, an associated prefix "100*" of the P3,
an associated prefix"111*" of the P4, an associated prefix
"000010*" of the P5, an associated prefix "000011*" of
the P6, and an associated prefix "111010*" of the P7,
which form a small routing table. A prefix node is created
based on a multi-bit Trie tree corresponding to the small
routing table in the same manner, and a four-stage pipe-
line structure shown in FIG. 5 can be finally obtained.
[0056] In the four-stage pipeline structure shown in
FIG. 5, the fourth-stage (stage3) search unitis configured
with prefix nodes PNODE30, PNODE31, PNODE32,
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PNODE33, PNODE34, PNODE35, and PNODES36,
where the PNODE30 to the PNODE35 respectively cor-
respond to the P1, the P3, the P2, the P5, the P6, the
P4, and the P7 in the Trie structure in (c) in FIG. 4; the
third-stage (stage2) search unit is configured with prefix
nodes PNODE20, PNODE21, and PNODE22, where the
PNODE20 to the PNODE22 respectively correspond to
aT1,a T2, and a T4 in a Trie structure of stage1; the
second-stage (stage1) search unit is configured with a
prefix node PNODE10 corresponding to the T1 in the
Trie structure of stage1; and the first-stage (stageO)
TCAM is configured with a next-hop pointer correspond-
ing to the PNODE10.

[0057] If a next-hop pointer array on a prefix node is
represented as the following structure:

{RE Index corresponding to a PLPM, RE Index cor-
responding to a first prefix node, RE Index corre-
sponding to a second prefix node, ...}

a next-hop pointer array of a prefix node in a search
unit of each stage in FIG. 5 may be represented as:

Stage3:

PNODE30: {RE Index corresponding to a
p0, RE Index corresponding to a p1, and
RE Index corresponding to a p2}, where:

the RE Index corresponding to the p0
points to RE corresponding to the prefix
pO;

the RE Index corresponding to the p1
points to RE corresponding to the prefix
p1; and

the RE Index corresponding to the p2
points to RE corresponding to the prefix
p2;

PNODE31: {RE Index corresponding to a
PLPM, and RE Index corresponding to a
p5}, where an associated prefixis 011*, and
the PLPM is 10*, where:

the RE Index corresponding to the
PLPM points to RE corresponding to
the prefix 10*; and

the RE Index corresponding to the p5
points to RE corresponding to the prefix
p3;

PNODE32: {RE Index corresponding to a
PLPM, and RE Index corresponding to a
p4}, where an associated prefix is 000*, and
the PLPM is 0*, where:

the RE Index corresponding to the
PLPM points to RE corresponding to
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the prefix 0*; and

the RE Index corresponding to the p4
points to RE corresponding to the prefix
p4;

PNODE33: {RE Index corresponding to a
PLPM, and RE Index corresponding to a
p9}, where an associated prefix is 000010*,
and the PLPM is 0000*, where:

the RE Index corresponding to the
PLPM points to RE corresponding to
the prefix 0000*; and

the RE Index corresponding to the p9
points to RE corresponding to the prefix
pS;

PNODE34: {RE Index corresponding to a
PLPM, and RE Index corresponding to a
p8}, where an associated prefix is 000011*,
and the PLPM is 0000*, where

the RE Index corresponding to the PLPM
points to RE corresponding to the prefix
0000*%; and

the RE Index corresponding to the p8 points
to RE corresponding to the prefix p8;
PNODE35: {RE Index corresponding to a
PLPM, RE Index corresponding to a p3, RE
Index corresponding to a p6, and RE Index
corresponding to a p7}, where an associat-
ed prefix is 111*, and the PLPM is *, where:

the RE Index corresponding to the
PLPM points to RE corresponding to
the prefix *;

the RE Index corresponding to the p3
points to RE corresponding to the prefix
p3;

the RE Index corresponding to the p6
points to RE corresponding to the prefix
p6; and

the RE Index corresponding to the p7
points to RE corresponding to the prefix
p7; and

PNODE36: {RE Index corresponding to a
PLPM, and RE Index corresponding to a
p10}, where an associated prefix is
111010*, and the PLPM is 11101*, where
the RE Index corresponding to the PLPM
points to RE corresponding to the prefix
11101*; and

the RE Index corresponding to p10 points
to RE corresponding to the prefix p10;

Stage2:
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PNODEZ20: {RE Index corresponding to an
associated prefix of the PNODE30, and RE
Index corresponding to the associated pre-
fix of the PNODE31}, where an associated
prefix is *, where:

the RE Index corresponding to the as-
sociated prefix of the PNODE30 points
to the PNODE30; and

the RE Index corresponding to the as-
sociated prefix of the PNODE31 points
to the PNODE31;

PNODE21: {RE Index corresponding to a
PLPM, RE Index corresponding to an asso-
ciated prefix of the PNODE32, RE Index
corresponding to the associated prefix of
the PNODE33, and RE Index correspond-
ing to the associated prefix of the
PNODE34}, where an associated prefix is
000*, and the PLPM is *, where:

the RE Index corresponding to the
PLPM points to RE corresponding to
the prefix *;

the RE Index corresponding to the as-
sociated prefix of the PNODE32 points
to the PNODE32;

the RE Index corresponding to the as-
sociated prefix of the PNODE33 points
to the PNODE33; and

the RE Index corresponding to the as-
sociated prefix of the PNODE34 points
to the PNODE34; and

PNODE22: {RE Index corresponding to a
PLPM, RE Index corresponding to the as-
sociated prefix of the PNODE35, and RE
Index corresponding to the associated pre-
fix of the PNODE36}, where an associated
prefix is 111*, and the PLPM is *, where:
the RE Index corresponding to the PLPM
points to RE corresponding to the prefix *;
the RE Index corresponding to the associ-
ated prefix of the PNODE35 points to the
PNODE35; and

the RE Index corresponding to the associ-
ated prefix of the PNODE36 points to the
PNODE36;

Sage1:

PNODE10: {RE Index corresponding to the
associated prefix of the PNODEZ20, RE In-
dex corresponding to the associated prefix
of the PNODE21, and RE Index corre-
sponding to the associated prefix of the
PNODEZ22}, where an associated prefix is
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* where:

the RE Index corresponding to the as-
sociated prefix of the PNODE20 points
to the PNODE20;

the RE Index corresponding to the as-
sociated prefix of the PNODE21 points
to the PNODE21; and

the RE Index corresponding to the as-
sociated prefix of the PNODE22 points
to the PNODE22; and

StageO:

PNODEOQO: {RE Index corresponding to an
associated prefix of the PNODE10}, where
the RE Index corresponding to the associ-
ated prefix of the PNODE10 points to the
PNODE10.

[0058] It can be seen from the foregoing description
that in the foregoing embodiment of the present inven-
tion, a search unit of each stage in N pipeline stages of
the search apparatus includes a prefix node, configured
to store a prefix and a next hop corresponding to the
prefix, where the (i+1)th-stage search unit is configured
with a first prefix node, the ih-stage search unit is con-
figured with a second prefix node, a next hop correspond-
ing to a prefix stored on the second prefix node points to
the first prefix node, and the second prefix node is ob-
tained by dividing, into sub-trees, a first multi-bit Trie tree
formed by an associated prefix of the first prefix node. A
coverage range of a sub-tree obtained by the division
includes a Trie node in the multi-bit Trie tree and K
branches of the Trie node, and a sub-tree obtained by
the division corresponds to a group of prefix nodes.
Therefore, on one hand, because only a prefix node is
configured in a search unit, compared with the prior art,
a memory resource to be occupied is reduced; and on
the other hand, because a prefix node in a former-stage
search unitis obtained by dividing, into sub-trees, a multi-
bit Trie tree formed by an associated prefix of a prefix
node in a latter-stage search unit, a coverage range of a
sub-tree corresponding to a prefix node is large, and a
quantity of pipeline stages is reduced, thereby reducing
a search delay and decreasing difficulties in implemen-
tation.

[0059] It should be noted that in the search apparatus
provided in this embodiment of the presentinvention, the
N pipeline stages may be implemented by hardware,
where the hardware may be a field programmable gate
array (Programmable Gate Array, FPGA for short), or an
application specific integrated circuit (Application Specif-
ic Integrated Circuit, ASIC for short); and the N pipeline
stages may also be implemented by software, for exam-
ple, the N pipeline stages are implemented by multiple
threads in a processor.
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(2) Search configuration process

[0060] A search configuration process in an embodi-
ment of the present invention refers to a configuration
process for a search table, that is, a process of config-
uring an entry of the search table into N pipeline stages,
where each entry of the search table includes a prefix
and a next hop corresponding to the prefix.

[0061] The search configuration process may include
an initial configuration process and an incremental con-
figuration process. In the initial configuration process, the
N pipeline stages may be configured according to the
whole existing search table, and in a running process, a
newly added prefix to be configured and a next hop cor-
responding to the prefix may be acquired according to a
received routing update command to incrementally con-
figure the N pipeline stages.

[0062] The initial configuration process and the incre-
mental configuration process are separately described
below in detail.

(1) Initial configuration process

[0063] The capacity of a prefix node is first defined.
The capacity of a prefix node refers to a size of a data
structure of the prefix node, and a unit of the size is bit.
The capacity of a prefix node is related to any one or
more of the following factors: a maximum bandwidth of
a search apparatus, the length of a prefix in a search
table, and the like. The maximum bandwidth of a search
apparatus represents a maximum quantity of bits that
can be concurrently processed within a clock cycle. A
quantity of prefixes that can be stored on a prefix node
is related to the capacity of the prefix node and the length
of a prefix. Preferably, to reduce a quantity of pipeline
stages, the capacity of a prefix node may be set to be
large, for example, the capacity of a prefix node may be
set to 256 bits for routing search.

[0064] Preferably, to further enable a prefix node to
store more prefixes to reduce a quantity of pipeline stag-
es, the prefix node may be encoded to reduce storage
overheads.

[0065] In the initial configuration process, a multi-bit
Trie tree may be created according to a search table,
search units from the (N-1)th-stage search unit to the
Oth-stage search unit are configured in N iteration proc-
esses, and a configured pipeline structure is described
above. A specific configuration process is described be-
low.

[0066] In the firstiteration process, first, a multi-bit Trie
tree is created according to a search table and a preset
stride, and the multi-bit Trie tree is divided into sub-trees
according to the capacity of a prefix node. A greater ca-
pacity of a prefix node indicates a larger coverage range
of a sub-tree. When the multi-bit Trie tree is divided ac-
cording to the capacity of a prefix node, each sub-tree is
made to cover as many prefixes as possible, and the
sub-tree is split only when the capacity of a prefix node
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is exceeded.

[0067] A corresponding prefix node created according
to a sub-tree obtained by the division includes one or
more prefix nodes. For each sub-tree, a prefix that falls
within the sub-tree is stored in a prefix accommodated
in a prefix node corresponding to the sub-tree.

[0068] Finally, a prefix node obtained in the foregoing
process is configured in the (N-1)th-stage search unit.
Further, a structure of the multi-bit Trie tree may be saved
in a memory built in or externally connected to the search
apparatus, and is identified as the multi-bit Trie tree cor-
responding to the (N-1)th-stage search unit.

[0069] Each sub-tree obtained by dividing in the multi-
bit Trie tree corresponding to the (N-1)th-stage search
unit corresponds to a Trie node, and the Trie node has
two groups of subnodes, where a first group is used to
save a Trie subnode of the Trie node, and a second group
is used to save a prefix node corresponding to the Trie
node, where the prefix node may include anindirect prefix
node and may further include a direct prefix node. When
a sub-tree includes no branch of a Trie node, there is no
first group of subnodes in the Trie node, and there is no
indirect prefix node in the second group of subnodes.
Because a Trie node at most has 2stride Trie subnodes,
there are at most 2stride +1 prefix nodes corresponding
to a Trie node corresponding to a sub-tree.

[0070] In the second iteration process, first, a multi-bit
Trie tree is created according to an associated prefix of
the prefix node obtained in the first iteration process, and
the multi-bit Trie tree is divided into sub-trees according
to the capacity of a prefix node. A coverage range of a
sub-tree obtained by dividing according to the capacity
of a prefix node and distribution, of the associated prefix
of the prefix node created in the first iteration process, in
the multi-bit Trie tree may include a Trie node or a Trie
node and one or more branches of the Trie node. During
the division into sub-trees, each prefix node is made to
store as many prefixes as possible. For each sub-tree
obtained by the division, a prefix that falls within the sub-
tree is the associated prefix of the prefix node obtained
in the former iteration process. Then, a corresponding
group of prefix nodes is created according to a sub-tree
obtained by the division, and a group of prefix nodes cor-
responding to each sub-tree includes at most 2stride jn-
direct prefix nodes, and may further include a direct prefix
node. Finally, a prefix node obtained in the foregoing
process is configured in the (N-2)th-stage search unit. A
structure of the multi-bit Trie tree may be further saved
in a memory built in or externally connected to the search
apparatus, and is identified as the multi-bit Trie tree cor-
responding to the (N-2)th-stage search unit.

[0071] Each subsequent iteration process is basically
similar to the second iteration process. After each itera-
tion process is complete, a prefix node obtained in the
iteration process is configured in a search unit of a cor-
responding stage, and a multi-bit Trie tree corresponding
to the search unit of the stage may be further saved in a
memory built in or externally connected to the search
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apparatus, until configuration of the 0th-stage search unit
is complete.

[0072] As described above, a prefix node may save,
by using an array or another data structure, a next hop
corresponding to a prefix stored on the prefix node. For
example, a prefix node may store an array, the array is
referred to as a next-hop pointer array, a subscript of
each element in the next-hop pointer array is used to
identify a prefix, and a value of each element is a next-
hop pointer (thatis, RE Index) corresponding to the prefix
identified by the subscript of the element. By using this
data structure, a quantity of pipeline stages can be de-
creased, and hardware difficulties in implementation can
be reduced.

[0073] To further reduce memory overheads of the
search apparatus, the prefix node may only store an ad-
dress (that is, an initial address) of the array or a pointer
that points to the array, and content of the array may be
stored in a memory built in or externally connected to the
search apparatus.

[0074] Preferably, for each prefix node configured in a
search unit of each stage, if the prefix node has a corre-
sponding PLPM, the PLPM further needs to be stored on
the prefix node. Preferably, for a prefix node that has a
PLPM, a next-hop pointer (RE Index) corresponding to
the PLPM may be saved as the first element in a next-
hop pointer array corresponding to the prefix node.
[0075] As described above, for the (N-1)th-stage
search unit, a next-hop pointer that corresponds to a pre-
fix and is in a next-hop pointer array corresponding to
each prefix node points to specific content of a next hop
corresponding to the prefix, and the specific content of
the next hop may be stored in a memory built in or ex-
ternally connected to the search apparatus. For a search
unit of another stage exceptthe (N-1)th-stage search unit,
for example, the ih-stage search unit, a next-hop pointer
that corresponds to a prefix and is in a next-hop array
pointer corresponding to each prefix node in the search
unit points to a prefix node that is in the (i+1)th-stage
search unit and saves the prefix.

[0076] The foregoing is merely an exemplary imple-
mentation manner of a data structure of a prefix node,
and a data structure of a prefix node is not limited in the
present invention.

[0077] Certainly, the initial configuration process may
also be implemented by means of the incremental con-
figuration process. For example, an entry is first extracted
from a search table, and a search unit of each stage is
configured by means of the incremental configuration
process; another entry is then extracted, and a search
unit of each stage is configured by means of the incre-
mental configuration process; and the rest can be de-
duced by analogy, until a last entry in the search table is
extracted, and configuration of a search unit of each
stage is implemented by performing the incremental con-
figuration process. At this point, a configuration process
for the whole search table is complete. An incremental
configuration process is specifically described below.
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(2) Incremental configuration process

[0078] A search table is usually updated regularly or
irregularly, for example, an entry is added to the search
table or an entry of the search table is deleted.

[0079] FIG. 6a shows an incremental configuration
process of adding a search entry, which may include the
following steps:

S61: Acquire afirst prefix to be configured and a next
hop corresponding to the first prefix, and proceed to
S62.

[0080] Usually, manual configuration or update is al-
lowed for a search table for guiding packet forwarding,
or may be updated according to a related protocol. For
example, for routing search, a static route may be con-
figured manually, or a routing table may be updated dy-
namically according to a routing protocol such as a Bor-
der Gateway Protocol (Border Gateway Protocol, BGP
for short), which includes that a new routing entry is add-
ed or an existing routing entry is deleted. In this embod-
iment, after a search apparatus receives a command for
updating a search table, a search table entry that needs
to be added or deleted can be determined according to
the command, so as to update configuration of a pipeline
stage.

[0081] S62: Store the first prefix and the next hop cor-
responding to the first prefix in the (N-1)t"-stage search
unit, and proceed to S63, where N is a quantity of pipeline
stages and N>1, and each pipeline stage includes a
search unit, and the search units are respectively the
Oth-stage to the (N-1)th-stage search units according to
an execution sequence of the N pipeline stages, where
the search unit of each stage includes a prefix node, con-
figured to store a prefix and a next hop corresponding to
the prefix.

[0082] S63: Divide, into sub-trees, a multi-bit Trie tree
formed by an associated prefix of a prefix node in the (N-
1)th-stage search unit, so as to obtain a prefix node of
the (N-2)th-stage search unit, where a next hop corre-
sponding to a prefix stored on the prefix node of the (N-
2)th_stage search unit points to the prefix node of the (N-
1)th_stage.

[0083] The dividing, into sub-trees, a multi-bit Trie tree
formed by an associated prefix of a prefix node in the (N-
1)th-stage search unit, so as to obtain a prefix node of
the (N-2)th-stage search unitincludes: dividing the multi-
bit Trie tree into M sub-trees, where M>1, and each sub-
tree includes a Trie node of the multi-bit Trie tree and K
branches of the Trie node, where 0<K<stride, and the
stride is a stride of the multi-bit Trie tree.

[0084] Inthe foregoing configuration process, if a new-
ly added search entry can be accommodated on the pre-
fix node configured in the (N-1)th-stage search unit, only
the prefix node in the (N-1)th-stage search unit may be
updated, and a prefix node configured in a search unit
of another stage does not need to be updated. If a newly



23 EP 3 145134 A1 24

added search entry cannot be accommodated on the pre-
fix node configured in the (N-1)th-stage search unit, a
structure of the Trie tree needs to be adjusted by per-
forming the following process shown in FIG. 6b-1 and
FIG. 6b-2, and a prefix node is newly added to accom-
modate the newly added search entry.

[0085] In S62, it is determined whether a capacity of
the prefix node in the (N-1)th-stage search unit allows
storage of the first prefix and the next hop corresponding
to the first prefix; and if yes, the first prefix and the next
hop corresponding to the first prefix are stored on the
prefix node of the (N-1)th-stage search unit; otherwise,
the prefix node of the (N-1)th-stage search unit is recon-
figured, and the first prefix and the next hop correspond-
ing to the first prefix are stored on the reconfigured prefix
node of the (N-1)th-stage search unit.

[0086] InS63,itis determined, according to the capac-
ity of the prefix node in the (N-2)th-stage search unit,
whether storage of an associated prefix of the reconfig-
ured prefix node of the (N-1)th-stage search unit is al-
lowed; and if yes, the associated prefix of the reconfig-
ured prefix node of the (N-1)th-stage search unit is stored
on the prefix node of the (N-2)th-stage search unit;

and if a determining result in S63 is no, proceed to S64.
[0087] S64: Setj=N-2, and proceed to S65.

[0088] S65: Divide, into sub-trees, the multi-bit Trie
tree formed by the associated prefix of the prefix node in
the (j+1)th-stage search unit, so as to reconfigure the pre-
fixnode of the (j)th-stage search unit, store the associated
prefix of the configured prefix node in the (j+1)th-stage
search unit on the reconfigured prefix node of the
(j)th-stage search unit, and proceed to S66.

[0089] S66: Determine, according to the capacity of a
prefix node of the (j-1)th-stage search unit, whether stor-
age of an associated prefix of the reconfigured prefix
node of the (j)th-stage search unit is allowed; and if yes,
store the associated prefix of the reconfigured prefix node
of the (j)th-stage search unit on the prefix node of the (j-
i)th-stage search unit, and end the procedure; otherwise,
proceed to S67.

[0090] S67: Set j=j-1, and proceed to S68.

[0091] S68: If =0, end the procedure; otherwise, pro-
ceed to S65.

[0092] Preferably, in the foregoing procedure, the

reconfiguring the prefix node of the (N-1)th-stage search
unit includes:

inserting the first prefix into a first multi-bit Trie tree
corresponding to the (N-1)th-stage search unit; and
if a split target prefix node exists in the (N-1)th-stage
search unit, splitting the split target prefix node into
multiple prefix nodes according to a location of the
first prefix in the first multi-bit Trie tree corresponding
to the (N-1)th-stage search unit, a stride of the first
multi-bit Trie tree, and a location, of a prefix stored
on the split target prefix node, in the first multi-bit
Trie tree, where a prefix node obtained by the split-
ting stores the first prefix and the next hop corre-
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sponding to the first prefix; otherwise, reconfiguring
a prefix node in the (N-1)th-stage search unit to store
the first prefix and the next hop corresponding to the
first prefix, where the target prefix node meets a first
condition and is a prefix node that is among all prefix
nodes that meet the first condition and whose stride
tothefirst prefix is the smallest, and the first condition
is that a branch of a sub-tree corresponding to the
prefix node includes the first prefix.

[0093] Preferably, in the foregoing procedure, the di-
viding, into sub-trees, the multi-bit Trie tree formed by
the associated prefix of the prefix node inthe (j+1)th-stage
search unit, so as to reconfigure the prefix node of the
(j)th-stage search unit includes:

if a split target prefix node exists in the (j)th-stage
search unit, splitting the split target prefix node into
multiple prefix nodes according to a location of the
first prefix in a second multi-bit Trie tree correspond-
ing to the (j)t"-stage search unit, a stride of the sec-
ond multi-bit Trie tree, and a location, of a prefix
stored on the split target prefix node, in the second
multi-bit Trie tree, where a prefix node obtained by
the splitting stores the associated prefix of the recon-
figured prefix node in the (j+1)th-stage search unit
and a corresponding next hop; otherwise, reconfig-
uring a prefix node in the (j)th-stage search unit to
store the associated prefix of the reconfigured prefix
node in the (j+1)t"-stage search unit and the corre-
sponding next hop, where the target prefix node
meets the first condition and is a prefix node that is
among all prefix nodes that meet the first condition
and whose stride to the associated prefix of the
reconfigured prefix node in the (j+1)th-stage search
unit is the smallest, and the first condition is that a
branch of a sub-tree corresponding to the prefix node
includes the associated prefix of the reconfigured
prefix node in the (j+1)th-stage search unit.

[0094] Similarly, when a search entry needs to be de-
leted, a procedure thereof may be shown in FIG. 7.
[0095] S71: Obtain a second prefix to be deleted and
a next hop corresponding to the second prefix.

[0096] S72: Release the second prefix and the next
hop of the second prefix from a prefix node that is in the
(N-1)th-stage search unit and stores the second prefix
and the next hop corresponding to the second prefix.
[0097] S73: If the prefix node from which the second
prefix is released no longer stores the prefix and the next
hop of the prefix, release the prefix node, and proceed
to S74.

[0098] S74: Setj=N-2, and proceed to S75.

[0099] S75: For the prefix node released from the
(j+1)th-stage search unit, release an associated prefix of
a corresponding prefix node from the prefix node of the
(j)th-stage search unit; if the prefix node from which the
associated prefix is released no longer stores the asso-
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ciated prefix, release the prefix node that is in the
(j)th-stage search unit and no longer stores the associat-
ed prefix; and proceed to S76.

[0100] S76: Set j=j-1, and proceed to S77.

[0101] S77:If j<0, end the procedure; otherwise, pro-
ceed to S75.

[0102] It can be seen from the foregoing description

that in this embodiment of the present invention, an orig-
inal search structure can be updated at a minimum cost
to minimize or avoid the effect on packet forwarding,
thereby ensuring packet forwarding performance. Com-
pared with a conventional multi-bit Trie algorithm, time
complexity of incremental update in the solution provided
in this embodiment of the present invention is O(W/k),
where W represents the length of a prefix, and k repre-
sents a Trie stride. When a prefix is inserted or deleted,
only a branch in which the prefix is located is affected,
and all other branches are not changed.

[0103] FIG. 6a, or FIG. 6b-1 and FIG. 6b-2, or FIG. 7
merely shows an exemplary implementation manner of
incremental configuration for a search table, and the
present invention is not merely limited to the incremental
configuration manners shown in these figures. Based on
the pipeline structure for a search table introduced above,
as long as a configured pipeline can conform to the fore-
going structure, a specific implementation manner is not
limited in the presentinvention. For example, during rout-
ing table update, a multi-bit Trie tree corresponding to
the Nth-stage search unit may be updated according to
an updated routing table, the Nth-stage search unitis con-
figured on this basis, and a search unit of each stage is
then configured stage by stage upwards.

[0104] To describe the incremental configuration proc-
ess more clearly, the search configuration process is in-
troduced below by using a simple example.

[0105] Inthe following example, 6 prefixes are sequen-
tially added to an empty routing table, and the 6 prefixes
are sequentially inserted into the routing table to create
a search structure. The 6 prefixes are: p0 (*), p1 (0*), p2
(10%), p3 (111*), p4 (0000*), and p5 (1001%).

[0106] Pipeline stages of a search apparatus include
three stages, where the first stage (stage0) is a TCAM.
[0107] A complete multi-bit Trie structure is stored in
a memory; and when a new prefix is received, the multi-
bit Trie structure is updated, and an update instruction is
generated and sent to the search apparatus, where the
update instruction may be an instruction for writing a pre-
fix node, an instruction for deleting a prefix node, or an
instruction for refreshing a prefix node.

[0108] As shown in FIG. 8a, when the prefix p0 is to
be inserted, the prefix p0 is first added to a multi-bit Trie
tree corresponding to stage2, and a prefix node
PNODEZ20 is created according to the multi-bit Trie tree,
where both the prefix p0 and RE Index corresponding to
the prefix p0 are stored on the PNODEZ20; and then the
PNODE20 is encapsulated and then written into a search
unit corresponding to stage2. Next, an associated prefix
p10 ofthe prefix node in the multi-bit Trie tree correspond-
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ing to stage? is inserted into a multi-bit Trie tree corre-
sponding to stage1, a prefix node PNODE10 is created,
and the PNODE10 is encapsulated and then written into
a search unit corresponding to stage1. Each prefix in the
multi-bit Trie tree corresponding to stage1 corresponds
to a prefix node in the multi-bit Trie tree of stage2. A prefix
of a prefix node in the multi-bit Trie tree corresponding
to stage1 is placed in the TCAM at stageO. In this way,
a search structure from stage0 to stage? is created.
[0109] As shown in FIG. 8b, when the prefixes p1 and
p2 are to be inserted, because the prefixes p1, p2, and
pO are all within a Trie node (that is, within a stride) in
the multi-bit Trie tree corresponding to stage2, the ca-
pacity of the PNODEZ20 is not exceeded after the p1 and
the p2 are added to the prefix node; therefore, only the
PNODE20 needs to be updated, that is, next-hop point-
ers corresponding to the p1 and the p2 are stored on the
PNODE20, and none of prefix nodes in the TCAM and
the search unit of stage 1 needs to be updated.

[0110] As shown in FIG. 8c, when the prefixes p3 and
p4 are to be inserted, although the prefixes p3 and p4
and the prefixes p0, p1, and p2 are not within a Trie node
(that is, not within a stride) in the multi-bit Trie tree cor-
responding to stage2, the capacity of the PNODEZ20 is
not exceeded after the prefixes p3 and p4 are added to
the prefix node; therefore, next-hop pointers correspond-
ing to the p1 and the p2 are stored on the PNODEZ20.
[0111] As shown in FIG. 8d, when the prefix p5 is to
be inserted, the capacity of the PNODEZ20 is exceeded
after a next-hop pointer of the prefix p5 is added to the
prefix node; therefore, in this case, a prefix node in the
multi-bit Trie tree corresponding to stage2 needs to be
split.

[0112] During splitting, first, a target prefix node that
needs to be split is determined according to a location of
the prefix p5 in the multi-bit Trie tree and a location, of a
prefix accommodated on the original prefix node
PNODE20 in the multi-bit Trie tree, in the multi-bit Trie
tree. Herein, because the multi-bit Trie tree only has one
prefix node PNODE20, the PNODE20 is used as the pre-
fix node that needs to be split. Next, the prefix node is
split into multiple small prefix nodes based on a stride
(stride) according to the positions, of the prefix accom-
modated on the PNODEZ20 and the prefix p5, in the multi-
bit Trie tree. It can be seen from the figure that the 6
prefixes can be divided into 4 parts after division accord-
ing to a stride, and each part may be used as a new prefix
node, which is shown as PNODE21 to PNODE24 in the
figure. To use a memory access bandwidth as much as
possible, a minimum splitting policy is generally used,
thatis, a coverage range of a subnode obtained after the
splitting is as large as possible. Splitting may be per-
formed by using a root node, associated with the prefix
node, of the multi-bit Trie tree. In this example, the original
PNODE20 may be split into the 4 small prefix nodes
PNODE21 to PNODE24 by splitting from the root node,
and a Trie node T1 is created to serve as a parent node
of the 4 prefix nodes.



27 EP 3 145134 A1 28

[0113] Atfter the splitting is complete, new prefix nodes
are generated, the new prefix nodes PNODE21 to
PNODE24 are configured in the search unit correspond-
ing to stage2 in the search apparatus, and associated
prefixes of the new prefix nodes are inserted into the
multi-bit Trie tree corresponding to stage 1. An associated
prefix of the PNODE21 is the same as an associated
prefix of the original PNODEZ20, and the prefix already
exists in the multi-bit Trie tree corresponding to stage1;
therefore, the associated prefix corresponding to the pre-
fix node does not need to be repeatedly inserted, and
only the PNODE21 needs to be updated. In an update
process, the new prefix nodes PNODE22, PNODE23,
and PNODE24 are first configured in the search unit cor-
responding to stage2, and the original PNODE20 is then
updated with the PNODE21, so as to avoid the effect on
a search process.

[0114] If a next-hop pointer of a prefix node accommo-
dated on the PNODE10 is continuously stored, only a
base address of a next-hop pointer array may be saved
on the PNODE10. When the PNODE10 needs to be up-
dated, it is merely required that a new array element is
written first, the base address of the next-hop pointer
array of the PNODE10 is then updated, and an old node
is finally deleted.

[0115] Afterthe associated prefixes of the prefix nodes
of stage2 are inserted into the multi-bit Trie tree corre-
sponding to stage1, if the capacity of a prefix node of
stage1 is not exceeded, only the PNODE10 needs to be
updated in the multi-bit Trie tree corresponding to stage2.
[0116] As described above, the search apparatus in
this embodiment of the present invention may be an ap-
paratus such as a routing search module, a processor,
or a search engine implemented by hardware located in
a network device configured to implement packet for-
warding such as a router or a switch. In this case, the
search configuration procedure is executed by a control
plane in the network device configured to implement
packet forwarding such as a router or a switch, for ex-
ample, the control plane configures a prefix in a routing
table and a next hop corresponding to the prefix into the
search apparatus by executing the search configuration
procedure. The search apparatus in this embodiment of
the present invention may also be a network device con-
figured to implement packet forwarding such as a router
or a switch. In this case, the search configuration proce-
dure is executed by a control plane in the network device,
that is, the control plane configures a prefix in a routing
table and a next hop corresponding to the prefix into a
data plane in the network device by executing the search
configuration procedure.

(3) Search procedure

[0117] Asearch procedure provided in an embodiment
of the present invention is implemented based on the
foregoing search apparatus.

[0118] Referto FIG. 9a, which is a schematic diagram
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of a search procedure according to an embodiment of
the present invention. The procedure may include:

S91: A search apparatus receives a search key
word, and proceed to S92, where the search appa-
ratus includes N pipeline stages, where N>1, and
each pipeline stage includes a search unit, and the
search units are respectively the Oth-stage to the (N-
1)th_stage search units according to an execution se-
quence of the N pipeline stages.

S92: Set i=0, and proceed to S93.

S93: The ilh-stage search unit performs matching be-
tween the search key word and a prefix stored on a
first prefix node in the ith-stage search unit; and if a
prefix is obtained by matching, output, to the
(i+1)th-stage search unit, a length of the prefix ob-
tained by matching and a next hop corresponding to
the prefix obtained by matching, and proceed to S94;
otherwise, proceed to S96.

S94: Set i=i+1, and proceed to S95.

S95: The ilh-stage search unit extracts a segment
key word of a corresponding length from the search
key word according to the prefix length output by the
(i-1)th-stage search unit, determines, according to
the next hop output by the (i-1)t-stage search unit,
a corresponding second prefix node in the ith-stage
search unit, and performs matching between the ex-
tracted segment key word and a corresponding seg-
ment key word of a prefix stored on the second prefix
node;

if a prefix is obtained by matching, when i=N-1, out-
put a next hop corresponding to the prefix obtained
by matching; otherwise, output, to the (i+1)t-stage
search unit, a length of the prefix obtained by match-
ing and a next hop corresponding to the prefix ob-
tained by matching, and proceed to S94; and

if no prefix is obtained by matching, and the second
prefix node has a PLPM, output a next hop corre-
sponding to the PLPM; and if the second prefix node
has no PLPM, proceed to S96.

S96: Output prompt information indicating that no
matching prefix is found.

[0119] FIG.9bdescribes a search processinapipeline
execution sequence by using a pipeline structure of three
stages as an example. The procedure may include:

S1021: In a search unit corresponding to stage0 of
a pipeline, perform matching between a search key
word and a prefix accommodated on a prefix node
configured in the search unit of the current stage. If
a prefix is obtained by matching, a length of the prefix
obtained by matching and a next-hop pointer corre-
sponding to the prefix obtained by matching are out-
put to a search unit corresponding to stage1, where
the next-hop pointer points to a prefix node config-
ured in the search unit corresponding to stage 1; and
then proceed to S1022.
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[0120] If no prefix is obtained by matching in S1021, it
indicates that search fails, and proceed to S1026.
[0121] S1022: In the search unit corresponding to
stage 1 of the pipeline, extract a segment key of a cor-
responding length from the search key word according
to the prefix length output by stage0; perform matching
between the extracted segment key and a prefix accom-
modated on a prefix node indicated by the next-hop point-
er output by stage0, where the "segment key of the cor-
responding length" refers to all remaining keys starting
from the prefix length output by stage0. If a prefix is ob-
tained by matching, a length of the prefix and a next-hop
pointer corresponding to the prefix are output to stage2,
where the next-hop pointer points to a prefix node con-
figured in a search unit corresponding to stage2; and
then proceed to S1023. If no prefix is obtained by match-
ing, proceed to S1024.

[0122] S1023: In the search unit corresponding to
stage? of the pipeline, extract a segment key of a corre-
sponding length from the search key word according to
the prefix length output by stage1, and perform matching
between the extracted segment key and a prefix accom-
modated on a prefix node indicated by the next-hop point-
er output by stage 1, where the "segment key of the cor-
responding length" refers to all remaining keys starting
from the prefix length output by stage1. If a prefix is ob-
tained by matching, a next-hop pointer corresponding to
the prefix is output, where the next-hop pointer points to
next-hop information; and then proceed to S1025. If no
prefix is obtained by matching, proceed to S1024.
[0123] S1024:Acquire, according to a next-hop pointer
output by a search unit of a former stage, a PLPM cor-
responding to a prefix node indicated by the pointer, and
acquire a next-hop pointer corresponding to the PLPM,
where the next-hop pointer points to next-hop informa-
tion; and then proceed to S1025. If the prefix node indi-
cated by the next-hop pointer output by the search unit
of the former stage has no PLPM, proceed to S1026.
[0124] S1025: Acquire next-hop information according
to an output next-hop pointer, use the next-hop informa-
tion as a search result of the search key word and return
the next-hop information; and end the search procedure.
[0125] S1026: Output information indicating search
MISS (thatis, information indicating that no matching pre-
fix is found), and end the search procedure.

[0126] In S1024 of the foregoing procedure, because
a PLPM corresponding to a prefix node is stored in mul-
tiple different manners, manners in which a next-hop
pointer is obtained according to the PLPM corresponding
to the prefix node are also different. If the PLPM and the
next-hop pointer corresponding to the PLPM are saved
in a next-hop pointer array corresponding to a prefix
node, the next-hop pointer corresponding to the PLPM
may be acquired from the next-hop pointer array corre-
sponding to the prefix node. A PLPM of a prefix node
may also be stored in a form of a pointer, the pointer
includes a pointer of the prefix node that accommodates
the PLPM and a location, of the PLPM, in a next-hop
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pointer array of the prefix node.

[0127] In S1025 of the foregoing procedure, next-hop
information corresponding to a prefix accommodated on
a prefix node may be acquired from a next-hop pointer
array of the prefix node. Specifically, in a case in which
a search unit stores a next-hop pointer array correspond-
ing to a prefix node, a next-hop pointer may be directly
acquired from the next-hop pointer array corresponding
to the prefix node, and corresponding next-hop informa-
tion may be acquired according to the pointer. In a case
in which a search unit does not store a next-hop pointer
array, but stores a base address of the next-hop pointer
array, the corresponding next-hop pointer array may be
accessed according to the base address of the next-hop
pointer array, a corresponding next-hop pointer may be
acquired from the array, and corresponding next-hop in-
formation may be acquired according to the pointer.
[0128] As described above, a pipeline stage may fur-
ther include a Trie node, or may be another improved
structure described above. However, regardless of atype
of a pipeline structure, a search process of the pipeline
structure is basically similar to the foregoing search proc-
ess, and is not described herein again in detail.

[0129] The foregoing procedure is only described by
using a pipeline of three stages as an example, and a
search process for pipeline stages of another quantity is
similar thereto. For example, if pipeline stages have mul-
tiple intermediate stages except the top stage and the
bottom stage, a processing procedure for each interme-
diate stage is similarto S1022in the foregoing procedure.

(4) Other optional solutions

[0130] In the embodiments described above, during
configuration of a pipeline structure of a search appara-
tus, only a prefix node corresponding to each pipeline
stage is configured in the pipeline structure. In another
exemplary solution, on this basis, all Trie nodes that have
prefix nodes may be further configured in the pipeline
structure. For example, both a Trie node that is in a multi-
bit Trie tree corresponding to the ih-stage search unit
and has a prefix node, and the prefix node corresponding
to the Trie node are configured in the ith-stage search unit.
[0131] During configuration of the pipeline structure,
for a multi-bit Trie tree corresponding to a search unit of
each stage, all Trie nodes that are in the multi-bit Trie
tree and have prefix nodes are placed at a stage, and all
prefix nodes are placed at a next stage of the Trie node.
That is, for each multi-bit Trie tree, two stages are gen-
erated in the pipeline structure of the search apparatus,
where one stage is used to place a Trie node, and the
other stage is used to place a prefix node. As described
above, each Trie node may have two groups of subn-
odes, where one group is used to save a Trie subnode,
and the other group is used to save a prefix node. Each
group of subnodes has a separate index, but a pipeline
stage of the search apparatus may only save an index
of a prefix node.
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[0132] During specific implementation, each search
unitincludes two subunits, and each subunit corresponds
to a stage in the pipeline structure. In a pipeline sequence
from the front to the rear, a first subunit in a search unit
is configured with all Trie nodes that are in a multi-bit Trie
tree corresponding to the search unit and have prefix
nodes, and a second subunit is configured with all prefix
nodes in the multi-bit Trie tree corresponding to the
search unit.

[0133] Compared with the technical solution in which
only a prefix node is saved at a pipeline stage, in the
optional solution described herein, associated prefixes
generated during iteration each time are fewer. Because
in a general case, a Trie node has multiple prefix nodes,
a quantity of associated prefixes of Trie nodes is less
than a quantity of associated prefixes of prefix nodes,
thereby helping to improve an update speed.

[0134] Further, the two configuration solutions may be
further used in combination. For example, for some
search units, only prefix nodes in multi-bit Trie trees are
configured in the search units; and for some other search
units, all Trie nodes that have prefix nodes and the prefix
nodes are configured in the search units.

[0135] As described above, the solution provided in
this embodiment of the present invention is not only ap-
plicable to routing search, but also applicable to a search
algorithm such as a precise search algorithm, for exam-
ple, applicable to processing of Media Access Control
(media access control, MAC for short) search or linear
table search. For precise search, each entry in a search
table merely needs to be considered as a full-length pre-
fix, and aspects such as a pipeline stage structure, a
configuration process, and a search process are basical-
ly similar to those in the foregoing embodiments, and are
not described again herein in detail.

[0136] In conclusion, in view of problems such as a
large quantity of pipeline stages, indeterminate memory
occupation of each stage, and a complex data structure
that exist in the existing multi-bit Trie algorithm, the em-
bodiments of the present invention provide a solution in
which a search apparatus is configured by means of mul-
ti-bit Trie iteration. In a process of creating a multi-bit Trie
tree, in one aspect, each sub-tree is made to cover as
many prefixes as possible by means of division into sub-
trees, and a corresponding prefix node is created for each
sub-tree to accommodate the prefixes covered by the
sub-tree; therefore, a structure of the multi-bit Trie tree
is "flattened"; then, a new multi-bit Trie tree is created by
means of multi-bit Trie iteration by using an associated
prefix of a next-stage prefix node, so as to determine a
previous-stage prefix node; therefore, compared with the
existing multi-bit Trie algorithm, a quantity of pipeline
stages is reduced, and a memory access bandwidth and
a search delay are greatly decreased.

[0137] In addition, all Trie nodes or Trie nodes that
have no prefix node do not need to be saved in the search
apparatus; therefore, a memory resource to be occupied
can be reduced. Memory occupation of each pipeline
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stage is completely independent, and a memory occu-
pation amount of each stage gradually decreases in a
pipeline execution sequence, which has an obvious law,
and greatly facilitates software/hardware implementa-
tion. Most memory occupation exists at the last pipeline
stage; therefore, for a hardware architecture with an off-
chip memory (that is, an architecture in which a memory
is externally connected to the search apparatus), an on-
chip resource (that is, a resource of a memory built in the
search apparatus) to be occupied can be greatly re-
duced. The off-chip memory is generally a low-cost dy-
namic random access memory (Dynamic Random Ac-
cess Memory, DRAM for short); therefore, the solutions
provided in the embodiments of the present invention
can further reduce a hardware implementation cost.
[0138] In another aspect, IPv4 routing processing and
IPv6 routing processing are all the same in the embodi-
ments of the present invention, and software implemen-
tation and hardware implementation are separated;
therefore, a data structure is greatly simplified, and com-
plexity and difficulties in implementation are reduced.
The solutions provided in the embodiments of the present
invention are insensitive to a prefix length, has desirable
extensibility, and can support a large-scale routing table.
[0139] Personsskilledinthe art should understand that
the embodiments of the present invention may be pro-
vided as a method, a system, or a computer program
product. Therefore, the presentinvention may use aform
of hardware only embodiments, software only embodi-
ments, or software plus hardware embodiments. More-
over, in the present invention, a form of a computer pro-
gram product that is implemented on one or more com-
puter-usable storage media (including but not limited to
a disk memory, a CD-ROM, an optical memory, and the
like) that include computer-usable program code may is
used.

[0140] The present invention is described with refer-
ence to the flowcharts and/or block diagrams of the meth-
od, the device (system), and the computer program prod-
uct according to the embodiments of the present inven-
tion. It should be understood that computer program in-
structions may be used to implement each process
and/or each block in the flowcharts and/or the block di-
agrams and a combination of a process and/or a block
in the flowcharts and/or the block diagrams. These com-
puter programinstructions may be provided for a general-
purpose computer, a dedicated computer, an embedded
processor, or a processor of any other programmable
data processing device to generate a machine, so that
the instructions executed by a computer or a processor
of any other programmable data processing device gen-
erate an apparatus for implementing a specific function
in one or more processes in the flowcharts and/or in one
or more blocks in the block diagrams.

[0141] These computer program instructions may also
be stored in a computer readable memory that can in-
struct the computer or any other programmable data
processing device to work in a specific manner, so that
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the instructions stored in the computer readable memory
generate an artifact that includes an instruction appara-
tus. The instruction apparatus implements a specific
functionin one or more processes in the flowcharts and/or
in one or more blocks in the block diagrams.

[0142] These computer program instructions may also
be loaded onto a computer or another programmable da-
ta processing device, so that a series of operations and
steps are performed on the computer or the another pro-
grammable device, thereby generating computer-imple-
mented processing. Therefore, the instructions executed
on the computer or the another programmable device
provide steps for implementing a specific function in one
ormore processes in the flowcharts and/orin one or more
blocks in the block diagrams.

[0143] Although some exemplary embodiments of the
present invention have been described, persons skilled
in the art can make changes and maodifications to these
embodiments once they learn the basic inventive con-
cept. Therefore, the following claims are intended to be
construed as to cover the exemplary embodiments and
all changes and modifications falling within the scope of
the present invention.

Claims
1. A search apparatus, comprising:

N pipeline stages, wherein N>1; and

each pipeline stage comprises a search unit,
and the search units are respectively the
Oth-stage to the (N-1)th-stage search units ac-
cording to an execution sequence of the N pipe-
line stages, wherein the search unit of each
stage comprises a prefix node, configured to
store a prefix and a next hop corresponding to
the prefix, wherein:

the (i+1)th-stage search unit is configured
with a first prefix node, the ilh-stage search
unitis configured with a second prefix node,
wherein 0<i<(N-2), a next hop correspond-
ing to a prefix stored on the second prefix
node points to the first prefix node, and the
second prefix node is obtained by dividing,
into sub-trees, a first multi-bit Trie tree
formed by an associated prefix of the first
prefix node; and

the obtaining the second prefix node by di-
viding, into sub-trees, a first multi-bit Trie
tree formed by an associated prefix of the
first prefix node comprises: dividing the first
multi-bit Trie tree into M sub-trees, wherein
M>1, and each sub-tree comprises a Trie
node of the first multi-bit Trie tree and K
branches of the Trie node; and obtaining
the second prefix node according to the M
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sub-trees, wherein 0<K<stride, and the
stride is a stride of the first multi-bit Trie tree.

The method according to claim 1, wherein the sec-
ond prefix node comprises 1 to 2stride indirect prefix
nodes or comprises 0 to 2stride indirect prefix nodes
and one direct prefix node, wherein the direct prefix
node is configured to store a prefix that falls within
a Trie node of the sub-tree, and the indirect prefix
node is configured to store a prefix that falls within
a branch of the Trie node of the sub-tree.

The apparatus according to claim 2, wherein the
(i+1)th-stage search unit is further configured with a
Trie node that is in the first multi-bit Trie tree and
comprises a prefix node.

The apparatus according to claim 1, wherein the first
prefix node stores a first array or an address of the
first array, and the first array stores a next-hop point-
er corresponding to each prefix of the first prefix
node; and/or

the second prefix node stores a second array or an
address of the second array, and the second array
stores a next-hop pointer corresponding to each pre-
fix of the second prefix node.

The apparatus according to claim 1, wherein the
Oth-stage search unit is a ternary content addressa-
ble memory TCAM.

The apparatus according to any one of claims 1 to
5, wherein the N pipeline stages are used to perform
the following steps:

S91: receiving a search key word, and proceed-
ing to S92;

S92: setting i=0, and proceeding to S93;

S93: performing, by the ilh-stage search unit,
matching between the search key word and a
prefix accommodated on a first prefix node in
the ih-stage search unit; and if a prefix is ob-
tained by matching, outputting, to the
(i+1)th-stage search unit, a length of the prefix
obtained by matching and a next hop corre-
sponding to the prefix obtained by matching, and
proceeding to S94; otherwise, proceeding to
S96;

S94: setting i=i+1, and proceeding to S95;
S95: extracting, by the ilh-stage search unit, a
segment key word of a corresponding length
from the search key word according to the prefix
length output by the (i-1)th-stage search unit, de-
termining, according to the next hop output by
the (i-1)th-stage search unit, a corresponding
second prefix node in the ih-stage search unit,
and performing matching between the extracted
segment key word and a corresponding seg-
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ment key word of a prefix stored on the second
prefix node;

if a prefix is obtained by matching, when i=N-1,
outputting a next hop corresponding to the prefix
obtained by matching; otherwise, outputting, to
the (i+1)th-stage search unit, a length of the pre-
fix obtained by matching and a next hop corre-
sponding to the prefix obtained by matching, and
proceeding to S94; and

if no prefix is obtained by matching, and the sec-
ond prefix node has a longest prefix match
PLPM, outputting a next hop corresponding to
the PLPM; and if the second prefix node has no
PLPM, proceeding to S96; and

S96: outputting prompt information indicating
that no matching prefix is found.

7. Asearch configuration method, wherein the method

comprises:

S61: acquiring a first prefix to be configured and
a next hop corresponding to the first prefix, and
proceeding to S62;

S62: storing the first prefix and the next hop cor-
responding to the first prefix in the (N-1)th-stage
search unit, and proceeding to S63, wherein N
is a quantity of pipeline stages and N>1, and
each pipeline stage comprises a search unit,
and the search units are respectively the
Oth-stage to the (N-1)th-stage search units ac-
cording to an execution sequence of the N pipe-
line stages, wherein the search unit of each
stage comprises a prefix node, configured to
store a prefix and a next hop corresponding to
the prefix; and

S63: dividing, into sub-trees, a multi-bit Trie tree
formed by an associated prefix of a prefix node
in the (N-1)th-stage search unit, so as to obtain
a prefix node of the (N-2)th-stage search unit,
wherein a next hop corresponding to a prefix
stored on the prefix node of the (N-2)th-stage
search unit points to the prefix node of the (N-
1)th-stage, and the dividing, into sub-trees, a
multi-bit Trie tree formed by an associated prefix
of a prefix node in the (N-1)th-stage search unit,
so as to obtain a prefix node of the (N-2)th-stage
search unit comprises: dividing the multi-bit Trie
tree into M sub-trees, wherein M>1, and each
sub-tree comprises a Trie node of the multi-bit
Trie tree and Kbranches of the Trie node, where-
in 0<K<stride, and the stride is a stride of the
multi-bit Trie tree.

8. The method according to claim 7, wherein

S62 comprises:

determining whether a capacity of the prefix
node in the (N-1)th-stage search unit allows stor-
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age of the first prefix and the next hop corre-
sponding to the first prefix; and if yes, storing
the first prefix and the next hop corresponding
to the first prefix on the prefix node of the (N-
1)th-stage search unit; otherwise, reconfiguring
the prefix node of the (N-1)th-stage search unit,
and storing the first prefix and the next hop cor-
responding to the first prefix on the reconfigured
prefix node of the (N-1)th-stage search unit; and

S63 comprises:

determining, according to the capacity of the
prefix node in the (N-2)th-stage search unit,
whether storage of an associated prefix of the
reconfigured prefix node of the (N-1)th-stage
search unit is allowed; and if yes, storing the
associated prefix of the reconfigured prefix node
of the (N-1)th-stage search unit on the prefix
node of the (N-2)th-stage search unit; otherwise,
proceeding to S64;

S64: setting j=N-2, and proceeding to S65;

S65: dividing, into sub-trees, the multi-bit Trie tree
formed by the associated prefix of the prefix node in
the (j+1)th-stage search unit, so as to reconfigure the
prefix node of the (j)th-stage search unit, storing the
associated prefix of the configured prefix node in the
(j+1)th-stage search unit on the reconfigured prefix
node of the (j)th-stage search unit, and proceeding
to S66;

S66: determining, according to the capacity of a pre-
fix node of the (j-1)th-stage search unit, whether stor-
age of an associated prefix of the reconfigured prefix
node of the (j)th-stage search unit is allowed; and if
yes, storing the associated prefix of the reconfigured
prefix node of the (j)th-stage search unit on the prefix
node of the (j-i)th-stage search unit, and ending the
procedure; otherwise, proceeding to S67;

S67: setting j=j-1, and proceeding to S68; and
S68: if j=0, ending the procedure; otherwise, pro-
ceeding to S65.

The method according to claim 8, wherein the recon-
figuring the prefix node of the (N-1)th-stage search
unit comprises:

inserting the first prefix into a first multi-bit Trie
tree corresponding to the (N-1)th-stage search
unit; and

if a split target prefix node exists in the (N-
1)th-stage search unit, splitting the split target
prefix node into multiple prefix nodes according
to a location of the first prefix in the first multi-bit
Trie tree corresponding to the (N-1)th-stage
search unit, a stride of the first multi-bit Trie tree,
and a location, of a prefix stored on the split tar-
get prefix node, in the first multi-bit Trie tree,
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wherein a prefix node obtained by the splitting
stores the first prefix and the next hop corre-
sponding to the first prefix; otherwise, reconfig-
uring a prefix node in the (N-1)th-stage search
unit to store the first prefix and the next hop cor-
responding to the first prefix, wherein the target
prefix node meets a first condition and is a prefix
node that is among all prefix nodes that meet
the first condition and whose stride to the first
prefix is the smallest, and the first condition is
that a branch of a sub-tree corresponding to the
prefix node comprises the first prefix; and

the dividing, into sub-trees, the multi-bit Trie tree
formed by the associated prefix of the prefix
node in the (j+1)th-stage search unit, so as to
reconfigure the prefix node of the (j)th-stage
search unit comprises:

if a split target prefix node exists in the
(j)th-stage search unit, splitting the split tar-
get prefix node into multiple prefix nodes
according to a location of the first prefix in
a second multi-bit Trie tree corresponding
to the (j)th-stage search unit, a stride of the
second multi-bit Trie tree, and a location, of
a prefix stored on the split target prefix node,
in the second multi-bit Trie tree, wherein a
prefix node obtained by the splitting stores
the associated prefix of the reconfigured
prefix node in the (j+1)th-stage search unit
and a corresponding next hop; otherwise,
reconfiguring a prefix node in the (j)th-stage
search unit to store the associated prefix of
the reconfigured prefix node in the
(j+1)th-stage search unit and the corre-
sponding next hop, wherein the target prefix
node meets the first condition and is a prefix
node that is among all prefix nodes that
meet the first condition and whose stride to
the associated prefix of the reconfigured
prefix node in the (j+1)th-stage search unit
is the smallest, and the first condition is that
a branch of a sub-tree corresponding to the
prefix node comprises the associated prefix
of the reconfigured prefix node in the
(j+1)th-stage search unit.

10. The method according to any one of claims 7 to 9,
further comprising:

S71: obtaining a second prefix to be deleted and
a next hop corresponding to the second prefix;
S72: releasing the second prefix and the next
hop of the second prefix from a prefix node that
is in the (N-1)th-stage search unit and stores the
second prefix and the next hop corresponding
to the second prefix;

S73: if the prefix node from which the second
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prefix is released no longer stores the prefix and
the next hop of the prefix, releasing the prefix
node, and proceeding to S74;

S74: setting j=N-2, and proceeding to S75;
S75: for the prefix node released from the
(j+1)th-stage search unit, releasing an associat-
ed prefix of a corresponding prefix node from
the prefix node of the (j)th-stage search unit; if
the prefix node from which the associated prefix
is released no longer stores the associated pre-
fix, releasing the prefix node that is in the
(j)th-stage search unit and no longer stores the
associated prefix; and proceeding to S76;

S76: setting j=j-1, and proceeding to S77; and
S77: if j<0, ending the procedure; otherwise,
proceeding to S75.

11. A search method, comprising:

S91: receiving, by a search apparatus, a search
key word, and proceeding to S92, wherein the
search apparatus comprises N pipeline stages,
wherein N>1, and each pipeline stage compris-
es a search unit, and the search units are re-
spectively the Oth-stage to the (N-1)th-stage
search units according to an execution se-
quence of the N pipeline stages;

S92: setting i=0, and proceeding to S93;

S93: performing, by the ih-stage search unit,
matching between the search key word and a
prefix stored on a first prefix node in the ith-stage
search unit; and if a prefix is obtained by match-
ing, outputting, to the (i+1)th-stage search unit,
a length of the prefix obtained by matching and
a next hop corresponding to the prefix obtained
by matching, and proceeding to S94; otherwise,
proceeding to S96;

S94: setting i=i+1, and proceeding to S95;
S95: extracting, by the ilh-stage search unit, a
segment key word of a corresponding length
from the search key word according to the prefix
length output by the (i-1)th-stage search unit, de-
termining, according to the next hop output by
the (i-1)th-stage search unit, a corresponding
second prefix node in the ih-stage search unit,
and performing matching between the extracted
segment key word and a corresponding seg-
ment key word of a prefix stored on the second
prefix node;

if a prefix is obtained by matching, when i=N-1,
outputting a next hop corresponding to the prefix
obtained by matching; otherwise, outputting, to
the (i+1)th-stage search unit, a length of the pre-
fix obtained by matching and a next hop corre-
sponding to the prefix obtained by matching, and
proceeding to S94; and

if no prefix is obtained by matching, and the sec-
ond prefix node has a longest prefix match
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PLPM, outputting a next hop corresponding to
the PLPM; and if the second prefix node has no
PLPM, proceeding to S96; and

S96: outputting prompt information indicating
that no matching prefix is found.
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