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(57) A new traffic offloading technique in a commu-
nication system is provided. A communication apparatus
according to the presentinvention includes: a first means
for selecting, from among a plurality of network nodes
including a first network node and a second network
node, the second network node for a terminal capable of
autonomous communication with a communica-
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tion-counterpart equipment, wherein the first network
node performs predetermined signal processing in a first
network and the second network node operates a func-
tion of the first network node through a virtual machine
in a second network; and a second means for sending
communication data related to the terminal to the second
network node selected.
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Description
[Technical Field]

[0001] The presentinvention is based upon and claims
the benefit of priority from Japanese Patent Application
No. 2014-106616, filed on May 23, 2014, the disclosure
ofwhichisincorporated hereinin its entirety by reference.
[0002] The presentinvention relates to a communica-
tion apparatus, a communication method, a communica-
tion system, and a program that are used for communi-
cation.

[Background Art]

[0003] In recent years, with the proliferation of smart-
phones, smart devices, and the like, communication traf-
ficis sharply increasing, so that network congestion eas-
ily occurs. Accordingly, several techniques are proposed
for easing network congestion.

[0004] For example, PTL 1 discloses a technique in
which a plurality of types of radio system are switched
depending on the status of network congestion. A termi-
nal, if it is capable of operating in both cellular commu-
nication and Wireless LAN (Local Area Network) as radio
systems, can perform congestion determination and se-
lect an optimum radio system. For example, traffic on the
cellular communicationis switched to a wireless LAN net-
work, whereby it is possible to ease congestion in the
cellular network.

[Citation List]
[Patent Literature]

[0005] [PTL 1] Japanese Patent Application Unexam-
ined Publication No. 2009-118356

[Summary]
[Technical Problem]

[0006] However, the network switching technique dis-
closed in PTL 1 is limited to cases where a terminal is
capable of using a plurality of different radio systems.
Accordingly, if the terminal is unable to access the plu-
rality of types of radio systems, for example, because of
a location where the terminal is staying, communication
traffic offloading cannot be performed, and consequently
a reduction in network congestion cannot be achieved.

[0007] Accordingly an object of the present invention
is to provide a new traffic offloading technique.

[Solution to Problem]
[0008] A communication apparatus of the present in-

vention includes: a first means for selecting, from among
a plurality of network nodes including a first network node
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and a second network node, the second network node
for a terminal capable of autonomous communication
with a communication-counterpart equipment, wherein
the first network node performs predetermined signal
processing in a first network and the second network
node operates a function of the first network node through
a virtual machine in a second network; and a second
means for sending communication data related to the
terminal to the second network node selected.

[0009] A communication method of the present inven-
tion includes: selecting, from among a plurality of network
nodes including a first network node and a second net-
work node, the second network node for a terminal ca-
pable of autonomous communication with a communica-
tion-counterpart equipment, wherein the first network
node performs predetermined signal processing in a first
network and the second network node operates a func-
tion of the first network node through a virtual machine
in a second network; and sending communication data
related to the terminal to the second network node se-
lected.

[0010] A communication system of the present inven-
tion is a communication system including a communica-
tion apparatus that processes communication data relat-
ed to a terminal, wherein the communication apparatus
includes: a first means for selecting, from among a plu-
rality of network nodes including a first network node and
a second network node, the second network node for a
terminal capable of autonomous communication with a
communication-counterpart equipment, wherein the first
network node performs predetermined signal processing
in a first network and the second network node operates
a function of the first network node through a virtual ma-
chine in a second network; and a second means for send-
ing communication data related to the terminal to the sec-
ond network node selected.

[0011] A program of the present invention causes a
computer to execute: processing for selecting, from
among a plurality of network nodes including a first net-
work node and a second network node, the second net-
work node for a terminal capable of autonomous com-
munication with a communication-counterpart equip-
ment, wherein the first network node performs predeter-
mined signal processing in a first network and the second
network node operates a function of the first network
node through a virtual machine in a second network; and
processing for sending communication data related to
the terminal to the second network node selected.

[Advantageous Effects of Invention]

[0012] According to the presentinvention, itis possible
to provide a new traffic offloading technique.

[Brief Description of Drawings]

[0013]
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[Fig. 1]

Fig. 1 is a system architecture diagram showing an
example of a communication system according to a
firstexemplary embodiment of the presentinvention.
[Fig. 2]

Fig. 2 is a block diagram showing an example of the
schematic functional configuration of a base station
according to the first exemplary embodiment.

[Fig. 3]

Fig. 3 is a block diagram showing an example of the
schematic functional configuration of a terminal ac-
cording to the first exemplary embodiment.

[Fig. 4]

Fig. 4 is a sequence chart showing an example of
operation in the communication system according to
the first exemplary embodiment.

[Fig. 5]

Fig. 5 is a system architecture diagram showing an
example of a communication system according to a
second exemplary embodiment of the presentinven-
tion.

[Fig. 6]

Fig. 6 is a sequence chart showing a first example
of operation in the communication system according
to the second exemplary embodiment.

[Fig. 7]

Fig. 7 is a sequence chart showing operation related
to a non-MTC device in a second example of oper-
ation in the communication system according to the
second exemplary embodiment.

[Fig. 8]

Fig. 8 is a sequence chart showing operation related
toan MTC device in the second example of operation
in the communication system according to the sec-
ond exemplary embodiment.

[Fig. 9]

Fig. 9 is a sequence chart showing an MME’s oper-
ation for identifying a terminal type in the second
example of operation in the communication system
according to the second exemplary embodiment.
[Fig. 10]

Fig. 10 is a block diagram showing an example of
the schematic functional configuration of the MME
in the second exemplary embodiment.

[Fig. 11]

Fig. 11 is a sequence chart showing a third example
of operation in the communication system according
to the second exemplary embodiment.

[Fig. 12]

Fig. 12 is a system architecture diagram showing an
example of a communication system according to a
third exemplary embodiment of the present inven-
tion.

[Fig. 13]

Fig. 13 is a block diagram showing an example of
the schematic functional configuration of a base sta-
tion according to the third exemplary embodiment.
[Fig. 14]
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Fig. 14 is a schematic diagram showing an example
of the data structure of a policy management data-
base provided to the base station according to the
third exemplary embodiment.

[Fig. 15]

Fig. 15 is a block diagram showing an example of
the schematic functional configuration of a router ac-
cording to the third exemplary embodiment.

[Fig. 16]

Fig. 16 is a sequence chart showing an example of
operation in the communication system according to
the third exemplary embodiment.

[Fig. 17]

Fig. 17 is a system architecture diagram showing an
example of a communication system according to a
fourth exemplary embodiment of the present inven-
tion.

[Fig. 18]

Fig. 18 is a sequence chart showing an example of
operation in the communication system according to
the fourth exemplary embodiment.

[Fig. 19]

Fig. 19 is a sequence chart showing another exam-
ple of operation in the communication system ac-
cording to the fourth exemplary embodiment.

[Fig. 20]

Fig. 20 is a system architecture diagram showing an
example of a communication system according to a
fifth exemplary embodiment of the present invention.
[Fig. 21]

Fig. 21 is a block diagram showing an example of
the schematic functional configuration of a control
apparatus according to the fifth exemplary embodi-
ment.

[Fig. 22]

Fig. 22 is a block diagram showing an example of
the schematic functional configuration of a base sta-
tion according to the fifth exemplary embodiment.
[Fig. 23]

Fig. 23 is a system architecture diagram showing an
example of a communication system according to a
sixth exemplary embodiment of the present inven-
tion.

[Fig. 24]

Fig. 24 is a block diagram showing an example of
the schematic functional configuration of a control
apparatus according to the sixth exemplary embod-
iment.

[Fig. 25]

Fig. 25 is a block diagram showing an example of
the schematic functional configuration of a commu-
nication apparatus according to the sixth exemplary
embodiment.

[Fig. 26]

Fig. 26 is a system architecture diagram showing an
example of a communication system according to a
seventh exemplary embodiment of the present in-
vention.
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[Fig. 27]

Fig. 27 is a schematic system architecture diagram
for describing an example of a charging method in
the communication system according to the seventy
exemplary embodiment.

[Fig. 28]

Fig. 28 is a sequence chart showing an example of
operation in the communication system according to
the seventh exemplary embodiment.

[Fig. 29]

Fig. 29 is a sequence chart showing another exam-
ple of operation in the communication system ac-
cording to the seventh exemplary embodiment.
[Fig. 30]

Fig. 30 is a system architecture diagram showing
another example of the communication system ac-
cording to the seventh exemplary embodiment.

[Detailed Description]

[0014] Hereinafter, preferred embodiments of the
present invention will be described. Each embodiment is
shown for illustration, and the present invention is not
limited to each embodiment.

1. First exemplary embodiment

[0015] Hereinafter, an example of an LTE communi-
cation system will be described as a communication sys-
tem according to a first exemplary embodiment of the
present invention. However, a communication system to
which the present invention is applied is not limited to
LTE. For example, the present invention can be also ap-
plied to GPRS (General Packet Radio Service), UMTS
(Universal Mobile Telecommunication System), WiMAX
(Worldwide Interoperability for Microwave Access), and
the like.

1.1) System architecture

[0016] Referring to Fig. 1, it is assumed that the com-
munication system according to the present exemplary
embodimentincludes aterminal 1, a legacy network, and
a virtual network. The terminal 1 is a mobile telephone,
PC (Personal Computer), mobile router, smart device
(smart meter monitoring power consumption at home,
smart television, or wearable terminal), M2M (Machine
to Machine) device, or the like. M2M devices include, for
example, industrial equipment, vehicles, healthcare
equipment, home appliances, and the like in addition to
the above-mentioned devices.

[0017] The legacy network and virtual network are
backbone networks such as EPC (Evolved Packet Core)
and are used for the terminal 1 to communicate with an
external network such as the Internet via a base station 2.
[0018] The legacy network includes a plurality of net-
work nodes for proving communication services to the
terminal 1, and each network node is a communication
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apparatus having predetermined communication func-
tions. For example, the network nodes are communica-
tion apparatuses such as the base station (eNB) 2, an
SGW (Service Gateway) 3, a PGW (PDN Gateway) 4,
and an MME (Mobility Management Entity) 5. For exam-
ple, the terminal 1 can access a network such as the
internet via the SGW 3 and PGW 4 by connecting to the
base station 2.

[0019] Note that the communication system shown in
Fig. 1 may include other networks than the legacy net-
work and virtual network. Moreover, each of the legacy
network and virtual network may include a plurality of
types of networks such as, for example, an LTE network,
a GPRS network, and a UMTS network.

[0020] Eachnetwork node illustratedin Fig. 1 performs
predetermined signal processing. Each network in-
cludes, for example, the following functions related to
signal processing.

SGW 3:
[0021]

* Function of processing packets (User-Plane func-
tion)

* Function of processing control signaling (C-Plane
function)

e Lawful interception (LI: Lawful Interception) function
for intercepting communication

PGW4:
[0022]

= Function of processing packets (User-Plane func-
tion)

= Function of managing charging status based on
communication (PCEF: Policy and Charging En-
forcement Function)

= Function of controlling policies such as QoS
(PCREF: Policy and Charging Rule Function)

MME 5:
[0023]

= Function of processing control signaling (C-Plane
function)

= Function of managing subscriber information in
the communication system in liaison with HSS
(Home Subscriber Server)

[0024] In the virtual network, at least part of the func-
tions of the network nodes in the legacy network are vir-
tually run by software. For example, a function of a net-
work node is run by an application on a virtual machine.
For example, the virtual network is constructed in a da-
tacenter including a server and other communication
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equipment (a router and the like). In the virtual network,
the functions of some network nodes in the legacy net-
work (e.g., the functions of an MME) can be run by soft-
ware such as Virtual Machine.

[0025] The virtual network can be constructed by dy-
namically scaling out/scaling in a virtual machine. For
example, the network operator can dynamically construct
the virtual network by activating or deactivating a virtual
machine depending on the status of communication traf-
fic in the network, or depending on whether or not it is a
predetermined time of day. Moreover, the network oper-
ator can also dynamically construct the virtual network
by activating or deactivating a virtual machine to
deal/dealing with a predetermined communication traffic,
for example, the communication traffic of a predeter-
mined terminal 1. Furthermore, the network operator can
also dynamically construct the virtual network by activat-
ing or deactivating a virtual machine so that a requirement
of communication traffic processing (e.g., SLA: Service
Level Agreement) will be satisfied. For example, it is pos-
sible that some virtual machines are deactivated during
predetermined hours when communication trafficis light,
whereby resources allocated to the virtual network are
suppressed, and power consumption in the datacenter
is reduced.

[0026] The base station 2 can disperse, distribute, al-
locate, or switch communication traffic among the plural-
ity of networks included in the backbone. In the example
shown in Fig. 1, communication traffic is alloated to or
switched between the legacy network and the virtual net-
work included in the backbone of a radio network be-
tween the terminal 1 and the base station 2. Accordingly,
for example, even if the terminal 1 that is operable in a
network such as a wireless LAN is unable to access a
wireless LAN, its communication traffic can be offloaded
in the backbone network. Hence, according to the
present exemplary embodiment, the base station 2 can
perform traffic offloading independent of the radio envi-
ronment of a terminal.

1.2) Communication apparatus

[0027] Fig. 2 shows an example of the configuration of
the base station 2, which is an example of the commu-
nication apparatus according to the present exemplary
embodiment. The base station 2 includes an identifica-
tion section 20 and a network switching section 21.
[0028] The identification section 20 identifies the type
of a communication traffic or the attribute/type of the ter-
minal 1 and selects a network corresponding to the iden-
tified communication traffic or the terminal 1 from among
a plurality of networks including the legacy network and
virtual network. Moreover, the identification section 20
may select a network node corresponding to the identi-
fied communication traffic or the terminal 1 from among
a plurality of network nodes including the nodes of the
legacy network and the virtual nodes of the virtual net-
work.
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[0029] As another example, the identification section
20 can identify the type of a communication traffic, the
type of the terminal 1, or the like, based on a predeter-
mined identification policy. For example, the identifica-
tion section 20 identifies a communication traffic that
should be processed in the virtual network, based on an
identification policy. Moreover, for example, the identifi-
cation section 20 identifies whether or not the terminal 1
is a terminal 1 of a type that should be processed in the
virtual network, based on an identification policy. The
identification policies of the identification section 20 can
be dynamically changed, for example, by the network
operator.

[0030] The network switching section 21 forwards a
communication traffic to a network selected for this com-
munication traffic. For example, the network switching
section 21 switches a path for forwarding the communi-
cation traffic so that the communication traffic related to
the terminal 1 will travel over the selected network (e.g.,
the legacy network or virtual network). For example, the
network switching section 21 forwards a specific com-
munication traffic identified by the identification section
20 to the virtual network.

[0031] The network switching section 21 can distin-
guish between and manage a network node of the legacy
network and a virtual network nodes of the virtual net-
work, as illustrated in Fig. 1. For example, the network
switching section 21 distinguishes between and manag-
es identification information related to the node of the
legacy network (e.g., address of the node, or the like)
and identification information related to the virtual node
of the virtual network (e.g., address of the virtual node,
orthe like). Moreover, for example, the network switching
section 21 may manage the identification information of
each node in association with a flag that indicates wheth-
er or not this node is a virtual node. With the above-de-
scribed configuration, the network switching section 21
can send a communication traffic that should be offload-
ed onto the virtual network to a virtual node on the virtual
network.

[0032] The identification section 20 identifies, for ex-
ample, whether or not the terminal 1 is an MTC (Machine
Type Communication) device. For example, the network
switching section 21 forwards a communication traffic of
the terminal 1 identified as an MTC device by the identi-
fication section 20 to the virtual network. For example,
when the terminal 1 is an MTC device, the identification
section 20 may identify an MTC device group to which
this terminal 1 belongs. The network switching section
21 switches a network to which the communication traffic
related to the terminal is forwarded, for example, depend-
ing on the identified MTC device group.

[0033] The identification section 20 can identify a com-
munication traffic corresponding to a predetermined ap-
plication. As an example, when the identification section
20 identifies a communication traffic corresponding to an
M2M (Machine-to-Machine)-related application, the net-
work switching section 21 forwards this M2M-related
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communication traffic, for example, to the virtual network.
As another example, the identification section 20 may
identify a communication traffic corresponding to an SNS
(Social Network Service) application or the like. Moreo-
ver, the identification section 20 may identify a commu-
nication traffic corresponding to an application operating
in the background of the terminal 1 (e.g., an application
automatically performing communication at predeter-
mined time intervals, irrelevant to a user’s manipulation).
[0034] The identification section 20 can identify a com-
munication traffic corresponding to a predetermined lo-
cation (e.g., a predetermined base station, a predeter-
mined cell, or the like). As an example, the identification
section 20 can identify a communication traffic corre-
sponding to a location where many users gather (an
event venue, a shopping mall, or the like). The network
switching section 21 forwards the communication traffic
identified by the identification section 20, for example, to
the virtual network.

[0035] Fig. 2 illustrates the base station 2 as the com-
munication apparatus according to the present exempla-
ry embodiment. However, itis also possible that the MME
5 has the above-described functions of the identification
section 20 and network switching section 21 as the com-
munication apparatus.

<Terminal>

[0036] The base station 2 can also select a network,
based on a predetermined message sent by the terminal
1. Hereinafter, an example of the configuration of the
terminal 1 capable of sending the predetermined mes-
sage to the base station 2 will be shown with reference
to Fig. 3.

[0037] Referring to Fig. 3, the terminal 1 includes a
message generation section 10 and a communication
section 11.

[0038] The message generation section 10 generates
a message for the base station 2 to select a network. For
example, the message generation section 10 generates
a message including information that indicates whether
or not the terminal 1 is an MTC device. Moreover, for
example, the message generation section 10 generates
a message including information that indicates an appli-
cation corresponding to a communication traffic.

[0039] The communication section 11 sends the gen-
erated message to the base station 2. The base station
2 selects a network based on the message sent from the
terminal 1, as described above.

[0040] Traffic offloading according to the present ex-
emplary embodiment can be performed by using either
the base station 2 illustrated in Fig. 2 or the terminal 1
illustrated in Fig. 3, or both of them. Hereinafter, a com-
munication method according to the present exemplary
embodiment will be described.
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1.3) Operation

[0041] Fig. 4 is a sequence chart showing an example
of operation in the communication system according to
the first exemplary embodiment of the present invention.
[0042] The terminal 1 notifies a network connection re-
questto the base station 2 (Operation S1-1). The terminal
1 notifies the network connection request to the base
station 2, for example, when power is turned on, or when
the cellular communication function is turned on, or the
like.

[0043] Inresponse to the connection request from the
terminal 1, the base station 2 selects a network for the
terminal 1 to connect to (Operation S1-2). In the system
illustrated in Fig. 1, the base station 2 selects either the
legacy network or the virtual network. As an example, if
the terminal 1 having notified the connection request is
an MTC device, the base station 2 connects this terminal
1 to the virtual network.

[0044] The base station 2 connects the terminal 1 to
the selected network (Operation S1-3). In the system il-
lustrated in Fig. 1, the base station 2 connects the termi-
nal 1 to either the legacy network or the virtual network.
The base station 2 can control the traffic volume flowing
into the legacy network, for example, by connecting ter-
minals 1 of a predetermined type or communication traffic
of a predetermined type to the virtual network.

2. Second exemplary embodiment

[0045] According to a second exemplary embodiment
of the present invention, a base station 2 can select a
network node for a terminal 1 to connect to, depending
on whether or not the terminal 1 is an MTC device. The
technique of the second exemplary embodiment is ap-
plicable to any of the first exemplary embodiment and
under-described embodiments. Note that MTC devices
include the M2M devices recited as examples in the
above-described exemplary embodiment.

[0046] MTC devices include, for example, smart de-
vices (smart meters monitoring power consumption at
home, smart televisions, wearable terminals, and the
like), industrial equipment, vehicles, healthcare equip-
ment, home appliances, and the like. MTC means a form
of data communication that does not necessarily require
human involvement, like, for example, a smart meter.
That is, an MTC device is capable of autonomous com-
munication with communication-counterpart equipment.
Standardization of MTC is underway in technical stand-
ard specifications (3GPP TS22.368 and the like). Con-
ceivable uses of an MTC device include a case where
an MTC device performs communication at a specified
time (e.g., "at 12:00 p.m. every day", "at 3:00 a.m. every
Friday", or the like). Accordingly, in case where there are
a number of MTC devices of the same type (e.g., smart
meters), itis conceivable that if they start communication
at the same time, a large volume of traffic may occur at
a specified time. Such a large volume of traffic can be a
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heavy load on the legacy network.

[0047] According to the second exemplary embodi-
ment of the present invention, even if a large volume of
traffic as described above occur, the base station 2 can
offload the communication traffic of MTC devices onto
the virtual network and thus can reduce the communica-
tion traffic processing load on the legacy network. Since
it is expected that an enormous number of MTC devices
will be connected to a communication system in the fu-
ture, for example, the base station 2 offloads control sig-
nals for connecting the MTC devices to a network onto
the virtual network, whereby the control signal processing
load on the legacy network can be greatly reduced.

2.1) System architecture

[0048] AsillustratedinFig. 5, acommunication system
according to the present exemplary embodiment has an
architecture similar to that shown in Fig. 1. However, it
is assumed that terminals 1 include a Non-MTC device
1A and an MTC device 1 B. The configurations of the
Non-MTC device1A, MTC device 1 B, and base station
2 are similar to those of the first exemplary embodiment,
and therefore the same reference signs are given thereto
and a detailed description thereof will be omitted. More-
over, the functions of network nodes (PGW 3, PGW 4,
and MME 5) illustrated in Fig. 5 are also similar to those
of the first exemplary embodiment, and therefore a de-
tailed description thereof will be omitted.

[0049] The base station 2, which is a communication
apparatus according to the present exemplary embodi-
ment, can connect the MTC device 1 B and non-MTC
device 1A to a virtual network and a legacy network, re-
spectively. Accordingly, the base station 2 can offload
communication traffic related to the MTC device 1 B onto
the virtual network.

[0050] According to the second exemplary embodi-
ment, for example, a virtual network node included in the
virtual network is run by a virtual machine, which is dy-
namically constructed according to a requirement related
to processing of the communication data of the MTC de-
vice 1 B. The requirement is, for example, performance
and a communication bandwidth required for processing
of the communication data of the MTC device 1 B, SLA
(Service Level Agreement) required for the communica-
tion of the MTC device 1 B, a time period of day when
the communication of the MTC device 1 B occurs, or the
like.

2.2) Operation
<First operation example>

[0051] A sequence illustrated in Fig. 6 shows a first
example of operation in which a communication method
according to the present exemplary embodiment is ap-
plied to the "Attach Procedure" described in subchapter
5.3.20f 3GPP (3rd Generation Partnership Project) spec-
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ifications (TS23.401 v12.3.0).

[0052] Referring to Fig. 6, it is assumed that the non-
MTC device 1A sends "RRC Connection Request" to the
base station 2 to establish a radio connection between
itself and the base station 2 (Operation S2-1).

[0053] The base station 2, in response to reception of
the "RRC Connection Request", selects an MME to which
the terminal is to be connected (Operation S2-2). For
example, the identification section 20 of the base station
2 identifies whether or not the terminal is an MTC device,
based on information included in the "RRC Connection
Request". As an example, the identification section 20
identifies whether or not the type of the terminal is MTC
device, based on whether or not a "LAPI: Low Access
Priority Indicator" is included in the "RRC Connection Re-
quest". Since no "LAPI" is included in the "RRC Connec-
tion Request" sent from the non-MTC device 1A, the ter-
minal is identified as a non-MTC device in Operation
S2-2, and the legacy network is selected for this non-
MTC device.

[0054] The non-MTC device 1A sends a message for
requesting connection to a network ("Attach Request")
to the base station 2. Since the MME 5 in the legacy
network has been selected in Operation S2-2, the net-
work switching section 21 of the base station 2 sends the
"Attach Request" received from the non-MTC device 1A
to the MME 5 in the selected legacy network (Operation
S2-3).

[0055] In response to reception of the "Attach Re-
quest", the MME 5 in the legacy network initiates an EPS
bearer establishment procedure (Operation S2-4). Upon
initiation of the EPS bearer establishment procedure by
the MME 5, control signals are exchanged between the
SGW 3, PGW 4, MME 5, and base station 2, and an EPS
bearer is established. The network switching section 21
of the base station 2 sends and receives communication
datarelated to the non-MTC device 1A via the EPS bear-
er, whereby the non-MTC device 1A can perform com-
munication with an external network via the established
EPS bearer.

[0056] On the other hand, when the MTC device 1 B
sends "RRC Connection Request" to the base station 2
(Operation S2-5), system operation as follows is per-
formed.

[0057] The base station 2, in response to reception of
the "RRC Connection Request", selects an MME to which
the terminal is to be connected (Operation S2-6). Since
the "RRC Connection Request" sent from the MTC de-
vice 1 B includes a "LAPI", the identification section 20
of the base station 2 identifies the terminal having sent
the "RRC Connection Request"asan MTC device, based
on the LAPI included in the "RRC Connection Request",
and selects the virtual network for this MTC device.
[0058] Accordingly, when the MTC device 1 B sends
a message for requesting connection to a network ("At-
tach Request") to the base station 2, the network switch-
ing section 21 of the base station 2 sends the "Attach
Request" received from the MTC device 1 B to the virtual
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MME 5Ain the selected virtual network (Operation S2-7).
[0059] In response to reception of the "Attach Re-
quest", the virtual MME 5A initiates an EPS bearer es-
tablishment procedure (Operation S2-8). Upon initiation
of the EPS bearer establishment procedure by the virtual
MME 5A, control signals are exchanged between the vir-
tual SGW 3A, virtual PGW 4A, virtual MME 5A, and base
station 2, and an EPS bearer is established. The network
switching section 21 of the base station 2 sends and re-
ceives communication data related to the MTC device 1
B via the EPS bearer, whereby the MTC device 1 B per-
forms communication via the established EPS bearer.

<Second operation example>

[0060] A second example of operation in the second
exemplary embodiment will be described with reference
to Figs. 7 to 9. The second example of operation illus-
trated in Figs. 7 to 9 is an example in which the present
exemplary embodiment is applied to the "Attach Proce-
dure" described in subchapter 5.3.2 of 3GPP specifica-
tions (TS23.401 v12.3.0).

[0061] Fig. 7 shows an example of operation related
to the non-MTC device 1A. Here, when the non-MTC
device 1A sends "Attach Request" to the base station 2
(Operation S3-1), the base station 2 sends this "Attach
Request" to the MME 5 in the legacy network.

[0062] The MME 5, inresponse to reception of the "At-
tach Request", performs a terminal authentication pro-
cedure (Operation S3-2). In the authentication proce-
dure, the MME 5 performs terminal-type identification
(Operation S3-3). The MME 5 identifies the type of the
terminal based on an IMSI (International Mobile Sub-
scriber Identity) included in the "Attach Request". The
IMSI is the identification information of the terminal.
[0063] When the MME 5 determines through the
above-described identification procedure that the termi-
nal is not an MTC device, the MME 5 initiates an EPS
bearer establishment procedure (Operation S3-4). The
EPS bearer establishment procedure is similar to that of
the operation example shown in Fig. 6, and therefore a
detailed description thereof will be omitted.

[0064] Next, a description will be given of an example
of the operation of the MME 5 for terminal-type identifi-
cation in the above-described authentication procedure,
with reference to Fig. 9.

[0065] Referring to Fig. 9, the MME 5 sends "Authen-
tication Information Request" to an HSS (Home Sub-
scriber Server) 6 (Operation S3-10). The "Authentication
Information Request" includes the IMSI.

[0066] TheHSS 6 manages "Externalldentifier", which
is identification information for allowing an external AS
(Application Server) to identify an MTC device. For ex-
ample, the external AS calls an MTC device (call proce-
dure triggered by external AS), based on "External Iden-
tifier". For example, an M2M service provider uses "Ex-
ternal Identifier" to identify an MTC device. The HSS 6
manages "External Identifier", for example, in association
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with IMSI.

[0067] The HSS 6, inresponse to reception of the "Au-
thentication Information Request", searches for an "Ex-
ternal Identifier" (Operation S3-11). For example, the
HSS 6 searches for an "External Identifier" that is asso-
ciated with the IMSI included in the "Authentication In-
formation Request".

[0068] The HSS 6 sends "Authentication Information
Answer" with the result of "External Identifier" search in-
cluded therein to the MME 5 (Operation S3-12). For ex-
ample, if the "Authentication Information Answer" in-
cludes information indicating that an "External Identifier"
has been retrieved, the MME 5 determines that the ter-
minal is an MTC device. Moreover, for example, if the
"Authentication Information Answer" does not include in-
formation indicating that an "External Identifier" has been
retrieved, the MME 5 determines that the terminal is not
an MTC device.

[0069] Next, a description will be given of an example
of operation related to the MTC device 1 B, with reference
to Fig. 8. Note that Operations S3-5 to S3-7 in Fig. 8 are
basically similar to the operations described in Figs. 7
and 9 above, and therefore a detailed description thereof
will be omitted.

[0070] When the MME 5 identifies through a terminal
identification procedure (Operation S3-7) that the termi-
nal is an MTC device as described above, the MME 5
sends "MME Reselection Indication" to the base station
2 to have the base station 2 reselect an MME (Operation
S3-8). For example, the MME 5 sends the "MME Rese-
lection Indication" with information about an MME to be
reselected by the base station 2 included therein to the
base station 2. The MME 5 can set, for example, the IP
address of an MME (virtual MME 5A) in the virtual net-
work in the "MME Reselection Indication".

[0071] The base station 2, in response to reception of
the "MME Reselection Indication", sends "Attach Re-
quest" to the reselected MME (Operation S3-9). Assum-
ing that the base station 2 reselects the virtual MME 5A,
the base station 2 sends "Attach Request" to the rese-
lected virtual MME 5A.

[0072] The virtual MME 5A, in response to reception
of the "Attach Request", initiates a procedure for estab-
lishing an EPS bearer in the virtual network (Operation
S3-10). The EPS bearer establishment procedure is sim-
ilar to that of the operation example shown in Fig. 6, and
therefore a detailed description thereof will be omitted.
The MTC device 1 B communicates with the Internet or
the like via the EPS bearer established in the virtual net-
work.

[0073] In case of the second example of operation
shown in Fig. 8, the MME 5 has a function of instructing
the base station 2 to reselect an MME, based on the type
of a terminal. For example, the MME 5 includes a virtual
entity management section 50 and a control section 51,
as shown in Fig. 10.

[0074] The virtual entity management section 50 man-
ages, for example, an address (IP address or the like) of
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the virtual MME 5A deployed in the virtual network.
[0075] The control section 51 acquires the address of
the virtual MME 5A from the virtual entity management
section 50 when a terminal that is the source of "Attach
Request"is an MTC device. The control section 51 sends
the acquired IP address to the base station 2 to instruct
it to reselect an MME. Thus, the base station 2 retrans-
mits the "Attach Request" as described above to the vir-
tual MME 5A corresponding to the IP address notified
from the control section 51.

<Third operation example>

[0076] Next, athird example of operation in the second
exemplary embodiment will be described with reference
to Fig. 11. Note that Operations S4-1 to S4-4 in Fig. 11
are similar to Operations S2-1 to S2-4 in Fig. 6 described
above, and therefore a detailed description thereof will
be omitted.

[0077] Ifaterminalisthe MTC device 1 B as described
above, an MTC device identifier is included in "RRC Con-
nection Request" sent to the base station 2. Accordingly,
the base station 2 can select an MME, depending on
whether or not an MTC device identifier is included in
"RRC Connection Request". For example, when an MTC
device identifier is included in "RRC Connection Re-
quest", the base station 2 selects an MME in the virtual
network (virtual MME 5A).

[0078] Referring to Fig. 11, when the MTC device 1B
sends "RRC Connection Request" with an MTC device
identifierincluded therein to the base station 2 (Operation
S4-5), the base station 2 selects the virtual MME 5A in
the virtual network (Operation S4-6). Thereafter, as de-
scribed in Fig. 6, when the MTC device 1 B sends a mes-
sage for requesting connection to a network ("Attach Re-
quest") to the base station 2, the base station 2 sends
this "Attach Request" to the virtual MME 5A (Operation
S4-7), and the MME 5A, in response to reception of the
"Attach Request", initiates an EPS bearer establishment
procedure (Operation S4-8).

[0079] Inthe above-described examples of the second
exemplary embodiment, the base station 2 or MME 5
selects a network for the terminal 1 to connect to, based
on the type of the terminal 1 (i.e., whether or not itis an
MTC device). However, the second exemplary embodi-
mentis not limited to the above-described examples. The
base station 2 or MME 5 may select a network for the
terminal 1 to connect to, based on a policy related to the
type of the terminal 1. For example, it is also possible
that the base station 2 or MME 5 selects a network, based
on the user attribute of the terminal 1 (e.g., whether or
not the user is a premium user), the charging property of
the terminal 1 (e.g., whether the charging is meter-rate
charging or flat-rate charging), or the like.

3. Third exemplary embodiment

[0080] According to a third exemplary embodiment of
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the present invention, a base station 2 can select a net-
work node for a terminal 1 to connect to, based on the
type of communication traffic. The third exemplary em-
bodiment is applicable to the first or second exemplary
embodiment, or any of the under-described embodi-
ments.

3.1) System architecture

[0081] Asillustrated in Fig. 12, the base station 2 and
arouter 7 can select a network through which a commu-
nication traffic between the terminal 1 and an external
network passes, from a legacy network and a virtual net-
work. The architectures of the legacy network and virtual
network are similar to those of the first and second ex-
emplary embodiments, and therefore details thereof will
be omitted.

[0082] The base station 2 has a switch function capa-
ble of switching the forwarding destination of a commu-
nication traffic, and may have the configuration illustrated
in Fig. 2, or may have a configuration illustrated in Fig.
13. In the example of Fig. 13, the base station 2 includes
a switch section 22 and a policy management DB (Data
Base) 24, and the switch section 22 includes a plurality
of ports 23.

[0083] The switch section 22 can switch the forwarding
destination of a communication traffic, based on the com-
munication type. The switch section 22 may be, for ex-
ample, a virtual switch (vSwitch) configured by using soft-
ware.

[0084] The policy management DB 24 has a data struc-
ture illustrated in Fig. 14, and includes a rule for identi-
fying a communication traffic ("Identification Rule") and
a destination to which the communication traffic that
matches the rule is forwarded ("Destination").

[0085] The switch section 22 refers to the policy man-
agement DB 24 and identifies the type of a communica-
tion traffic that has entered a port 23. More specifically,
the switch section 22 compares a port number where a
communication traffic has entered (e.g., port number "80"
in case of HTTP communication, or port number "25" in
case of SMTP communication) with "ldentification Rule"
in the policy management DB 24, and searches for an
"ldentification Rule" by using the port number where the
communication traffic has entered. The switch section
22 forwards the input communication traffic to a "Desti-
nation" associated with the retrieved "ldentification Rule",
that is, a port 23 corresponding to a selected network,
thus sending the communication traffic to the selected
network. If an "ldentification Rule" corresponding to the
communication traffic is not found in the policy manage-
ment DB 24, the switch section 22 selects a default for-
warding destination (e.g., legacy network) and forwards
the communication traffic to a port 23 corresponding to
the legacy network.

[0086] As illustrated in Fig. 15, the router 7 has a con-
figuration and functions similar to those of the base sta-
tion 2. That is, the router 7 includes a switch section 70
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and a policy management DB 72, which have configura-
tions and functions similar to those of the switch section
22 and policy management DB 24 of the base station 2,
respectively.

3.2) Operation

[0087] As illustrated in Fig. 16, when the base station
2receives "Attach Request" from the terminal 1, the base
station 2 forwards it to each of the MME 5 in the legacy
network and the virtual MME 5A in the virtual network
(Operation S5-1).

[0088] When receiving the "Attach Request", each of
the MME 5 and virtual MME 5A initiates an EPS bearer
establishment procedure (Operation S5-2, Operation
S5-3). Initiation of the EPS bearer establishment proce-
dure by the MME 5 causes control signals to be ex-
changed between the SGW 3, PGW 4, MME 5, and base
station 2, and an EPS bearer is established. Similarly,
initiation of the EPS bearer establishment procedure by
the virtual MME 5A causes control signals to be ex-
changed between the virtual SGW 3A, virtual PGW 4A,
virtual MME 5A, and base station 2, and an EPS bearer
is established.

[0089] Note thatitis also possible that the base station
2, when receiving "Attach Request" from the terminal 1,
sends it only to the MME 5 in the legacy network (Oper-
ation S5-1). The MME 5, in response to reception of the
"Attach Request", initiates an EPS bearer establishment
procedure in both the legacy network and virtual network
(Operation S5-2, Operation S5-3). For example, the
MME 5, in response to reception of the "Attach Request",
sends a control signal related to EPS bearer establish-
ment to the SGW 3 and virtual SGW 3A.

[0090] When the EPS bearers are established for the
terminal 1 in both the legacy network and virtual network
as described above, the base station 2 and router 7
switch an EPS bearer through which the communication
traffic related to the terminal 1 travels, based on the com-
munication type.

[0091] For example, in the example of Fig. 16, when
the communication type of a communication traffic is
"Traffic (A)", the base station 2 and router 7 forward this
communication traffic to the EPS bearer established in
the legacy network. When the communication type is
"Traffic (B)", the base station 2 and router 7 forward this
communication traffic to the EPS bearer established in
the virtual network (Operation S5-4, Operation S5-5).

4. Fourth exemplary embodiment

[0092] According to a fourth exemplary embodiment
of the present invention, a network node for a terminal 1
to connect to is selected based on information related to
the location of the terminal 1. The fourth exemplary em-
bodimentis applicable to any of the first to third exemplary
embodiments and under-described embodiments.
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4.1) System architecture

[0093] A communication system illustrated in Fig. 17
includes a plurality of networks (here, a legacy network
and a virtual network) and a plurality of base stations,
and a network to connect to is selected depending on
the geographical location of the terminal 1. The architec-
tures of the legacy network and virtual network are as
described already, and therefore details thereof will be
omitted. Hereinafter, itis assumed thata network to which
the terminal 1 can be connected is determined to be either
the legacy network or the virtual network, depending on
the location of the terminal 1. For example, the terminal
1 is connected to the legacy network when it is staying
in an area covered by a base station 2(A), and is con-
nected to the virtual network when itis staying in an area
covered by a base station 2(B).

4.2) Operation
<First operation example>

[0094] Referring to Fig. 18, it is assumed that the ter-
minal 1 sends "Attach Request" to the base station 2(A),
and in response to this, the base station 2(A) sends the
"Attach Request" to a default MME (here, MME 5 in the
legacy network) (Operation S6-1). The "Attach Request"
includes a TAI (Tracking Area ID) and an ECGI (E-
UTRAN Cell Grobal ID). The TAl is the identifier of an
area where the terminal 1 has made location registration.
The ECGI is the identifier of the cell of a base station 2
to which the terminal 1 has connected.

[0095] The MME 5 selects a network for the terminal
1 to connect to, based on at least one of the TAI and
ECGlincluded in the "Attach Request" (Operation S6-2).
The MME 5 in this operation example has, for example,
the above-described configuration and functions illustrat-
ed in Fig. 10. That is, the control section 51 of the MME
5 selects a network for the terminal 1 to connect to, based
on at least one of the TAl and ECGI. The control section
51 has, for example, policy information indicating a net-
work associated with the location of the terminal 1 (TAl
or ECGI). The control section 51 refers to the policy in-
formation and searches for a network associated with
the TAl or ECGI included in the "Attach Request". If the
virtual network is associated with the TAl or ECGI includ-
ed in the "Attach Request", the control section 51 re-
trieves the address of the virtual MME 5A from the virtual
entity management section 50. The control section 51
notifies the retrieved address of the virtual MME 5A to
the base station 2. The base station 2 retransmits the
"Attach Request" to the notified address of the virtual
MME 5A.

[0096] Inthe example of Fig. 18, the legacy network is
associated with the TAI or ECGI corresponding to the
base station 2(A). Accordingly, in Operation S6-2, the
MME 5 selects the legacy network as a network for the
terminal 1 to connect to. Since the MME 5 is deployed in
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the legacy network, the MME 5 initiates an EPS bearer
establishment procedure without instructing the base
station 2(A) to reselect an MME (Operation S6-3), and
an EPS bearer is established in the legacy network. The
terminal 1 performs communication via the EPS bearer
established in the legacy network.

[0097] On the other hand, itis assumed that the termi-
nal 1 sends "Attach Request" to the base station 2(B),
and in response to this, the base station 2(B) makes con-
nection and sends the "Attach Request" to the MME 5 in
the legacy network (Operation S6-4).

[0098] The MME 5 searches for a network associated
with a TAl or an ECGl included in the "Attach Request".
Inthe example of Fig. 18, the virtual network is associated
with the TAI or ECGI corresponding to the base station
2(B). Accordingly, the MME 5 selects the virtual network
as a network for the terminal 1 to connect to (Operation
S6-5). Upon selection of the virtual network, the MME 5
sends an instruction including the address of the virtual
MME 5A ("MME Reselection Indication") to the base sta-
tion 2(B) (Operation S6-6).

[0099] The base station 2(B) retransmits the "Attach
Request" to the indicated address, that is, the virtual
MME 5A (Operation S6-7).

[0100] The virtual MME 5A, when receiving the "Attach
Request", initiates an EPS bearer establishment proce-
dure (Operation S6-8), whereby an EPS bearer is estab-
lished in the virtual network. The terminal 1 performs
communication via the EPS bearer established in the vir-
tual network.

<Second operation example>

[0101] In another example of operation in the present
exemplary embodiment illustrated in Fig. 19, an MME is
associated with each base station 2 beforehand. For ex-
ample, the MME 5 in the legacy network and the virtual
MME 5A in the virtual network are associated with the
base stations 2(A) and 2(B), respectively.

[0102] The base station 2(A) sends "Attach Request"
sent from the terminal 1 to the MME 5 associated with
the base station 2(A) (Operation S6-9). The MME 5 re-
ceives the "Attach Request", thereby initiating a proce-
dure for establishing an EPS bearerin the legacy network
(Operation S6-10). Upon initiation of the EPS bearer es-
tablishment procedure by the MME 5, control signals are
exchanged between the SGW 3, PGW 4, MME 5, and
base station 2, and an EPS bearer is established.
[0103] The base station 2(B) sends "Attach Request"
sent from the terminal 1 to the virtual MME 5A associated
with the base station 2(B) (Operation S6-11). The virtual
MME 5A receives the "Attach Request", thereby initiating
a procedure for establishing an EPS bearer in the virtual
network (Operation S6-12). Upon initiation of the EPS
bearer establishment procedure by the virtual MME 5A,
control signals are exchanged between the virtual SGW
3A, virtual PGW 4A, virtual MME 5A, and base station 2,
and an EPS bearer is established.
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5. Fifth exemplary embodiment

[0104] According to a fifth exemplary embodiment of
the present invention, a control apparatus centrally man-
ages policies for network selection. Accordingly, efficien-
cy in operation and management of the policies for net-
work selection or network node selection is enhanced.
The fifth exemplary embodiment is applicable to any of
the first to fourth exemplary embodiments and under-
described embodiments.

[0105] A communication system according to the fifth
exemplary embodiment illustrated in Fig. 20 includes a
plurality of networks (here, alegacy network and a virtual
network), a terminal 1, a base station 2, and a control
apparatus 8 having a function of notifying a policy for
network selection to the base station 2 and/or an MME.
The architectures of the legacy network and virtual net-
work are as described already, and therefore the same
reference signs are given thereto and details thereof will
be omitted.

<Control apparatus>

[0106] Referring to Fig. 21, the control apparatus 8 in-
cludes a policy management DB (Data Base) 80, a con-
trol section 81, and an interface 82.

[0107] The interface 82 is an interface for communi-
cating with the base station 2 and MME 5. For example,
the control apparatus 8 can communicate with the base
station 2 and MME 5 based on a predetermined protocol
viathe interface 82. The policy management DB 80 man-
ages policies for network selection. For example, the net-
work operator enters a policy in the policy management
DB 80. The control section 81 refers to the policy man-
agement DB 80 and notifies a policy to the base station
2 and MME 5 via the interface 82.

[0108] The control apparatus 8 is, for example, a SON
(Self Organizing Network) server, or may be an operation
and management apparatus used by the network oper-
ator.

<Policy management DB>

[0109] The policy management DB 80 manages, for
example, a policy used for the virtual network to offload
a load on the legacy network. Examples of the policy
stored in the policy management DB 80 include the fol-
lowing.

A. Policy related to terminal type
[0110]

e Connect MTC devices to the virtual network

e Connect non-MTC devices to the legacy network

e Connect predetermined MTC devices (e.g., smart
meters) to the virtual network

e Connect MTC devices belonging to a predetermined



21 EP 3 148 138 A1 22

MTC device group to the virtual network

e Connect terminals 1 corresponding to a predeter-
mined user attribute (e.g. premium user) to the leg-
acy network

e Connect terminals 1 corresponding to a predeter-
mined user attribute (e.g., general user) to the virtual
network

e Connect the terminals 1 of users whose communi-
cation amounts exceed a predetermined value to the
virtual network

* Make a policy effective only within a predetermined
period of time (e.g., from 1:00 am to 4:00 am) (This
policy is used in combination with at least one of the
above-mentioned policies.)

B. Policy related to communication traffic type
[0111]

¢ Forward communication traffic related to a predeter-
mined application (e.g., SNS application) to the vir-
tual network

¢ Forward communication traffic related to telephone
calls to the legacy network

¢ Forward communication traffic related to telephone
calls to either the virtual network or the legacy net-
work in a round-robin manner for each user

¢ Forward part of communication traffic related to a
predetermined application (e.g., SNS application) to
the virtual network

¢ Forward communication traffic related to a predeter-
mined application (e.g., SNS application) to either
the virtual network or the legacy network in a round-
robin manner for each user

e Connect communication traffic corresponding to a
predetermined charging characteristic (e.g., flat-rate
charging) to the virtual network

e Connect communication traffic corresponding to a
predetermined charging characteristic (e.g., meter-
rate charging) to the legacy network

¢ Forward communication traffic related to a predeter-
mined QoS characteristic to the virtual network

* Make a policy effective only within a predetermined
period of time (e.g., from 1:00 am to 4:00 am) (This
policy is used in combination with at least one of the
above-mentioned policies.)

C. Policy related to terminal location
[0112]

¢ Connect terminals 1 connected to a predetermined
base station to the virtual network

e Connectterminals 1 connected to a base station cor-
responding to a predetermined event or predeter-
mined location (a shopping mall or the like) to the
virtual network

¢ Connect terminals 1 connected to a predetermined
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cell to the virtual network

¢ Connectterminals 1 connected to a cell correspond-
ing to a predetermined event or predetermined loca-
tion (a shopping mall or the like) to the virtual network

* Make a policy effective only within a predetermined
period of time (e.g., from 1:00 am to 4:00 am) (This
policy is used in combination with at least one of the
above-mentioned policies.)

[0113] The base station 2 and MME 5 select a network
or a network node by any of the methods described in
the above exemplary embodiments, based on the re-
ceived policy. The base station 2 and MME 5 can use
each of the above-mentioned policies individually, or also
can use the above-mentioned policies in combination.

<Base station>

[0114] Referringto Fig. 22, itis assumed that the base
station 2 communicates with the control apparatus 8 via
aninterface 25. When the base station 2 receives a policy
from the control apparatus 8 via the interface 25, the base
station 2 stores the received policy in the identification
section 20. Theidentification section 20 selects a network
based on the received policy. Moreover, the identification
section 20 may select a network node based on the re-
ceived policy.

[0115] The MME 5 may have an interface for commu-
nicating with the control apparatus 8, similarly to the base
station 2. The MME 5 receives a policy from the control
apparatus 8 via the interface and selects a network based
on the received policy. The MME 5 may select a network
node based on the received policy.

6. Sixth exemplary embodiment

[0116] According to a sixth exemplary embodiment of
the present invention, a control apparatus can perform
resource provisioning in a virtual network, whereby effi-
ciency in operation and management of the virtual net-
work can be enhanced. The sixth exemplary embodiment
is applicable to any of the first to fifth exemplary embod-
iments and under-described embodiments.

6.1) System architecture

[0117] A communication system according to the
present exemplary embodiment illustrated in Fig. 23 in-
cludes a plurality of networks (here, a legacy network
and a virtual network), a terminal 1, a base station 2, and
a control apparatus 8. The architectures of the legacy
network and virtual network are as described already,
and therefore the same reference signs are given thereto
and details thereof will be omitted.

[0118] The control apparatus 8 performs resource pro-
visioning in the virtual network. For example, the control
apparatus 8, in preparation for communication traffic of-
floading, can allocate resources (server resource, CPU



23 EP 3 148 138 A1 24

resource, network resource, and the like) to a virtual net-
work node (virtual MME, virtual SGW, virtual PGW, or
the like). This resource allocation to a virtual network
node can be performed, for example, to a virtual machine
that runs the virtual network node.

[0119] As anexample, the control apparatus 8 can es-
timate a time period of day when communication traffic
increases and, prior to this time period, perform resource
provisioning in the virtual network. Moreover, the control
apparatus 8 can also dynamically perform resource pro-
visioning in the virtual network, responding to an increase
in communication traffic.

6.2) Control apparatus

[0120] As illustrated in Fig. 24, the control apparatus
8 includes a virtual NW (network) control section 83 that
performs resource provisioning in the virtual network, in
addition to the configuration illustrated in the above-de-
scribed fifth exemplary embodiment (see Fig. 21). How-
ever, the configuration of the control apparatus 8 accord-
ing to the present exemplary embodiment is not limited
to the example shown in Fig. 24. For example, the control
apparatus 8 does not need to include a function of noti-
fying a policy for network selection to the base station 2
and the like (policy management DB 80 or the like). More-
over, the control apparatus according to the present ex-
emplary embodiment may be a discrete apparatus dif-
ferent from the control apparatus according to the fifth
exemplary embodiment (Fig. 21).

[0121] Hereinafter, functional sections similar to those
shown in Fig. 21 are denoted by the same reference signs
asinFig. 21, omitting a description thereof, and a detailed
description will be given of the virtual NW control section
83 that performs resource provisioning in the virtual net-
work.

[0122] The virtual NW control section 83, for example,
prior to a time period of day when communication from
an MTC device of a predetermined type occurs, allocates
resources capable of processing the communication traf-
fic from this MTC device to the virtual network.

[0123] For example, the virtual NW control section 83
allocates a resource for processing a control signal (e.g.,
control signal related to a network connection request)
sent by the MTC device to the virtual MME 5A. Moreover,
for example, the virtual NW control section 83 allocates
resources for processing U-Plane (user-plane) data sent
by the MTC device to the virtual SGW 3A and virtual
PGW 4A. The virtual NW control section 83 may allocate
a resource for processing communication traffic related
to a group of MTC devices of a predetermined type to
the virtual network. The virtual NW control section 83
may release the resources from the virtual network during
a time period of day when communication traffic from the
MTC device does not occur. The control section 81 of
the control apparatus 8 notifies a policy for network se-
lection to the base station 2 and the like, for example, in
response to allocation of the resources for processing
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communication traffic related to the MTC device. The pol-
icy notified to the base station 2 and the like is, for ex-
ample, an MTC device-related policy of the policies illus-
trated in the above-described fifth exemplary embodi-
ment.

[0124] The virtual NW control section 83 can estimate
a time period of day when communication traffic increas-
es, for example, based on a result of analysis of commu-
nication traffic in the communication system and, based
on the estimation result, allocate resources for process-
ing the increasing communication traffic to the virtual net-
work. The virtual NW control section 83 may perform the
analysis of communication traffic. Moreover, the virtual
NW control section 83 may acquire the result of traffic
analysis from the network operator via OSS/BSS (Oper-
ation Support System/Business Support System).
[0125] For example, the virtual NW control section 83
allocates a resource for processing control signals of the
communication traffic expected to increase to the virtual
MME 5A. Moreover, for example, the virtual NW control
section 83 allocates resources for processing U-Plane
(user-plane) data expected toincrease to the virtual SGW
3A and virtual PGW 4A.

[0126] The control section 81 of the control apparatus
8 notifies a policy for network selection to the base station
2 and the like, for example, in response to allocation of
the resources. Moreover, the control section 81 can also
notify at least one of the policies illustrated in the above-
described fifth exemplary embodiment to the base station
2 and the like. For example, to offload communication
traffic, the control section 81 notifies the base station 2
and the like of a policy indicating to forward communica-
tion traffic related to a predetermined application to the
virtual network.

[0127] The virtual NW control section 83 can allocate
resources to the virtual network, forexample, in response
to occurrence of a disaster such as an earthquake. More-
over, the virtual NW control section 83 can allocate re-
sources to the virtual network, for example, prior to a date
and time when an event attracting many terminal users
takes place.

[0128] For example, the virtual NW control section 83
can allocate resources for processing telephone calls or
data communication expected to increase with occur-
rence of a disaster or an event, to the virtual SGW 3,
virtual PGW 4, and virtual MME 5A. The control section
81 of the control apparatus 8 notifies a policy for network
selection to the base station 2 and the like, for example,
in response to allocation of the resources. For example,
the control section 81 can also notify at least one of the
policies illustrated in the above-described fifth exemplary
embodiment to the base station 2 and the like. For ex-
ample, to offload communication traffic, the control sec-
tion 81 may notify the base station 2 and the like of a
policy indicating to forward communication traffic related
to a predetermined application to the virtual network. Al-
ternatively, the control section 81 can also notify the base
station 2 and the like of a policy indicating to connect
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terminals 1 corresponding to a predetermined user at-
tribute (e.g., general user) to the virtual network. More-
over, for example, the control section 81 may notify the
base station 2 and the like of a policy indicating to forward
communication traffic related to telephone calls to either
the virtual network or the legacy network in a round-robin
manner for each user.

[0129] The virtual NW control section 83 can allocate
resources to the virtual network, for example, based on
a performance required of the virtual network. For exam-
ple, the virtual NW control section 83 allocates resources
to the virtual network so that SLA (Service Level Agree-
ment) required of the virtual network will be satisfied. The
control section 81 of the control apparatus 8 notifies a
policy for network selection to the base station 2 and the
like, for example, in response to allocation of the resourc-
es. For example, the control section 81 may notify atleast
one of the policies illustrated in the above-described fifth
exemplary embodiment to the base station 2 and the like.
[0130] For example, the virtual NW control section 83
can estimate the amount of communication traffic expect-
ed to flow into the virtual network in accordance with a
policy that has been notified to the base station 2 and
the like. The virtual NW control section 83 may estimate
the amount of communication traffic expected to flow into
the virtual network in accordance with a policy that is to
be notified to the base station 2 and the like. The virtual
NW control section 83 allocates resources to the virtual
network, based on the thus estimated communication
amount. For example, the virtual NW control section 83
allocates to the virtual network resources required to
process the communication traffic expected to flow into
the virtual network. The virtual NW control section 83
may allocate to the virtual network resources required to
process the communication traffic expected to flow into
the virtual network with a performance satisfying a pre-
determined SLA. The control section 81 of the control
apparatus 8 notifies a policy for network selection to the
base station 2 and the like, for example, in response to
allocation of the resources. For example, the control sec-
tion 81 notifies at least one of the policies illustrated in
the above-described fifth exemplary embodiment to the
base station 2 and the like.

6.3) Communication apparatus

[0131] As illustrated in Fig. 25, a communication ap-
paratus 100 is an apparatus running virtual machines
that provide virtual network functions in the virtual net-
work, that is, the functions of virtual network nodes (e.g.,
virtual SGW 3A, virtual PGW 4A, virtual MME 5A, and
the like), and is, for example, a server, router, or the like.
[0132] Itisassumed thatthe communication apparatus
100 includes a control section 110 and at least one virtual
network function (VNF: Virtual Network Function) 120.

[0133] The control section 110 can operate a VNF 120,
which provides the functions of a virtual network node,
on a virtual machine. For example, the control section
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110 may be configured by using control software capable
of computer virtualization, such as Hypervisor.

[0134] The control section 110 can perform at least
one of activation, deactivation, and migration (migration
of a virtual machine to another communication apparatus
100) of a virtual machine to run/running a VNF 120.
[0135] Each of the virtual network nodes has, for ex-
ample, the following functions.

Virtual P-GW 4A:
[0136]

= Function of processing packets (User-Plane func-
tion)

= Function of managing charging status based on
communication (PCEF: Policy and Charging En-
forcement Function)

= Function of controlling policies such as QoS
(PCREF: Policy and Charging Rule Function)

Virtual S-GW 3A:
[0137]

= Function of processing packets (User-Plane func-
tion)

= Function of processing control signaling (C-Plane
function)

= Lawful interception (LI: Lawful Interception) func-
tion for intercepting communication

Virtual MME 5A:
[0138]

= Function of processing control signaling (C-Plane
function)

= Function of managing subscriber information in
the communication system in liaison with HSS
(Home Subscriber Server)

[0139] The VNFs 120 operate as the above-mentioned
virtual network nodes on virtual machines. In the above-
described exemplary embodiment, a VNF 120 is con-
structed for each virtual network node, but a VNF 120
may be constructed for each function included in each
virtual network node. For example, a VNF 120 may op-
erate as the U-Plane function of the virtual PGW 4A on
a virtual machine.

[0140] The virtual NW control section 83 of the control
apparatus 8 can instruct the control section 110 of the
communication apparatus 100 about at least one of ac-
tivation, deletion, and migration of a virtual machine for
executing a VNF 120. The virtual NW control section 83
can control aresource in the virtual network by instructing
the control section 110 about at least one of activation,
deletion, and migration of a virtual machine.
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7. Seventh exemplary embodiment

[0141] According to a seventh exemplary embodiment
of the present invention, the operator of a virtual network
can rent out the virtual network to the operator of alegacy
network. The operator of the virtual network can gain a
charge for use of the virtual network by renting the virtual
network in return for payment. Moreover, the operator of
the legacy network can virtually reinforce the network
even if the operator itself makes no capital investment
on the legacy network. The seventh exemplary embod-
iment is applicable to any of the first to sixth exemplary
embodiments.

7.1) System architecture

[0142] A communication system according to the
present exemplary embodiment illustrated in Fig. 26 in-
cludes a plurality of networks (here, a legacy network
and a virtual network) operated by their respective oper-
ators, a terminal 1, and a base station 2, wherein it is
assumed that the terminal 1 is a terminal of a subscriber
to the legacy network. The architectures of the legacy
network and virtual network are as described already,
and therefore the same reference signs are given thereto
and details thereof will be omitted.

[0143] Referring to Fig. 26, the operator of the virtual
network (operator: B) can rent out the virtual network to
the operator of the legacy network (operator: A). The op-
erator A can reduce the load on the legacy network by
offloading communication traffic onto the rented virtual
network.

[0144] The base station 2 is assumed to be owned by
the operator A or B, and can send at least part of com-
munication traffic from the terminals of the operator A’s
subscribers to the virtual network. The base station 2 can
identify a communication traffic of a subscriber’s terminal
and can send the identified traffic to the virtual network.
The base station 2 can send part of communication traffic
from the terminals of the operator A’s subscribers to the
virtual network, for example, based on the policies illus-
trated in the above-described fifth exemplary embodi-
ment.

[0145] As illustrated in Fig. 27, the operator A pays a
usage charge to the operator B in return for use of the
virtual network owned by the operator B. For a method
for charging the operator A, for example, a monthly or
annual flat-rate system, a meter-rate system depending
on communication data or a communication duration in
the virtual network, a meter-rate system depending on
resource amounts corresponding to virtual machines al-
located to the virtual network for the operator A, or the
like can be employed. Note that these charging methods
are recited for illustration, and a method for charging the
operator A is not limited to the above-mentioned exam-
ples.

[0146] Policies for network selection to be set on the
base station 2 by the operator A may be, for example,
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the policies illustrated in the above-described fifth exem-
plary embodiment. Moreover, the operator A may set a
policy onthe MME 5. The base station 2 or MME 5 selects
a network for the terminal 1 to connect to, in accordance
with the set policy. Note that it is also possible that the
operator B of the virtual network sets policies on the base
station 2 or the like on behalf of the operator A.

7.2) First operation example

[0147] AsillustratedinFig. 28, the base station 2 sends
"Attach Request" received from the terminal 1 to the vir-
tual MME 5A (Operation S7-1). Prior to Operation S7-1,
the base station 2 can select the virtual MME 5A as the
transmission destination of this "Attach Request" through
Operations S2-5 and S2-6 in Fig. 6. Moreover, the virtual
MME 5A may be selected as the transmission destination
of the "Attach Request" through Operations S3-6 to S3-9
in Fig. 8. Further, the virtual MME 5A may be selected
as the transmission destination of the "Attach Request"
through Operations S4-5 to S4-7 in Fig. 11. Furthermore,
the "Attach Request" may be sent to the virtual MME 5A
based on the operations illustrated in Fig. 16, 18, or 19.
[0148] The base station 2 can manage a virtual MME
5A for each operator that uses the virtual network. For
example, the network switching section 21 of the base
station 2 can select a dedicated virtual MME 5A for the
operator A. That is, the base station 2 can select the
dedicated virtual MME 5 for a traffic from the terminal 1
of a subscriber to the legacy network owned by the op-
erator A.

[0149] Prior to reception of the "Attach Request", the
virtual MME 5A performs processing for authenticating
the terminal 1. The virtual MME 5A can authenticate the
terminal 1, for example, by using an HSS 6 deployed in
the virtual network. The virtual MME 5A may authenticate
the terminal 1 by using an HSS 6 deployed in the legacy
network.

[0150] For example, the HSS 6 manages the IMSI of
the terminal 1 in association with information related to
the operator to which the terminal 1 subscribes. For ex-
ample, in the above-mentioned authentication process-
ing, the virtual MME 5A acquires the information related
to the operator to which the terminal 1 subscribes from
the HSS 6 and identifies the operator corresponding to
the terminal 1.

[0151] The virtual MME 5A initiates EPS bearer estab-
lishment. In the example of Fig. 28, the virtual MME 5A
allocates dedicated gateways (virtual SGW 3A and virtual
PGW 4A) to the operator A that rents the virtual network
from the operator B. Even if another operator (e.g., op-
eration C) rents the virtual network from the operator B,
different gateways are allocated to the operators A and
C, respectively. A different gateway is allocated to each
operator that uses the virtual network, whereby commu-
nication traffics related to the individual operators are vir-
tually separated, and security is enhanced.

[0152] The virtual MME 5A, in response to reception
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of the "Attach Request", selects the virtual SGW 3 spe-
cific to the operator A (Operation S7-2).

[0153] For example, referring to the configuration of
the MME shown in Fig. 10, the virtual entity management
section 50 of the virtual MME 5A manages virtual entities
(virtual SGW 3A, virtual PGW 4A, and the like) for each
operator that uses the virtual network. The control section
51 of the virtual MME 5A selects the virtual SGW 3A
corresponding to the operator A in accordance with the
virtual entity management section 50.

[0154] Moreover, for example, the control section 51
of the virtual MME 5A selects a virtual SGW 3A to be
allocated to the operator A from among the virtual entities
managed by the virtual entity management section 50.
The virtual entity management section 50 associates the
virtual SGW 3A selected by the control section 50 with
the identification information of the operator to which this
virtual SGW 3Ais allocated. The control section 51, when
selecting a virtual SGW 3A, selects a virtual entity with
which no identification information of an operator is as-
sociated, among the virtual entities managed by the vir-
tual entity management section 50.

[0155] The virtual MME 5A sends a "Create Session
Request" message to the virtual SGW 3A selected in
Operation S7-2 (Operation S7-3). The virtual MME 5A
allocates the dedicated virtual PGW 4A to the operator
A that rents the virtual network from the operator B. The
virtual MME 5A sets the IP address of the virtual PGW
4A allocated to the operator A in the "Create Session
Request" message.

[0156] For example, the virtual entity management
section 50 of the virtual MME 5A manages virtual entities
(virtual SGW 3A, virtual PGW 4A, and the like) for each
operator using the virtual network. The control section
51 of the virtual MME 5A sets the IP address of the virtual
PGW 4A corresponding to the operator A in the "Create
Session Request" message in accordance with the vir-
tual entity management section 50.

[0157] Moreover, for example, the control section 51
of the virtual MME 5A selects a virtual PGW 4A to be
allocated to the operator A from among the virtual entities
managed by the virtual entity management section 50.
The virtual entity management section 50 associates the
virtual PGW 4A selected by the control section 51 with
the identification information of the operator to which this
virtual PGW 4A is allocated. The control section 51, when
selecting a virtual PGW 4A, selects a virtual entity with
which no identification information of an operator is as-
sociated, among the virtual entities managed by the vir-
tual entity management section 50.

[0158] The virtual SGW 3A, in response to reception
ofthe"Create Session Request" message from the virtual
MME 5A, sends a "Create Session Request" message
to the virtual PGW 4A designated in the received mes-
sage (Operation S7-4). The virtual SGW 3A sets its own
IP address in the message to send to the virtual PGW 4A.
[0159] The virtual PGW 4A sends a "Create Session
Response" message to the virtual SGW 3A (Operation
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S7-5).

[0160] The virtual SGW 3A sends a "Create Session
Response" message to the virtual MME 5A (Operation
S7-6). In response to reception of the "Create Session
Response" message, the virtual MME 5A notifies the
base station 2 of information for establishing a session
between the virtual SGW 3A and the base station 2.
[0161] Through the operations illustrated in Fig. 28
above, an EPS bearer is established in the virtual net-
work. The terminal (terminal 1in Fig. 28) of the subscriber
to the legacy network of the operator A performs com-
munication via the established EPS bearer.

7.3) Second operation example

[0162] AsillustratedinFig. 29, the base station 2 sends
"Attach Request" received from the terminal 1 to the vir-
tual MME 5A (Operation S8-1). For example, prior to Op-
eration S8-1, the base station 2 selects the virtual MME
5A as the transmission destination of the "Attach Re-
quest" through Operations S2-5 and S2-6 in Fig. 6. More-
over, for example, the base station 2 may select the vir-
tual MME 5A as the transmission destination of the "At-
tach Request" through Operations S3-6 to S3-9 in Fig.
8. Further, for example, the base station 2 may select
the virtual MME 5A as the transmission destination of the
"Attach Request" through Operations S4-5 to S4-7 in Fig.
11. Furthermore, for example, the base station 2 may
send the "Attach Request" to the virtual MME 5A based
on the operations illustrated in Figs. 16, 18, and 19.
[0163] Prior to reception of the "Attach Request", the
virtual MME 5A performs processing for authenticating
the terminal 1. The virtual MME 5A can authenticate the
terminal 1, for example, by using the HSS 6 deployed in
the virtual network. The virtual MME 5A may authenticate
the terminal 1 by using the HSS 6 deployed in the legacy
network.

[0164] For example, the HSS 6 manages the IMSI of
the terminal 1 in association with information related to
the operator to which this terminal 1 subscribes. For ex-
ample, in the above-mentioned authentication process-
ing, the virtual MME 5A acquires the information related
to the operator to which the terminal 1 subscribes from
the HSS 6 and identifies the operator corresponding to
the terminal 1.

[0165] The virtual MME 5A, whenreceiving the "Attach
Request", sends a "Create Session Request" message
to the virtual SGW 3A (Operation S8-2). For example,
the virtual MME 5A sets the information related to the
operator corresponding to the terminal 1 in the "Create
Session Request". The virtual MME 5A initiates EPS
bearer establishment by sending the "Create Session
Request" message.

[0166] In the example of Fig. 29, each of the virtual
MME 5A, virtual SGW 3A, and virtual PGW 4A allocates
a dedicated TEID to a bearer related to the operator A
that rents the virtual network from the operator B. Even
if another operator (e.g., operator C) rents the virtual net-
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work from the operator B, a TEID specific to each oper-
ator is allocated to each of the bearers related to the
operators A and C, respectively. A TEID specific to each
operator that uses the virtual network is allocated, where-
by security is enhanced.

[0167] The virtual SGW 3A, when receiving the "Attach
Request" from the virtual MME 5A, sends a "Create Ses-
sion Request" message to the virtual PGW 4A (Operation
S8-3). The virtual SGW 3A allocates a TEID for the op-
erator A to the terminal 1, which is a terminal of the op-
erator A’s subscriber, and sets the selected TEID in the
"Create Session Request" message. Moreover, the vir-
tual SGW 3A may set the information related to the op-
erator corresponding to the terminal 1 in the "Create Ses-
sion Request".

[0168] The virtual SGW 3A can manage, for each op-
erator that uses the virtual network, a group of candidate
TEIDs to allocate to the operator. For example, the virtual
SGW 3A manages a group of candidate TEIDs to allocate
to the operator A and a group of candidate TEIDs to al-
locate to the operator C. The virtual SGW 3A selects a
TEID, based on operator information notified from the
virtual MME 5A.

[0169] Moreover, for example, the virtual SGW 3 se-
lects a TEID to allocate to the operator A from a TEID
group. The virtual SGW 3A associates the selected TEID
with the identification information of the operator to which
this TEID is allocated. When selecting a TEID, the virtual
SGW 3A selects a TEID with which no identification in-
formation of an operator is associated.

[0170] Thevirtual PGW 4A, whenreceivingthe "Create
Session Request" message from the virtual SGW 3A,
returns a "Create Session Response" message to the
virtual SGW 3A (Operation S8-4). The virtual PGW 4A
allocates a TEID for the operator A to the terminal 1,
which is a terminal of the Operator A’s subscriber, and
sets the selected TEID in the "Create Session Request"
message. The virtual PGW 4A selects the TEID, for ex-
ample, by a method similar to that used by the virtual
SGW 3A.

[0171] Thevirtual SGW 3A, whenreceivingthe "Create
Session Request" message from the virtual PGW 4A,
sends a "Create Session Response" message to the vir-
tual MME 5A (Operation S8-5). The virtual SGW 3A al-
locates a TEID for the operator A to the terminal 1, which
is a terminal of the operator A’s subscriber, and sets the
selected TEID in the "Create Session Request" mes-
sage. The virtual MME 5A, in response to reception of
the "Create Session Response" message, notifies the
base station 2 of information for establishing a session
between the virtual SGW 3A and the base station 2.
[0172] Through the operations illustrated in Fig. 29
above, an EPS bearer is established in the virtual net-
work. The terminal (terminal 1 in Fig. 29) of the subscriber
to the legacy network of the operator A performs com-
munication via the established EPS bearer.
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7.4) Other system architecture

[0173] In a communication system illustrated in Fig.
30, the virtual network operator (operator B) can monitor
communication traffic related to an operator that rents
the virtual network from the operator B.

[0174] More specifically, a virtual PCRF (Policy and
Charging Rule Function) 40 deployed in the virtual net-
work monitors communication traffic. A virtual PCRF 40
is deployed for each operator (operator A, operator C)
that rents the virtual network from the operator B.
[0175] For example, the operator B of the virtual net-
work deploys the virtual PCRFs 40 in the virtual network
through the control apparatus 8. For example, referring
to the configuration shown in Fig. 24, the virtual NW con-
trol section 83 of the control apparatus 8 deploys, in the
virtual network, a virtual PCRF 40 for monitoring com-
munication traffic related to the operator A that uses the
virtual network.

[0176] For example, each virtual PGW 4A connects to
avirtual PCRF 40 for an operator that is associated with
the virtual PGW 4A. Each virtual PGW 4A can count the
number of packets by using PCEF (Policy and Charging
Enforcement Function) function and forward the result of
counting the number of packets to the virtual PCRF 40
connected to the virtual PGW 4A.

[0177] The virtual network operator (operator B) mon-
itors the number of counted packets at each virtual PCRF
40 and acquires a communication amount for each op-
eratorthatuses the virtual network. The operator B charg-
es each operator for use of the virtual network, for exam-
ple, based on the communication amount of the operator.
[0178] Exemplary embodiments of the present inven-
tion have been described hereinabove. However, the
present invention is not limited to each of the above-de-
scribed embodiments. The present invention can be im-
plemented based on a modification of, a substitution of,
and/or an adjustment to each exemplary embodiment.
Moreover, the present invention can be also implement-
ed by combining any of the exemplary embodiments.
That is, the present invention incorporates the entire dis-
closure of this description, and any types of modifications
and adjustments thereof that can be implemented based
on technical ideas. Furthermore, the present invention
can be also applied to the technical field of SDN (Soft-
ware-Defined Network).

[Reference Signs List]

[0179]

1 Terminal

10 Message generation section
11 Communication section

2 Base station

20 Identification section

21 Network switching section

22 Switch section
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23 Port

24 Policy management DB

3 SGW

3A Virtual SGW

4 PGW

4A Virtual PGW

40 Virtual PCRF

5 MME

50 Virtual entity management section
51 Control section

5A Virtual MME

7 Router

70 Switch section

71 Port

72 Policy management DB

8 Control apparatus

80 Policy management DB
81 Control section

82 Interface

83 Virtual NW control section
100  Communication apparatus
110  Control section

120  Virtual network function
Claims

1.  Acommunication apparatus characterized by com-

prising:

a first means for selecting, from among a plural-
ity of network nodes including a first network
node and a second network node, the second
network node for a terminal capable of autono-
mous communication with a communication-
counterpart equipment, wherein the first net-
work node performs predetermined signal
processing in a first network and the second net-
work node operates a function of the first net-
work node through a virtual machine in a second
network; and

a second means for sending communication da-
ta related to the terminal to the second network
node selected.

The communication apparatus according to claim 1,
characterized in that the second means sends the
communication data related to processing for con-
nection between at least one of the plurality of net-
works and the terminal, to the second network node
selected.

The communication apparatus according to claim 1
or 2, characterized in that the first means selects
the second network node for the terminal, wherein
the second network node is operated by the virtual
machine which is dynamically constructed.
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The communication apparatus according to any one
of claims 1to 3, characterized in that the first means
selects the second network node for the terminal,
wherein the second network node is operated by the
virtual machine, which is dynamically constructed
according to a requirement related to processing of
the communication data of the terminal.

The communication apparatus according to any one
of claims 1to4, characterized in that the first means
selects the second network node for the terminal,
wherein the second network node is operated by the
virtual machine, which is dynamically constructed
according to an occurrence timing of the communi-
cation data of the terminal.

The communication apparatus according to any one
of claims 1to 5, characterized in that the first means
selects the second network node for the terminal,
based on information included in a connection re-
quest sent from the terminal.

The communication apparatus according to any one
of claims 1to 6, characterized in that the first means
selects the second network node for a terminal be-
longing to a predetermined group among the termi-
nals capable of autonomous communication with the
communication-counterpart equipment.

A communication method characterized by com-
prising:

selecting, from among a plurality of network
nodes including a first network node and a sec-
ond network node, the second network node for
a terminal capable of autonomous communica-
tion with a communication-counterpart equip-
ment, wherein the first network node performs
predetermined signal processing in a first net-
work and the second network node operates a
function of the first network node through a vir-
tual machine in a second network; and
sending communication data related to the ter-
minal to the second network node selected.

The communication method according to claim 8,
characterized in that the communication data re-
lated to processing for connection between at least
one of the plurality of networks and the terminal, is
sent to the second network node selected.

The communication method according to claim 8 or
9, characterized in that the second network node
is selected for the terminal, wherein the second net-
work node is operated by the virtual machine which
is dynamically constructed.

The communication method according to any one of
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claims 8 to 10, characterized in that the second
network node is selected for the terminal, wherein
the second network node is operated by the virtual
machine, which is dynamically constructed accord-
ingtoarequirementrelated to processing of the com-
munication data of the terminal.

The communication method according to any one of
claims 8 to 11, characterized in that the second
network node is selected for the terminal, wherein
the second network node is operated by the virtual
machine, which is dynamically constructed accord-
ing to an occurrence timing of the communication
data of the terminal occurs.

The communication method according to any one of
claims 8 to 12, characterized in that the second
network node is selected for the terminal, based on
information included in a connection request sent
from the terminal.

The communication method according to any one of
claims 8 to 13, characterized in that the second
network node is selected for a terminal belonging to
a predetermined group among the terminals capable
of autonomous communication with the communica-
tion-counterpart equipment.

A communication system including a communication
apparatus that processes communication data relat-
ed to a terminal, characterized in that the commu-
nication apparatus includes:

a first means for selecting, from among a plural-
ity of networks including a first network node and
a second network node, the second network
node for a terminal capable of autonomous com-
munication with a communication-counterpart
equipment, wherein the first network node per-
forms predetermined signal processing in a first
network and the second network node operates
a function of the first network node through a
virtual machine in a second network; and

a second means for sending communication da-
ta related to the terminal to the second network
node selected.

A program characterized by causing a computer to
execute:

processing for selecting, from among a plurality
of network nodes including a first network node
and a second network node, the second network
node for a terminal capable of autonomous com-
munication with a communication-counterpart
equipment, wherein the first network node per-
forms predetermined signal processing in a first
network and the second network node operates
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a function of the first network node through a
virtual machine in a second network; and
processing for sending communication data re-
lated to the terminal to the second network node
selected.
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