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(54) CONNECTED SECURITY SYSTEM

(57) Systems, methods, and apparatus, including computer programs encoded on computer storage media, for
obtaining, processing, and presenting data related to security events, and for implementing courses of action to protect
assets in response to the security events. An event management module identifies malicious activity present on a first
network domain and/or a second network domain based on received network domain activity. A threat intelligence
module receives data identifying the malicious activity in first data constructs of a predefined data structure. The threat
intelligence module obtains additional data related to the identified malicious activity and generates second data con-
structs that include enriched data regarding the malicious activity. The enriched data includes data describing a campaign
in which at least a portion of the malicious activity is involved and one or more courses of action. A course of action
module receives the second data constructs and implements a given course of action.



EP 3 179 696 A1

2



EP 3 179 696 A1

3

5

10

15

20

25

30

35

40

45

50

55

Description

CROSS-REFERENCE TO RELATED APPLICATION

[0001] This application claims benefit of U.S. Provi-
sional Patent Application No. 62/265,186, filed Decem-
ber 9, 2015, and titled "CONNECTED SECURITY SYS-
TEM," which is hereby incorporated by reference in its
entirety.

BACKGROUND

[0002] The present disclosure relates to security and
network operations.

SUMMARY

[0003] In general, one innovative aspect of the subject
matter described in this specification can be embodied
in methods for obtaining, processing, and presenting da-
ta related to security events, and for implementing cours-
es of action to protect assets in response to the security
events, including receiving, by an event management
module and for a network of an organization, network
domain activity that includes first domain activity data
from a first network domain and second domain activity
from a second network domain; identifying, by the event
management module, malicious activity present on at
least one of the first network domain or the second net-
work domain based on the received network domain ac-
tivity; receiving, by a threat intelligence module and from
the even management module, data identifying the ma-
licious activity in one or more first data constructs of a
predefined data structure; obtaining, by the threat intel-
ligence module and from one or more third party sources,
additional data related to the identified malicious activity;
generating, by the threat intelligence module and using
the data identifying the malicious activity and the addi-
tional data, one or more second data constructs of the
predefined data structure that include enriched data re-
garding the malicious activity, the enriched data including
(i) data describing a campaign in which at least a portion
of the malicious activity is involved and (ii) one or more
courses of action for mitigating the malicious activity; re-
ceiving, by a course of action module, the one or more
second data constructs from the threat intelligence mod-
ule; and implementing, by the course of action module,
a given course of action of the one or more course of
action.
[0004] Other embodiments of this aspect include cor-
responding computer methods, and include correspond-
ing apparatus and computer programs recorded on one
or more computer storage devices, each configured to
perform the actions of the methods. A system of one or
more computers can be configured to perform particular
operations or actions by virtue of having software,
firmware, hardware, or a combination of them installed
on the system that in operation causes or cause the sys-

tem to perform the actions. One or more computer pro-
grams can be configured to perform particular operations
or actions by virtue of including instructions that, when
executed by data processing apparatus, cause the ap-
paratus to perform the actions.
[0005] These and other embodiments may each op-
tionally include one or more of the following features. For
instance, the predefined data structure can include a
Structured Threat Information Expression STIX data
structure. The one or more first data constructs can in-
clude at least one of: (i) an incident data construct that
includes data describing a particular security event iden-
tified from the received network domain activity; an indi-
cator data construct that includes data describing attack
patterns identified from the received network domain ac-
tivity; or (iii) an actor data construct that includes data
describing a malicious actor that caused at least a portion
of the malicious activity. The one or more second data
constructs can include at least one of (i) a campaign data
construct that includes data describing a malicious cam-
paign; (ii) a weakness data construct that includes data
describing a weakness of the network; or (iii) a course of
action data construct that includes data describing at
least one of the one or more courses of action.
[0006] Another innovative aspect of the subject matter
described in this specification can be embodied in meth-
ods for obtaining, processing, and presenting data relat-
ed to security events, and for implementing courses of
action to protect assets in response to the security
events, including receiving, for an organization, first do-
main activity data from a first network domain and second
domain activity data from a second network domain, the
first domain activity data and the second domain activity
data including events, alerts, or both from the respective
first and second network domains; determining, based
on the first domain activity data and the second domain
activity data of the first data construct, one or more anom-
alous correlated event paths through which security
events have progressed through at least one of the first
network domain or the second network domain, each
anomalous correlated event path including one or more
assets of the organization; generating one or more first
data constructs that include at least one of (i) the first
domain activity data, (ii) the second domain activity data,
or (iii) data describing the one or more anomalous cor-
related event paths; receiving external threat data includ-
ing events, alerts, or both for one or more organizations
different from the organization; generating a second data
construct that includes data from the one or more first
data constructs and at least a portion of the external
threat data; determining, based on the one or more anom-
alous correlated event paths and the threat data, a risk
associated with each of one or more outcomes for the
organization; generating a visualization of the one or
more anomalous correlated event paths and each risk;
generating a third data construct that specifies a course
of action determined based on at least one of one or more
anomalous correlated event paths and each risk; and
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providing the third data construct to a course of action
module that implements the course of action, wherein
the first data construct, the second data construct, and
the third data construct have a common data structure.
[0007] These and other embodiments may each op-
tionally include one or more of the following features. For
instance, the first network domain can be an information
technology domain and the second network domain is
an operational technology domain. The visualization can
include a Sankey diagram that illustrates a plurality of
paths between particular threats and the one or more
outcomes.
[0008] The path between each particular threat and
the one or more outcomes can include at least one asset
and at least one business process of the organization.
Each path can include a link between a particular threat
and a particular asset. A width of the link can be based
on a likelihood of the particular threat affecting the par-
ticular asset.
[0009] The visualization can present a number of se-
curity events for at least one of the first network domain
or the second network domain for a particular period of
time. The visualization can present a number of security
events for each of the one or more assets for a particular
period of time. The visualization can present an amount
of security events that have taken each of the one or
more attack paths.
[0010] Particular embodiments of the subject matter
described in this specification may be implemented so
as to realize one or more of the following advantages.
Assets of an industrial control system can be protected
in a connected networking environment, such as an op-
erational technology network connected to an enterprise
network and/or the Internet. Data regarding malicious ac-
tivity detected in the connected networking environment
can be communicated between several different mod-
ules using a predefined data structure to maintain the
data in an organized way. Various user interfaces can
be generated, e.g., based on data stored using the pre-
defined data structure, to present information related to
security events that have been detected, paths within the
networking environment that the security events have
taken, and the risks associated with assets of the net-
working environment based on the security events and
their paths. Courses of action may be executed (e.g.,
automated, semi-automated, or manually) to prevent at-
tacks from reaching assets of the networking environ-
ment.
[0011] The details of one or more implementations of
the subject matter described in this specification are set
forth in the accompanying drawings and the description
below. Other potential features, aspects, and advantag-
es of the subject matter will become apparent from the
description, the drawings, and the claims.

DESCRIPTION OF DRAWINGS

[0012]

FIGS. 1A and 1B depict an example system that can
execute implementations of the present disclosure.

FIGS. 2-10 depict example screen shots of user in-
terfaces that are generated in accordance with im-
plementations of the present disclosure.

FIG. 11 is a flowchart of an example process that
can be executed in accordance with implementa-
tions of the present disclosure.

FIG. 12 is a block diagram of a computing system
that can be used in connection with computer-imple-
mented methods described in this document.

[0013] Like reference symbols in the various drawings
indicate like elements.

DETAILED DESCRIPTION

[0014] This specification describes systems, methods,
and computer programs for obtaining, processing, and
presenting data related to security events, and for imple-
menting courses of action to protect assets in response
to the security events. For example, an industrial internet
may be used to manage and administer industrial control
systems (ICS), which may communicate over an enter-
prise network and may include information technology
(IT) and operational technology (OT) network domains.
Some threat scenarios may include multi-step, multi-do-
main attacks, and may include attacks that originate in
one domain, and proceed to another domain. A connect-
ed security system can include multiple components that
process data related to the attacks, provide visualization
data related to the attacks, and implement courses of
action based on the attacks (e.g. to mitigate the attacks).
The underlying components may utilize a common
framework, or protocol based on a framework or set of
standards, to share information. For example, the under-
lying components may use a predefined data structure
that includes multiple different data constructs to share
the information.
[0015] The connected security system may include an
event management module that filters, aggregates, cor-
relates, and detects patterns in data from event/alert logs
from each domain (e.g., IT and OT domains), to detect
complex attack patterns. A threat intelligence module of
the connected security system may obtain from external
threat security feeds additional data related to the detect-
ed attack patterns and/or event/alert data received from
the domains. The threat intelligence module may also
identify threat outcomes that an organization will actually
face based on the equipment and operations that are
part of the organization’s ongoing operations, the addi-
tional data, and/or the detected attack patterns. The
threat intelligence module may also determine and rec-
ommend courses of action based on the identified threat
outcomes. A course of action module of the connected

3 4 



EP 3 179 696 A1

5

5

10

15

20

25

30

35

40

45

50

55

security system may implement the courses of action.
For example, the course of action implementation may
be automated (e.g., implemented by the system in re-
sponse to detecting a particular attack), semi-automated
(e.g., the system recommends courses of action for se-
lection by a security administrator), and/or manual (e.g.,
implemented by a security administrator).
[0016] The connected security system may provide us-
er interfaces that enable security administrators to view
data related to security events and risks and adverse
outcomes associated with the security events, and to act
on those security events. An example user interface
shows potential outcomes based on security events (e.g.,
security events related to one or more different compo-
nents and/or one or more different domains) and the as-
sociated risk of each outcome occurring. Another exam-
ple user interface allows the system administrators to
select courses of action to take in response to the security
events. The courses of action can be manual or recom-
mended by the connected security system.
[0017] FIG. 1 depicts an example environment 100 in
which a connected security system 110 that can execute
implementations of the present disclosure. In the present
example, the connected security system 100 includes a
threat intelligence module 120, an event management
module 130, and a course of action module 140. Each
of the modules 120, 130, and 140 may be implemented
in hardware and/or software. Although the modules 120,
130, and 140 are depicted as separate modules, the func-
tionality of the modules 120, 130, and 140 may be im-
plemented in a single module or in two or more modules.
For example, the modules 120, 130, and 140 may be
implemented in one or more servers. The server(s), for
example, can include one or more processors configured
to execute instructions stored by computer-readable me-
dia for performing various operations, such as input/out-
put, communication, data processing and/or mainte-
nance.
[0018] With reference to FIG. 1B, the connected secu-
rity system 110 also includes a connection processor
210, implemented as a special purpose processor, that
is configured to centrally coordinate the various process-
ing functions within the system 110. The connection proc-
essor 210 includes a threat intelligence processing en-
gine 212 that is configured to perform the actual commu-
nication of messages between the various processors
that interface with the connection processor 210. The
connection processor 210 also includes a local STIX da-
tabase 214 that is maintained within a memory cache
that is part of the primary memory storage forming part
of the connection processor 210.
[0019] The connection processor 210 is a middle layer
processor that is interconnected with a threat intelligence
processor 220, an event management processor 230,
and a course of action processor 240. The threat intelli-
gence processor 220 is a special purpose processor with-
in the threat intelligence module 120. The event man-
agement processor 230 is a special purpose processor

within the event management module 130. The course
of action processor 240 is a special purpose processor
within the course of action module 140. The connection
processor 210 is responsible for coordinating the overall
supervisory processing and control within the connected
security system 110, and also controls the communica-
tion, distribution, and routing of messages and standard-
ized data constructs (e.g. STIX messages) between the
various processors 220, 230, 240 in communication with
the connection processor 210.
[0020] In one example, the event management proc-
essor 230 provides indicator and tactics, techniques, and
procedures (TTPs) STIX messages that contain informa-
tion about recent anomalous activity to the connection
processor 210.
[0021] The connection processor 210 compares STIX
messages received from the event management proc-
essor 230 with other messages and data received from
the threat intelligence module 120 and its associated
threat intelligence processor 220. If necessary, the con-
nection processor 210 attaches course of action, inci-
dent, and additional STIX messages (provided by the
threat intelligence processor 220) to the previously re-
ceived STIX structured messages from the event man-
agement processor 230.
[0022] The connection processor 210 then provides
the most effective predetermined course of action STIX
message to the course of action processor 240.
[0023] The course of action processor 240 is operable
to convert all of the STIX messages that it receives into
instructions and commands 142 as output to other de-
vices in the industrial control system (ICS) 160. The
course of action processor 240 is also configured to re-
quest user input in response to an unspecified command
or commands. The course of action processor 240 is then
updated with new commands and/or instructions that can
be understood by IT devices 162 and OT devices 166
within the ICS 160.
[0024] The advantages of the distributed processing
architecture associated with the connection processor
210 include that each processor 220, 230, 240 in the
connected security system 110 is specialized and can
be customized to its particular security related task to
enhance overall system performance. This in turn allows
each processor to operate faster and more effectively
because each processor is only required to execute func-
tions related to its particular task. Each of the processors
220, 230, 240 is designed to be platform agnostic and
can be configured to work either independently as a stan-
dalone processor for particular security applications, or
configured to be interconnected with other special pur-
pose processors as part of a larger comprehensive se-
curity analysis system as shown in FIGS. 1A and 1B. The
connection processor 210 and each of the processors
220, 230, 240 can be configured to provide a modular
security system for organizations that are able to take
advantage of new or other individual security solutions
with the only requirement that they communicate with the
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connection processor 210 using the data constructs (in
many cases standardized) that are used within the mod-
ules of the connected security system 110 (e.g. modules
120, 130, 140). As described for the exemplary imple-
mentation of the connected security system 100, the con-
nection processor 210 and the processors 220, 230, 240
each are capable of receiving and outputting standard-
format data constructs based on STIX structured mes-
sages.
[0025] In a first example processing operation, the
event management module 130 and the event manage-
ment processor 230 processes all events (alerts and
logs) received as IT activity data 163 and/or OT activity
data 167, and extracts a complex attack pattern out of
this data 163, 167. The event management processor
230 may then determine that the extracted attack pattern
is a new and complex attack pattern, and the details that
uniquely identify this new attack pattern are added to a
repository within the event management module 130.
[0026] Since the pattern does not exist in the pattern
recognizer database within the pattern recognizer form-
ing part of the event management processor 230, the
event management processor 230 adds the new pattern
to its pattern recognizer database and generates indica-
tors and TTP STIX data messages that explain and define
the new attack pattern using a data construct that can be
further processed by the connection processor 210. As
a next processing step, the connection processor 210
then performs an analysis against its local STIX database
214 to determine whether it contains any data constructs
that are similar to the data constructs provided by the
event management processor 230.
[0027] If nothing exits, the following processing steps
are initiated. The connection processor 210 sends a re-
quest to the threat intelligence processor 220 to perform
a search for related indicator and/or TTP STIX messag-
es. The threat intelligence processor 220 executes the
search request and returns (to the connection processor
210) all other information related to the indicator and/or
TTP STIX messages it has received from the connection
processor 210. If additional information is returned to the
connection processor 210, that information is stored in
the local STIX database 214. The connection processor
210 then extracts the corresponding course of action
STIX messages, formats a data construct containing this
information and forwards the data construct to the course
of action processor 240 for automatic implementation.
The course of action processor 240 receives the data
construct from the connection processor 210 and con-
verts the information contained in the STIX messages to
instructions and commands to be implemented by devic-
es within the ICS 160 (in order to limit any potential neg-
ative impact from the newly recognized security attack).
[0028] If there is not additional information in the threat
intelligence database maintained by the threat intelli-
gence processor 220, the information (e.g. the indicators
and TTP STIX data messages generated by the event
management processor 230) is then stored in both the

threat intelligence database and the local STIX database
214, preferably in a cache memory, maintained by the
connection processor 210.
[0029] If similar information exists, the following
processing steps are initiated. The connection processor
210 determines whether there is any additional informa-
tion in the STIX messages sent by the event management
processor 230 that it does not currently have in its local
STIX database 214. If the connection processor 210 de-
termines that new (any additional) information does exist,
the new (any additional) information is then stored in both
the threat intelligence database and the local STIX da-
tabase 214, preferably in a cache memory, maintained
by the connection processor 210. The connection proc-
essor 210 then determines the appropriate course of ac-
tion STIX messages, formats a data construct containing
this information and forwards the data construct to the
course of action processor 240 for automatic implemen-
tation. The course of action processor 240 receives the
data construct from the connection processor 210 and
converts the information contained in the STIX messages
to instructions and commands 242 to be implemented by
devices within the ICS 160 (in order to limit any potential
negative impact from the newly recognized security at-
tack).
[0030] As a further processing step, the course of ac-
tion processor 240 compares the instructions and com-
mands 242 with information stored in a database 244
that defines a set of pre-determined actions (instructions
and commands) to determine whether a pre-determined
automated action is defined for that type of instruction
set. If a pre-determined automated action is identified,
the course of action processor 240 then executes the
pre-determined action(s).
[0031] If a pre-determined automated action is not
identified, the course of action processor 240 forwards
the instruction to a human analyst 105 for manual
processing, and adds the response from the human an-
alyst 105 to the set of actions database 244 as an auto-
mated process.
[0032] If the instruction set of courses of action(s)
comes with a flag of already processed the course of
action processor 240 determines whether all of the
course of action instructions 242 have already been im-
plemented (e.g. within the domain, or within the ICS 160),
and if they have not already been implemented, the
course of action processor 240 processes and re-exe-
cutes the course of action instructions. Otherwise, if all
of the course of action instructions 242 have been proc-
essed, the course of action processor 240 sends an alert
to the human analyst 105 that informs the analyst that
no adequate course of action exists. For the situation
where no adequate course of action exists, the human
analyst 105 has the option of constructing a string of one
or more commands that can be executed as new course
of action instructions (242) by the course of action proc-
essor 240. For example the commands may include ac-
tions such as closing a specific port on a firewall and/or
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blocking a specific IP address. The newly constructed
course of action instructions can also be saved for future
use (by the course of action processor 240) in the set of
actions database 244.
[0033] In a second example processing operation, the
event management module 130 and the event manage-
ment processor 230 processes all events (alerts and
logs) received as IT activity data 163 and/or OT activity
data 167, and extracts a complex attack pattern out of
this data 163, 167. The event management processor
230 may then determine that the extracted attack pattern
and any associated signature is similar or nearly identical
to a known attack pattern, for example, Night Dragon or
Stuxnet style targeted attacks.
[0034] Since the pattern is recognized as being con-
tained in the pattern recognizer database by the event
management processor 230, the event management
processor 230 shares the extracted attack pattern with
the connection processor 210 so that the connection
processor 210 is aware of a new attack being launched
against the ICS 160. The event management processor
230 then sends relevant courses of action (in the form of
one or more STIX messages) to the course of action proc-
essor 240. The connection processor 210 performs a
search within its local STIX database 214 (local cache)
to identify any information about the known attack pat-
tern.
[0035] If information about the known attack pattern is
identified within the local STIX database 214, the con-
nection processor 210 then extracts the corresponding
course of action STIX messages, and formats a data con-
struct containing this information. The connection proc-
essor 210 then forwards the data construct to the course
of action processor 240 along with a flag defining an "al-
ready processed" status to confirm whether in fact the
instructions and commands associated with the course
of action STIX message(s) were in fact implemented by
the course of action processor 240.
[0036] If information about the known attack pattern is
not identified within the local STIX database 214, the con-
nection processor 210 sends a request to the threat in-
telligence processor 220 to retrieve all data related to the
known attack pattern. Any data related to the known at-
tack pattern is then returned to the connection processor
210 and stored in the local STIX database (cache). Based
on the data returned by the threat intelligence processor
220, the connection processor 210 then extracts the cor-
responding course of action STIX messages, and for-
mats a data construct containing this information. The
connection processor 210 then forwards the data con-
struct to the course of action processor 240 along with a
flag defining an "already processed" status to confirm
whether in fact the instructions and commands associ-
ated with the course of action STIX message(s) were in
fact implemented by the course of action processor 240.
[0037] The processing steps in this second example
then continue in a manner similar to those in the first
example. More specifically, the course of action proces-

sor 240 compares the instructions and commands 242
with information stored in a database 244 that defines a
set of pre-determined actions (instructions and com-
mands) to determine whether a pre-determined automat-
ed action is defined for that type of instruction set. If a
pre-determined automated action is identified, the course
of action processor 240 then executes the pre-deter-
mined action(s).
[0038] If a pre-determined automated action is not
identified, the course of action processor 240 forwards
the instruction to a human analyst 105 for manual
processing, and adds the response form the human an-
alyst 105 to the set of actions database as an automated
process.
[0039] If the instruction set of courses of action(s)
comes with a flag of already processed the course of
action processor 240 determines whether all of the
course of action instructions 242 have already been im-
plemented (e.g. within the domain, or within the ICS 160),
and if they have not already been implemented, the
course of action processor 240 processes and re-exe-
cutes the course of action instructions. Otherwise, if all
of the course of action instructions 242 have been proc-
essed, the course of action processor 240 sends an alert
to the human analyst 105 that informs the analyst that
no adequate course of action exists. For the situation
where no adequate course of action exists, the human
analyst 105 has the option of constructing a string of one
or more commands that can be executed as new course
of action instructions (242) by the course of action proc-
essor 240. For example the commands may include ac-
tions such as closing a specific port on a firewall and/or
blocking a specific IP address. The newly constructed
course of action instructions can also be saved for future
use (by the course of action processor 240) in the set of
actions database 244.
[0040] In some implementations, the connected secu-
rity system 110 processes data related to security events,
provides visualization data related to the security events,
and takes action based on the security events. For ex-
ample, the connected security system 110 may process
data related to security events that may affect an ICS
environment 160 that has an information technology (IT)
network 161 and an operational technology (OT) network
165, and take action to prevent adverse effects on the
ICS 160. The networks 161 and 165 can be in commu-
nication, for example, over a demilitarized zone (DMZ)
of the IT network 161 and a DMZ of the OT network 165.
Each of the networks 161 and 165 can include local and
wide area networks (LAN/WAN) and wireless networks,
and can be used to integrate various computing devices,
such as servers, mainframes, desktops, laptops, tablets,
smartphones, and industrial control devices and sensors,
that may run on multiple different operating systems and
may employ multiple different communication protocols.
[0041] The IT network 161 can include various IT de-
vices 162, such as an enterprise network, computing de-
vices (e.g., servers, laptop computers, etc.), input/output
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devices, and/or subsystems. Similarly, the OT network
165 can include various OT devices 166, such as com-
puting devices, input/output devices, and/or subsystems.
For example, the OT devices 166 can include a supervi-
sory system, a historian server, an application server,
one or more human-machine interface (HMI) devices,
one or more controller devices, one or more sensor de-
vices, and/or other appropriate industrial control devices.
The supervisory system can coordinate one or more low-
level controls and/or low-level sensors. In the present
example, the supervisory system can provide data to and
receive data from the controller devices and sensor de-
vices. For example, the supervisory system may send
control data that causes a control device to perform an
operation based on sensor data received from one or
more sensor devices. In a particular example, the super-
visory system may send data that causes a valve to open
based on a temperature of a mixture in a tank specified
by sensor data received from a temperature sensor. The
historian server, for example, can store, maintain, and
provide information related activities performed by each
controller device and sensor data provided by each sen-
sor device in the OT network 165. The application server,
for example, can host applications that may operate with-
in the OT network 165.
[0042] The example event management module 130
can receive IT activity data 163 that includes event/alert
data from the IT network 161 and can receive operational
technology (OT) activity data 167 that includes
event/alert data from the OT network 165. In some im-
plementations, the IT activity data 163 and/or the OT ac-
tivity data 167 may include log data provided by one or
more security sensors. For example, the ICS 160 may
include one or more security sensors, such as network
based (NIDS) and host based (HIDS) intrusion detection
systems, intrusion preventions systems (IPS), antivirus
systems, firewalls, and other detection/logging services
(e.g., web server logs, database logs, etc.). The security
sensors can monitor communications to and from com-
puting devices included in the IT network 161, the OT
network 165, and/or their respective DMZs, and can mon-
itor system activity associated with the devices. Data as-
sociated with potentially malicious activity may be detect-
ed (and optionally recorded) by the security sensors and
provided to the event management module 130.
[0043] The IT activity data 163 and the OT activity data
167 can include event and/or alert data. In general, se-
curity events are atomic pieces of data associated with
communications and system activity, whereas alerts may
be triggered in response to an event or a sequence of
events. Data provided by security sensors, for example,
may include alert data. Data provided by a host (e.g.,
computing server), controller device, or sensor device,
or data included in log files, for example, may include
event data.
[0044] The event management system 130 can re-
ceive the IT activity data 163 and the OT activity data
167, and can standardize, filter, aggregate, and correlate

the data to detect anomalies and potentially malicious
activity associated with multi-stage, multi-domain at-
tacks. Some example multi-stage, multi-domain attacks
include Stuxnet, Night Dragon Dragonfly, and Shamoon.
As described in more detail below, output of the event
management system 130 can be provided to another sys-
tem or module (e.g., the threat intelligence module 120)
and/or to a system operator as reporting/visualization da-
ta. Based on the output, for example, appropriate courses
of action may be employed to counter ongoing and/or
future attacks.
[0045] In the present example, the IT network 161, the
OT network 165, and/or their respective DMZ can each
have different characteristics (e.g., architecture, resourc-
es, protocols, and standards), and each domain may be
susceptible to different security threats. Occasionally,
correlations may not be detected among events/alerts
within a single domain, (and if correlations are detected,
the extent of an associated compromise may not be en-
tirely known), but correlations may be detected among
events/alerts across multiple domains. By correlating da-
ta from multiple domains (e.g., across the IT network 161,
the OT network 165, and/or their respective DMZs), for
example, complex attacks (e.g., multi-stage, multi-do-
main attacks executed over time) may be detected, and
a single vantage point may be provided to security tech-
nicians).
[0046] Upon receiving the IT activity data 163 and the
OT activity data 167, the event management module 130
can use a filter 131 to filter the data. For example, the
event management module 130 can use the filter 131 to
filter out irrelevant (or "false") events/alerts from the IT
activity data 163 and the OT activity data 167. In some
implementations, the filter 131 includes an information
technology (IT) activity data filter for filtering the IT activity
data 163 and an operational technology (OT) activity data
filter for filtering the OT activity data 167.
[0047] The filtered data can be provided to an aggre-
gator 132. In general, the event management module
130 can use the aggregator 132 to remove duplicate
and/or redundant events/alerts, to combine events/alerts
related to the same attack, and to combine events/alerts
relating to different attacks but possessing similar char-
acteristics, thus reducing the number of events/alerts un-
der consideration.
[0048] After aggregating the event/alert data, for ex-
ample, aggregated data can be provided by the aggre-
gator 132 to a correlator 133. In general, the event man-
agement module 130 can use the correlator 133 to gen-
erate a chain of events/alerts that may correspond to a
threat scenario. The event management module 130 can
also use a pattern recognizer and extractor 134 to identify
anomalous and/or malicious activity associated with the
threat scenario, and to further describe and/or enrich
threat scenario information. In some implementations,
the pattern recognizer and extractor 134 also uses data
provided by a threat intelligence data source to identify
and enrich the anomalous and/or malicious activity pat-
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terns. The patterns may include paths represented by
security events linking one or more assets. The pattern
recognizer and extractor 134 can compare the identified
anomalous and/or malicious activity paths to known at-
tack techniques and patterns to determine whether the
identified path matches a known attack pattern. The
event management module 130 can provide data related
to the identified anomalous and/or malicious activity (e.g.,
including data identifying a known attack pattern that the
identified attack pattern matches) to the threat intelli-
gence module 120.
[0049] In some implementations, the event manage-
ment module 130, the threat intelligence module 120,
and the course of action module 140 share data (e.g.,
communicate data between each other) using a prede-
fined data structure. The predefined data structure can
include multiple different data constructs and/or a struc-
tured language for specifying data related to security
events. The different data constructs can each be used
to communicate particular types of data or groups of data.
For example, each data construct can include a prede-
fined set of data fields that can be populated with data
related to security events, attack patterns, threat actors,
and other appropriate types of data. An example of a
predefined data construct that may be used by the mod-
ules 120, 130, and 140 is the Structured Threat Informa-
tion Expression (STIX™) structured language.
[0050] Each module 120, 130, and 140 can generate
and/or modify particular data constructs for consumption
by other modules. For example, the event management
module 130 can generate, based on the IT activity data
163 and/or the OT activity data 167, incident data con-
structs 135, indicator data constructs 136, and (threat)
actor data constructs 137. The constructs can be stored
for later retrieval and use by the modules 120, 130, and
140. For example, if an actor data construct 137 has al-
ready been created for a particular malicious actor (as
described below), the event management module 130
may retrieve the actor data construct 137 for the actor
and update the actor data construct 137 with new data
(e.g., new data for a new security event believed to be
caused by the actor).
[0051] The incident data constructs 135 can include
data describing particular (e.g., discrete) security inci-
dents. For example, the incident data constructs 135 can
include fields for data regarding devices or other assets
affected by the incident, the type of devices or assets
affected by the incident, the time at which the incident
occurred, a threat actor that caused the incident (or is
predicted to have caused the incident), the impact of the
incident, actions taken in response to the incident, and/or
other appropriate data regarding the incident.
[0052] The event management module 130 can gen-
erate one or more incident data constructs 135 and pop-
ulate the fields of the incident data constructs 135 based
on security incidents identified in the IT activity data 163
and/or the OT activity data 167. For example, when the
event management module 130 identifies a security

event in the IT activity data 163 and/or the OT activity
data 167, the event management module 130 can gen-
erate an incident data construct 135 for the identified se-
curity event and populate the fields of the generated in-
cident data construct with information related to the iden-
tified security event (e.g., data included in the IT activity
data 163 and/or the OT activity data 167). The event man-
agement module 130 can generate an incident data con-
struct 135 for one or more related security events. For
example, the event management module 130 may gen-
erate an incident data construct for each chain of
events/alerts that may correspond to a threat scenario
(e.g., as determined by the correlator 130) and/or for each
identified anomalous and/or malicious activity path (e.g.,
as identified by the pattern recognizer and extractor 134.
[0053] In some implementations, the event manage-
ment module 130 generates an incident data construct
135 for each identified anomalous and/or malicious ac-
tivity path that has a risk score that satisfies a specified
threshold (e.g., by meeting or exceeding the threshold).
The risk score for a path can be based on a distance
between nodes in the activity path, an importance of
nodes in the path, and/or an amount of time that tran-
spires between communication events in the path.
[0054] The indicator data constructs 136 can include
data describing observable patterns (e.g., attack pat-
terns) identified by the event management module 130.
For example, the indicator data constructs 136 can in-
clude fields for data regarding confidence in the pattern
being valid, time periods in which the pattern is valid,
likely impact of the pattern, sightings of the pattern, struc-
tured test mechanisms for detection of the pattern, relat-
ed campaigns, suggested courses of action for mitigating
the pattern, related observables, the source of the pat-
tern, and/or other appropriate data.
[0055] The indicator data construct 136 can include
one or more observable data constructs. An observable
data constructs can represents a single cyber observa-
ble. For example, an observable may be an IP address
or a hash value. The observable data construct can in-
clude a sighting count for the observable. The sighting
count can represent the number of times the observable
has been detected in the IT activity data 163 and the OT
activity data 167.
[0056] The event management module 130 can gen-
erate one or more indicator data constructs 136 and pop-
ulate the fields of the indicator data constructs based on
attack patterns detected by the event management mod-
ule 130. For example, the event management module
130 can generate an indicator data construct 136 for each
detected attack pattern.
[0057] The actor data constructs 137 can include data
describing potential malicious actors that may cause se-
curity incidents. For example, the actor data constructs
137 can include fields for data identifying the actor and/or
data that characterize the actor. The actor data con-
structs 137 can also include data regarding the suspect-
ed motivation of the actor, the suspected intended effect
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of security incidents or attack patterns caused by the ac-
tor, historically observed tactics, techniques, and proce-
dures (TTPs) used by the actor historical campaigns be-
lieved to be associated with the actor, other actors be-
lieved to be associated with the actor, confidence in the
characterization of the actor, the source of the data re-
garding the actor, and/or other appropriate data regard-
ing the actor.
[0058] The event management module 130 can gen-
erate an actor construct for any newly identified actors,
e.g., found in the IT activity data 163 and/or the OT activity
data 167. For example, when the event management
module 130 identifies a security event in the IT activity
data 163 and/or the OT activity data 167, the event man-
agement module 130 may generate an actor data con-
struct 137 for the actor associated with the security event.
The event management module 130 may also populate
the fields of the generated actor data construct 137 with
data available to the event management module 130,
e.g., the security event and/or attack pattern associated
with the actor. For example, the event management mod-
ule 130 may populate the actor data construct 137 with
an IP address found in the IT activity data 163 and/or the
OT activity data 167 and that is identified as being the
source of the security event.
[0059] The event management module 130 can trans-
mit the incident data constructs 135, the indicator data
constructs 136, and/or the actor data constructs 137 to
the threat intelligence module 120. As described in more
detail below, the threat intelligence module 120 can en-
rich the data included in the incident data constructs 135,
indicator data constructs 136, and actor data constructs
137. In addition, the threat intelligence module 120 can
generate additional data constructs based on the incident
data constructs 135, indicator data constructs 136, and
actor data constructs 137.
[0060] In some implementations, the threat intelli-
gence module 120 is an intelligence-driven threat miti-
gation system. One objective of the threat intelligence
module 120 is to specifically identify threat outcomes that
an organization, for example an oil and gas pipeline op-
erator that conducts business an/or industrial operations
using the exemplary ICS 160, will actually face based on
the equipment and operations that are part of the organ-
ization’s ongoing operations. In one exemplary imple-
mentation, the current threat landscape and the threat
actors whom are part of the landscape are documented
by machine-process-able intelligence information that is
collected and normalized based on an industry-specific
threat model. For example, the threat intelligence module
120 can receive threat data 175 that identifies current
and/or potential threats to the organization. In a particular
example, the threat data 175 may be received from one
or more third party threat data feeds 170 (e.g., public
and/or proprietary feeds) that include data related to se-
curity events and alerts that have been detected, e.g.,
by one or more security sensors. The threat data 175
can also include unstructured threat data (e.g. blogs and

advisories), commercial threat databases, and/or other
public information related to security events and alerts.
[0061] In some implementations, the threat data 175
is custom to the organization. For example, an organiza-
tion may subscribe to particular databases and feeds
based on the organization’s risk and/or the organization’s
equipment and operations. In a particular example, an
organization that manages a pipeline may subscribe to
a feed that provides threat data related to pipelines and
associated equipment.
[0062] In some implementations, the threat intelli-
gence module 120 obtains threat data 175 from external,
third party, or other internal threat feeds 170 based on
data received from the event management module 130.
For example, threat intelligence module 120 may obtain
threat data based on data constructs received from the
event management module 130. In a particular example,
the event management module 130 may provide to the
threat intelligence module 120 an actor data construct
137 that includes an unknown IP address that may have
caused a security incident on the IT network 161 or the
OT network 165. In this example, the threat intelligence
module 120 may query the threat data feeds 170, threat
data 175 received from the threat data feeds 170, and/or
other threat information sources for additional data relat-
ed to the unknown IP address. If the IP address has been
involved in other security events or attacks, e.g., on other
organizations, the threat data feeds 170 may have data
identifying the actor associated with the IP address, other
security events or attack patterns originating from the IP
address or the actor associated with the IP address,
and/or other data regarding the actor. The threat intelli-
gence module 120 may also obtain other information,
such as domain names to which the IP address resolves
and when the IP address has resolved to the domain
name. This data can enhance the confidence that actions
associated with that actor were either malicious or safe.
For example, if the IP address resolves to a reputable
organization’s domain, then the threat intelligence mod-
ule 120 may determine that the IP address is not mali-
cious.
[0063] The threat intelligence module 120 can enrich
the actor data construct 137 that included the unknown
IP address with the data obtained from the threat data
feeds 170 or other sources. For example, the threat in-
telligence module 120 may populate fields of the actor
data construct 135 with the data obtained from the threat
data feeds 170 or other sources.
[0064] Similarly, the threat intelligence module 120 can
enrich the data included in the incident data constructs
135 and indicator data constructs 136 received from the
event management module 130. For example, the threat
intelligence module 120 may query the threat data feeds
170, threat data 175 received from the threat data feeds
170, and/or other threat information sources for addition-
al data related to security events identified in the incident
data constructs 135 and attack patterns identified in in-
dicator data constructs 136.
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[0065] In some implementations, the threat data 175
received from the threat data feeds 170 may include data
constructs of the predefined data structure. For example,
the threat data 175 may include incident data constructs
135, indicator data constructs 136, actor data constructs
137 and/or other data constructs described herein. In this
example, the threat intelligence module 120 can extract
data from fields of the data constructs included in the
threat data 175 and populate/update/merge the data con-
structs received from the event management module 130
with the extracted data.
[0066] The threat intelligence module 120 can also
generate data constructs, such as campaign data con-
structs 122, exploit target data constructs 124, and
course of action constructs 126. The campaign data con-
structs 122 can include data describing a set of malicious
actors, TTPs, observables, and/or security incidents de-
termined to be involved in a same or similar campaign.
For example, a campaign data construct 122 can include
a set of malicious actors, TTPs, observables, and/or se-
curity incidents that are determined, e.g., by the threat
intelligence module 120, to be a part of a common cam-
paign or to have a same or similar intent or desired effect.
For example, the threat intelligence module 120 may
generate a campaign data construct 122 for set of mali-
cious actors, TTPs, observables, and/or security inci-
dents that have a same or similar intent or desired effect.
In a particular example, the threat intelligence module
120 may generate a campaign data construct 122 for
actors and security incidents directed to causing pipeline
outages by targeting controls systems of the pipelines.
In some implementations, each campaign data construct
122 is generated for a particular intent different from the
intent of each other campaign data construct.
[0067] In some implementations, the threat intelli-
gence module 120 identifies a campaign based on data
included in incident data constructs 135, indicator data
constructs 136, and/or actor data constructs 137 re-
ceived from the event management module 130. For ex-
ample, different IP addresses may be detected in the IT
activity data 163 and/or the OT activity data 167. If there
are no particular incidents or observables associated with
the IP addresses, that be bundled together as a cam-
paign, along with any additional information that the
threat intelligence module 120 obtains for the IP address-
es (e.g., data related to other organizations that have
reported detecting the IP addresses).
[0068] Each campaign data construct 122 can include
data regarding a suspected intended effect of the actors,
incidents, TTPs, and observables of the campaign, re-
lated TTPs leveraged within the campaign, the related
incidents believed to be part of the campaign, actors be-
lieved responsible for the campaign, other campaigns
that are believed to be related to the campaign, confi-
dence in the assertion of intent and characterization of
the campaign, courses of action taken in response to the
campaign, the source of the campaign information,
and/or other appropriate data regarding the campaign.

The data can be obtained from the incident data con-
structs 135, the indicator data constructs 136, the actor
data constructs that have been enriched with data by the
threat intelligence module 120.
[0069] The exploit target data constructs 124 can in-
clude data regarding weaknesses and/or vulnerabilities
(e.g., technical vulnerabilities) of the IT network 161, the
OT network 165, and or security devices used to protect
the IT network 161 and OT network 165. For example,
an exploit target data construct may include data regard-
ing weaknesses or vulnerabilities that may be exploited
by malicious actors.
[0070] The exploit target data constructs 124 can in-
clude fields for data regarding identifications or charac-
terizations of weaknesses or vulnerabilities, potential
courses of action to mitigate the weaknesses or vulner-
abilities, source of the weakness or vulnerability data,
and/or other appropriate weakness or vulnerability data.
[0071] The data included in the exploit target data con-
structs can be identified based on security events detect-
ed by the event management module 130 and/or the
threat data 175. For example, if an anomalous and/or
malicious activity path identified by the event manage-
ment module 130 includes security events arising from
attempted or successful access of a port that was as-
sumed to be blocked, the threat intelligence module 130
may identify a vulnerability or misconfiguration of a gate-
way that allows access to the port. In another example,
the threat data 175 may include data from a feed that
specifies vulnerabilities of specific pieces of equipment.
[0072] The threat intelligence module 120 can also an-
alyze potential threats to the ICS 160 and recommend
courses of action based on the threats. For example,
attack paths based on the organization’s architectural
framework can be documented and used by the threat
intelligence module 120 to determine the organization’s
risk for one or more outcomes. Risk scores for a particular
kind of risk or particular outcome, for example a disruption
operation planned covertly by a threat actor, are deter-
mined based on whom the threat actors are, and their
currently understood levels of activity as indicated by the
threat data 175 and/or the data constructs received from
the event management module 130. Scoring can take
place on multiple levels and, as discussed below, the
security administrator using the connected security sys-
tem 110 can drill down to see the finer details. The exploit
that is most likely to be successful for the current threat
actor is tied to its known characteristics as maintained in
authoritative systems of record like the Common Vulner-
abilities and Exposures (CVE) database and links to this
data are provided. Using additional analytical tools such
as a network resource management system, the threat
intelligence module 120 can determine how patterns of
behavior that possibly indicate active compromises can
be seen in network relationships between assets in-
volved in, for example, pipeline operations. The network
resource management system, for example, can exam-
ine and correlate the source and destination of network
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traffic and the types and amounts of this traffic with his-
torically normal patterns of behavior.
[0073] The threat intelligence module 120 can use the
threat data 175 and the data constructs received from
the event management module 130 to determine a risk
score for one or more potential outcomes and based on
one or more threat paths. The threat intelligence module
120 can use the risk scores and threat data to determine
and prioritize courses of action to mitigate the risk(s). For
example, a course of action may include blocking com-
munication between an enterprise network (or the Inter-
net) and operational devices (e.g., a control device lo-
cated at an industrial facility). In a particular example, a
course of action may include updating the policy or patch-
es of a gateway that facilitates communication between
multiple different parts of the ICS 160 or instructing the
gateway to block all communication between the different
parts of the ICS 160.
[0074] The threat intelligence module 120 can also de-
termine courses of action based on business processes
of an organization. For example, the threat intelligence
module 120 may maintain data regarding dependencies
that business process has on assets of the organization.
The threat intelligence module 120 can use the threat
data and data constructs to determine which business
processes may be at risk and/or what assets may be at
risk. For example, if a particular malicious actor specified
in a threat feed has been targeting a particular asset of
the organization that is critical to a particular business
process of the organization, the threat intelligence mod-
ule 120 may determine that the particular business proc-
ess is at risk. In response, the threat intelligence module
120 can identify a course of action that mitigates the risk.
[0075] The threat intelligence module 120 can also pri-
oritize courses of action based on the business process-
es that are determined to be at risk. For example, some
business processes of an organization may be more crit-
ical than others. The threat intelligence module 120 may
prioritize the business processes based on the impor-
tance of the business processes for the organization and
risk scores for each business process.
[0076] The course of action may be automated, semi-
automated, or manual. For an automated course of ac-
tion, the threat intelligence module 120 may provide data
specifying the course of action to the course of action
module 140. In turn, the course of action module 140
implements the course of action. For example, the course
of action module 140 may utilize software defined net-
working to turn off a gateway between a control device
and a network to protect the control device and its asso-
ciated equipment from a potential attack on the network.
[0077] For a semi-automated course of action, a secu-
rity administrator may be prompted to select a recom-
mended course of action. In this example, the threat in-
telligence module 120 may provide a recommended
course of action to the course of action module 140. The
course of action module may then provide data describ-
ing the recommended course of action to a visualization

generator 125. The visualization generator 125 can gen-
erate and provide to a user device 105 (e.g., computer,
smart phone, tablet, etc.) a user interface that describes
recommended courses of action and the security event
or attack for which the course of action is recommended.
The security administrator can use the user interface to
initiate the course of action or reject the course of action.
[0078] A security administrator can also implement a
manual course of action, for example, based on a security
event or attack presented to the security administrator.
For example, the visualization generator 125 may pro-
vide a user interface that allows the security administrator
to select from multiple courses of action or to specify a
course of action.
[0079] The threat intelligence module 120 can provide
data describing courses of action to the course of action
module 140 using the course of action data construct
126. The course of action data construct 126 can include,
for a particular course of action, includes data describing
courses of action that may be taken in response to a
particular security event, attack pattern, or campaign. For
example, this data can include data regarding the objec-
tive of the course of action, the efficacy of the course of
action, the likely impact of the course of action, the cost
of the course of action, and/or other appropriate data
regarding the course of action.
[0080] The course of action module 140 can implement
automated, semi-automated, and manual courses of ac-
tion. For example, the course of action module 140 can
communicate course of action data 142 with gateways
on the IT network 161 and/or the OT network 165. The
course of action data 142 can include instructions for the
gateways and/or policies, updates, or patches to security
software executed by the gateways.
[0081] The course of action module 140 can provide
to the threat intelligence module 120 data related to im-
plemented courses of action. For example, this data may
specify courses of action that a security administrator
initiated based on a recommendation by the threat intel-
ligence module 120 and the results of implemented
courses of action (e.g., whether automated, semi-auto-
mated, or manually). The threat intelligence module 120
can use this data when analyzing future security events
and determining courses of action. For example, if the
course of action included blocking access to a particular
port and/or patch a particular gateway due to the port
and/or gateway being targeted. In this example, the
number of security events being detected at the port
and/or gateway should be reduced by the course of ac-
tion. If not, the threat intelligence module 120 may rec-
ommend a different course of action.
[0082] The course of action module 140 can also pro-
vide data regarding TTPs to the event management mod-
ule 130. The data regarding TTPs can be provided using
a TTP data construct 138 of the predefined data structure.
The TTP data construct can include fields for data de-
scribing the behavior of malicious actors. For example,
this data can include data regarding organizations or peo-

19 20 



EP 3 179 696 A1

13

5

10

15

20

25

30

35

40

45

50

55

ple targeted by the malicious actor, attack patterns and/or
malware used by the malicious actor, and other resourc-
es used by the actor. The event management module
130 can use this data to update the scoring of identified
anomalous and/or malicious activity paths. For example
if a particular path corresponds to a known TTP, the event
management module 130 may increase the score of the
particular path to reflect its known risk.
[0083] The visualization generator 150 can generate
various visualizations (e.g., user interfaces) based on da-
ta received from the threat intelligence module 120
and/or the event management module 130. These visu-
alizations provide data related to security events and at-
tacks related to an organization’s equipment and opera-
tions, such as to the organization’s ICS. The visualiza-
tions illustrate attack paths that can lead to various out-
comes and that are based on one or more security events
associated with one or more different malicious actors.
The visualizations can also allow a security administrator
to drill down for more detailed information related to par-
ticular security events, paths, and outcomes.
[0084] The visualization generator 150 can also gen-
erate visualizations for course of action. For example,
the course of action module 140 can provide data regard-
ing recommended courses of action to the visualization
generator 150. In turn, the visualization generator 150
can generate a user interface for presenting the recom-
mended courses of action and for receiving a selection
of a course of action from the security administrator. In
addition, the visualization generator 150 can generate
user interfaces for receiving manual courses of action
from the security administrator.
[0085] FIGS 2-10 depict example screen shots of user
interfaces that are generated in accordance with imple-
mentations of the present disclosure. The example
screen shots depicted in FIGS 2-10 relate to security
threats faced by an example organization. The example
screen shots can be generated by the visualization gen-
erator 125 of FIG. 1A and for presentation at the user
device 105 of FIG. 1A. For example, the connected se-
curity system 110 may provide visualization data gener-
ated by the visualization generator 125 to the user device
105. The visualization data may initiate the presentation
of the example user interfaces at the user device.
[0086] The visualization generator 125 can generate
the user interfaces of FIGS 2-10 based on data generated
by the event management module 130, the threat intel-
ligence module 125, or the course of action module 140
of FIG. 1A. For example, the user interfaces may include
visualizations generated based on correlated attack data
generated by the event management module 130, risk
scores determined by the threat intelligence module 120,
and/or courses of action provided to the course of action
module 140.
[0087] FIG. 2 depicts a screen shot of an example user
interface 200 that is generated in accordance with imple-
mentations of the present disclosure. The user interface
200 includes a Sankey diagram 202 of an exemplary

threat situation model focusing on the connection from
outcomes that a cyber actor might want to achieve back
through the processes and assets that the actor might
be able to compromise to achieve the outcomes.
[0088] The Sankey diagram 202 shows a visual rep-
resentation of the magnitude of flow between nodes in a
network, such as the IT network 161 and/or the OT net-
work 165 of FIG 1. In particular, the Sankey diagram 202
illustrates the flow between particular threats to particular
outcomes for an organization. Going from right to left,
the Sankey diagram 202 illustrates IT assets and OT as-
sets of the organization that the particular threats, and
threat actors, can affect. A link between a particular threat
and/or threat actor and a particular asset indicates that
the particular threat may affect the particular asset. For
example, the Sankey diagram 202 includes links be-
tween NetTraveler and a SCADA, a PI Historian, and an
Asset Management system. The thickness of the links
indicate the likelihood of the particular threat actor (e.g.,
NetTraveler) of affecting the particular asset. For exam-
ple, as the link between NetTraveler and SCADA is wider
than the link between NetTraveler and the PI Historian,
the example Sankey diagram 202 illustrates that it is more
likely that NetTraveler will affect the SCADA than the PI
Historian. In addition, the links may be color coded to
illustrate which threats are more critical than others. For
example, links that represent critical threats may be red,
while links that represent less critical threats may be yel-
low.
[0089] The Sankey diagram 202 also illustrates links
between the IT and OT assets and business processes,
and links between the business processes and particular
outcomes. For example, the Sankey diagram 202 indi-
cates that threats that if the SCADA can also affect ca-
thodic protection and substation operations. The Sankey
diagram also indicates that threats that affect cathodic
protection can result in pipeline destruction and operation
disruption.
[0090] Security administrators can use the user inter-
face 202 to view from a high level how particular threats
can impact particular assets and business processes,
and the outcomes that the particular threats may cause.
By using link width to indicate the likelihood that a par-
ticular threat will affect assets, business processes, and
outcomes, a security administrator can quickly determine
which threats to prioritize.
[0091] The likelihoods used to generate the links be-
tween threats, assets, business processes, and out-
comes can be determined by the threat intelligence mod-
ule 120 of FIG. 1. For example, the threat intelligence
module 120 may determine the likelihoods based on the
threat data 150 and correlations between attacks identi-
fied by the event management module 130. In a particular
example, the likelihood that a particular threat will affect
a particular asset may be based on whom the actor is,
the actor’s current level of activity (as indicated by the
threat data 150), the actor’s motivation and intent, and
the ability of the actor to reach the particular assets.
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[0092] The likelihood that threats that affect particular
assets can impact particular business processes and out-
comes can be determined based on the patterns of be-
havior identified by the event management module 130,
the attack paths taken by security events and attacks,
the threat data received from external sources, IT and
OT activity data, the equipment and operations of the
organization, and/or the network configuration. For ex-
ample, the event management module 130 may deter-
mine, using the correlator 136 and the pattern recognizer
138, that particular threats that affect particular assets
can impact particular business processes and cause par-
ticular outcomes. The threat intelligence module 120 can
use this data, along with current threat information (e.g.,
from external threat data and IT and OT activity data) to
determine the risk associated with particular business
processes and outcomes.
[0093] The example user interface 200 also includes
summary data 204 for a particular outcome, e.g., an out-
come selected by a security administrator. In this exam-
ple, the summary data 204 includes data related to the
"pipeline destruction" outcome. The summary data 204
includes a risk score that indicates the likelihood of the
outcome occurring (i.e. 69%), the top targeted process
that could lead to the outcome (i.e., PI Data Store), the
top COAs and advisories (i.e., 21), and the number of
detected security events (i.e., 237).
[0094] FIG. 3 depicts a screen shot of an example user
interface 300 that is generated in accordance with imple-
mentations of the present disclosure. The example user
interface 200 includes details related to threat actors that
contribute to the risk of a particular outcome (operation
disruption). The user interface 300 may be presented in
response to user interaction with the Sankey diagram
202 of FIG. 2. For example, the user interface 300 may
be presented in response to a security administrator se-
lecting the outcome "operation disruption" in the Sankey
Diagram 202.
[0095] The user interface 300 includes a risk score for
each actor that contributed to the overall risk score for
the outcome operation disruption. The risk score for each
actor indicates the likelihood that the actor will cause the
outcome if not mitigated. The overall risk score for the
outcome operation disruption is based on each of the risk
scores. For example, the overall risk score may be the
sum, average, or weighted average of the risk scores for
each of the actors.
[0096] FIG. 4 depicts a screen shot of an example user
interface 400 that is generated in accordance with imple-
mentations of the present disclosure. The example user
interface 400 includes more details related to a particular
threat actor (Anonymous) and its risk score for a partic-
ular outcome (operational disruption). For example, the
user interface 400 may be presented in response to user
selection of the "Anonymous" actor in the user interface
300 of FIG. 3.
[0097] The user interface 400 presents the sub-scores
that are used to determine the risk score for Anonymous

and the outcome operation disruption. In this example,
the risk score is based on exploit severity, threat feed
trust (e.g., based on the trustworthiness of the source of
the threat data), intel age (e.g., based on the amount of
time since the threat data was received), targeted asset
criticality, and threat activity (e.g., based on the number
of security events detected for the actor). In this example,
the risk score for Anonymous is based on a weighted
average of the sub-scores. In other implementations, the
risk score may be based on the sum, simple average of
the sub-scores, or another appropriate combination of
the sub-scores.
[0098] FIG. 5 depicts a screen shot of an example user
interface 500 that is generated in accordance with imple-
mentations of the present disclosure. The example user
interface 500 includes a graph 502 that represents a de-
rivative analysis of anomalous activities. The graph 502
presents the number of security events detected over
time. In this example, the graph 502 presents the number
of security event detected for an IT network, e.g., the IT
network 161 of FIG. 1, and the number of security events
detected for an OT network, e.g., the OT network 165 of
FIG. 1.
[0099] The darkness of the color in the graph 502 can
be used to indicate the number of security events. For
example, assume that the top range of the graph is 100
security events. If the number of security events for a
particular point in time is less than 100, a light shade of
a color can be used to indicate the number of events. For
example, if the number of security events is 50 the light
shade of the color may extend halfway between the bot-
tom and top of the graph at the location on the graph for
that particular time. If the number of security events ex-
ceeds 100, a darker shade of the color may be used to
show the number of security events between 100 and
200. For example, at the location in the graph for that
particular time, the light shade of the color may extend
to the top of the graph to represent 100 security events.
In addition, the darker shade of the color may extend
from the bottom of the graph to show the number of se-
curity events greater than 100. If the number of security
events is 150, the darker shade of the color would extend
half way between the bottom and top of the graph.
[0100] FIG. 6 depicts a screen shot of an example user
interface 600 that is generated in accordance with imple-
mentations of the present disclosure. The example user
interface 600 includes a graph 602 that presents the rel-
ative number of security events detected for particular
sources over time. In this example, the size of the graph
600 covered by a particular source indicates the number
of security events detected for a particular time period.
The user interface 600 includes a selectable timeline 604
that allows a security administrator to select the time pe-
riod for which data should be presented in the graph 600.
[0101] FIG. 7 depicts a screen shot of an example user
interface 700 that is generated in accordance with imple-
mentations of the present disclosure. The example user
interface 700 includes a graph 702 that presents the
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amount of security events (as a percent of the total
number of security events) that follow particular paths of
an organization’s network(s). In this example, the inner
circle of the graph 700 represent components (e.g., com-
puting devices, HMIs, networks) from which security
events originate in the organization’s network(s). For ex-
ample, the semicircle 704 represents the amount of se-
curity events that originated at a corporate host. Each
semicircle outside of the inner circle represents compo-
nents at which security events were detected based on
security events that originated at a component represent-
ed in the inner circle. An outer semicircle that is adjacent
to an inner semicircle represents security events that fol-
lowed a path from the component represented by the
inner semicircle to the component represented by the
outer semicircle. In addition, the size of each semicircle
can be based on the amount of security events that fol-
lowed the path represented by the semicircle.
[0102] The amount of security events that follow a par-
ticular network path can be identified based on the path
from the inner circle to the outer circle for that path. For
example, the semicircle 705 represents the amount of
security events detected at IT servers and that originated
at a corporate host. Similarly, the semicircle 706 repre-
sents the amount of security events detected at a Histo-
rian and that originated at a corporate host. In addition,
the semicircle 707 represents the number of security
events that followed a path from a corporate host to a
PLC via a Historian, a first HMI, and a second HMI.
[0103] A security administrator can select each path,
for example, by selecting an outer semicircle of the graph.
In response, a path identifier 710 is displayed that shows
the selected path and the amount of security events that
have taken the selected path.
[0104] FIGS. 8 and 9 depict screen shots of example
user interfaces 800 and 900 that are generated in ac-
cordance with implementations of the present disclosure.
The example user interface 800 includes a diagram 802
that presents paths that security events have taken
through assets of an organization. Nodes on the graph
may be selectable to display assets further along each
path along which security events have taken. For exam-
ple, the user interface 900 shows the diagram 802 after
node 910 is selected, showing additional assets in which
security events traveled from the corporate hosts.
[0105] FIG. 10 depicts a screen shot of an example
user interface 1000 that is generated in accordance with
implementations of the present disclosure. The example
user interface 1000 allows security administrators to view
active course of action and implement courses of action.
In this example, information about three active courses
of action 1002 are presented.
[0106] A live controls interface 1004 allows security
administrators to search for and select manual courses
of action to implement. Although not shown, a network
diagram 1006 can also be presented in the user interface
1000 to allow security administrators to view the archi-
tecture of the network when viewing and implementing

courses of action.
[0107] In addition, the user interface 100 can display
recommended courses of action recommended by the
threat intelligence module 120 of FIG. 1A. For recom-
mended courses of action, the user interface 1000 can
include a button, icon, or other selectable user interface
for selection by a security administrator to initiate the rec-
ommended course of action.
[0108] FIG. 11 is a flowchart of an example process
1100 that can be executed in accordance with implemen-
tations of the present disclosure. The process 1100, for
example, can be performed by systems such as the con-
nected security system 110 of FIG. 1A and the connection
processor 210 of FIG. 1B.
[0109] Activity data for an organization can be received
from multiple domains (1102). Referring to FIG.1A and
as discussed above, for example, activity data (e.g.,
event/alert data provided by one or more intrusion de-
tection systems) can be received from an IT network and
from an OT network. The activity data can include first
domain activity data from a first network domain (e.g.,
from the IT network) and second domain activity data
from a second network domain (e.g., the OT network).
The activity data can include events, alerts, or both from
the respective first and second network domains.
[0110] One or more anomalous correlated paths can
be determined for the organization based on the activity
data (1104). Referring to FIG. 1A and as discussed
above, for example, activity data can be filtered, aggre-
gated, and correlated, and patterns can be detected in
the activity data. In addition, attack paths can be identified
based on the patterns and correlated activity data. The
attack paths can identify paths that security events relat-
ed to one or more assets.
[0111] One or more first data constructs are generated
(1106). The first data construct(s) can include the first
domain activity, the second domain activity data, data
describing the one or more anomalous correlated event
paths, and/or data identifying a malicious actor associ-
ated with the anomalous correlated event paths. For ex-
ample, the one or more first data constructs can include
one or more incident data constructs, one or more indi-
cator data constructs, and/or one or more actor data con-
structs.
[0112] External threat data can be received (1108). Re-
ferring to FIG. 1A and as discussed above, for example,
threat data can be received from feeds, commercial da-
tabases, news articles, and other public sources. These
threat data can include data specific to a particular or-
ganization and/or to multiple different organizations.
[0113] One or more second data constructs are gen-
erated (1110). The one or more second data constructs
can include data from the one or more first data con-
structs and at least a portion of the external threat data.
For example, the one or more second data constructs
can include one or more campaign data constructs and/or
one or more exploit target data constructs.
[0114] In addition, the data of the first data construct(s)
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may be enriched with data from the external threat data.
For example, an actor data construct may be populated
with additional data about the actor extracted from the
external threat data.
[0115] A risk associated with one or more outcomes is
determined (1112). Referring to FIG. 1A and as dis-
cussed above, for example, the risk of an outcome oc-
curring can be determined based on previous anomalous
correlated event paths, threat data, activity data, and/or
the organization’s equipment and operations. The risk
for an outcome may be in form of a risk score indicative
of the risk of the outcome occurring.
[0116] One or more visualizations can be generated
and provided (1114). Referring to FIGS. 2-10, and as
discussed above, for example, visualizations that
present attack paths and risks associated with outcomes
can be generated and provided to a user device. In ad-
dition, one or more recommended courses of action may
be included in the visualizations or implemented auto-
matically.
[0117] One or more third data constructs are generated
(1116). The third data construct(s) may include a course
of action data construct that identifies a course of action
to be recommended to a user and/or implemented. For
example, a course of action may be determined and pri-
oritized based on the risks associated with the one or
more outcomes and the business processes affected by
each outcome. Data describing the course action can be
included in the course of action data construct.
[0118] The third data construct(s) are provided to a
course of action module (1118). The course of action
module can implement the course of action. Or, the
course of action module can recommend the course of
action to a user. If the user selected the recommended
course of action, the course of action module can imple-
ment the course of action.
[0119] Additional activity data can be received, e.g.,
after the course of action is implemented. For example,
activity data can be received periodically or as events
are detected. Each time activity data is received, the proc-
ess 1100 can be performed to generate data constructs
based on the activity. If appropriate, courses of action
can be implemented to mitigate malicious activity detect-
ed in the activity data.
[0120] In some implementations, the first data con-
struct, the second data construct, and the third data con-
struct have a common data structure. For example, the
data structure of the first, second, and third data con-
structs may be based on the STIX structured language.
[0121] Embodiments of the subject matter and the
functional operations described in this specification can
be implemented in digital electronic circuitry, in tangibly-
embodied computer software or firmware, in computer
hardware, including the structures disclosed in this spec-
ification and their structural equivalents, or in combina-
tions of one or more of them. Embodiments of the subject
matter described in this specification can be implemented
as one or more computer programs, i.e., one or more

modules of computer program instructions encoded on
a tangible non-transitory program carrier for execution
by, or to control the operation of, data processing appa-
ratus. Alternatively or in addition, the program instruc-
tions can be encoded on an artificially-generated propa-
gated signal, e.g., a machine-generated electrical, opti-
cal, or electromagnetic signal, that is generated to en-
code information for transmission to suitable receiver ap-
paratus for execution by a data processing apparatus.
The computer storage medium can be a machine-read-
able storage device, a machine-readable storage sub-
strate, a random or serial access memory device, or a
combination of one or more of them.
[0122] The term "data processing apparatus" refers to
data processing hardware and encompasses all kinds of
apparatus, devices, and machines for processing data,
including by way of example a programmable processor,
a computer, or multiple processors or computers. The
apparatus can also be or further include special purpose
logic circuitry, e.g., an FPGA (field programmable gate
array) or an ASIC (application-specific integrated circuit).
The apparatus can optionally include, in addition to hard-
ware, code that creates an execution environment for
computer programs, e.g., code that constitutes proces-
sor firmware, a protocol stack, a database management
system, an operating system, or a combination of one or
more of them.
[0123] A computer program, which may also be re-
ferred to or described as a program, software, a software
application, a module, a software module, a script, or
code, can be written in any form of programming lan-
guage, including compiled or interpreted languages, or
declarative or procedural languages, and it can be de-
ployed in any form, including as a stand-alone program
or as a module, component, subroutine, or other unit suit-
able for use in a computing environment. A computer
program may, but need not, correspond to a file in a file
system. A program can be stored in a portion of a file that
holds other programs or data, e.g., one or more scripts
stored in a markup language document, in a single file
dedicated to the program in question, or in multiple co-
ordinated files, e.g., files that store one or more modules,
sub-programs, or portions of code. A computer program
can be deployed to be executed on one computer or on
multiple computers that are located at one site or distrib-
uted across multiple sites and interconnected by a com-
munication network.
[0124] The processes and logic flows described in this
specification can be performed by one or more program-
mable computers executing one or more computer pro-
grams to perform functions by operating on input data
and generating output. The processes and logic flows
can also be performed by, and apparatus can also be
implemented as, special purpose logic circuitry, e.g., an
FPGA (field programmable gate array) or an ASIC (ap-
plication-specific integrated circuit).
[0125] Computers suitable for the execution of a com-
puter program include, by way of example, general or
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special purpose microprocessors or both, or any other
kind of central processing unit. Generally, a central
processing unit will receive instructions and data from a
read-only memory or a random access memory or both.
The essential elements of a computer are a central
processing unit for performing or executing instructions
and one or more memory devices for storing instructions
and data. Generally, a computer will also include, or be
operatively coupled to receive data from or transfer data
to, or both, one or more mass storage devices for storing
data, e.g., magnetic, magneto-optical disks, or optical
disks. However, a computer need not have such devices.
Moreover, a computer can be embedded in another de-
vice, e.g., a mobile telephone, a personal digital assistant
(PDA), a mobile audio or video player, a game console,
a Global Positioning System (GPS) receiver, or a porta-
ble storage device, e.g., a universal serial bus (USB) flash
drive, to name just a few.
[0126] Computer-readable media suitable for storing
computer program instructions and data include all forms
of non-volatile memory, media and memory devices, in-
cluding by way of example semiconductor memory de-
vices, e.g., EPROM, EEPROM, and flash memory de-
vices; magnetic disks, e.g., internal hard disks or remov-
able disks; magneto-optical disks; and CD-ROM and
DVD-ROM disks. The processor and the memory can be
supplemented by, or incorporated in, special purpose
logic circuitry.
[0127] To provide for interaction with a user, embodi-
ments of the subject matter described in this specification
can be implemented on a computer having a display de-
vice, e.g., a CRT (cathode ray tube) or LCD (liquid crystal
display) monitor, for displaying information to the user
and a keyboard and a pointing device, e.g., a mouse or
a trackball, by which the user can provide input to the
computer. Other kinds of devices can be used to provide
for interaction with a user as well; for example, feedback
provided to the user can be any form of sensory feedback,
e.g., visual feedback, auditory feedback, or tactile feed-
back; and input from the user can be received in any
form, including acoustic, speech, or tactile input. In ad-
dition, a computer can interact with a user by sending
documents to and receiving documents from a device
that is used by the user; for example, by sending web
pages to a web browser on a user’s device in response
to requests received from the web browser.
[0128] Embodiments of the subject matter described
in this specification can be implemented in a computing
system that includes a back-end component, e.g., as a
data server, or that includes a middleware component,
e.g., an application server, or that includes a front-end
component, e.g., a client computer having a graphical
user interface or a Web browser through which a user
can interact with an implementation of the subject matter
described in this specification, or any combination of one
or more such back-end, middleware, or front-end com-
ponents. The components of the system can be intercon-
nected by any form or medium of digital data communi-

cation, e.g., a communication network. Examples of com-
munication networks include a local area network (LAN)
and a wide area network (WAN), e.g., the Internet.
[0129] The computing system can include clients and
servers. A client and server are generally remote from
each other and typically interact through a communica-
tion network. The relationship of client and server arises
by virtue of computer programs running on the respective
computers and having a client-server relationship to each
other. In some embodiments, a server transmits data,
e.g., an HTML page, to a user device, e.g., for purposes
of displaying data to and receiving user input from a user
interacting with the user device, which acts as a client.
Data generated at the user device, e.g., a result of the
user interaction, can be received from the user device at
the server.
[0130] An example of one such type of computer is
shown in FIG. 12, which shows a schematic diagram of
a generic computer system 1200. The system 1200 can
be used for the operations described in association with
any of the computer-implement methods described pre-
viously, according to one implementation. The system
1200 includes a processor 1210, a memory 1220, a stor-
age device 1230, and an input/output device 1240. Each
of the components 1210, 1220, 1230, and 1240 are in-
terconnected using a system bus 1250. The processor
1210 is capable of processing instructions for execution
within the system 1200. In one implementation, the proc-
essor 1210 is a single-threaded processor. In another
implementation, the processor 1210 is a multi-threaded
processor. The processor 1210 is capable of processing
instructions stored in the memory 1220 or on the storage
device 1230 to display graphical information for a user
interface on the input/output device 1240.
[0131] The memory 1220 stores information within the
system 1200. In one implementation, the memory 1220
is a computer-readable medium. In one implementation,
the memory 1220 is a volatile memory unit. In another
implementation, the memory 1220 is a non-volatile mem-
ory unit.
[0132] The storage device 1230 is capable of providing
mass storage for the system 1200. In one implementa-
tion, the storage device 1230 is a computer-readable me-
dium. In various different implementations, the storage
device 1230 may be a floppy disk device, a hard disk
device, an optical disk device, or a tape device.
[0133] The input/output device 1240 provides in-
put/output operations for the system 1200. In one imple-
mentation, the input/output device 1240 includes a key-
board and/or pointing device. In another implementation,
the input/output device 1240 includes a display unit for
displaying graphical user interfaces.
[0134] While this specification contains many specific
implementation details, these should not be construed
as limitations on the scope of any invention or on the
scope of what may be claimed, but rather as descriptions
of features that may be specific to particular embodi-
ments of particular inventions. Certain features that are
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described in this specification in the context of separate
embodiments can also be implemented in combination
in a single embodiment. Conversely, various features
that are described in the context of a single embodiment
can also be implemented in multiple embodiments sep-
arately or in any suitable subcombination. Moreover, al-
though features may be described above as acting in
certain combinations and even initially claimed as such,
one or more features from a claimed combination can in
some cases be excised from the combination, and the
claimed combination may be directed to a subcombina-
tion or variation of a subcombination.
[0135] Similarly, while operations are depicted in the
drawings in a particular order, this should not be under-
stood as requiring that such operations be performed in
the particular order shown or in sequential order, or that
all illustrated operations be performed, to achieve desir-
able results. In certain circumstances, multitasking and
parallel processing may be advantageous. Moreover, the
separation of various system modules and components
in the embodiments described above should not be un-
derstood as requiring such separation in all embodi-
ments, and it should be understood that the described
program components and systems can generally be in-
tegrated together in a single software product or pack-
aged into multiple software products.
[0136] Particular implementations of the subject matter
have been described. Other implementations are within
the scope of the following claims. For example, the ac-
tions recited in the claims can be performed in a different
order and still achieve desirable results. As one example,
the processes depicted in the accompanying figures do
not necessarily require the particular order shown, or se-
quential order, to achieve desirable results. In some cas-
es, multitasking and parallel processing may be advan-
tageous.

Embodiments

[0137] Although the present invention is defined in the
attached claims, it should be understood that the present
invention can also (alternatively) be defined in accord-
ance with the following groups of embodiments:

Group 01:

1. A system comprising:

an event management module that:

receives, for a network of an organiza-
tion, network domain activity that in-
cludes first domain activity data from a
first network domain and second do-
main activity from a second network do-
main; and
identifies malicious activity present on
at least one of the first network domain

or the second network domain based
on the received network domain activ-
ity;

a threat intelligence module that:

receives, from the even management
module, data identifying the malicious
activity in one or more first data con-
structs of a predefined data structure;
obtain, from one or more third party
sources, additional data related to the
identified malicious activity; and
generates, using the data identifying
the malicious activity and the additional
data, one or more second data con-
structs of the predefined data structure
that include enriched data regarding
the malicious activity, the enriched data
including (i) data describing a cam-
paign in which at least a portion of the
malicious activity is involved and (ii)
one or more courses of action for miti-
gating the malicious activity; and

a course of action module that:

receives the one or more second data
constructs from the threat intelligence
module and implements a given course
of action of the one or more course of
action.

2. The system of embodiment 1, wherein the
predefined data structure comprises a Struc-
tured Threat Information Expression STIX data
structure.

3. The system of embodiment 1, wherein the
one or more first data constructs includes at
least one of: (i) an incident data construct that
includes data describing a particular security
event identified from the received network do-
main activity; an indicator data construct that in-
cludes data describing attack patterns identified
from the received network domain activity; or (iii)
an actor data construct that includes data de-
scribing a malicious actor that caused at least a
portion of the malicious activity.

4. The system of embodiment 1, wherein one or
more second data constructs include at least
one of (i) a campaign data construct that in-
cludes data describing a malicious campaign;
(ii) a weakness data construct that includes data
describing a weakness of the network; or (iii) a
course of action data construct that includes da-
ta describing at least one of the one or more
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courses of action.

5. A computer-implemented method compris-
ing:

receiving, by an event management module
and for a network of an organization, net-
work domain activity that includes first do-
main activity data from a first network do-
main and second domain activity from a
second network domain;
identifying, by the event management mod-
ule, malicious activity present on at least
one of the first network domain or the sec-
ond network domain based on the received
network domain activity;
receiving, by a threat intelligence module
and from the even management module,
data identifying the malicious activity in one
or more first data constructs of a predefined
data structure;
obtaining, by the threat intelligence module
and from one or more third party sources,
additional data related to the identified ma-
licious activity;
generating, by the threat intelligence mod-
ule and using the data identifying the mali-
cious activity and the additional data, one
or more second data constructs of the pre-
defined data structure that include enriched
data regarding the malicious activity, the en-
riched data including (i) data describing a
campaign in which at least a portion of the
malicious activity is involved and (ii) one or
more courses of action for mitigating the
malicious activity;
receiving, by a course of action module, the
one or more second data constructs from
the threat intelligence module; and
implementing, by the course of action mod-
ule, a given course of action of the one or
more course of action.

6. The method of embodiment 5, wherein the
predefined data structure comprises a Struc-
tured Threat Information Expression STIX data
structure.

7. The method of embodiment 5, wherein the
one or more first data constructs includes at
least one of: (i) an incident data construct that
includes data describing a particular security
event identified from the received network do-
main activity; an indicator data construct that in-
cludes data describing attack patterns identified
from the received network domain activity; or (iii)
an actor data construct that includes data de-
scribing a malicious actor that caused at least a

portion of the malicious activity.

8. The method of embodiment 5, wherein one
or more second data constructs include at least
one of (i) a campaign data construct that in-
cludes data describing a malicious campaign;
(ii) a weakness data construct that includes data
describing a weakness of the network; or (iii) a
course of action data construct that includes da-
ta describing at least one of the one or more
courses of action.

9. A non-transitory computer-readable storage
medium coupled to one or more processors and
having instructions stored thereon which, when
executed by the one or more processors, cause
the one or more processors to perform opera-
tions comprising:

receiving, by an event management module
and for a network of an organization, net-
work domain activity that includes first do-
main activity data from a first network do-
main and second domain activity from a
second network domain;
identifying, by the event management mod-
ule, malicious activity present on at least
one of the first network domain or the sec-
ond network domain based on the received
network domain activity;
receiving, by a threat intelligence module
and from the even management module,
data identifying the malicious activity in one
or more first data constructs of a predefined
data structure;
obtaining, by the threat intelligence module
and from one or more third party sources,
additional data related to the identified ma-
licious activity;
generating, by the threat intelligence mod-
ule and using the data identifying the mali-
cious activity and the additional data, one
or more second data constructs of the pre-
defined data structure that include enriched
data regarding the malicious activity, the en-
riched data including (i) data describing a
campaign in which at least a portion of the
malicious activity is involved and (ii) one or
more courses of action for mitigating the
malicious activity;
receiving, by a course of action module, the
one or more second data constructs from
the threat intelligence module; and
implementing, by the course of action mod-
ule, a given course of action of the one or
more course of action.

10. The non-transitory computer-storage medi-
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um of embodiment 9, wherein the predefined
data structure comprises a Structured Threat In-
formation Expression STIX data structure.

11. The non-transitory computer-storage medi-
um of embodiment 9, wherein the one or more
first data constructs includes at least one of: (i)
an incident data construct that includes data de-
scribing a particular security event identified
from the received network domain activity; an
indicator data construct that includes data de-
scribing attack patterns identified from the re-
ceived network domain activity; or (iii) an actor
data construct that includes data describing a
malicious actor that caused at least a portion of
the malicious activity.

12. The non-transitory computer-storage medi-
um of embodiment 9, wherein one or more sec-
ond data constructs include at least one of (i) a
campaign data construct that includes data de-
scribing a malicious campaign; (ii) a weakness
data construct that includes data describing a
weakness of the network; or (iii) a course of ac-
tion data construct that includes data describing
at least one of the one or more courses of action.

13. A computer-implemented method compris-
ing:

receiving, for an organization, first domain
activity data from a first network domain and
second domain activity data from a second
network domain, the first domain activity da-
ta and the second domain activity data in-
cluding events, alerts, or both from the re-
spective first and second network domains;
determining, based on the first domain ac-
tivity data and the second domain activity
data of the first data construct, one or more
anomalous correlated event paths through
which security events have progressed
through at least one of the first network do-
main or the second network domain, each
anomalous correlated event path including
one or more assets of the organization;
generating one or more first data constructs
that include at least one of (i) the first domain
activity data, (ii) the second domain activity
data, or (iii) data describing the one or more
anomalous correlated event paths;
receiving external threat data including
events, alerts, or both for one or more or-
ganizations different from the organization;
generating a second data construct that in-
cludes data from the one or more first data
constructs and at least a portion of the ex-
ternal threat data;

determining, based on the one or more
anomalous correlated event paths and the
threat data, a risk associated with each of
one or more outcomes for the organization;
generating a visualization of the one or more
anomalous correlated event paths and each
risk;
generating a third data construct that spec-
ifies a course of action determined based
on at least one of one or more anomalous
correlated event paths and each risk; and
providing the third data construct to a course
of action module that implements the
course of action,
wherein the first data construct, the second
data construct, and the third data construct
have a common data structure.

14. The method of embodiment 13, wherein the
first network domain is an information technol-
ogy domain and the second network domain is
an operational technology domain.

15. The method of embodiment 13, wherein the
visualization includes a Sankey diagram that il-
lustrates a plurality of paths between particular
threats and the one or more outcomes.

16. The method of embodiment 15, wherein the
path between each particular threat and the one
or more outcomes includes at least one asset
and at least one business process of the organ-
ization.

17. The method of embodiment 15, wherein
each path includes a link between a particular
threat and a particular asset, and wherein a
width of the link is based on a likelihood of the
particular threat affecting the particular asset.

18. The method of embodiment 13, wherein the
visualization presents a number of security
events for at least one of the first network domain
or the second network domain for a particular
period of time.

19. The method of embodiment 13, wherein the
visualization presents a number of security
events for each of the one or more assets for a
particular period of time.

20. The method of embodiment 13, wherein the
visualization presents an amount of security
events that have taken each of the one or more
attack paths.

21. A system, comprising:
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one or more processors; and
a computer-readable storage device cou-
pled to the one or more processors and hav-
ing instructions stored thereon which, when
executed by the one or more processors,
cause the one or more processors to per-
form operations comprising:

receiving, for an organization, first do-
main activity data from a first network
domain and second domain activity da-
ta from a second network domain, the
first domain activity data and the sec-
ond domain activity data including
events, alerts, or both from the respec-
tive first and second network domains;
determining, based on the first domain
activity data and the second domain ac-
tivity data of the first data construct, one
or more anomalous correlated event
paths through which security events
have progressed through at least one
of the first network domain or the sec-
ond network domain, each anomalous
correlated event path including one or
more assets of the organization;
generating one or more first data con-
structs that include at least one of (i)
the first domain activity data, (ii) the
second domain activity data, or (iii) data
describing the one or more anomalous
correlated event paths;
receiving external threat data including
events, alerts, or both for one or more
organizations different from the organ-
ization;
generating a second data construct that
includes data from the one or more first
data constructs and at least a portion
of the external threat data;
determining, based on the one or more
anomalous correlated event paths and
the threat data, a risk associated with
each of one or more outcomes for the
organization;
generating a visualization of the one or
more anomalous correlated event
paths and each risk;
generating a third data construct that
specifies a course of action determined
based on at least one of one or more
anomalous correlated event paths and
each risk; and
providing the third data construct to a
course of action module that imple-
ments the course of action,
wherein the first data construct, the
second data construct, and the third da-

ta construct have a common data struc-
ture.

22. The system of embodiment 21, wherein the
first network domain is an information technol-
ogy domain and the second network domain is
an operational technology domain.

23. The system of embodiment 21, wherein the
visualization includes a Sankey diagram that il-
lustrates a plurality of paths between particular
threats and the one or more outcomes.

24. The system of embodiment 23, wherein the
path between each particular threat and the one
or more outcomes includes at least one asset
and at least one business process of the organ-
ization.

25. The system of embodiment 23, wherein each
path includes a link between a particular threat
and a particular asset, and wherein a width of
the link is based on a likelihood of the particular
threat affecting the particular asset.

26. The system of embodiment 21, wherein the
visualization presents a number of security
events for at least one of the first network domain
or the second network domain for a particular
period of time.

27. The system of embodiment 21, wherein the
visualization presents a number of security
events for each of the one or more assets for a
particular period of time.

28. The system of embodiment 21, wherein the
visualization presents an amount of security
events that have taken each of the one or more
attack paths.

29. A non-transitory computer-readable storage
medium coupled to one or more processors and
having instructions stored thereon which, when
executed by the one or more processors, cause
the one or more processors to perform opera-
tions comprising:

receiving, for an organization, first domain
activity data from a first network domain and
second domain activity data from a second
network domain, the first domain activity da-
ta and the second domain activity data in-
cluding events, alerts, or both from the re-
spective first and second network domains;
determining, based on the first domain ac-
tivity data and the second domain activity
data of the first data construct, one or more
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anomalous correlated event paths through
which security events have progressed
through at least one of the first network do-
main or the second network domain, each
anomalous correlated event path including
one or more assets of the organization;
generating one or more first data constructs
that include at least one of (i) the first domain
activity data, (ii) the second domain activity
data, or (iii) data describing the one or more
anomalous correlated event paths;
receiving external threat data including
events, alerts, or both for one or more or-
ganizations different from the organization;
generating a second data construct that in-
cludes data from the one or more first data
constructs and at least a portion of the ex-
ternal threat data;
determining, based on the one or more
anomalous correlated event paths and the
threat data, a risk associated with each of
one or more outcomes for the organization;
generating a visualization of the one or more
anomalous correlated event paths and each
risk;
generating a third data construct that spec-
ifies a course of action determined based
on at least one of one or more anomalous
correlated event paths and each risk; and
providing the third data construct to a course
of action module that implements the
course of action,
wherein the first data construct, the second
data construct, and the third data construct
have a common data structure.

30. The non-transitory computer-readable stor-
age medium of embodiment 29, wherein the first
network domain is an information technology
domain and the second network domain is an
operational technology domain.

31. The non-transitory computer-readable stor-
age medium of embodiment 29, wherein the vis-
ualization includes a Sankey diagram that illus-
trates a plurality of paths between particular
threats and the one or more outcomes.

32. The non-transitory computer-readable stor-
age medium of embodiment 31, wherein the
path between each particular threat and the one
or more outcomes includes at least one asset
and at least one business process of the organ-
ization.

33. The non-transitory computer-readable stor-
age medium of embodiment 31, wherein each
path includes a link between a particular threat

and a particular asset, and wherein a width of
the link is based on a likelihood of the particular
threat affecting the particular asset.

34. The non-transitory computer-readable stor-
age medium of embodiment 29, wherein the vis-
ualization presents a number of security events
for at least one of the first network domain or the
second network domain for a particular period
of time.

35. The non-transitory computer-readable stor-
age medium of embodiment 29, wherein the vis-
ualization presents a number of security events
for each of the one or more assets for a particular
period of time.

36. The non-transitory computer-readable stor-
age medium of embodiment 29, wherein the vis-
ualization presents an amount of security events
that have taken each of the one or more attack
paths.

Group 02:

1. A system comprising:

an event management module that:

receives, for a network of an organiza-
tion, network domain activity that in-
cludes first domain activity data from a
first network domain and second do-
main activity from a second network do-
main; and
identifies malicious activity present on
at least one of the first network domain
or the second network domain based
on the received network domain activ-
ity;

a threat intelligence module that:

receives, from the even management
module, data identifying the malicious
activity in one or more first data con-
structs of a predefined data structure;
obtain, from one or more third party
sources, additional data related to the
identified malicious activity; and
generates, using the data identifying
the malicious activity and the additional
data, one or more second data con-
structs of the predefined data structure
that include enriched data regarding
the malicious activity, the enriched data
including (i) data describing a cam-
paign in which at least a portion of the
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malicious activity is involved and (ii)
one or more courses of action for miti-
gating the malicious activity; and

a course of action module that:

receives the one or more second data
constructs from the threat intelligence
module and implements a given course
of action of the one or more course of
action.

2. The system of embodiment 1 further compris-
ing a connection processor configured to coor-
dinate processing functions between the event
management module, the threat intelligence
module, and the course of action module, and
configured to communicate messages between
the event management module, the threat intel-
ligence module, and the course of action module
using the first and second data constructs of the
predefined data structure.

3. The system of embodiment 1, wherein the
one or more first data constructs includes at
least one of: (i) an incident data construct that
includes data describing a particular security
event identified from the received network do-
main activity; an indicator data construct that in-
cludes data describing attack patterns identified
from the received network domain activity; or (iii)
an actor data construct that includes data de-
scribing a malicious actor that caused at least a
portion of the malicious activity.

4. The system of embodiment 1, wherein one or
more second data constructs include at least
one of (i) a campaign data construct that in-
cludes data describing a malicious campaign;
(ii) a weakness data construct that includes data
describing a weakness of the network; or (iii) a
course of action data construct that includes da-
ta describing at least one of the one or more
courses of action.

5. A computer-implemented method compris-
ing:

receiving, by an event management module
and for a network of an organization, net-
work domain activity that includes first do-
main activity data from a first network do-
main and second domain activity from a
second network domain;
identifying, by the event management mod-
ule, malicious activity present on at least
one of the first network domain or the sec-
ond network domain based on the received

network domain activity;
receiving, by a threat intelligence module
and from the even management module,
data identifying the malicious activity in one
or more first data constructs of a predefined
data structure;
obtaining, by the threat intelligence module
and from one or more third party sources,
additional data related to the identified ma-
licious activity;
generating, by the threat intelligence mod-
ule and using the data identifying the mali-
cious activity and the additional data, one
or more second data constructs of the pre-
defined data structure that include enriched
data regarding the malicious activity, the en-
riched data including (i) data describing a
campaign in which at least a portion of the
malicious activity is involved and (ii) one or
more courses of action for mitigating the
malicious activity;
receiving, by a course of action module, the
one or more second data constructs from
the threat intelligence module; and
implementing, by the course of action mod-
ule, a given course of action of the one or
more course of action.

6. The method of embodiment 5, wherein the
predefined data structure comprises a Struc-
tured Threat Information Expression STIX data
structure.

7. The method of embodiment 5, wherein the
one or more first data constructs includes at
least one of: (i) an incident data construct that
includes data describing a particular security
event identified from the received network do-
main activity; an indicator data construct that in-
cludes data describing attack patterns identified
from the received network domain activity; or (iii)
an actor data construct that includes data de-
scribing a malicious actor that caused at least a
portion of the malicious activity.

8. The method of embodiment 5, wherein one
or more second data constructs include at least
one of (i) a campaign data construct that in-
cludes data describing a malicious campaign;
(ii) a weakness data construct that includes data
describing a weakness of the network; or (iii) a
course of action data construct that includes da-
ta describing at least one of the one or more
courses of action.

9. A non-transitory computer-readable storage
medium coupled to one or more processors and
having instructions stored thereon which, when

41 42 



EP 3 179 696 A1

24

5

10

15

20

25

30

35

40

45

50

55

executed by the one or more processors, cause
the one or more processors to perform opera-
tions comprising:

receiving, by an event management module
and for a network of an organization, net-
work domain activity that includes first do-
main activity data from a first network do-
main and second domain activity from a
second network domain;
identifying, by the event management mod-
ule, malicious activity present on at least
one of the first network domain or the sec-
ond network domain based on the received
network domain activity;
receiving, by a threat intelligence module
and from the even management module,
data identifying the malicious activity in one
or more first data constructs of a predefined
data structure;
obtaining, by the threat intelligence module
and from one or more third party sources,
additional data related to the identified ma-
licious activity;
generating, by the threat intelligence mod-
ule and using the data identifying the mali-
cious activity and the additional data, one
or more second data constructs of the pre-
defined data structure that include enriched
data regarding the malicious activity, the en-
riched data including (i) data describing a
campaign in which at least a portion of the
malicious activity is involved and (ii) one or
more courses of action for mitigating the
malicious activity;
receiving, by a course of action module, the
one or more second data constructs from
the threat intelligence module; and
implementing, by the course of action mod-
ule, a given course of action of the one or
more course of action.

10. The non-transitory computer-storage medi-
um of embodiment 9, wherein the predefined
data structure comprises a Structured Threat In-
formation Expression STIX data structure.

11. The non-transitory computer-storage medi-
um of embodiment 9, wherein the one or more
first data constructs includes at least one of: (i)
an incident data construct that includes data de-
scribing a particular security event identified
from the received network domain activity; an
indicator data construct that includes data de-
scribing attack patterns identified from the re-
ceived network domain activity; or (iii) an actor
data construct that includes data describing a
malicious actor that caused at least a portion of

the malicious activity.

12. The non-transitory computer-storage medi-
um of embodiment 9, wherein one or more sec-
ond data constructs include at least one of (i) a
campaign data construct that includes data de-
scribing a malicious campaign; (ii) a weakness
data construct that includes data describing a
weakness of the network; or (iii) a course of ac-
tion data construct that includes data describing
at least one of the one or more courses of action.

13. A computer-implemented method compris-
ing:

receiving, for an organization, first domain
activity data from a first network domain and
second domain activity data from a second
network domain, the first domain activity da-
ta and the second domain activity data in-
cluding events, alerts, or both from the re-
spective first and second network domains;
determining, based on the first domain ac-
tivity data and the second domain activity
data of the first data construct, one or more
anomalous correlated event paths through
which security events have progressed
through at least one of the first network do-
main or the second network domain, each
anomalous correlated event path including
one or more assets of the organization;
generating one or more first data constructs
that include at least one of (i) the first domain
activity data, (ii) the second domain activity
data, or (iii) data describing the one or more
anomalous correlated event paths;
receiving external threat data including
events, alerts, or both for one or more or-
ganizations different from the organization;
generating a second data construct that in-
cludes data from the one or more first data
constructs and at least a portion of the ex-
ternal threat data;
determining, based on the one or more
anomalous correlated event paths and the
threat data, a risk associated with each of
one or more outcomes for the organization;
generating a visualization of the one or more
anomalous correlated event paths and each
risk;
generating a third data construct that spec-
ifies a course of action determined based
on at least one of one or more anomalous
correlated event paths and each risk; and
providing the third data construct to a course
of action module that implements the
course of action,
wherein the first data construct, the second
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data construct, and the third data construct
have a common data structure.

14. The method of embodiment 13, wherein the
first network domain is an information technol-
ogy domain and the second network domain is
an operational technology domain.

15. The method of embodiment 13, wherein the
visualization includes a Sankey diagram that il-
lustrates a plurality of paths between particular
threats and the one or more outcomes.

16. The method of embodiment 15, wherein the
path between each particular threat and the one
or more outcomes includes at least one asset
and at least one business process of the organ-
ization.

17. The method of embodiment 15, wherein
each path includes a link between a particular
threat and a particular asset, and wherein a
width of the link is based on a likelihood of the
particular threat affecting the particular asset.

18. The method of embodiment 13, wherein the
visualization presents a number of security
events for at least one of the first network domain
or the second network domain for a particular
period of time.

19. The method of embodiment 13, wherein the
visualization presents a number of security
events for each of the one or more assets for a
particular period of time.

20. The method of embodiment 13, wherein the
visualization presents an amount of security
events that have taken each of the one or more
attack paths.

21. A system, comprising:

one or more processors; and
a computer-readable storage device cou-
pled to the one or more processors and hav-
ing instructions stored thereon which, when
executed by the one or more processors,
cause the one or more processors to per-
form operations comprising:

receiving, for an organization, first do-
main activity data from a first network
domain and second domain activity da-
ta from a second network domain, the
first domain activity data and the sec-
ond domain activity data including
events, alerts, or both from the respec-

tive first and second network domains;
determining, based on the first domain
activity data and the second domain ac-
tivity data of the first data construct, one
or more anomalous correlated event
paths through which security events
have progressed through at least one
of the first network domain or the sec-
ond network domain, each anomalous
correlated event path including one or
more assets of the organization;
generating one or more first data con-
structs that include at least one of (i)
the first domain activity data, (ii) the
second domain activity data, or (iii) data
describing the one or more anomalous
correlated event paths;
receiving external threat data including
events, alerts, or both for one or more
organizations different from the organ-
ization;
generating a second data construct that
includes data from the one or more first
data constructs and at least a portion
of the external threat data;
determining, based on the one or more
anomalous correlated event paths and
the threat data, a risk associated with
each of one or more outcomes for the
organization;
generating a visualization of the one or
more anomalous correlated event
paths and each risk;
generating a third data construct that
specifies a course of action determined
based on at least one of one or more
anomalous correlated event paths and
each risk; and
providing the third data construct to a
course of action module that imple-
ments the course of action,
wherein the first data construct, the
second data construct, and the third da-
ta construct have a common data struc-
ture.

22. The system of embodiment 21, wherein the
first network domain is an information technol-
ogy domain and the second network domain is
an operational technology domain.

23. The system of embodiment 21, wherein the
visualization includes a Sankey diagram that il-
lustrates a plurality of paths between particular
threats and the one or more outcomes.

24. The system of embodiment 23, wherein the
path between each particular threat and the one
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or more outcomes includes at least one asset
and at least one business process of the organ-
ization.

25. The system of embodiment 23, wherein each
path includes a link between a particular threat
and a particular asset, and wherein a width of
the link is based on a likelihood of the particular
threat affecting the particular asset.

26. The system of embodiment 21, wherein the
visualization presents a number of security
events for at least one of the first network domain
or the second network domain for a particular
period of time.

27. The system of embodiment 21, wherein the
visualization presents a number of security
events for each of the one or more assets for a
particular period of time.

28. The system of embodiment 21, wherein the
visualization presents an amount of security
events that have taken each of the one or more
attack paths.

29. A non-transitory computer-readable storage
medium coupled to one or more processors and
having instructions stored thereon which, when
executed by the one or more processors, cause
the one or more processors to perform opera-
tions comprising:

receiving, for an organization, first domain
activity data from a first network domain and
second domain activity data from a second
network domain, the first domain activity da-
ta and the second domain activity data in-
cluding events, alerts, or both from the re-
spective first and second network domains;
determining, based on the first domain ac-
tivity data and the second domain activity
data of the first data construct, one or more
anomalous correlated event paths through
which security events have progressed
through at least one of the first network do-
main or the second network domain, each
anomalous correlated event path including
one or more assets of the organization;
generating one or more first data constructs
that include at least one of (i) the first domain
activity data, (ii) the second domain activity
data, or (iii) data describing the one or more
anomalous correlated event paths;
receiving external threat data including
events, alerts, or both for one or more or-
ganizations different from the organization;
generating a second data construct that in-

cludes data from the one or more first data
constructs and at least a portion of the ex-
ternal threat data;
determining, based on the one or more
anomalous correlated event paths and the
threat data, a risk associated with each of
one or more outcomes for the organization;
generating a visualization of the one or more
anomalous correlated event paths and each
risk;
generating a third data construct that spec-
ifies a course of action determined based
on at least one of one or more anomalous
correlated event paths and each risk; and
providing the third data construct to a course
of action module that implements the
course of action,
wherein the first data construct, the second
data construct, and the third data construct
have a common data structure.

30. The non-transitory computer-readable stor-
age medium of embodiment 29, wherein the first
network domain is an information technology
domain and the second network domain is an
operational technology domain.

31. The non-transitory computer-readable stor-
age medium of embodiment 29, wherein the vis-
ualization includes a Sankey diagram that illus-
trates a plurality of paths between particular
threats and the one or more outcomes.

32. The non-transitory computer-readable stor-
age medium of embodiment 31, wherein the
path between each particular threat and the one
or more outcomes includes at least one asset
and at least one business process of the organ-
ization.

33. The non-transitory computer-readable stor-
age medium of embodiment 31, wherein each
path includes a link between a particular threat
and a particular asset, and wherein a width of
the link is based on a likelihood of the particular
threat affecting the particular asset.

34. The non-transitory computer-readable stor-
age medium of embodiment 29, wherein the vis-
ualization presents a number of security events
for at least one of the first network domain or the
second network domain for a particular period
of time.

35. The non-transitory computer-readable stor-
age medium of embodiment 29, wherein the vis-
ualization presents a number of security events
for each of the one or more assets for a particular
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period of time.

36. The non-transitory computer-readable stor-
age medium of embodiment 29, wherein the vis-
ualization presents an amount of security events
that have taken each of the one or more attack
paths.

Claims

1. A system comprising:

an event management module that:

receives, for a network of an organization,
network domain activity that includes first
domain activity data from a first network do-
main and second domain activity from a
second network domain; and
identifies malicious activity present on at
least one of the first network domain or the
second network domain based on the re-
ceived network domain activity;

a threat intelligence module that:

receives, from the even management mod-
ule, data identifying the malicious activity in
one or more first data constructs of a pre-
defined data structure;
obtain, from one or more third party sources,
additional data related to the identified ma-
licious activity; and
generates, using the data identifying the
malicious activity and the additional data,
one or more second data constructs of the
predefined data structure that include en-
riched data regarding the malicious activity,
the enriched data including (i) data describ-
ing a campaign in which at least a portion
of the malicious activity is involved and (ii)
one or more courses of action for mitigating
the malicious activity; and

a course of action module that:

receives the one or more second data con-
structs from the threat intelligence module
and implements a given course of action of
the one or more course of action.

2. The system of claim 1 further comprising a connec-
tion processor configured to coordinate processing
functions between the event management module,
the threat intelligence module, and the course of ac-
tion module, and configured to communicate mes-
sages between the event management module, the

threat intelligence module, and the course of action
module using the first and second data constructs
of the predefined data structure.

3. The system of claim 1, wherein the one or more first
data constructs includes at least one of: (i) an inci-
dent data construct that includes data describing a
particular security event identified from the received
network domain activity; an indicator data construct
that includes data describing attack patterns identi-
fied from the received network domain activity; or (iii)
an actor data construct that includes data describing
a malicious actor that caused at least a portion of
the malicious activity.

4. The system of claim 1, wherein one or more second
data constructs include at least one of (i) a campaign
data construct that includes data describing a mali-
cious campaign; (ii) a weakness data construct that
includes data describing a weakness of the network;
or (iii) a course of action data construct that includes
data describing at least one of the one or more cours-
es of action.

5. A computer-implemented method comprising:

receiving, by an event management module and
for a network of an organization, network domain
activity that includes first domain activity data
from a first network domain and second domain
activity from a second network domain;
identifying, by the event management module,
malicious activity present on at least one of the
first network domain or the second network do-
main based on the received network domain ac-
tivity;
receiving, by a threat intelligence module and
from the even management module, data iden-
tifying the malicious activity in one or more first
data constructs of a predefined data structure;
obtaining, by the threat intelligence module and
from one or more third party sources, additional
data related to the identified malicious activity;
generating, by the threat intelligence module
and using the data identifying the malicious ac-
tivity and the additional data, one or more sec-
ond data constructs of the predefined data struc-
ture that include enriched data regarding the ma-
licious activity, the enriched data including (i) da-
ta describing a campaign in which at least a por-
tion of the malicious activity is involved and (ii)
one or more courses of action for mitigating the
malicious activity;
receiving, by a course of action module, the one
or more second data constructs from the threat
intelligence module; and
implementing, by the course of action module,
a given course of action of the one or more
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course of action.

6. The method of claim 5, wherein the predefined data
structure comprises a Structured Threat Information
Expression STIX data structure.

7. The method of claim 5, wherein the one or more first
data constructs includes at least one of: (i) an inci-
dent data construct that includes data describing a
particular security event identified from the received
network domain activity; an indicator data construct
that includes data describing attack patterns identi-
fied from the received network domain activity; or (iii)
an actor data construct that includes data describing
a malicious actor that caused at least a portion of
the malicious activity.

8. The method of claim 5, wherein one or more second
data constructs include at least one of (i) a campaign
data construct that includes data describing a mali-
cious campaign; (ii) a weakness data construct that
includes data describing a weakness of the network;
or (iii) a course of action data construct that includes
data describing at least one of the one or more cours-
es of action.

9. A non-transitory computer-readable storage medi-
um coupled to one or more processors and having
instructions stored thereon which, when executed
by the one or more processors, cause the one or
more processors to perform operations comprising:

receiving, for an organization, first domain ac-
tivity data from a first network domain and sec-
ond domain activity data from a second network
domain, the first domain activity data and the
second domain activity data including events,
alerts, or both from the respective first and sec-
ond network domains;
determining, based on the first domain activity
data and the second domain activity data of the
first data construct, one or more anomalous cor-
related event paths through which security
events have progressed through at least one of
the first network domain or the second network
domain, each anomalous correlated event path
including one or more assets of the organization;
generating one or more first data constructs that
include at least one of (i) the first domain activity
data, (ii) the second domain activity data, or (iii)
data describing the one or more anomalous cor-
related event paths;
receiving external threat data including events,
alerts, or both for one or more organizations dif-
ferent from the organization;
generating a second data construct that in-
cludes data from the one or more first data con-
structs and at least a portion of the external

threat data;
determining, based on the one or more anoma-
lous correlated event paths and the threat data,
a risk associated with each of one or more out-
comes for the organization;
generating a visualization of the one or more
anomalous correlated event paths and each
risk;
generating a third data construct that specifies
a course of action determined based on at least
one of one or more anomalous correlated event
paths and each risk; and
providing the third data construct to a course of
action module that implements the course of ac-
tion,
wherein the first data construct, the second data
construct, and the third data construct have a
common data structure.

10. The non-transitory computer-readable storage me-
dium of claim 9, wherein the first network domain is
an information technology domain and the second
network domain is an operational technology do-
main.

11. The non-transitory computer-readable storage me-
dium of claim 9, wherein the visualization includes a
Sankey diagram that illustrates a plurality of paths
between particular threats and the one or more out-
comes.

12. The non-transitory computer-readable storage me-
dium of claim 11,
wherein the path between each particular threat and
the one or more outcomes includes at least one asset
and at least one business process of the organiza-
tion.

13. The non-transitory computer-readable storage me-
dium of claim 11,
wherein each path includes a link between a partic-
ular threat and a particular asset, and wherein a width
of the link is based on a likelihood of the particular
threat affecting the particular asset.

14. The non-transitory computer-readable storage me-
dium of claim 9, wherein the visualization presents
a number of security events for at least one of the
first network domain or the second network domain
for a particular period of time.

15. The non-transitory computer-readable storage me-
dium of claim 9, wherein the visualization presents
a number of security events for each of the one or
more assets for a particular period of time.

16. The non-transitory computer-readable storage me-
dium of claim 9, wherein the visualization presents
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an amount of security events that have taken each
of the one or more attack paths.
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