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(67)  The present disclosure provides a data trans-
mission method which is applied in a terminal. The ter-
minal includes multiple operating systems, wherein each
operating system corresponds to a transmission module.
The method includes: determining a target transmission
mode for data of the terminal when a data transmission
command for transmitting the data of the terminal to a
target terminal is received, wherein the target transmis-
sion mode includes a normal transmission mode and a
secure transmission mode; switching from the current
operating system of the terminal to a designated operat-
ing system of the multiple operating systems when the
target transmission mode is the secure transmission
mode, and establishing a connection with the target ter-
minal via the designated operating system; determining
whether the target terminal supports secure transmis-
sion; transmitting the data to the target terminal via the
secure transmission mode when the determination result
is that the target terminal supports the secure transmis-
sion. Correspondingly, the present disclosure further pro-
vides a data transmission device and a data transmission
system. By means of the technical solution of the present
disclosure, secure transmission and storage of user se-
cure data can be ensured, and malicious attacks from
other operating systems can be avoided.
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Description
TECHNICAL FIELD

[0001] The present disclosure relates to the technical
field of terminals, and in particular, to a data transmission
method, a data transmission device, and a data trans-
mission system.

BACKGROUND

[0002] Presently, when mobile phone terminals share
data, a connection is directly established between a
transmitter and a receiver, and the transmitter directly
transmits data to the receiver. The transmitter cannot de-
termine whether the reception environment of the receiv-
er is secure, which may result in a risk of stealing and
eavesdropping after content is received.

[0003] Therefore, what is needed is a new technical
solution, which can ensure security of shared data when
the transmitter and the receiver share data, and prevent
the problem that the shared data is stolen or eaves-
dropped after the receiver receives the shared data.

SUMMARY

[0004] Based onthe above problems, the present dis-
closure provides a new technical solution, which can en-
sure security of shared data when a transmitter and a
receiver share data, and prevent the problem that the
shared data is stolen or eavesdropped after the receiver
receives the shared data.

[0005] Inview of the above, the present disclosure pro-
vides a data transmission method which is applied in a
terminal. The terminal includes multiple operating sys-
tems, wherein each operating system corresponds to a
transmission module. The method includes: determining
a target transmission mode for data of the terminal when
a data transmission command for transmitting the data
of the terminal to a target terminal is received, wherein
the target transmission mode includes a normal trans-
mission mode and a secure transmission mode; switch-
ing from the current operating system of the terminal to
a designated operating system of the multiple operating
systemswhen the target transmission mode is the secure
transmission mode, and establishing a connection with
the target terminal via the designated operating system;
determining whether the target terminal supports secure
transmission; transmitting the data to the target terminal
via the secure transmission mode when the determina-
tion result is that the target terminal supports the secure
transmission.

[0006] In the technical solution, when a user of the ter-
minal wants the data to be securely transmitted, the se-
cure transmission mode can be selected. When the ter-
minal detects that the transmission mode for the data is
the secure transmission, and the current operating sys-
tem is not the designated operating system, the user is
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prompted to switch to the designated operating system
or the terminal automatically switches to the designated
operating system. Specifically, the designated operating
system can be a secure operating system. A connection
with the target terminal of the receiver is then established,
and whether the target terminal supports the secure
transmission is determined, that is, whether the target
terminal includes a secure operating system or a secure
transmission module is determined. When the determi-
nation result is yes, the data is transmitted to the target
terminal via the secure transmission mode, thereby en-
suring data security during data transmission and after
the data is transmitted to the target terminal.

[0007] In the above technical solution, preferably, the
method further includes prompting the user of the termi-
nal to terminate the transmission of the data or adopt the
normal transmission mode to transmit the data to the
target terminal when the determination result is that the
targetterminal does not support the secure transmission.
[0008] In the technical solution, when the target termi-
nal does not support the secure transmission, for ensur-
ing security of transmission of the data, the user is
prompted to terminate the transmission of the data, or to
adopt the normal transmission mode to directly transmit
the data.

[0009] In the above technical solution, preferably, de-
termining whether the target terminal supports the secure
transmission includes: sending a transmission environ-
ment check command to the target terminal, so as to
cause the target terminal to check whether a correspond-
ing designated operating system is included according
to the transmission environment check command, and
send a support response to the terminal when the deter-
mination result is yes; and determining whether the sup-
port response is received from the target terminal, deter-
mining that the target terminal supports the secure trans-
mission when the determination result is yes, and deter-
mining that the target terminal does not support the se-
cure transmission when the determination result is no.
[0010] In the technical solution, the terminal of the
transmitter sends the transmission environment check
command to the target terminal of the receiver, and the
target terminal determines whether the designated op-
erating system is included according to the command,
that is, whether the secure operating system is included.
The target terminal sends the support response when
the designated operating system is included, so as to
inform the terminal of the transmitter that the secure
transmission can be performed.

[0011] In the above technical solution, preferably,
transmitting the data to the target terminal via the secure
transmission mode includes: establishing a connection
between a first transmission module corresponding to
the designated operating system of the terminal and a
second transmission module corresponding to the des-
ignated operating system of the target terminal, and
transmitting the data from the first transmission module
to the second transmission module.
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[0012] In the technical solution, when the data can be
transmitted via the secure transmission mode, itindicates
that the terminal of the transmitter has the designated
operating system and the transmission module corre-
sponding to the designated operating system, and the
terminal of the receiver has the designated operating sys-
tem and the transmission module corresponding to the
designated operating system. At this point, a transmis-
sion channelis established between the two transmission
modules, thereby ensuring security of transmission of
the data.

[0013] Specifically, data transmission can be directly
performed between the designated operating system for
example the secure operating system and a designated
operating system of the other terminal, for example, data
is directly transmitted from a secure operating system of
aterminal A to a secure operating system of a terminal B.
[0014] Furthermore, for ensuring security of the data
of the terminal, the secure operating system may not be
allowed to directly communicate with external devices to
perform data service. At this point, when data transmis-
sion is performed, the data of the secure operating sys-
tem can be transmitted to the other normal operating sys-
tem of the terminal, and the data is then transmitted from
the other normal operating system of the terminal to a
normal operating system of an external target terminal,
and then the data is transmitted from the normal operat-
ing system to a designated operating system, that is, a
secure operating system.

[0015] Forfurther ensuring security of data, encryption
processing can be performed on transmission of the data.
After the target terminal of the receiver receives the data,
decryption processing is performed.

[0016] In the above technical solution, preferably, the
designated operating system is the operating system of
the multiple operating systems having the highest secu-
rity level.

[0017] In the technical solution, the operating system
having the highest security level, that is, the secure op-
erating system is set to be the designated operating sys-
tem, thus the security of data transmission and data stor-
age can be ensured.

[0018] According to another aspect of the present dis-
closure, a data transmission device is further provided.
The data transmission device is applied in a terminal.
The terminalincludes multiple operating systems, where-
in each operating system corresponds to a transmission
module. The data transmission device includes: a deter-
mining unit configured to determine atarget transmission
mode for data of the terminal when a data transmission
command for transmitting the data of the terminal to a
target terminal is received, wherein the target transmis-
sion mode includes a normal transmission mode and a
secure transmission mode. The device further includes
a connection establishing unit configured to switch from
the current operating system of the terminal to a desig-
nated operating system of the multiple operating systems
when the target transmission mode is the secure trans-
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mission mode, and establish a connection with the target
terminal via the designated operating system, a judging
unit configured to determine whether the target terminal
supports secure transmission, and a transmitting unit
configured to transmit the data to the target terminal via
the secure transmission mode when the determination
resultis thatthe target terminal supports the secure trans-
mission.

[0019] Inthe technical solution, when a user of the ter-
minal wants the data to be securely transmitted, the se-
cure transmission mode can be selected. When the ter-
minal detects that the transmission mode for the data is
the secure transmission, and the current operating sys-
tem is not the designated operating system, the user is
prompted to switch to the designated operating system
or the terminal automatically switches to the designated
operating system. Specifically, the designated operating
system can be a secure operating system. A connection
with the target terminal of the receiver is then established,
and whether the target terminal supports the secure
transmission is determined, that is, whether the target
terminal includes a secure operating system or a secure
transmission module is determined. When the determi-
nation result is yes, the data is transmitted to the target
terminal via the secure transmission mode, thereby en-
suring data security during data transmission and after
the data is transmitted to the target terminal.

[0020] In the above technical solution, preferably, the
device further includes a prompting unit configured to
prompt the user of the terminal to terminate the trans-
mission of the data or adopt the normal transmission
mode to transmit the data to the target terminal when the
determination result is that the target terminal does not
support the secure transmission.

[0021] In the technical solution, when the target termi-
nal does not support the secure transmission, for ensur-
ing security of transmission of the data, the user is
prompted to terminate the transmission of the data, or to
adopt the normal transmission mode to directly transmit
the data.

[0022] In the above technical solution, preferably, the
judging unit includes a sending unit configured to send
atransmission environmentcheck commandto the target
terminal, so as to cause the target terminal to check
whether a corresponding designated operating system
is included according to the transmission environment
check command, and send a support response to the
terminal when the determination result is yes, and a de-
ciding unit configured to determine whether the support
response is received from the target terminal, determine
that the target terminal supports the secure transmission
when the determination result is yes, and determine that
the target terminal does not support the secure transmis-
sion when the determination result is no.

[0023] In the technical solution, the terminal of the
transmitter sends the transmission environment check
command to the target terminal of the receiver, and the
target terminal determines whether the designated op-
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erating system is included according to the command,
that is, whether the secure operating system is included.
The target terminal also sends the support response
when the designated operating system is included, so as
to inform the terminal of the transmitter that secure trans-
mission can be performed.

[0024] In the above technical solution, preferably, the
transmitting unit is configured to establish a connection
between a first transmission module corresponding to
the designated operating system of the terminal and a
second transmission module corresponding to the des-
ignated operating system of the target terminal, and
transmit the data from the first transmission module to
the second transmission module.

[0025] In the technical solution, when the data can be
transmitted via the secure transmission mode, itindicates
that the terminal of the transmitter has the designated
operating system and the transmission module corre-
sponding to the designated operating system, and the
terminal of the receiver has the designated operating sys-
tem and the transmission module corresponding to the
designated operating system. At this point, a transmis-
sion channelis established between the two transmission
modules, thereby ensuring security of transmission of
the data.

[0026] Specifically, data transmission can be directly
performed between the designated operating system for
example the secure operating system and a designated
operating system of the other terminal, for example, data
is directly transmitted from a secure operating system of
aterminal A to a secure operating system of a terminal B.
[0027] Furthermore, for ensuring security of the data
of the terminal, the secure operating system may not be
allowed to directly communicate with external devices to
perform data service. At this point, when data transmis-
sion is performed, the data of the secure operating sys-
tem can be transmitted to the other normal operating sys-
tem of the terminal, and the data is then transmitted from
the other normal operating system of the terminal to a
normal operating system of an external target terminal,
and then the data is transmitted from the normal operat-
ing system to a designated operating system, that is, a
secure operating system.

[0028] For further ensuring security of the data, en-
cryption processing can be performed on transmission
of the data. After the target terminal of the receiver re-
ceives the data, decryption processing is performed.
[0029] In the above technical solution, preferably, the
designated operating system is the operating system of
the multiple operating systems having the highest secu-
rity level.

[0030] In the technical solution, the operating system
having the highest security level, that is, the secure op-
erating system is set to be the designated operating sys-
tem, thus the security of data transmission and data stor-
age can be ensured.

[0031] According to yet another embodiment of the
present disclosure, a data transmission systemis further
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provided, and the data transmission system includes the
data transmission device of any of the above technical
solutions.

[0032] By means of the above technical solution, se-
cure transmission and storage of user secure data can
be ensured, and malicious attacks from other operating
systems can be avoided.

BRIEF DESCRIPTION OF DRAWINGS
[0033]

FIG. 1is a flow chart of a data transmission method
in accordance with an embodiment of the present
disclosure.

FIG. 2 is a block diagram of a data transmission de-
vice in accordance with an embodiment of the
present disclosure.

FIG. 3 is a diagrammatic view of a data transmission
system in accordance with an embodiment of the
present disclosure.

FIG. 4 is a detailed flow chart of a data transmission
method in accordance with an embodiment of the
present disclosure.

DETAILED DESCRIPTION

[0034] Tounderstand the above-mentioned purposes,
features and advantages of the present disclosure more
clearly, the present disclosure will be further described
in detail below in combination with the accompanying
drawings and the specific implementations. It should be
noted that, the embodiments of the present application
and the features in the embodiments may be combined
with one another without conflicts.

[0035] Many specific details will be described below
for sufficiently understanding the present disclosure.
However, the present disclosure may also be implement-
ed by adopting other manners different from those de-
scribed herein. Accordingly, the protection scope of the
present disclosure is not limited by the specific embodi-
ments disclosed below.

[0036] FIG. 1 is a flow chart of a data transmission
method in accordance with an embodiment of the present
disclosure.

[0037] As illustrated by FIG. 1, a data transmission
method in accordance with an embodiment of the present
disclosure includes: step 102, determining a target trans-
mission mode for data of a terminal when a data trans-
mission command for transmitting the data of the terminal
to a target terminal is received, wherein the target trans-
mission mode includes a normal transmission mode and
a secure transmission mode; step 104, switching from
the current operating system of the terminal to a desig-
nated operating system of multiple operating systems
when the target transmission mode is the secure trans-
mission mode, and establishing a connection with the
target terminal via the designated operating system; step
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106, determining whether the target terminal supports
secure transmission; step 108, transmitting the data to
the target terminal via the secure transmission mode
when the determination result is that the target terminal
supports the secure transmission.

[0038] In the technical solution, when a user of the ter-
minal wants the data to be securely transmitted, the se-
cure transmission mode can be selected. When the ter-
minal detects that the transmission mode for the data is
the secure transmission, and the current operating sys-
tem is not the designated operating system, the user is
prompted to switch to the designated operating system
or the terminal automatically switches to the designated
operating system. Specifically, the designated operating
system can be a secure operating system. A connection
with the target terminal of the receiver is then established,
and whether the target terminal supports the secure
transmission is determined, that is, whether the target
terminal includes a secure operating system or a secure
transmission module is determined. When the determi-
nation result is yes, the data is transmitted to the target
terminal via the secure transmission mode, thereby en-
suring data security during data transmission and after
the data is transmitted to the target terminal.

[0039] In the above technical solution, preferably, the
method further includes prompting the user of the termi-
nal to terminate the transmission of the data or adopt the
normal transmission mode to transmit the data to the
target terminal when the determination result is that the
target terminal does not support the secure transmission.
[0040] In the technical solution, when the target termi-
nal does not support the secure transmission, for ensur-
ing security of transmission of the data, the user is
prompted to terminate the transmission of the data, or to
adopt the normal transmission mode to directly transmit
the data.

[0041] In the above technical solution, preferably, de-
termining whether the target terminal supports the secure
transmission includes: sending a transmission environ-
ment check command to the target terminal, so as to
cause the target terminal to check whether a correspond-
ing designated operating system is included according
to the transmission environment check command, and
send a support response to the terminal when the deter-
mination result is yes; and determining whether the sup-
port response is received from the target terminal, deter-
mining that the target terminal supports the secure trans-
mission when the determination result is yes, and deter-
mining that the target terminal does not support the se-
cure transmission when the determination result is no.
[0042] In the technical solution, the terminal of the
transmitter sends the transmission environment check
command to the target terminal of the receiver, and the
target terminal determines whether the designated op-
erating system is included according to the command,
that is, whether the secure operating system is included.
The target terminal sends the support response when
the designated operating system is included, so as to
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inform the terminal of the transmitter that the secure
transmission can be performed.

[0043] In the above technical solution, preferably,
transmitting the data to the target terminal via the secure
transmission mode includes: establishing a connection
between a first transmission module corresponding to
the designated operating system of the terminal and a
second transmission module corresponding to the des-
ignated operating system of the target terminal, and
transmitting the data from the first transmission module
to the second transmission module.

[0044] In the technical solution, when the data can be
transmitted via the secure transmission mode, itindicates
that the terminal of the transmitter has the designated
operating system and the transmission module corre-
sponding to the designated operating system, and the
terminal of the receiver has the designated operating sys-
tem and the transmission module corresponding to the
designated operating system. At this point, a transmis-
sion channelis established between the two transmission
modules, thereby ensuring security of transmission of
the data.

[0045] Specifically, data transmission can be directly
performed between the designated operating system for
example the secure operating system and a designated
operating system of the other terminal, for example, data
is directly transmitted from a secure operating system of
aterminal A to a secure operating system of a terminal B.
[0046] Furthermore, for ensuring security of the data
of the terminal, the secure operating system may not be
allowed to directly communicate with external devices to
perform data service. At this point, when data transmis-
sion is performed, the data of the secure operating sys-
tem can be transmitted to the other normal operating sys-
tem of the terminal, and the data is then transmitted from
the other normal operating system of the terminal to a
normal operating system of an external target terminal,
and then the data is transmitted from the normal operat-
ing system to a designated operating system, that is, a
secure operating system.

[0047] For further ensuring security of the data, en-
cryption processing can be performed on transmission
of the data. After the target terminal of the receiver re-
ceives the data, decryption processing is performed.
[0048] In the above technical solution, preferably, the
designated operating system is the operating system of
the multiple operating systems having the highest secu-
rity level.

[0049] In the technical solution, the operating system
having the highest security level, that is, the secure op-
erating system is set to be the designated operating sys-
tem, thus the security of data transmission and data stor-
age can be ensured.

[0050] FIG.2is ablock diagram of a data transmission
device in accordance with an embodiment of the present
disclosure.

[0051] Asiillustrated by FIG. 2, a data transmission de-
vice 200 in accordance with an embodiment of the
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present includes a determining unit 202 configured to
determine a target transmission mode for data of a ter-
minal when a data transmission command for transmit-
ting the data of the terminal to a target terminal is re-
ceived, wherein the target transmission mode includes
a normal transmission mode and a secure transmission
mode. The device 200 further includes a connection es-
tablishing unit 204 configured to switch from the current
operating system of the terminal to a designated operat-
ing system of multiple operating systems when the target
transmission mode is the secure transmission mode, and
establish a connection with the target terminal via the
designated operating system, a judging unit 206 config-
ured to determine whether the target terminal supports
secure transmission, and a transmitting unit 208 config-
ured to transmit the data to the target terminal via the
secure transmission mode when the determination result
is that the target terminal supports the secure transmis-
sion.

[0052] In the technical solution, when a user of the ter-
minal wants the data to be securely transmitted, the se-
cure transmission mode can be selected. When the ter-
minal detects that the transmission mode for the data is
the secure transmission, and the current operating sys-
tem is not the designated operating system, the user is
prompted to switch to the designated operating system
or the terminal automatically switches to the designated
operating system. Specifically, the designated operating
system can be a secure operating system. A connection
with the target terminal of the receiver is then established,
and whether the target terminal supports the secure
transmission is determined, that is, whether the target
terminal includes a secure operating system or a secure
transmission module is determined. When the determi-
nation result is yes, the data is transmitted to the target
terminal via the secure transmission mode, thereby en-
suring data security during data transmission and after
the data is transmitted to the target terminal.

[0053] In the above technical solution, preferably, the
device 200 further includes a prompting unit 210 config-
ured to prompt the user of the terminal to terminate the
transmission of the data or adopt the normal transmission
mode to transmit the data to the target terminal when the
determination result is that the target terminal does not
support the secure transmission.

[0054] In the technical solution, when the target termi-
nal does not support the secure transmission, for ensur-
ing security of transmission of the data, the user is
prompted to terminate the transmission of the data, or to
adopt the normal transmission mode to directly transmit
the data.

[0055] In the above technical solution, preferably, the
judging unit 206 includes a sending unit 2062 configured
to send a transmission environment check command to
the target terminal, so as to cause the target terminal to
check whether a corresponding designated operating
system is included according to the transmission envi-
ronment check command, and send a support response
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to the terminal when the determination result is yes, and
adeciding unit 2064 configured to determine whether the
support response is received from the target terminal,
determine that the target terminal supports the secure
transmission when the determination result is yes, and
determine that the target terminal does not support the
secure transmission when the determination result is no.
[0056] In the technical solution, the terminal of the
transmitter sends the transmission environment check
command to the target terminal of the receiver, and the
target terminal determines whether the target terminal
includes the designated operating system according to
the command, that is, whether the target terminal in-
cludes the secure operating system. The target terminal
also sends the support response when the designated
operating system is included, so as to inform the terminal
of the transmitter that secure transmission can be per-
formed.

[0057] In the above technical solution, preferably, the
transmitting unit 208 is configured to establish a connec-
tion between a first transmission module corresponding
to the designated operating system of the terminal and
a second transmission module corresponding to the des-
ignated operating system of the target terminal, and
transmit the data from the first transmission module to
the second transmission module.

[0058] In the technical solution, when the data can be
transmitted via the secure transmission mode, itindicates
that the terminal of the transmitter has the designated
operating system and the transmission module corre-
sponding to the designated operating system, and the
terminal of the receiver has the designated operating sys-
tem and the transmission module corresponding to the
designated operating system. At this point, a transmis-
sion channelis established between the two transmission
modules, thereby ensuring security of transmission of
the data.

[0059] Specifically, data transmission can be directly
performed between the designated operating system for
example the secure operating system and a designated
operating system of the other terminal, for example, data
is directly transmitted from a secure operating system of
aterminal A to a secure operating system of a terminal B.
[0060] Furthermore, for ensuring security of the data
of the terminal, the secure operating system may not be
allowed to directly communicate with external devices to
perform data service. At this point, when data transmis-
sion is performed, the data of the secure operating sys-
tem can be transmitted to the other normal operating sys-
tem of the terminal, and the data is then transmitted from
the other normal operating system of the terminal to a
normal operating system of an external target terminal,
and then the data is transmitted from the normal operat-
ing system to a designated operating system, that is, a
secure operating system.

[0061] For further ensuring security of the data, en-
cryption processing can be performed on transmission
of the data. After the target terminal of the receiver re-
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ceives the data, decryption processing is performed.
[0062] In the above technical solution, preferably, the
designated operating system is the operating system of
the multiple operating systems having the highest secu-
rity level.

[0063] In the technical solution, the operating system
having the highest security level, that is, the secure op-
erating system is set to be the designated operating sys-
tem, thus the security of data transmission and data stor-
age can be ensured.

[0064] Take a dual system terminal (Android system
and secure system) for an example, the following will
specifically illustrate the technical solution of the present
disclosure.

[0065] As illustrate by FIG. 3, based on the dual sys-
tems, the terminal includes two transmission modules,
thatis, includes atransmission module 302 of the Android
system and a transmission module 304 of the secure
system. The terminal further includes a transmission en-
vironment check module 306 (equivalent to the judging
unit) to check transmission environment of the terminal
and the receiver. When a secure transmission function
is needed by a user, the local transmission environment
check module firstly checks whether the secure system
is running. If not, the user is prompted to switch to the
secure system, and a connection with a mobile phone of
the receiver is established via the transmission module
of the secure system.

[0066] After the connection is successfully estab-
lished, the terminal transmits a transmission environment
check command to the terminal of the receiver. If the
terminal of thereceiver does not include the secure trans-
mission module, the terminal of the transmitter deter-
mines that this transmission is not a secure transmission,
and prompts the user to terminate the transmission or
switch to the normal transmission mode.

[0067] When the receiver includes the secure trans-
mission module, the receiver receives the check com-
mand, and prompts the user that secure transmission
information is received. Under the condition of receiving
an allowance from the user, the terminal of the receiver
starts current reception environment check. If the secure
system is not running, the user is prompted to switch to
the secure system.

[0068] After finishing security check of the two parties,
a connection is established between the two parties
based on the transmission modules of the secure sys-
tems, and data transmission starts. After transmission,
switching to the system which is running before trans-
mission is performed according to user intention.
[0069] If the user just wants to adopt the normal trans-
mission mode of the Android system, then the secure
transmission module and the environment check module
both are not needed, and transmission can be started by
directly starting the Android normal transmission module.
[0070] FIG. 4 is a detailed flow chart of a data trans-
mission method in accordance with an embodiment of
the present disclosure.
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[0071] As illustrated by FIG. 4, a detailed process of a
data transmission method in accordance with an embod-
iment of the present disclosure includes following steps.
[0072] Step 402, whether secure transmission is start-
ed is determined. When the determination result is yes,
step 404 is executed, and when the determination result
is no, step 406 is executed.

[0073] Step 404, whether the terminal runs a secure
system is determined. When the determination result is
yes, step 408 is executed, and when the determination
result is no, step 410 is executed.

[0074] Step 406, the transmission module 302 of the
Android system is invoked to start transmission process.
[0075] Step 408, whether the terminal of the receiver
runs the secure system is determined. When the deter-
mination result is yes, step 412 is executed, and when
the determination result is no, step 414 is executed.

[0076] Step 410, the terminal switches to the secure
system.
[0077] Step 412, the transmission module 304 of the

secure system is invoked to start transmission process.

[0078] Step 414, the terminal switches to the secure
system.
[0079] Theabove descriptions specifically illustrate the

technical solution of the present disclosure in combina-
tion with the accompanying drawings. By means of the
technical solution of the presentdisclosure, secure trans-
mission and storage of user secure data can be ensured,
and malicious attacks from other operating systems can
be avoided.

[0080] Theforegoingdescriptions are merely preferred
embodiments of the present disclosure, but are not in-
tended to limit the present disclosure. For those skilled
in the art, various changes and variations can be made
according to the present disclosure. Any modifications,
equivalent replacements, and improvements within the
spirit and principle of the technical solution shall fall within
the protection scope of the present disclosure.

Claims

1. A data transmission method applied in a terminal,
the terminal comprising multiple operating systems,
each operating system corresponding to a transmis-
sion module, the method comprising:

determining a target transmission mode for data
of the terminal when a data transmission com-
mand for transmitting the data of the terminal to
a target terminal is received, wherein the target
transmission mode comprises a normal trans-
mission mode and a secure transmission mode;
switching from the current operating system of
the terminal to a designated operating system
of the multiple operating systems when the tar-
get transmission mode is the secure transmis-
sion mode, and establishing a connection with
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the target terminal via the designated operating
system;

determining whether the target terminal sup-
ports secure transmission; and

transmitting the data to the target terminal via
the secure transmission mode when the deter-
mination result is that the target terminal sup-
ports the secure transmission.

2. The data transmission method of claim 1, wherein
the method further comprises:

prompting a user of the terminal to terminate the
transmission of the data or adopt the normal
transmission mode to transmit the data to the
target terminal when the determination result is
that the target terminal does not support the se-
cure transmission.

3. The data transmission method of claim 1, wherein
determining whether the target terminal supports the
secure transmission comprises:

sending a transmission environment check
command to the target terminal, so as to cause
the target terminal to check whether a corre-
sponding designated operating system is com-
prised according to the transmission environ-
ment check command, and send a support re-
sponse to the terminal when the determination
result is yes; and

determining whether the supportresponse is re-
ceived from the target terminal, determining that
the target terminal supports the secure trans-
mission when the determination result is yes,
and determining that the target terminal does
not support the secure transmission when the
determination result is no.

4. The data transmission method of claim 3, wherein
transmitting the data to the target terminal via the
secure transmission mode comprises:

establishing a connection between a first trans-
mission module corresponding to the designat-
ed operating system of the terminal and a sec-
ond transmission module corresponding to the
designated operating system of the target ter-
minal, and transmitting the data from the first
transmission module to the second transmission
module.

5. The data transmission method of any of claims 1-4,
wherein the designated operating system is the op-
erating system of the multiple operating systems
having the highest security level.

6. A datatransmission device applied in a terminal, the

10

15

20

25

35

45

50

55

terminal comprising multiple operating systems,
each operating system corresponding to a transmis-
sion module, the data transmission device compris-

ing:

a determining unit configured to determine a tar-
get transmission mode for data of the terminal
when a data transmission command for trans-
mitting the data of the terminal to a target termi-
nal is received, wherein the target transmission
mode comprises a normal transmission mode
and a secure transmission mode;

a connection establishing unit configured to
switch from the current operating system of the
terminal to a designated operating system of the
multiple operating systems when the target
transmission mode is the secure transmission
mode, and establish a connection with the target
terminal via the designated operating system;
a judging unit configured to determine whether
the target terminal supports secure transmis-
sion; and

a transmitting unit configured to transmit the da-
ta to the target terminal via the secure transmis-
sion mode when the determination result is that
the target terminal supports the secure trans-
mission.

7. Thedatatransmission device of claim 6, wherein the
data transmission device further comprises:

a prompting unit configured to prompt a user of
the terminal to terminate the transmission of the
data or adopt the normal transmission mode to
transmit the data to the target terminal when the
determination result is that the target terminal
does not support the secure transmission.

8. The datatransmission device of claim 6, wherein the
judging unit comprises:

a sending unit configured to send a transmission
environment check command to the target ter-
minal, so as to cause the target terminal to check
whether a corresponding designated operating
system is comprised according to the transmis-
sion environment check command, and send a
support response to the terminal when the de-
termination result is yes; and

a deciding unit configured to determine whether
the support response is received from the target
terminal, determine that the target terminal sup-
ports the secure transmission when the deter-
mination result is yes, and determine that the
target terminal does not support the secure
transmission when the determination result is
no.
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The data transmission device of claim 8, wherein the
transmitting unit is configured to establish a connec-
tion between a first transmission module corre-
sponding to the designated operating system of the
terminal and a second transmission module corre-
sponding to the designated operating system of the
target terminal, and transmit the data from the first
transmission module to the second transmission
module.

The data transmission device of any of claims 6-9,
wherein the designated operating system is the op-
erating system of the multiple operating systems
having the highest security level.

A data transmission system comprising the data
transmission device of any of claims 6-10.
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Determine a target transmission mode for data of a terminal when a
data transmission command for transmitting the data of the terminal to
a target terminal is received, wherein the target transmission mode
includes a normal transmission mode and a secure transmission mode
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Switch from the current operating system of the terminal to a
designated operating system of multiple operating systems when the
target transmission mode is the secure transmission mode, and establish
a connection with the target terminal via the designated operating
system
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