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(54) SCREEN SHARING METHOD, SHARING DEVICE AND RECEIVING DEVICE

(57) This application provides a screen sharing
method, a sharing device, and a receiving device. The
screen sharing method includes: displaying a user inter-
face of an application menu; establishing a connection
used for screen sharing to a receiving device; determin-
ing shareable image data, where the shareable image
data is a part of image data corresponding to the user
interface; and sending the shareable image data to the

receiving device by using the connection, so that the re-
ceiving device displays the user interface of the applica-
tion menu according to the shareable image data. When
this embodiment is used for screen sharing, a sharing
device may send shareable image data to only a receiv-
ing device, thereby decreasing security problems caused
by screen sharing.
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Description

TECHNICAL FIELD

[0001] The present invention relates to the field of in-
telligent terminals, and in particular, to a screen sharing
method, a sharing device, and a receiving device.

BACKGROUND

[0002] Screen sharing of a wireless device is also re-
ferred to as screen mirroring, and refers to that after a
wireless connection is established between two or more
electronic devices, one electronic device sends image
data of its screen to a screen of another electronic device
that has a communication connection to the electronic
device, so that the another device that has a communi-
cation connection to the electronic device displays an
image in real time according to the image data sent by
the device. The device that shares the image data of the
screen of the device is referred to as a sharing device,
and the device that receives the image data and that
displays the image according to the received image data
is referred to as a receiving device. By means of screen
mirroring, multiple users in a small area may browse pho-
tos together, play games together, share and view file
data, or perform other operations, thereby improving the
fun and applicability of electronic devices.
[0003] Currently, there are some dedicated protocols
to implement interconnection between different brands.
For example, a dedicated protocol is the Wi-Fi Display
protocol formulated by the Wi-Fi Alliance (Wi-Fi Alliance,
WFA for short), and the protocol is also referred to as the
Miracast protocol. In addition, some manufacturers im-
plement screen mirroring according to a proprietary pro-
tocol, and it is ensured that interconnection can be im-
plemented between only devices that support the propri-
etary protocol. In a conventional screen sharing solution,
a sharing device encodes screen image data in a video
RAM into a video stream in real time, and then sends the
video stream to a receiving device. After receiving the
video stream, the receiving device generates a received
picture according to the video stream, and performs dis-
play on a screen, so that the receiving device and the
sharing device can present an identical picture. In addi-
tion, the receiving device may further control the sharing
device. For example, when a user of the receiving device
taps an icon of an application program of the received
picture on the screen of the receiving device, a touch
event is converted into a control instruction and the con-
trol instruction is returned to the sharing device. The shar-
ing device makes a response to the control instruction,
and projects a picture onto the receiving device in real
time, so that the user of the receiving device may see
execution of the touch event, for example, may see data
of the application program.
[0004] The inventor has researched the prior art and
finds that when the prior art is used for screen sharing,

a sharing device needs to send original image data cor-
responding to a user interface of an application menu to
a receiving device, so that the user interface of the ap-
plication menu is completely displayed on each receiving
device, and a user may operate the sharing device by
using any receiving device. This screen sharing manner
is relatively primitive.

SUMMARY

[0005] Embodiments of the present invention provide
a screen sharing method, a sharing device, and a receiv-
ing device, making sharing of a user interface of a menu
of an application program more flexible and varied.
[0006] According to a first aspect, an embodiment of
the present invention provides a screen sharing method,
used for sharing a screen between a sharing device and
a receiving device, where the method includes:

displaying a user interface of an application menu;
establishing a connection used for screen sharing to
the receiving device; determining shareable image
data, where the shareable image data is a part of
image data corresponding to the user interface; and
sending the shareable image data to the receiving
device by using the connection, so that the receiving
device displays the user interface of the application
menu according to the shareable image data.

[0007] With reference to the first aspect, in a first pos-
sible implementation manner of the first aspect,
before the determining shareable image data, the meth-
od further includes: determining a confidential area in the
user interface according to a preset area or a setting op-
eration of a user, where the confidential area is a partial
area in the user interface; and the determining shareable
image data includes: determining that image data corre-
sponding to a nonconfidential area is the shareable im-
age data, where the nonconfidential area is an area in
the user interface except the confidential area.
[0008] With reference to the first aspect, in a second
possible implementation manner of the first aspect,
before the determining shareable image data, the meth-
od further includes: determining a nonconfidential area
in the user interface according to a preset area or a setting
operation of a user, where the nonconfidential area is a
partial area in the user interface; and the determining
shareable image data includes: determining that image
data corresponding to the nonconfidential area is the
shareable image data.
[0009] With reference to the first aspect, in a third pos-
sible implementation manner of the first aspect,
the user interface includes at least two display objects;
before the determining shareable image data, the meth-
od further includes: determining a confidential display ob-
ject in the user interface according to a setting operation
of a user or a preset display object, where the confidential
display object is a part of the at least two display objects;
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and the determining shareable image data includes: de-
termining that image data corresponding to a nonconfi-
dential display object is the shareable image data, where
the nonconfidential display object is a display object of
the at least two display objects except the confidential
display object.
[0010] With reference to the first aspect, in a fourth
possible implementation manner of the first aspect,
the user interface includes at least two display objects;
before the determining shareable image data, the meth-
od further includes: determining a nonconfidential display
object in the user interface according to a setting opera-
tion of a user or a preset display object, where the non-
confidential display object is a part of the at least two
display objects; and the determining shareable image
data includes: determining that image data correspond-
ing to the nonconfidential display object is the shareable
image data.
[0011] With reference to one of the first aspect or the
first to the fourth possible implementation manners of the
first aspect, in a fifth possible implementation manner of
the first aspect,
before the determining shareable image data, the meth-
od further includes at least one of the following: receiving
a trigger instruction entered by the user, where the trigger
instruction is used to trigger execution of the determining
shareable image data; determining that an operation in-
struction entered by the user is not received within a pre-
determined time period; or determining that a quantity of
receiving devices that have established a connection to
the sharing device exceeds a predetermined value.
[0012] With reference to the first possible implemen-
tation manner of the first aspect, in a sixth possible im-
plementation manner of the first aspect,
before the determining a confidential area in the user
interface according to a setting operation of a user, the
method further includes: receiving the setting operation
of the user; and the determining a confidential area in
the user interface according to a setting operation of a
user includes: using, as the confidential area, a rectan-
gular area whose diagonal is a connecting line between
an operation start point and an operation end point of the
setting operation; or using, as the confidential area, a
closed area formed by a trajectory of the setting opera-
tion; or using, as the confidential area, an area in which
an operation object corresponding to the setting opera-
tion is displayed.
[0013] With reference to the third possible implemen-
tation manner of the first aspect, in a seventh possible
implementation manner of the first aspect,
before the determining a confidential display object in the
user interface, the method further includes: receiving the
setting operation of the user; and the determining a con-
fidential display object in the user interface includes: us-
ing, as the confidential display object, a display object in
a rectangular area whose diagonal is a connecting line
between an operation start point and an operation end
point of the setting operation; or using, as the confidential

display object, a display object in a closed area formed
by a trajectory of the setting operation; or using, as the
confidential display object, a displayed operation object
corresponding to the setting operation.
[0014] With reference to one of the first, the fifth or the
sixth possible implementation manner of the first aspect,
in an eighth possible implementation manner of the first
aspect,
after the sending the shareable image data to the receiv-
ing device, the method further includes: obtaining a con-
trol instruction that is sent by the receiving device by using
the connection; determining an operation area corre-
sponding to the control instruction; and if the operation
area and the confidential area are overlapped, making
no response to the control instruction; or if the operation
area and the confidential area are not overlapped, mak-
ing a response to the control instruction.
[0015] With reference to the third possible implemen-
tation manner of the first aspect, in a ninth possible im-
plementation manner of the first aspect,
after the sending the shareable image data to the receiv-
ing device, the method further includes: obtaining a con-
trol instruction that is sent by the receiving device by using
the connection; determining a display object correspond-
ing to the control instruction; and if the display object
corresponding to the control instruction includes the con-
fidential display object, making no response to the control
instruction; or if the display object corresponding to the
control instruction does not include the confidential dis-
play object, making a response to the control instruction.
[0016] According to a second aspect, an embodiment
of the present invention provides a screen sharing meth-
od, used for control of a sharing device by a receiving
device, where the method includes:

displaying a user interface of an application menu;
establishing a connection used for screen sharing to
the receiving device; sending, to the receiving device
by using the connection, all image data correspond-
ing to the user interface of the application menu, so
that the receiving device displays the user interface
of the application menu according to all the image
data; obtaining a control instruction that is sent by
the receiving device by using the connection; and
when the control instruction meets a predetermined
confidential condition, making a response to the con-
trol instruction.

[0017] With reference to the second aspect, in a first
possible implementation manner of the second aspect,
that the control instruction meets a predetermined con-
fidential condition includes: determining a confidential ar-
ea in the user interface according to a preset area or a
setting operation of a user, where the confidential area
is a partial area in the user interface, and an operation
area corresponding to the control instruction and the con-
fidential area are not overlapped, where the confidential
area is a partial area in the user interface; or a display
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object corresponding to the control instruction does not
include a confidential display object, where the confiden-
tial display object is a part of at least two display objects
in the user interface of the application menu of the sharing
device.
[0018] With reference to the second aspect or the first
possible implementation manner of the second aspect,
in a second possible implementation manner of the sec-
ond aspect,
the method further includes: when the control instruction
does not meet the predetermined confidential condition,
making no response to the control instruction.
[0019] According to a third aspect, an embodiment of
the present invention provides a screen sharing method,
used for control of a sharing device by a receiving device,
where the method includes:

establishing a connection used for screen sharing to
the sharing device; receiving image data sent by the
sharing device, where the image data corresponds
to a part or all of a user interface of an application
menu displayed by the sharing device; displaying
the user interface corresponding to the image data;
receiving an operation instruction entered by a user;
when the operation instruction meets a predeter-
mined confidential condition, generating a control in-
struction corresponding to the operation instruction;
and sending the control instruction to the sharing de-
vice, so that the receiving device makes a response
to the control instruction.

[0020] With reference to the third aspect, in a first pos-
sible implementation manner of the third aspect,
the image data corresponds to all of the user interface
of the application menu displayed by the sharing device;
and that the control instruction meets a predetermined
confidential condition includes: an operation area corre-
sponding to the operation instruction is inside a noncon-
fidential area, where the nonconfidential area is a partial
area in the user interface of the application menu dis-
played by the sharing device; or an operation object of
the operation instruction is a nonconfidential display ob-
ject, where the nonconfidential display object is a part of
at least two display objects included in the user interface
of the application menu displayed by the sharing device.
[0021] With reference to the third aspect, in a second
possible implementation manner of the third aspect,
the image data corresponds to a part of the user interface
of the application menu displayed by the sharing device,
and the part of the user interface of the application menu
displayed by the sharing device is a shareable interface;
and that the control instruction meets a predetermined
confidential condition includes: an operation area corre-
sponding to the operation instruction is in the shareable
interface, or an operation object of the operation instruc-
tion is a display object in the shareable interface.
[0022] With reference to the third aspect, the first pos-
sible implementation manner of the third aspect or the

second possible implementation manner of the third as-
pect, in a third possible implementation manner of the
third aspect,
the method further includes: when the operation instruc-
tion does not meet the predetermined confidential con-
dition, ignoring the operation instruction, and/or prompt-
ing that the operation instruction encounters an error.
[0023] According to a fourth aspect, an embodiment
of the present invention provides a sharing device, used
for screen sharing with a receiving device, where the
sharing device includes:

a display unit, configured to display a user interface
of an application menu; a connection unit, configured
to establish a connection used for screen sharing to
the receiving device; a generation unit, configured
to determine shareable image data, where the shar-
eable image data is a part of image data correspond-
ing to the user interface; and a sending unit, config-
ured to send the shareable image data to the receiv-
ing device by using the connection, so that the re-
ceiving device displays the user interface of the ap-
plication menu according to the shareable image da-
ta.

[0024] With reference to the fourth aspect, in a first
possible implementation manner of the fourth aspect, the
sharing device includes:

a determining unit, configured to determine a confi-
dential area in the user interface according to a pre-
set area or a setting operation of a user, where the
confidential area is a partial area in the user interface;
and the generation unit is specifically configured to
determine that image data corresponding to a non-
confidential area is the shareable image data, where
the nonconfidential area is an area in the user inter-
face except the confidential area.

[0025] With reference to the fourth aspect, in a second
possible implementation manner of the fourth aspect, the
sharing device includes:

a determining unit, configured to determine a non-
confidential area in the user interface according to a
preset area or a setting operation of a user, where
the nonconfidential area is a partial area in the user
interface; and the generation unit is specifically con-
figured to determine that image data corresponding
to the nonconfidential area is the shareable image
data.

[0026] With reference to the fourth aspect, in a third
possible implementation manner of the fourth aspect,
the user interface includes at least two display objects;
and the device further includes: a determining unit, con-
figured to determine a confidential display object in the
user interface according to a setting operation of a user
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or a preset display object, where the confidential display
object is a part of the at least two display objects; and
the generation unit is specifically configured to determine
that image data corresponding to a nonconfidential dis-
play object is the shareable image data, where the non-
confidential display object is a display object of the at
least two display objects except the confidential display
object.
[0027] With reference to the fourth aspect, in a fourth
possible implementation manner of the fourth aspect,
the user interface includes at least two display objects;
and the device further includes: a determining unit, con-
figured to determine a nonconfidential display object in
the user interface according to a setting operation of a
user or a preset display object, where the nonconfidential
display object is a part of the at least two display objects;
and the generation unit is specifically configured to de-
termine that image data corresponding to the nonconfi-
dential display object is the shareable image data.
[0028] With reference to one of the fourth aspect or the
first to the fourth possible implementation manners of the
fourth aspect, in a fifth possible implementation manner
of the fourth aspect,
the generation unit is specifically configured to: when a
predetermined trigger condition is met, determine the
shareable image data, where the predetermined trigger
condition includes: receiving a trigger instruction entered
by the user, where the trigger instruction is used to trigger
execution of the determining shareable image data; or
determining that an operation instruction entered by the
user is not received within a predetermined time period;
or determining that a quantity of receiving devices that
have established a connection to the sharing device ex-
ceeds a predetermined value.
[0029] With reference to the first possible implemen-
tation manner of the fourth aspect, in a sixth possible
implementation manner of the fourth aspect, the sharing
device includes:

a receiving unit, configured to receive the setting op-
eration of the user, where the determining unit is spe-
cifically configured to use, as the confidential area,
a rectangular area whose diagonal is a connecting
line between an operation start point and an opera-
tion end point of the setting operation; or use, as the
confidential area, a closed area formed by a trajec-
tory of the setting operation; or use, as the confiden-
tial area, an area in which an operation object cor-
responding to the setting operation is displayed.

[0030] With reference to the third possible implemen-
tation manner of the fourth aspect, in a seventh possible
implementation manner of the fourth aspect, the sharing
device includes:

a receiving unit, configured to receive the setting op-
eration of the user, where the determining unit is spe-
cifically configured to: use, as the confidential display

object, a display object in a rectangular area whose
diagonal is a connecting line between an operation
start point and an operation end point of the setting
operation; or use, as the confidential display object,
a display object in a closed area formed by a trajec-
tory of the setting operation; or use, as the confiden-
tial display object, a displayed operation object cor-
responding to the setting operation.

[0031] With reference to one of the first, the fifth or the
sixth possible implementation manner of the fourth as-
pect, in an eighth possible implementation manner of the
fourth aspect,
the device further includes: an obtaining unit, configured
to obtain a control instruction that is sent by the receiving
device by using the connection; a positioning unit, con-
figured to determine an operation area corresponding to
the control instruction; and a response unit, configured
to: when the operation area and the confidential area are
overlapped, make no response to the control instruction;
or when the operation area and the confidential area are
not overlapped, make a response to the control instruc-
tion.
[0032] With reference to the third possible implemen-
tation manner of the fourth aspect, in a ninth possible
implementation manner of the fourth aspect,
after the sending the shareable image data to the receiv-
ing device, the device further includes: an obtaining unit,
configured to obtain a control instruction that is sent by
the receiving device by using the connection; a position-
ing unit, configured to determine a display object corre-
sponding to the control instruction; and a response unit,
configured to: when the display object corresponding to
the control instruction includes the confidential display
object, make no response to the control instruction; or
when the display object corresponding to the control in-
struction does not include the confidential display object,
make a response to the control instruction.
[0033] According to a fifth aspect, an embodiment of
the present invention provides a sharing device, used for
screen sharing with a receiving device, where the sharing
device includes:

a display unit, configured to display a user interface
of an application menu; a connection unit, configured
to establish a connection used for screen sharing to
the receiving device; a sending unit, configured to
send, to the receiving device by using the connec-
tion, all image data corresponding to the user inter-
face of the application menu, so that the receiving
device displays the user interface of the application
menu according to all the image data; an obtaining
unit, configured to obtain a control instruction that is
sent by the receiving device by using the connection;
and a response unit, configured to: when the control
instruction meets a predetermined confidential con-
dition, make a response to the control instruction.
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[0034] With reference to the fifth aspect, in a first pos-
sible implementation manner of the fifth aspect,
the predetermined confidential condition includes: an op-
eration area corresponding to the control instruction and
a confidential area that is determined according to a pre-
set area or a setting operation of a user are not over-
lapped, where the confidential area is a partial area in
the user interface; or a display object corresponding to
the control instruction does not include a confidential dis-
play object, where the confidential display object is a part
of at least two display objects in the user interface of the
application menu of the sharing device.
[0035] According to a sixth aspect, an embodiment of
the present invention provides a receiving device, used
for screen sharing with a sharing device, where the re-
ceiving device includes:

a connection unit, configured to establish a connec-
tion used for screen sharing to the sharing device; a
receiving unit, configured to receive image data sent
by the sharing device, where the image data corre-
sponds to a part or all of a user interface of an ap-
plication menu displayed by the sharing device; a
display unit, configured to display the user interface
corresponding to the image data; an input unit, con-
figured to receive an operation instruction entered
by a user; a generation unit, configured to: when the
operation instruction meets a predetermined confi-
dential condition, generate a control instruction cor-
responding to the operation instruction; and a send-
ing unit, configured to send the control instruction to
the sharing device, so that the receiving device
makes a response to the control instruction.

[0036] With reference to the sixth aspect, in a first pos-
sible implementation manner of the sixth aspect,
the receiving unit is specifically configured to receive the
image data sent by the sharing device, where the image
data corresponds to all of the user interface of the appli-
cation menu displayed by the sharing device; and the
generation unit is specifically configured to: when the op-
eration instruction meets the predetermined confidential
condition, generate the control instruction corresponding
to the operation instruction, where the predetermined
confidential condition includes: an operation area corre-
sponding to the operation instruction is inside a noncon-
fidential area, where the nonconfidential area is a partial
area in the user interface of the application menu dis-
played by the sharing device; or an operation object of
the operation instruction is a nonconfidential display ob-
ject, where the nonconfidential display object is a part of
at least two display objects included in the user interface
of the application menu displayed by the sharing device.
[0037] With reference to the sixth aspect, in a second
possible implementation manner of the sixth aspect,
the receiving unit is specifically configured to receive the
image data that is sent by the sharing device correspond-
ing to the image data and that corresponds to a part of

the user interface of the application menu displayed by
the sharing device, where the part of the user interface
of the application menu displayed by the sharing device
is a shareable interface; and the predetermined confi-
dential condition includes: an operation area correspond-
ing to the operation instruction is in the shareable inter-
face, or an operation object of the operation instruction
is a display object in the shareable interface.
[0038] According to a seventh aspect, an embodiment
of the present invention provides a sharing device, used
for screen sharing with a receiving device, where the
sharing device includes:

an image output apparatus, a communications inter-
face, and a processor, where the image output ap-
paratus is configured to display a user interface of
an application menu; the communications interface
is configured to establish a connection used for
screen sharing to the receiving device; the processor
is configured to determine shareable image data,
where the shareable image data is a part of image
data corresponding to the user interface; and the
communications interface is further configured to
send the shareable image data to the receiving de-
vice by using the connection, so that the receiving
device displays the user interface of the application
menu according to the shareable image data.

[0039] With reference to the seventh aspect, in a first
possible implementation manner of the seventh aspect,
the processor is further configured to: before the share-
able image data is determined, determine a confidential
area in the user interface according to a preset area or
a setting operation of a user, where the confidential area
is a partial area in the user interface; and the process of
determining shareable image data includes: determining
that image data corresponding to a nonconfidential area
is the shareable image data, where the nonconfidential
area is an area in the user interface except the confiden-
tial area.
[0040] With reference to the seventh aspect, in a sec-
ond possible implementation manner of the seventh as-
pect,
the processor is further configured to: before the share-
able image data is determined, determine a nonconfi-
dential area in the user interface according to a preset
area or a setting operation of a user, where the noncon-
fidential area is a partial area in the user interface; and
the process of determining shareable image data in-
cludes: determining that image data corresponding to the
nonconfidential area is the shareable image data.
[0041] With reference to the seventh aspect, in a third
possible implementation manner of the seventh aspect,
the user interface includes at least two display objects;
the processor is further configured to: before the share-
able image data is determined, determine a confidential
display object in the user interface according to a setting
operation of a user or a preset display object, where the
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confidential display object is a part of the at least two
display objects; and the process of determining sharea-
ble image data includes: determining that image data cor-
responding to a nonconfidential display object is the shar-
eable image data, where the nonconfidential display ob-
ject is a display object of the at least two display objects
except the confidential display object.
[0042] With reference to the seventh aspect, in a fourth
possible implementation manner of the seventh aspect,
the user interface includes at least two display objects;
the processor is further configured to: before the share-
able image data is determined, determine a nonconfi-
dential display object in the user interface according to
a setting operation of a user or a preset display object,
where the nonconfidential display object is a part of the
at least two display objects; and the process of determin-
ing shareable image data includes: determining that im-
age data corresponding to the nonconfidential display
object is the shareable image data.
[0043] With reference to one of the seventh aspect or
the first to the fourth possible implementation manners
of the seventh aspect, in a fifth possible implementation
manner of the seventh aspect,
a predetermined trigger condition includes: receiving a
trigger instruction entered by the user, where the trigger
instruction is used to trigger execution of the determining
shareable image data; or determining that an operation
instruction entered by the user is not received within a
predetermined time period; or determining that a quantity
of receiving devices that have established a connection
to the sharing device exceeds a predetermined value.
[0044] With reference to the first possible implemen-
tation manner of the seventh aspect, in a sixth possible
implementation manner of the seventh aspect, the shar-
ing device includes:

an input apparatus, configured to receive the setting
operation of the user, where the processor is specif-
ically configured to: use, as the confidential area, a
rectangular area whose diagonal is a connecting line
between an operation start point and an operation
end point of the setting operation; or use, as the con-
fidential area, a closed area formed by a trajectory
of the setting operation; or use, as the confidential
area, an area in which an operation object corre-
sponding to the setting operation is displayed.

[0045] With reference to the third possible implemen-
tation manner of the seventh aspect, in a seventh possi-
ble implementation manner of the seventh aspect, the
sharing device includes:

an input apparatus, configured to receive the setting
operation of the user, where the processor is specif-
ically configured to: use, as the confidential display
object, a display object in a rectangular area whose
diagonal is a connecting line between an operation
start point and an operation end point of the setting

operation; or use, as the confidential display object,
a display object in a closed area formed by a trajec-
tory of the setting operation; or use, as the confiden-
tial display object, a displayed operation object cor-
responding to the setting operation.

[0046] With reference to one of the first, the fifth or the
sixth possible implementation manner of the seventh as-
pect, in an eighth possible implementation manner of the
seventh aspect,
the communications interface is further configured to ob-
tain a control instruction that is sent by the receiving de-
vice by using the connection; and the processor is further
configured to: when an operation area and the confiden-
tial area are overlapped, make no response to the control
instruction; or when an operation area and the confiden-
tial area are not overlapped, make a response to the con-
trol instruction.
[0047] With reference to the third possible implemen-
tation manner of the seventh aspect, in a ninth possible
implementation manner of the seventh aspect,
the communications interface is further configured to ob-
tain a control instruction that is sent by the receiving de-
vice by using the connection; and the processor is further
configured to: when a display object corresponding to
the control instruction includes the confidential display
object, make no response to the control instruction; or
when a display object corresponding to the control in-
struction does not include the confidential display object,
make a response to the control instruction.
[0048] According to an eighth aspect, an embodiment
of the present invention provides a sharing device, used
for screen sharing with a receiving device, where the
sharing device includes:

an image output apparatus, a communications inter-
face, and a processor, where the image output ap-
paratus is configured to display a user interface of
an application menu; the communications interface
is configured to: establish a connection used for
screen sharing to the receiving device; send, to the
receiving device by using the connection, all image
data corresponding to the user interface of the ap-
plication menu, so that the receiving device displays
the user interface of the application menu according
to all the image data; and obtain a control instruction
that is sent by the receiving device by using the con-
nection; and the processor is configured to: when
the control instruction meets a predetermined confi-
dential condition, make a response to the control in-
struction.

[0049] With reference to the eighth aspect, in a first
possible implementation manner of the eighth aspect,
the predetermined confidential condition includes: an op-
eration area corresponding to the control instruction and
a confidential area that is determined according to a pre-
set area or a setting operation of a user are not over-
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lapped, where the confidential area is a partial area in
the user interface; or a display object corresponding to
the control instruction does not include a confidential dis-
play object, where the confidential display object is a part
of at least two display objects in the user interface of the
application menu of the sharing device.
[0050] According to a ninth aspect, an embodiment of
the present invention provides a receiving device, used
for control of a sharing device in a screen sharing proc-
ess, where the receiving device includes:

an image output apparatus, a communications inter-
face, an input apparatus, and a processor, where
the communications interface is configured to: es-
tablish a connection used for screen sharing to the
sharing device, and receive image data sent by the
sharing device, where the image data corresponds
to a part or all of a user interface of an application
menu displayed by the sharing device; the image
output apparatus is configured to display the user
interface corresponding to the image data; the input
apparatus is configured to receive an operation in-
struction entered by a user; the processor is config-
ured to: when the operation instruction meets a pre-
determined confidential condition, generate a control
instruction corresponding to the operation instruc-
tion; and the communications interface is further con-
figured to send the control instruction to the sharing
device, so that the receiving device makes a re-
sponse to the control instruction.

[0051] With reference to the ninth aspect, in a first pos-
sible implementation manner of the ninth aspect,
the predetermined confidential condition includes: an op-
eration area corresponding to the operation instruction
is inside a nonconfidential area, where the nonconfiden-
tial area is a partial area in the user interface of the ap-
plication menu displayed by the sharing device; or an
operation object of the operation instruction is a noncon-
fidential display object, where the nonconfidential display
object is a part of at least two display objects included in
the user interface of the application menu displayed by
the sharing device.
[0052] With reference to the ninth aspect, in a second
possible implementation manner of the ninth aspect,
the predetermined confidential condition includes: an op-
eration area corresponding to the operation instruction
is in a shareable interface, or an operation object of the
operation instruction is a display object in a shareable
interface.
[0053] In the embodiments of the present invention, a
user interface of an application menu is displayed; a con-
nection used for screen sharing is established to a re-
ceiving device; shareable image data is determined,
where the shareable image data is a part of image data
corresponding to the user interface; and the shareable
image data is sent to the receiving device by using the
connection, so that the receiving device displays the user

interface of the application menu according to the shar-
eable image data. When this embodiment is used for
screen sharing, a sharing device may send shareable
image data to only a receiving device, and the receiving
device displays a user interface according to the share-
able image data, thereby making a manner of sharing of
a user interface of an application menu more flexible and
varied.

BRIEF DESCRIPTION OF DRAWINGS

[0054] To describe the technical solutions in the em-
bodiments of the present invention or in the prior art more
clearly, the following briefly describes the accompanying
drawings required for describing the embodiments or the
prior art. Apparently, a person of ordinary skill in the art
may still derive other drawings from these accompanying
drawings without creative efforts.

FIG. 1 is a flowchart of an embodiment of a screen
sharing method according to the present invention;
FIG. 2A is a flowchart of another embodiment of a
screen sharing method according to the present in-
vention;
FIG. 2B to FIG. 2E are schematic diagrams of man-
ners of connecting a sharing device and a receiving
device according to the present invention;
FIG. 2F to FIG. 2I are schematic diagrams of a setting
operation of a confidential area of a sharing device
according to the present invention;
FIG. 2J is a schematic diagram of a screen display
effect of a receiving device according to the present
invention;
FIG. 2K is a flowchart of another embodiment of a
screen sharing method according to the present in-
vention;
FIG. 3 is a flowchart of another embodiment of a
screen sharing method according to the present in-
vention;
FIG. 4 is a flowchart of another embodiment of a
screen sharing method according to the present in-
vention;
FIG. 5 is a schematic diagram of an embodiment of
a sharing device according to the present invention;
FIG. 6 is a schematic diagram of another embodi-
ment of a sharing device according to the present
invention;
FIG. 7 is a schematic diagram of another embodi-
ment of a receiving device according to the present
invention;
FIG. 8 is a schematic diagram of an embodiment of
a sharing device according to the present invention;
and
FIG. 9 is a schematic diagram of an embodiment of
a receiving device according to the present inven-
tion.
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DESCRIPTION OF EMBODIMENTS

[0055] To make a person skilled in the art understand
the technical solutions in the present invention better, the
following clearly and completely describes the technical
solutions in the embodiments of the present invention
with reference to the accompanying drawings in the em-
bodiments of the present invention. Apparently, the de-
scribed embodiments are merely a part rather than all of
the embodiments of the present invention. All other em-
bodiments obtained by a person of ordinary skill in the
art based on the embodiments of the present invention
without creative efforts shall fall within the protection
scope of the present invention.
[0056] In the embodiments of the present invention, a
sharing device is a device that provides screen data to
another device, and a receiving device is a device that
receives screen data. The sharing device and the receiv-
ing device are both devices that support a screen sharing
function, and are, for example, mobile telephones, mobile
computers, tablet computers, personal digital assistants
(Personal Digital Assistant, PDA for short), media play-
ers, smart televisions, and wearable devices.
[0057] In the embodiments of the present invention, in
the embodiments of the present invention, a user inter-
face (User Interface, UI for short) refers to a medium for
performing interaction and information exchange be-
tween a device and a user, and implements conversion
of information between a form inside a device and a form
acceptable to a human.
[0058] A user interface of an application menu refers
to a user interface in which application program icons are
displayed in a menu form. The user interface of the ap-
plication menu may include, but is not limited to, the fol-
lowing elements: a time, a battery status indicator, a Blue-
tooth indicator, one or more wireless communication sig-
nal strength indicators, and one or more application pro-
gram icons. The wireless communication signal strength
indicators may include one or more cellular signal indi-
cators and a Wi-Fi signal indicator. The application pro-
gram icon is used to activate a corresponding application
program. The application icon may include an icon of a
map application, a notepad application, an image man-
agement application, a camera application, a video play-
er application, or another application.
[0059] The user interface of the application menu may
include a notification bar area and a tray area. The time,
the battery status indicator, the Bluetooth indicator, and
the wireless communication signal strength indicators
may be set in the notification bar area. Application pro-
gram icons of frequently used applications such as a tel-
ephone application, an SMS message application, an
email client application, and a browser application may
be set in the tray area.
[0060] In the embodiments of the present invention, a
display object refers to an element or a set of elements
included in a user interface of an application menu. For
example, the display object may include one or a set of

multiple of elements such as a time display, a battery
status indicator, a Bluetooth indicator, a wireless com-
munication signal strength indicator, and an application
program icon. A device may reconstruct the user inter-
face of the application menu according to description in-
formation of all or some of the display objects in the user
interface of the application menu.
[0061] A confidential display object is a part of the dis-
play objects included in the user interface of the applica-
tion menu. Leakage of privacy of a user on a sharing
device may be caused by information provided by the
confidential display object to the user or an activatable
application program corresponding to the confidential
display object. The confidential display object may in-
clude an icon of an application program such as mobile
banking, a payment application, email, an SMS message
inbox, an instant application, or a picture browser.
[0062] A nonconfidential display object refers to re-
maining display objects of the display objects included
in the user interface of the application menu except the
confidential display object. Usually no leakage of privacy
of the user in the sharing device is caused by information
provided by the nonconfidential display object to the user
or an activatable application program corresponding to
the nonconfidential display object. The nonconfidential
object may include a display object such as a time dis-
play, a battery status indicator, a Bluetooth indicator, or
a wireless communication signal strength indicator.
[0063] A preset display object refers to one or more
display objects that are of the display objects included in
the user interface of the application menu and that are
specified by an operating system of the sharing device
or the user of the sharing device. According to a require-
ment, the preset display object may be considered as a
nonconfidential display object, or may be considered as
a confidential display object.
[0064] In the embodiments of the present invention, a
confidential area is a partial area in the user interface of
the application menu. Leakage of privacy of the user on
the sharing device may be caused by information dis-
played in the confidential area or information provided to
the user by an activatable application program corre-
sponding to a display object in the area. The confidential
area may be an area used to display an icon of an appli-
cation program such as mobile banking, a payment ap-
plication, email, an SMS message inbox, an instant ap-
plication, or a picture browser.
[0065] A nonconfidential area is another partial area in
the user interface of the application menu except the con-
fidential area. Usually no leakage of privacy of the user
in the sharing device is caused by information displayed
in the nonconfidential area or information provided to the
user by an activatable application program correspond-
ing to a display object in the nonconfidential area. The
nonconfidential area may include an area used to display
the following display objects: display objects such as a
time display, a battery status indicator, a Bluetooth indi-
cator, and a wireless communication signal strength in-
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dicator.
[0066] A preset area refers to a partial area specified
in advance by an operating system of the sharing device
or the user of the sharing device in the user interface of
the application menu. According to a requirement, the
preset area may be considered as a nonconfidential area,
or may be considered as a confidential area.
[0067] In the embodiments of the present invention, a
predetermined trigger condition refers to a preset condi-
tion of triggering the sharing device to determine share-
able image data. The sharing device may determine the
shareable image data when the predetermined trigger
condition is met. The predetermined trigger condition
may be set by default by the sharing device, or is set in
the sharing device by the user of the sharing device ac-
cording to an actual requirement.
[0068] In the embodiments of the present invention, an
operation instruction refers to an instruction sent by the
user to the sharing device or the receiving device, and
is used to instruct the sharing device or the receiving
device to run a specified application program, display
specified information in the user interface of the sharing
device or the receiving device, send information to the
sharing device or the receiving device, or perform anoth-
er operation. The operation instruction may include a
touch instruction, a speech instruction, a gesture instruc-
tion, and the like.
[0069] In the embodiments of the present invention, a
trigger instruction refers to an instruction of the user used
to trigger the sharing device to execute the step of de-
termining shareable image data. The sharing device de-
termines the shareable image data after receiving the
trigger instruction sent by the user. The trigger instruction
is one type of trigger condition, and is also one type of
operation instruction.
[0070] In the embodiments of the present invention, a
setting operation refers to an operation that is performed
by the user on the sharing device and that is used to set
a confidential area, a nonconfidential area, a confidential
display object or a nonconfidential display object. The
setting operation may be implemented by using an op-
eration instruction.
[0071] In the embodiments of the present invention,
original image data refers to all image data corresponding
to the user interface of the application menu. Display or
construction of a user interface consistent with the user
interface of the application menu displayed on a screen
of the sharing device may be completed according to the
original image data.
[0072] In the embodiments of the present invention,
the shareable image data refers to a part of image data
corresponding to the user interface. The shareable image
data may not include data that may cause leakage of
private information of a user on the sharing device during
screen sharing, and leakage of private information of the
user in the sharing device may be reduced according to
an image displayed by the shareable image data.
[0073] In the embodiments of the present invention, a

control instruction refers to an instruction sent by the re-
ceiving device to the sharing device, and is used to in-
struct the sharing device or the receiving device to run a
specified application program, display specified informa-
tion on the user interface of the sharing device or the
receiving device, send information to the sharing device
or the receiving device, or perform another operation.
[0074] A control instruction corresponding to the oper-
ation instruction refers to a control instruction that has an
effect that is the same as or corresponds to an effect of
the operation instruction.
[0075] A display object corresponding to the control
instruction refers to a display object specified by the con-
trol instruction, for example, an application program icon
specified by the control instruction.
[0076] Making a response to the control instruction re-
fers to that after receiving the control instruction, the shar-
ing device runs a specified application program accord-
ing to an indication of the control instruction or displays
specified information in the user interface of the sharing
device according to an indication of the control instruc-
tion.
[0077] Making no response to the control instruction
refers to that after receiving the control instruction, the
sharing device does not run a specified application pro-
gram according to an indication of the control instruction
or does not display specified information in the user in-
terface of the sharing device according to an indication
of the control instruction.
[0078] Ignoring the operation instruction refers to that
the control instruction corresponding to the operation in-
struction is not generated, and optionally, another sub-
sequent normal operation may continue to be performed,
or refers to that although the control instruction corre-
sponding to the operation instruction is generated, the
generated control instruction is not sent to the sharing
device, and optionally, another subsequent normal op-
eration may continue to be performed.
[0079] In the embodiments of the present invention, an
operation area refers to an area specified by the opera-
tion instruction or the control instruction in the user inter-
face, for example, a touch area of a user during a touch
operation, or an area determined according to coordinate
information included in the control instruction. An oper-
ation area corresponding to the control instruction refers
to an area specified by the control instruction. An oper-
ation area corresponding to the operation instruction re-
fers to an area specified by the operation instruction.
[0080] An operation object refers to a display object
specified by the operation instruction or the control in-
struction in the user interface, for example, an application
program icon of the user during the touch operation, or
an application program icon specified in the control in-
struction.
[0081] In the embodiments of the present invention, a
shareable user interface refers to a user interface dis-
played according to the shareable image data.
[0082] In the embodiments of the present invention,
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that areas are overlapped refers to that when there are
two areas in a same user interface, a part of one area is
also a part of the other area.
[0083] The present invention is described in detail be-
low with reference to the accompanying drawings.
[0084] Referring to FIG. 1, FIG. 1 is a flowchart of an
embodiment of a screen sharing method according to
the present invention. This embodiment may be executed
by a sharing device and is used for sharing a screen
between the sharing device and a receiving device.
[0085] Step 101: Display a user interface of an appli-
cation menu.
[0086] Before or after enabling a screen sharing func-
tion, the sharing device may display the user interface of
the application menu.
[0087] Step 102: Establish a connection for screen
sharing to the receiving device.
[0088] After enabling the screen function sharing, the
sharing device may first enable a wireless connection
function, so that the receiving device can establish a wire-
less connection to the sharing device, where the wireless
connection is used to implement screen sharing, so that
the receiving device can receive screen data of the shar-
ing device, and can send a control instruction to the shar-
ing device.
[0089] Step 103: Determine shareable image data,
where the shareable image data is a part of image data
corresponding to the user interface.
[0090] After the connection for screen sharing is es-
tablished, the sharing device may determine the share-
able image data, where the shareable image data is a
part of the image data corresponding to the user inter-
face.
[0091] In a possible implementation manner, before
the determining shareable image data, the sharing de-
vice may determine a confidential area in the user inter-
face according to a preset area or a setting operation of
a user; and then determine that image data correspond-
ing to a nonconfidential area is the shareable image data,
where the nonconfidential area is an area in the display
interface except the confidential area.
[0092] Before the determining a confidential area in
the user interface according to a setting operation of a
user, the sharing device may further first receive the set-
ting operation of the user; and during the determining a
confidential area, may: use, as the confidential area, a
rectangular area whose diagonal is a connecting line be-
tween an operation start point and an operation end point
of the setting operation; or use, as the confidential area,
a closed area formed by a trajectory of the setting oper-
ation; or use, as the confidential area, an area in which
an operation object corresponding to the setting opera-
tion is displayed.
[0093] In another possible implementation manner,
before the determining shareable image data, the sharing
device may also determine a nonconfidential area in the
user interface according to a preset area or a setting op-
eration of a user, where the nonconfidential area is a

partial area in the user interface; and then determine that
image data corresponding to the nonconfidential area is
the shareable image data.
[0094] Before the determining a nonconfidential area
in the user interface according to a setting operation of
a user, the sharing device may also first receive the set-
ting operation of the user; and then: use, as the noncon-
fidential area, a rectangular area whose diagonal is a
connecting line between an operation start point and an
operation end point of the setting operation; or use, as
the nonconfidential area, a closed area formed by a tra-
jectory of the setting operation; or use, as the nonconfi-
dential area, an area in which an operation object corre-
sponding to the setting operation is displayed.
[0095] In another possible implementation manner,
before the determining sharing data, the sharing device
may determine a confidential display object in the user
interface according to a preset area or a setting operation
of a user, where the confidential display object is a part
of at least two display objects; and then determine that
image data corresponding to a nonconfidential display
object is the shareable image data, where the nonconfi-
dential display object is a display object of the at least
two display objects except the confidential display object.
[0096] Before the determining a confidential display
object in the user interface according to a setting opera-
tion of a user, the sharing device may first receive the
setting operation of the user; and during determining the
confidential display object in the user interface, may: use,
as the confidential display object, a display object in a
rectangular area whose diagonal is a connecting line be-
tween an operation start point and an operation end point
of the setting operation; or use, as the confidential display
object, a display object in a closed area formed by a tra-
jectory of the setting operation; or use, as the confidential
display object, an operation object corresponding to the
setting operation.
[0097] In another possible implementation manner,
before the determining shareable image data, the sharing
device may also determine a nonconfidential display ob-
ject in the user interface according to a setting operation
of a user or a preset display object, where the nonconfi-
dential display object is a part of at least two display ob-
jects; and then determine that image data corresponding
to the nonconfidential display object is the shareable im-
age data.
[0098] Before the determining a confidential display
object in the user interface according to a setting opera-
tion of a user, the sharing device may also first receive
the setting operation of the user; and then: use, as the
nonconfidential display object, a display object in a rec-
tangular area whose diagonal is a connecting line be-
tween an operation start point and an operation end point
of the setting operation; or use, as the nonconfidential
display object, a display object in a closed area formed
by a trajectory of the setting operation; or use, as the
nonconfidential display object, an operation object cor-
responding to the setting operation.
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[0099] Before the determining shareable image data,
the method further includes at least one of the following
steps: receiving a trigger instruction entered by the user,
where the trigger instruction is used to trigger execution
of the determining shareable image data; or determining
that an operation instruction entered by the user is not
received within a predetermined time period; or deter-
mining that a quantity of receiving devices that have es-
tablished a connection to the sharing device exceeds a
predetermined value. The sharing device may determine
the shareable image data after receiving the trigger in-
struction entered by the user, determine the shareable
image data after receiving the trigger instruction entered
by the user, so that the user may determine, according
to a requirement, when to determine the shareable image
data, facilitating use by the user. Alternatively, the shar-
ing device may determine the shareable image data
when the operation instruction entered by the user is not
received within a predetermined time period, determine
the shareable image data when the operation instruction
entered by the user is not received within a predeter-
mined time period, so that security problems that occurs
when the user does not operate the sharing device for a
long time can be decreased. Alternatively, the sharing
device may determine the shareable image data when a
quantity of receiving devices that have established a con-
nection to the sharing device exceeds a predetermined
value, determine the shareable image data when a quan-
tity of receiving devices that have established a connec-
tion to the sharing device exceeds a predetermined val-
ue, so that security problems that occurs when there is
a large quantity of receiving devices can be decreased.
[0100] Step 104: Send the shareable image data to the
receiving device by using the connection, so that the re-
ceiving device displays the user interface of the applica-
tion menu according to the shareable image data.
[0101] After the shareable image data is determined,
the sharing device may send the shareable image data
to the receiving device by using the connection. When
sending the shareable image data, the sharing device
may encode the shareable image data, and send the
encoded shareable image data to the receiving device
by using the connection. After receiving the encoded
shareable image data, the receiving device decodes the
encoded shareable image data and displays the decoded
shareable image data.
[0102] When the shareable image data received by the
receiving device is a corresponding picture or video
stream, the picture or the video stream may be directly
displayed. When the shareable image data received by
the receiving device is description information, the re-
ceiving device may reconstruct a user interface of the
application menu according to the description informa-
tion and display the user interface of the application
menu.
[0103] In this embodiment, a user interface of an ap-
plication menu is displayed; a connection used for screen
sharing is established to a receiving device; shareable

image data is determined, where the shareable image
data is a part of image data corresponding to the user
interface; and the shareable image data is sent to the
receiving device by using the connection, so that the re-
ceiving device displays the user interface of the applica-
tion menu according to the shareable image data. When
this embodiment is used for screen sharing, a sharing
device may send shareable image data to only a receiv-
ing device, and the receiving device displays a user in-
terface of an application menu according to the shareable
image data, thereby making sharing of the user interface
of the application menu more flexible and varied.
[0104] Referring to FIG. 2A, FIG. 2A is a flowchart of
another embodiment of a screen sharing method accord-
ing to the present invention. The present invention is fur-
ther described below with reference to this embodiment.
[0105] Step 201: A sharing device enables a screen
sharing function.
[0106] The sharing device first enables the screen
sharing function and enters a screen sharing state. There
are multiple methods for enabling a screen sharing func-
tion, and a different sharing device may use a different
manner to enable the screen sharing function. For ex-
ample, if a screen sharing application program is installed
in the sharing device, after receiving an instruction, en-
tered by a user, on opening the screen sharing applica-
tion program, the sharing device enables the screen
sharing function. If a setting option of the screen sharing
function is provided in the sharing device, after the user
chooses so that the screen sharing function, the screen
sharing function is entered.
[0107] Step 202: After screen sharing is enabled, the
sharing device displays a user interface of an application
menu.
[0108] Before or after enabling the screen sharing
function, the sharing device uses an image output appa-
ratus of the sharing device to display the user interface
of the application menu. The user interface may include
multiple areas such as a notification bar area, a tray area,
and an icon area.
[0109] Step 203: The sharing device establishes a con-
nection used for screen sharing to a receiving device.
[0110] After the screen sharing function is enabled, a
connection that is used for screen sharing and that is
between the sharing device and the receiving device is
established.
[0111] After enabling the screen function sharing, the
sharing device turns on a wireless connection function,
so that the receiving device can establish a connection
used for screen sharing to the sharing device, which en-
ables the receiving device to receive display data sent
by the sharing device, and can enable the receiving de-
vice to send a control instruction to the sharing device.
The connection that is used for sharing a screen may be
specifically implemented according to any feasible wire-
less communication protocol, for example, the IEEE
802.15 protocol, or the IEEE 802.11 protocol, which in-
cludes, but is not limited to, Bluetooth, ZigBee ZigBee,
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and 802.11b/g/n/ac/ad/ah.
[0112] Using the IEEE 802.11 protocol as an example,
an AP-STA (Access Point-Station, access point-station)
mode, a wireless P2P (Peer to Peer) mode, an AP (Ac-
cess Point) repeat mode, a direct tunnel connection
mode and the like may be used to establish a connection
between the sharing device and the receiving device.
[0113] As shown in FIG. 2B, the sharing device and
the receiving device may establish a direct connection
by using an AP-STA mode. The sharing device may be
used as a wireless AP, and the receiving device is used
as a STA to discover the sharing device and establish a
connection to the sharing device.
[0114] As shown in FIG. 2C, the sharing device and
the receiving device may be directly connected by using
a Wi-Fi P2P mode. The sharing device may be used as
a GO (Group Owner, group owner) device of a wireless
P2P group, and the receiving device is used as a client
(Client) device of the P2P group and is connected to the
sharing device.
[0115] As shown in FIG. 2D, the sharing device may
establish a connection to the receiving device by means
of AP repeat. The sharing device and the receiving device
are both used as STAs to establish a connection to a first
AP. When display data needs to be transmitted, the shar-
ing device sends the display data to the AP, and the AP
then forwards the received display data to the receiving
device.
[0116] As shown in FIG. 2E, the sharing device and
the receiving device may establish a connection by using
a direct tunnel connection mode. The sharing device and
the receiving device are first used as STAs to separately
establish a connection to a second AP, and subsequently
a direct tunnel connection channel is established be-
tween the sharing device and the receiving device. When
display data needs to be transmitted, the sharing device
sends the display data to the receiving device by using
the direct tunnel connection channel.
[0117] Only several feasible solutions are listed above,
but the present invention is not limited thereto.
[0118] It should be noted herein that an execution order
between step 202 and step 203 is not limited in the
present invention.
[0119] Step 204: The sharing device determines a con-
fidential area in the user interface according to a setting
operation of a user.
[0120] There may be multiple types of setting opera-
tions of the user. For example, the user may complete
the setting operation for the sharing device by using a
peripheral device such as a mouse or a keyboard; or the
setting operation may be completed in a touch manner;
or the setting operation may be completed by means of
speech or by using a gesture or in another non-contact
manner. Only an example in which the user completes
the setting operation in a touch manner is used for de-
scription below:
[0121] In a specific implementation manner, the shar-
ing device may use, as the confidential area in the user

interface, a rectangular area determined according to a
touch trajectory of the user.
[0122] As shown in FIG. 2F, an operation start point of
a touch operation of the user is used as a first touch point,
an operation end point of the touch operation of the user
is used as a second touch point, and a rectangle whose
diagonal is a connecting line between the first touch point
and the second touch point is the specified confidential
area. Sides of a rectangular box are respectively parallel
to sides of a display interface of a screen of the sharing
device. The sharing device records location information
of a current selected area.
[0123] In addition, the sharing device may further pro-
vide an option menu bar in a pop-up manner. The option
menu bar is displayed in the middle of the screen. The
user selects a desired operation from an option menu to
complete a current setting of the confidential area. For
example, the option menu has "Cancel", "Reselect", and
"OK". When "Cancel" is selected, the current setting is
abandoned, and a first mobile terminal may cancel dis-
play of the option menu, cancel display of a rectangular
box of a selected area, cancel display of a translucent
layer, and exit a setting mode. When "Reselect" is se-
lected, it represents that the confidential area needs to
be reset, the first mobile terminal cancels a rectangular
box of a selected area and the option menu bar, and the
user may reexecute a setting step. After "OK" is selected,
the first mobile terminal cancels display of the option
menu, receive a rectangular box of a selected confiden-
tial area, and records a current selected area.
[0124] In another specific implementation manner, the
sharing device may use, as the confidential area in the
user interface, a closed area formed by a touch trajectory
of the user. The closed area formed by the touch trajec-
tory refers to an area enclosed by the touch trajectory.
[0125] As shown in FIG. 2G, the user touches a start
touch point with a finger or another body part, keeps con-
tact, moves the finger to draw a circle, and finally returns
to the start touch point and release the finger, so that an
icon or a display section that needs to be confidential is
included in the area enclosed by the touch trajectory of
the finger. The area enclosed by the touch trajectory is
the specified confidential area. Similarly, an option menu
bar may also be provided in a pop-up manner, making it
easy for the user to confirm the confidential area by using
a preset menu. For a specific process, refer to the fore-
going description.
[0126] During the determining of a confidential area, a
corresponding indication may also be provided in the us-
er interface. As shown in FIG. 2H, for example, a finger
is used to delimit a rectangular confidential area. The
sharing device may cover the delimited confidential area
with a new translucent layer, to prevent an application
under the translucent layer from being triggered; or block
the delimited confidential area directly, to prevent an ap-
plication under the translucent layer from being triggered
and seen. Most conventionally, the sharing device per-
forms no processing on a screen, and only a screen is
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captured and processed at a processing unit, that is, a
user of the sharing device sees a completely normal pic-
ture.
[0127] In another embodiment, the sharing device may
also determine a nonconfidential area in the user inter-
face according to the setting operation of the user. For
example, the sharing device may use, as the nonconfi-
dential area of the user interface, a rectangular area de-
termined according to a touch trajectory of the user, or
may use, as the nonconfidential area of the user inter-
face, a closed area formed by a touch trajectory of the
user. A manner of determining the nonconfidential area
is similar to a manner of determining the confidential area,
and no detailed description is provided herein.
[0128] In another embodiment, the sharing device may
also determine a confidential display object in the user
interface according to the setting operation of the user.
[0129] As shown in FIG. 2I, when the sharing device
enters a confidential area setting state, each application
program icon is processed to become clickable. The user
clicks an application icon that needs to be confidential,
and the corresponding application icon is the confidential
display object. Similarly, an option menu bar may also
be provided in a pop-up manner, making it easy for the
user to confirm the confidential display object by using a
preset menu. For a specific implementation manner of
the preset menu, refer to the foregoing description.
[0130] In another embodiment, the sharing device may
also determine a nonconfidential display object in the us-
er interface according to the setting operation of the user.
A manner of determining the nonconfidential display ob-
ject is similar to the foregoing manner of determining the
confidential display object, and no detailed description is
provided herein.
[0131] In another embodiment, the sharing device may
also use, after determining the confidential area, a dis-
play object included in the confidential area as the con-
fidential display object, or the sharing device may also
use, after determining the nonconfidential area, a display
object included in the nonconfidential area as the non-
confidential display object.
[0132] In another embodiment, if the sharing device
has saved positioning information of the confidential ar-
ea, the nonconfidential area, the confidential display ob-
ject or the nonconfidential display object, the sharing de-
vice may also determine the confidential area, the non-
confidential area, the confidential display object or the
nonconfidential display object according to the saved po-
sitioning information.
[0133] In another embodiment, the sharing device may
also use a preset area as the confidential area or the
nonconfidential area according to a requirement, or may
use a display object inside a preset area as the confiden-
tial display object or the nonconfidential display object.
[0134] For example, when the user interface of the ap-
plication menu includes a tray area, the sharing device
may directly use the tray area as the confidential area,
or may use, as the confidential display object, an icon

set in the tray area.
[0135] Step 205: Determine that image data corre-
sponding to a nonconfidential area is shareable image
data, where the nonconfidential area is an area in the
user interface except the confidential area.
[0136] After the confidential area is determined, the
receiving device first determines the nonconfidential area
according to the confidential area, where the nonconfi-
dential area is an area in the user interface except the
confidential area; then determines that image data cor-
responding to the nonconfidential area is the shareable
image data. If the sharing device has directly determined
the nonconfidential area, the sharing device may directly
determine that the image data corresponding to the non-
confidential area is the shareable image data.
[0137] An image of the nonconfidential area may be a
picture. The picture displays a part of a picture corre-
sponding to the application menu of the user interface.
Because the application menu of the user interface is
also displayed by a picture, and original display data usu-
ally includes pixels, a series of arrays may be used to
represent the original display data, where each pixel may
be represented by an array that includes a coordinate
value and a color value as array elements, where the
coordinate value denotes a location of the pixel point in
the user interface, and the color value denotes a color of
the pixel. An Android system device is used as an exam-
ple. Original display data provided by a SurfaceFlinger
service may be read, to obtain a series of arrays that
include pixel point coordinates (X, Y) and pixel point RGB
values as array elements. All arrays are combined to form
the complete original display data. The original display
data corresponding to the user interface of the application
menu already exists in a video RAM module of the shar-
ing device. Therefore, the sharing device may directly
obtain the shareable image data from the video RAM
module of the sharing device; or may first obtain the orig-
inal image data from the video RAM module of the sharing
device, and then generate the shareable image data ac-
cording to the original image data.
[0138] In a possible implementation manner, the shar-
ing device may also first determine all pixels inside the
nonconfidential area, and then obtain arrays correspond-
ing to these pixels from the video RAM module of the
sharing device. Arrays corresponding to all the pixels in-
side the nonconfidential area are combined to form the
shareable image data.
[0139] In another possible implementation manner, the
sharing device may first obtain the original image data
from the video RAM module, then delete a part, corre-
sponding to the confidential area, in the original display
data, and only keep a part of display data corresponding
to the nonconfidential area as the shareable image data,
or replace a part, corresponding to the confidential area,
in the original display data with replacement data, so as
to obtain the shareable image data.
[0140] When the confidential data, corresponding to
the confidential area, in the original display data is re-
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placed as replacement data, a new value may be as-
signed to a color value in an array corresponding to a
pixel inside the confidential area, to make the replace-
ment data be display data different from the confidential
data, making an image of the confidential area be confi-
dential. Screen data that is obtained after a color value
of each pixel point inside the confidential area is assigned
a new value is the shareable image data. For example,
when a pixel is represented by an array that includes a
coordinate value and an RGB value, an RGB value of
each pixel point inside the confidential area may be rep-
resented by (0, 0, 0) or (255, 255, 255), that is, each pixel
point inside the area is displayed to be black or white; or
values may be individually assigned to pixel points inside
the confidential area one by one according to a different
display effect.
[0141] In another possible implementation manner, in
another embodiment, after determining the confidential
display object or the nonconfidential display object, the
sharing device may determine that image data corre-
sponding to the nonconfidential display object is the shar-
eable image data, where the nonconfidential display ob-
ject is a display object of the at least two display objects
except the confidential display object.
[0142] For example, the sharing device may first de-
termine the nonconfidential display object, obtain de-
scription information of all nonconfidential display ob-
jects, then use the description information of all the non-
confidential display objects as the shareable image data.
[0143] In another embodiment, before determining the
shareable image data, the sharing device may further
determine whether a trigger condition of determining the
shareable image data is met. If the trigger condition is
met, the sharing device determines the shareable image
data, or if the trigger condition is not met, the sharing
device may directly send the original display data to the
receiving device.
[0144] In a possible implementation manner, reception
of a trigger instruction entered by the user may be used
as the trigger condition.
[0145] For example, the sharing device may determine
whether a setting instruction used to set the confidential
area in the user interface is received. If the setting in-
struction is received, the sharing device determines the
shareable image data. If the setting instruction is not re-
ceived, the sharing device does not need to determine
the shareable image data. The setting instruction may
be a speech instruction, a touch instruction, a gesture
instruction or the like sent by the user.
[0146] In another possible implementation manner,
whether a specific situation occurs within a predeter-
mined time may be used as the trigger condition.
[0147] For example, the sharing device may determine
whether no operation instruction entered by the user is
received within a predetermined time period. If no oper-
ation instruction entered by the user is received within
the predetermined time period, it indicates that the user
has not performed any operation on the sharing device

for a long time, and to prevent leakage of privacy of the
user, the shareable image data may be determined. The
predetermined time period is a time period arbitrarily set
according to a requirement, for example, predetermined
duration after a screen sharing function is enabled, or
predetermined duration after an operation instruction of
the user is received a previous time.
[0148] For another example, the sharing device may
determine whether a cancel instruction that is entered by
the user and that is used to cancel generation of the shar-
eable image data is not received within a predetermined
time period. If the cancel instruction is not received within
the predetermined time period, the shareable image data
is determined; or if the cancel instruction is received with-
in the predetermined time period, the shareable image
data does not need to be determined.
[0149] In another possible implementation manner,
whether a particular service situation occurs in the shar-
ing device may be used as the trigger condition.
[0150] For example, the sharing device may detect
whether a quantity of receiving devices that have estab-
lished a connection to the sharing device exceeds a pre-
determined value, or detect whether receiving devices
that have established a connection to the sharing device
include a predetermined device. If the sharing device
finds that the quantity of receiving devices that have es-
tablished a connection to the sharing device exceeds the
predetermined value, or the receiving devices include a
specific device or a specific type of devices, the shareable
image data is generated; otherwise, the shareable image
data does not need to be generated.
[0151] In another possible implementation manner,
content included in the original display data may be used
as the trigger condition. The sharing device may monitor
a change in the original display data at any time, and
generate the shareable image data when the original dis-
play data includes specific content.
[0152] For example, when finding that the original dis-
play data includes data corresponding to a picture of a
specific application prompt such as an SMS message
prompt, the sharing device generates the shareable im-
age data.
[0153] It should be noted herein that, according to a
different trigger condition, the sharing device may per-
form determining according to predetermined frequency
after the screen sharing function is enabled, until a pre-
determined trigger condition is met or the screen sharing
function is disabled.
[0154] It should be noted herein that, the present in-
vention does not further limit an order of executing step
202, step 203, step 204, and step 205, and the order of
executing the steps may be determined according to a
requirement.
[0155] Step 206: Send the shareable image data to the
receiving device by using the connection, so that the re-
ceiving device displays the user interface of the applica-
tion menu according to the shareable image data.
[0156] After the shareable image data is generated,
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the sharing device may perform compression and encod-
ing on the shareable image data, encapsulate a file that
is obtained after the compression and encoding, to obtain
a transmission stream, and then transmit the transmis-
sion stream, so as to send the shareable image data to
the receiving device.
[0157] There are multiple manners of compression and
encoding. For example, when the shareable image data
corresponds to the nonconfidential area, a format of the
shareable image data is usually a picture or a video
stream. When compression and encoding are performed
on the shareable image data, encoding may be per-
formed on the shareable image data in an encoding man-
ner provided in the H.264 standard. When encapsulation
is performed on the shareable image data obtained after
encoding, there may also be multiple encapsulation man-
ners. For example, encapsulation may be performed fol-
lowing a PES encapsulation method, to further encode
the shareable image data into an MPEG2-TS format for
transmission. During transmission of a transmission
stream, a manner of RTP transmission or another man-
ner may be used. When the shareable image data is de-
scription information, compression may be performed on
the description information to remove redundant data.
[0158] After receiving the shareable image data, the
receiving device displays an image according to the shar-
eable image data. When the shareable image data re-
ceived by the receiving device is a corresponding picture
or video stream, the picture or the video stream may be
directly displayed. When the shareable image data re-
ceived by the receiving device is description information,
the receiving device may reconstruct a user interface of
the application menu according to the description infor-
mation and display the user interface of the application
menu.
[0159] Referring to FIG. 2J, FIG. 2J is a schematic di-
agram of a screen effect of the receiving device according
to the present invention. By means of this embodiment,
data displayed in the confidential area of the receiving
device may be different from data display in the confi-
dential area of the sharing device. Therefore, an effect
of protecting private information from leakage is
achieved.
[0160] By means of this embodiment, the confidential
area in the user interface may be set according to a re-
quirement, and when sending screen data to the receiv-
ing device, the sharing device does not send a part cor-
responding to the confidential area, to prevent an original
image in the confidential area from being displayed on
the receiving device, so that leakage of private informa-
tion caused by image display can be effectively avoided.
[0161] To prevent leakage of private information of the
user in the sharing device as the user performs an oper-
ation on the sharing device by using the receiving device,
as shown in FIG. 2K, after step 207, the method may
further include:

Step 207: The sharing device obtains a control in-

struction that is sent by the receiving device by using
the connection.

[0162] In a screen sharing process, the sharing device
may detect whether the control instruction from the re-
ceiving device is received. The control instruction may
be generated by the receiving device in response to an
operation of the user on the receiving device. The re-
ceived instruction may include information such as coor-
dinates of a touch location of the user in the receiving
device.
[0163] Step 208: Determine an operation area corre-
sponding to the control instruction.
[0164] After receiving the control instruction sent by
the receiving device, the sharing device determines the
operation area corresponding to the control instruction
according to information included in the control instruc-
tion.
[0165] For example, the sharing device may first ob-
tain, from the information included in the control instruc-
tion, a first coordinate range of a touch when the user
performs a touch operation on the receiving device, and
then determines, according to the first coordinate range,
an area in which an operation according to the control
instruction is performed on the user interface, displaying
a menu, of the receiving device. When the first coordinate
range is a coordinate range in which the user performs
an operation on the user interface of the receiving device,
because the user interface of the receiving device and
the user interface of the sharing device may be different
in aspects such as size, proportion, and resolution, the
first coordinate range in the user interface of the receiving
device further needs to be converted according to a con-
version relationship between coordinates in the user in-
terface of the receiving device and coordinates in the
user interface of the sharing device into a second coor-
dinate range of performing an operation on the user in-
terface of the sharing device. Next, an operation area
corresponding to the control instruction in the user inter-
face, displaying a menu, of the receiving device is deter-
mined according to the second coordinate range.
[0166] In another embodiment, after receiving the con-
trol instruction sent by the receiving device, the sharing
device may determine a display object corresponding to
the control instruction according to the control instruction.
[0167] For example, the sharing device may determine
the operation area corresponding to the control instruc-
tion according to the information included in the control
instruction, and then use, as a display object correspond-
ing to the control instruction, a display object included in
the operation area corresponding to the control instruc-
tion.
[0168] Step 209: If the operation area and the confi-
dential area are overlapped, make no response to the
control instruction; or if the operation area and the con-
fidential area are not overlapped, make a response to
the control instruction.
[0169] Because the confidential area and the operation
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area are both areas in the display interface of the sharing
device, after the operation area is determined, the shar-
ing device may determine whether the operation area
and the confidential area are overlapped.
[0170] If the operation area and the confidential area
are not overlapped, it indicates that the receiving device
intends to perform an operation in an area that is in the
user interface and in which private information of the user
of the sharing device is not leaked, and a response made
by the sharing device to the control instruction does not
cause leakage of the private information in the sharing
device. In this case, the sharing device may make a re-
sponse to the control instruction. If the operation area
and the confidential area are overlapped, it indicates that
the receiving device intends to perform an operation in
an area that is in the user interface and in which the pri-
vate information of the user of the sharing device may
be leaked, and a response made by the sharing device
to the control instruction may cause leakage of the private
information in the sharing device. In this case, the sharing
device may make no response to the control instruction.
[0171] In another embodiment, when the control in-
struction corresponds to a display object, if the display
object corresponding to the control instruction includes
the confidential display object, no response is made to
the control instruction; or if the display object correspond-
ing to the control instruction does not include the confi-
dential display object, a response is made to the control
instruction.
[0172] If the display object corresponding to the control
instruction does not include the confidential display ob-
ject, it indicates that the receiving device intends to per-
form an operation on a display object that does not leak
the private information of the user of the sharing device,
and a response made by the sharing device to the control
instruction does not cause leakage of the private infor-
mation in the sharing device. In this case, the sharing
device may make a response to the control instruction.
If the display object corresponding to the control instruc-
tion includes the confidential display object, it indicates
that the receiving device intends to perform an operation
on a display object that may leak the private information
of the user of the sharing device, and a response made
by the sharing device to the control instruction may cause
leakage of the private information in the sharing device.
In this case, the sharing device may make no response
to the control instruction.
[0173] By means of this embodiment, a sharing device
may send shareable image data corresponding to a non-
confidential area to only a receiving device; and make a
response to only a control instruction that meets a pre-
determined confidential condition, thereby effectively
avoiding leakage of private information of a user in the
sharing device when original image data is sent to the
receiving device and responses are made to all control
instructions, and decreasing security problems in a proc-
ess of screen sharing.
[0174] Referring to FIG. 3, FIG. 3 is a flowchart of an

embodiment of a control method during screen sharing
according to the present invention. This embodiment may
be executed by a sharing device.
[0175] Step 301: Display a user interface of an appli-
cation menu.
[0176] Step 302: Establish a connection used for
screen sharing to a receiving device.
[0177] It should be noted herein that, step 301 and step
302 are similar to the steps in the foregoing embodiment,
and no detailed description is provided herein. For related
parts, refer to the foregoing embodiment. It should be
noted herein that an execution order between step 301
and step 302 is not limited in this embodiment.
[0178] Step 303: Send, to the receiving device by using
the connection, all image data corresponding to the user
interface of the application menu, so that the receiving
device displays the user interface of the application menu
according to all the image data.
[0179] After the connection is established, a sending
device sends all image data corresponding to the user
interface of the application menu to the receiving device,
that is, after the connection is established, the sending
device sends original image data to the receiving device.
[0180] Step 304: Obtain a control instruction that is
sent by the receiving device by using the connection.
[0181] Step 305: When the control instruction meets a
predetermined confidential condition, make a response
to the control instruction.
[0182] After receiving the control instruction, the re-
ceiving device may determine whether the control in-
struction meets the predetermined confidential condition.
When the control instruction meets the predetermined
confidential condition, the sharing device makes a re-
sponse to the control instruction; or when the control in-
struction does not meet the predetermined confidential
condition, the sharing device makes no response to the
control instruction.
[0183] The predetermined confidential condition may
refer to that an operation area corresponding to the con-
trol instruction and a confidential area are not overlapped.
The receiving device may determine the confidential area
in the user interface according to a preset area or a setting
operation of a user, and then determine whether the op-
eration area corresponding to the control instruction and
the confidential area are overlapped. When the operation
area corresponding to the control instruction and the con-
fidential area are not overlapped, a response is made to
the control instruction.
[0184] The predetermined confidential condition may
also refer to that a display object corresponding to the
control instruction does not include a confidential display
object, where the confidential display object is a part of
at least two display objects in the user interface of the
application menu of the sharing device.
[0185] The receiving device may determine the confi-
dential display object in the user interface according to
the preset area or the setting operation of the user, and
then determine whether a display object corresponding
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to the control instruction includes the confidential display
object. When the display object corresponding to the con-
trol instruction does not include the confidential display
object, a response is made to the control instruction.
[0186] When the sharing device determines the confi-
dential display object in the user interface, in another
embodiment, if the display object corresponding to the
control instruction includes the confidential display ob-
ject, the sharing device makes no response to the control
instruction; or if the display object corresponding to the
control instruction does not include the confidential dis-
play object, the sharing device makes a response to the
control instruction.
[0187] Because the steps in this embodiment are sim-
ilar to the steps in the foregoing embodiments, for related
parts, refer to the foregoing embodiment, and no detailed
description is provided herein.
[0188] By means of this embodiment, a sharing device
makes a response to a control instruction only when the
control instruction meets a predetermined confidential
condition, thereby reducing possible leakage of private
information of a user in the sharing device because re-
sponses are made to all control instructions, and de-
creasing security problems caused when a response is
made to a control instruction.
[0189] Referring to FIG. 4, FIG. 4 is a flowchart of an-
other embodiment of a screen sharing method according
to the present invention. This embodiment may be exe-
cuted by a receiving device.
[0190] Step 401: Establish a connection used for
screen sharing to a sharing device.
[0191] For a specific manner of establishing a connec-
tion that is between the receiving device and the sharing
device and that is used for screen sharing, refer to the
foregoing embodiment, and no detailed description is
provided herein.
[0192] Step 402: Receive image data sent by the shar-
ing device, where the image data corresponds to a part
or all of a user interface of an application menu displayed
by the sharing device.
[0193] The image data received by the receiving de-
vice may be original image data, or may be shareable
image data. For a specific manner in which the sharing
device generates and sends the image data, refer to the
foregoing embodiment, and no detailed description is
provided herein.
[0194] Step 403: Display the user interface corre-
sponding to the image data.
[0195] When the image data corresponds to all content
of the user interface of the application menu displayed
by the sharing device, that is, when the receiving device
receives the original image data, the receiving device
displays a complete image interface corresponding to
the original image data.
[0196] When the image data corresponds to a part of
the user interface of the application menu displayed by
the sharing device, the part of the user interface of the
application menu displayed by the sharing device is a

shareable interface. Specifically, when the shareable im-
age data is image data corresponding to a nonconfiden-
tial area, the receiving device may display the user inter-
face of the application menu according to the shareable
image data. For example, when the shareable image da-
ta is a picture or a video stream, the receiving device may
directly display the picture or the video stream. When the
shareable image data is image data corresponding to a
nonconfidential display object, the receiving device may
construct a user interface according to description infor-
mation of the nonconfidential display object that is includ-
ed in the shareable image data and display the user in-
terface.
[0197] Step 404: Receive an operation instruction en-
tered by a user.
[0198] The receiving device may receive the operation
instruction entered by the user.
[0199] Step 405: When the operation instruction meets
a predetermined confidential condition, generate a con-
trol instruction corresponding to the operation instruction.
[0200] When the operation instruction meets the pre-
determined confidential condition, the receiving device
generates the control instruction corresponding to the
operation instruction. When the operation instruction
does not meet the predetermined confidential condition,
the receiving device ignores the operation instruction.
The ignoring the operation instruction refers to that the
control instruction corresponding to the operation instruc-
tion is not generated, or although the control instruction
corresponding to the operation instruction is generated,
the control instruction is not sent to the sharing device.
[0201] The confidential condition may be that an oper-
ation area corresponding to the operation instruction is
inside a nonconfidential area, or may be that an operation
object of the operation instruction is a nonconfidential
display object. The nonconfidential area is a partial area
in the user interface of the application menu displayed
by the sharing device. The nonconfidential display object
is a part of at least two display objects included in the
user interface of the application menu displayed by the
sharing device.
[0202] In a possible implementation manner, after re-
ceiving the operation instruction entered by the user, the
receiving device first determines the operation area cor-
responding to the operation instruction, and then deter-
mines whether the operation area is inside the noncon-
fidential area. When the operation area is inside the non-
confidential area, the receiving device generates the con-
trol instruction corresponding to the operation instruction.
When the operation area corresponding to the operation
instruction is partially or completely outside the shareable
user interface, the receiving device ignores the operation
instruction.
[0203] In a possible implementation manner, after re-
ceiving the operation instruction entered by the user, the
receiving device determines the operation object of the
operation instruction. When the operation object of the
operation instruction is a display object in the shareable
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user interface, the the receiving device generates the
control instruction corresponding to the operation instruc-
tion. When the operation object of the operation instruc-
tion is not a display object in the shareable user interface,
the receiving device ignores the operation instruction.
[0204] The ignoring the operation instruction refers to
that the control instruction corresponding to the operation
instruction is not generated, or although the control in-
struction corresponding to the operation instruction is
generated, the control instruction is not sent to the shar-
ing device.
[0205] Step 406: Send the control instruction to the
sharing device, so that the receiving device makes a re-
sponse to the control instruction.
[0206] After the control control instruction is generated,
the receiving device sends the control instruction to a
control device, so that the sharing device can make a
response to the control instruction.
[0207] By means of this embodiment, a receiving de-
vice may generate a control instruction only when a pre-
determined confidential condition is met, so that leakage
of private information of a user in the receiving device
because of an operation instruction entered by the user
can be prevented, thereby decreasing security problems
caused to a sharing device because a response is made
to the operation instruction entered by the user.
[0208] Corresponding to the screen sharing method of
the present invention, the present invention further pro-
vides a sharing device and a receiving device.
[0209] As shown in FIG. 5, FIG. 5 is a schematic dia-
gram of an embodiment of a sharing device according to
the present invention. The sharing device includes a dis-
play unit 501, a connection unit 502, a generation unit
503, and a sending unit 504.
[0210] The display unit 501 is configured to display a
user interface of an application menu.
[0211] The connection unit 502 is configured to estab-
lish a connection used for screen sharing to a receiving
device.
[0212] The generation unit 503 is configured to deter-
mine shareable image data, where the shareable image
data is a part of image data corresponding to the user
interface.
[0213] The sending unit 504 is configured to send the
shareable image data to the receiving device by using
the connection, so that the receiving device displays the
user interface of the application menu according to the
shareable image data.
[0214] In another embodiment, the device may further
include: a determining unit.
[0215] In a possible implementation manner,
the determining unit may be configured to determine a
confidential area in the user interface according to a pre-
set area or a setting operation of a user, where the con-
fidential area is a partial area in the user interface; and
the generation unit 503 may be configured to determine
that image data corresponding to a nonconfidential area
is the shareable image data, where the nonconfidential

area is an area in the user interface except the confiden-
tial area.
[0216] In another possible implementation manner,
the determining unit may be configured to determine a
nonconfidential area in the user interface according to a
preset area or a setting operation of a user, where the
nonconfidential area is a partial area in the user interface;
and the generation unit 503 may be configured to deter-
mine that image data corresponding to the nonconfiden-
tial area is the shareable image data.
[0217] In another possible implementation manner, the
user interface includes at least two display objects; and
the determining unit may be configured to determine a
confidential display object in the user interface according
to a setting operation of a user or a preset display object,
where the confidential display object is a part of the at
least two display objects; and the generation unit 503,
may be configured to determine that image data corre-
sponding to a nonconfidential display object is the shar-
eable image data, where the nonconfidential display ob-
ject is a display object of the at least two display objects
except the confidential display object.
[0218] In another possible implementation manner, the
user interface includes at least two display objects; and
the determining unit may be configured to determine a
nonconfidential display object in the user interface ac-
cording to a setting operation of a user or a preset display
object, where the nonconfidential display object is a part
of the at least two display objects; and the generation
unit 503 may be configured to determine that image data
corresponding to the nonconfidential display object is the
shareable image data.
[0219] In another embodiment, the generation unit 503
may determine the shareable image data when the fol-
lowing trigger condition is met: receiving a trigger instruc-
tion entered by the user, where the trigger instruction is
used to trigger execution of the determining shareable
image data; or determining that an operation instruction
entered by the user is not received within a predeter-
mined time period; or determining that a quantity of re-
ceiving devices that have established a connection to the
sharing device exceeds a predetermined value.
[0220] In another embodiment, the device may further
include: a receiving unit.
[0221] In another possible implementation manner,
the receiving unit may be configured to receive the setting
operation of the user; and the determining unit may be
configured to: use, as the confidential area, a rectangular
area whose diagonal is a connecting line between an
operation start point and an operation end point of the
setting operation; or use, as the confidential area, a
closed area formed by a trajectory of the setting opera-
tion; or use, as the confidential area, an area in which an
operation object corresponding to the setting operation
is displayed.
[0222] In another possible implementation manner,
the receiving unit may be configured to receive the setting
operation of the user; and the determining unit may be
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configured to: use, as the confidential display object, a
display object in a rectangular area whose diagonal is a
connecting line between an operation start point and an
operation end point of the setting operation; or use, as
the confidential display object, a display object in a closed
area formed by a trajectory of the setting operation; or
use, as the confidential display object, a displayed oper-
ation object corresponding to the setting operation.
[0223] In another embodiment, the device further in-
cludes: an obtaining unit, a positioning unit, and a re-
sponse unit.
[0224] In another possible implementation manner,
the obtaining unit may be configured to obtain a control
instruction that is sent by the receiving device by using
the connection;
the positioning unit may be configured to determine an
operation area corresponding to the control instruction;
and
the response unit may be configured to: when the oper-
ation area and the confidential area are overlapped,
make no response to the control instruction; or when the
operation area and the confidential area are not over-
lapped, make a response to the control instruction.
[0225] In another possible implementation manner,
the obtaining unit may be configured to obtain a control
instruction that is sent by the receiving device by using
the connection;
the positioning unit may be configured to determine a
display object corresponding to the control instruction;
and
the response unit may be configured to: when the display
object corresponding to the control instruction includes
the confidential display object, make no response to the
control instruction; or when the display object corre-
sponding to the control instruction does not include the
confidential display object, make a response to the con-
trol instruction.
[0226] By means of this embodiment, the sharing de-
vice may send shareable image data to only a receiving
device, thereby effectively avoiding leakage of private
information of a user in the sharing device because orig-
inal image data is sent to the receiving device, and de-
ceasing security problems in a process of screen sharing.
[0227] As shown in FIG. 6, FIG. 6 is a schematic dia-
gram of another embodiment of a sharing device accord-
ing to the present invention. The sharing device includes
a display unit 601, a connection unit 602, a sending unit
603, an obtaining unit 604, and a response unit 605.
[0228] The display unit 601 is configured to display a
user interface of an application menu.
[0229] The connection unit 602 is configured to estab-
lish a connection used for screen sharing to a receiving
device.
[0230] The sending unit 603 is configured to send, to
the receiving device by using the connection, all image
data corresponding to the user interface of the application
menu, so that the receiving device displays the user in-
terface of the application menu according to all the image

data.
[0231] The obtaining unit 604 is configured to obtain a
control instruction that is sent by the receiving device by
using the connection.
[0232] The response unit 605 is configured to: when
the control instruction meets a predetermined confiden-
tial condition, make a response to the control instruction.
[0233] In a possible implementation manner,
the response unit 605 is specifically configured to: when
the control instruction meets the following predetermined
confidential condition, make a response to the control
instruction:
an operation area corresponding to the control instruction
and a confidential area that is determined according to
a preset area or a setting operation of a user are not
overlapped, where the confidential area is a partial area
in the user interface; or a display object corresponding
to the control instruction does not include a confidential
display object, where the confidential display object is a
part of at least two display objects in the user interface
of the application menu of the sharing device.
[0234] By means of this embodiment, the sharing de-
vice makes a response to a control instruction only when
the control instruction meets a predetermined confiden-
tial condition, so that possible leakage of private infor-
mation of a user in the sharing device because responses
are made to all control instructions may be reduced,
thereby decreasing security problems in a process of
screen sharing.
[0235] As shown in FIG. 7, FIG. 7 is a schematic dia-
gram of an embodiment of a receiving device according
to the present invention. The receiving device includes
a connection unit 701, a receiving unit 702, a display unit
703, an input unit 704, a generation unit 705, and a send-
ing unit 706.
[0236] The connection unit 701 is configured to estab-
lish a connection used for screen sharing to a sharing
device.
[0237] The receiving unit 702 is configured to receive,
by using the connection, image data sent by the sharing
device, where the image data corresponds to a part or
all of a user interface of an application menu displayed
by the sharing device.
[0238] The display unit 703 is configured to display the
user interface corresponding to the image data.
[0239] The input unit 704 is configured to receive an
operation instruction entered by a user.
[0240] The generation unit 705 is configured to: when
the operation instruction meets a predetermined confi-
dential condition, generate a control instruction corre-
sponding to the operation instruction.
[0241] The sending unit 706 is configured to send the
control instruction to the sharing device by using the con-
nection, so that the receiving device makes a response
to the control instruction.
[0242] In a possible implementation manner,
the receiving unit 702 may be configured to receive the
image data sent by the sharing device, where the image
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data corresponds to all of the user interface of the appli-
cation menu displayed by the sharing device; and
the generation unit 705 is configured to: when the oper-
ation instruction meets the predetermined confidential
condition, generate the control instruction corresponding
to the operation instruction, where the predetermined
confidential condition includes: a nonconfidential area is
a partial area in the user interface of the application menu
displayed by the sharing device; or an operation object
of the operation instruction is a nonconfidential display
object, where the nonconfidential display object is a part
of at least two display objects included in the user inter-
face of the application menu displayed by the sharing
device.
[0243] In a possible implementation manner,
the receiving unit 702 may be configured to receive the
image data sent by the sharing device, where the image
data corresponds to a part of the user interface of the
application menu displayed by the sharing device, and
the part of the user interface of the application menu dis-
played by the sharing device is a shareable interface; and
the generation unit 705 is configured to: when the oper-
ation instruction meets the predetermined confidential
condition, generate the control instruction corresponding
to the operation instruction, and the predetermined con-
fidential condition includes: an operation area corre-
sponding to the operation instruction is in the shareable
interface, or an operation object of the operation instruc-
tion is a display object in the shareable interface.
[0244] In a possible implementation manner, when the
operation instruction meets the predetermined confiden-
tial condition, the generation unit 705 may not generate
the control instruction corresponding to the operation in-
struction; or although the generation unit 705 generates
the control instruction corresponding to the operation in-
struction, the sending unit 706 does not send the control
instruction to the sharing device.
[0245] By means of this embodiment, the receiving de-
vice may generate a control instruction only when a pre-
determined confidential condition is met, so that leakage
of private information of a user in the receiving device
because of an operation instruction entered by the user
can be prevented.
[0246] Referring to FIG. 8, FIG. 8 is a schematic dia-
gram of another embodiment of a sharing device accord-
ing to the present invention. The sharing device is used
for screen sharing with a receiving device.
[0247] As shown in FIG. 8, the sharing device includes
components such as an input apparatus 801, a processor
802, an output apparatus 803, a communications inter-
face 804, a memory 805, and a peripheral interface 806.
These components perform communication by using one
or more buses. A person skilled in the art may understand
that a structure of an electronic device shown in the figure
does not constitute any limitation to the present invention.
The present invention may be a bus-form structure, or
may be a star-shaped structure, and may further include
more or fewer components than those shown in the fig-

ure, or some components are combined, or a different
component deployment may be used. In an implemen-
tation manner of the present invention, the sharing device
and the receiving device may both be any mobile or port-
able electronic device, including, but not limited to: mobile
telephones, mobile computers, tablet computers, per-
sonal digital assistants (Personal Digital Assistant, PDA),
media players, smart televisions, and a combination of
two or more of the foregoing items.
[0248] The input apparatus 801 is configured to imple-
ment interaction between a user and an electronic device
and/or input of information to an electronic device. For
example, the input apparatus 801 may receive digit or
character information entered by the user, to generate a
signal input related to a setting of the user or function
control. In a specific implementation manner of the
present invention, the input apparatus 801 may be a
touch panel, or may be another human-computer inter-
action interface such as a physical input key or a micro-
phone, or may be another external information capturing
apparatus such as a camera. The touch panel, which is
also referred to as a touchscreen or a touch screen, can
collect a touch operation action performed by the user
on the touch panel or an operation action performed by
the user near the touch panel, for example, an operation
action performed by the user on the touch panel or at a
position near the touch panel by using any suitable object
or accessory such as a finger or a stylus, and drive a
corresponding connection apparatus according to a pre-
set program. Optionally, the touch panel may include two
parts: a touch detection apparatus and a touch controller.
The touch detection apparatus detects a touch operation
of the user, converts the detected touch operation into
an electrical signal, and transmits the electrical signal to
the touch controller. The touch controller receives the
electrical signal from the touch detection apparatus, con-
verts the electrical signal into coordinates of a touch point,
and then sends the coordinates to a processing unit. The
touch controller may further receive a command sent by
the processing unit and execute the command. In addi-
tion, the touch panel may be a resistive, capacitive, in-
frared (Infrared), or surface acoustic wave touch panel.
In another implementation manner of the present inven-
tion, the physical input key used by the input apparatus
801 may include, but is not limited to, one or more of a
physical keyboard, a functional key (such as a volume
control key or a switch key), a trackball, a mouse, or a
joystick. The input apparatus 801 in a microphone form
may collect speech entered by the user or from an envi-
ronment and convert the speech into a command that is
in an electrical signal form and that can be executed by
the processing unit.
[0249] In some other implementation manners of the
present invention, the input apparatus 801 may further
be various types of sensors, for example, a Hall device,
configured to detect physical quantities of the electronic
device, such as a force, a torque, a pressure, a stress,
a location, a displacement, a speed, an acceleration, an
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angle, an angular velocity, revolutions, a rotating speed,
and a time when a working state changes, and converts
the physical quantities into electric quantities for detec-
tion and control. Some other sensors may include a grav-
ity sensor, a tri-axis accelerometer, a gyroscope, and the
like.
[0250] The processor 802 is a control center of the
electronic device, connects parts of the entire electronic
device by using various interfaces and lines, and runs or
executes a software program and/or module stored in
the memory 805 and invokes data stored in the memory
805 to perform various functions of the electronic device
and/or process data. The processor 802 may include an
integrated circuit (Integrated Circuit, IC for short), for ex-
ample, may include a single packaged IC, or may include
multiple successive packaged ICs that have a same func-
tion or different functions. For example, the processor
802 may include only a central processing unit (Central
Processing Unit, CPU for short), or may be a combination
of a GPU, a digital signal processor (Digital Signal Proc-
essor, DSP for short), and a control chip (for example, a
baseband chip) that is in the communications interface
804. In an implementation manner of the present inven-
tion, the CPU may be a single computing core or may
include multiple computing cores.
[0251] The communications interface 804 is config-
ured to establish a communication channel, so that the
sharing device is connected to the receiving device by
using the communication channel. The communications
interface 804 may include a communications module
such as a wireless local area network (Wireless Local
Area Network, wireless LAN for short) module, a Blue-
tooth module, or a baseband (Base Band) module, and
a radio frequency (Radio Frequency, RF for short) circuit
corresponding to the communications module, where the
radio frequency circuit is configured to perform wireless
local area network communication, Bluetooth communi-
cation, infrared communication, and/or cellular commu-
nications system communication, for example, Wide-
band Code Division Multiple Access (Wideband Code
Division Multiple Access, W-CDMA for short) and/or High
Speed Downlink Packet Access (High Speed Downlink
Packet Access, HSDPA for short). The communications
module is configured to control communication between
components in the electronic device, and may support
direct memory access (Direct Memory Access).
[0252] In different implementation manners of the
present invention, various communications modules in
the communications interface 804 generally appear in a
form of integrated circuit chips (Integrated Circuit Chip),
and may be combined selectively, but the communica-
tions interface 804 does not need to include all the com-
munications modules and corresponding antenna
groups. For example, the communications interface 804
may include only a baseband chip, a radio frequency
chip, and a corresponding antenna to provide a commu-
nication function in a cellular communications system.
The electronic device may be connected to a cellular net-

work (Cellular Network) or the Internet (Internet) by
means of a wireless communication connection, for ex-
ample, wireless local area network access or WCDMA
access, established by the communications interface
804. In some optional implementation manners of the
present invention, the communications module, for ex-
ample, a baseband module in the communications inter-
face 804 may be integrated into the processor 802; an
APQ+MDM series platform provided by the Qualcomm
(Qualcomm) company is a typical example.
[0253] The radio frequency circuit is configured to re-
ceive and send a signal during an information receiving
and sending process or during a call. For example, a
transmission stream of shared screen data processed
by the sharing device is transferred to the receiving de-
vice, and a touch instruction returned by the receiving
device is received. Generally, the radio frequency circuit
includes a commonly known circuit configured to perform
these functions, and includes, but is not limited to, an
antenna system, a radio frequency transceiver, one or
more amplifiers, a tuner, one or more oscillators, a digital
signal processor, a codec (Codec) chipset, a subscriber
identity module (SIM) card, and a memory. In addition,
the radio frequency circuit may further communicate with
a network and another device by means of wireless com-
munication. The wireless communication may use any
communications standard or protocol, which includes,
but is not limited to, a GSM (Global System of Mobile
communication, Global System for Mobile Communica-
tions), a GPRS (General Packet Radio Service, general
packet radio service), CDMA (Code Division Multiple Ac-
cess, Code Division Multiple Access), WCDMA (Wide-
band Code Division Multiple Access, Wideband Code
Division Multiple Access), a High Speed Uplink Packet
Access technology (High Speed Uplink Packet Access,
HSUPA), LTE (Long Term Evolution, Long Term Evolu-
tion), email, SMS (Short Messaging Service, short mes-
saging service), and the like.
[0254] The output apparatus 803 includes, but is not
limited to, an image output apparatus 8031 and a sound
output apparatus 8032. The image output apparatus 803
is configured to output text, a picture, and/or a video. The
image output apparatus 8031 may include a display pan-
el, for example, a display panel that is configured by using
a form such as an LCD (Liquid Crystal Display, liquid
crystal display), an OLED (Organic Light-Emitting Diode,
organic light-emitting diode), or a field emission display
(field emission display, FED for short). Alternatively, the
image output apparatus 8031 may include a reflective
display, such as an electrophoretic (electrophoretic) dis-
play, or a display using a technology of interferometric
modulation of light (Interferometric Modulation of Light).
The image output apparatus 8031 may include a single
display or multiple displays of different sizes. In a specific
implementation manner of the present invention, the
touch panel used by the foregoing input apparatus 801
may also be used as a display panel of the output appa-
ratus 8031 at the same time. For example, the touch pan-
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el displays a current display picture, and may at the same
time receive an instruction of a user used to specify a
confidential area. Although in the structural diagram, the
input apparatus 801 and the output apparatus 803 are
used as two independent components to implement input
and output functions of the electronic device, in some
embodiments, the touch panel and the display panel may
be integrated to implement the input and output functions
of the electronic device. For example, the image output
apparatus 803 may display various graphical user inter-
faces (Graphical User Interface, GUI for short) to serve
as virtual control components, which include but are not
limited to a window, a scroll, an icon, and a scrapbook,
so that a user performs an operation in a touch manner.
[0255] In a specific implementation manner of the
present invention, the image output apparatus 8031 in-
cludes a filter and an amplifier, which are configured to
perform filtering and amplification on a video output by
the processing unit. The audio output apparatus 8032
includes a digital-to-analog converter, configured to con-
vert, from a digital format into an analog format, an audio
signal output by the processing unit.
[0256] The memory 805 may be configured to store a
software program and a module. The processing unit
runs the software program and the module that are stored
in the memory 805, to implement various functional ap-
plications of the electronic device and implement data
processing. The memory 805 mainly includes a program
storage area and a data storage area. The program stor-
age area may store an operating system, and an appli-
cation program required by at least one function, such
as a sound playback program or an image display pro-
gram. The data storage area may store data (such as
audio data or an address book) created according to use
of the electronic device, and the like. In a specific imple-
mentation manner of the present invention, the memory
805 may include a volatile memory, such as a nonvolatile
dynamic random access memory (Nonvolatile Random
Access Memory, NVRAM for short), a phase change ran-
dom access memory (Phase Change RAM, PRAM for
short), or a magnetoresistive random access memory
(Magetoresistive RAM, MRAM for short), or may include
a nonvolatile memory, such as at least one magnetic stor-
age device, an electrically erasable programmable read-
only memory (Electrically Erasable Programmable
Read-Only Memory, EEPROM for short), or a flash mem-
ory device, for example, a NOR flash memory (NOR flash
memory) or a NAND flash memory (NAND flash memo-
ry). The nonvolatile memory stores the operating system
and the application program that are executed by the
processing unit. The processing unit loads a running pro-
gram and data from the nonvolatile memory into memory
and stores digital data in a mass storage apparatus. The
operating system includes various components and/or
drivers that are configured to control and manage routine
system tasks, such as memory management, storage
device control, and power management, and to facilitate
communication between various types of software and

hardware. In an implementation manner of the present
invention, the operating system may be an Android sys-
tem from the Google company, an iOS system developed
by the Apple company, or a Windows operating system
developed by the Microsoft company, or an embedded
operating system such as Vxworks.
[0257] The application program includes any applica-
tion installed in the electronic device, and includes, but
is not limited to, an application such as a browser, email,
an instant messaging service, text processing, a virtual
keyboard, a widget (Widget), encryption, digital copyright
management, speech recognition, speech duplication,
positioning (for example, a function provided by a global
positioning system), or music playback.
[0258] The power supply is configured to supply power
to different components of the electronic device to main-
tain operation of the electronic device. It is generally un-
derstood that the power supply may be a built-in battery
such as a common lithium ion battery or a common nickel-
hydrogen battery, or includes an external power supply,
such as an AC adapter, that directly supplies power to
the electronic device. In some implementation manners
of the present invention, the power supply may further
have wider definitions, for example, may further include
a power supply management system, a charging system,
a power supply failure detection circuit, a power supply
converter or inverter, a power supply status indicator (for
example, a light-emitting diode), and any other compo-
nent that is related to generation, management, and dis-
tribution of electrical energy of the electronic device.
[0259] In a possible implementation manner,
the image output apparatus 8031 may be configured to
display a user interface of an application menu; the com-
munications interface 804 may be configured to establish
a connection used for screen sharing to the receiving
device; the processor 802 may be configured to deter-
mine shareable image data, where the shareable image
data is a part of image data corresponding to the user
interface; and the communications interface 804 may be
further configured to send the shareable image data to
the receiving device by using the connection, so that the
receiving device displays the user interface of the appli-
cation menu according to the shareable image data.
[0260] In another possible implementation manner,
the processor 802 is further configured to: before the
shareable image data is determined, determine a confi-
dential area in the user interface according to a preset
area or a setting operation of a user, where the confiden-
tial area is a partial area in the user interface; and the
process of determining shareable image data includes:
determining that image data corresponding to a noncon-
fidential area is the shareable image data, where the non-
confidential area is an area in the user interface except
the confidential area.
[0261] In another possible implementation manner,
the processor 802 is further configured to: before the
shareable image data is determined, determine a non-
confidential area in the user interface according to a pre-
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set area or a setting operation of a user, where the non-
confidential area is a partial area in the user interface;
and the process of determining shareable image data
includes: determining that image data corresponding to
the nonconfidential area is the shareable image data.
[0262] In another possible implementation manner,
the processor 802 is further configured to: before the
shareable image data is determined, determine a confi-
dential display object in the user interface according to
a setting operation of a user or a preset display object,
where the confidential display object is a part of at least
two display objects; and the process of determining shar-
eable image data includes: determining that image data
corresponding to a nonconfidential display object is the
shareable image data, where the nonconfidential display
object is a display object of the at least two display objects
except the confidential display object.
[0263] In another possible implementation manner,
the processor 802 is further configured to: before the
shareable image data is determined, determine a non-
confidential display object in the user interface according
to a setting operation of a user or a preset display object,
where the nonconfidential display object is a part of at
least two display objects; and the process of determining
shareable image data includes: determining that image
data corresponding to the nonconfidential display object
is the shareable image data.
[0264] In another possible implementation manner,
a predetermined trigger condition includes: receiving a
trigger instruction entered by the user, where the trigger
instruction is used to trigger execution of the determining
shareable image data; or determining that an operation
instruction entered by the user is not received within a
predetermined time period; or determining that a quantity
of receiving devices that have established a connection
to the sharing device exceeds a predetermined value.
[0265] In another possible implementation manner,
the input apparatus 801 is configured to receive the set-
ting operation of the user; and the processor 802 is spe-
cifically configured to: use, as the confidential display ob-
ject, a display object in a rectangular area whose diagonal
is a connecting line between an operation start point and
an operation end point of the setting operation; or use,
as the confidential display object, a display object in a
closed area formed by a trajectory of the setting opera-
tion; or use, as the confidential display object, a displayed
operation object corresponding to the setting operation.
[0266] In another possible implementation manner,
the input apparatus 801 is configured to receive the set-
ting operation of the user; and the processor 802 is spe-
cifically configured to: use, as the confidential area, a
rectangular area whose diagonal is a connecting line be-
tween an operation start point and an operation end point
of the setting operation; or use, as the confidential area,
a closed area formed by a trajectory of the setting oper-
ation; or use, as the confidential area, an area in which
an operation object corresponding to the setting opera-
tion is displayed.

[0267] In another possible implementation manner,
the communications interface 804 is further configured
to obtain a control instruction that is sent by the receiving
device by using the connection; and the processor 802
is further configured to: when an operation area and the
confidential area are overlapped, make no response to
the control instruction; or when the operation area and
the confidential area are not overlapped, make a re-
sponse to the control instruction.
[0268] In another possible implementation manner,
the communications interface 804 is further configured
to obtain a control instruction that is sent by the receiving
device by using the connection; and the processor 802
is further configured to: when a display object corre-
sponding to the control instruction includes the confiden-
tial display object, make no response to the control in-
struction; or when a display object corresponding to the
control instruction does not include the confidential dis-
play object, make a response to the control instruction.
[0269] In another embodiment,
the image output apparatus 8031 may be further config-
ured to display the user interface of the application menu;
the communications interface 804 may be further config-
ured to: establish a connection used for screen sharing
to the receiving device; send, to the receiving device by
using the connection, all image data corresponding to
the user interface of the application menu, so that the
receiving device displays the user interface of the appli-
cation menu according to all the image data; and obtain
the control instruction that is sent by the receiving device
by using the connection; and the processor 802 may be
further configured to: when the control instruction meets
a predetermined confidential condition, make a response
to the control instruction.
[0270] The predetermined confidential condition in-
cludes: the operation area corresponding to the control
instruction and the confidential area that is determined
according to the preset area or the setting operation of
the user are not overlapped; or a display object corre-
sponding to the control instruction does not include the
confidential display object, where the confidential area
is a partial area in the user interface, and the confidential
display object is a part of at least two display objects in
the user interface of an application menu of the sharing
device.
[0271] By means of this embodiment, the sharing de-
vice may send shareable image data to only a receiving
device, thereby providing varied manners of sharing of
a user interface of an application menu.
[0272] Referring to FIG. 9, FIG. 9 is a schematic dia-
gram of another embodiment of a receiving device ac-
cording to the present invention. The receiving device is
used for control of a sharing device in a screen sharing
process.
[0273] As shown in FIG. 9, the sharing device includes
components such as an input apparatus 901, a processor
902, an output apparatus 903, a communications inter-
face 904, a memory 905, and a peripheral interface 906.
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The output apparatus 903 may include an image output
apparatus 9031 and an audio output apparatus 9032.
For functions of the apparatuses and connection rela-
tionships between the apparatuses, refer to the foregoing
embodiment, and details are not described herein.
[0274] In a possible implementation manner, the com-
munications interface 904 may be configured to: estab-
lish a connection used for screen sharing to the sharing
device, and receive image data sent by the sharing de-
vice, where the image data corresponds to a part or all
of a user interface of an application menu displayed by
the sharing device; the image output apparatus 9031 may
be configured to display the user interface corresponding
to the image data; the input apparatus 901 may be con-
figured to receive an operation instruction entered by a
user; the processor 902 may be configured to: when the
operation instruction meets a predetermined confidential
condition, generate a control instruction corresponding
to the operation instruction; and the communications in-
terface 904 may be further configured to send the control
instruction to the sharing device, so that the receiving
device makes a response to the control instruction.
[0275] The predetermined confidential condition may
include: an operation area corresponding to the operation
instruction is inside a nonconfidential area, where the
nonconfidential area is a partial area in the user interface
of the application menu displayed by the sharing device;
or an operation object of the operation instruction is a
nonconfidential display object, where the nonconfidential
display object is a part of at least two display objects
included in the user interface of the application menu
displayed by the sharing device. Alternatively, the pre-
determined confidential condition may include: an oper-
ation area corresponding to the operation instruction is
in a shareable interface, or an operation object of the
operation instruction is a display object in a shareable
interface.
[0276] By means of this embodiment, the receiving de-
vice may generate a control instruction only when a pre-
determined confidential condition is met, so that possible
leakage of private information of a user on the receiving
device because of responding to all operation instruc-
tions entered by the user may be reduced.
[0277] In specific implementation, an embodiment of
the present invention further provides a computer storage
medium, where the computer storage medium may store
a program, and, when the program is executed, a part or
all of the steps of the embodiments of the calling method
provided in the present invention may be performed. The
storage medium may include: a magnetic disk, an optical
disc, a read-only memory (Read-Only Memory, ROM),
or a random access memory (Random Access Memory,
RAM).
[0278] A person skilled in the art may clearly under-
stand that, the technologies in the embodiments of the
present invention may be implemented by software in
addition to a necessary general hardware platform.
Based on such an understanding, the technical solutions

of the present invention essentially or the part contribut-
ing to the prior art may be implemented in a form of a
software product. The software product is stored in a stor-
age medium, such as a ROM/RAM, a hard disk, or an
optical disc, and includes several instructions for instruct-
ing a computer device (which may be a personal com-
puter, a server, or a network device) to perform the meth-
ods described in the embodiments or some parts of the
embodiments of the present invention.
[0279] The embodiments in this specification are all
described in a progressive manner, for same or similar
parts in the embodiments, reference may be made to
these embodiments, and each embodiment focuses on
a difference from other embodiments. Especially, appa-
ratus and system embodiments are basically similar to a
method embodiment, and therefore are described briefly;
for related parts, reference may be made to partial de-
scriptions in the method embodiment.
[0280] The foregoing descriptions are implementation
manners of the present invention, but are not intended
to limit the protection scope of the present invention. Any
modification, equivalent replacement, and improvement
made without departing from the spirit and principle of
the present invention shall fall within the protection scope
of the present invention.

Claims

1. A screen sharing method, used for sharing a screen
between a sharing device and a receiving device,
wherein the method comprises:

displaying a user interface of an application
menu;
establishing a connection used for screen shar-
ing to the receiving device;
determining shareable image data, wherein the
shareable image data is a part of image data
corresponding to the user interface; and
sending the shareable image data to the receiv-
ing device by using the connection, so that the
receiving device displays the user interface of
the application menu according to the shareable
image data.

2. The method according to claim 1, wherein before the
determining shareable image data, the method fur-
ther comprises:

determining a confidential area in the user inter-
face according to a preset area or a setting op-
eration of a user, wherein the confidential area
is a partial area in the user interface; and
the determining shareable image data compris-
es:

determining that image data corresponding
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to a nonconfidential area is the shareable
image data, wherein the nonconfidential ar-
ea is an area in the user interface except
the confidential area.

3. The method according to claim 1, wherein before the
determining shareable image data, the method fur-
ther comprises:

determining a nonconfidential area in the user
interface according to a preset area or a setting
operation of a user, wherein the nonconfidential
area is a partial area in the user interface; and
the determining shareable image data compris-
es:

determining that image data corresponding
to the nonconfidential area is the shareable
image data.

4. The method according to claim 1, wherein the user
interface comprises at least two display objects;
before the determining shareable image data, the
method further comprises:

determining a confidential display object in the
user interface according to a setting operation
of a user or a preset display object, wherein the
confidential display object is a part of the at least
two display objects; and
the determining shareable image data compris-
es:

determining that image data corresponding
to a nonconfidential display object is the
shareable image data, wherein the noncon-
fidential display object is a display object of
the at least two display objects except the
confidential display object.

5. The method according to claim 1, wherein the user
interface comprises at least two display objects;
before the determining shareable image data, the
method further comprises:

determining a nonconfidential display object in
the user interface according to a setting opera-
tion of a user or a preset display object, wherein
the nonconfidential display object is a part of the
at least two display objects; and
the determining shareable image data compris-
es:

determining that image data corresponding
to the nonconfidential display object is the
shareable image data.

6. The method according to any one of claims 1 to 5,

wherein before the determining shareable image da-
ta, the method further comprises at least one of the
following:

receiving a trigger instruction entered by the us-
er, wherein the trigger instruction is used to trig-
ger execution of the determining shareable im-
age data;
determining that an operation instruction en-
tered by the user is not received within a prede-
termined time period; or
determining that a quantity of receiving devices
that have established a connection to the shar-
ing device exceeds a predetermined value.

7. The method according to claim 2, wherein before the
determining a confidential area in the user interface
according to a setting operation of a user, the method
further comprises:

receiving the setting operation of the user; and
the determining a confidential area in the user
interface according to a setting operation of a
user comprises:

using, as the confidential area, a rectangu-
lar area whose diagonal is a connecting line
between an operation start point and an op-
eration end point of the setting operation; or
using, as the confidential area, a closed ar-
ea formed by a trajectory of the setting op-
eration; or
using, as the confidential area, an area in
which an operation object corresponding to
the setting operation is displayed.

8. The method according to claim 4, wherein before the
determining a confidential display object in the user
interface according to a setting operation of a user,
the method further comprises:

receiving the setting operation of the user; and
the determining a confidential display object in
the user interface comprises:

using, as the confidential display object, a
display object in a rectangular area whose
diagonal is a connecting line between an
operation start point and an operation end
point of the setting operation; or
using, as the confidential display object, a
display object in a closed area formed by a
trajectory of the setting operation; or
using, as the confidential display object, a
displayed operation object corresponding
to the setting operation.

9. The method according to any one of claim 2, 6 or 7,
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wherein after the sending the shareable image data
to the receiving device, the method further compris-
es:

obtaining a control instruction that is sent by the
receiving device by using the connection;
determining an operation area corresponding to
the control instruction; and
if the operation area and the confidential area
are overlapped, making no response to the con-
trol instruction; or
if the operation area and the confidential area
are not overlapped, making a response to the
control instruction.

10. The method according to claim 4, wherein after the
sending the shareable image data to the receiving
device, the method further comprises:

obtaining a control instruction that is sent by the
receiving device by using the connection;
determining a display object corresponding to
the control instruction; and
if the display object corresponding to the control
instruction comprises the confidential display
object, making no response to the control in-
struction; or
if the display object corresponding to the control
instruction does not comprise the confidential
display object, making a response to the control
instruction.

11. A screen sharing method, used for control of a shar-
ing device by a receiving device, wherein the method
comprises:

displaying a user interface of an application
menu;
establishing a connection used for screen shar-
ing to the receiving device;
sending, to the receiving device by using the
connection, all image data corresponding to the
user interface of the application menu, so that
the receiving device displays the user interface
of the application menu according to all the im-
age data;
obtaining a control instruction that is sent by the
receiving device by using the connection; and
when the control instruction meets a predeter-
mined confidential condition, making a response
to the control instruction.

12. The method according to claim 11, wherein that the
control instruction meets a predetermined confiden-
tial condition comprises:

determining a confidential area in the user inter-
face according to a preset area or a setting op-

eration of a user, wherein the confidential area
is a partial area in the user interface, and
an operation area corresponding to the control
instruction and the confidential area are not
overlapped, wherein the confidential area is a
partial area in the user interface; or
a display object corresponding to the control in-
struction does not comprise a confidential dis-
play object, wherein the confidential display ob-
ject is a part of at least two display objects in the
user interface of the application menu of the
sharing device.

13. The method according to claim 11 or 12, wherein the
method further comprises: when the control instruc-
tion does not meet the predetermined confidential
condition, making no response to the control instruc-
tion.

14. A screen sharing method, used for control of a shar-
ing device by a receiving device, wherein the method
comprises:

establishing a connection used for screen shar-
ing to the sharing device;
receiving image data sent by the sharing device,
wherein the image data corresponds to a part
or all of a user interface of an application menu
displayed by the sharing device;
displaying the user interface corresponding to
the image data;
receiving an operation instruction entered by a
user;
when the operation instruction meets a prede-
termined confidential condition, generating a
control instruction corresponding to the opera-
tion instruction; and
sending the control instruction to the sharing de-
vice, so that the receiving device makes a re-
sponse to the control instruction.

15. The method according to claim 14, wherein the im-
age data corresponds to all of the user interface of
the application menu displayed by the sharing de-
vice; and
that the control instruction meets a predetermined
confidential condition comprises:

an operation area corresponding to the opera-
tion instruction is inside a nonconfidential area,
wherein the nonconfidential area is a partial area
in the user interface of the application menu dis-
played by the sharing device; or
an operation object of the operation instruction
is a nonconfidential display object, wherein the
nonconfidential display object is a part of at least
two display objects comprised in the user inter-
face of the application menu displayed by the
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sharing device.

16. The method according to claim 14, wherein the im-
age data corresponds to a part of the user interface
of the application menu displayed by the sharing de-
vice, and the part of the user interface of the appli-
cation menu displayed by the sharing device is a
shareable interface; and
that the control instruction meets a predetermined
confidential condition comprises:

an operation area corresponding to the opera-
tion instruction is in the shareable interface, or
an operation object of the operation instruction
is a display object in the shareable interface.

17. The method according to any one of claims 14 to 16,
wherein the method further comprises:

when the operation instruction does not meet
the predetermined confidential condition, ignor-
ing the operation instruction, and/or prompting
that the operation instruction encounters an er-
ror.

18. A sharing device, used for screen sharing with a re-
ceiving device, wherein the sharing device compris-
es:

a display unit, configured to display a user inter-
face of an application menu;
a connection unit, configured to establish a con-
nection used for screen sharing to the receiving
device;
a generation unit, configured to determine shar-
eable image data, wherein the shareable image
data is a part of image data corresponding to
the user interface; and
a sending unit, configured to send the shareable
image data to the receiving device by using the
connection, so that the receiving device displays
the user interface of the application menu ac-
cording to the shareable image data.

19. The device according to claim 18, further comprising:

a determining unit, configured to determine a
confidential area in the user interface according
to a preset area or a setting operation of a user,
wherein the confidential area is a partial area in
the user interface; and
the generation unit is specifically configured to
determine that image data corresponding to a
nonconfidential area is the shareable image da-
ta, wherein the nonconfidential area is an area
in the user interface except the confidential area.

20. The device according to claim 18, further comprising:

a determining unit, configured to determine a
nonconfidential area in the user interface ac-
cording to a preset area or a setting operation
of a user, wherein the nonconfidential area is a
partial area in the user interface; and
the generation unit is specifically configured to
determine that image data corresponding to the
nonconfidential area is the shareable image da-
ta.

21. The device according to claim 18, wherein the user
interface comprises at least two display objects; and
the device further comprises:

a determining unit, configured to determine a
confidential display object in the user interface
according to a setting operation of a user or a
preset display object, wherein the confidential
display object is a part of the at least two display
objects; and
the generation unit is specifically configured to
determine that image data corresponding to a
nonconfidential display object is the shareable
image data, wherein the nonconfidential display
object is a display object of the at least two dis-
play objects except the confidential display ob-
ject.

22. The device according to claim 18, wherein the user
interface comprises at least two display objects; and
the device further comprises:

a determining unit, configured to determine a
nonconfidential display object in the user inter-
face according to a setting operation of a user
or a preset display object, wherein the noncon-
fidential display object is a part of the at least
two display objects; and
the generation unit is specifically configured to
determine that image data corresponding to the
nonconfidential display object is the shareable
image data.

23. The device according to any one of claims 18 to 22,
wherein
the generation unit is specifically configured to: when
a predetermined trigger condition is met, determine
the shareable image data, wherein the predeter-
mined trigger condition comprises:

receiving a trigger instruction entered by the us-
er, wherein the trigger instruction is used to trig-
ger execution of the determining shareable im-
age data; or
determining that an operation instruction en-
tered by the user is not received within a prede-
termined time period; or
determining that a quantity of receiving devices
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that have established a connection to the shar-
ing device exceeds a predetermined value.

24. The device according to claim 19, wherein the device
further comprises:

a receiving unit, configured to receive the setting
operation of the user, wherein
the determining unit is specifically configured to:
use, as the confidential area, a rectangular area
whose diagonal is a connecting line between an
operation start point and an operation end point
of the setting operation; or use, as the confiden-
tial area, a closed area formed by a trajectory of
the setting operation; or use, as the confidential
area, an area in which an operation object cor-
responding to the setting operation is displayed.

25. The device according to claim 21, wherein the device
further comprises:

a receiving unit, configured to receive the setting
operation of the user, wherein
the determining unit is specifically configured to:
use, as the confidential display object, a display
object in a rectangular area whose diagonal is
a connecting line between an operation start
point and an operation end point of the setting
operation; or use, as the confidential display ob-
ject, a display object in a closed area formed by
a trajectory of the setting operation; or use, as
the confidential display object, a displayed op-
eration object corresponding to the setting op-
eration.

26. The device according to any one of claim 19, 23 or
24, wherein the device further comprises:

an obtaining unit, configured to obtain a control
instruction that is sent by the receiving device
by using the connection;
a positioning unit, configured to determine an
operation area corresponding to the control in-
struction; and
a response unit, configured to: when the oper-
ation area and the confidential area are over-
lapped, make no response to the control instruc-
tion; or when the operation area and the confi-
dential area are not overlapped, make a re-
sponse to the control instruction.

27. The device according to claim 21, wherein after the
sending the shareable image data to the receiving
device, the device further comprises:

an obtaining unit, configured to obtain a control
instruction that is sent by the receiving device
by using the connection;

a positioning unit, configured to determine a dis-
play object corresponding to the control instruc-
tion; and
a response unit, configured to: when the display
object corresponding to the control instruction
comprises the confidential display object, make
no response to the control instruction; or when
the display object corresponding to the control
instruction does not comprise the confidential
display object, make a response to the control
instruction.

28. A sharing device, used for screen sharing with a re-
ceiving device, wherein the sharing device compris-
es:

a display unit, configured to display a user inter-
face of an application menu;
a connection unit, configured to establish a con-
nection used for screen sharing to the receiving
device;
a sending unit, configured to send, to the receiv-
ing device by using the connection, all image
data corresponding to the user interface of the
application menu, so that the receiving device
displays the user interface of the application
menu according to all the image data;
an obtaining unit, configured to obtain a control
instruction that is sent by the receiving device
by using the connection; and
a response unit, configured to: when the control
instruction meets a predetermined confidential
condition, make a response to the control in-
struction.

29. The device according to claim 28, wherein
the predetermined confidential condition comprises:
an operation area corresponding to the control in-
struction and a confidential area that is determined
according to a preset area or a setting operation of
a user are not overlapped, wherein the confidential
area is a partial area in the user interface; or a display
object corresponding to the control instruction does
not comprise a confidential display object, wherein
the confidential display object is a part of at least two
display objects in the user interface of the application
menu of the sharing device.

30. A receiving device, used for screen sharing with a
sharing device, wherein the receiving device com-
prises:

a connection unit, configured to establish a con-
nection used for screen sharing to the sharing
device;
a receiving unit, configured to receive image da-
ta sent by the sharing device, wherein the image
data corresponds to a part or all of a user inter-
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face of an application menu displayed by the
sharing device;
a display unit, configured to display the user in-
terface corresponding to the image data;
an input unit, configured to receive an operation
instruction entered by a user;
a generation unit, configured to: when the oper-
ation instruction meets a predetermined confi-
dential condition, generate a control instruction
corresponding to the operation instruction; and
a sending unit, configured to send the control
instruction to the sharing device, so that the re-
ceiving device makes a response to the control
instruction.

31. The device according to claim 30, wherein
the receiving unit is specifically configured to receive
the image data that is sent by the sharing device and
that corresponds to all of the user interface of the
application menu displayed by the sharing device;
and
the predetermined confidential condition comprises:
an operation area corresponding to the operation in-
struction is inside a nonconfidential area, wherein
the nonconfidential area is a partial area in the user
interface of the application menu displayed by the
sharing device; or an operation object of the opera-
tion instruction is a nonconfidential display object,
wherein the nonconfidential display object is a part
of at least two display objects comprised in the user
interface of the application menu displayed by the
sharing device.

32. The device according to claim 30, wherein
the receiving unit is specifically configured to receive
the image data that is sent by the sharing device and
that corresponds to a part of the user interface of the
application menu displayed by the sharing device,
wherein the part of the user interface of the applica-
tion menu displayed by the sharing device is a shar-
eable interface; and
the predetermined confidential condition comprises:
an operation area corresponding to the operation in-
struction is in the shareable interface, or an operation
object of the operation instruction is a display object
in the shareable interface.

33. A sharing device, used for screen sharing with a re-
ceiving device, wherein the sharing device compris-
es:

an image output apparatus, a communications
interface, and a processor, wherein
the image output apparatus is configured to dis-
play a user interface of an application menu;
the communications interface is configured to
establish a connection used for screen sharing
to the receiving device;

the processor is configured to determine shar-
eable image data, wherein the shareable image
data is a part of image data corresponding to
the user interface; and
the communications interface is further config-
ured to send the shareable image data to the
receiving device by using the connection, so that
the receiving device displays the user interface
of the application menu according to the share-
able image data.

34. The device according to claim 33, wherein
the processor is further configured to: before the
shareable image data is determined, determine a
confidential area in the user interface according to a
preset area or a setting operation of a user, wherein
the confidential area is a partial area in the user in-
terface; and
the process of determining shareable image data
comprises: determining that image data correspond-
ing to a nonconfidential area is the shareable image
data, wherein the nonconfidential area is an area in
the user interface except the confidential area.

35. The device according to claim 33, wherein
the processor is further configured to: before the
shareable image data is determined, determine a
nonconfidential area in the user interface according
to a preset area or a setting operation of a user,
wherein the nonconfidential area is a partial area in
the user interface; and
the process of determining shareable image data
comprises: determining that image data correspond-
ing to the nonconfidential area is the shareable im-
age data.

36. The device according to claim 33, wherein the user
interface comprises at least two display objects;
the processor is further configured to: before the
shareable image data is determined, determine a
confidential display object in the user interface ac-
cording to a setting operation of a user or a preset
display object, wherein the confidential display ob-
ject is a part of the at least two display objects; and
the process of determining shareable image data
comprises: determining that image data correspond-
ing to a nonconfidential display object is the share-
able image data, wherein the nonconfidential display
object is a display object of the at least two display
objects except the confidential display object.

37. The device according to claim 33, wherein the user
interface comprises at least two display objects;
the processor is further configured to: before the
shareable image data is determined, determine a
nonconfidential display object in the user interface
according to a setting operation of a user or a preset
display object, wherein the nonconfidential display
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object is a part of the at least two display objects; and
the process of determining shareable image data
comprises: determining that image data correspond-
ing to the nonconfidential display object is the shar-
eable image data.

38. The device according to any one of claims 33 to 37,
wherein
the predetermined trigger condition comprises: re-
ceiving a trigger instruction entered by the user,
wherein the trigger instruction is used to trigger ex-
ecution of the determining shareable image data; or
determining that an operation instruction entered by
the user is not received within a predetermined time
period; or determining that a quantity of receiving
devices that have established a connection to the
sharing device exceeds a predetermined value.

39. The device according to claim 34, further comprising:

an input apparatus, configured to receive the
setting operation of the user, wherein
the processor is specifically configured to: use,
as the confidential area, a rectangular area
whose diagonal is a connecting line between an
operation start point and an operation end point
of the setting operation; or use, as the confiden-
tial area, a closed area formed by a trajectory of
the setting operation; or use, as the confidential
area, an area in which an operation object cor-
responding to the setting operation is displayed.

40. The device according to claim 36, further comprising:

an input apparatus, configured to receive the
setting operation of the user, wherein
the processor is specifically configured to: use,
as the confidential display object, a display ob-
ject in a rectangular area whose diagonal is a
connecting line between an operation start point
and an operation end point of the setting oper-
ation; or use, as the confidential display object,
a display object in a closed area formed by a
trajectory of the setting operation; or use, as the
confidential display object, a displayed opera-
tion object corresponding to the setting opera-
tion.

41. The device according to any one of claim 34, 38 or
39, wherein
the communications interface is further configured
to obtain a control instruction that is sent by the re-
ceiving device by using the connection; and
the processor is further configured to: when the op-
eration area and the confidential area are over-
lapped, make no response to the control instruction;
or when an operation area and the confidential area
are not overlapped, make a response to the control

instruction.

42. The device according to claim 36, wherein
the communications interface is further configured
to obtain a control instruction that is sent by the re-
ceiving device by using the connection; and
the processor is further configured to: when a display
object corresponding to the control instruction com-
prises the confidential display object, make no re-
sponse to the control instruction; or when a display
object corresponding to the control instruction does
not comprise the confidential display object, make a
response to the control instruction.

43. A sharing device, used for screen sharing with a re-
ceiving device, wherein the sharing device compris-
es:

an image output apparatus, a communications
interface, and a processor, wherein
the image output apparatus is configured to dis-
play a user interface of an application menu;
the communications interface is configured to:
establish a connection used for screen sharing
to the receiving device; send, to the receiving
device by using the connection, all image data
corresponding to the user interface of the appli-
cation menu, so that the receiving device dis-
plays the user interface of the application menu
according to all the image data; and obtain a
control instruction that is sent by the receiving
device by using the connection; and
the processor is configured to: when the control
instruction meets a predetermined confidential
condition, make a response to the control in-
struction.

44. The device according to claim 43, wherein
the predetermined confidential condition comprises:
an operation area corresponding to the control in-
struction and a confidential area that is determined
according to a preset area or a setting operation of
a user are not overlapped, wherein the confidential
area is a partial area in the user interface; or a display
object corresponding to the control instruction does
not comprise a confidential display object, wherein
the confidential display object is a part of at least two
display objects in the user interface of the application
menu of the sharing device.

45. A receiving device, used for control of a sharing de-
vice in a screen sharing process, wherein the receiv-
ing device comprises:

an image output apparatus, a communications
interface, an input apparatus, and a processor,
wherein
the communications interface is configured to:
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establish a connection used for screen sharing
to the sharing device, and receive image data
sent by the sharing device, wherein the image
data corresponds to a part or all of a user inter-
face of an application menu displayed by the
sharing device;
the image output apparatus is configured to dis-
play the user interface corresponding to the im-
age data;
the input apparatus is configured to receive an
operation instruction entered by a user;
the processor is configured to: when the opera-
tion instruction meets a predetermined confi-
dential condition, generate a control instruction
corresponding to the operation instruction; and
the communications interface is further config-
ured to send the control instruction to the sharing
device, so that the receiving device to make a
response to the control instruction.

46. The device according to claim 45, wherein
the predetermined confidential condition comprises:
an operation area corresponding to the operation in-
struction is inside a nonconfidential area, wherein
the nonconfidential area is a partial area in the user
interface of the application menu displayed by the
sharing device; or an operation object of the opera-
tion instruction is a nonconfidential display object,
wherein the nonconfidential display object is a part
of at least two display objects comprised in the user
interface of the application menu displayed by the
sharing device.

47. The device according to claim 45, wherein
the predetermined confidential condition comprises:
an operation area corresponding to the operation in-
struction is in a shareable interface, or an operation
object of the operation instruction is a display object
in a shareable interface.
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