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Description
TECHNICAL FIELD

[0001] The presentdisclosure relates to networking for
service chains.

BACKGROUND

[0002] Service chains define a set of service functions
(e.g., firewalls, Deep Packet Inspection, etc.), and their
order (service 1 -> service2) to be applied to selective
packets as they are forwarded through a network. The
order in which services are applied is predetermined
through an orchestration function and that order is
mapped into each network node that is involved in the
forwarding of packets through a given service chain. The
mapping of forwarding state to service chain structure is
referred to as a service path.

[0003] The service path for a given service chain may
be unidirectional or bidirectional dependent upon wheth-
er one or more of the service functions in the chain hold
state information that needs to be maintained in the for-
ward and reverse packet forwarding paths.

BRIEF DESCRIPTION OF THE DRAWINGS
[0004]

FIG. 1is a diagram illustrating an example of a serv-
ice chain in which at least one service function is
stateful and data plane learning is used to facilitate
generation of a reverse path to return traffic to the
stateful service function.

FIG. 2 is a diagram illustrating an example of a net-
work service header configured to enable a service
node to update the network service header with in-
formation indicating that a service function is stateful.

FIG. 3 is a diagram illustrating a string of bits strings
in the network service header configured to indicate
location in the service chain and whether a service
function is stateful.

FIG. 4 is a diagram illustrating flow through service
nodes of forward path of an example service chain,
where at least one service function is stateful.

FIG. 5 is a diagram illustrating a reverse path gen-
erated for the example shown in FIG. 4.

FIG. 6 is flow chart depicting operations performed
in a service node according to the techniques pre-
sented herein.

FIG. 7 is an example block diagram of a service node
configured to perform the operations presented
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herein.

FIG. 8 is an example block diagram of a controller
configured to perform controller operations de-
scribed herein.

DESCRIPTION OF EXAMPLE EMBODIMENTS
Overview

[0005] Presented herein are techniques to decouple
service chain structure from the underlying network for-
warding state and allow for data plane learning of service
chain forwarding requirements and any association be-
tween services function state requirements and the for-
ward and reverse forwarding paths for a service chain.
In a network comprising a plurality of network nodes each
configured to apply a service function to traffic that pass-
es through the respective network node, a packet is re-
ceived at a network node, the packet having a network
service header that includes service path identifier infor-
mation that identifies a service chain comprised of one
or more service functions and order of service functions
to be applied to a forward path of traffic matching classi-
fication criteria, and contextinformation indicating wheth-
er a service function applied at a corresponding network
node is stateful and thus areverse path of traffic matching
the classification criteria needs to be directed to the net-
work node at which the stateful service function is ap-
plied. The network node applies a service function to a
packet that is forwarded to it in the forward path, and
determines whether the service function that it applies is
stateful. When the network node determines that the
service function it applies is stateful, it updates the con-
text information in the network service header to indicate
that the service function applied at the network node is
stateful and that traffic for a reverse path matching the
classification criteria is to be returned to the network
node.

Example Embodiments

[0006] A service chain is a data structure comprised
of an ordered list of service functions to be applied to
packets that are forwarded along the chain. The specific
instances of traversed service functions form a service
path. Each individual service function referenced by the
service chain may be deployed at multiple locations and
therefore each chain may be executable through one or
more independent service paths.

[0007] Stateful Internet Protocol (IP) services (firewall,
network address translation (NAT), Deep Packet Inspec-
tion (DPI), etc.) require that flow state information be
maintained and forward/reverse traffic flows be forward-
ed through the same service functions at the same loca-
tions. A service location is also referred to herein as a
service node or network node.

[0008] In current state of the art systems, service
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chains are constructed using a centralized controller
function and pushed out to each network node before
traffic is allowed to flow through the service chain. The
information pushed by the controller includes not only
the details of the service chain data structures but also
the state information necessary for successful packet for-
warding. In this sense service chain structure and for-
warding state arc tightly coupled and controlled by a cen-
tral orchestrator. A controller needs to have knowledge
of the state requirements (stateful vs. not stateful) of eve-
ry service function in a chain (or it is assumed that all
services are stateful) to determine forward and reverse
service path forwarding.

[0009] Each individual service function is represented
using a unique service-id, e.g. FW' located at service-
node’! and service-node2 share a common "service-id",
and each service chain is represented using a unique
service-path-id. The correlation/mapping of the service-
id’s and service-path-id forms the service chain. For ex-
ample:

Service chainggp-> service-path-id [10] = [service-
id1, service-id2, service-id3].

[0010] Service chains are constructed via a central
controller that determines the order of service functions
that should be applied for the chain and allocates a glo-
bally unique service-path-id for each service chain it cre-
ates. To perform this function the controller needs only
to keep "service-id" data structure information. However,
as traffic passes through a service chain the physical
location of the next service function to be applied must
be known. This requires a ([service-id]-to-[location])
mapping where "location" is the infrastructure address
(Internet Protocol or other address) of the service node
hosting the service function. Such mappings may be held
by the central controller (increasing the amount of state
it must maintain) or may be distributed independently to
network nodes thereby relieving the controller from hav-
ing to hold the location of each individual instance of the
service function.

[0011] For the purposes of the techniques presented
herein, the ([service-id]-to-[location]) mappings are dis-
tributed independently, for example, through a routing
protocol such as Border Gateway Protocol (BGP), Inter-
mediate System to Intermediate System (IS-1S)/Open
Shortest Path First(OSPF) or via a central controller up-
date message.

[0012] For each service chain created at the central
controller, the controller needs to push the following to
the head-end of the service chain:

[service-path-id] to [service-id ordered list] mappings
e.g. service-path-id [10] = [service-id1, service-id22,
service-id44].

[0013] Each network node will already hold the follow-
ing information that will allow for successful building of
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the service chain:

service-id data structure for each individual service-
id; and

[service-id] to [location] mappings, e.g. [service-id']
-> [service-node?2, service-node®4]

[0014] Packet forwarding through a service chain is
unidirectional and driven by information contained within
network service headers carried in the data plane. The
head-end network node acts as a packet classifier into
the service chain and determines which traffic flows re-
quire redirection through the service chain, imposing the
necessary data plane network service headers and trans-
port encapsulation to force the traffic into the service
chain.

[0015] Each service function is aware of its own serv-
ice-id and the location of the next service in a chain. Serv-
ice functions are also aware of their state requirements:
stateful (i.e., need to see bi-directional traffic) or non-
stateful (unidirectional traffic is sufficient). Stateful and
non-stateful are not mutually exclusive. A service func-
tion might elect to be stateful for some flows and non-
stateful for other flows. Ideally, a controller would also
have enough information to determine state require-
ments of the service functions, however, in practice the
service function detail might be largely unknown to the
controller. In that case, data plane state learning is re-
quired to optimize the service forwarding.

[0016] Presented herein are techniques to use a net-
work service header (NSH), that is a service chaining
specific header, added to the packets to be directed
through a service chain. The NSH provides path infor-
mation (i.e. service-path), location information (i.e. where
the packet is in the service path) and opaque metadata,
and is described in more detail hereinafter in connection
with FIGs. 2 and 3.

[0017] Referring to FIG. 1, a diagram is shown for an
example service chain for purposes of illustrating the
techniques presented herein. FIG. 1 shows a controller
10 that communicates with a head-end node 20, a plu-
rality of service nodes 30, 40, 50, 60 and 70, and a head-
end node 80. The head-end 20 is also referred to as a
classifier! and the head-end node 80 referred to as
classifier2. The service nodes 30, 40, 50, 60 and 70
host/support respective service-functions 32, 42, 52, 62
and 72, each service-function having a corresponding
service-id. Service node 30 is also denoted service-
node??, service node 40 is denoted service-node®4, serv-
ice node 50 is denoted service-node#2, service node 60
is denoted service-node57, and service node 70 is de-
noted service-node2!. Some of the service-functions
hosted by the service nodes are the same in the example
of FIG. 1. Specifically, service node 30 and service node
40 host service-functions 32 and 42 which are the same
service-function, with service-id!. In otherwords, service-
id! appears in multiple instances on different service
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nodes in the example scenario of FIG. 1.

[0018] Consider the following example service chain
definition.

Service-chain-idY referenced using service-path-id[10]
where, service-path-id[10] = [service-id!, service-id?2,
service-id44].

[0019] The [service-id] to [service-location] mappings
are:

service-id! reachable via service-locations [service-
node?2, service-node®4]

service-id22 reachable via service-locations [serv-
ice-node4?]

service-id44 reachable via service-locations [serv-
ice-node?!, service-node57]

[0020] For this example, the controller 10 pushes
state/control plane information to the head-end node 20
as shown at reference numerals 100 and 110. Specifi-
cally, at 100, the controller 10 sends/pushes Service-
path-id[10]: [service-id', service-id?2, service-id44] to the
head-end node 20 (classifier') and at 110, the controller
10 configures the Action: Forward trafficY on to service-
path-id[10] on the head-end node 20 (classifier?).
[0021] The NSH is imposed at the start of the service
path by the head-end node 20 which performs service
classification operations. The head-end node 20 per-
forms several functions. First, it receives from the con-
troller 10 service-path-id and service-id information via a
control plane as well as policy and classification rules
intothe service chain. Next, it determines iftrafficrequires
servicing and therefore needs to be forwarded through
the service chain. Then, it imposes the network service
header: service-path-id, and metadata. The head-end
node performs a lookup based on service-path-id and
service-id to determine the location for the first service-
id to be applied in the service chain, and forwards the
data based on the lookup and mapping of service-path-
id + service-id -> location.

[0022] FIG. 2 shows an example of the NSH. The NSH
is a data plane header added to frames/packets and con-
tains information required for service chaining, as well
as meta-data added and consumed by network nodes
and service functions. Thus, the NSH forms a service
plane. The packets and the NSH are then encapsulated
in an outer header for transport.

[0023] The NSH shown at reference numeral 120 in-
cludes a base service header 122, a service path header
124, and a context header 126. The base service header
122 provides information about the service header, in-
cluding service chain information, and is used by partic-
ipating nodes to determine correct service path selection
and forwarding as well as loop detection. The service
path header 124 identifies a service path and participat-
ing nodes use this identifier for path selection. The con-
text header 126 is used to provide data plane state infor-
mation, and in particular to signal per-service function
state requirements.
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[0024] FIG. 3 illustrates an example of the context
header 126. In the context header 126 there may be Lo-
cation (L) bits and Stateful (S) bits. Each network node
in the service chain examines the NSH of a packet that
it receives. The L bits are used to indicate location within
the [service-id ordered list]. A particular L bit is set to 0
if a location is not used for a service chain. The S bits
are used to indicate if [service-id] within the correspond-
ing location bit is stateful. A particular S bit is set to 1 if
the service function at that location in the service chain
is stateful. For example, if the NSH carries state informa-
tion for 8 service functions, then there are 8 L bits and 8
S bits. If the third service function in the service chain is
stateful, then the service function, via its hosting service
node, sets the 3" S bit to 1. This signifies to subsequent
network nodes in the service chain that the service func-
tion at the 3rd service node is stateful and therefore after
the forward path of the service zone is completed, traffic
needs to be directed back to the 3" network node for
that service function.

[0025] Tosummarize, the NSH includes a string of bits
whose length corresponds to a number of service func-
tions to be performed in the forward path for a service
chain and each bit in the string of bits indicates whether
a service function at a location in the service chain rep-
resented by a corresponding position in the first string of
bits is stateful.

[0026] Any service node in the service chain, upon re-
ceipt of a packet containing a NSH, applies local policy
based on its location within the service chain. If the serv-
ice is stateful, the service also sets an S bit that corre-
sponds to its L bit. Having executed its service function,
the service node determines which is the next service
node in the service chain through consultation of the
([service-id]-to-[location]) mapping table and then push-
es (i.e., updates) the fields of the NSH header.

[0027] The last service node in the chain determines
itis the exit point for the service chain by receipt ofa NSH
header indicating that the previous node executed the
last service-id. Again, the last service node uses the con-
text header to identify a stateful service (based on the S
bit or bits that have been set) and records the flow infor-
mation for return service path forwarding. To create the
reverse chain, the context header created on the forward
flow path is copied to a new NSH and service functions
(based on service-id) that have S=1 receive the reverse
traffic.

[0028] A more detailed example of this operation is
now described in connection with FIG. 4. In this example,
a packet 150 is being sent from a source S* to a host
(server) with the IP address 192.168.1.1/32, for example.
The NSH is shown at 160 and includes information spec-
ifying service-path-id[10]. At 170, traffic matching policy
X is forwarded into service-chain-idX that is referenced
using service-path-id[10]. At 172, head-node 20
(classifier) selects service-node®4 to apply the first serv-
ice in the service chain, service-id!. At 174, service-
node®4 applies service-id! which is not a stateful service
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and selects service-node#2 to apply the next service in
the chain, service-id?2. At 176, service-node#? applies
service-id22 which is not a stateful service and selects
service-nodeS? to apply the next service in the chain,
service-id44. At 178, service-node5? applies service-id44
which is a stateful service. Since the service-node%7 is
the fourth node in the chain (including the classifier
nodes), the service-node57 sets to "1" the fourth S bit in
the context header 126 of the NSH to indicate that serv-
ice-id44 is stateful and forwards the packet to the last
node in the chain, classifier2. The indication that service-
id44 is stateful is shown at reference numeral 162 in FIG.
4. At 180, the classifier? detects that the fourth S bit is
set for service provided at service-node5” and dynami-
cally updates its forwarding to apply X policy for return
traffic matching the outbound flow.

[0029] Turning now to FIG. 5, a diagram is provided
showing how reverse path traffic is handled for the ex-
ample shown in FIG. 4. A reverse path packet destined
to the source S' is shown at reference numeral 190. At
200, the classifier2 forwards traffic matching X policy into
service-chain-idX that is referenced using service-path-
id[11] into the service chain and to service-node57. This
service node determines that it applied a stateful service
to traffic for service-chain-idX and therefore applies a fur-
ther service function operation on the packet 190 to com-
plete the needed stateful service processing of the pack-
et. The packet is then forwarded on down the chain, in
the reverse direction of the original forward path, bypass-
ing any service functions atnodes 40 and 50 until itreach-
es the classifer!, which then sends the packet 190 off
net to the source S'.

[0030] Turning now to FIG. 6, a flow chart depicting
the operations performed at a service node (network
node) is now described. These operations are performed
by a network node in a network comprising a plurality of
network nodes, each configured to apply a service func-
tion to traffic that passes through the respective network
node. At 300, a network node receives a packet having
a network service header thatincludes service path iden-
tifier information that identifies a service chain comprised
of one or more service functions and order of service
functions to be applied to a forward path of traffic match-
ing classification criteria. The network service header al-
so includes location information indicating at which net-
work node the packet is located along the service chain
at a given pointin time and context information indicating
whether a service function applied at a corresponding
network node is stateful and thus a reverse path of traffic
matching the classification criteria needs to be directed
to the network node at which the stateful service function
is applied. At 310, the network node applies a service
function to a packet that is forwarded to it in the forward
path. At 320, the network node determines whether the
service function that it applies is stateful. At 330, when
the network node determines that the service function it
applies is stateful, it updates the context information in
the network service header to indicate that the service
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function applied at the network node is stateful and that
traffic for a reverse path matching the classification cri-
teria is to be returned to the network node. For example,
the network node sets a particular bit in a string of bits
(whose length corresponds to the number of network
nodes in the service chain) at a position in the string of
bits that corresponds to its location in the service chain.
[0031] As explained above, each network node re-
ceives from a central controller and stores information
mapping service function identifiers to network nodes.
Each network node will determine a next network node
in the service chain at which a next service function is to
be applied to the packet based on the network service
header and the stored information, update the location
information in the network service header to indicate an
updated location of the packet along the service chain,
and forward the packet to the next network node at which
the next service function is to be applied to the packet.
[0032] Furthermore, each network node in the service
chain determines whether it is an exit point for a packet
for the service chain based on location information in the
network service header indicating that a previous net-
work node executed a last service function for the service
chain, identifies a stateful service function, if any, applied
in the forward path of the service chain based on the
context information in the network service header and
records classification criteria for forwarding traffic into the
reverse path, and generates information defining a re-
verse service chain for the reverse path by copying, from
the context information of the network service header of
the forward path, information indicating which one or
more service functions are stateful and to which the re-
verse path of traffic needs to be directed. Updating the
context information is performed when the network node
determines that the service function it applies is stateful
and involves setting a particular bit of the second string
of bits at a position of the second string of bits that cor-
responds to its location in the service chain.

[0033] To restate the techniques presented herein,
methods are provided to decouple service chain structure
from underlying network forwarding state. This allows for
data plane learning of service chain forwarding require-
ments and association between service function state
requirements and the forward/reverse forwarding paths.
Advantages of these techniques include enabling dy-
namic bidirectional service chain construction through
data plane metadata, and in-network service chain re-
dundancy and packet forwarding. Service function local-
ity information is pushed into the network, relieving a cen-
tral controller from having to store all of the service func-
tion state. These techniques also facilitate multi-tenancy
applicability to service chaining.

[0034] FIG. 7 illustrates an example block diagram for
anetwork node, e.g., a switch, router, gateway, etc., con-
figured to perform the operations described herein for a
network node. It should be understood that a virtual net-
work node would be a software-emulated or virtualized
version of what is shown in FIG. 7. The network node
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400 comprises a plurality of ports 410(1)-410(m), a net-
work Application Specific Integrated Circuit (ASIC) 415,
a processor or central processing unit (CPU) 420 and
memory 430. The ports 710(1)-710(m) receive ingress
packets and output egress packets from the network
node. The network node ASIC 720 directs incoming
packets to ports for egress according to logic as well as
controls from the processor 420. For example, if the net-
work node is arouter, then the ASIC 415 is arouter ASIC
configured for network routing functions, and if the net-
work node is a switch, thenthe ASIC 415 is a switch ASIC
configured for network switch functions. The processor
420 is a microprocessor or microcontroller, for example,
and executes instructions for the service chain routing
control firmware/software 440 stored in memory 430. The
service chain routing control firmware/software 440 in-
cludes instructions that, when executed by the processor
420, cause the processor to perform the operations de-
scribed herein in connection with FIGs. 1-6 for a network
node/service node, including examining bits of the NSH,
setting bits of the NSH when the network node applies a
stateful service function, etc.

[0035] The operations of a service function associated
with network node 400 are implemented by service func-
tion software 450 running on a processor core or server
blade 460 that is in communication with a port, e.g., port
410(m), of the network node.

[0036] Thememory430 maycompriseread only mem-
ory (ROM), random access memory (RAM), magnetic
disk storage media devices, optical storage media de-
vices, flash memory devices, electrical, optical, or other
physical/tangible memory storage devices. In general,
the memory 430 may comprise one or more tangible
(non-transitory) computer readable storage media (e.g.,
a memory device) encoded with software comprising
computer executable instructions and when the software
is executed (by the processor 420) it is operable to per-
form the operations described herein.

[0037] Turning now to FIG. 8, an example block dia-
gram is shown for a controller configured to perform the
operations described herein for controller 10. It should
be understood that a virtual controller would be a soft-
ware-emulated or virtualized version of what is shown in
FIG. 8, such as software running in a data center. The
controller 10 includes one or more processors 510, mem-
ory 520, a bus 530 and a network interface unit 540. The
processor 510 may be a microprocessor or microcontrol-
ler. The network interface unit 540 facilitates network
communications between the controller 10 and the net-
work nodes. The processor 510 executes instructions
associated with software stored in memory 520. Specif-
ically, the processor 510 stores service chain creation
software 550 that, when executed by the processor 510,
causes the processor 510 to perform the operations for
the controller described herein with respect to FIGs. 1-6.
The memory 520 also stores a service function database
560 that contains data about the service functions active
on each of the network nodes, and attributes about those
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service functions.

[0038] The memory 520 may comprise read only mem-
ory (ROM), random access memory (RAM), magnetic
disk storage media devices, optical storage media de-
vices, flash memory devices, electrical, optical, or other
physical/tangible memory storage devices. In general,
the memory 520 may comprise one or more tangible
(non-transitory) computer readable storage media (e.g.,
a memory device) encoded with software comprising
computer executable instructions and when the software
is executed (by the processor 510) it is operable to per-
form the operations described herein.

[0039] Thus, in apparatus form, an apparatus is pro-
vided comprising a network interface unit configured to
enable communications over a network including a plu-
rality of network nodes each configured to apply a service
function to traffic that passes through the respective net-
work node; memory; and a processor coupled to the net-
work interface unit and the memory, wherein the proces-
sor is configured to: receive at a network node a packet
that has a network service header including service path
identifier information that identifies a service chain com-
prised of one or more service functions and order of serv-
ice functions to be applied to a forward path of traffic
matching classification criteria, and context information
indicating whether a service function applied at a corre-
sponding network node is stateful and thus a reverse
path of traffic matching the classification criteria needs
to be directed to the network node at which the stateful
service function is applied; apply a service function to a
packet that is forwarded to it in the forward path; deter-
mine whether the service function that it applies is state-
ful; and when it determined that the service function it
applies is stateful, update the context information in the
network service header to indicate that the service func-
tion applied at the network node is stateful and that traffic
for a reverse path matching the classification criteria is
to be returned to the network node.

[0040] Similarly, one or more computer readable stor-
age media are provided encoded with software compris-
ing computer executable instructions and when the soft-
ware is executed operable to: in a network comprising a
plurality of network nodes each configured to apply a
service function to traffic that passes through the respec-
tive network node, receive a packet at a network node,
the packet having a network service header that includes
service path identifier information that identifies a service
chain comprised of one or more service functions and
order of service functions to be applied to a forward path
of traffic matching classification criteria, and context in-
formation indicating whether a service function applied
at a corresponding network node is stateful and thus a
reverse path of traffic matching the classification criteria
needs to be directed to the network node at which the
stateful service function is applied; apply a service func-
tion to a packet that is forwarded to it in the forward path;
determine whether the service function that it applies is
stateful; and when it determined that the service function
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it applies is stateful, update the contextinformation in the
network service header to indicate that the service func-
tion applied at the network node is stateful and that traffic
for a reverse path matching the classification criteria is
to be returned to the network node.

[0041] Described above are examples. The concepts
described herein may be embodied in other specific
forms without departing from the spirit or essential char-
acteristics thereof. The foregoing examples are therefore
to be considered in all respects illustrative and not meant
to be limiting. Accordingly, it is intended to embrace all
such alterations, modifications and variations that fall
within the spirit and scope of any claims filed in applica-
tions claiming priority hereto interpreted in accordance
with the breadth to which they are fairly, legally and eg-
uitably entitled.

[0042] Embodiments are also described in the follow-
ing numbered clauses.

1. A method comprising:

in a network comprising a plurality of network
nodes each configured to apply a service func-
tion to traffic that passes through the respective
network node, receiving a packet at a network
node, the packet having a network service head-
er that includes service path identifier informa-
tion that identifies a service chain comprised of
one or more service functions and order of serv-
ice functions to be applied to a forward path of
traffic matching classification criteria, and con-
text information indicating whether a service
function applied at a corresponding network
node is stateful and thus a reverse path of traffic
matching the classification criteria needs to be
directed to the network node at which the stateful
service function is applied;

the network node applying a service function to
a packet that is forwarded to it in the forward
path;

the network node determining whether the serv-
ice function that it applies is stateful; and

when the network node determines that the
service function it applies is stateful, updating
the context information in the network service
header to indicate that the service function ap-
plied at the network node is stateful and that
traffic for a reverse path matching the classifi-
cation criteria is to be returned to the network
node.

2. The method of clause 1, wherein the network serv-
ice header further comprises location information in-
dicating at which network node the packet is located
along the service chain at any given point in time,
further comprising the network node:

storing information mapping service function
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identifiers to network nodes;

determining a next network node in the service
chain at which a next service function is to be
applied to the packet based on the network serv-
ice header and the stored information; and
updating the location information in the network
service header to indicate an updated location
of the packet along the service chain;
forwarding the packet to the next network node
atwhich the next service functionis to be applied
to the packet.

3. The method of clause 2, further comprising:

at a network node in the service chain, deter-
mining whether it is an exit point for a packet for
the service chain based on the location informa-
tion in the network service header indicating that
a previous network node executed a last service
function for the service chain;

identifying a stateful service function, if any, ap-
plied in the forward path of the service chain
based on the context information in the network
service header and recording classification cri-
teria for forwarding traffic into the reverse path;
and

generating information defining a reverse serv-
ice chain for the reverse path by copying from
the context information of the network service
header of the forward path information indicating
which one or more service functions are stateful
and to which reverse path of traffic needs to be
directed.

4. The method of clause 1, wherein the network serv-
ice header includes a string of bits whose length cor-
responds to a number of service functions to be per-
formed in the forward path for the service chain, each
bit in the string of bits to indicate whether a service
function atalocationinthe service chainrepresented
by a corresponding position in the string of bits is
stateful.

5. The method of clause 4, wherein updating the con-
text information when the network node determines
that the service function it applies is stateful com-
prises setting a particular bit of the string of bits at a
position of the string of bits that corresponds to its
location in the service chain.

6. The method of clause 4, wherein the network
header includes a further string of bits of the same
length as the number of service functions to be per-
formed in the forward path for the service chain, the
further string of bits serving as location information
in the network service header to indicate at which
network node the packet is located along the service
chain at any given point in time.

7. The method of clause 1, further comprising:
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receiving at a head-end node at the start of the
service chain the service path identifier informa-
tion that identifies the service chain and each of
the one or more service functions and order of
service functions; and

receiving at the head-end node instructions to
forward traffic for a particular service to the serv-
ice chain specified by the service path identifier
information.

8. An apparatus comprising:

a network interface unit configured to enable
communications over a network including a plu-
rality of network nodes each configured to apply
a service function to traffic that passes through
the respective network node;

memory; and

aprocessor coupled to the network interface unit
and the memory, the processor configured to:

receive at a network node a packet that has
a network service header including service
path identifier information that identifies a
service chain comprised of one or more
service functions and order of service func-
tions to be applied to a forward path of traffic
matching classification criteria, and context
information indicating whether a service
function applied at a corresponding network
node is stateful and thus a reverse path of
traffic matching the classification criteria
needs to be directed to the network node at
which the stateful service function is ap-
plied;

apply a service function to a packet that is
forwarded to it in the forward path;
determine whether the service function that
it applies is stateful; and

when itdetermined that the service function
it applies is stateful, update the context in-
formation in the network service header to
indicate that the service function applied at
the network node is stateful and that traffic
for a reverse path matching the

classification criteria is to be returned to the net-
work node.

9. The apparatus of clause 8, wherein the processor
is further configured to:

store information mapping service function iden-
tifiers to network nodes;

determine a next network node in the service
chain at which a next service function is to be
applied to the packet based on the network serv-
ice header and the stored information; and
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forward the packet to the next network node at
which the next service function is to be applied
to the packet.

10. The apparatus of clause 9, wherein the network
service header further comprises location informa-
tion indicating at which network node the packet is
located along the service chain at any given point in
time, wherein the processor is further configured to:

update the location information in the network
service header to indicate an updated location
of the packet along the service chain.

11. The apparatus of clause 9, wherein the processor
is further configured to:

determine whether the network node is an exit
point for a packet for the service chain based on
the location information in the network service
header indicating that a previous network node
executed a last service function for the service
chain;

identify a stateful service function, ifany, applied
in the forward path of the service chain based
on the contextinformation in the network service
header and recording classification criteria for
forwarding traffic into the reverse path; and
generate information defining a reverse service
chain for the reverse path by copying from the
context information of the network service head-
er of the forward path information indicating
which one or more service functions are stateful
and to which reverse path of traffic needs to be
directed.

12. The apparatus of clause 8, wherein the processor
is configured to examine the network service header
for the packet, wherein the network service header
includes a string of bits whose length corresponds
to a number of service functions to be performed in
the forward path for the service chain, each bitin the
string of bits to indicate whether a service function
at a location in the service chain represented by a
corresponding position in the string of bits is stateful.
13. The apparatus of clause 12, wherein the proc-
essor is configured to update the context information
when the network node determines that the service
function it applies is stateful by setting a particular
bit of the string of bits at a position of the string of
bits that corresponds to its location in the service
chain.

14. The apparatus of clause 12, wherein the proc-
essor is further configured to examine the network
service header that includes a further string of bits
ofthe same length as the number of service functions
to be performed in the forward path for the service
chain, the further string of bits serving as location
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information in the network service header to indicate
at which network node the packet is located along
the service chain at any given point in time.

15. The apparatus of clause 8, wherein the network
node serves as a head-end node at the start of the
service chain, and wherein the processor is config-
ured to:

receive the service path identifier information
that identifies the service chain and each of the
one or more service functions and order of serv-
ice functions; and

receive instructions to forward traffic for a par-
ticular service to the service chain specified by
the service path identifier information.

16. One or more computer readable storage media
encoded with software comprising computer execut-
able instructions and when the software is executed
operable to:

in a network comprising a plurality of network
nodes each configured to apply a service func-
tion to traffic that passes through the respective
network node, receive a packet at a network
node, the packet having a network service head-
er that includes service path identifier informa-
tion that identifies a service chain comprised of
one or more service functions and order of serv-
ice functions to be applied to a forward path of
traffic matching classification criteria, and con-
text information indicating whether a service
function applied at a corresponding network
node is stateful and thus a reverse path of traffic
matching the classification criteria needs to be
directed to the network node at which the stateful
service function is applied;

apply a service function to a packet that is for-
warded to it in the forward path;

determine whether the service function that it
applies is stateful; and

when it determined that the service function it
applies is stateful, update the context informa-
tion in the network service header to indicate
that the service function applied at the network
node is stateful and that traffic for a reverse path
matching the classification criteria is to be re-
turned to the network node.

17. The computer readable storage media of clause
16, further comprising instructions operable to:

store information mapping service function iden-
tifiers to network nodes;

determine a next network node in the service
chain at which a next service function is to be
applied to the packet based on the network serv-
ice header and the stored information; and
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forward the packet to the next network node at
which the next service function is to be applied
to the packet.

18. The computer readable storage media of clause
17, wherein the network service header further com-
prises location information indicating at which net-
work node the packet is located along the service
chain at any given point in time, further comprising
instructions operable to:

update the location information in the network
service header to indicate an updated location
of the packet along the service chain.

19. The computer readable storage media of clause
18, further comprising instructions operable to:

determine whether the network node is an exit
point for a packet for the service chain based on
the location information in the network service
header indicating that a previous network node
executed a last service function for the service
chain;

identify a stateful service function, ifany, applied
in the forward path of the service chain based
on the contextinformation in the network service
header and recording classification criteria for
forwarding traffic into the reverse path; and
generate information defining a reverse service
chain for the reverse path by copying from the
context information of the network service head-
er of the forward path information indicating
which one or more service functions are stateful
and to which reverse path of traffic needs to be
directed.

20. The computer readable storage media of clause
16, wherein the network service header includes a
string of bits whose length corresponds to a number
of service functions to be performed in the forward
path for the service chain, each bit in the string of
bits to indicate whether a service function at a loca-
tion in the service chain represented by a corre-
sponding position in the string of bits is stateful,
wherein the instructions operable to update com-
prise instructions operable to set a particular bit of
the string of bits at a position of the string of bits that
corresponds to its location in the service chain.

Claims

A method comprising:

receiving a packet at a network node at a net-
work node of a service chain;
determining that the network node is an exit
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point for the packet for the service chain based
onlocationinformationin a header of the packet;
identifying a stateful service function applied in
the service chain based on context information
in the header;

recording classification criteria for forwarding re-
turn traffic into the service chain; and
generating information defining a reverse path
for the return traffic from the context information
identifying the stateful service function.

A method according to claim 1, wherein the informa-
tion defining the reverse path indicates the return
traffic is directed to a network node that applied the
stateful service function in the service chain.

The method of either claim 1 or claim 2, further com-
prising:

receiving a return packet of the return traffic at
the network node;

determining the return packet matches the clas-
sification criteria; and

forwarding the return packet in the reverse path
in the service chain.

The method of any preceding claim, wherein the in-
formation defining the reverse path indicates that
network nodes that applied non-stateful services are
bypassed in the reverse path of the service chain.

The method of any preceding claim, wherein identi-
fying the stateful service function applied in the serv-
ice chain comprises identifying the stateful service
function from a string of bits in the header, wherein
a length of the string of bits corresponds to a number
of service functions performed in a forward path for
the service chain, a value of each bit in the string of
bits to indicating whether a service function at a lo-
cation in the service chain represented by a corre-
sponding position in the string of bits is stateful.

The method of any one of claims 1 to 4, wherein
identifying the stateful service function applied in the
service chain comprises identifying the stateful serv-
ice function from a string of bits in the header, where-
in the string of bits comprises length bits and stateful
bits corresponding to the length bits, wherein the
length bits indicate network nodes along a forward
path of the service chain that applied a service func-
tion and the corresponding stateful bits indicate if the
network nodes applied a stateful service function.

The method of claim 6, wherein generating the in-
formation defining the reverse service path compris-
es generating the information indicating nodes cor-
responding to location bits whose corresponding
stateful bits indicate the network nodes which ap-
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10

plied stateful service functions.

8. An apparatus comprising:

a network interface unit configured to enable
communications over a network;

memory; and

a processor coupled to the network interface unit
and the memory, the processor configured to
perform all steps of a method according to any
one of the preceding claims.

One or more computer readable storage media en-
coded with software comprising computer executa-
ble instructions, which, when the software is execut-
ed by a processor, cause the processor to perform
all steps of a method according to any one of claims
1to7.
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