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Description

[0001] This invention relates to a lock system.

[0002] US2011/193678 and US2014/002239 both de-
scribe lock systems in which individual locks of the sys-
tem are able to transmit status information to other parts
of the lock system.

[0003] According to the present invention there is pro-
vided a lock system as defined by appended Claim 1.
[0004] This invention relates, therefore, to a lock fitted
with single or multiple tamper and/or shock sensors,
transmitters and receivers (Figure 1). It is able to detect
an attempt to tamper with the lock, said sensors causing
the lock to transmit an alarm which is then received, re-
peated and sounded by adjacent equivalent locks and
located in the same or adjacent groups or clusters.
[0005] The system therefore does not require addition-
al infrastructure to repeat the alarm over a given area,
making it more difficult to silence the alarm and creating
a stronger deterrent.

[0006] A criminal will usually remove anddiscard a lock
and will silence itif it contains an alarm capability. In many
circumstances this provides little deterrent and the lock
may be thrown overboard if on a yacht or dropped into a
bucket of water or completely smashed to silence the
lock alarm.

[0007] The clusterlockis anintelligentlock system that
consists of a cluster of alarmed locks of the same type
that are able to communicate such an attack event to
each other and to provide a wider deterrent than a single
physical lock or a simple alarmed lock can offer. This
overcomes the issue of a single lock acting alone.
[0008] As each lock transmits an alarm it transmits its
own alarm information. The alarm signal or tone in the
next lock that is triggered by either an attack or receiving
an alarm signal from another lock may be varied accord-
ing to the proximity of the lock to the originating alarm.
The communications techniques may be wireless
(shock, vibration, acoustic, radio waves or optical) or
wired (using electric or optical conductors), according to
the application.

[0009] The system may also employ additional sys-
tems to gather alarm and location data and a) to retain
that data in a secure repository and/or b) to relay suitable
information to a third party for possible action using stand-
ard communications channels, web-based systems or
modem AndroidR™, AppleR™ or other applications
("Apps"). In certain cases it may be desirable for the clus-
ter not to transmit an audible alarm immediately, in order
to allow responders sufficient time to apprehend an at-
tacker.

[0010] The device may be any type of lock used to
secure one of a group of assets. It contains a sensor to
detect an attack, either physical or otherwise, and a trans-
mitter and receiver. When itrecognises an attack the lock
transmits a signal that other locks can detect. When the
lock has completed its transmission to other locks it then
transmits a loud acoustic signal that is intended to act as
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a deterrent to the attacker. The next layer of locks in the
community that are within range and can detect the trans-
mission now transmit their own information that may be
received by other locks further out in the community.
These then also sound an alarm. In this way the alarm
works its way out from the core event to provide a wide
area alert of the original attack (Figure 2). If the locks in
the cluster are set for 'deterrent’ and sound the alarm
then the resulting noise provides a greater deterrent than
a single lock. If they are set to ’catch’ then they offer a
wider area over which a potential attacker may be de-
tected and apprehended.

[0011] The invention further relates to the detection of
this information by another receiver thatis able to process
the data and to relay this to another system for onwards
communication to a nearby office, security station or oth-
er facility to support the provision of a response to the
event (Figure 3). This invention further relates to the on-
ward

transmission of data using other communications tech-
niques to enable an alarm to be raised remotely from the
site of the community. This may be delivered directly to
a phone line or through a web-based system or modern
AndroidR™_ AppleRT™ or other applications ("Apps").
[0012] The lock architecture is shown in Figure 1. The
lock sensor and sensing circuit are permanently listening
for abnormally high levels of activity on the mechanism.
The sensing circuit is disarmed when the key is used.
The key may contain an RFID tag, bar-code or other iden-
tifier that can be read by the lock when in close proximity
to the key. The sensing circuit may be intelligent, and
can be programmed in complex variants to detect attack
type for onward transmission. In the simple lock it will
merely detect higher amplitude attacks where the key is
not used. When an attack is detected this information is
passed to the transmitter which uses the techniques for
onward transmission built into this particular device. The
receiver detects this transmission and, when it is com-
pleted, it sounds an alarm or not according to the system
settings selected.

[0013] Where an attack on this lock is not detected,
the receiver may receive notification from an adjacent
lock that it has been attacked. In this case the receiver
determines whether the attack was on the immediately
adjacent lock, or if this is number two or three or more in
the chain from the attacked lock. This determines the
transmission type and, if selected, the audio tone is
sounded by this alarm using its built-in speaker.

[0014] Users may select the pattern and frequency of
the alarm audible output to allow them to work together
over wider areas to create groups or clusters of alarms.
In this way the users can ensure that there is no confusion
over which alarm is the initiating alarm and which are the
supporting alarms.

[0015] The lock can include a Global Navigation Sat-
ellite System (GNSS) receiver to enable the transmitter
to report its position. The GNSS receiver may be embed-
ded in one or all of the locks, or the lock system may
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employ another available location source to feed into the
lock system (e.g. the National Marine Electronics Asso-
ciation (NMEA) standard output on a yacht Global Posi-
tioning System (GPS) or other GNSS solution-based
chart plotter).

[0016] An outline of how the cluster system works is
shown in Figure 2. Alock is attacked (the initiating alarm)
and emits Tone 1, as set by the user group. This is de-
tected by the next layer within range, the receiver deter-
mines that this is Tone 1 and selects the next tone in the
range, Tone 2. This continues out to the limit of tone
options in the product pack chosen by the users. In this
way, even if the first lock that is attacked is thrown into
deep water, the other locks will have detected it and begin
sounding their own alarms. Therefore it becomes in-
creasingly difficult to silence or to ignore the alarm set
as a waterfall alarm effect is triggered.

[0017] Figure 2 illustrates the Cluster Lock System.
[0018] The use of Tones offers a method of determin-
ing where the alarm originates. For example, if the tones
chosen are ascending through the Tone options (e.g.
Tone 1 may be 500Hz, Tone 2 may be 1kHz and so on)
then moving to the lowest audible tone will guide security
staff to the source of the alarm.

[0019] Whereanalarmhas joinedthe alarming session
triggered by the initiating alarm, and then is itself at-
tacked, it will revert to sounding Tone 1. Adjacent alarms
that are higher in the order than Tone 2 will carry on
transmitting their tone, but those nearest to the new Tone
1 will begin sounding Tone 2 and so on, until the alarm
set levels across the two clusters now alarming. This will
be the same for any number of clusters within the overall
community.

[0020] In more sophisticated systems the alarm may
be propagated by wireless, optical or other means in ad-
dition to or instead of the acoustic option in the standard
community.

[0021] The next claim connects the community to the
remote user via a local or wide area network (Figure 3).
A monitor listens for alarm activity and, when this is de-
tected, packages thatinformation and relays itto the user
group, either over a dedicated local network or across
the public wide area network. This includes the use of
web servers and modern communications devices such
as 'tablets’ and 'smart-phones’ to deliver applications to
the User. Examples include AndroidR™ and AppleRTM
formats and applications.

[0022] A Lock Identity feature may be provided in some
locks to facilitate identification of the initiating lock. If the
initiating identification feature is used in each alarm this
allows specific users to be targeted with personal mes-
sages to inform them that their lock is under attack.
[0023] In order to achieve this functionality the lock
may contain some or all of the following functions al-
though other functions may be added for more complex
systems:

1. Lock mechanism
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2. Lock Housing
3. Lock Sensor set
4. Sensing Circuit
5. Transmitter
6. Receiver
7. Processing Block
8. Power

9. Identity Block

10. Acoustic sounder

[0024] The lock is intended to be deployed singly, as
part of a community or as a networked locking system.
This community might be, for example, on a single yacht
or across a row of yachts on moorings.

[0025] Finally, the community concept may be applied
to other requirements. For example, personal attack
alarms, vehicle alarms, building intruder alarms and so
on may be connected in the same way. In this case the
system may be joined to the end user or lock owner in a
number of ways. This includes the network interface to
port data into the network for a single or multiple locks
and alarms. It also includes the application that is re-
quired at the user or lock owner site to receive and display
relevant information and this will be in the form of an
application (on a smart-phone or tablet) or a web service
or a bespoke display.

Claims

1. Alock system comprising a first lock having a sensor
(3, 4) to detect a tamper attempt on the first lock,
said sensor (3, 4) triggering a sounder (10) to output
afirst audible alarm, a transmitter (5) for transmitting
an alarm signal from the first lock to a second, nearby
equivalent lock, and a receiver (6) for receiving an
alarm signal from a nearby, equivalent lock, the sec-
ond lock having a transmitter (5) for transmitting an
alarm signal to a nearby, equivalent lock and a re-
ceiver (6) for receiving the alarm signal from the first
lock, characterised in that the second lock is oper-
able such that a sounder (10) thereof is triggered to
output a second audible alarm upon the reception of
the alarm signal from the first lock, the sounder (10)
being triggered to output a different alarm signal ac-
cording to whether the alarm is triggered from the
sensor (3, 4) on the lock or due to reception of an
alarm signal from another lock.

2. Alock system according to claim 1 wherein the first
lock provides an output signal to relay the alarm sta-
tus across a network to the lock owner and/or secu-
rity or other staff.

3. Alock system as defined in claim 2 and further com-
prising a tablet or smart phone application to notify
specific lock owners and/or security or other staff.
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Patentanspriiche

Schlosssystem umfassend ein erstes Schloss mit ei-
nem Sensor (3, 4) zum Detektieren eines Manipula-
tionsversuchs an dem ersten Schloss, wobei der
Sensor (3, 4) einen Schallgeber (10) auslést zum
Ausgeben eines ersten hérbaren Alarms, einem
Sender (5) zum Ubertragen eines Alarmsignals von
dem ersten Schloss zu einem zweiten, nahegelege-
nen aquivalenten Schloss, und einem Empféanger (6)
zum Empfangen eines Alarmsignals von einem na-
hegelegenen aquivalenten Schloss, wobei das zwei-
te Schloss einen Sender (5) besitzt zum Ubertragen
eines Alarmsignals zu einem nahegelegenen, aqui-
valenten Schloss und einen Empfanger (6) zum
Empfangen des Alarmsignals von dem ersten
Schloss, dadurch gekennzeichnet, dass das zwei-
te Schloss derart betatigt werden kann, dass ein
Schallgeber (10) davon ausgeldst wird zum Ausge-
ben eines zweiten hérbaren Alarms bei Empfang des
Alarmsignals von dem ersten Schloss, wobei der
Schallgeber (10) ausgeldst wird zum Ausgeben ei-
nes anderen Alarmsignals gemafR dem, ob der Alarm
von dem Sensor (3,4) andem Schloss oder aufgrund
eines Empfangs eines Alarmsignals von einem an-
deren Schloss ausgeldst wird.

Schlosssystem nach Anspruch 1, wobei das erste
Schloss ein Ausgangssignal zum Ubertragen des
Alarmstatus Uber ein Netzwerk zu dem Schlossbe-
sitzer und/oder Sicherheitsdienst oder anderem Per-
sonal liefert.

Schlosssystem nach Anspruch 2 und weiterhin um-
fassend eine Tablet- oder eine Smartphone-Appli-
kation, um spezifische Schlossbesitzer und/oder Si-
cherheitsdienst oder anderes Personal zu benach-
richtigen.

Revendications

Systeme de verrouillage comportant un premier ver-
rou doté d’un capteur (3, 4) pour détecter une ten-
tative d’effraction sur le premier verrou, ledit capteur
(3, 4) déclenchant un bruiteur (10) pour délivrer une
premiéere alarme audible, un émetteur (5) servant a
envoyer un signal d’alarme du premier verrou a un
deuxiéme verrou équivalent voisin, et un récepteur
(6) servant a recevoir un signal d’alarme provenant
d’'un verrou équivalent voisin, le deuxi€éme verrou
étant doté d’'un émetteur (5) servant a envoyer un
signal d’alarme a un verrou équivalent voisin et d’'un
récepteur (6) servant a recevoir le signal d’alarme
provenant du premier verrou, caractérisé en ce que
le deuxiéme verrou peut étre utilisé de telle fagon
qu’un bruiteur (10) de celui-ci soit déclenché pour
délivrer une deuxiéme alarme audible suite a la ré-
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ception du signal d’alarme provenant du premier ver-
rou, le bruiteur (10) étant déclenché pour délivrer un
signal d’alarme différent suivant que I'alarme est dé-
clenchée a partir du capteur (3, 4) sur le verrou ou
du faitde laréception d’'un signal d’alarme provenant
d’un autre verrou.

Systeme de verrouillage selon la revendication 1, le
premier verrou fournissant un signal de sortie pour
relayer I'état d’alarme a travers un réseau au pro-
priétaire du verrou et/ou a des agents de sécurité ou
un autre personnel.

Systeme de verrouillage selon la revendication 2 et
comportant en outre une application de tablette ou
d’ordiphone pour une notification a des propriétaires
de verrous spécifiques et/ou a des agents de sécu-
rité ou un autre personnel.
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