EP 3 223 161 A1

(1 9) Europdisches

Patentamt

European
Patent Office
Office européen

des brevets

(11) EP 3 223 161 A1

(12) EUROPEAN PATENT APPLICATION
published in accordance with Art. 153(4) EPC

(43) Date of publication:
27.09.2017 Bulletin 2017/39

(21) Application number: 15860696.2

(22) Date of filing: 18.11.2015

(51) IntCl.:
GO6F 13/10(2006.0)

(86) International application number:
PCT/JP2015/082361

(87) International publication number:
WO 2016/080428 (26.05.2016 Gazette 2016/21)

(84) Designated Contracting States:
AL AT BEBG CH CY CZDE DKEE ES FIFRGB
GRHRHUIEISITLILTLULVMC MKMT NL NO
PL PT RO RS SE SI SK SM TR
Designated Extension States:
BA ME
Designated Validation States:
MA MD

(30) Priority: 19.11.2014 JP 2014235110

(71) Applicant: NEC Corporation
Tokyo 108-8001 (JP)

(72) Inventor: KOBAYASHI Yoshikazu
Tokyo 108-8001 (JP)

(74) Representative: Vossius & Partner
Patentanwilte Rechtsanwailte mbB
Siebertstrasse 3
81675 Miinchen (DE)

(54) INFORMATION PROCESSING SYSTEM, INFORMATION PROCESSING METHOD,
INFORMATION PROCESSING DEVICE, AND CONTROL METHOD AND CONTROL PROGRAM

THEREFOR

(67)  The information processing system includes: a
plurality of operation devices respectively connected to
a plurality of communication terminals; operation integra-
tion means that inputs information about an operation on
the plurality of operation devices; a display device that

Fig. 1

100

L g103

DISPLAY - ;sv_.:___m
CONTROL UNIT - {

4

has a communication function; control means that con-
trols generation of a screen related to information about
an operation from the plurality of operation devices; and
display control means that causes the display device to
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Description
[Technical Field]

[0001] The present invention relates to an information
processing system, an information processing method,
an information processing device, and a control method
and a control program therefor.

Background Art

[0002] In the aforementioned technological field, PTL
1 discloses a technology of controlling a device USB-
bus-connected to a local terminal from a remote compu-
ter in a same manner as a device USB-bus-connected
to the computer. The above is performed by providing a
pseudo device driver and a pseudo core driver.

[Citation List]
[Patent Literature]

[0003] PTL 1: Japanese Unexamined Patent Applica-
tion Publication No. 2008-210115

[Summary of Invention]
[Technical Problem]

[0004] However,thetechnology describedinthe afore-
mentioned literature is configured to act as proxy by pro-
viding a pseudo device driver and a pseudo core driver.
Accordingly, the technology is not able to integrate op-
erations on a plurality of remote operation devices while
sharing a screen on a remote display device.

[0005] An object of the present invention is to provide
a technology solving the aforementioned problem.

Solution to Problem

[0006] To achieve the above objective, an information
processing system of the present invention includes:

a plurality of operation devices respectively connect-
ed to a plurality of communication terminals;
operation integration means that inputs information
about an operation on the plurality of operation de-
vices;

a display device that has a communication function;
control means that controls generation of a screen
related to information about an operation from the
plurality of operation devices; and

display control means that causes the display device
to display the screen.

[0007] To achieve the above objective, an information
processing method of the present invention includes:
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an operation integration step of inputting information
about an operation on a plurality of operation devices
respectively connected to a plurality of communica-
tion terminals;

a control step of controlling generation of a screen
related to information about an operation from the
plurality of operation devices; and

a display control step of causing the display device
having a communication function to display the
screen.

[0008] To achieve the above objective, an information
processing device of the present invention includes:

operation integration means that receives informa-
tion about an operation on a plurality of operation
devices respectively connected to a plurality of com-
munication terminals;

control means that controls generation of a screen
related to information about an operation from the
plurality of operation devices; and

display control means that causes the display device
having a communication function to display the
screen.

[0009] To achieve the above objective, a control meth-
od for an information processing device of the present
invention includes:

an operation integration step of receiving information
about an operation on a plurality of operation devices
respectively connected to a plurality of communica-
tion terminals;

a control step of controlling generation of a screen
related to information about an operation from the
plurality of operation devices; and

a display control step of causing a display device
having a communication function to display the
screen.

[0010] To achieve the above objective, a control pro-
gram for an information processing device of the present
invention causes a computer to perform:

an operation integration step of receiving information
about an operation on a plurality of operation devices
respectively connected to a plurality of communica-
tion terminals;

a control step of controlling generation of a screen
related to information about an operation from the
plurality of operation devices; and

a display control step of causing a display device
having a communication function to display the
screen.

[Advantageous Effects of Invention]

[0011] The presentinvention is able to integrate oper-
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ations of a plurality of remote operation devices while
sharing a screen on a remote display device.

of the present invention.

Fig. 8 is a block diagram illustrating a hardware con-

figuration of the information processing device ac-

cording to the second example embodiment of the
5 present invention.

Fig. 9 is a flowchart illustrating a processing proce-

[Brief Description of Drawings]

[0012]

Fig. 1 is a block diagram illustrating a configuration
of an information processing system according to a

dure of the information processing device according
to the second example embodiment of the present
invention.

first example embodiment of the present invention. 70 Fig. 10 is a flowchart illustrating a procedure of
Fig. 2Ais a block diagram illustrating a configuration shared device registration processing according to
of an information processing system according to a the second example embodiment of the present in-
second example embodiment of the present inven- vention.

tion. Fig. 11 is a block diagram illustrating a configuration
Fig. 2B is a diagram illustrating a software configu- 75 of an information processing system according to a
ration of the information processing system accord- third example embodiment of the present invention.
ing to the second example embodiment of the Fig. 12 is a diagram illustrating a software configu-
present invention. ration of the information processing system accord-
Fig. 2C is a diagram illustrating a concept of USB ing to the third example embodiment of the present
hub connection according to the second example 20 invention.

embodiment of the present invention. Fig. 13A is a block diagram illustrating a configura-
Fig. 2D is a diagram illustrating an information flow tion of an information processing system according
in the USB hub connection according to the second to a fourth example embodiment of the present in-
example embodiment of the present invention. vention.

Fig. 2E is a diagram illustrating a structure of a com- 25 Fig. 13B is a block diagram illustrating another con-
munication message according to the second exam- figuration of the information processing system ac-
ple embodiment of the present invention. cording to the fourth example embodiment of the
Fig. 2F is a diagram illustrating a communication da- present invention.

ta structure according to the second example em- Fig. 14 is a diagram illustrating a software configu-
bodiment of the present invention. 30 ration of the information processing system accord-
Fig. 2G is a diagram illustrating data transmission in ing to the fourth example embodiment of the present
the information processing system according to the invention.

second example embodiment of the present inven- Fig. 15is adiagramillustrating a structure of a setting
tion. history database according to the fourth example
Fig. 3A is a diagram illustrating a concept of HDMI 35 embodiment of the present invention.

(registered trademark) device connection according Fig. 16 is a flowchart illustrating a processing proce-
to the second example embodiment of the present dure of a setting control flow according to the fourth
invention. example embodiment of the present invention.

Fig. 3B is a diagram illustrating an information flow Fig. 17A is a block diagram illustrating a configura-
in the HDMI (registered trademark) device connec- 40 tion of an information processing system according
tion according to the second example embodiment to a fifth example embodiment of the present inven-
of the present invention. tion.

Fig. 4A is a diagram illustrating a concept of an in- Fig. 17B is a block diagram illustrating another con-
formation processing system according to an under- figuration of the information processing system ac-
lying technology. 45 cording to the fifth example embodiment of the
Fig. 4B is a diagram illustrating a software configu- present invention.

ration of the information processing system accord- Fig. 18 is a diagram illustrating a structure of a work-
ing to the underlying technology. flow database according to the fifth example embod-
Fig. 5is a block diagram illustrating a functional con- iment of the present invention.

figuration of an information processing device ac- 50 Fig. 19 is a block diagram illustrating a configuration
cording to the second example embodiment of the of an information processing system according to a
present invention. sixth example embodiment of the present invention.
Fig. 6 is a diagram illustrating a structure of an ap- Fig. 20 is a diagram illustrating a software configu-
plication database according to the second example ration of the information processing system accord-
embodiment of the present invention. 55 ing to the sixth example embodiment of the present

Fig. 7 is a diagram illustrating a structure of a shared
device registration
table according to the second example embodiment

invention.
Fig. 21isadiagramillustrating a structure of a setting
history database according to the sixth example em-
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bodiment of the present invention.

Fig. 22 is a flowchart illustrating a processing proce-
dure of a workflow according to the sixth example
embodiment of the present invention.

Fig. 23 is a diagram illustrating data transmission in
an information processing system according to a
seventh example embodiment of the present inven-
tion.

Fig. 24 is a diagram illustrating another type of data
transmission in the information processing system
according to the seventh example embodiment of
the present invention.

[Description of Embodiments]

[0013] Referring to the drawings, example embodi-
ments of the present invention will be exemplarily de-
scribed in detail. However, components described in the
following example embodiments are merely exemplifica-
tions and are not intended to limit the technical scope of
the present invention thereto.

<First Example Embodiment>

[0014] An information processing system 100 accord-
ing to a first example embodiment will be described by
use of Fig. 1. The information processing system 100 is
a system integrating operations of devices and sharing
a display.

[0015] As illustrated in Fig. 1, the information process-
ing system 100 includes a plurality of operation devices
113 and 114, an operation integration unit 101, a display
device 115 having a communication function, a control
unit 102, and a display control unit 103. The plurality of
operation devices 113 and 114 are respectively connect-
ed to a plurality of communication terminals 111 and 112.
The operation integration unit 101 inputs information
about an operation on the plurality of operation devices
113 and 114. The control unit 102 accommodates oper-
ation information from the plurality of operation devices
113 and 114. The display control unit 103 causes the
display device 115 to display a screen.

[0016] The present example embodiment is able to in-
tegrate operations of a plurality of remote operation de-
vices while sharing a screen on a remote display device.

<Second Example Embodiment>

[0017] Next, aninformation processing system accord-
ing to a second example embodiment will be described.
The information processing system according to the
present example embodiment performs operation inte-
grationin aremote operation device and aremote display
device that are connected to a personal computer (PC)
through communication. For example, the remote oper-
ation device includes a keyboard and a pointing device
that are universal serial bus (USB)-connected to a com-
munication terminal. Further, the remote display device
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may include a High-Definition Multimedia Interface (HD-
MI) (registered trademark)-connected monitor having a
communication function, or a display screen of a smart-
phone or a tablet.

<<Information Processing System>>

[0018] Before describing the information processing
system according to the present example embodiment,
an information processing system according to an un-
derlying technology will be described in order to clarify a
feature of the present example embodiment.

(Underlying Technology)

[0019] Fig. 4Ais a diagram illustrating a concept of an
information processing system 400 according to the un-
derlying technology.

[0020] The information processing system 400 in Fig.
4A controls device connection by USB, HDMI (registered
trademark), VGA, or the like, by a device driver including
a class driver 432 in a PC. Then, the system provides a
USB_HUB 433 for integration of operation equipment,
and a monitor distributor 434 for sharing display equip-
ment (monitor), on the equipment side of the device driv-
er. Respectively distributed buses are connected to a
plurality of pieces of operation equipment and monitors
to provide equipment sharing. In order to connect a key-
board and a mouse as operation equipment, USB_HUBs
421 and 422 are connected beyond USB for distribution.
[0021] Thus, the shared equipmentin Fig. 4Ais limited
by an allowable distance of the bus. Further, a remote
desktop and virtualization of a desktop (Desktop-as-a-
Service [DaaS]) are not able to perform operation inte-
gration. Further, screen sharing in a TV conference does
not share a PC to prepare a material by operation inte-
gration.

[0022] Fig. 4B is a diagram illustrating a software con-
figuration of the information processing system 400 ac-
cording to the underlying technology.

[0023] In Fig. 4B, when an input-output instruction is
issued from an activated application 431 to peripheral
equipment, a different protocol is selected in a class driv-
er 432 in accordance with a device type. Next, a protocol
specific to USB or HDMI (registered trademark) is select-
ed in each bus driver.

[0024] A signal conforming to the bus driver protocol
is distributed by a USB_HUB 433 or a monitor distributor
434 and controls a host controller driver. The host con-
troller driver controls serial communication over each
physical bus by a host controller IC.

[0025] Three layers composed of the class driver 432,
the bus driver, and the host controller driver constitute a
typical device driver.

[0026] Thus,inthe underlyingtechnology, a PC screen
of a user is virtualized for remote use by the user, or, a
PC screen of a user is projected on a plurality of screens
by conference software. Accordingly, there is no idea of
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sharing an application in real time by remote equipment
for simplified operation integration.

<<Information Processing System according to Present
Example Embodiment>>

[0027] The information processing system according
to the present example embodiment easily provides
equipment sharing and operation integration by connect-
ing peripheral equipment ata remote location, advancing
from a state in the case of the underlying technology. In
the case of the underlying technology, equipment sharing
and operation integration are performed by a PC at hand
within a range of connectivity through a physical
USB_HUB and a monitor distributor.

(System Configuration)

[0028] Fig. 2A is a block diagram illustrating a config-
uration of an information processing system 200 accord-
ing to the present example embodiment.

[0029] The information processing system 200 in Fig.
2A controls device connection by USB, HDMI (registered
trademark), VGA, or the like by a PC as an information
processing device 230, a class driver 232 (operating as
a device manager), and a bus driver. The class driver
232 and the bus driver are configured to serve as a virtual
HUB 233 or a virtual monitor distributor 234.

[0030] Each message distributed by the virtual HUB
233 or the virtual monitor distributor 234 is transmitted
to and from a host controller driver on a remote commu-
nication terminal or a communication function unit 220
through a network. In order to connect a keyboard and
amouse as operation equipment, virtual USB_HUBs 221
and 222 are provided to a communication terminal 220
for distribution.

[0031] Forexample, keyboards 211 and 214, mice 212
and 215, and monitors 213 and 216 having a communi-
cation function are connected as devices 210, each pro-
viding operation integration or display sharing.

[0032] While Fig. 2A illustrates a configuration of
screen sharing by two monitors, a plurality of sets of op-
eration integration (keyboards and mice) may be per-
formed with one monitor being viewed.

(Software Configuration)

[0033] Fig. 2B is a diagram illustrating a software con-
figuration of the information processing system 200 ac-
cording to the present example embodiment.

[0034] In Fig. 2B, when an input-output instruction is
issued from an activated application 231 to peripheral
equipment, a different protocol is selected in the class
driver 232 in accordance with a device type. Next, a pro-
tocol specific to USB or HDMI (registered trademark) is
selected in each bus driver. By activating a plurality of
bus drivers related to bus branching for the respective
different protocols in the class driver 232, each bus driver
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operates as a virtual HUB 233 or a virtual monitor dis-
tributor 234.

[0035] In a communication terminal or a communica-
tion function unit, a host controller driver corresponding
to each busdriver is activated through the network. Three
layers composed of the class driver 232, the bus driver,
and the host controller driver constitute a typical device
driver, and therefore the device driver is divided by the
network communication. The connection between the
bus driver and the host controller driver, according to the
present example embodiment, is remotely extended by
communication. However, division by communication
may be placed between other drivers or within another
driver, which efficiently provides remote device control
and communication control.

[0036] In the host controller for bus-connecting each
device, the virtual USB_HUBs 221 and 222 are config-
ured by a hub driver being distributed to a plurality of host
controllers. The devices 211 to 216 bus connected to the
host controller are similar to those in Fig. 2A.

[0037] Thus, the information processing system ac-
cording to the present example embodiment easily pro-
vides equipment sharing and operation integration. The
above is achieved by connecting peripheral equipment
at a remote location by a software-based operation and
functional partitioning.

<<Concept of USB Hub Connection>>

[0038] Fig. 2C is a diagram illustrating a concept of
USB hub connection according to the present example
embodiment. Note that, in Fig. 2B, illustration of regular
software such as an operating system (OS) and a basic
input/output system (BIOS) is omitted.

[0039] Fig. 2C illustrates the host230 as aninformation
processing device, the remote USB hub 221 (222) con-
nected to the host 230 through a network 240, and a
plurality of the USB devices 211 and 212 (214 and 215).
[0040] The host 230 includes, as software, the appli-
cation software 231, the class driver 232 as part of a
device driver, and a plurality of USB bus drivers relating
to operation equipment and being distributed from the
class driver 232. The plurality of USB bus drivers distrib-
uted from the class driver 232 constitute the virtual HUB
233.

[0041] The application software 231 is software for pro-
viding a service previously provided by the host 230, or
a service developed by a user. The class driver 232 in-
terprets an input-output file operation requested by the
application software 231, and selects a protocol related
to a target device. Since this example handles access to
an input-output file in the USB devices 211 and 212, the
class driver 232 prepares transmission and reception of
data complying with a command and a data format that
conform to a USB protocol. Thatis to say, the class driver
232 generates a structure defining control information
and data that are transmitted and received through the
network 240. The plurality of bus drivers are respectively
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connected to host controller drivers 225 in the plurality
of USB hubs 221 and 222 through a communication unit
240.

[0042] The USB hub 221 (222) includes the host con-
troller driver 225 and a USB bus interface 226 branching
into a plurality of SIEs. The host controller driver 225 has
a function for branching into a plurality of USB cables.
Further, the respective plurality of SIEs are connected to
respective SIEs in the plurality of USB devices 211 and
212 through a plurality of USB cables 261 and 262.
[0043] The USB device (keyboard) 211 includes, as
software, a USB bus interface 217 in the USB device 211
that connects with the USB bus interface 226 in the USB
hub 221 through the USB cable 261 and exchanges a
signal with the USB bus interface 226. Further, the USB
device 211 includes an endpoint0 218 composed of a
first-in first-out (FIFO)0 that stores a descriptor including
device information and control information, and
endpoints1 to n 219 composed of FIFO1 to n that store
input-output data.

[0044] By such connection, the USB hub 221 and the
USB device 211 (212) perform physical-level communi-
cation by the own USB bus interfaces 226 and 217. Fur-
ther, by a system-level control transfer through the class
driver 232, the USB bus driver, the network 240, and the
host controller driver 225, control communication as ba-
sic processing is provided between the application soft-
ware 231 and the endpoint0 (218) through a default pipe
251. Further, in an application-level data transfer, data
communication as each method of a device class is pro-
vided between the application software 231 and the
endpoints1 to n (219) through a data pipe group 252.
[0045] As described above, a unified communication
channel (pipe) can be formed by network communication
between the bus driver in the host 230 and the host con-
troller driver 225 in the USB hub 221 through the network
240, and serial communication between the USB bus
interfaces 226 and 217 through the USB cable.

[0046] Processing betweenthe USB interface 226 and
the USB device (mouse) 212 is similar except for a device
type, and therefore description thereof is omitted.

(Information Flow)

[0047] Fig. 2D is a diagram illustrating an information
flow in the USB hub connection according to the present
example embodiment. Note that Fig. 2D illustrates main
storage areas, and a detailed configuration is omitted.
Fig. 2D illustrates an example that processing of a host
controller driver in a device driver is separated between
the information processing device 230 as a host and the
remote USB hub 221 through communication, so that the
information processing device 230 apparently controls
the USB device 211 (212) through direct connection.
However, it is desirable to select a layer in which the
device driver is separated, in accordance with perform-
ance of the information processing device 230 and the
USB hub 221, and a communication environment.
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[0048] Aninput-output file structure 234, device control
information 235, a USB buffer 236, and a communication
structure 237 are secured in the information processing
device 230. The input-output file structure 234 is secured
when the application software 231 instructs an input-out-
put file operation. Further, for example, the input-output
file structure 234 includes a function group performing
predetermined processing in accordance with a file stor-
age destination, a device type, an input-output protocol,
and the like, device information, and an input-output buff-
er. Device control information 235 includes a transmitted
and received control command group, a current transfer
mode, and status. The control command group includes
control commands for controlling a setting related to com-
munication, an action againsta communication error, and
the like, in addition to control commands for controlling
input and output from and to the USB device. The device
control information 235 may be integrated into the device
informationin the input-outputfile structure 234. The USB
buffer 236 includes a buffer corresponding to each end-
point secured by the class driver 232 and the bus driver
in accordance with processing by the function group in
the input-output file structure 234, when a device type is
a USB device. The communication structure 237 is a
structure secured by the class driver 232 and the bus
driver in accordance with processing by the function
group in the input-output file structure 234, when a device
is at a remote location through the network. The commu-
nication structure 237 includes a function group for set-
ting a protocol and a message format that are related to
communication, a communication rate, and the like, a
control command to be transmitted, and received status.
The communication structure 237 further includes a
transmission buffer temporarily storing transmitted data,
and a reception buffer temporarily storing received data.
The USB buffer 236 is optional. Data transfer may be
directly performed between the input-output buffer in the
input-output file structure 234, and the transmission buff-
er and the reception buffer in the communication struc-
ture 237. Further, as long as a layer in which the device
driver is separated by communication is a higher layer,
a control command and status need not be communicat-
ed independently, and may be included in transmitted
and received data.

[0049] A communication structure 227, device control
information 228, and a USB buffer 229 are secured in
the USB hub 221. The communication structure 227 is a
structure associated with the communication structure
237 secured by the application software 231. The com-
munication structure 227 includes a function group for
setting a protocol and a message format related to com-
munication, a communication rate, and the like, a re-
ceived control command, and status to be transmitted.
The communication structure 227 further includes a re-
ception buffer temporarily storing received data, and a
transmission buffer temporarily storing transmitted data.
The device controlinformation 228 includes a transmitted
and received control command group, a current transfer
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mode, and status. Each control command in the control
command group is associated with a control flow con-
verting the control command into a USB command string
executing the control command. Further, the control com-
mand group includes control commands for controlling a
setting related to communication, an action against a
communication error, and the like, in addition to control
commands for controlling input and output from and to
the USB device. The USB buffer 229 includes a buffer
being secured when a device type is a USB device and
corresponding to each endpoint in the USB device 211
(212).

[0050] FIFOsO to n are prepared as endpoints in the
USB device 211 (212), in accordance with a device type.

(Communication Message)

[0051] Fig. 2E is a diagram illustrating a structure of a
communication message according to the presentexam-
ple embodiment. Note that the format of the communi-
cation message is not limited to Fig. 2E.

[0052] Fig. 2E illustrates control messages 270 trans-
mitted and received over a control channel being the de-
fault pipe 251, and data messages 280 transmitted and
received over a data channel being the data pipe group
252.

[0053] Outofthe control messages 270, a control mes-
sage transmitted from the host 230 to the USB hub 221
composed of a communication terminal includes an IP
address 271 and a transmission destination area/trans-
mission source area 272. The control message further
includes communication data 273 and, for example, a
CRC 274 for error correction. As the IP address 271, a
communication terminal address of a destination and a
host address of a source are set. As the transmission
destination area/transmission source area 272, a FIFOO
in the USB device 211 (212) is designated in the trans-
mission destination area, and a USB buffer0 in the host
230 is designated in the transmission source area. Fur-
ther, as the communication data 273, a device address
assigned by the host 230 and a control command of the
USB device 211 (212) are transmitted.

[0054] Outofthe control messages 270, a control mes-
sage transmitted from the USB hub 221 composed of a
communication terminal to the host 230 includes an IP
address 275 and a transmission destination area/trans-
mission source area 276. The control message further
includes communication data 277 and, for example, a
CRC 278 for error correction. As the IP address 275, a
host address of a destination and a communication ter-
minal address of a source are set. As the transmission
destination area/transmission source area 276, the USB
buffer0 in the host 230 is designated in the transmission
destination area, and the FIFOO in the USB device 211
(212) is designated in the transmission source area. Fur-
ther, as the communication data 277, a device descriptor
and device status of the USB device 211 (212) are trans-
mitted.
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[0055] Out of the data messages 280, a data message
transmitted from the host 230 to the USB hub 221 com-
posed of a communication terminal includes an IP ad-
dress 281 and a transmission destination area/transmis-
sion source area 282. The data message further includes
communication data 283 and, for example, a CRC 284
for error correction. As the IP address 281, a communi-
cation terminal address of a destination and a host ad-
dress of a source are set. As the transmission destination
area/transmission source area 282, FIFOs1 to n in the
USB device 210 are designated in the transmission des-
tination area, and USB buffers1 to n in the host 230 are
designated in the transmission source area, in a mutually
associated manner. Further, as the communication data
283, one or more pieces of bulk OUT data are transmit-
ted.

[0056] Out of the data messages 280, a data message
transmitted from the USB hub 221 composed of a com-
munication terminal to the host 230 includes an IP ad-
dress 285 and a transmission destination area/transmis-
sion source area 286. The data message further includes
communication data 287 and, for example, a CRC 288
forerror correction. As the IP address 285, ahost address
of a destination and a communication terminal address
of a source are set. As the transmission destination ar-
ea/transmission source area 286, the USB buffers1 ton
in the host 230 are designated in the transmission des-
tination area, and the FIFOs1 to n in the USB device 210
are designated in the transmission source area, in a mu-
tually associated manner. Further, as the communication
data 287, one or more pieces of bulk IN data are trans-
mitted.

[0057] While other transfer types include an interrupt
transfer and an isochronous transfer, in addition to the
control transfer and the bulk transfer, the other transfer
typesinclude similar data message structures exceptthat
the "SETUP" stage is omitted. Accordingly, description
of the messages thereof is omitted.

[0058] Network communication is performed between
the host 230 and the USB hub 221 composed of a com-
munication terminalin terms of encapsulated IP address-
es. Meanwhile, data are transmitted between a USB buff-
er secured in the host 230 by the application software
231, and a FIFO being an endpoint in the USB device
211 (212).

(Communication Data Structure Example)

[0059] Fig. 2F is a diagram illustrating a communica-
tion data structure according to the present example em-
bodiment. Note that, in Fig. 2F, an IP address for encap-
sulation and the like in Fig. 2E are omitted. While Fig. 2F
illustrates an example of a communication data structure
providing the present example embodiment, the struc-
ture is not limited thereto. For example, as communica-
tion data in an upper layer of a device driver, a parameter
(argument) of a function may be transmitted and re-
ceived, or the function itself may be transmitted and re-
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ceived.

[0060] Fig. 2F illustrates a basic communication data
structure 273/277, a communication data structure 273
in a case of USB, and a communication data structure
277 in a case of other interface types being HDMI (reg-
istered trademark) and SCSI.

[0061] The communication data structure 273/277 in-
cludes device specification information. The device spec-
ification information includes a device type, a connection
bus type, and a device identifier. The communication da-
ta structure 273/277 includes a transfer mode over a con-
nection bus and information to be transferred through the
connection bus. The information to be transferred in-
cludes a command, status, and data.

[0062] The communication data structure 273 in the
case of USB includes industrial equipment being the de-
vice type, USB being the connection bus, and IE001 be-
ing the device identifier, as the device specification infor-
mation. The communication data structure 273 in the
case of USB includes a USB control transfer as the trans-
fer mode, and a USB request or a device descriptor as
the transfer information. Such a structure eliminates the
need to consider a limitation of a maximum number of
127 in conventional USB connection.

[0063] The communication data structure 277 in the
case of other interface types being HDMI (registered
trademark) and SCSI includes a monitor, HDMI (regis-
tered trademark), MT0002, and aCD, SCSI, and CD0005
as the device specification information. Further, the struc-
ture includes HDMI (registered trademark) control and
SCSI control as the transfer mode 2, and DDC/CED and
command/response as the transfer information.

(Data Transmission Example)

[0064] Fig. 2G is a diagram illustrating data transmis-
sion in the information processing system 200 according
to the present example embodiment. While Fig. 2G illus-
trates L2-level communication at the USB device, the
communication may be performed in a lower layer or a
higher layer.

[0065] Fig.2G is a sequence diagram illustrating a de-
scriptor acquisition procedure of a USB-connected USB
device.

[0066] A descriptor set to the device 210 is acquired
by a USB request such as GET_DESCRIPTOR. Each
USB request is exchanged with the device 210 by a con-
trol transfer. Each control transfer includes a setup stage,
adatastage, and a status stage. Each stage is composed
of a token packet, a data packet, and a handshake pack-
et. A descriptor is acquired in a data packet in each data
stage. A descriptor acquired from the device 210 is IP
encapsulated by an IP header and a TCP header, and
is transmitted from the USB hub 221 composed of a mo-
bile terminal to the information processing device 230.
[0067] Inresponse to a device input-output request by
the application 231, the class driver 232 and the bus driv-
er constituting the application interface in the information
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processing device 230 first generate a control transfer
and a USB request GET DESCRIPTOR in order to check
a connected device. Then the drivers pass the control
transfer and the USB request to the communication con-
trol unit.

[0068] The control transfer and the USB request GET
DESCRIPTOR that are IP encapsulated by an IP header
and a TCP header are received by the communication
control unit in the USB hub 221 composed of a commu-
nication terminal, and are IP decapsulated. The control
transfer and the USB request GET DESCRIPTOR are
passed to the host controller driver 225. The host con-
troller driver 225 instructs the USB bus interface (unillus-
trated) to generate each packet to the device 210 over
the USB bus, in accordance with the control transfer and
the USB request GET

DESCRIPTOR.

[0069] The host controller driver 225 extracts a data
packet received from the device 210 in a data stage as
a device descriptor, and passes the data packet to the
communication control unit as a control transfer and a
device descriptor. The control transfer and the device
descriptor that are IP encapsulated by an IP header and
a TCP header are transmitted from the communication
control unit in the USB hub 221 composed of a commu-
nication terminal to the communication control unit in the
information processing device 230.

[0070] When the communication control unit in the in-
formation processing device passes the decapsulated
control transfer and the decapsulated device descriptor
to the bus driver and the class driver 232 constituting the
application interface, the class driver 232 makes notifi-
cation of connected device information in response to
the device input-output request by the application 231.
[0071] Similar data transmission is subsequently per-
formed in another control transfer, a bulk transfer, an
interrupt transfer, and an isochronous transfer. The host
controller driver 225 and the USB bus interface 226 may
be integrated into one piece of software.

<<Concept of HDMI (registered trademark) Device Con-
nection>>

[0072] Fig. 3A is a diagram illustrating a concept of
HDMI (registered trademark) device connection accord-
ing to the present example embodiment. Note that, in
Fig. 3A, a same reference sign is given to a same com-
ponentas a componentin Fig. 2C, and description there-
of is omitted.

[0073] The host 230 includes, as software, the appli-
cation software 231, the class driver 232 as part of a
device driver, and a plurality of HDMI (registered trade-
mark) bus drivers relating to operation equipment and
being distributed from the class driver 232. The plurality
of HDMI (registered trademark) bus drivers distributed
from the class driver 232 constitute the virtual monitor
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distributor 234.

[0074] The host 230 as an information processing de-
vice is connected to the HDMI (registered trademark) de-
vice 213 (216) through the network 240. The HDMI (reg-
istered trademark) device 213 (216) includes a host con-
troller driver 325 and directly communicates with the host
230 to control a device. Further, physical connection by
an HDMI (registered trademark) cable does not exist.
The host controller driver 325 directly performs data ex-
change between an HDMI (registered trademark) buffer
and an endpointthrough an HDMI (registered trademark)
bus interface 317.

[0075] The HDMI (registered trademark) device 213
(216) includes, as software, the HDMI (registered trade-
mark) bus interface 317 in the HDMI (registered trade-
mark) device 213 (216), exchanging a signal with the
host controller driver 325. Further, the HDMI (registered
trademark) device 213 (216) includes an endpoint 318
of control information, storing a descriptor including de-
vice information and control information, and an endpoint
319 storing input-output data.

[0076] By such connection and by a system-level con-
trol transfer through the class driver 232 constituting an
application interface, an HDMI (registered trademark)
bus driver, the network 240, and the host controller driver
325, control communication as basic processing is pro-
vided between the application software 231 and the end-
point 318 through a control pipe (Display Data Channel
[DDCY/ Consumer Electronics Control [CEC]) 351. Fur-
ther, in an application-level data transfer, TMDS data
communication as each method of a device class is pro-
vided between the application software 231 and the end-
point 319 through a data pipe group 352.

[0077] As described above, a unified communication
channel (pipe) can be formed by network communication
between the HDMI (registered trademark) bus driver in
the host 230 and the host controller driver 325 in the
HDMI (registered trademark) device 213 (216) through
the network 240, and serial communication between the
host controller driver 325 and the HDMI (registered trade-
mark) bus interface 317.

[0078] Such a configuration enables an HDMI (regis-
tered trademark) device remotely and directly connected
through a network to be operated in a same manner as
an HDMI (registered trademark) device connected to an
information processing device.

(Information Flow)

[0079] Fig. 3B is a diagram illustrating an information
flow in the HDMI (registered trademark) device connec-
tion according to the present example embodiment. Note
that, a same reference sign is given to a component sim-
ilar to a component in Fig. 2D, and description thereof is
omitted.

[0080] A buffer generated in the information process-
ing device 230 is an HDMI (registered trademark) buffer
336, and is composed of a control buffer and three data
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buffers. Similarly, a device bufferin the HDMI (registered
trademark) device 213 (216) is an HDMI (registered
trademark) buffer 329, and is composed of a control buff-
er and three data buffers.

[0081] Structures of a communication message and
the like are similar to Figs. 2E to 2G, and therefore de-
tailed description thereof is omitted.

<<Functional Configuration of Information Processing
Device>>

[0082] Fig. 5is a block diagram illustrating a functional
configuration of the information processing device 230
according to the present example embodiment. Note
that, in Fig. 5, functional components deeply related to
an operation according to the present example embodi-
ment are illustrated, and a regular functional component
included in the information processing device 230 is not
illustrated. For example, various types of processing
functionsin a case that the information processing device
230 is a personal computer (hereinafter PC) are not il-
lustrated.

[0083] Theinformation processingdevice 230 includes
a communication control unit 501, an application activa-
tion unit 502, an application execution unit 503, and an
application interface 504. Further, an application data-
base (APPLICATION DB in the diagram) 510 is included
inside or outside the information processing device 230.
[0084] The communication control unit 501 controls
communication with the communication terminal 220 and
a communication function unit in a device through the
network 240. The application activation unit 502 selects
an application from the application database 510 in ac-
cordance with a user instruction or a cloud server instruc-
tion, and activates the application. The application exe-
cutionunit503includes a shared device registration table
531 used for providing equipment sharing and operation
integration, and executes an application activated by the
application activation unit 502.

[0085] The application interface 504 includes an exe-
cution unit 232 executing a class driver, a virtual HUB
233, and a virtual monitor distributor 234. The virtual HUB
233 and the virtual monitor distributor 234 activate bus
drivers, the number of which corresponding to the
number of communication pipes. The application data-
base 510 stores a plurality of applications 511 and a plu-
rality of application interfaces 512 being part of a device
driver.

(Application Database)

[0086] Fig. 6 is a diagram illustrating a structure of the
application database 510 according to the present ex-
ample embodiment. Fig. 6 illustrates a structure of a plu-
rality of applications 511.

[0087] The plurality of the applications 511 store, in
association with an application ID 601, operation inte-
gratability (602) and screen sharability (603) of the ap-
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plication, and an application program 604. The operation
integratability (602) and the screen sharability (603) may
be embedded in the application program 604.

(Shared Device Registration Table)

[0088] Fig. 7 is a diagram illustrating a structure of the
shared device registration table 531 according to the
present example embodiment. The shared device regis-
tration table 531 is used by the application execution unit
503 for providing equipment sharing and operation shar-
ing.

[0089] In association with each connected and availa-
ble shared device 701, the shared device registration ta-
ble 531 stores a class driver ID 702, virtual HUB connec-
tivity information 703, and virtual monitor distributor con-
nectivity information 704. As for the virtual HUB connec-
tivity information 703 and the virtual monitor distributor
connectivity information 704, use status (O denotes in
use and X denotes unused) and a bus driver ID are
stored.

<<Hardware Configuration of Information Processing
Device>>

[0090] Fig. 8is ablock diagram illustrating a hardware
configuration of the information processing device 230
according to the present example embodiment.

[0091] In Fig. 8, a central processing unit (CPU) 810
is a processor for arithmetic control, and provides the
functional components in the information processing de-
vice 230 in Fig. 5 by executing a program. A read only
memory (ROM) 820 stores initial data, fixed data for a
program and the like, and a program. Further, a commu-
nication control unit 401 communicates with the commu-
nication terminal 220 through the network 240. The CPU
810 is not limited to a single CPU, and may include a
plurality of CPUs or a graphics processing unit (GPU) for
image processing. Further, it is desirable that the com-
munication control unit 501 include a CPU independent
of the CPU 810, and write or read transmitted and re-
ceived datainto or from arandom access memory (RAM)
840 area. Further, it is desirable that a direct memory
access controller (DMAC) (unillustrated) transferring da-
ta between the RAM 840 and a storage 850 be provided.
Accordingly, the CPU 810 processes data, recognizing
that data are received by or transferred to the RAM 840.
Further, the CPU 810 prepares the processing result in
the RAM 840 and delegates subsequent transmission or
transfer to the communication control unit 501 or the
DMAC.

[0092] TheRAM 840isarandom access memory used
by the CPU 810 as a work area for temporary storage.
An area for storing data required for providing the present
example embodiment is secured in the RAM 840. An
activated application ID 841 is an identifier of a currently
activated application. An operation integration/screen
sharing flag 842 is a flag indicating whether or not oper-

10

15

20

25

30

35

40

45

50

55

10

ation integration and screen sharing are being performed
in a currently activated application. The shared device
registration table 531 is a tableillustrated in Fig. 7. Trans-
mitted-received data 844 are data transmitted and re-
ceived through the communication control unit 501.
[0093] The storage 850 stores a database, various
types of parameters, or the following data or programs
required for providing the present example embodiment.
The application 511 is a registered application. The ap-
plication interface 512 is a driver including a class driver
and a bus driver and being executed in the information
processing device 230.

[0094] The storage 850 stores the following programs.
An information processing device control program is a
basic program controlling the entire information process-
ing device 230. An application interface 852 is a driver
including the class driver and the bus driver that are read
from the application interface 512 and executed in the
information processing device 230. An application pro-
gram 853 is an application being read from and executed
by the application 511.

[0095] Note that a program and data related to a gen-
eral-purpose function and another performable function,
being implemented on the information processing device
230, are not illustrated in the RAM 840 and the storage
850 in Fig. 8.

<<Processing Procedure of Information Processing De-
vice>>

[0096] Fig.9is aflowchartillustrating a processing pro-
cedure of the information processing device 230 accord-
ing to the present example embodiment. The CPU 810
in Fig. 8 executes the flowchart using the RAM 840 to
provide the functional components in Fig. 5.

[0097] InStep S901, theinformation processing device
230 activates an application. Next, in Step S903, the in-
formation processing device 230 determines whether or
not the activated application performs device sharing.
When the activated application performs device sharing,
in Step S905, the information processing device 230 sets
a sharing flag. Next, in Step S907, the information
processing device 230 determines whether or not a
shared device is connected and available. When the
shared device is connected and available, in Step S909,
the information processing device 230 performs registra-
tion processing of the shared device.

[0098] After the registration processing of the shared
device, in Step S911, the information processing device
230 determines detachment or unavailability of the
shared device. In a case of detachment or unavailability
of the shared device, in Step S913, the information
processing device 230 deletes the shared device from
the system.

[0099] InStep S915, theinformation processing device
230 determines whether or not the application is com-
pleted. When the application is not completed, the infor-
mation processing device 230 returns to Step S907 to
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further determine connection of a shared device.
(Shared Device Registration Processing)

[0100] Fig. 10 is a flowchart illustrating a procedure of
the shared device registration processing (S909) accord-
ing to the present example embodiment.

[0101] In Step S1001, the information processing de-
vice 230 distinguishes a type of a shared device being
connected and available. Such distinction of a device
type is provided by acquisition of a device descriptor
through remote communication. In Step S1003, the in-
formation processing device 230 activates a class driver
related to the device type. Next, in Step S1005, the in-
formation processing device 230 activates a bus driver
related to a bus connecting the device and associates
the bus driver with the class driver.

[0102] In Step S1007, the information processing de-
vice 230 instructs activation of a host controller driver in
a communication terminal or a communication function
unit at a communication destination, by the activated
class driver and bus driver. Then, in Step S1009, the
information processing device 230 determines whether
or not a setting to a shared driver at the communication
destination is OK. When aresponse indicates OK, in Step
S1011, the information processing device 230 performs
normal registration processing. When the response indi-
cates not OK, the information processing device 230 re-
peats the determination in Step S1009 until a time-out is
reached. When a time-out is reached, the information
processing device 230 proceeds from Step S1013 to
S1015 to perform error processing.

[0103] The present example embodiment is able to
perform operation integration in a remote operation de-
vice and remote display device that are connected to a
PC through communication.

<Third Example Embodiment>

[0104] Next, a communication processing system ac-
cording to a third example embodiment will be described.
The communication processing system according to the
present example embodiment differs from the aforemen-
tioned second example embodiment in sharing a device
connected to a virtual PC built on a cloud server, through
communication. The remaining configuration and oper-
ation are similar to the second example embodiment, and
therefore a same configuration and operation are respec-
tively given same reference signs, and detailed descrip-
tion thereof is omitted.

<<Configuration of Information Processing System>>

[0105] Fig. 11 is a block diagram illustrating a config-
uration of an information processing system 1100 ac-
cording to the present example embodiment. Note that,
in Fig. 11, a same reference sign is given to a component
similar to a componentin Fig. 2A, and description thereof
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is omitted.

[0106] In Fig. 11, an information processing device
1130 is a virtual PC built on a cloud server. A virtual mon-
itor distributor 1134 communicates with a communication
terminal or a communication function unit 1120 by
IP/MAC communication. At this time, screen generation
can be performed by utilizing a graphic accelerator on
the server side/local side, and the generated screen is
connected to the virtual monitor distributor 1134 to be
distributed.

(Software Configuration)

[0107] Fig. 12is a diagram illustrating a software con-
figuration of the information processing system 1100 ac-
cording to the present example embodiment. Note that,
in Fig. 12, a same reference sign is given to a component
similar to acomponent in Fig. 2B, and description thereof
is omitted.

[0108] In Fig. 12, a graphic accelerator 1230 on the
server side/local side is added, and is used for screen
generation by an application 231.

[0109] The present example embodiment is able to
perform operation integration in a remote operation de-
vice and a remote display device that are connected to
a virtual PC through communication.

<Fourth Example Embodiment>

[0110] Next, aninformation processing system accord-
ing to a fourth example embodiment will be described.
The information processing system according to the
present example embodiment differs from the aforemen-
tioned second and third example embodiments in storing
and saving successfully connected equipment for oper-
ation integration, and setting information thereof into a
database, and using the saved information. The remain-
ing configuration and operation are similar to the second
and third example embodiments, and therefore a same
configuration and operation are respectively given same
reference signs, and detailed description thereof is omit-
ted.

<<Configuration of Information Processing System>>

[0111] Fig. 13A s a block diagram illustrating a config-
uration of an information processing system 1301 ac-
cording to the present example embodiment. Note that,
in Fig. 13A, a same reference sign is given to a same
component as acomponentin Fig. 2A or 11, and descrip-
tion thereof is omitted.

[0112] In Fig. 13A, a setting history database 1330 is
provided. The setting history database 1330 accumu-
lates a history of setting information 1331 of a display-
sharing monitor and setting information 1332 of opera-
tion-integrated operation equipment (keyboard, mouse).
In new equipment sharing, connected equipment and a
successful setting are located in the setting history data-
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base 1330 and used. Further, in Fig. 13A, processing
1320 of preventing a communication error due to jitter in
IP/MAC communication 1135 and an insufficient com-
munication band, by providing a communication buffer
(FIFO), is also added.

[0113] Fig. 13B is a block diagram illustrating a config-
uration of an information processing system 1302 ac-
cording to the present example embodiment. Note that,
in Fig. 13B, a same reference sign is given to a same
component as a component in Fig. 2A, 11, or 13A, and
description thereof is omitted.

[0114] In Fig. 13B, the setting history database 1330
further accumulates a history of a communication setting
1333 including a capacity of a communication buffer
(FIFO). In new equipment sharing, a suitable communi-
cation setting is located in the setting history database
1330 and used, in addition to connected equipment and
a successful setting (resource feedback 1334).

(Software Configuration)

[0115] Fig. 14 is a diagram illustrating a software con-
figuration of the information processing systems 1301
and 1302 according to the present example embodiment.
Note that, in Fig. 14, a same reference sign is given to a
same component as a component in Fig. 2B or 12, and
description thereof is omitted.

[0116] InFig. 14, a history of setting information is ac-
cumulated in the setting history database 1330. In new
equipment sharing, a setting control flow 1431 is provided
as middleware 1430 for locating successful setting infor-
mation in the setting history database 1330, supporting
efficient execution of an application 231.

(Setting History Database)

[0117] Fig. 15 is a diagram illustrating a structure of
the setting history database 1330 according to the
present example embodiment. The setting history data-
base 1330 may be included in the information processing
device or in a cloud server outside the information
processing device.

[0118] In association with an application ID 1501, the
setting history database 1330 stores, as a past history,
a combination of a plurality of pieces of operation equip-
ment 1502, a plurality of pieces of screen-sharing equip-
ment 1503, and a communication buffer 1504. The plu-
rality of pieces of operation equipment 1502 and the plu-
rality of pieces of screen-sharing equipment 1503 store
equipment types and sharing setting information. Fur-
ther, the communication buffer 1504 stores a setting lo-
cation and a capacity. Further, the setting history data-
base 1330 stores an evaluation value 1505 of a system
in the combination. A suitable combination is selected in
accordance with such an evaluation value 1501.
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<<Processing Procedure of Setting Control Flow>>

[0119] Fig. 16 is a flowchart illustrating a processing
procedure of a setting control flow according to the
present example embodiment. While the flowchart may
be performed by the information processing device, it is
basically desirable that the flowchart be performed by a
cloud server.

[0120] In Step S1611, a cloud server determines
whether or not application sharing is started. When de-
termining that the sharing is started, in Step S1613, the
cloud server searches the setting history database 1330
for suitable connected equipment and a suitable setting.
Then, in Step S1615, the cloud server sets the selected
setting information to connected equipment.

[0121] When determining that application sharing is
not started, in Step S1621, the cloud server determines
whether or not the application sharing is completed.
When determining that the sharing is completed, in Step
S1623, the cloud server evaluates the connected equip-
ment and the setting. Among various evaluation criteria,
the simplest criterion is existence of a communication
error. Then, in Step S1625, the cloud server stores the
connected equipment and the setting along with an eval-
uation value into the setting history database 1330.
[0122] In a case that sharing is not started nor com-
pleted by the application, in Step S1621, the cloud server
performs another type of processing.

[0123] While communication setting is not described
in Fig. 16, the processing is similar when added to the
connected equipment and the setting.

[0124] The present example embodiment is able to
save and reuse successfully connected equipment for a
sharing operation, and setting information thereof.

<Fifth Example Embodiment>

[0125] Next, aninformation processing system accord-
ing to a fifth example embodiment will be described. The
information processing system according to the present
example embodiment differs from the aforementioned
second to fourth example embodiments in remotely con-
necting a shared device used by a plurality of users. The
remaining configuration and operation are similar to the
second to fourth example embodiments, and therefore a
same configuration and operation are respectively given
same reference signs, and detailed description thereof
is omitted.

<<Configuration of Information Processing System>>

[0126] Fig. 17A s a block diagram illustrating a config-
uration of an information processing system 1701 ac-
cording to the present example embodiment. Note that,
in Fig. 17A, a same reference sign is given to a compo-
nent similar to a component in Fig. 2A, 11, 13A, or 13B,
and description thereof is omitted.

[0127] InFig. 17A, a virtual USB_HUB 1722 in a com-
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munication terminal and communication function unit
1721 is connected to a shared printer 1711 and a shared
document camera 1712 that are shared and used by a
plurality of users. In such connection, the likelihood of a
band of the virtual USB_HUB 1722 becoming insufficient
is high. Alternatively, considering communication traffic,
a communication band of a monitor near the virtual
USB_HUB 1722 may also be influenced.

[0128] InFig. 17A, with such animbalance in a system
configuration, successful information as an equipment
setting and a communication setting that stably achieve
equipment sharing is accumulated in a setting history
database 1730 and is used.

[0129] When an insufficient communication band of
the monitor is created due to an imbalance in communi-
cation traffic, and cannot be solved by a communication
buffer (FIFO), increasing a compression ratio of image
data or thinning out the image data may be considered.
In this case, quality of a display screen of the monitor is
affected, and therefore it is desirable to make an inquiry
to a user.

[0130] Fig. 17B is a block diagram illustrating a config-
uration of the information processing system 1701 ac-
cording to the present example embodiment. Note that,
in Fig. 17B, a same reference sign is given to a compo-
nent similar to a component in Fig. 2A, 11, 13A, 13B, or
17A, and description thereof is omitted.

[0131] As a method of eliminating an imbalance in
communication traffic, Fig. 17B illustrates connecting the
communication terminal and communication function
unit 1723 to the shared printer 1711 and the shared doc-
ument camera 1712 through another communication
path by use of a virtual USB_HUB 1724 separate from a
virtual USB_HUB connected to a keyboard and a mouse.

(Setting History Database)

[0132] Fig. 18 is a diagram illustrating a structure of
the setting history database 1730 according to the
present example embodiment. Note that, in Fig. 18, a
same reference sign is given to a component similar to
a component in Fig. 15, and description thereof is omit-
ted.

[0133] The setting history database 1730 stores other
types of shared equipment 1706 such as the shared print-
er 1711 and the shared document camera 1712, a com-
munication buffer 1704 in the combination of equipment,
and a data compression ratio 1707. For example, in Fig.
18, the communication buffer 1704 stores necessity for
synchronization between monitors, between pieces of
operation equipment, between a monitor and operation
equipment, and the like. Such synchronization is partic-
ularly required in a TV conference system.

[0134] The present example embodiment is able to
suitably control operation integration in a remotely con-
nected shared device used by a plurality of users, and
save and reuse successfully connected equipment and
setting information thereof.
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<Sixth Example Embodiment>

[0135] Next, aninformation processing system accord-
ing to a sixth example embodiment will be described. The
information processing system according to the present
example embodiment differs from the aforementioned
second to fifth example embodiments in including a work-
flow of how to use shared equipment. The remaining con-
figuration and operation are similar to the second to fifth
example embodiments, and therefore a same configura-
tion and operation are respectively given same reference
signs, and detailed description thereof is omitted.

<<Configuration of Information Processing System>>

[0136] Fig. 19 is a block diagram illustrating a config-
uration of an information processing system 1900 ac-
cording to the present example embodiment. Note that,
in Fig. 19, a same reference sign is given to a component
similar to a component in Fig. 2A, 11, 13A, 13B, 17A, or
17B, and description thereof is omitted.

[0137] For example, in Fig. 19, a work support work-
flow/operation support workflow controlling scheduling
when a plurality of users (user A and user B) use a shared
printer 1711 and a shared document camera 1712 is in-
cluded. Alternatively, the workflow controls status (e.g.
available and in use) of the shared printer 1711 and the
shared document camera 1712. A history of the work
support workflow/operation support workflow is accumu-
lated in a workflow database 1930 and is effectively used.
[0138] The workflow database 1930 may be integrated
with a setting history database 1730.

(Software Configuration)

[0139] Fig. 20 is a diagram illustrating a software con-
figuration of the information processing system 1900 ac-
cording to the present example embodiment. Note that,
in Fig. 20, a same reference sign is given to a component
same as a component in Fig. 2B, 12, or 14, and descrip-
tion thereof is omitted.

[0140] InFig. 20, a history of a workflow is accumulated
in the workflow database 1930. In new equipment shar-
ing, a setting control flow 2031 and a workflow 2032 are
provided as middleware 2030 for locating successful
workflow in the workflow database 1930 to support effi-
cient execution of an application 231.

(Workflow Database)

[0141] Fig. 21 is a diagram illustrating a structure of
the workflow database 1930 according to the present ex-
ample embodiment.

[0142] In association with an application ID 2101, the
workflow database 1930 stores past operation equip-
ment 2102, a past system user 2103, and a past workflow
2104. Further, the workflow database 1930 stores an
evaluation value 2105 of the combination. A suitable
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workflow is used in accordance with the evaluation value
2105.

<<Workflow Processing Procedure>>

[0143] Fig. 22 is a flowchart illustrating a processing
procedure of a workflow according to the present exam-
ple embodiment. The workflow is an example of a use
schedule of shared equipment. While the flowchart may
be performed by the information processing device, it is
basically desirable that the flowchart be performed by a
cloud server.

[0144] In Step S2201, a cloud server acquires shared
equipment information. Next, in Step S2203, the cloud
server acquires user information of the shared equip-
ment. Then, in Step S2205, the cloud server sets a use
schedule of the shared equipment.

[0145] In Step S2207, the cloud server manages use
of the shared equipment in accordance with the use
schedule. In Step S2209, the cloud server determines
whether or not the use schedule is changed. When the
use schedule is changed, the cloud server returns to Step
S2205 to set a new use schedule and continue the
processing.

[0146] When the use schedule is not changed, in Step
S2211, the cloud server determines whether or not the
shared equipment or the user is changed. When the
shared equipment or the user is changed, the cloud serv-
er returns to Step S2201 to acquire new shared equip-
ment or a new user and continue the processing.
[0147] When the shared equipment and the user are
not changed, in Step S2213, the cloud server determines
whether or not the equipment sharing is completed.
When the equipment sharing is not completed, the cloud
server returns to Step S2207 to continue management
of use of the shared equipment in accordance with the
use schedule.

[0148] The present example embodiment is able to
suitably control sharing operation in a use schedule of
shared equipment and the like, and save and reuse the
workflow.

<Seventh Example Embodiment>

[0149] Next, aninformation processing system accord-
ing to a seventh example embodiment of the present in-
vention will be described. The information processing
system according to the present example embodiment
differs from the aforementioned second to sixth example
embodiments in that different types of data are commu-
nicated between an information processing device 230
(virtual PC) and a communication terminal 220 connect-
ed to a device. That is to say, according to the present
example embodiment, an application IF in the information
processing device 230 and a host controller IF inthe com-
munication terminal 220 are separated at parts different
from the second example embodiment. For example,
when an entire device driver including a host controller
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chip (HC) is provided by software, a setof a host controller
driver and a host controller chip in particular is separated
in various layers in consideration of communication effi-
ciency and a communication rate. Then, information be-
tween separated layers is designed to be communicated
through a network between the information processing
device 230 and the communication terminal 220. The
remaining configuration and operation are similar to the
second to sixth example embodiments, and therefore a
same configuration and a same operation are respec-
tively given same reference signs, and detailed descrip-
tion thereof is omitted.

(Data Transmission Example)

[0150] Fig. 23 is a diagram illustrating data transmis-
sion in the information processing system according to
the present example embodiment. Similarly to Fig. 2G,
Fig. 23 is a diagram illustrating a descriptor acquisition
procedure of a USB-connected USB device. Accordingly,
in Fig. 23, a same reference sign is given to a component
similar to a componentin Fig. 2G, and description thereof
is omitted.

[0151] A descriptor set to a device 210 is acquired by
a USB request such as GET_DESCRIPTOR. A frame
including a USB protocol of a USB request being a control
transfer is exchanged between the information process-
ing device 230 and the device 210. Each control transfer
is composed of a setup stage, a data stage, and a status
stage. Each stage is composed of a token packet, a data
packet, and ahandshake packet. A descriptoris acquired
in a data packet in each data stage. A descriptor acquired
from the device 210 is inserted into a frame IP encapsu-
lated by an IP header and a TCP header, and is trans-
mitted from a mobile terminal 220 to the information
processing device 230.

[0152] Inresponse to a device input-output request by
an application 231, an application interface 2332 in the
information processing device 230 first generates a
frame including a USB protocol of a USB request GET
DESCRIPTOR. Then, the application interface 2332
passes the frame to a communication control unit 401,
in order to check a connected device.

[0153] The frame including the USB request GET DE-
SCRIPTOR IP encapsulated by an IP header and a TCP
header is received and IP decapsulated by a communi-
cation control unit 501 in the communication terminal
220. The USB request GET DESCRIPTOR is passed to
a host controller interface 2325. The host controller in-
terface 2325 instructs a USB bus interface 226 (unillus-
trated) to transfer each packet to the device 210 over a
USB bus, inaccordance with the frame including the USB
protocol of the USB request GET DESCRIPTOR.
[0154] The host controller interface 2325 passes a
frame including, as a device descriptor 2363, a data pack-
et received from the device 210 in a data stage to the
communication control unit 501. The frame including the
device descriptor 2363 IP encapsulated by an IP header
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and a TCP header is transmitted from the communication
control unit 501 in the communication terminal 220 to the
communication control unit 401 in the information
processing device 230

[0155] When the communication control unit401inthe
information processing device passes a frame including
the decapsulated device descriptor 2363 to the applica-
tioninterface 2332, the application interface 2332 makes
notification of connected device information in response
to the device input-output request by the application 231.
[0156] Similar data transmission is subsequently per-
formed in another control transfer, a bulk transfer, an
interrupt transfer, and an isochronous transfer. The host
controller interface 2325 and the USB bus interface 226
may be integrated into one piece of software.

[0157] Fig. 24 is a diagram illustrating another type of
data transmission in the information processing system
according to the present example embodiment. Similarly
to Figs. 2G and 23, Fig. 24 is a diagram illustrating a
descriptor acquisition procedure of a USB-connected
USB device. Accordingly, in Fig. 24, a same reference
sign is given to a component similar to a component in
Figs. 2G and 23, and description thereof is omitted.
[0158] A descriptor set to a device 210 is acquired by
a USB request such as GET_DESCRIPTOR. A control
transfer including a USB protocol of a USB request is
composed of a setup stage, a data stage, and a status
stage. Each stage is composed of a token packet, a data
packet, and a handshake packet. The setup stage includ-
ing a USB protocol of a USB request being a control
transfer, the data stage, and the status stage are respec-
tively exchanged between an information processing de-
vice 230 and the device 210. A descriptor is acquired in
a data packet in each data stage. A descriptor acquired
from the device 210 is inserted into a data stage IP en-
capsulated by an IP header and a TCP header, and is
transmitted from a mobile terminal 220 to the information
processing device 230.

[0159] Inresponse to a device input-output request by
an application 231, an application interface 2432 in the
information processing device 230 first generates a setup
stage including a USB protocol of a USB request GET
DESCRIPTOR. Then, the application interface 2432
passes the setup stage to a communication control unit
401, in order to check a connected device.

[0160] Thesetupstageincludingthe USBrequestGET
DESCRIPTOR IP encapsulated by an IP header and a
TCP header is received and IP decapsulated by a com-
munication control unit 501 in the communication termi-
nal 220. The USB request GET DESCRIPTOR is passed
to a host controller interface 2425. The host controller
interface 2425 instructs a USB bus interface 226 (unil-
lustrated) to transfer each packet to the device 210 over
a USB bus, in accordance with the setup stage including
the USB protocol of the USB request GET DESCRIP-
TOR.

[0161] Thehostcontrollerinterface 2425 passes a data
stageincluding, as a device descriptor 2463, a data pack-
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et received from the device 210 in the data stage to the
communication control unit 501. The data stage including
the device descriptor 2463 IP encapsulated by an IP
header and a TCP header is transmitted from the com-
munication control unit 501 in the communication termi-
nal 220 to the communication control unit 401 in the in-
formation processing device 230.

[0162] Whenthe communication control unit401 in the
information processing device passes the data stage in-
cluding the decapsulated device descriptor 2463 to the
application interface 2432, the application interface 2432
makes notification of connected device information in re-
sponse to the device input-output request by the appli-
cation 231.

[0163] Further, the host controllerinterface 2425 pass-
es a status stage including, as status data 2464, a data
packet received from the device 210 in the status stage
to the communication control unit 501. The status stage
including the status data 2464 IP encapsulated by an IP
header and a TCP header is transmitted from the com-
munication control unit 501 in the communication termi-
nal 220 to the communication control unit 401 in the in-
formation processing device 230.

[0164] Whenthe communication control unit401 in the
information processing device passes the status stage
including the decapsulated status data 2464 to the ap-
plication interface 2432, the application interface 2432
makes notification of connected device information in re-
sponse to the device input-output request by the appli-
cation 231.

[0165] While the application interface 2432 does not
make a determination of a handshake packet in the de-
scription above, the application interface 2432 may be
configured to check a handshake packet in each stage.
[0166] Similar data transmission is subsequently per-
formed in another control transfer, a bulk transfer, an
interrupt transfer, and an isochronous transfer. The host
controller interface 2425 and the USB bus interface 226
may be integrated into one piece of software.

[0167] Whether communication between an informa-
tion processing device (virtual PC) and a communication
terminal is communication separating the own drivers on
aframe-by-frame basis or on a stage-by-stage basis, the
present example embodiment enables a USB device
connected to the remote communication terminal to be
operated in a same manner as a USB device directly
connected to the information processing device.

<Other Example Embodiments>

[0168] While examples of device connection by USB
and HDMI (registered trademark) according to the afore-
mentioned example embodiments have been described,
another type of connection such as SCSI provides a sim-
ilar effect. Additionally, the aforementioned example em-
bodiments may be applied to a case that a device is con-
nected by short-distance wireless communication such
as infrared communication, WiFi, and Bluetooth (regis-



29 EP 3 223 161 A1 30

tered trademark) to provide a similar effect.

[0169] Further, while the present invention has been
described with reference to the example embodiments,
the presentinvention is not limited to the aforementioned
example embodiments. Various changes and modifica-
tions that can be understood by a person skilled in the
art may be made to the configurations and details of the
present invention, within the scope of the present inven-
tion. Further, a system or a device in which different fea-
tures included in the respective example embodiments
are appropriately combined is also included in the scope
of the present invention.

[0170] Further, the present invention may be applied
to a system composed of a plurality of pieces of equip-
ment or a single device. Additionally, the present inven-
tion is applicable when an information processing pro-
gram providing a function according to the example em-
bodiments is supplied to a system or a device directly or
remotely. Accordingly, a program installed on acomputer
for providing a function of the present invention by the
computer, a medium storing the program, and a World
Wide Web (WWW) server for downloading the program
are also included in the scope of the present invention.
Atleasta non-transitory computer readable medium stor-
ing a program that causes a computer to perform
processing steps included in the aforementioned exam-
ple embodiments, in particular, is included in the scope
of the present invention.

[0171] This application is related to Japanese Patent
Applications (Japanese Patent Application No.
2014-235108, Japanese Patent Application No.

2014-235109, and Japanese Patent Application No.
2014-235111) filed on the same day, the disclosure of
which is hereby incorporated by reference thereto in its
entirety.

[0172] This application claims priority based on Japa-
nese Patent Application No. 2014-235110 filed on No-
vember 19, 2014, the disclosure of which is hereby in-
corporated by reference thereto in its entirety.

Claims
1. Aninformation processing system comprising:

a plurality of operation devices respectively con-
nected to a plurality of communication terminals;
operation integration means that inputs informa-
tion about an operation on the plurality of oper-
ation devices;

adisplay device that has a communication func-
tion;

control means that controls generation of a
screen related to information about an operation
from the plurality of operation devices; and

a display control means that causes the display
device to display the screen.
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2,

7.

The information processing system according to
Claim 1, wherein the display control means includes
display sharing means that causes a plurality of the
display devices having a communication function to
display the screen.

The information processing system according to
Claim 2, wherein

the operation integration means includes a class
driver for an operation device, and bus drivers for
operation devices, cooperating with the class driver
for an operation device, a number of the bus drivers
corresponding to anumber of operation devices, and
the display sharing means includes a class driver for
adisplay device, and bus drivers for display devices,
cooperating with the class driver for a display device,
a number of the bus drivers corresponding to a
number of display devices.

The information processing system according to
Claim 2 or 3, wherein
the communication terminal includes:

device control means that controls a connected
device; and

device interface means that interfaces with the
device control means, and

an information processing device communicating
with the communication terminal or the communica-
tion function, includes:

an application;

the operation integration means that inputs, un-
der the application, an operation on a plurality
of operation devices;

the control means that controls, under the ap-
plication, a related screen to be displayed; and
the display sharing means that causes, under
the application, a plurality of display devices to
display the screen.

The information processing system according to
Claim 4, wherein

the information processing device is a virtual person-
al computer (PC) on a cloud server, and

the display sharing means causes sharing of a dis-
play of an image generated by a graphic accelerator
included in the information processing device or the
display device.

The information processing system according to
Claim 4 or 5, further comprising

a communication buffer for adjusting a communica-
tion band between the information processing device
and the communication terminal.

The information processing system according to
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1.

12.

13.

14.
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Claim 6, further comprising

synchronization means that synchronizes an oper-
ation on the plurality of operation devices and a dis-
play of the plurality of display devices, by adjusting
a capacity of the communication buffer.

The information processing system according to any
one of Claims 2 to 7, further comprising

setting storage means that stores settings of the op-
eration device and a device driver thereof, and set-
tings of the display device and a device driver there-
of.

The information processing system according to
Claim 8, wherein

the setting storage means further stores a commu-
nication setting and a capacity of a communication
buffer for adjusting a communication band.

The information processing system according to any
one of Claims 1 to 9, further comprising
compression means that compresses communica-
tion data of the display device when a communica-
tion capacity of a device connected to the commu-
nication terminal exceeds a communication band.

The information processing system according to any
one of Claims 1 to 10, further comprising
communication means that connects a device
shared by a plurality of users through a communica-
tion path being independent of acommunication path
of the operation device and a communication path
of the display device.

The information processing system according to any
one of Claims 1 to 11, further comprising:

execution means that executes, as middleware,
aworkflow supporting, in accordance with status
of a device connected to the communication ter-
minal, work using the device; and

workflow storage means that stores the work-
flow in a searchable manner.

An information processing method comprising:

an operation integration step of inputting infor-
mation about an operation on a plurality of op-
eration devices respectively connected to a plu-
rality of communication terminals;

a control step of controlling generation of a
screen related to information about an operation
from the plurality of operation devices; and

a display control step of causing the display de-
vice having a communication function to display
the screen.

An information processing device comprising:
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operation integration means that receives infor-
mation about an operation on a plurality of op-
eration devices respectively connected to a plu-
rality of communication terminals;

control means that controls generation of a
screen related to information about an operation
from the plurality of operation devices; and
display control means that causes the display
device having a communication function to dis-
play the screen.

15. A control method for an information processing de-

vice, the control method comprising:

an operation integration step of receiving infor-
mation about an operation on a plurality of op-
eration devices respectively connected to a plu-
rality of communication terminals;

a control step of controlling generation of a
screen related to information about an operation
from the plurality of operation devices; and
adisplay control step of causing adisplay device
having a communication function to display the
screen.

16. A control program for an information processing de-

vice, the control program causing a computer to per-
form:

an operation integration step of receiving infor-
mation about an operation on a plurality of op-
eration devices respectively connected to a plu-
rality of communication terminals;

a control step of controlling generation of a
screen related to information about an operation
from the plurality of operation devices; and
adisplay control step of causing adisplay device
having a communication function to display the
screen.
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Fig. 9 ( START )
S90 +
b ACTIVATE APPLICATION
S903

DEVICE SHARED?

YES |
$905 ‘
Ny
SET SHARING FLAG
| g
S907

SHARED DEVICE
CONNECTED?

S909 ‘
~ SHARED DEVICE REGISTRATION
PROCESSING

SO
SHARED DEVICE

DETACHED?

YES
S913 ‘

DELETE SHARED DEVICE

S915

APPLICATION
COMPLETED?

YES

e
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Fig. 10
( START (S909) )

S1001 i

N

DISTINGUISH SHARED DEVICE TYPE

$1003 ¢

Ny

ACTIVATE CLASS DRIVER

S1005 ¢

\"'\

ACTIVATE BUS DRIVER
SET ASSOCIATION WITH CLASS
DRIVER

S1007 ‘

INSTRUCT ACTIVATION OF HOST
CONTROLLER AT
COMMUNICATION DESTINATION

St 009

~ SHARED DEVICE |
SETTING AT COMMUNICATION
RQESTINATION OK?2

S1011
N

NORMAL REGISTRATION PROCESSING ERROR PROCESSING

( RETURN >
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Flg' 22 ( START )
S2201 14
N
ACQUIRE SHARED EQUIPMENT
INFORMATION
$2203 :
N | v
ACQUIRE USER INFORMATION OF SHARED
EQUIPMENT
S2205 t‘
\“\
SET USE SCHEDULE OF SHARED
EQUIPMENT
S2207
e MANAGE USE OF SHARED EQUIPMENT IN
ACCORDANCE WITH USE SCHEDULE

S2209

USE SCHEDULE CHANGED? oo —

NO
S2211

~SHARED EQUIPMENT/ YES
USER CHANGED? _—

NO

S2213

NO__—" EQUIPMENT SHARING _
COMPLETED?

YES

(RETURN TO APPLICATION)
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