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(57)  An alarm system (100), comprising at least one
radio-frequency (RF) transceiver (102) configured to: re-
ceive a first disarm RF signal (201) from an alarm control
device (103); during a predetermined delay time after
receiving the first disarm RF signal, transmit at least one
deception RF signal (220) during one or more transmis-
sion time slots selected from a plurality of consecutive
time slots of the predetermined delay time, and determine
whether one or more receive RF signals (250) are re-
ceived during one or more receiving time slots selected
from the plurality of consecutive time slots, the one or
more receiving time slots interleaved with the one or more
transmission time slots; and at least one signal processor
(101), electrically connected to the at least one RF trans-
ceiver, configured to determine an alarm system opera-
tion according to analysis of the one or more receive RF
signals.
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Description
BACKGROUND

[0001] The present invention, in some embodiments
thereof, relates to an alarm system and, more specifical-
ly, but not exclusively, to detecting an attempt at unau-
thorized disarming of an alarm system.

[0002] A typical alarm system installed on premises
comprises one or more sensors for detecting motion,
presence or intrusion, protecting one or more openings
in premises or one or more areas of the premises. The
protected areas may be indoors or outdoors. A gate, a
door and a window are examples of possible openings
protected by a sensor. The one or more sensors are typ-
ically connected to a control panel, which may be in com-
munication with a control center. Upon detection of mo-
tion on premises, presence of a person or object on
premises or an attempt at intruding the premises, for ex-
ample by detecting opening of a protected opening, at
least one of the sensors sends a signal to the control
panel which may transmit a signal to the control center.
After processing the signal, the control center may take
one or more actions, for example calling an emergency
center or activating an audio or visual alarm signal.
[0003] Alarm systems are installed in a wide variety of
homes, offices, businesses and other locations. A typical
alarm system may be in one of a plurality of possible
states, including fully disabled, fully active, and partially
active. For example, an alarm system may be fully disa-
bled at an office during office business hours. When the
alarm system is fully disabled, the one or more sensors
may not detect movement, presence or intrusion into
premises, or the control panel may not transmit a signal
to the control center. An alarm may be fully active at the
office after office business hours, when the office may
be empty. When the alarm system is fully active, all of
the one or more sensors may be active to detect move-
ment, presence or intrusion into premises. At a house,
an alarm system may be partially active at night, where
some of the one or more sensors are active and some
are disabled. For example, in a possible partially active
state some sensors protecting exterior openings of the
house such as windows and doors may be enabled,
whereas other sensors for detecting motion in rooms of
the house may be disabled, to allow persons living in the
house to move freely in the house. Alternatively, the con-
trol panel may receive all sensor indications but may
transmit to the control center only the relevant indica-
tions.

[0004] In some alarm systems, the plurality of states
are controlled using one or more radio frequency (RF)
signals. In such systems, the control panel typically in-
cludes a signal processor to receive one or more RF sig-
nals from a control device, for example a key fob having
a plurality of buttons for controlling the state of the alarm
system. In such systems, a person may press one of the
plurality of buttons of the key fob to instruct the alarm
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system to change state to a requested state, resulting in
the key fob sending an RF signal indicative of the re-
quested state to the signal processor. Upon reception of
the signal, the signal processor processes the signal,
identifies the requested state and instructs changing the
state of the alarm system to the requested state.

SUMMARY

[0005] Itis an object of the present invention to provide
a system and method for detecting an attempt at unau-
thorized disarming of an alarm system.

[0006] The foregoing and other objects are achieved
by the features of the independent claims. Further imple-
mentation forms are apparent from the dependent
claims, the description and the figures.

[0007] Aspectsand embodiments ofthe presentinven-
tion are set out in the appended claims. These and other
aspects and embodiments of the invention are also de-
scribed herein.

[0008] According to a first aspect of the invention, an
alarm system, comprises at least one radio-frequency
(RF) transceiver and at least one signal processor, elec-
trically connected to the at least one RF transceiver. The
at least one RF transceiver is configured to: receive a
first disarm RF signal from an alarm control device; and
during a predetermined delay time after receiving the first
disarm RF signal, transmit at least one deception RF sig-
nal during one or more transmission time slots selected
from a plurality of consecutive time slots of the predeter-
mined delay time, and determine whether one or more
receive RF signals are received during one or more re-
ceiving time slots selected from the plurality of consec-
utive time slots, the one or more receiving time slots in-
terleaved with the one or more transmission time slots.
The at least one signal processor is configured to deter-
mine an alarm system operation according to analysis of
the one or more receive RF signals.

[0009] According to a second aspect of the invention,
a method for an alarm system, comprises: receiving a
firstdisarm RF signal from an alarm control device; during
apredetermined delay time after receiving the firstdisarm
RF signal, transmitting at least one deception RF signal
during one or more transmission time slots selected from
a plurality of consecutive time slots of the predetermined
delay time, and determining whether one or more receive
RF signals are received during one or more receiving
time slots selected from the plurality of consecutive time
slots, the one or more receiving time slots interleaved
with the one or more transmission time slots; and deter-
mining an alarm system operation according to analysis
of the one or more receive RF signals.

[0010] With reference to the first and second aspects,
in a first possible implementation of the first and second
aspects of the present invention the analysis comprises:
matching at least one of the one or more receive RF
signals with a predefined deception signal pattern; pro-
ducing a true deception detection indication for each one
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of the one or more receive RF signals matching the pre-
defined deception signal pattern; and selecting the alarm
system operation according to the true deception detec-
tion indication. Detecting one deception signal is suffi-
cient to identify an attempted intrusion.

[0011] With reference to the first and second aspects,
in a second possible implementation of the first and sec-
ond aspects of the present invention the analysis com-
prises: producing a false deception detection indication
subject to none of the one or more receive RF signals
being received during the one or more receiving time
slots or each one of the one or more receive RF signals
failing to match the predefined deception signal pattern;
and selecting the alarm system operation according to
the false deception detection indication. When no RF sig-
nals are detected during the receiving slots, orwhen none
of the one or more received RF signals match the pre-
defined deception signal pattern, no deception is detect-
ed.

[0012] With reference to the first and second aspects,
or to the first and second implementations of the first and
second aspects, in a third possible implementation of the
first and second aspects of the present invention the at
least one signal processor is further configured to: deter-
mine the first disarm RF signal is valid, subject to not
receiving any of the one or more receive RF signals or
producing only false deception detection indications; and
receive a second disarm RF signal from the alarm control
device after the predetermined delay time. Upon receiv-
ing the second disarm RF signal, the alarm system op-
eration comprises at least one of: instructing disarming
the alarm system, and transmitting an acknowledgement
RF signal to the alarm control device via the at least one
RF transceiver. After identifying a valid disarm signal,
also the retry may be considered valid.

[0013] With reference to the first and second aspects,
in afourth possible implementation of the firstand second
aspects of the present invention the transmission time
slots are selected atrandom by the signal processor upon
reception of the first disarm RF signal for transmitting the
at least one deception RF signal, and the reception time
slots comprise all of the plurality of consecutive time slots
different from the transmission time slots. Selecting aran-
dom pattern of transmitting slots reduces the probability
of repeating the same sequence and increases the prob-
ability of detecting a recorded deception signal in one of
the receiving slots. Listening for received signals during
all remaining time slots increases probability of detecting
a retransmitted deception sequence.

[0014] With reference to the first and second aspects,
in a fifth possible implementation of the first and second
aspects of the present invention an amount of the trans-
mission time slots is between 15% and 30% of an amount
of the plurality of consecutive time slots. This ratio allows
a balance between high probability of detecting a decep-
tion and reducing overhead of frequently changing be-
tween transmission and reception.

[0015] With reference to the first and second aspects,
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in a sixth possible implementation of the first and second
aspects of the presentinvention the predetermined delay
time is partitioned into 25 consecutive time slots. This
amount of consecutive time slots allows a balance be-
tween high probability of detecting a deception and re-
ducing overhead of frequently changing between trans-
mission and reception.

[0016] With reference to the first and second aspects,
in a seventh possible implementation of the first and sec-
ond aspects of the present invention the at least one de-
ception RF signal is protected by an error detecting code
being a 16-bit cyclic redundancy check. Protecting the
at least one deception RF signal reduces the probability
of falsely detecting deception. 16-bit cyclic redundancy
check s easy to implement and introduces little overhead
to processing and bandwidth.

[0017] With reference to the first and second aspects,
in an eighth possible implementation of the first and sec-
ond aspects of the present invention the at least one de-
ception RF signal is encrypted using a method selected
from the group of: obfuscation, exclusive-or with a pre-
defined seed word, and exclusive-or with a random seed
word. Encrypting the at least one deception RF signal
reduces the probability of an unauthorized party distin-
guishing between the at least one deception RF signal
and the disarm RF signal. Obfuscation and exclusive-or
are easy to implement and introduce little overhead to
processing and bandwidth.

[0018] With reference to the first and second aspects,
in a ninth possible implementation of the firstand second
aspects of the present invention alarm system operation
comprises at least one operation selected from the group
comprising: notifying a control center operatively con-
nected to said atleast one signal processor of an attempt-
ed intrusion, subject to producing at least one true de-
ception detection indication and delivering an electrical
current to a device capable of emitting an audio signal
or a visual signal, electrically connected to said at least
one signal processor, subject to producing at least one
true deception detection indication.

[0019] With reference to the first and second aspects,
or to the first implementation of the first and second as-
pects, in a tenth possible implementation of the first and
second aspects of the present invention the at least one
deception RF signal comprises at least one of: an iden-
tifier, a time stamp and arandom number, for use in iden-
tifying an origin of a recorded deception RF signal. Op-
tionally, the identifier consists of 32 binary bits, the time
stamp consists of 32 binary bits, and the random number
consists of 8 binary bits. Optionally, matching the prede-
fined deception signal pattern comprises detecting in the
one received RF signal at least one of: an identifier, a
time stamp and a random number.

[0020] With reference to the first and second aspects,
or to the first implementation of the first and second as-
pects, in an eleventh possible implementation of the first
and second aspects of the presentinvention the analysis
further comprises: detecting a packet number in the first
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disarm RF signal; comparing a difference between the
packet number and a previously stored packet number
with a predefined threshold number; and producing a true
deception detection indication when the difference is
greater than the predefined threshold number. Adding a
packet number to the disarm RF signal provides an ad-
ditional means for detecting resending a recorded signal
by detecting a repeated packet number.

[0021] Other systems, methods, features, and advan-
tages of the present disclosure will be or become appar-
ent to one with skill in the art upon examination of the
following drawings and detailed description. Itis intended
that all such additional systems, methods, features, and
advantages be included within this description, be within
the scope of the present disclosure, and be protected by
the accompanying claims.

[0022] Unless otherwise defined, all technical and/or
scientific terms used herein have the same meaning as
commonly understood by one of ordinary skill in the art
to which the invention pertains. Although methods and
materials similar or equivalent to those described herein
can be used in the practice or testing of embodiments of
the invention, exemplary methods and/or materials are
described below. In case of conflict, the patent specifi-
cation, including definitions, will control. In addition, the
materials, methods, and examples are illustrative only
and are not intended to be necessarily limiting.

BRIEF DESCRIPTION OF THE SEVERAL VIEWS OF
THE DRAWINGS

[0023] Some embodiments of the invention are herein
described, by way of example only, with reference to the
accompanying drawings. With specific reference now to
the drawings in detail, it is stressed that the particulars
shown are by way of example and for purposes of illus-
trative discussion of embodiments of the invention. In this
regard, the description taken with the drawings makes
apparent to those skilled in the art how embodiments of
the invention may be practiced.

[0024] In the drawings:

FIG. 1 is a schematic illustration of an exemplary
system according to some embodiments of the
present invention;

FIGs. 2A, 2B, 2C, and 2D are schematic illustrations
of exemplary RF signals with respectto time, accord-
ing to some embodiments of the present invention;
FIG. 3 is a flowchart schematically representing an
optional flow of operations for detecting an intrusion
attempt using interleaved transmission and recep-
tion of a deception signal, according to some em-
bodiments of the present invention;

FIG. 4 is a flowchart schematically representing an
optional flow of operations for detecting an intrusion
attempt using RF signal imperfections of a signal,
according to some embodiments of the present in-
vention;
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FIG. 5 is a flowchart schematically representing an-
other optional flow of operations for detecting an in-
trusion attempt using RF signal imperfections of a
signal, according to some embodiments of the
present invention;

FIG. 6 is a flowchart schematically representing an
optional flow of operations for producing reference
signal imperfections, according to some embodi-
ments of the present invention; and

FIGs. 7A and 7B are time sequences schematically
representing an optional flow of operations for de-
tecting an intrusion attempt using an invalid instruc-
tion, according to some embodiments of the present
invention.

DETAILED DESCRIPTION

[0025] The present invention, in some embodiments
thereof, relates to an alarm system and, more specifical-
ly, but not exclusively, to detecting an attempt at unau-
thorized disarming of an alarm system.

[0026] As used herein, the term "disarm" means "in-
structing to change to a disabled or a partially active state"
and the term "signal" means "RF signal".

[0027] Attempts to intrude into a premises protected
by an alarm system may include attempts to break
through any component of the alarm system.

[0028] A typical RF signal may be detected and record-
ed in an identified range of distances from a device send-
ing the RF signal. In an alarm system controlled using
one or more radio frequency (RF) signals, a person un-
authorized to access the premises may record a legiti-
mate signal sent by an alarm control device instructing
to disarm the alarm system, and retransmit the recorded
signal at a later time. A typical alarm system cannot dis-
tinguish between the original legitimate signal and the
recorded signal, and upon reception of the recorded sig-
nal the alarm system’s signal processer may instruct dis-
arming the alarm system. Thus, a recorded signal may
be used to gain unauthorized access to premises.
[0029] Authentication solutions using encrypted sig-
nals or including predefined information in one or more
signals transmitted by an alarm control device are limited
in that they require replacing multiple existing alarm con-
trol devices, for example replacing existing key fobs with
alarm control devices supporting encryption or prede-
fined information. In addition, alarm control devices sup-
porting encryption or sending predefined information
may be more expensive than existing simple alarm con-
trol devices such as existing key fobs.

[0030] The present invention, in some embodiments
thereof, enables an alarm system to distinguish between
a legitimate signal and retransmission of a previously re-
corded signal, without requiring a specially configured
alarm control device, by changing the way the signal
processor operates.

[0031] Insome embodiments of the present invention,
the signal processor, after receiving a disarm signal from
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an alarm control device, sends one or more deception
signals. An attempt to record the disarm signal will record
the one or more deception signals as well. When trans-
mitting the recorded signal, the one or more deception
signals are transmitted as well and may be received by
the signal processor. In these embodiments, the signal
processor interchangeably transmits the one or more de-
ception signals and checks for reception of one or more
other signals. When one or more of the other signals are
determined to be deception signals, the signal processor
determines an attempt at unauthorized intrusion.

[0032] In other embodiments of the present invention,
the signal processor analyzes the RF signal imperfec-
tions of a received disarm signal for imperfections. A typ-
ical signal transmitted by an alarm control device com-
prises a sequence of digital bits encoded in an analog
carrier signal comprising a plurality of sinus signal com-
ponents. When an RF transceiver encodes digital bits in
an analog carrier signal and transmits the resulting RF
signal, the transceiver introduces noise into the transmit-
ted signal, including at least one of a frequency imper-
fection of a sinus signal, a phase imperfection of a sinus
signal and an amplitude imperfection of a sinus signal.
For example: carrier frequency offset, phase noise, in-
phase and quadrature (1Q) imbalance and signal nonlin-
earity (that is, nonlinear changes in an output signal
strength in response to an input signal strength). Such
noise, referred to as RF signal imperfections, is signal
imperfection of the RF transceiver and may be quantified,
combined and normalized, resulting for example in a
number between 0 and 1. Two RF transceivers are typ-
ically characterized by distinctively different RF signal
imperfections. A recorded disarm signal typically com-
prises a recorded sequence of digital bits. When an un-
authorized alarm control device transmits a recorded dis-
arm signal, the unauthorized alarm control device re-en-
codes the recorded sequence of digital bits in a new an-
alog carrier signal. The RF signal imperfections of the
signal transmitted by the unauthorized alarm control de-
vice will be different from the RF signal imperfections of
the original disarm signal, resulting in the RF imperfec-
tions of the signal transmitted by the unauthorized alarm
control device being different from the RF imperfections
of the original disarm signal. In these embodiments, the
signal processor compares the RF imperfections of a re-
ceived preamble signal to a predetermined set of RF im-
perfections associated with legitimate transmitters.
When the RF imperfections of the received preamble sig-
nal do not comply with the predetermined set of RF im-
perfections, the signal processor determinesin these em-
bodiments an attempt at unauthorized intrusion.

[0033] In other embodiments of the present invention,
the alarm control device is configured to send a signal
indicating an event, and receive a signal including an
identification of a function to be executed by the alarm
control device. For example the alarm control device may
be a key fob, configured to send a signal indicating a
button pressed and a duration, for example "short press
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on button 1", and receive a signal including an encoding
of an identification of a function, for example "function 3".
A possible function is to turn on a light emitting diode
(LED) for a predetermined period of time. Optionally, up-
on receiving a signal including an encoding of an identi-
fication of a function unrecognized by the alarm control
device, the alarm control device sends an error message
indicating an error and the identification of the unrecog-
nized function. In these embodiments, the signal proc-
essor, after receiving a disarm signal from an alarm con-
trol device, sends a deception signal including a random-
ly selected identifier of an invalid function. An attempt to
record the disarm signal will record the deception signal
as well. When transmitting the recorded signal, the de-
ception signal is transmitted as well and may be received
by the signal processor. In these embodiments, after
transmitting a deception signal including an invalid-func-
tion identifier, the signal processor checks for reception
of another signal. When another signal is received, the
received signal is processed to extract a possible un-
known-function identifier. When an unknown-function
identifier is extracted, the extracted identifier is compared
with the invalid-function identifier. When the extracted
identifier is other than the invalid-function identifier, the
signal processor determines in these embodiments an
attempt at unauthorized intrusion, since the extracted
identifier is assumed to be the result of a pre-recorded
signal.

[0034] Before explaining at least one embodiment of
the invention in detail, it is to be understood that the in-
vention is not necessarily limited in its application to the
details of construction and the arrangement of the com-
ponents and/or methods setforth in the following descrip-
tion and/or illustrated in the drawings and/or the Exam-
ples. The invention is capable of other embodiments or
of being practiced or carried out in various ways.
[0035] The presentinvention may be a system, a meth-
od, and/or a computer program product. The computer
program product may include a computer readable stor-
age medium (or media) having computer readable pro-
gram instructions thereon for causing a processor to car-
ry out aspects of the present invention.

[0036] The computerreadable storage mediumcanbe
a tangible device that can retain and store instructions
for use by an instruction execution device. The computer
readable storage medium may be, for example, but is
not limited to, an electronic storage device, a magnetic
storage device, an optical storage device, an electromag-
netic storage device, a semiconductor storage device, or
any suitable combination of the foregoing.

[0037] Computer readable program instructions de-
scribed herein can be downloaded to respective comput-
ing/processing devices from a computer readable stor-
age medium or to an external computer or external stor-
age device via a network, for example, the Internet, a
local area network, a wide area network and/or a wireless
network.

[0038] The computer readable program instructions
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may execute entirely on the user's computer, partly on
the user’s computer, as a stand-alone software package,
partly on the user’s computer and partly on a remote com-
puter or entirely on the remote computer or server. In the
latter scenario, the remote computer may be connected
to the user’s computer through any type of network, in-
cludingalocal area network (LAN) or a wide area network
(WAN), or the connection may be made to an external
computer (for example, through the Internet using an In-
ternet Service Provider). In some embodiments, elec-
tronic circuitry including, for example, programmable log-
ic circuitry, field-programmable gate arrays (FPGA), or
programmable logic arrays (PLA) may execute the com-
puter readable program instructions by utilizing state in-
formation of the computer readable program instructions
to personalize the electronic circuitry, in order to perform
aspects of the present invention.

[0039] Aspects of the present invention are described
herein with reference to flowchart illustrations and/or
block diagrams of methods, apparatus (systems), and
computer program products according to embodiments
of the invention. It will be understood that each block of
the flowchart illustrations and/or block diagrams, and
combinations of blocks in the flowchart illustrations
and/or block diagrams, can be implemented by computer
readable program instructions.

[0040] Theflowchartandblock diagramsinthe Figures
illustrate the architecture, functionality, and operation of
possible implementations of systems, methods, and
computer program products according to various embod-
iments of the presentinvention. In this regard, each block
in the flowchart or block diagrams may represent a mod-
ule, segment, or portion of instructions, which comprises
one or more executable instructions for implementing the
specified logical function(s). In some alternative imple-
mentations, the functions noted in the block may occur
out of the order noted in the figures. For example, two
blocks shown in succession may, in fact, be executed
substantially concurrently, or the blocks may sometimes
be executed in the reverse order, depending upon the
functionality involved. It will also be noted that each block
of the block diagrams and/or flowchart illustration, and
combinations of blocks in the block diagrams and/or flow-
chartillustration, can be implemented by special purpose
hardware-based systems that perform the specified func-
tions or acts or carry out combinations of special purpose
hardware and computer instructions.

[0041] Reference is now made to FIG. 1, showing a
schematic illustration of an exemplary system 100 ac-
cording to some embodiments of the present invention.
In such embodiments, system 100 comprises one or
more sensors 111, for detecting motion within premises,
presence within the premises or intrusion into an opening
of the premises. One or more sensors 110 may be con-
nected to a control panel 106 comprising alarm controller
110 comprising at least one hardware processor. Option-
ally, alarm controller 110 is configured to instruct activa-
tion of the one or more sensors and disabling the one or
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more sensors.
[0042] In addition, in such embodiments system 100
comprises a signal processor 101 connected to alarm
controller 110 for controlling the system. Signal proces-
sor 101 may be electrically connected to alarm controller
110. Optionally, signal processor 101 is connected to
alarm controller 110 via a digital communication network,
such as a Local Area Network. Optionally, signal proc-
essor 101 is electrically connected to alarm controller
110.

[0043] Optionally, signal processor 101 is electrically
connected to an RF transceiver 102, for communicating
with one or more alarm control devices 103 such as key
fobs. Optionally, signal processor 101 comprises at least
one hardware processor. In such embodiments RF trans-
ceiver 102 receives one or more RF signals from alarm
control device 103. Optionally, each of the one or more
RF signals encodes a sequence of digital bits in an analog
carrier signal. Optionally, one or more of the RF signals
is a disarm message, sent from alarm control device 103
to signal processor 101 to instruct disarming alarm sys-
tem 100. Optionally, signal processor 101 processes the
disarm message to determine whether the message is a
valid message received from an authorized alarm control
device, or an unauthorized intrusion attempt. Upon de-
termining a valid disarm message, signal processor 101
may instruct disarming alarm system 100. Optionally, sig-
nal processor 101 instructs alarm controller 110 to disarm
the system.

[0044] In some embodiments, signal processor 101 is
electrically connected to one or more alarm devices 105
capable of emitting an audio signal such as an alarm
sound, and/or a visual signal such as a flashing light, to
attract the attention of a person close enough to one or
more alarm devices 105 to notice the alarm signal or
visual signal. Optionally, upon detecting an intrusion at-
tempt, signal processor 101 drives an electrical current
to one or more alarm devices 105 to emit the audio or
visual signal. In some embodiments, signal processor
101 is connected to one or more control centers 104,
comprising at least one hardware processor. Optionally,
upondetecting anintrusion attempt, signal processor 101
notifies control center 104 of the intrusion attempt detec-
tion. Following receiving notification of an intrusion at-
tempt detection, control center 104may perform one or
more actions such as call a designated person, record
an event to an event log, etc.

[0045] In some embodiments, signal processor 101 is
electrically connected to a non-volatile digital storage 112
such as a hard disk or an electrically erasable program-
mable memory, for the purpose of storing reference data
used to determine validity of a received message.
[0046] To determine whether a received message is
valid, system 100 may implement one or more of the
following methods.

[0047] A possible methodtodetectanintrusion attempt
uses interleaved transmission and reception of a decep-
tion signal.



11 EP 3 252 728 A1 12

[0048] Reference is now made also to FIG. 2A, show-
ing a schematic illustration of an exemplary RF disarm
signal transmitted by an alarm control device 103 to a
signal processor 101, according to some embodiments
of the present invention. Following time line 210, at time
211 alarm control device 103 transmits in such embodi-
ments a first disarm message 201. Optionally, time 212
indicates the time at which alarm control device 103 com-
pleted transmission of disarm message 201. Optionally,
after a predetermined delay time after time 212, if alarm
control device 103 does not receive an acknowledge-
ment signal from signal processor 101 alarm control de-
vice 103 transmits a second disarm message 202 at time
214.

[0049] Uponreceiving a disarm message, in some em-
bodiments of the present invention signal processor 101
transmits a deception signal. Reference is now made al-
so to FIG. 2B, showing a schematic illustration of a pos-
sible deception RF signal transmitted by a signal proc-
essor 101 via an RF transceiver 102, according to some
embodiments of the present invention. In such embodi-
ments, the predetermined delay time is partitioned into
a plurality of consecutive time slots. A non-limiting exam-
ple of an amount of time slots is 25 time slots. Optionally,
time 213 indicates the earliest time at which RF trans-
ceiver 102receiving disarm message 201 can start trans-
mitting. Optionally, signal processor 101 selects a group
of transmission time slots from the plurality of consecu-
tive time slots and transmits one or more deception se-
quences 220 by transmitting in each of the transmission
time slots one deception sequence. A recorder recording
the signals transmitted to signal processor 101 will record
both disarm message 201 and the one or more deception
sequences 220. Reference in now made also to FIG. 2C,
showing a schematic illustration of a possible recorded
RF signal, according to some embodiments of the
present invention. In such embodiments, the recorded
signal 230 comprises disarm message 201, and the one
or more deception sequences 220 transmitted by signal
processor 101.

[0050] Optionally, the group of transmission slots is se-
lected at random by signal processor 101 upon receiving
a disarm message, and comprises fewer slots than the
plurality of consecutive time slots. For example, the
amount of transmission slots is between 15% and 30%
of the amount of slots in the plurality of consecutive time
slots. For example, the amount of transmission slots is
25% of the amount of slots in the plurality of consecutive
time slots. For example, when the predetermined delay
time is partitioned into 25 time slots, the amount of trans-
mission time slots may be 5.

[0051] In some embodiments, an unauthorized alarm
control device transmitting a recorded signal transmits
the disarm message originally transmitted by an author-
ized alarm control device, followed by the one or more
disarm sequences as previously transmitted by the signal
processor.

[0052] Reference is now made also to FIG. 2D, show-
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ing a schematic illustration of a possible retransmitted
recorded RF signal, compared to a new deception signal,
according to some embodiments of the presentinvention.
In such embodiments, an alarm control device 105 trans-
mits at time 241 a recorded signal 250, comprising a dis-
arm signal 201 originally transmitted by an authorized
alarm control device. Optionally, transmission of disarm
signal 201 ends at time 242. Upon reception of disarm
message 201, signal processor 101 selects a new group
of transmit slots from the plurality of consecutive time
slots between time 243 and time 244, and transmits via
RF transceiver 102 one or more deception signals 260.
The new group of transmit slots may be different from
the group of transmit slots in the recorded signal. Option-
ally, RF transceiver 102 listens for received signals in a
group of receive time slots selected from the plurality of
consecutive time slots such that the receive time slots
are different from the new group of transmit time slots
and are interleaved with the new group of transmit time
slots. In some embodiments the receive time slots are
all of the plurality of consecutive time slots not in the new
transmit time slots. When transmit time slots are selected
at random, there is a probability greater than zero that
the new group of transmit time slots is different from the
group of time slots in the recorded signal. Depending on
the number of time slots and the number of transmit time
slots, the probability can exceed 0.99. As a result, signal
processor 101 optionally detects one or more recorded
deception sequences during the receive time slots, for
example in slot 262. Optionally, one or more time slots
are both in the new group of transmit time slots and in
the group of transmit time slots in the recorded signal,
for example slot 261. In such slots, signal processor 101
cannot detect a deception signal, since transceiver 102
is transmitting.

[0053] Detecting a deception signal in a receive time
slot indicates a high probability that the disarm signal is
arecorded signal retransmitted by an unauthorized alarm
control device. Depending on the amount of time slots in
the plurality of consecutive time slots and the amount of
transmit time slots, detecting no deception signal in any
of the receive time slots indicates a high probability that
the disarm signal was transmitted by an authorized alarm
control device. For example, when the plurality of con-
secutive time slots comprises 25 time slots and the group
of transmit time slots comprises 5 time slots, the proba-
bility of repeating the exact same group of time slots is
less than 1 in 50,000. Using fewer time slots in the plu-
rality of consecutive time slots increases the probability
of repeating an exact same group of time slots. A greater
amount of time slots in the plurality of consecutive time
slots or a greater amount of transmit slots may increase
security by reducing the probability of repeating an exact
same group of time slots, but in addition might increase
power consumption due to more frequently switching the
RF transceiver between transmitting and receiving.
[0054] Following is an optional method implemented
by system 100 in some embodiments of the present in-
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vention, to detect an intrusion attempt using interleaved
transmission and reception of a deception signal.
[0055] Referenceis now made also to FIG. 3, showing
a flowchart schematically representing an optional flow
of operations 300 for detecting an intrusion attempt using
interleaved transmission and reception of a deception
signal, according to some embodiments of the present
invention.

[0056] In such embodiments, an RF transceiver 102
electrically connected to a signal processor 101 receives
at 301 a first disarm RF signal from an alarm control de-
vice 103. Optionally, after transmitting the first disarm RF
message, alarm control device 103 waits for an acknowl-
edgement from signal processor 101 for a predetermined
delay time. Optionally, signal processor 101 partitions
the predetermined delay time into a plurality of consec-
utive time slots, for example 25 time slots. During the
predetermined delay time, optionally signal processor
101 transmits at 302 one or more deception RF signals
during transmission time slots selected from the plurality
of consecutive time slots. Optionally, each of the one or
more deception RF signals comprises at least one of an
identifier, a time stamp and a random number. An iden-
tifier may be used to identify the origin of a deception RF
signal, and in particular a recorded RF signal. A time
stamp may be used to identify an original time of a re-
corded deception RF signal. A random number may be
used to detect repeated deception RF signals, having
the same random number. A time stamp and an identifier
may each consist of 32 digital bits. A random number
may consist of 8 digital bits. Optionally, each of the one
or more deception RF signals comprises a packet
number in a sequence of packet numbers. The packet
number may consist of an 8 bit digital number. When the
packet number consists of 8 digital bits, the packet
number is a number in a sequence modulo 256.

[0057] In addition, during the predetermined delay
time, signal processor 101 optionally intercepts at 303 a
plurality of RF signals during receiving time slots selected
from the plurality of consecutive time slots and inter-
leaved with the transmission time slots. When one or
more receive RF signals are detected in the receive time
slots, RF transceiver 102 optionally sends the one or
more RF signals to signal processor 101. Optionally, sig-
nal processor 101 receives the one or more RF signals
and analyzes the first disarm RF signal and the one or
more RF signals to produce at least one deception de-
tection indication. In some embodiments, analyzing the
one or more RF signals comprises matching at 304 at
least one of the one or more RF signals with a predefined
deception signal pattern. In embodiments where the one
or more deception sequences comprise at least one of
an identifier, a time stamp and a random number, match-
ing one of the RF signals with the predefined deception
signal pattern comprises detecting in the one RF signal
at least one of an identifier, a time stamp and a random
number. When one of the RF signals matches the pre-
defined deception signal pattern, signal processor 101
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produces at 305 a true deception detection indication. In
embodiments where the first disarm RF message com-
prises a packet number, signal processor 101 may store
a last packet number received. In such embodiments,
analyzing the first disarm RF message comprises detect-
ing a packet number in the first disarm RF message and
comparing a difference between the stored packet
number and the detected packet number with a prede-
fined threshold number. When the difference is greater
than the predefined threshold number, signal processor
101 optionally produces a true deception detection indi-
cation.

[0058] At 314, signal processor 101 optionally deter-
mines an alarm system operation according to the at least
one deception detectionindication. Examples ofanalarm
system operation are processing a message, sending an
acknowledgement signal, instructing disarming the alarm
system, sounding an alarm and notifying a control center.
When at least one true deception detection indication is
produced, signal processor 101 optionally determines an
intrusion attempt at 308. Optionally, signal processor 101
next notifies control center 104 at 309. Optionally, at 310
signal processor 101 delivers an electrical current to one
or more alarm devices 105 capable of emitting an audio
signal or a visual signal.

[0059] When no true deception detection indication is
produced, signal processor 101 optionally determines a
valid first disarm RF signal. Optionally, signal processor
101 determines a valid first disarm RF signal when no
RF signals are received in the receive time slots. In some
embodiments, after the predefined delay time alarm con-
trol device 103 sends a second disarm RF signal. Op-
tionally, signal processor 101 receives the second disarm
signal via RF transceiver 102 at 311 after determining a
valid first disarm RF signal, and at 312 optionally sends
alarm control device 103 an acknowledgment RF signal.
Optionally, signal processor 101 instructs disarming the
alarm system at 313.

[0060] In some embodiments the at least one decep-
tion RF signal is protected by an error detecting code.
Optionally, the error detecting code is a 16-bit cyclic-re-
dundancy-check. In some embodiments the at least one
deception RF signal is encrypted. Optionally, the at least
one deception RF signal is encrypted using obfuscation.
Optionally, the at least one deception RF signal is en-
crypted using exclusive-or with a predefined seed word
or with a random seed word.

[0061] Up to a predetermined number of RF signals
received during one or more of the receive time slots and
not recognized as a deception RF signal may be discard-
ed and ignored by signal processor 101.

[0062] Another possible method to detect an intrusion
attempt uses RF imperfections of a signal. Following is
an optional method implemented by the system in some
embodiments of the present invention, to detect an intru-
sion attempt using RF imperfections of a signal.

[0063] Reference is now made also to FIG. 4, showing
a flowchart schematically representing an optional flow
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of operations 400 for detecting an intrusion attempt using
RF imperfections of a signal, according to some embod-
iments of the present invention. In some embodiments,
a signal transmitted by an alarm control device comprises
a sequence of digital bits encoded in an analog carrier
signal. Optionally, the signal comprises a preamble
and/or a code word before a message. Optionally, an RF
transceiver 102 receives at 401 a preamble RF signal
from an alarm control device 103. The preamble RF sig-
nal comprises a sequence of preamble digital bits encod-
ed in an analog preamble carrier signal. Optionally, RF
transceiver 102 sends the received preamble RF signal
to a signal processor 101 and at 402 signal processor
101 analyzes the preamble RF signal to determine a plu-
rality of preamble imperfections of the analog preamble
carrier signal. Examples of preamble imperfections are
an offset of a frequency of the analog preamble carrier
signal, a phase noise in the analog preamble carrier sig-
nal, an 1Q imbalance in the analog preamble carrier sig-
nal, and nonlinearity on the analog preamble carrier sig-
nal. For example, a level of sinus signal inaccuracy in
the sinuses making up the analog preamble carrier sig-
nal’s (that is, an offset of a frequency of the analog pre-
amble carrier signal) may be expressed as a normalized
range of numbers. For example, a sub-range between 0
and 1, forexample 0.7-0.72. At 403, the signal processor
optionally compares the plurality of preamble imperfec-
tions to a plurality of reference preamble imperfections
to determine preamble compliance. In some embodi-
ments signal processor 101 uses a correlator having a
sample rate of 16 bits per second to compare the plurality
of preamble imperfections to the plurality of reference
preamble imperfections. At 404 signal processor 101 op-
tionally selects an alarm system operation to perform ac-
cording to the preamble compliance. When the plurality
of preamble imperfections do not comply with the plurality
of reference preamble imperfections, signal processor
101 optionally determines an intrusion attempt at 407.
Optionally, signal processor 101 next notifies a control
center 104 at 410. Optionally, at 411 signal processor
101 delivers an electrical current to one or more alarm
devices 105 capable of emitting an audio signal or a vis-
ual signal.

[0064] When the plurality of preamble signal imperfec-
tions comply with the reference plurality of preamble sig-
nal imperfections, signal processor 101 optionally deter-
mines a valid message. When a message is received at
408 after determining a valid message, signal processor
101 at 409 optionally processes the message. When the
message is a disarm message, signal processor 101 op-
tionally instructs disarming the alarm system, for example
by instructing an alarm controller 110.

[0065] Optionally, RF transceiver 102 receives a syn-
chronization word (sync-word) after the preamble. Ref-
erence is now made also to FIG. 5, showing a flowchart
schematically representing another optional flow of op-
erations 500 for detecting an intrusion attempt using RF
signal imperfections of a signal, according to some em-
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bodiments of the present invention. In such embodi-
ments, after receiving the preamble RF signal, signal
processor 101 receives via RF transceiver 102 a sync-
word RF signal at 501. The sync-word RF signal com-
prises a sequence of sync-word digital bits encoded in
an analog sync-word carrier signal. Optionally, at 502
signal processor 101 analyzes the sync-word RF signal
to determine a plurality of sync-word signal imperfections
of the analog sync-word carrier signal. Examples of sync-
word signal imperfections are an offset of a frequency of
the analog sync-word carrier signal, a phase noise in the
analog sync-word carrier signal, an IQ imbalance in the
analog sync-word carrier signal and nonlinearity on the
analog sync-word carrier signal. For example, a level of
sinus signal inaccuracy in the sinuses making up the an-
alog sync-word carrier signal’s (that is, an offset of a fre-
quency of the analog code-word carrier signal) may be
expressed as a range. For example, a sub-range be-
tween 0 and 1, for example 0.7-0.72. At 506, signal proc-
essor 101 optionally compares the plurality of sync-word
signal imperfections to a plurality of reference sync-word
signalimperfections to determine sync-word compliance.
In some embodiments signal processor 101 uses a cor-
relator having a sample rate of 16 bits per second to
compare the plurality of sync-word signal imperfections
to the plurality of reference sync-word signal imperfec-
tions. At 503 signal processor 101 optionally selects an
alarm system operation to perform according to the sync-
word compliance. When the plurality of sync-word signal
imperfections do not comply with the plurality of reference
sync-word signal imperfections, signal processor 101 op-
tionally determines an intrusion attempt at 407. Option-
ally, signal processor 101 next notifies control center 104
at 410. Optionally, at 411 signal processor 101 delivers
an electrical current to one or more alarm devices 105
capable of emitting an audio signal or a visual signal.
[0066] When the plurality of sync-word signal imper-
fections comply with the reference plurality of sync-word
signal imperfections, signal processor 101 optionally de-
termines a valid message. When a message is received
at 408 after determining a valid message, signal proces-
sor 101 at 409 optionally processes the message. When
the message is a disarm message, signal processor 101
optionally instructs disarming the alarm system, for ex-
ample by instructing alarm controller 110.

[0067] In some other embodiments, signal processor
101 determines a valid message when only one of the
sync-word compliance and preamble compliance is true.
[0068] In some embodiments, reference signal imper-
fections are produced by analyzing a reference signal
transmitted by an authorized alarm control device. Ref-
erence is now made to FIG. 6, showing a flowchart sche-
matically representing an optional flow of operations 600
for producing reference signal imperfections, according
to some embodiments of the present invention. In such
embodiments, signal processor 101 may receive at 601
via RF transceiver 102 a reference RF signal, encoding
a sequence of reference digital bits in an analog refer-
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ence carrier signal. Signal processor 101 optionally proc-
esses the analog reference carrier signal at 602 to obtain
a plurality of reference preamble signal imperfections,
and at 603 optionally stores the plurality of reference pre-
amble signal imperfections in non-volatile storage 112.
Similarly, to produce a plurality of sync-word signal im-
perfections, signal processor 101 optionally processes
the analog reference carrier signal at 602 to obtain a plu-
rality of sync-word preamble signal imperfections, and at
603 optionally stores the plurality of reference sync-word
signal imperfections in non-volatile storage 112.

[0069] Another possible method to detect an intrusion
attempt uses unsupported alarm control device instruc-
tions. Following is an optional method implemented by
the system in some embodiments of the present inven-
tion, to detect an intrusion attempt using unsupported
alarm control device instructions.

[0070] Reference is now made also to FIGs. 7A and
7B, showing time sequences schematically representing
an optional flow of operations for detecting an intrusion
attempt using an unsupported instruction, according to
some embodiments of the presentinvention. In such em-
bodiments the alarm control device has a predefined set
of supported instructions. An unsupported instruction is
an instruction not in the predefined set of supported in-
structions. When the alarm control device receives a sig-
nal from the signal processor instructing an unsupported
instruction, the alarm control device optionally transmits
to the signal processor an error RF signal message in-
cluding an indication of the unsupported instruction. This
protocol is used in some embodiments to create a de-
ception signal.

[0071] Reference is now made also to FIG. 7A, show-
ing a time sequence schematically representing an op-
tional flow of operations for detecting an intrusion attempt
using an unsupported instruction with regard to an au-
thorized alarm control device, according to some embod-
iments of the present invention. In such embodiments,
RF transceiver 702 receives at 710 a first disarm RF sig-
nal from an alarm control device 701, and transmits at
711 a deception RF signal comprising an unsupported
instruction X selected from a group of predefined instruc-
tions known to be unsupported by alarm control device
701. Optionally, unsupported instruction X is selected at
random from the group of predefined unsupported in-
structions. When alarm control device 701 is authorized,
the alarm control device optionally transmits at 712 an
error RF response comprising the unsupported instruc-
tion X received from RF transceiver 702. The RF trans-
ceiver optionally sends the error RF response to signal
processor 703 at 713. Optionally, signal processor 703
receives the error RF response and extracts at 714 the
returned unsupported instruction. At 715 signal proces-
sor 703 optionally compares the returned unsupported
instruction to the unsupported instruction X. Next, signal
processor 703 optionally selects an alarm system oper-
ation to output according to the unsupported instruction
compliance. When the returned unsupported instruction
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complies with X, for example is equal to X, at 716 signal
processor 703 optionally determines a valid disarm mes-
sage. Optionally, at 717 signal processor 703 sends
alarm control device 701 via RF transceiver 702 a re-
sponse RF signal comprising a supported instruction se-
lected from the alarm control device’s predefined set of
supported instructions. Optionally, signal processor 703
instructs disarming the alarm system, for example by in-
structing an alarm controller.

[0072] A sequence of signals including a disarm mes-
sage and an RF response signal indicating an erroneous
instruction may be recorded and retransmitted by an un-
authorized alarm control device. Reference is now made
also to FIG. 7B, showing a time sequence schematically
representing an optional flow of operations for detecting
an intrusion attempt using an unsupported instruction
with regard to an unauthorized alarm control device, ac-
cording to some embodiments of the present invention.
In such embodiments, in response to received recorded
first disarm RF signal at 710, signal processor 703 trans-
mits at 721 a deception RF signal comprising another
unsupported instruction Y selected from a group of pre-
defined instructions known to be unsupported by alarm
control device 701. Optionally, unsupported instruction
Y is selected at random from the group of predefined
unsupported instructions. When alarm control device 701
is unauthorized, the alarm control device optionally trans-
mits at 712 arecorded error RF response comprising the
recorded unsupported instruction X. The RF transceiver
optionally sends the error RF response to signal proces-
sor 703 at 713. Optionally, signal processor 703 receives
the error RF response and extracts at 714 the returned
unsupported instruction. At 715 signal processor 703 op-
tionally compares the returned unsupported instruction
to the unsupported instruction Y. Next, signal processor
703 optionally selects an alarm system operation to out-
put according to the unsupported instruction compliance.
When the returned unsupported instruction (X) does not
comply with Y, for example is different from Y, at 724
signal processor 703 optionally determines an intrusion
attempt. Optionally, the signal processor next notifies a
control center. Optionally, the signal processor delivers
an electrical current to one or more alarm devices capa-
ble of emitting an audio signal or a visual signal.

[0073] Typically, an alarm control device supports only
several functions, typically fewer than 100. When the un-
supported instruction is represented by a 16-bit digital
word and an unsupported instruction transmitted by the
transceiver to the alarm control device is selected at ran-
dom, the probability of selecting the same unsupported
instruction recorded is close to 2*16. Comparing a re-
ceived unsupported instruction indication to a transmitted
unsupported instruction indication has a high probability
of detecting a recorded error RF signal.

[0074] A possible alarm system comprises at leastone
radio-frequency (RF) transceiver configured to receive a
preamble RF signal from an alarm control device, the
preamble RF signal comprising a sequence of preamble



19 EP 3 252 728 A1 20

digital bits encoded in an analog preamble carrier signal;
and at least one signal processor electrically connected
to the at least one RF transceiver, configured to: analyze
the preamble RF signal to determine a plurality of pre-
amble signal imperfections of the analog preamble car-
rier signal, the preamble signal imperfections comprising
at least one of a frequency imperfection of a sinus signal,
an amplitude imperfection of a sinus signal and a phase
imperfection of a sinus signal; compare the plurality of
preamble signal imperfections with a plurality of refer-
ence preamble signal imperfections to determine a pre-
amble compliance; receive via the at least one RF trans-
ceiver a message RF signal from the alarm control de-
vice, the message RF signal comprising a sequence of
message digital bits encoded in an analog message car-
rier signal; and perform an alarm system operation ac-
cording to the preamble compliance.

[0075] Optionally, the at least one signal processor is
further configured to determine an intrusion attempt, sub-
ject to at least one of the plurality of preamble signal
imperfections failing to comply with the plurality of refer-
ence preamble signal imperfections.

[0076] Optionally, the at least one signal processor is
further configured to determine a valid message subject
to the plurality of preamble signal imperfections comply-
ing with the plurality of reference preamble signal imper-
fections; and wherein the alarm system operation com-
prises processing the message RF signal.

[0077] Optionally, the plurality of reference preamble
signal imperfections comprises at least one preamble
characteristic selected from the group of: a carrier fre-
quency offset, a phase noise, an in-phase and quadra-
ture imbalance (IQ imbalance), and a signal nonlinearity.
[0078] Optionally, the at least one signal processor is
further configured to: receive via the at least one RF
transceiver after the preamble signal a synchronization-
word (sync-word) RF signal from the alarm control de-
vice, the sync-word RF signal comprising a sequence of
sync-word digital bits encoded in an analog sync-word
carrier signal; analyze the analog sync-word carrier sig-
nal to determine a plurality of sync-word signal imperfec-
tions of the sync-word signal, the sync-word signal im-
perfections comprising at least one of a frequency im-
perfection of a sinus signal, an amplitude imperfection of
a sinus signal and a phase imperfection of a sinus signal;
compare the plurality of sync-word signal imperfections
with a plurality of reference sync-word signal imperfec-
tions to determine a sync-word compliance; and perform
the alarm system operation according to the preamble
compliance and the sync-word compliance.

[0079] Optionally, the at least one signal processor is
further configured to determine an intrusion attempt, sub-
ject to at least one of the plurality of sync-word signal
imperfections failing to comply with the plurality of refer-
ence sync-word signal imperfections, or at least one of
the plurality of signal imperfections failing to comply with
the plurality of reference signal imperfections.

[0080] Optionally, the at least one signal processor is
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further configured to determine a valid message subject
to the plurality of preamble signal imperfections comply-
ing with the plurality of reference preamble signal imper-
fections and the plurality of sync-word signal imperfec-
tions complying with the plurality of reference sync-word
signalimperfection, and the alarm system operation com-
prises processing the message RF signal.

[0081] Optionally, the plurality of reference sync-word
signal imperfections comprises at least one sync-word
characteristic selected from the group of: a carrier fre-
quency offset, a phase noise, an IQ imbalance, and a
signal nonlinearity.

[0082] Optionally, the alarm system operation com-
prises notifying a control center comprising at least one
hardware processor upon the attempted intrusion being
determined.

[0083] Optionally, the alarm system further comprises
a device capable of emitting an audio signal or a visual
signal, electrically connected to the at least one signal
processor; and the alarm system operation comprises
delivering an electrical current to the device upon the
attempted intrusion being determined.

[0084] Optionally, the alarm system further comprises
anon-volatile digital storage electrically coupled with the
at least one signal processor; and the at least one signal
processor is further configured to: receiving via the at
least one RF transceiver a reference RF signal, encoding
a sequence of reference digital bits in an analog refer-
ence carrier signal; process the analog reference carrier
signal to obtain the plurality of reference preamble signal
imperfections; and store the reference preamble signal
imperfections in the non-volatile digital storage.

[0085] Optionally, the compare is using a correlator
having a sample rate of 16 bits per second.

[0086] A possible method for an alarm system com-
prises: receiving a preamble RF signal from an alarm
control device, the preamble RF signal comprising a se-
quence of preamble digital bits encoded in an analog
preamble carrier signal; analyzing the preamble RF sig-
nal to determine a plurality of preamble signal imperfec-
tions of the analog preamble carrier signal, the preamble
signal imperfections comprising at least one of a frequen-
cy imperfection of a sinus signal, an amplitude imperfec-
tion of a sinus signal and a phase imperfection of a sinus
signal; comparing the plurality of preamble signal imper-
fections with a plurality of reference preamble signal im-
perfections to determine a preamble compliance; receiv-
ing via the at least one RF transceiver a message RF
signal from the alarm control device, the message RF
signal comprising a sequence of message digital bits en-
coded in an analog message carrier signal; and perform-
ing an alarm system operation according to the preamble
compliance.

[0087] A possiblealarmsystem,comprises atleastone
radio-frequency (RF) transceiver configured to: receive
a first disarm RF signal from an alarm control device;
transmit, after receiving the first disarm RF signal, a de-
ception RF signal to the alarm control device, the decep-
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tion RF signal comprising an unsupported instruction se-
lected from a group of predefined instructions unsupport-
ed by the alarm control device; and receive an error RF
response from said alarm control device, the error RF
response comprising an indication of a returned unsup-
ported instruction; and at least one signal processor elec-
trically connected to the at least one RF transceiver, con-
figured to: receive the error RF response from the RF
transceiver; extract the returned unsupported instruction
from the error RF response; compare the returned un-
supported instruction to the unsupported instruction to
determine a compliance; and output an alarm system
operation according to the compliance.

[0088] Optionally, the at least one signal processor is
further configured to determine an intrusion attempt, sub-
jectto the returned unsupported instruction differing from
with the unsupported instruction.

[0089] Optionally, the at least one signal processor is
further configured to determine a valid disarm message
subject to subject to the returned unsupported instruction
being equal to the unsupported instruction; and the alarm
system operation comprises at least one of a group of:
instructing disarming said alarm system and transmitting
via said at least one RF transceiver a response RF signal
comprising a supported instruction.

[0090] Optionally, the alarm system operation com-
prises notifying a control center comprising at least one
hardware processor upon the attempted intrusion being
detected.

[0091] Optionally, the alarm system further comprises
a device capable of emitting an audio signal or a visual
signal, electrically connected to the at least one signal
processor; and the alarm system operation comprises
delivering an electrical current to the device upon the
attempted intrusion being detected.

[0092] Optionally, the unsupported instruction is se-
lected at random from the group of predefined instruc-
tions; and the unsupported instruction is represented as
a 16 bit digital word.

[0093] A possible method for an alarm system com-
prises: receiving a first disarm RF signal from an alarm
control device; transmitting, after receiving the first dis-
arm RF signal, a deception RF signal to the alarm control
device, the deception RF signal comprising an unsup-
ported instruction selected from a group of predefined
instructions unsupported by the alarm control device; re-
ceiving an error RF response from the alarm control de-
vice, the error RF response comprising an indication of
a returned unsupported instruction; extracting the re-
turned unsupported instruction from the error RF re-
sponse; comparing the returned unsupported instruction
to the unsupported instruction to determine a compli-
ance; and outputting an alarm system operation accord-
ing to the compliance.

[0094] The descriptions of the various embodiments
of the presentinvention have been presented for purpos-
es of illustration, but are not intended to be exhaustive
or limited to the embodiments disclosed. Many modifica-
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tions and variations will be apparent to those of ordinary
skill in the art without departing from the scope and spirit
of the described embodiments. The terminology used
herein was chosen to best explain the principles of the
embodiments, the practical application or technical im-
provement over technologies found in the marketplace,
ortoenable others of ordinary skillin the art to understand
the embodiments disclosed herein.

[0095] Itis expected that during the life of a patent ma-
turing from this application many relevant alarm control
devices will be developed and the scope of the term
"alarm control device" is intended to include all such new
technologies a priori.

[0096] As used herein the term "about" refers to = 10
%.

[0097] The terms "comprises", "comprising", "in-
cludes", "including", "having" and their conjugates mean
"including but not limited to". This term encompasses the
terms "consisting of" and "consisting essentially of".
[0098] The phrase "consisting essentially of* means
that the composition or method may include additional
ingredients and/or steps, but only if the additional ingre-
dients and/or steps do not materially alter the basic and
novel characteristics of the claimed composition or meth-
od.

[0099] As used herein, the singular form "a", "an" and
"the" include plural references unless the context clearly
dictates otherwise. For example, the term "a compound"
or "at least one compound" may include a plurality of
compounds, including mixtures thereof.

[0100] The word "exemplary" is used herein to mean
"serving as an example, instance or illustration". Any em-
bodiment described as "exemplary" is not necessarily to
be construed as preferred or advantageous over other
embodiments and/or to exclude the incorporation of fea-
tures from other embodiments.

[0101] The word "optionally" is used herein to mean
"is provided in some embodiments and not provided in
other embodiments". Any particular embodiment of the
invention may include a plurality of "optional" features
unless such features conflict.

[0102] Throughout this application, various embodi-
ments of this invention may be presented in a range for-
mat. It should be understood that the description in range
format is merely for convenience and brevity and should
not be construed as an inflexible limitation on the scope
of the invention. Accordingly, the description of a range
should be considered to have specifically disclosed all
the possible subranges as well as individual numerical
values within that range. For example, description of a
range such as from 1 to 6 should be considered to have
specifically disclosed subranges such as from 1to 3, from
1 to 4, from 1 to 5, from 2 to 4, from 2 to 6, from 3 to 6
etc., as well as individual numbers within that range, for
example, 1, 2, 3, 4, 5, and 6. This applies regardless of
the breadth of the range.

[0103] Whenever a numerical range is indicated here-
in, it is meant to include any cited numeral (fractional or
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integral) within the indicated range. The phrases "rang-
ing/ranges between" afirstindicate number and a second
indicate number and "ranging/ranges from" a first indi-
cate number "to" a second indicate number are used
herein interchangeably and are meant to include the first
and second indicated numbers and all the fractional and
integral numerals therebetween.

[0104] It is appreciated that certain features of the in-
vention, which are, for clarity, described in the context of
separate embodiments, may also be provided in combi-
nation in a single embodiment. Conversely, various fea-
tures of the invention, which are, for brevity, described
in the context of a single embodiment, may also be pro-
vided separately or in any suitable subcombination or as
suitable in any other described embodiment of the inven-
tion. Certain features described in the context of various
embodiments are notto be considered essential features
of those embodiments, unless the embodiment is inop-
erative without those elements.

[0105] Allpublications, patents and patentapplications
mentioned in this specification are herein incorporated
in their entirety by reference into the specification, to the
same extent as if each individual publication, patent or
patent application was specifically and individually indi-
cated to be incorporated herein by reference. In addition,
citation or identification of any reference in this applica-
tion shall not be construed as an admission that such
reference is available as prior art to the presentinvention.
To the extent that section headings are used, they should
not be construed as necessarily limiting.

[0106] It will be understood that the invention has been
described above purely by way of example, and modifi-
cations of detail can be made within the scope of the
invention.

[0107] Each feature disclosed in the description, and
(where appropriate) the claims and drawings may be pro-
vided independently or in any appropriate combination.
[0108] Reference numerals appearing in the claims
are by way of illustration only and shall have no limiting
effect on the scope of the claims.

Claims
1. An alarm system (100), comprising:

at least one radio-frequency (RF) transceiver
(102) configured to:

receive a first disarm RF signal (201) from
an alarm control device (103);

during a predetermined delay time after re-
ceiving said first disarm RF signal, transmit
at least one deception RF signal (220) dur-
ing one or more transmission time slots se-
lected from a plurality of consecutive time
slots of said predetermined delay time, and
determine whether one or more receive RF

10

15

20

25

30

35

40

45

50

55

13

signals (250) are received during one or
more receiving time slots selected from said
plurality of consecutive time slots, said one
or more receiving time slots interleaved with
said one or more transmission time slots;
and

at least one signal processor (101), electrically
connected to said at least one RF transceiver,
configured to:

determine an alarm system operation ac-
cording to analysis of said one or more re-
ceive RF signals.

2. The system (100) of claim 1, wherein said analysis
comprises:

matching atleastone of said one or more receive
RF signals (250) with a predefined deception
signal pattern;

producing a true deception detection indication
for each one of said one or more receive RF
signals matching said predefined deception sig-
nal pattern; and

selecting said alarm system operation according
to said true deception detection indication.

3. The system (100) of claim 1 or 2, wherein said anal-
ysis comprises:

producing a false deception detection indication
subject to none of said one or more receive RF
signals (250) being received during said one or
more receiving time slots or each one of said
one or more receive RF signals failing to match
said predefined deception signal pattern ; and
selecting said alarm system operation according
to said false deception detection indication.

4. The system (100) of any preceding claim, wherein
said at least one signal processor (101) is further
configured to:

determine said first disarm RF signal (201) is
valid, subject to not receiving any of said one or
more receive RF signals (250) or producing only
false deception detection indication; and
receive a second disarm RF signal (202) from
said alarm control device (103) after said pre-
determined delay time;

wherein, upon receiving said second disarm RF
signal, said alarm system operation comprises
at least one of: instructing disarming said alarm
system, and transmitting an acknowledgement
RF signal to said alarm control device via said
at least one RF transceiver (102).
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The system (100) of any preceding claim, wherein
said transmission time slots are selected at random
by said signal processor (101) upon reception of said
first disarm RF signal (201) for transmitting said at
least one deception RF signal (220); and

wherein said reception time slots comprise all of said
plurality of consecutive time slots different from said
transmission time slots.

The system (100) of any preceding claim, wherein
an amount of said transmission time slots is between
15% and 30% of an amount of said plurality of con-
secutive time slots.

The system (100) of any preceding claim, wherein
said predetermined delay time is partitioned into 25
consecutive time slots.

The system (100) of any preceding claim" wherein
at least one deception RF signal (220) comprises at
least one of: anidentifier, a time stamp and arandom
number, for use in identifying an origin of a recorded
deception RF signal.

The system (100) of claim 8, wherein said identifier
consists of 32 binary bits, wherein said time stamp
consists of 32 binary bits, and

wherein said random number consists of 8 binary
bits.

The system (100) of claim 8 or 9, wherein said match-
ing said predefined deception signal pattern com-
prises detecting in said one received RF signal (250)
at least one of: an identifier, a time stamp and a ran-
dom number.

The system (100) of any preceding claim, wherein
said at least one deception RF signal (220) is pro-
tected by an error detecting code being a 16-bit cyclic
redundancy check.

The system (100) of any preceding claim, wherein
said at least one deception RF signal (220) is en-
crypted using a method selected from the group of:
obfuscation, exclusive-or with a predefined seed
word, and exclusive-or with a random seed word.

The system (100) of any preceding claim" wherein
said analysis further comprises:

detecting a packet number in said first disarm
RF signal (201);

comparing a difference between said packet
number and a previously stored packet number
with a predefined threshold number; and
producing a true deception detection indication
when said difference is greater than said prede-
fined threshold number.
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14. The system (100) of any preceding claim" wherein

said alarm system operation comprises at least one
operation selected from the group comprising: noti-
fying a control center (104) operatively connected to
said at least one signal processor (101) of an at-
tempted intrusion, subject to producing at least one
true deception detection indication and delivering an
electrical current to a device (105) capable of emit-
ting an audio signal or a visual signal, electrically
connected to said at least one signal processor
(101), subject to producing at least one true decep-
tion detection indication.

15. A method for an alarm system (100), comprising:

receiving a first disarm RF signal (201) from an
alarm control device (103);

during a predetermined delay time after receiv-
ing said first disarm RF signal, transmitting at
least one deception RF signal (220) during one
or more transmission time slots selected from a
plurality of consecutive time slots of said prede-
termined delay time, and determining whether
one or more receive RF signals (250) are re-
ceived during one or more receiving time slots
selected from said plurality of consecutive time
slots, said one or more receiving time slots in-
terleaved with said one or more transmission
time slots; and

determining an alarm system operation accord-
ing to analysis of said one or more receive RF
signals.
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