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ceived from another transfer device, the another transfer
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tance of received frames without copying this frame and
to transmit animportantframe of received frames to paths
made redundant by copying the important frame, the im-

portant frame being a frame higher in importance than
the frame low in importance; an adjacent information ta-
ble storage unit 291 to store an adjacent information table
which indicates information aboutinstruments connected
to the ports; and a transfer destination management unit
24 to control whether to transfer an important frame re-
ceived from another transfer device by use of the transfer
management table and the adjacent information table.
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Description
Field
[0001] The present invention relates to a transfer de-

vice that transfers frames through paths made redun-
dant.

Background

[0002] Conventionally, as regards a network in which
a plurality of independent paths are set between a trans-
mission side transfer device and a reception side transfer
device, studies have been conducted on a scheme for
enhancing its reliability. The transmission side transfer
device specifies a frame thatrequires reliability enhance-
ment (which will be referred to as "important frame") with
reference to information in the frame header. Then, the
transmission side transfer device inserts identifiers, such
as transmission source identification information, path
information, and/or order information, into the important
frame, and performs broadcast transmission to all the
independent paths. The reception side transfer device
specifies an important frame from frames received from
the independent paths. The reception side transfer de-
vice identifies an important frame having the same infor-
mation based on a frame identifier, and then selects
whether to perform transfer or discard. As a result, even
if a failure occurs at one of the paths and thereby discon-
nects frames, an important frame can be communicated
without causing instantaneous interruption, by use of an-
other of the paths if it remains. Such a technique is dis-
closed in Patent Literature 1 listed below.

[0003] According to SPB (Shortest Path Bridging), all
the transfer devices involved therein recognize the con-
nection configuration and the instruments respectively
connected to the transfer devices, whereby a shortest
path tree (Shortest Path Tree) using VLAN-ID (Virtual
Local Area Network-IDentify), (which will be referred to
as "VID", hereinafter), is configured by use of a path con-
trol technique called "IS-IS" (Intermediate System to In-
termediate System). A transmission side transfer device
transmits a frame, after performing thereto an encapsu-
lation process, which contains a path and destination in-
formation. A reception side transfer device serving as the
destination performs transfer to a subordinate instru-
ment, by outputting a frame after performing thereto a
decapsulation process. As a result, also in a mesh net-
work, frames can be transferred between transfer devic-
es through the shortest path and at the minimum cost.
Such a technique is disclosed in Non Patent Literature 1
listed below.

Citation List
Patent Literature

[0004] Patent Literature 1: Japanese Patent No.
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4074304
Non Patent Literature

[0005] Non PatentLiterature 1: IEEE802.1aq, Shortest
Path Bridging, 2012

Summary
Technical Problem

[0006] However, in Patent Literature 1, the reception
side transfer device corresponds only to one output port.
Thus, in the case of a mesh network using SPB, there is
a problem in that frame transfer cannot be controlled in
accordance with a transfer destination instrument, and
unnecessary frame transfer is performed as the case
may be.

[0007] The present invention has been made in view
of the above, and an object of the present invention is to
provide a transfer device that can control frame transfer
in accordance with a transfer destination instrument.

Solution to Problem

[0008] In order to solve the above problems and
achieve the object, according to an aspect of the present
invention, there is provided a transfer device including a
transfer management table storage unit to store a trans-
fer management table which indicates transfer destina-
tion ports for frames received from another transfer de-
vice, the another transfer device being configured to
transmit a frame low in importance of received frames
without copying this frame and to transmit an important
frame of received frames to paths made redundant by
copying the important frame, the important frame being
a frame higher in importance than the frame low in im-
portance. The transfer device further includes an adja-
cent information table storage unit to store an adjacent
information table which indicates information about in-
struments connected to the ports. The transfer device
further includes a transfer destination management unit
to control whether to transfer animportant frame received
from another transfer device by use of the transfer man-
agement table and the adjacent information table.

Advantageous Effects of Invention

[0009] The transfer device according to the presentin-
vention has an effect capable of controlling frame transfer
in accordance with a transfer destination instrument.
Brief Description of Drawings

[0010]

FIG. 1 is a view illustrating a configuration example
of a network system according to a firstembodiment.
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FIG. 2 is a block diagram illustrating a configuration
example of a transfer device according to the first
embodiment.

FIG. 3 is a view illustrating a configuration example
of a transfer management table according to the first
embodiment.

FIG. 4 is a view illustrating a configuration example
of an adjacent information table according to the first
embodiment.

FIG. 5is aflowchartillustrating an example of a trans-
fer path determination process in a transfer destina-
tion management unit according to the first embod-
iment.

FIG. 6 is a view illustrating a hardware configuration
example of a transfer device according to the first
embodiment.

FIG. 7 is a view illustrating a configuration example
of a network system according to a second embod-
iment.

FIG. 8 is a block diagram illustrating a configuration
example of a transfer device according to the second
embodiment.

FIG. 9 is a view illustrating a process example for
determining whether a frame received by a frame
selection unit is a not-yet received frame or already
received frame, according to the second embodi-
ment.

Description of Embodiments

[0011] Exemplary embodiments of a transfer device
according to the presentinvention will be explained below
in detail with reference to the accompanying drawings.
The present invention is not limited to the following em-
bodiments.

First Embodiment.

[0012] FIG. 1 is a view illustrating a configuration ex-
ample of a network system according to a first embodi-
ment of the present invention. In the network system,
four transfer devices A, B, C, and D that form SPB are
connected in the form of a mesh. Specifically, the transfer
device A is connected to the transfer devices B and C,
the transfer device B is connected to the transfer devices
A, C, and D, the transfer device C is connected to the
transfer devices A, B, and D, and the transfer device D
is connected to the transfer devices B and C. A path #1
is composed of a route that forms SPB and extends from
the transfer device A to the transfer devices B and D. A
path#2is composed of a partthatforms SPB and extends
from the transfer device A to the transfer device C, and
two routes that extend to the transfer devices B and D
by branching at the transfer device C. Specifically, an
explanation will be given of an assumed case where an
instrument 1 transmits frames to instruments 2 and 3. In
FIG. 1, an important frame means a frame higher in im-
portance than the ordinary frames each being a frame
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lower in importance.

[0013] The transfer device A identifies an important
frame received from the instrument 1. With respect to an
important frame, the transfer device A copies it onto two
paths. The transfer device A inserts an order identifier,
such as a sequence number indicating a frame transmis-
sion order, into the copied important frame. Then, the
transfer device A transmits each important frame, after
performing thereto an encapsulation process of SPB
where information about each path is contained. With
respect to an ordinary frame, the transfer device A does
not copy it, but transmits it from one path, i.e., one of the
path #1 and the path #2.

[0014] When the transfer device B receives a not-yet
received important frame from the path #1, the transfer
device B transfersitto the instrument 2 and to the transfer
device D. Upon receiving an already received important
frame from the path #1, the transfer device B transfers it
only to the transfer device D. Further, when the transfer
device B receives a not-yet received important frame
from the path #2, the transfer device B transfers it to the
instrument 2. Upon receiving an already received impor-
tantframe from the path#2, the transfer device B discards
it.

[0015] The not-yet received frame means a frame,
among the frames copied by the transmission side trans-
fer device, which is received at first while the same frame
has not yet been received by the reception side transfer
device, or it means a frame transmitted without being
copied by the transmission side transfer device, and re-
ceived by the reception side transfer device. Further, the
already received frame means a frame, among the
frames copied by the transmission side transfer device,
which is received afterward while the same frame has
already been received by the reception side transfer de-
vice.

[0016] Thetransferdevice Ccopiesanimportantframe
received from the path #2, and transfers it to the transfer
devices B and D.

[0017] When the transfer device D receives a not-yet
received important frame from the path #1, the transfer
device D transfers it to the instrument 3. Upon receiving
an already received important frame from the path #1,
the transfer device D discards it. Further, when the trans-
fer device D receives a not-yet received important frame
from the path #2, the transfer device D transfers it to the
instrument 3. Upon receiving an already received impor-
tant frame from the path #2, the transfer device D dis-
cards it.

[0018] Of the received frames, each transfer device
transmits an ordinary frame lower in importance without
copying it, but transmits an important frame to the paths
made redundant, by copying it. In the network system
illustrated in FIG. 1, a plurality of independent paths are
set by SPB between communication devices, such as
layer-2 switches. Further, when the reception side trans-
fer device is to transfer an important frame to a transfer
device or to transfer it to an instrument different in at-
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tribute, even if a failure has occurred at one of the inde-
pendent paths and thereby disconnected an important
frame, the reception side transfer device can transfer the
important frame without causing a loss therein, by use
of another of the paths if it remains.

[0019] FIG. 2 is a block diagram illustrating a configu-
ration example of a transfer device according to the first
embodiment. Since the transfer devices A to D have the
same configuration, an explanation will be given by use
of the transfer device A. The transfer device A includes
a transmission functional unit 10 that transmits frames
received from a subordinate instrument to the paths #1
and #2, and a reception functional unit 20 that transmits
frames received from the paths #1 and #2 to a subordi-
nate instrument and a transfer device that forms SPB.
The transfer device A transmits and receives frames to
and from the paths #1 and #2 through ports included in
its own device.

[0020] The transmission functional unit 10 includes: a
reception unit 11 that receives frames from a subordinate
instrument; a frame identification unit 12 that identifies
an important frame, while it manages information for
identifying an important frame, which is, for example, part
of information in the frame header, such as a VID serving
as the identification number of a virtual local area net-
work, an Ether type number, and/or a transmission
source address; and a path decision unit 13 that decides
frame paths by copying an important frame onto two
paths serving as destinations, and selecting one path
from the two paths for a frame other than the important
frames. Further, the transmission functional unit 10 in-
cludes: identifier application units 14 and 15 each of
which applies identifiers to an important frame but applies
no identifier to a frame other than the important frames;
an SPB processing unit 16 that manages encapsulating
information or the like necessary for SPB, such that it
performs a frame encapsulation process when to make
transfer to the port connected to a transfer device that
forms SPB, and performs an encapsulation process
when to make transfer to a subordinate instrument; a
transmission processing unit 17 that transmits frames to
the port connected to the path #1; and a transmission
processing unit 18 that transmits frames to the port con-
nected to the path #2.

[0021] The reception functional unit 20 includes: a re-
ception processing unit 21 that receives frames from the
port connected to the path #1, and performs thereto a
process, such as error check; a reception processing unit
22 that receives frames from the port connected to the
path #2, and performs thereto a process, such as error
check; a multiplexing unit 23 that multiplexes frames re-
ceived from a plurality of ports; a transfer destination
management unit 24 including a frame selection unit 241
and a transfer path determination unit 242; a counter unit
25 that manages an order identifier, such as a sequence
number serving as information about an already received
frame; and a transfer management table storage unit 26
that stores a transfer management table for managing
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frame transfer destination port information, which indi-
cates transfer destination ports for frames received from
another transfer device. Further, the reception functional
unit 20 includes: a tag operation processing unit 27 that
performs a decapsulation process when to make transfer
to the port connected to a subordinate instrument, but
performs no decapsulation process when to make trans-
fer to the port connected to a transfer device that forms
SPB; a transmission unit 28 that transfers frames to the
port connected to a subordinate instrument and the port
connected to a transfer device that forms SPB; and an
SPB processing unit 29 including an adjacent information
table storage unit 291 that stores an adjacent information
table, which indicates information about instruments con-
nected to the ports, as to whether an adjacent device
managed by SPB is a subordinate instrument under its
own device, and specifically manages information as to
whether it is a transfer device that forms SPB.

[0022] Inthe transfer destination management unit 24,
the frame selection unit 241 operates, with respect to
received frames, to identify an important frame from the
received frames. This is done, based on important-frame
information serving as information for identifying an im-
portant frame, which is, for example, part of information
in the frame header, such as a VID, Ether type number,
transmission source address, and/or SPB encapsulating
information. With respect to each of the received frames,
the frame selection unit 241 makes reference to, for ex-
ample, a VID, which is the identification number of a vir-
tual local area network, applied into the frame by the
frame transmission source transfer device. Consequent-
ly, the frame selection unit 241 identifies an important
frame, in accordance with VID information corresponding
to the important frame and VID information correspond-
ing to the ordinary frame, prescribed in the network sys-
tem. Here, the frame selection unit241 may operate, with
reference to, for example, the VID of a received frame,
such that it discriminates the importance of the frame in
accordance with information about the importance of
VIDs prescribed in the network system, and thereby iden-
tifies a frame with an applied VID having importance not
lower than a threshold, as an important frame. Further,
with respect toimportant frames received from independ-
ent paths, the frame selection unit 241 compares the or-
der identifier values of the plurality of received important
frames with the order identifier value of an already re-
ceived important frame recorded in the counter unit 25.
If the order identifier value of a received frame is not
higher than the order identifier value recorded in the
counter unit 25, the frame selection unit 241 determines
that the received frame is an already received frame. If
the order identifier value of a received frame is higher
than the order identifier value recorded in the counter
unit 25, the frame selection unit 241 determines that the
received frame is a not-yet received frame. With respect
to ordinary frames, the frame selection unit 241 does not
compare them with the order identifier.

[0023] Further,inthetransfer destination management
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unit 24, the transfer path determination unit 242 controls
transfer of an important frame received from another
transfer device by use of the transfer management table
and the adjacent information table. The transfer path de-
termination unit 242 operates based on the results ob-
tained by the frame selection unit 241, i.e., an identifica-
tion result as to whether a received frame is an important
frame, and a determination result as to whether the im-
portant frame thus identified is a not-yet received frame
or already received frame. If the important frame is a not-
yet received frame, the transfer path determination unit
242 transfers it to a transfer destination designated by
the transfer management table. On the other hand, if the
important frame is an already received frame, i.e., if an
important frame having the same data as an important
frame already received is received from another transfer
device, the transfer path determination unit 242 obtains
information about the transfer destination ports from the
transfer management table, and further obtains informa-
tion about the instruments connected to the transfer des-
tination ports from the adjacent information table. Then,
the transfer path determination unit 242 transfers the im-
portant frame having the same data from the port con-
nected to a "transfer device that forms SPB", but does
not transfer it from the port connected to a subordinate
instrument under its own device.

[0024] Here, an explanation will be given of the con-
figurations of the transfer management table and the ad-
jacent information table.

[0025] FIG. 3 is a view illustrating a configuration ex-
ample of the transfer management table according to the
first embodiment. The transfer management table stored
in the transfer management table storage unit 26 is com-
posed of hash values each determined froman SPB man-
agement VID and a destination address, and transfer
destination port information about respective ports. The
transfer path determination unit 242 of the transfer des-
tination management unit 24 determines transfer at each
portin accordance with transfer destination port informa-
tion corresponding to a hash value that is calculated by
an arithmetic operation of a hash function using the VID
and destination address of a target frame as input values.
Here, in the transfer destination port information illustrat-
ed in FIG. 3, "1" denotes transfer to be made, and "0"
denotes transfer not to be made. For example, when the
hash value is "2", it shows that the port 1 is with "1", the
port 2 is with "1", ---, and the port N is with "0".

[0026] FIG. 4 is a view illustrating a configuration ex-
ample of the adjacent information table according to the
first embodiment. The adjacent information table stored
in the adjacent information table storage unit 291 shows
connection destination information, which is information
about devices respectively connected to the ports. For
example, it shows that the port 1 is connected to a "trans-
fer device that forms SPB", and the port 2 is connected
to a "subordinate instrument".

[0027] Next, an explanation will be given of an opera-
tion of the transmission functional unit 10 and the recep-
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tion functional unit 20 of each of the transfer devices A
to D.

[0028] In the transmission functional unit 10, when the
reception unit 11 receives a frame from the instrument
1, the frame identification unit 12, where important-frame
information has been preset, makes reference to part of
the frame header, such as a VID, Ether type number,
and/or source address, and thereby identifies the frame
as to whether it is an important frame. If the frame is an
important frame and the instruments 2 and 3 are transfer
destinations, the path decision unit 13 copies this frame
and designates the paths #1 and #2 made redundant as
transmission paths. Each of the identifier application
units 14 and 15 applies identifier for determining order
information or the like to the copied frame. The SPB
processing unit 16 performs an encapsulation process
by use of encapsulating information for each of the path
#1 and the path #2, in accordance with an encapsulating
process prescribed in IEEE802.1ad and IEEE802.1ah,
and makes an output via each of the transmission
processing units 17 and 18. If the frame is a frame other
than important frames, the path decision unit 13 desig-
nates the transfer destination such thatitis a port decided
by use of output addition distribution onto the redundant
paths, such as a port whose path has a lower load. The
load distribution method is not limited specifically.
[0029] Inthereception functional unit20, the multiplex-
ing unit 23 multiplexes frames received via the reception
processing units 21 and 22. The frame selection unit 241
of the transfer destination management unit 24 performs
identification as to whether there is an important frame,
and further performs determination as to whether the
frame is a not-yet received frame or already received
frame, by use of the counter unit 2. If the frame is a not-
yet received frame or a frame other than the important
frames, the transfer path determination unit 242 of the
transfer destination management unit 24 decides a trans-
fer destination port, which is designated by the transfer
management table of the transfer management table
storage unit 26, and performs transfer via the tag oper-
ation processing unit 27 and the transmission unit 28. On
the other hand, if the frame is an already received impor-
tant frame, the transfer path determination unit 242 of
the transfer destination management unit 24 operates
such that: of the transfer destinations designated by the
transfer management table, it performs transfer to a port
whose connection destination information shows "trans-
fer device that forms SPB" in the adjacent information
table of the adjacent information table storage unit 291;
but does not perform transfer to the other ports. Here,
the transfer path determination unit 242 of the transfer
destination management unit 24 discards a frame having
no transfer destination.

[0030] FIG. 5 is a flowchart illustrating an example of
atransfer path determination process in the transfer des-
tination management unit 24 according to the first em-
bodiment. Atfirst, in the transfer destination management
unit 24, with respect to a received frame, the frame se-
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lection unit 241 makes reference to the important-frame
information in the frame (step S1), and identifies the
frame as to whether it is an important frame (step S2). If
the frame is not an important frame (step S2: No), the
flow skips the processes of steps S3 and S4, and pro-
ceeds to the process of a step S5 to be performed by the
transfer path determination unit 242.

[0031] Iftheframeis animportantframe (step S2: Yes),
the frame selection unit 241 compares the order identifier
applied to the frame with the order identifier recorded in
the counter unit 25, and thereby determines whether the
received frame is a not-yet received frame or already
received frame (step S3). When the order identifier value
ofthe received frame is not higher than the order identifier
value recorded in the counter unit 25, the frame selection
unit 241 determines that the received frame is an already
received frame. When the order identifier value of the
received frame is higher than the order identifier value
recorded in the counter unit 25, the frame selection unit
241 determines that the received frame is a not-yet re-
ceived frame.

[0032] Ifthe received frame is a not-yetreceived frame
(step S4: Yes), the frame selection unit 241 renews the
order identifier recorded in the counter unit 25 by use of
the order identifier of the received frame, and the flow
proceeds to the process of the step S5 to be performed
by the transfer path determination unit242. If the received
frame is an already received frame (step S4: No), the
flow proceeds to the process of a step S9 to be performed
by the transfer path determination unit 242.

[0033] If the frame is not an important frame (step S2:
No), or if the frame is an important frame and is a not-
yet received frame (step S4: Yes), the transfer path de-
termination unit242 makes reference to the transfer man-
agement table stored in the transfer management table
storage unit 26, and confirms transfer at each port with
respect to the received frame (step S5), by use of transfer
destination port information designated by a hash value,
which is determined from an SPB management VID and
a destination address in the example illustrated in FIG.
3. With respect to each port, if information about the rel-
evant port in the transfer management table shows
"transfer", which is "1" in the example illustrated in FIG.
3, (step S6: Yes), the transfer path determination unit
242 decides to transfer the frame from this port desig-
nated in the transfer management table (step S7). On
the other hand, with respect to each port, if information
about the relevant port in the transfer management table
shows "not transfer", which is "0" in the example illustrat-
ed in FIG. 3, (step S6: No), the transfer path determina-
tion unit 242 decides not to transfer the frame (step S8).
[0034] If the frame is an important frame and is an al-
ready received frame (step S4: No), the transfer path
determination unit 242 makes reference to the transfer
management table stored in the transfer management
table storage unit 26, and confirms transfer at each port
with respect to the received frame (step S9), by use of
transfer destination port information designated by a
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hash value, which is determined from an SPB manage-
ment VID and a destination address in the example illus-
trated in FIG. 3. With respect to each port, if information
about the relevant port in the transfer management table
shows "not transfer", which is "0" in the example illustrat-
ed in FIG. 3, (step S10: No), the transfer path determi-
nation unit 242 decides not to transfer the frame (step
S8). On the other hand, with respect to each port, if in-
formation about the relevant port in the transfer manage-
ment table shows "transfer", which is "1" in the example
illustrated in FIG. 3, (step S10: Yes), the transfer path
determination unit 242 further makes reference to the
adjacent information table stored in the adjacent infor-
mation table storage unit 291, and confirms the connec-
tion destination information (step S11), about the port
corresponding to "transfer" in the transfer management
table.

[0035] If the connection destination information about
the relevant port in the adjacent information table shows
"transfer device that forms SPB" (step S11: transfer de-
vice that forms SPB), the transfer path determination unit
242 decides to transfer the frame from the port designat-
ed by the transfer management table (step S7). On the
other hand, if the connection destination information
about the relevant port in the adjacent information table
shows "subordinate instrument” (step S11: subordinate
instrument), the transfer path determination unit 242 de-
cides not to transfer the frame (step S8).

[0036] Here, as regards the process of the step S10
illustrated in the flowchart of FIG. 5, the process about a
port other than the port 1 is not shown with a case of
"No", for the sake of drawing design, but the process
about another port is supposed to also have an arrow to
the step S8 as in the port 1. Similarly, as regards the
process of the step S11 illustrated in the flowchart of FIG.
5, the process about a port other than the port 1 is not
shown with a case of "transfer device that forms SPB",
for the sake of drawing design, but the process about
another port is supposed to also have an arrow to the
step S7 as in the port 1.

[0037] Next, an explanation will be given of a hardware
configuration that realizes the configuration of each of
the transfer devices A to D illustrated in the block diagram
of FIG. 2. FIG. 6 is a view illustrating a hardware config-
uration example of each of the transfer devices A to D
according to the first embodiment. Each of the frame
identification unit 12, the path decision unit 13, the iden-
tifier application units 14 and 15, the SPB processing unit
16, the multiplexing unit 23, the frame selection unit 241
and transfer path determination unit 242 of the transfer
destination management unit 24, the counter unit 25, and
the tag operation processing unit 27 is achieved by a
processor 51 that executes a program for each of their
configurations stored in a memory 52. Each of the recep-
tion unit 11 and the reception processing units 21 and 22
is achieved by a receiver 54. Each of the transmission
processing units 17 and 18 and the transmission unit 28
is achieved by a transmitter 53. Each of the transfer man-



11 EP 3 253 008 A1 12

agement table storage unit 26 and the adjacent informa-
tion table storage unit 291 is achieved by the memory
52. The SPB processing unit 29 is achieved by the mem-
ory 52 together with the processor 51 that executes a
program for the SPB processing unit 29 stored in the
memory 52. The processor 51, the memory 52, the trans-
mitter 53, and the receiver 54 are connected to each other
by a system bus 55. In each of the transfer devices A to
D, a plurality of processors 51 and a plurality of memories
52 may be arranged to operate in cooperation with each
other to perform the function of each of the components
illustrated in the block diagram of FIG. 2. Each of the
transfer devices A to D can be achieved by use of the
hardware configuration illustrated in FIG. 6, but some of
the components may be implemented by use of either of
software or hardware. Further, also the components of
the transfer devices A to D that will be described in the
following second embodiment may be similarly achieved
by use of the hardware configuration illustrated in FIG. 6.
[0038] As descried above, according to this embodi-
ment, each transfer device identifies a received frame as
to whether it is an important frame. If the frame is an
important frame, the transfer device determines whether
the frame is a not-yet received frame or already received
frame. Ifthe frame is an already received frame, the trans-
fer device decides transfer of the important frame by use
of the transfer management table and the adjacent infor-
mation table. Thus, in a network system, when a transfer
device that forms SPB receives a frame, this transfer
device can control frame transfer in accordance with
whether the transfer destination is another transfer de-
vice that forms SPB or a subordinate instrument. Con-
sequently, when the transfer destination is a subordinate
instrument, it is possible to avoid unnecessary frame
transfer.

Second Embodiment.

[0039] Inthis embodiment, an explanation will be given
of a method used in a case where the instrument 1 pe-
riodically transmits important frames to the instruments
2 and 3. In this method, the transmission side transfer
device does not apply an order identifier to each impor-
tant frame, but copies the important frame and transfers
itto a plurality of paths. The reception side transfer device
determines whether each important frame is a not-yet
received frame or already received frame by use of a
reception determination counter unit.

[0040] FIG. 7 is a view illustrating a configuration ex-
ample of a network system according to the second em-
bodiment of the present invention. The network system
is similar to that of the first embodiment illustrated in FIG.
1, but, as described above, the transfer device A trans-
mits an important frame to the paths #1 and #2, without
applying an order identifier thereto.

[0041] FIG. 8 is a block diagram illustrating a configu-
ration example of a transfer device according to the sec-
ond embodiment. Since the transfer devices A to D have
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the same configuration, an explanation will be given by
use of the transfer device A. The transfer device A differs
from that of the first embodiment illustrated in FIG. 2,
such that the transmission functional unit 10 excludes
the identifier application units 14 and 15, and that the
reception functional unit 20 excludes the counter unit 25,
but additionally includes a reception determination coun-
ter unit 30.

[0042] The reception determination counter unit 30
serves as a timer for determining the same frame, which
expires with a time set on the premise that the difference
between reception time points of an important frame to
be received from a plurality of paths is not more than one
half of the transmission period of important frames. With
reference to the time point of the last reception of an
important frame, if the time point of the next reception of
an important frame comes before the expiration of the
timer of the reception determination counter unit 30, the
frame selection unit 241 determines that the latter impor-
tant frame is an already received frame. If the time point
of the next reception of an important frame comes after
the expiration of the timer of the reception determination
counter unit 30, the frame selection unit 241 determines
thatthe latterimportant frame is a not-yet received frame.
[0043] Upon receiving a frame high in importance, the
frame selection unit 241 of the transfer destination man-
agement unit 24 operates the timer of the reception de-
termination counter unit 30, which has set with an expi-
ration time based on the transmission period of important
frames, and determines that an important frame received
before the timer expiration time is an already received
frame, and an important frame received after the timer
expiration time is a not-yet received frame.

[0044] Next, an explanation will be given of an opera-
tion of the transmission functional unit 10 and the recep-
tion functional unit 20 of each of the transfer devices A
to D.

[0045] In the transmission functional unit 10, when the
reception unit 11 receives a frame from the instrument
1, the frame identification unit 12, which has been preset
with periodic-important-frame information about impor-
tant frames periodically transmitted and received in the
network system, makes reference to part of the frame
header, such as a VID, Ether type number, and/or source
address, and thereby identifies the frame as to whether
it is a periodic important frame. For example, in a case
where the periodic-important-frame information de-
scribed above is set by use of VIDs, the frame identifica-
tion unit 12 makes reference to the VID of a received
frame, and identifies the frames as a periodic important
frame if this VID corresponds to a VID set in the periodic-
important-frame information. When the frame is a peri-
odic important frame and the instruments 2 and 3 are
transfer destinations, the path decision unit 13 copies
this frame and designates the paths #1 and #2 made
redundant as transmission paths. The SPB processing
unit 16 performs an encapsulation process by use of en-
capsulating information for each of the path #1 and the
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path #2, and makes an output via each of the transmis-
sion processing units 17 and 18. If the frame is a frame
other than important frames, the path decision unit 13
designates the transfer destination such that it is a port
decided by use of output addition distribution onto the
redundant paths. The load distribution method is not lim-
ited specifically.

[0046] Inthe reception functional unit 20, the multiplex-
ing unit 23 multiplexes frames received via the reception
processing units 21 and 22. The frame selection unit 241
of the transfer destination management unit 24 performs
identification as to whether there is a periodic important
frame, and further performs determination as to whether
the frame is a not-yet received frame or already received
frame, by use of the reception determination counter unit
30. If the frame is a not-yet received frame or a frame
other than the periodic important frames, the transfer
path determination unit 242 of the transfer destination
management unit 24 decides a transfer destination port,
which is designated by the transfer management table
of the transfer management table storage unit 26, and
performs transfer via the tag operation processing unit
27 and the transmission unit 28. On the other hand, if the
frame is an already received periodic important frame,
the transfer path determination unit 242 of the transfer
destination management unit 24 operates such that: of
the transfer destinations designated by the transfer man-
agement table, it performs transfer to a port whose con-
nection destination information shows "transfer device
that forms SPB" in the adjacent information table of the
adjacent information table storage unit 291; but does not
perform transfer to the other ports. Here, the transfer path
determination unit 242 of the transfer destination man-
agement unit 24 discards a frame having no transfer des-
tination.

[0047] The transfer path determination process in the
transfer destination management unit 24 according to
the second embodiment is the same as that of the flow-
chart illustrated in FIG. 5 according to the first embodi-
ment. Inthis respect, the second embodiment differs from
the first embodiment only in the process of the step S3
in which the frame selection unit 241 determines whether
a received frame is a not-yet received frame or already
received frame.

[0048] FIG. 9is a view illustrating a process example
for determining whether a frame received by the frame
selection unit 241 is a not-yet received frame or already
received frame, according to the second embodiment.
[0049] At first, when the frame selection unit 241 re-
ceives the first important frame from the path #1, it de-
termines that the received first important frame is a not-
yet received frame, because the timer of the reception
determination counter unit 30 is not in operation. The
frame selection unit 241 starts the operation of the timer
of the reception determination counter unit 30. When
frame selection unit 241 receives the firstimportant frame
from the path #2, it determines that the received first im-
portant frame is an already received frame, because the

10

15

20

25

30

35

40

45

50

55

timer of the reception determination counter unit 30 is in
operation and is within the "already received" zone set
before the timer expiration. At the timer expiration, the
reception determination counter unit 30 stops the oper-
ation of the timer.

[0050] Then, when the frame selection unit 241 re-
ceives the second important frame from the path #2, it
determines that the received second important frame is
a not-yet received frame, because the timer of the recep-
tion determination counter unit 30 is notin operation. The
frame selection unit 241 starts the operation of the timer
of the reception determination counter unit 30. When
frame selection unit 241 receives the second important
frame from the path #1, it determines that the received
second important frame is an already received frame,
because the timer of the reception determination counter
unit 30 is in operation and is within the "already received"
zone set before the timer expiration. At the timer expira-
tion, the reception determination counter unit 30 stops
the operation of the timer.

[0051] Here, it is assumed that a failure has occurred
in the path #1.

[0052] Then, when the frame selection unit 241 re-
ceives the third important frame from the path #2, it de-
termines that the received third important frame is a not-
yet received frame, because the timer of the reception
determination counter unit 30 is not in operation. The
frame selection unit 241 starts the operation of the timer
of the reception determination counter unit 30. During
the "already received" zone, there is no input of the third
important frame from the path #1. At the timer expiration,
the reception determination counter unit 30 stops the op-
eration of the timer. Also for the fourth important frame
and the fifth important frame, the frame selection unit 241
operates in the same way as that for the third important
frame described above as long as the failure in the path
#1 remains.

[0053] As described above, according to this embodi-
ment, in a case where important frames are periodically
transmitted, the transmission side transfer device does
not apply an order identifier to each of the important
frames periodically transmitted. However, the reception
side transfer device uses a timer for determining the
same frame, which expires with a time set in considera-
tion of the maximum time difference between reception
time points of an important frame to be received from a
plurality of paths. Consequently, the reception side trans-
fer device can determines whether each of the important
frames periodically transmitted is a not-yet received
frame or already received frame.

[0054] The configurations illustrated in the above em-
bodiments are mere examples of the contents of the
present invention, and they may be combined with other
known techniques. Further, the configurations may be
partly omitted or changed without departing from the spirit
of the present invention.
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Reference Signs List

[0055] 10 transmission functional unit, 11 reception
unit, 12 frame identification unit, 13 path decision unit,
14, 15 identifier application unit, 16 SPB processing unit,
17, 18 transmission processing unit, 20 reception func-
tional unit, 21, 22 reception processing unit, 23 multiplex-
ing unit, 24 transfer destination management unit, 25
counter unit, 26 transfer management table storage unit,
27 tag operation processing unit, 28 transmission unit,
29 SPB processing unit, 30 reception determination
counter unit, 241 frame selection unit, 242 transfer path
determination unit, 291 adjacent information table stor-
age unit, A, B, C, D transfer device.

Claims
1. A transfer device comprising:

a transfer management table storage unit to
store a transfer management table which indi-
cates transfer destination ports for frames re-
ceived from another transfer device, the another
transfer device being configured to transmit a
frame lowinimportance of received frames with-
out copying this frame and to transmit an impor-
tant frame of received frames to paths made re-
dundant by copying the important frame, the im-
portant frame being a frame higher in impor-
tance than the frame low in importance;

an adjacent information table storage unit to
store an adjacent information table which indi-
cates information about instruments connected
to the ports; and

a transfer destination management unit to con-
trol whether to transfer an important frame re-
ceived from another transfer device by use of
the transfer management table and the adjacent
information table.

2. The transfer device according to claim 1, wherein,
when the transfer destination management unit re-
ceives from another transfer device an important
frame having a same data as an important frame
already received, the transfer destination manage-
ment unit obtains information about transfer desti-
nation ports from the transfer management table,
and further obtains information about instruments
connected to transfer destination ports from the ad-
jacent information table, whereby the transfer desti-
nation management unit transfers the important
frame having a same data from a port connected to
a transfer device, and does not transfer this impor-
tant frame from a port connected to a subordinate
instrument under its own device.

3. The transfer device according to claim 1, wherein
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the transfer destination management unit identifies
importance of a frame by use of an identification
number of a virtual local area network applied into
the frame by a transfer device of a frame transmis-
sion source.

The transfer device according to claim 2 or 3, where-
in, in a case where the important frame is a frame
that is periodically transmitted,

when the transfer destination management unit re-
ceives the important frame, the transfer destination
management unit operates timer with an expiration
time set based on a transmission period of the im-
portantframes, and the transfer destination manage-
ment unit determines that an important frame re-
ceived before the expiration time of the timer is an
already received frame, and determines that an im-
portant frame received after the expiration time of
the timer is a not-yet received frame and therefore
operates the timer.
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