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(67)  Disclosed herein are a dynamic security module
server device for transmitting a dynamic security module
to a user terminal and receiving a security management
event from the user terminal, and a method of operating
the dynamic security module server device. The dynamic
security module server device includes a communication
unit configured to transmit and receive a security man-
agement event over a network, and a processor config-

DYNAMIC SECURITY MODULE SERVER DEVICE AND OPERATING METHOD THEREOF

ured to control the communication unit. The processor is
configured to create a security session with the security
client of a user terminal, and to transmit a dynamic se-
curity module to the security client of the user terminal
so that part or all of code performing security manage-
ment in the security client of the user terminal in which
the security session has been created has a predeter-
mined valid period.
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Description

CROSS-REFERENCE TO RELATED APPLICATION

[0001] This application is a continuation of
PCT/KR2016/002535 filed on March 14, 2016, which
claims priority to Korean Patent Application Nos.
10-2015-0035177 and 10-2016-0030568 filed on March
13, 2015 and March 14, 2016, respectively, which appli-
cations are incorporated herein by reference.

TECHNICAL FIELD

[0002] The presentinvention relates to a dynamic se-
curity module server device and a method of operating
the same, and more specifically to a dynamic security
module server device and a method of operating the
same, in which dynamic security modules in each of
which part or all of the code performing security manage-
ment has a predetermined valid period are transmitted
to the security client of a user terminal, and security mod-
ules for various types of application programs of the user
terminal are allowed to be frequently changed, thereby
making the hacking of the application programs difficult
and thus significantly improving the security of the user
terminal.

BACKGROUND ART

[0003] Recently, smartphones, which are mobile ter-
minals, have become necessities essential for the life of
today, and have been widely popularized all over the
world. However, as the security vulnerability of smart-
phones has been continuously revealed, attacks via ma-
licious applications have been rapidly increasing.
[0004] Hackersdevelop malicious applications for mo-
bile terminals, insert malware into the malicious applica-
tions, and distribute the malicious applications disguised
as normal applications to general users via open markets
or the Internet. When a malicious application is installed
on a mobile terminal, the malicious application inside the
mobile terminal may attempt an attack for leaking not
only personal information, such as Short Message Serv-
ice (SMS) transmission and reception information, a tel-
ephone directory, Internet access records, etc., but also
financial information, such as a mobile accredited certif-
icate used for mobile banking, etc., to an external server
without the knowledge of a user.

[0005] When an application is executed, most applica-
tion security solutions invoke security logic and respond
with results while communicating with the security mod-
ule of the application. However, when communication
with the security module is forcibly blocked or the security
module is disarmed by an altered application by an attack
of a hacker, fatal vulnerability related to personal infor-
mation and financial information occurs.

[0006] Therefore, there is an urgent demand for the
development of technology which can overcome a secu-
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rity vulnerability problem in a mobile terminal-based user
environment widely popularized recently both locally and
internationally and which can improve the security of var-
ious types of software included in user terminals.

SUMMARY OF THE DISCLOSURE

[0007] Accordingly, the present invention has been
made to overcome the above-described problems of the
prior art, and an object of the present invention is to pro-
vide a dynamic security module server device and a
method of operating the same, in which dynamic security
modules in each of which partor all of the code performing
security management has a predetermined valid period
are transmitted to the security client of a user terminal,
and security modules for various types of application pro-
grams of the user terminal are allowed to be frequently
changed, thereby making the hacking of the application
programs difficult and thus significantly improving the se-
curity of the user terminal.

[0008] According to an aspect of the presentinvention,
there is provided a dynamic security module server de-
vice for transmitting a dynamic security module to a user
terminal and receiving a security management event
from the user terminal, the dynamic security module serv-
er device including: a communication unit configured to
transmit and receive a security management event over
anetwork; and a processor configured to control the com-
munication unit; wherein the processor is configured to:
create a security session with the security client of a user
terminal; and transmit a dynamic security module to the
security client of the user terminal so that part or all of
code performing security management in the security cli-
ent of the user terminal in which the security session has
been created has a predetermined valid period.

[0009] The processor may be further configured to: re-
ceive security management results from the dynamic se-
curity module transmitted to the security client; examine
the received security management results; and transmit
a security management examination result value to the
dynamic security module of the security client.

[0010] The processor may be further configured to
transmit a stop command to stop the running of an ap-
plication program of the user terminal to the dynamic se-
curity module of the security client when a security prob-
lem has occurred in the user terminal.

[0011] The processor may be configured to create the
security session by generating and storing a session 1D
as a security session ID and then transmitting the session
ID to the security client so that the security client stores
the session ID.

[0012] The security session may be created with the
security client of the user terminal which has been au-
thenticated.

[0013] The predetermined valid period may be config-
ured to delete the part or all of the code or block the use
of the part or all of the code when the predetermined valid
period expires.
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[0014] The processor may be further configured to
store parameters of the dynamic security module trans-
mitted to the security client while the security session is
being maintained.

[0015] The processor may be further configured to ver-
ify whether details transmitted from the security client are
identical to the configuration of the parameter of the dy-
namic security modules.

[0016] The dynamic security module server device
may further include storage configured to store the dy-
namic security module to be transmitted to the security
client of the user terminal, the session ID to be used as
the security session ID, and the parameters of the dy-
namic security module.

[0017] The processor may be further configured to
transmit a verification token proving that the dynamic se-
curity module has normally operated to the application
program management server of the user terminal.
[0018] According to another aspect of the present in-
vention, there is provided a method of operating a dy-
namic security module server device for transmitting a
dynamic security module to a user terminal and receiving
a security management event from the user terminal, the
method including: creating a security session with the
security client of a user terminal; and transmitting a dy-
namic security module to the security client of the user
terminal so that part or all of code performing security
management in the security client of the user terminal in
which the security session has been created has a pre-
determined valid period.

[0019] The method may further include: receiving se-
curity management results from the dynamic security
module transmitted to the security client; examining the
received security management results; and transmitting
a security management examination result value to the
dynamic security module of the security client.

[0020] The method may further include transmitting a
stop command to stop the running of an application pro-
gram of the user terminal to the dynamic security module
of the security client when a security problem has oc-
curred in the user terminal.

[0021] The security session may be created by gener-
ating and storing a session ID as a security session ID
and then transmitting the session ID to the security client
so that the security client stores the session ID.

[0022] The method may further include storing param-
eters of the dynamic security module transmitted to the
security client while the security session is being main-
tained.

[0023] According to still another aspect of the present
invention, there is provided a computer-readable storage
medium having stored thereon a computer program that,
when executed by a processor, causes the processor to
execute the method.

BRIEF DESCRIPTION OF THE DRAWINGS

[0024] The above and other objects, features and ad-
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vantages of the present invention will be more clearly
understood from the following detailed description taken
in conjunction with the accompanying drawings, in which:

FIG. 1 is a block diagram showing the schematic
configuration of a dynamic security module server
device according to an embodiment of the present
invention;

FIG. 2is a schematic diagram showing the operation
of storing dynamic security modules in the dynamic
security module server device according to the em-
bodiment of the present invention;

FIG. 3 is a schematic diagram showing an example
of the generation of session IDs and dynamic secu-
rity module parameters in the dynamic security mod-
ule server device according to the embodiment of
the present invention;

FIG. 4 is a flowchart showing a method of operating
a dynamic security module server device according
to a first embodiment of the present invention;

FIG. 5 is a flowchart showing a method of operating
a dynamic security module server device according
to a second embodiment of the present invention;
and

FIG. 6 is a flowchart showing a method of operating
a dynamic security module server device according
to a third embodiment of the present invention.

DETAILED DESCRIPTION OF THE DISCLOSURE

[0025] Embodiments of the present invention will be
described in detail with reference to the accompanying
drawings. In the following description of the present in-
vention, when it is determined that a detailed description
of a related well-known component or function may un-
necessarily make the gist of the present invention ob-
scure, it will be omitted. Furthermore, in the following
description of the embodiments of the present invention,
a specific numerical value is merely an embodiment.
[0026] FIG. 1isablockdiagramshowingthe schematic
configuration of a dynamic security module server device
110 according to an embodiment of the present invention,
FIG. 2 is a schematic diagram showing the operation of
storing dynamic security modules in the dynamic security
module server device 110 according to the present em-
bodiment, and FIG. 3 is a schematic diagram showing
an example of the generation of session IDs and dynamic
security module parameters in the dynamic security mod-
ule server device 110 according to the present embodi-
ment.

[0027] Referring to these drawings, the dynamic secu-
rity module server device 110 according to the present
embodiment is a dynamic security module server device
which transmits a dynamic security module 118 to a user
terminal 150 and which receives a security management
event from the user terminal 150. The dynamic security
module server device 110 includes a communication unit
112 configured to transmit and receive a security man-
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agement event over a network, and a processor 114 con-
figured to control the communication unit 112. The proc-
essor 114 is configured to create a security session with
the security client 152 of the user terminal 150, and to
transmit the dynamic security module 118 to the security
client 152 of the user terminal 150 so that part or all of
the code performing security managementin the security
client 152 of the user terminal 150 in which the security
session has been created has a predetermine valid pe-
riod.

[0028] In other words, in the dynamic security module
server device 110 according to the present embodiment,
the processor 114 is configured to: store dynamic secu-
rity modules 118 in each of which part or all of the code
performing security management in the security client
152 of the user terminal 150 has a predetermined valid
period, or generate dynamic security modules 118 upon
transmission; create a security session with the security
client 152 of the user terminal 150 in each of various
cases, such as in the case where the user terminal 150
operates, in the case where an application program in-
cluding the security client 152 runs on the user terminal
150, in the case of a user request from the user terminal
150, at a predetermined period set in the dynamic secu-
rity module server device 110, at a predetermined period
set in the user terminal 150, etc.; and transmit the dy-
namic security modules 118 to the security client 152 of
the user terminal 150. Accordingly, the dynamic security
modules 118 are allowed to be frequently updated, there-
by effectively preventing a security problem from occur-
ring in application programs installed on the user terminal
due to the hacking of the security module, computer virus
infection, or the like.

[0029] Furthermore, rather than repeatedly transmit-
ting the same type of dynamic security module to the
security client 152, the processor 114 may store at least
two dynamic security modules having different code
structures or algorithms, varying in one or more variable
portions selected from the group consisting of, for exam-
ple, the function name of code for performing security
management, a variable designating an algorithm to be
executed, a protocol field, a variable designating a pro-
tocol sequence, a variable designating a compile level,
and a variable designating an executable code obfusca-
tion method, in the processor 114, and may select and
transmit a different dynamic security module 118 upon
each transmission to the security client 152.

[0030] Furthermore, the predetermined valid period of
the part or all of the code of the dynamic security module
118 performing the security management may be set to
a time interval selected from the group consisting of, for
example, one hour, three hours, six hours, nine hours,
12 hours, 24 hours, 48 hours, and 72 hours. When the
set period expires, the function of the part or all of the
code of the dynamic security module 118 may be
stopped. Accordingly, when the predetermined valid pe-
riod of the dynamic security module 118 expires, the se-
curity client 152 may stop the use of the dynamic security
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module 118, may receive a new dynamic security module
118 from the dynamic security module server device 110,
and may perform update, thereby effectively preventing
a security problem from occurring in the user terminal
150 due to the hacking of the dynamic security module
118 or computer virus infection.

[0031] In this case, the security management is a con-
cept including overall management which is performed
by the dynamic security module 118 for the purpose of
the security of the user terminal 150, such as: detecting
whether an element which may be a hacking threat to
the application program including the security client 152
is present; detecting hacking threat elements, including
the forgery or alteration of the O/S of the terminal on
which the application program has been installed, the
forgery or alteration of an app, rooting, debugger and
root process execution histories, the installation of a ma-
licious application, a malicious application execution his-
tory, a malicious port, the forgery or alteration of a ses-
sion, the forgery or alteration of an input value, and a
computer virus; transmitting information about the hack-
ing threat elements to the dynamic security module serv-
er device 110; treating a computer virus related to the
application program; transmitting a stop command to
stop the running of the application program in order to
prevent a hacking threat and a computer virus infection
problem from occurring in the application program; stop-
ping the function of the dynamic security module 118
itself due to a problem, such as the expiration of the pre-
determined valid period of the dynamic security module
118, the hacking of a hacker, computer virus infection,
or the like; etc.

[0032] Furthermore, the security management event
received from the user terminal 150 may be one of var-
ious events, such as details used to determine the pa-
rameters of the dynamic security module 118 transmitted
from the security client 152, the details of the states in
which the dynamic security module 118 runs, security
management result information indicating that there has
been a hacking threat, the details of treatment of com-
puter viruses for an application program installed on the
user terminal 150, etc.

[0033] Furthermore, the user terminal 150 may be one
of various terminals requiring security, such as a smart-
phone, atablet PC, a desktop computer, a notebook com-
puter, etc.

[0034] The processor 114 may generate control sig-
nals and control the server device 110 including the com-
munication unit 112 and storage 113. In this case, the
communication unit 112 may exchange data with an ex-
ternal device through communication using various pro-
tocols, and may connect with an external network via a
wired or wireless connection and transmit and receive
digital data, such as content, an application, etc.

[0035] Furthermore, the storage 113 is a device capa-
ble of storing various types of digital data including an
audio, a photo, a moving image, an application, etc. The
storage 113 refers to one of various types of digital data
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storage spaces, such as flash memory, Random Access
Memory (RAM), Solid State Drive (SSD), etc. The stor-
age 113 may temporarily store data received from an
external device via the communication unit 112.

[0036] The processor 114 may be further configured
to receive security managementresults from the dynamic
security module 118 transmitted to the security client 152,
to examine the received security management results,
and to transmit a security management examination re-
sult value to the dynamic security module 118 of the se-
curity client 152.

[0037] In this case, the security management results
are the details of security management which has been
actually performed by the dynamic security module 118
in the security client 152. The security management re-
sults are the result values of the performance of detailed
security management functions included in the dynamic
security module 118, and are part of a security manage-
ment event. For example, the security management re-
sults may be the details of the result of the detection of
the presence or absence of an element which may be a
hacking threat, the result of the detection of an element
which may be a hacking threat, the result of the treatment
of a computer virus for an application program, the result
of the removal of an element which may be a hacking
threat, etc.

[0038] Furthermore, the security management exam-
ination result value is a determination result obtained
when the dynamic security module server device 110
receives the security management results and analyzes
whether a security problem has occurred in the user ter-
minal 150 based on the security management results. In
other words, the security management examination re-
sultvalue may be the result of the determination of wheth-
er an element which may be a current hacking threat to
the user terminal 150 is present, the result of the deter-
mination whether an application program installed on the
user terminal 150 has been hacked, or the result of the
determination of whether an application program has
been infected with a computer virus or malware.

[0039] More specifically, the processor 114 may be fur-
ther configured to receive security management results
from the dynamic security module 118 transmitted to the
security client 152 as the security management, to ex-
amine the received security management results, and to,
when a security problem has not occurred in the user
terminal 150, transmit a security diagnosis examination
result value indicating that a security problem has not
occurred to the dynamic security module 118 of the se-
curity client 152.

[0040] Furthermore, the processor 114 may be further
configured to receive security management results from
the dynamic security module 118 transmitted to the se-
curity client 152 as the security management, to examine
the received security management results, and to, when
a security problem has occurred in the user terminal 150,
transmit a security management examination result val-
ue indicating that a security problem has occurred to the
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dynamic security module 118 of the security client 152.
[0041] In other words, the dynamic security module
server device 110 according to the present embodiment
may be configured to receive security management re-
sults from the dynamic security module 118 transmitted
to the security client 152 of the user terminal 150, to ex-
amine the received security management results, and to,
in turn, transmit a management examination result value
to the dynamic security module 118, thereby enabling
the dynamic security module 118 to rapidly and effec-
tively deal with a situation in which a security problem
has occurred in the user terminal 150.

[0042] In connection with this, the processor 114 may
be further configured to receive security management
results from the dynamic security module 118 transmitted
to the security client 152 as the security management,
to examine the received security management results,
and to, when a security problem has occurred in the user
terminal 150, transmit a stop command to stop the run-
ning of an application program of the user terminal 150
to the dynamic security module 118 of the security client
152 and discard a security session with the security client
152, thereby fundamentally preventing the problem in
which a hacker hacks the dynamic security module 118
and causes a security problem regarding various appli-
cation programs of the user terminal 150.

[0043] In other words, when a security problem has
occurred in the user terminal 150, the running of an ap-
plication program installed on the user terminal 150 is
rapidly stopped. As a result, the security problem can be
prevented from being additionally spread to other appli-
cation programs installed on the user terminal 150 by the
running of the former application program, and the track-
ing and analysis of the dynamic security module 118 or
dynamic security module server device 110 by a hacker
can be rapidly blocked by discarding a security session.
[0044] Meanwhile, the processor 114 may create the
security session by generating and storing a session 1D
116 as a security session ID and transmitting the session
ID 116 to the security client 152 so that the security client
152 can store the session ID 116. This method of creating
a security session using a session ID has the advantage
of creating a plurality of security sessions and frequently
updating the security sessions, thereby improving the re-
liability and convenience of the security management of
the dynamic security module 118 for the user terminal
150.

[0045] In this case, the security session may be creat-
ed with the security client 152 of an authenticated user
terminal. In other words, the creation of the security ses-
sion may include the authentication of the security client
152 of the user terminal 150 for the transmission of the
dynamic security module 118 in order to further improve
the security of the user terminal.

[0046] Furthermore, the authentication of the security
client 152 of the user terminal 150 may be completed,
for example, at the same time that an application, i.e.,
the application program including the security client 152,
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is installed on the user terminal 150, when an application
is first run after being installed on the user terminal 150,
upon logging in to or logging out of an application, or in
response to a request from a user via an application after
the application has been installed on the user terminal
150.

[0047] The predetermined valid period may be config-
ured to delete the part or all of the code or block the use
of the part or all of the code when the predetermined valid
period expires. In other words, the dynamic security mod-
ule 118 in which part or all of the code performing security
managementin the security client 152 of the user terminal
150 has a predetermined valid period may be configured
to delete the part or all of the code or stop the use of itself
not to perform security management when the predeter-
mined valid period expires.

[0048] Accordingly, when the predetermined valid pe-
riod of the dynamic security module 118 expires, the se-
curity client 152 may update partor all of code constituting
the dynamic security module 118, thereby fundamentally
preventing a security problem from occurring due to a
cause, such as the hacking of the dynamic security mod-
ule 118, infection with a computer virus, or the like.
[0049] Furthermore, the processor 114 may be further
configured to store parameters regarding the dynamic
security module 118 transmitted to the security client 152
while the security session is being maintained.

[0050] In this case, the parameters regarding the dy-
namic security module 118 is specific information about
the function name of code adapted to perform the security
management of the dynamic security module transmitted
to the security client 152 and performing security man-
agement, a variable adapted to designate an algorithm
to be executed, a protocol field, a variable adapted to
designate a protocol sequence, a variable adapted to
designate a compile level, a variable adapted to desig-
nate an executable code obfuscation method, etc. The
parameters regarding the dynamic security module 118
are intended to distinguish individual dynamic security
modules which are frequently updated and have different
configurations, and are determined by the dynamic se-
curity module server device 110. The parameters regard-
ing the dynamic security module 118 are information
when the code adapted to perform the security manage-
ment of the dynamic security module 118 is executed.
[0051] Furthermore, the processor 114 may be further
configured to receive details regarding dynamic security
modules 118 transmitted to the security client 152 and
to verify whether the details are the same as the config-
urations of the stored parameters of the dynamic security
modules 118. In the verification of changes in the param-
eters of the dynamic security modules, when it is deter-
mined that the sequentially transmitted parameters of the
dynamic security modules, for example, A-B-C-D, are
different from details transmitted from the security client
152 through comparison therebetween, itmay be inferred
that there has been a hacking attempt of a hacker or the
like, and countermeasures against this may be taken.
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[0052] More specifically, as shown in FIG. 4, when the
dynamic security module server device 110 and the se-
curity client 152 of the user terminal 150 have created a
security session by generating 11836381 as a session
ID, it may be verified whether details regarding the dy-
namic security module 118 transmitted from the security
client 152 are parameters A, B, and C and states 1, and
2. When the dynamic security module server device 110
and the security client 152 of the user terminal 150 have
created a security session by generating 72365784 as a
session ID, it may be verified whether details regarding
the dynamic security module 118 transmitted from the
security client 152 are parameters C, B, and A and states
0, and 3. Furthermore, When the dynamic security mod-
ule server device 110 and the security client 152 of the
user terminal 150 have created a security session by
generating 87656501 as a session ID, it may be verified
whether details regarding the dynamic security module
118 transmitted from the security client 152 are param-
eters B, A, and C and states 3, and 2. In this case, the
details of the parameters and the states may be security
management events received from the user terminal 150.
[0053] The security management may be configured
to store the protocol fields and protocol sequences of
individual dynamic security modules 118 transmitted to
the security client 152, to receive the protocol field and
protocol sequences of the dynamic security modules 118
in the security client 152, and to perform verification by
comparing the stored protocol field and protocol se-
quences with the received protocol field and protocol se-
quences.

[0054] In other words, the security management may
be configured to receive and analyze the protocol fields
and protocol sequences of the dynamic security modules
118 transmitted to the security client 152, thereby infer-
ring that an attempt to perform hacking has been made
by a hacker, for example, when at least one error has
occurred during the performance of a protocol. Accord-
ingly, based on the results of the analysis of the protocol
fields and protocol sequences of the dynamic security
modules 118, a hacking risk or the possibility of the oc-
currence of a security problem may be predicted, and
countermeasures may be taken to prevent a security
problem from occurring.

[0055] In this case, the protocol field is a protocol for
performance methods, etc. regarding various items of
the security management which is performed by the dy-
namic security module 118 in the security client 152. For
example, the protocol field may be a communication pro-
tocol adapted to transmit the result of the determination
of whether an element which may be a hacking threat to
an application program including the security client 152
is present, or acommunication protocol adapted to trans-
mit the details of the self-treatment of a file computer
virus for the application program, a file boot & file com-
puter virus, and/or the like.

[0056] Furthermore, the protocol sequence refers to
the performance sequence of various items including the
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security management which is performed by the dynamic
security module 118 in the security client 152. For exam-
ple, the protocol sequence is the sequence of the detec-
tion of hacking threat elements, including the forgery or
alteration of the O/S of the terminal on which an applica-
tion program has been installed, the forgery or alteration
of an app, rooting, a debugger, a root process execution
history, the installation of a malicious application, a ma-
licious application execution history, a malicious port, the
forgery or alteration of a session, the forgery or alteration
of an input value, and a computer virus.

[0057] Thedynamic security module serverdevice 110
may further include the storage 113 configured to store
a dynamic security module 118 to be transmitted to the
security client 152 of the user terminal 150, a session ID
116 to be used as a security session ID, and the param-
eters of the dynamic security module.

[0058] In other words, the dynamic security module
server device 110 stores the dynamic security module
118 and the session ID 116 in the storage 113, thereby
enabling the dynamic security module 118 and the ses-
sion ID 116 to be smoothly and stably transmitted to the
security client 152. Furthermore, the parameters regard-
ing the dynamic security module to be transmitted to the
security client 152 are stored in the storage 113, thereby
enabling the verification of identity with the details of the
reception of the dynamic security module 118 to be trans-
mitted to the security client 152 to be more stably per-
formed.

[0059] The processor 114 may be further configured
to transmit a verification token proving that the dynamic
security module 118 has normally operated to the appli-
cation program management server of the user terminal
150.

[0060] More specifically, the processor 114 examines
the security management results received from the dy-
namic security module 118, and, when a security problem
has not occurred in the user terminal 150, includes a
verification token proving that the security management
examination result value has not circumvented the secu-
rity client 152 in the security management examination
result value, and transmits the security management ex-
amination result value to the dynamic security module
118. The dynamic security module 118 transmits the ver-
ification token to the management server (not shown) of
the application program including the security client 152.
The management server, in turn, transmits the verifica-
tion token to the processor 114 of the dynamic security
module server device 110, thereby allowing the process
of verifying whether the verification token is valid to be
further performed.

[0061] In other words, the dynamic security module
server device 110 adds the verification token for the se-
curity management examination result value to the se-
curity management examination result value, and trans-
mits the security management examination result value
and the verification token to the dynamic security module
118. The dynamic security module 118 transmits the ver-
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ification token to the management server (not shown) of
the application program including the security client 152.
Accordingly, the management server of the application
program is allowed to verify whether the security man-
agement examination result value has not been forged
or altered and is thus valid via the verification token,
thereby further improving the reliability of the security
management examination result value.

[0062] Inthiscase, the dynamic security module server
device 110 and the management server of the application
program may be integrated into a single serve or may be
separated into respectively servers and disposed in sep-
arate places depending on the system design of the dy-
namic security module server device.

[0063] FIG. 4 is a flowchart showing a method of op-
erating a dynamic security module server device accord-
ing to a first embodiment of the present invention, FIG.
5is aflowchart showing a method of operating a dynamic
security module server device according to a second em-
bodiment of the present invention, and FIG. 6 is a flow-
chart showing a method of operating a dynamic security
module server device according to a third embodiment
of the present invention.

[0064] Referring to these drawings, the method of op-
erating a dynamic security module server device accord-
ing to the first embodiment of the present invention is a
method of operating a dynamic security module server
device which transmits a dynamic security module to a
user terminal and which receives a security management
event from the user terminal. This method of operating
a dynamic security module server device according to
the first embodiment of the present invention includes:
step S210 of creating a security session with the security
client of the user terminal; and step S220 of transmitting
the dynamic security module to the security client of the
user terminal so that part or all of the code performing
security management has a predetermined valid period
in the security client of the user terminal in which the
security session has been created.

[0065] This method of operating a dynamic security
module server device further includes: step S230 of re-
ceiving security management results from the dynamic
security module transmitted to the security client as se-
curity management; step S240 of determining whether a
security problem has occurred by examining the received
security management results; and step S250 of, when a
security problem has not occurred in the user terminal,
transmitting a security management examination result
value indicating that a security problem has not occurred
to the dynamic security module of the security client.
[0066] In this case, when a security problem has oc-
curred in the user terminal, step S251 of transmitting a
security management examination result value indicating
that a security problem has occurred to the dynamic se-
curity module of the security client is performed.

[0067] Furthermore, when a security problem has oc-
curred in the user terminal, step S252 of transmitting a
stop command to stop the running of an application pro-
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gram of the user terminal to the dynamic security module
of the security client may be further performed.

[0068] The method of operating a dynamic security
module server device according to the second embodi-
ment of the present invention is a method of operating a
dynamic security module server device which transmits
a dynamic security module to a user terminal and which
receives a security management event from the user ter-
minal. This method of operating a dynamic security mod-
ule server device according to the first embodiment of
the present invention includes: step S310 of creating a
security session with the security client of a user terminal;
step S320 of transmitting the dynamic security module
to the security client of the user terminal so that part or
all of the code performing security management has a
predetermined valid period in the security client of the
user terminal in which the security session has been cre-
ated; step S330 of setting a predetermined valid period
for the security session and transmitting information
about the predetermined valid period to the dynamic se-
curity module of the security client in which the security
session has been created; and step S340 of, when the
security session expires due to the expiration of the pre-
determined valid period of the security session, transmit-
ting a command to discard the dynamic security module
to the dynamic security module or security client.
[0069] In this case, the predetermined valid period of
the security session may be set to a time interval selected
from the group consisting of, for example, one hour, three
hours, six hours, nine hours, 12 hours, 24 hours, 48
hours, and 72 hours, and may be transmitted to the dy-
namic security module.

[0070] The method of operating a dynamic security
module server device according to the third embodiment
of the present invention is a method of operating a dy-
namic security module server device which transmits a
dynamic security module to a user terminal and receives
a security management event from the user terminal.
This method of operating a dynamic security module
server device according to the first embodiment of the
present invention includes: step S410 of creating a se-
curity session with the security client of the user terminal;
and step S420 of transmitting the dynamic security mod-
ule to the security client of the user terminal so that part
or all of the code performing security management has
a predetermined valid period in the security client of the
user terminal in which the security session has been cre-
ated.

[0071] This method of operating a dynamic security
module server device further includes: step S430 of,
while the security session is being maintained, storing
the parameters of each dynamic security module trans-
mitted to the security client and receiving and storing the
details of changes in the parameters of the dynamic se-
curity module in the security client; step S440 of deter-
mining whether a security problem has occurred based
on the details of the changes in the parameters of the
dynamic security module; and step S450 of, when a se-
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curity problem has not occurred in the user terminal,
transmitting a security management examination result
value indicating that a security problem has not occurred
to the dynamic security module of the security client.
[0072] In this case, when a security problem has oc-
curred in the user terminal, step S451 of transmitting a
security management examination result value indicating
that a security problem has occurred to the dynamic se-
curity module of the security client is performed.

[0073] Furthermore, when a security problem has oc-
curred in the user terminal, step S452 of transmitting a
stop command to stop the running of the application pro-
gram of the user terminal to the dynamic security module
of the security client may be further performed.

[0074] Each of the methods of operating a dynamic
security module server device according to the present
invention may be implemented in the form of program
instructions that can be executed by a variety of computer
means, and may be stored in a computer-readable stor-
age medium. The computer-readable storage medium
may include program instructions, a data file, and a data
structure solely or in combination. The program instruc-
tions that are stored in the medium may be designed and
constructed particularly for the present invention, or may
be known and available to those skilled in the field of
computer software.

[0075] The dynamic security module server device and
the method of operating the same according to the
present invention have the advantage of transmitting dy-
namic security modules in each of which part or all of the
code performing security management has a predeter-
mined valid period to the security client of a user terminal,
and allowing security modules for various types of appli-
cation programs of the user terminal to be frequently
changed, thereby making the hacking of the application
programs difficult and thus significantly improving the se-
curity of the user terminal.

[0076] While the presentinvention has been described
in conjunction with specific details, such as specific com-
ponents, and limited embodiments and diagrams above,
these are provided merely to help an overall understand-
ing of the present invention. The present invention is not
limited to these embodiments, and various modifications
and alterations can be made based on the foregoing de-
scription by those having ordinary knowledge in the art
to which the present invention pertains.

[0077] Therefore, the technical spirit of the present in-
vention should not be determined based only on the de-
scribed embodiments, and the following claims, all equiv-
alents to the claims and equivalent modifications should
be construed as falling within the scope of the spirit of
the present invention.

Claims

1. A dynamic security module server device for trans-
mitting a dynamic security module to a user terminal
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and receiving a security management event fromthe
user terminal, the dynamic security module server
device comprising:

acommunication unit configured to transmit and
receive a security management event over a
network; and

a processor configured to control the communi-
cation unit;

wherein the processor is configured to:

create a security session with a security cli-
ent of a user terminal; and

transmit a dynamic security module to the
security client of the user terminal so that
part or all of code performing security man-
agement in the security client of the user
terminal in which the security session has
been created has a predetermined valid pe-
riod.

2. The dynamic security module server device of claim

1, wherein the processor is further configured to:

receive security management results from the
dynamic security module transmitted to the se-
curity client;

examine the received security management re-
sults; and

transmit a security management examination
result value to the dynamic security module of
the security client.

The dynamic security module server device of claim
1, wherein the processor is further configured to
transmit a stop command to stop running of an ap-
plication program of the user terminal to the dynamic
security module of the security client when a security
problem has occurred in the user terminal.

The dynamic security module server device of claim
1, wherein the processor is configured to create the
security session by generating and storing a session
ID as a security session ID and then transmitting the
session ID to the security client so that the security
client stores the session ID.

The dynamic security module server device of claim
1, wherein the security session is created with the
security client of the user terminal which has been
authenticated.

The dynamic security module server device of claim
1, wherein the predetermined valid period is config-
ured to delete the part or all of the code or block use
of the part or all of the code when the predetermined
valid period expires.
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7.

10.

1.

12.

13.

The dynamic security module server device of claim
1, wherein the processor is further configured to
store parameters of each dynamic security module
transmitted to the security client while the security
session is being maintained.

The dynamic security module server device of claim
7, wherein the processor is further configured to ver-
ify whether details transmitted from the security client
are identical to a configuration of the parameters of
the dynamic security modules.

The dynamic security module server device of claim
1, further comprising storage configured to store the
dynamic security module to be transmitted to the se-
curity client of the user terminal, the session ID to be
used as the security session ID, and the parameters
of the dynamic security module.

The dynamic security module server device of claim
1, wherein the processor is further configured to
transmit a verification token proving that the dynamic
security module has normally operated to an appli-
cation program management server of the user ter-
minal.

A method of operating a dynamic security module
server device for transmitting a dynamic security
module to a user terminal and receiving a security
management event from the user terminal, the meth-
od comprising:

creating a security session with a security client
of a user terminal; and

transmitting a dynamic security module to the
security client of the user terminal so that part
or all of code performing security management
inthe security client of the user terminal in which
the security session has been created has a pre-
determined valid period.

The method of claim 11, further comprising:

receiving security management results from the
dynamic security module transmitted to the se-
curity client;

examining the received security management
results; and

transmitting a security management examina-
tion result value to the dynamic security module
of the security client.

The method of claim 11, further comprising transmit-
ting a stop command to stop running of an application
program of the user terminal to the dynamic security
module of the security client when a security problem
has occurred in the user terminal.
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14. The method of claim 11, wherein the security session

is created by generating and storing a session ID as

a security session ID and then transmitting the ses-

sion ID to the security client so that the security client

stores the session ID. 5
15. The method of claim 11, further comprising storing

parameters of each dynamic security module trans-

mitted to the security client while the security session

is being maintained. 10
16. A computer-readable storage medium having stored

thereon a computer program that, when executed

by a processor, causes the processor to execute the
method of any one of claims 11 to 15. 15
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