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(54) A LOCK FOR A TAMPER-RESISTANT ASSEMBLY

(57) A tamper-resistant lock assembly comprising a
plate (16) having a slot (20) for receiving a key (10), said
slot (20) extending through said plate (16) from an open-
ing (20a) in a front face thereof to an exit (20b) in an
opposing rear face thereof, said opening (20a) having a
first profile and said exit (20b) having a second, different
profile, said key (10) comprising a shaft (12) having a bit
(14) extending therefrom, said bit (14) being formed of a

shape memory material and being pre-configured such
that its cross-sectional shape in its temporary form
matches said first profile and said bit (14) can be inserted
through said slot (20) via said opening (20a) and, upon
application of a predetermined external stimulus, returns
to a permanent form in which its cross-sectional shape
matches said second profile and said bit (14) can be re-
tracted from said slot (20) via said exit (20b).
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Description

[0001] This invention relates generally to a lock and,
more particularly but not necessarily exclusively, to a
lock, particularly suitable for securing a tamper-resistant
and/or tamper-evident cover.
[0002] Tamper-resistant/evident covers are well
known in many fields for covering the internal elements
and components of a device or system in a manner that
deters unauthorised or forced removal of the cover and/or
leaves a clear external indication that unauthorised or
forced removal of the cover (or an attempt at such) has
taken place.
[0003] In general, a tamper-resistant cover might com-
prise a closure mechanism or lock that requires a spe-
cially shaped/configured tool to effect authorised opening
thereof. The closure mechanism or lock can only be
opened, without force, by using the correct tool. However,
the correct tool may be misplaced or otherwise not easily
accessible when required for authorised opening. In ad-
dition, such tools can, in many circumstances, be repli-
cated or improvised such that unauthorised opening of
the closure mechanism or lock can still be effected, and
the closure mechanism or lock can be re-closed by the
same tool without leaving any form of evidence of tam-
pering afterwards. If the closure mechanism/lock is
opened by force, it suffers permanent damage and must
be replaced.
[0004] Tamper-evident methods are known for covers
and the like, whereby a frangible wire, connector or tape
is used, which is affixed across the join between the cover
and the main body with which it is associated such that,
once the cover is opened or removed, the wire, connector
or tape is permanently broken and thereby provides ev-
idence that the cover has been opened and removed.
However, such methods are not practical or appropriate
in many different applications, such as mobile phone
backs or vehicle panels, where the product on which the
cover is provided is repeatedly and manually used and
the wire, tape or connector could be broken simply
through normal usage. Furthermore, such applications
may require the cover to be removed periodically, by an
authorised person, whereas once the cover is removed,
even in legitimate circumstances, the tamper-evident
mechanism is broken to spuriously indicate tampering.
From the opposite perspective, if tampering has oc-
curred, the tamper-evident mechanism can be relatively
easily replaced with a new wire, connector or tape, such
that it is no longer evident that tampering may have oc-
curred.
[0005] It is an object of aspects of the present invention
to address at least some of these issues and, in accord-
ance with a first aspect of the present invention, there is
provided a tamper-resistant lock assembly comprising a
plate having a slot for receiving a key, said slot extending
through said plate from an opening in a front face thereof
to an exit in an opposing rear face thereof, said opening
having a first profile and said exit having a second, dif-

ferent profile, said key comprising a shaft having a bit
extending therefrom, said bit being formed of a shape
memory material and being pre-configured such that its
cross-sectional shape in its temporary form matches said
first profile and said bit can be inserted through said slot
via said opening and, upon application of a predeter-
mined external stimulus, returns to a permanent form in
which its cross-sectional shape matches said second
profile and said bit can be retracted from said slot via
said exit.
[0006] In an exemplary embodiment, the inner profile
of said slot substantially matches said first profile adja-
cent said opening and substantially matches said second
profile adjacent said exit; and may morph from said first
profile to said second profile along its length.
[0007] The shape memory material may comprise a
shape memory plastic or polymer; and/or may be elasti-
cally deformable upon application of pressure.
[0008] In an exemplary embodiment, the shaft may
comprise an elongate, substantially cylindrical member
having a substantially conical end portion for easy align-
ment purposes.
, wherein said bit extends from said shaft at a location
adjacent said end portion.
[0009] The external stimulus may be heat, although
this will be dependent on the shape memory material
used. In this case, the shaft may comprise or include a
heat conductive core along its length to a location adja-
cent said bit.
[0010] The plate may include therein one or more ap-
ertures, grilles or ducts configured to enable said external
stimulus to be applied to said bit from a location externally
of said cover.
[0011] In an exemplary embodiment, the lock may
comprise at least one heating device located adjacent
said bit, said heating device being selectively operable
to apply heat to said bit. In this case, the heating device
may be wirelessly operable via a wireless tag or fob.
[0012] The above-mentioned first profile may, for ex-
ample, be substantially rectangular and the above-men-
tioned second profile may be generally S-shaped.
[0013] The plate may comprise a cover including one
or more fixing members for affixing said cover over an
opening in a main body of a device, in which case, the
lock may be configured such that when said key is fully
inserted in said slot, said bit engages with said one or
more fixing members and acts to prevent removal of said
cover from said opening.
[0014] In an exemplary embodiment, the bit, in said
deformed state, may be configured to provide a snap-fit
or torsional engagement member to affix a cover over an
opening in a main body of a device and wherein, in said
permanent state, said bit can be retracted to release said
cover and permit its removal from said opening.
[0015] In accordance with another aspect of the
present invention, there is provided a key for use with a
lock assembly substantially as described above, wherein
said key comprises a shaft having a bit extending there-
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from, said bit being formed of a shape memory material
and being pre-configured such that its cross-sectional
shape in its temporary form has a first profile and its cross-
sectional shape in its permanent form has a second, dif-
ferent profile.
[0016] In accordance with yet another aspect of the
present invention, there is provided a tamper-resistant
enclosure assembly comprising a receptacle having an
opening therein and a cover configured to, in use, close
said opening, the receptacle including at least one lock-
ing plate having a first surface facing outwardly of said
receptacle and a second, opposing surface, said locking
plate having a slot extending therethrough from an open-
ing in said first surface to an exit in said second surface,
said opening having a first profile and said exit having a
second, different profile, the assembly further comprising
at least one key comprising a shaft having a bit extending
therefrom, said key being mounted within an aperture
extending through said cover from an outer face to an
opposing inner face thereof such that said bit is adjacent
said inner face, said bit being formed of a shape memory
material and being pre-configured such that its cross-
sectional shape in its temporary form matches said first
profile and said bit can be inserted through said slot via
said opening and, upon application of a predetermined
external stimulus, returns to a permanent form in which
its cross-sectional shape matches said second profile
and said bit can be retracted from said slot via said exit.
[0017] These and other aspects of the invention will be
apparent from the following specific description, in which
embodiments of the present invention are described, by
way of examples only, and with reference to the accom-
panying drawings, in which:

Figure 1 is a schematic perspective view of a key for
a lock according to an exemplary embodiment of the
invention, with the bit illustrated in its temporary
state;

Figure 2 is a schematic perspective view of the key
of Figure 1, with the bit illustrated in its permanent
state;

Figure 3 is a schematic perspective view of a cover
including a slot of a lock according to an exemplary
embodiment of the present invention;

Figure 4 is a schematic perspective view of the rear
face of the cover of Figure 3, with the key of Figure
1, in its temporary state, inserted therethrough;

Figure 5 is a schematic perspective view of the rear
face of the cover of Figure 3, with the key of Figure
2, in its permanent state, inserted therethrough;

Figure 6 is a schematic perspective view of the front
face of the cover of Figure 3, illustrating the key of
Figure 1, in its temporary state, being inserted

through the opening;

Figure 7 is a schematic perspective view of a tamper-
resistant box according to an exemplary embodi-
ment of the present invention;

Figure 8 is a schematic perspective view of the box
of Figure 7 with the cover removed;

Figure 9 is a schematic partial close-up view of an
inner face of the cover of the box of Figure 7, illus-
trating the key with the bit in its temporary state; and

Figure 10 is a schematic perspective view of an inner
face of the cover of Figure 9, illustrating the keys with
their respective bits in their permanent state.

[0018] Referring to Figure 1 of the drawings, there is
illustrated schematically a key 10 for a tamper-resist-
ant/tamper-evident lock according to an exemplary em-
bodiment of the present invention. The key 10 comprises
an elongate, generally cylindrical shaft 12 having a sub-
stantially conical end portion 12a defining a pointed in-
sertion end. Extending generally orthogonally from a cir-
cumferential wall portion of the shaft 12, adjacent to the
conical end portion 12a, there is provided a bit 14 formed
of a shape memory plastic or polymer (SMP), such as
Desmopan ® 2795A, which has a switching temperature
of around 40°C. The shaft may be formed of the same
shape memory material (in an undeformed state), such
that the shaft 12 and the bit 14 can be formed integrally
by means of a single manufacturing process (e.g. 3D
printing). However, the shaft 12 does not need to have
shape memory properties and, as such, can be formed
of any suitable material, including a different form of plas-
tic or polymer, or even metal.
[0019] Shape memory plastics or polymers, generally,
are polymeric smart materials that have the ability to re-
turn from a deformed state (temporary shape) to their
original (permanent) form or shape induced by an exter-
nal stimulus (trigger), such as temperature change. In
this case, the deformed state (temporary form) of the bit
14 has a first cross-sectional shape, which in this specific
exemplary embodiment is generally rectangular.
[0020] Referring to Figure 2 of the drawings, upon ap-
plication of heat to the bit 14, to increase its temperature
by a predetermined amount or to a predetermined level,
the bit 14 returns to its original shape (permanent form),
having a second, different cross-sectional shape which,
in this specific exemplary embodiment of the invention,
is of a generally shallow S-shape.
[0021] Referring to Figure 3 of the drawings, a cover
16 may be configured to be inserted and affixed within
an aperture in a panel or wall 18. The cover 16 is provided
with a slot 20 therethrough, extending from an opening
20a in the front (external) face of the cover 16 to an exit
(20b - Figure 4) in the rear (internal) face of the cover 16.
The profile of the opening 20a substantially matches the
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cross-sectional shape of the key 10 (including the shaft
12 and the bit 14) when the bit 14 is in the above-men-
tioned deformed state, whereas, as shown in Figure 4 of
the drawings, the profile of the exit 20b substantially
matches the shape of the key 10 (again, including the
shaft 14 and the bit 14) when the bit 14 is in the above-
mentioned permanent state. The inner profile of the slot
20 (i.e. its side walls and edges), between the opening
20a and the exit 20b, morphs (i.e. transform or taper sub-
stantially smoothly and gradually) from the profile of the
side walls of the opening 20a to the profile of the side
walls of the exit 20b.
[0022] Referring to Figure 6 of the drawings, to lock
the cover within the above-mentioned aperture in the
panel or wall 18, the cover 16 is mounted and affixed
therein, as will be described in more detail hereinafter,
such that the opening 20a of the slot 20 is externally
facing. The key 10, with the bit 14 in the deformed state,
is inserted into the slot 20 via the opening 20a, wherein
the conical end portion 12a provides for easier alignment
of the key. The shape memory polymer (SMP) has a cer-
tain amount of elastic deformability upon application of
pressure. Thus, the bit 14 can be pushed through the slot
20 and the exit 20b simply by elastic deformation thereof
by a manual pushing force applied to the end of the shaft
12 of the key 10. Once the key 10 has been fully inserted
through the slot 20, such that the bit 14, in the deformed
state, has cleared the exit 20b at the rear of the cover
16, it cannot be retracted because of a mis-match be-
tween the cross-sectional shape of the bit 14 in the de-
formed state and the profile of the exit 20b of the slot 20.
[0023] In an exemplary embodiment of the present in-
vention, the bit 14 may actually form a non-reciprocal
barb-like fixing member for engagement with a peripheral
feature at the opening in the panel or wall 18, such that
the cover can be affixed over the opening by means of
a snap-fit engagement, as will be described hereinafter
in relation to Figures 7 to 10 of the drawings, or even
torsional engagement (by turning the key 10 in the slot
20 when it is fully inserted therethrough) with the periph-
eral feature (e.g. a peripheral flange or the like). Whilst
in the temporary, deformed state, the bit 14 acts to hold
the cover in place over the opening, but when heat is
applied and the bit 14 returns to its permanent form, it
can be pulled away (or it may be configured to retract)
from the peripheral edge of the opening to release the
cover and allow it to be removed. In other exemplary
embodiments, the bit 14 may engage with a separate
fixing mechanism or engagement means that holds the
cover in place over the opening, whereby removal of the
key from the slot (after heating the bit 14 and returning
it to its permanent form as described above) releases the
fixing mechanism and allows the cover 16 to be removed
from the opening.
[0024] If it is required to remove the cover 16, heat can
be applied to the bit 14, so as to cause it to return to its
permanent state, in which the cross-sectional shape
matches the profile of the exit 20b, as shown in Figure 5

of the drawings. There are a number of ways in which
heat could be applied to the bit 14 for this purpose, and
the present invention is not necessarily intended to be
limited in this regard. For example, a heat conductive (e.
g. metallic) core may be provided longitudinally through
the shaft, such that application of heat at an end thereof
would cause the bit 14 to be heated thereby. Alternatively,
one or more small holes, ducts or grilles may be provided
in the cover 16 to enable a heat gun, or similar device,
to be used to deliver heat to the bit 14 directly through
the holes/ducts/grilles. In yet another exemplary embod-
iment, a small, self-powered, wirelessly operable heating
device may be provided at or adjacent the rear of the
cover 16, which is operable externally of the cover by a
wireless tag or fob to heat the bit 14, thereby further in-
creasing the degree of tamper-resistance of the lock.
[0025] Irrespective of the manner in which heat is ap-
plied to the bit 14 to return it to its permanent form, in this
state, the key 10 can be retracted through the slot 20 and
pulled out through the opening 20a, thereby unlocking
the cover 16 and enabling its removal. Of course, once
the bit 14 has been returned to its permanent state by
the application of heat thereto (or, in other exemplary
embodiments, utilising different shape memory materi-
als, by the application of some external stimulus or trigger
thereto), it can only be re-formed to its deformed state
using specialist tooling/techniques, dependent largely on
the shape memory material used and the cross-sectional
shape of the deformed state. Thus, once the key 10 is
removed from the slot 20, the fact that the cover has been
removed will be immediately evident externally, as the
key cannot be re-inserted into the slot 20 and its absence,
therefore, makes it immediately evident that removal or
’tampering’ has taken place. It is envisaged that, following
authorised removal of the cover 16, the bit 14 would either
be re-formed to the deformed state by means of the
above-mentioned specialist tooling/techniques, and the
key then re-inserted into the slot 20, or the key 10 could
be entirely discarded and replaced with a new one.
[0026] Referring to Figure 7 of the drawings, there is
illustrated schematically a box 22 having a cover 24 and
a tamper-resistant locking assembly of the type de-
scribed above. As illustrated schematically in Figure 8 of
the drawings, the box 22 (with the cover removed) com-
prises an open, generally rectangular receptacle, and the
cover 24 is shaped and configured to fit over the open
end of the receptacle to close the box 22, when in use.
However, it will be appreciated that the box 22 may be
of any shape and/or size required by a specific applica-
tion, and it may have a completely open end, as illustrat-
ed, or it may be partially closed with an aperture therein,
wherein the cover 24 is simply shaped and configured to
fit over the aperture to close the box 22. It is to be under-
stood that the present invention is in no way intended to
be limited with regard to the shape and/or configuration
of the box and/or the cover. Indeed, the ’box’ may even
be a recess or cabinet portion within a larger structure.
[0027] Referring back to Figure 8 of the drawings, a
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locking plate 26 is provided at or adjacent each of the
inner corners of the box 22, close to the open end, where-
in the principal plane of each of the locking plates 26 is
oriented substantially parallel to the plane defined by the
open end of the box 22. Each locking plate 26 has a slot
20 defined therein, of the type defined above. Thus, each
slot 20 has a first profile at the outer surface of the re-
spective locking plate 26, and a second profile at the
respective inner surface.
[0028] Referring now to Figure 9 of the drawings, a key
10 of the type described above is provided at each of the
four corners of the cover 24, with each key 10 being
mounted within a respective aperture 28 in the cover 24,
wherein the diameter of each aperture 28 substantially
matches that of the shaft 12 of the respective key 10
mounted therein. Prior to mounting the cover 24 over the
open end of the box 22, the bit 14 of each key 10 is in its
deformed (temporary) state (that matches the above-
mentioned first slot profile), with the conical end portion
12a and the bit 14 protruding through the aperture 28 on
the inner face of the cover 9i.e. the face of the cover that
will be facing into the receptacle defined by the box 22
when the cover 24 is fitted thereon). In this configuration,
the cover 24 can be fitted over the open end of the box
22, with the conical end portion 12a and bit 14 of each
key 10 being lined up with a respective slot 20 in the
locking plates 26 of the box 22. A user can apply a manual
force to the cover, toward the box 22, to force the bits 14
of the keys 10 through their respective slots 20, thereby
locking the cover 24 in place over the open end of the
box 22. As the profile of each bit 14 in its temporary state
does not match the profile of the respective slot at the
inner surface of the locking plate 26, it cannot be retracted
back through the slot 20, and the cover cannot, therefore,
be removed. If it is required to remove the cover 24 from
the box 22, an external stimulus (such as heat in the
above-mentioned example) must be applied, to return
each bit 14 to its permanent state (matching the profile
of the respective slot 20 at the inner surface of the locking
plate 26, as shown in Figure 10 of the drawings, so that
the keys 10 can be retracted and allow the cover to be
removed.
[0029] Thus, exemplary embodiments of the present
invention provide a tamper-resistant and/or tamper-evi-
dent lock that has a number of advantages associated
therewith when compared with prior art assemblies. First-
ly, heat (or another external stimulus) is required to re-
move the key: this cannot readily be achieved by force,
which acts as a deterrent to unauthorised removal. The
key cannot be re-inserted unless a specialist tool/tech-
nique is used to reform the bit to its deformed state. Thus,
once the key has been removed, tampering is immedi-
ately and permanently evident. Overall, therefore, the
lock acts as a deterrent to unauthorised removal but, if
unauthorised removal thereof has taken place, this is im-
mediately (externally) and permanently evident.
[0030] It will be apparent to a person skilled in the art,
from the foregoing description, that modifications and

variations can be made to the described embodiments,
without departing from the scope of the invention as de-
fined by the appended claims.

Claims

1. A tamper-resistant lock assembly comprising a plate
having a slot for receiving a key, said slot extending
through said plate from an opening in a front face
thereof to an exit in an opposing rear face thereof,
said opening having a first profile and said exit having
a second, different profile, said key comprising a
shaft having a bit extending therefrom, said bit being
formed of a shape memory material and being pre-
configured such that its cross-sectional shape in its
temporary form matches said first profile and said
bit can be inserted through said slot via said opening
and, upon application of a predetermined external
stimulus, returns to a permanent form in which its
cross-sectional shape matches said second profile
and said bit can be retracted from said slot via said
exit.

2. A lock assembly according to claim 1, wherein the
inner profile of said slot substantially matches said
first profile adjacent said opening and substantially
matches said second profile adjacent said exit.

3. A lock assembly according to claim 2, wherein said
inner profile of said slot morphs from said first profile
to said second profile along its length.

4. A lock assembly according to any of claims 1 to 3,
wherein said shape memory material is a shape
memory plastic or polymer.

5. A lock assembly according to any of the preceding
claims, wherein said shape memory material is elas-
tically deformable upon application of pressure.

6. A lock assembly according to any of the preceding
claims, wherein said shaft comprises an elongate,
substantially cylindrical member having a substan-
tially conical end portion, wherein said bit extends
from said shaft at a location adjacent said end por-
tion.

7. A lock assembly according to any of claims 1 to 6,
wherein said external stimulus is heat.

8. A lock assembly according to claim 7, wherein said
shaft comprises or includes a heat conductive core
along at least a portion of its length to a location
adjacent said bit.

9. A lock assembly according to any of the preceding
claims, wherein said plate includes therein one or
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more apertures, grilles or ducts configured to enable
said external stimulus to be applied to said bit from
a location externally of said cover.

10. A lock assembly according to claim 7, further com-
prising at least one heating device located adjacent
said bit, said heating device being selectively oper-
able to apply heat to said bit.

11. A lock assembly according to claim 10, wherein said
heating device is wirelessly operable via a wireless
tag or fob.

12. A lock assembly according to any of the preceding
claims, wherein said plate comprises a cover includ-
ing one or more fixing members for affixing said cover
over an opening in a main body of a device, said lock
being configured such that when said key is fully in-
serted in said slot, said bit engages with said one or
more fixing members and acts to prevent removal of
said cover from said opening.

13. A lock assembly according to any of claims 1 to 11,
wherein said bit, in said deformed state, is configured
to provide a snap-fit or torsional engagement mem-
ber to affix a cover over an opening in a main body
of a device and wherein, in said permanent state,
said bit is retracted to release said cover and permit
its removal from said opening.

14. A key for use with a lock assembly according to any
of claims 1 to 13, wherein said key comprises a shaft
having a bit extending therefrom, said bit being
formed of a shape memory material and being pre-
configured such that its cross-sectional shape in its
temporary form has a first profile and its cross-sec-
tional shape in its permanent form has a second,
different profile.

15. A tamper-resistant enclosure assembly comprising
a receptacle having an opening therein and a cover
configured to, in use, close said opening, the recep-
tacle including at least one locking plate having a
first surface facing outwardly of said receptacle and
a second, opposing surface, said locking plate hav-
ing a slot extending therethrough from an opening
in said first surface to an exit in said second surface,
said opening having a first profile and said exit having
a second, different profile, the assembly further com-
prising at least one key comprising a shaft having a
bit extending therefrom, said key being mounted
within an aperture extending through said cover from
an outer face to an opposing inner face thereof such
that said bit is adjacent said inner face, said bit being
formed of a shape memory material and being pre-
configured such that its cross-sectional shape in its
temporary form matches said first profile and said
bit can be inserted through said slot via said opening

and, upon application of a predetermined external
stimulus, returns to a permanent form in which its
cross-sectional shape matches said second profile
and said bit can be retracted from said slot via said
exit.
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