EP 3 300 033 A1

Europdisches

Patentamt
European
Patent Office
Office européen

des brevets

(19)

(11) EP 3 300 033 A1

(12) EUROPEAN PATENT APPLICATION

(43) Date of publication:
28.03.2018 Bulletin 2018/13

(21) Application number: 16190310.9

(22) Date of filing: 23.09.2016

(51) IntClL:
GO7C 9/00 (2006.01)

(84) Designated Contracting States:
AL AT BEBG CH CY CZDE DK EE ES FIFRGB
GRHRHUIEISITLILTLULVMC MKMT NL NO
PL PT RO RS SE SI SK SM TR
Designated Extension States:
BA ME
Designated Validation States:
MA MD

(71) Applicant: SimonsVoss Technologies GmbH
85774 Unterfohring (DE)

(72) Inventor: Meyerle, Herbert
82216 Maisach (DE)

(74) Representative: Vossius & Partner
Patentanwilte Rechtsanwailte mbB
Siebertstrasse 3
81675 Miinchen (DE)

(54) ACCESS CONTROL SYSTEM, PORTABLE USER DEVICE, AND METHOD OF CONTROLLING
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(57) Anaccess control system (10) comprises aradio
interface (12) configured to communicate with a portable
user device (20), an electroacoustic transducer (13, 14),
and a control circuit (11). The control circuit (11) is con-
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Description
TECHNICAL FIELD

[0001] The present invention relates to devices, sys-
tems, and methods for controlling access. The present
invention relates in particular to devices, systems and
methods that are operative to employ radio signal trans-
mission between a portable user device and a locking
cylinder, a door handle unit, or another access control
system to establish whether the user of the portable user
device is authorized to be granted access to a delimited
area, such as a building, room, or part of a room.

BACKGROUND OF THE INVENTION

[0002] Locking systems having one or several elec-
tronic locks and one or several devices that are capable
of acting as electronic keys are known in the art. For
illustration, active transponders, cellular phones, or other
portable user devices may be used as a form of electronic
key for accessing buildings, rooms, or other delimited
areas. Such electronic keys may offer advantages over
conventional, purely mechanical locking systems having
purely mechanical keys and purely mechanical locks.
The capability of modifying a configuration of a locking
system and of flexibly re-assigning an access authoriza-
tion, such as by enabling or disabling a certain portable
user device for unlocking a given door, is but one of the
advantages afforded by such systems.

[0003] A portable user device acting as an electronic
key and an access control system may communicate with
each other via a radio interface. Depending on the im-
plementation of the radio interface and the locations at
which different electronic door locks are arranged, a port-
able user device acting as an electronic key may be lo-
cated within the radio transmission area of multiple elec-
tronic door locks. This may cause plural doors to be un-
intentionally unlocked at the same time, unless appropri-
ate counter-measures are implemented. One way to ad-
dress this issue is the use of communication techniques
that have a short operation range, such as Near Field
Communication (NFC). An exemplary system is dis-
closed in EP 2 620 919 A1.

[0004] When multiple electronic door locks are discov-
ered by an electronic key, the electronic key may be
prompted to request the user to select, via a user inter-
face, one of the electronic door locks for unlocking. This
may be time-consuming and may require a degree of
user interaction that some users may consider to be te-
dious. Alternatively or additionally, location and direction-
ality information may be detected to determine which
door is to be unlocked. Exemplary systems that use lo-
cation and direction information are disclosed in US
2016/0066254 A1, for example. The additional hardware
components may add significantly to the costs of the port-
able user devices.

[0005] With increasing popularity of electronic locks
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and portable user devices acting as electronic keys, de-
ployment and maintenance costs becomes an increas-
ingly relevant issue. For illustration, it would be desirable
toimplement electronic access control systems and port-
able user devices acting as electronic keys using com-
munication techniques that are available at low cost and
that do not drain battery power too rapidly. While many
portable user devices are provided with radio interfaces
having a communication range that is on the order of or
exceeds several meters, such as Bluetooth Low Energy
(BLE), such communication techniques may be prone to
fraudulent relaying attacks in which a radio signal trans-
mitted by a portable user device is actively relayed to a
door that the user of the portable user device did not wish
to open.

SUMMARY OF THE INVENTION

[0006] In view of the above, there is a continued need
for devices, systems and methods for controlling access
which address at least some of the above needs. There
is in particular a need for devices, systems, and methods
that allow radio communication techniques having a
range exceeding one or several meters to be used for
electronically unlocking an area, while ensuring that the
user’s intent to unlock a certain area is taken into account
without requiring excessive user interaction and/or the
risk of fraudulent relaying attacks is mitigated.

[0007] An access control system, a portable user de-
vice, and a method as defined by the independent claims
are provided. The dependent claims define embodi-
ments.

[0008] Accordingtoembodiments ofthe presentinven-
tion, the propagation time of an acoustic signal between
an access control system and a portable user device is
determined. The propagationtime is indicative of whether
the portable user device is located within a pre-deter-
mined distance range from the access control system. A
wide variety of portable user devices, such as cellular
phones, have the required hardware to detect an acoustic
signal generated by the access control system and/or to
generate an acoustic signal for transmission to the ac-
cess control system. The verification of whether the port-
able user device is located within a distance range which
indicates the user’s intent to unlock a certain area may
thereby be implemented at moderate additional cost.
Moreover, the transmission of an acoustic signal be-
tween the access control system and the portable user
device mitigates the risk of fraudulent relaying attacks.
Even if radio signals transmitted by the portable user de-
vice are relayed to aremote area in a fraudulent manner,
the propagation time and/or attenuation of audio signals
between an access control system located in the remote
areaand the portable user device will allow the fraudulent
tampering to be detected.

[0009] An access control system according to an em-
bodiment comprises aradio interface, an electroacoustic
transducer, and a control circuit. The radio interface is
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configured to communicate with a portable user device.
The control circuit is coupled to the radio interface and
to the electroacoustic transducer. The control circuit is
configured to trigger transmission of an acoustic signal
between the electroacoustic transducer and the portable
user device in response to a signal received from the
portable user device at the radio interface. The control
circuit may be configured to selectively activate an actu-
atorin an access grant procedure based on a propagation
time of the acoustic signal between the electroacoustic
transducer and the portable user device.

[0010] The access control system allows proximity of
the portable user device to be detected in a simple, ro-
bust, and cost-efficient manner. The access control sys-
tem can thereby confirm the user’s intent to be granted
access by this access control system, if the propagation
time indicates that the portable user device is located
within a pre-determined distance range from the elec-
troacoustic transducer of the access control system. The
distance, for which the propagation time is indicative,
may be used to verify the user’s intent. Alternatively or
additionally, the access control system may be operative
to mitigate the risk of fraudulent relaying attacks. A re-
laying attack may be detected if the propagation time
indicates that the portable user device is located outside
a pre-determined distance range from the electroacous-
tic transducer of the access control system.

[0011] The access grant procedure may comprise a
verification of the credential, e.g., by verifying that the
portable user device is authorized to be granted access,
before the actuator is activated. Additional verification
steps may be performed. For illustration, the amplitude
of the acoustic signal may be evaluated to determine
whether the portable user device is located inside or out-
side of the area to which access is desired. The actuator
may be activated only if the portable user device is lo-
cated outside of the area, but not when the portable user
device is located inside of this area. Unintentional un-
locking of a door, for example, may be prevented if the
portable user device is already in the area protected by
the access control system. An amplitude threshold com-
parison may be performed to determine, based on the
amplitude of the acoustic signal, whether the portable
user device is located outside of the area protected by
the access control system.

[0012] The access control system may be installed in
locking cylinder, a door handle unit, or another compo-
nent that is installable in a door, such as a door fitting
assembly, for example.

[0013] The electroacoustic transducer may comprise
a loudspeaker and/or a microphone.

[0014] Theradio interface may be a Bluetooth Low En-
ergy (BLE)interface. Battery lifetime of the access control
system may be increased thereby. Further, the BLE in-
terface allows electronic keys to be implemented at mod-
erate cost overhead, because cellular phones and many
other portable user devices that can act as electronic
keys are provided with BLE interfaces. Active transpond-
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ers may be equipped with a BLE interface at moderate
additional costs.

[0015] The radio interface may be or may include a
legacy Bluetooth interface, a Long Term Evolution (LTE)
machine-to-machine (M2M) interface, a Zigbee inter-
face, or other radio communication interfaces.

[0016] The access control system may further com-
prise a presence detector configured to detect presence
of the portable user device next to the access control
system. The presence detector allows power consump-
tion to be further reduced by selectively activating com-
ponents of the access control system only when pres-
ence of an object next to the access control system is
detected. The presence detector may comprise a reso-
nant circuit. A resonance frequency of the resonant circuit
may be indicative of presence of the object.

[0017] The control circuit may be coupled to the pres-
ence detector. The control system may be configured to
selectively activate the radio interface if the presence of
the portable user device is detected. Battery lifetime may
be increased thereby.

[0018] The radio interface may be configured to start
transmission of or scanning for a BLE advertising signal
when the presence of the portable user device is detect-
ed. Battery lifetime may be increased thereby.

[0019] The control circuit may be configured to control
the electroacoustic transducer to generate the acoustic
signal in response to the signal from the portable user
device. The signal from the portable user device may be
a BLE advertising signal or a signal transmitted during
or after radio connection setup. The control circuit may
be configured to process a confirmation signal received
at the radio interface from the portable user device to
determine the propagation time of the acoustic signal.
The confirmation signal may include information on a
time at which the portable user device received the
acoustic signal, and the control circuitof the access signal
may determine the propagation time based on a transmit
time of the acoustic signal and the time at which the port-
able user device received the acoustic signal. The con-
firmation signal may alternatively carry information on
the propagation time if the propagation time is calculated
by the portable user device.

[0020] The control circuit may be configured to monitor
an output signal of the electroacoustic transducer to de-
termine at which time the acoustic signal is received from
the portable user device, in response to the signal from
the portable user device. The signal from the portable
user device may be a BLE advertising signal or a signal
transmitted during or after radio connection setup. The
control circuit may determine the propagation time of the
acoustic signal.

[0021] The control circuit may be configured to selec-
tively activate the actuator if the propagation time indi-
cates that the portable user device is located within a
pre-determined range from the access control system
and if the portable user device is authenticated to be en-
titled to access. Information identifying the portable user
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device, which allows the access control system to deter-
mine whether the portable user device is authenticated
to be entitled to access, and/or access code information
authenticating the portable user device may be received
from the portable user device at the radio interface.
[0022] The control circuit may be configured to deter-
mine, based on an amplitude of the acoustic signal,
whether the portable user device is located outside or
within the area to which access is controlled by the ac-
cess control system. The control circuit may be config-
ured to selectively activate the actuator if the following
conditions are fulfilled cumulatively: the propagation time
indicates that the portable user device is located within
a pre-determined range from the access control system,
the portable user device is authenticated to be entitled
to access, and the portable user device is located outside
of the area to which access is to be granted. If one or
several of these conditions is not fulfilled, access is de-
nied.

[0023] The electroacoustic transducer may be config-
ured to generate and/or receive an acoustic signal which
is a sound signal. The sound signal may be modulated,
e.g., so as to have a time-varying frequency, amplitude,
and/ duration, to facilitate discrimination of the sound sig-
nal from ambient sound.

[0024] The sound signal may comprise coded informa-
tion. The coded information may be unique for the access
control system at least in the locking system to which the
access control system belongs and/or may depend on
the portable user device that requests access. Safety
may be further increased thereby. The information may
be encoded in one or more of: a frequency of the acoustic
signal, an amplitude of the acoustic signal, a duration of
the acoustic signal, a repetition rate of the acoustic signal,
and/or a time delay between repetitions of the acoustic
signal.

[0025] A locking cylinder according to an embodiment
may comprise the access control system according to
any one of the embodiments disclosed herein. The lock-
ing cylinder may comprise a housing having a cavity in
which the access control system according to an embod-
iment is disposed, to allow the access control system to
be mounted on a door in a unitary structure.

[0026] A doorhandle unitaccording to an embodiment
may comprise the access control system according to
any one of the embodiments disclosed herein. The door
handle unit may comprise a shell having a cavity in which
the access control system according to an embodiment
is disposed, to allow the access control system to be
mounted on a door in a unitary structure.

[0027] A door fitting assembly according to an embod-
iment may comprise the access control system according
to any one of the embodiments disclosed herein. The
door fitting assembly may comprise a housing having a
cavity in which the access control system according to
an embodiment is disposed, to allow the access control
system to be mounted on a door in a unitary structure.
[0028] The electromagnetic transducer of the access

10

15

20

25

30

35

40

45

50

55

control system may be arranged on a side of the access
control system which, in the installed state, faces towards
the outside of the area to which access is controlled. The
electromagnetic transducer may be arranged such that
the acoustic signal is predominantly emitted to or re-
ceived from a side of a door which, in the installed state,
corresponds to the exterior of a building, while signals
from the interior of the building are attenuated. Directional
sensitivity for inside-outside-detection may be attained
thereby.

[0029] A portable user device according to an embod-
iment comprises a radio interface configured to commu-
nicate with an access control system, an electroacoustic
transducer, and a control circuit. The control circuit is
coupled to the radio interface and to the electroacoustic
transducer. The control circuit is configured to control the
radio interface to transmit a request signal to the access
control system. The control circuit is configured to mon-
itor an output signal of the electroacoustic transducer to
detect receipt of an acoustic signal from the access con-
trol system or control the electroacoustic transducer to
generate an acoustic signal. The control circuit is config-
ured to control the radio interface to transmit a confirma-
tion signal to the access control system after receipt or
transmission of the acoustic signal.

[0030] The portable user device allows proximity of the
portable user device to an access control system to be
detected in a simple, robust, and cost-efficient manner,
based on the propagation time of an acoustic signal. The
user’s intent to gain access to a certain area protected
by the access control system may thereby be verified.
Alternatively or additionally, the acoustic signal transmis-
sion between the portable user device and the access
control system allows fraudulent relaying attacks to be
detected.

[0031] Inside-outside detection may be implemented
such that the portable user device automatically can un-
lock a door only if the portable user device is located
outside of the area protected by the access control sys-
tem. The amplitude of the acoustic signal may be used
as an indicator for whether the portable user device is
located inside or outside of the area.

[0032] The electroacoustic transducer may comprise
a microphone. The control circuit may be configured to
monitor an output signal of the microphone to detect re-
ceipt of the acoustic signal from the access control sys-
tem and to control the radio interface to transmit the con-
firmation signal to the access control system to confirm
detection of the acoustic signal.

[0033] The confirmation signal may include informa-
tion on a time at which the portable user device detected
the acoustic signal from the access control system and/or
information on the propagation time of the acoustic signal
between the user equipment and the access control sys-
tem.

[0034] The electroacoustic transducer may comprise
a loudspeaker. The portable user device may be config-
ured to generate the acoustic signal to allow the access
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control system to measure the propagation time of the
sound signal from the portable user device to an elec-
troacoustic transducer of the access control system. The
confirmation signal may include information on a time at
which the portable user device transmitted the acoustic
signal.

[0035] Theradio interface may be a Bluetooth Low En-
ergy, BLE, interface. The BLE interface allows electronic
keys to be implemented at moderate additional cost, be-
cause cellular phones and many other portable user de-
vices that can act as electronic keys are provided with
BLE interfaces. Active transponders may be equipped
with a BLE interface at moderate additional costs.
[0036] The radio interface may be or may include a
legacy Bluetooth interface, a Long Term Evolution (LTE)
machine-to-machine (M2M) interface, a Zigbee inter-
face, or other radio communication interfaces.

[0037] The portable user device may further comprise
an optical sensor. The optical sensor may comprise a
photodiode or a camera chip, as provided in cellular
phone, for example. The control circuit may be coupled
to the optical sensor. Based on an output signal of the
optical sensor, the control circuit may determine whether
the microphone or loudspeaker of the portable user de-
vice is likely to be occluded, e.g., because the portable
user device is located in a pocket, bag, or other enclosure
that may block the acoustic signal. Operational condi-
tions that may prevent successful transmission of the
acoustic signal may be reliably determined.

[0038] The control circuit may be configured to selec-
tively request, based on an output signal of the optical
sensor, a user input action to confirm that access is in-
tended. This allows the user’s intent to be verified by a
dedicated user input action if the portable user device is
located in a pocket, bag, or other enclosure which atten-
uates the acoustic signal transmission.

[0039] The portable user device may further comprise
a user interface configured to output operational infor-
mation associated with the access control system if the
portable user device is positioned proximate the access
control system for at least a threshold time period. The
portable user device may be configured to selectively
allow the user to configure a locking system via the port-
able user device if the portable user device is positioned
proximate the access control system for at least a thresh-
old time period.

[0040] The portable user device may be a portable ac-
tive transponder.

[0041] The portable user device may be a cellular
phone.

[0042] A system accordingtoan embodiment compris-
es an access control system according to an embodiment
and a portable user device according to an embodiment.
The access control system may be integrated in alocking
cylinder or a door handle unit.

[0043] A method of controlling access comprises re-
ceiving a signal from a portable user device at a radio
interface of an access control system. The method com-
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prises triggering transmission of an acoustic signal be-
tween an electroacoustic transducer of the access con-
trol system and the portable user device in response to
the signal from the portable user device. The method
comprises selectively activating an actuator in an access
grant procedure based on a propagation time of the
acoustic signal between the electroacoustic transducer
and the portable user device

[0044] As described for the access control systems
and portable user devices according to embodiments,
the method allows the user’s intent to obtain access to a
certain area to be verified even when multiple electronic
door locks are located within the radio communication
range of the portable user device. Alternative or addition-
ally, fraudulent relaying attacks may be detected.
[0045] The access grant procedure may comprise a
verification of the credential, e.g., by verifying that the
portable user device is authorized to be granted access,
before the actuator is activated. Additional verification
steps may be implemented. Forillustration, the amplitude
of the acoustic signal may be evaluated to determine
whether the portable user device is located inside or out-
side of the area to which access is desired. The actuator
may be activated only if the portable user device is lo-
cated outside of the area, but not when the portable user
device is located inside of this area. Unintentional un-
locking of a door, for example, may be prevented if the
portable user device is already in the area protected by
the access control system.

[0046] The method may be performed using an access
control system according to an embodiment and/or a
portable user device according to an embodiment.
[0047] The radio interface may be a Bluetooth Low En-
ergy (BLE) interface. The method may comprise scan-
ning, by the access control system, for a BLE advertising
signal from the portable user device. The method may
comprise generating, by the access control system, a
BLE advertising signal.

[0048] Triggering the transmission of the acoustic sig-
nal may comprise activating a loudspeaker of the access
control system to transmit the acoustic signal from the
access control system to the portable user device. Trig-
gering the transmission of the acoustic signal may com-
prise requesting, by the access control system, the port-
able user device to output the acoustic signal for trans-
mission to a microphone of the access control system.
[0049] Irrespective of whether the acoustic signal is
transmitted from the access control system to the porta-
ble user device or vice versa, the acoustic signal may be
a sound signal. The sound signal may be modulated to
facilitate the sound signal to be discriminated from am-
bient sounds. The sound signal may also carry informa-
tion encoded therein. The information may be encoded
in a frequency, amplitude, time duration, repetition rate,
and/or duration between successive repetitions of the
sound signal, for example. The information may also be
encoded in changes of frequency, amplitude, or other
characteristics of the sound signal.
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[0050] The method may further comprise determining,
by the access control system, whether the portable user
device is within a pre-determined distance range from
the electroacoustic transducer of the access control sys-
tem and selectively granting access if the portable user
device is within the pre-determined distance range and
if the portable user device is authenticated to be entitled
to access.

[0051] The method may further comprise allowing the
user to view and/or modify configuration information for
a locking system which includes the access control sys-
tem, if the portable user device is held in proximity of the
access control system for at least a pre-determined time
period.

[0052] Inthe access control systems and methods ac-
cording to embodiments, the actuator that is activated to
grantaccess may be an electromechanical actuator. The
electromechanical actuator may be operative to release
a latch, a catch, or another member that maintains a lock
in a closed position.

[0053] The method may further comprise determining,
by the access control system, whether the portable user
device is located outside or inside of the area protected
by the access control system. The amplitude of the
acoustic signal may be used as an indicator for whether
the portable user device is located inside or outside of
the area.

[0054] The actuator may be selectively activated if the
following conditions are fulfilled cumulatively: the propa-
gation time indicates that the portable user device is lo-
cated within a pre-determined range from the access
control system, the portable user device is authenticated
to be entitled to access, and the portable user device is
located outside of the area to which access is to be grant-
ed. If one or several of these conditions is not fulfilled,
access may be denied.

[0055] Embodiments of the invention may in particular
be used for electronic locks associated with doors in
buildings, such as building entrance doors, office doors,
or doors to residential rooms. Embodiments of the inven-
tion allow the user’s intent to unlock an electronic lock to
be detected based on a propagation time of an acoustic
signal. The propagation time of the acoustic signal may
be measured using existing hardware, such as a micro-
phone of a cellular phone and a loudspeaker of an elec-
tronic locking cylinder, or dedicated hardware. The prop-
agation time measurement allows radio communication
techniques to be used which have a communication
range that may cover multiple electronic locks, as may
be the case for a BLE interface, for example, without
requiring time-consuming user input actions to verify
which door the user intends to unlock.

BRIEF DESCRIPTION OF THE DRAWINGS
[0056] Embodiments of the invention will be described

in detail with reference to the drawings in which like or
identical reference signs are used to designate like or
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identical elements.

Fig. 1 is a schematic view of a system according to
an embodiment.

Fig. 2is a block diagram representation of an access
control system and a portable user device according
to an embodiment.

Fig. 3is a block diagram representation of an access
control system and a portable user device according
to an embodiment.

Fig. 4 is a block diagram representation of an access
control system and a portable user device according
to an embodiment.

Fig. 5 is a schematic view of a system according to
an embodiment.

Fig. 6 is a signalling diagram for illustrating the op-
eration of an access control system and a portable
user device according to an embodiment.

Fig. 7 is a signalling diagram for illustrating the op-
eration of an access control system and a portable
user device according to an embodiment.

Fig. 8 is a signalling diagram for illustrating the op-
eration of an access control system and a portable
user device according to an embodiment.

Fig. 9 is a signalling diagram for illustrating the op-
eration of an access control system and portable us-
er device according to an embodiment.

Fig. 10 is a flow chart of a method according to an
embodiment.

Fig. 11 is a flow chart of a method according to an
embodiment.

DETAILED DESCRIPTION OF EMBODIMENTS

[0057] Embodiments of the invention will be described
in detail with reference to the drawings. While embodi-
ments will be described in the context of door locks and
portable user devices that may be active transponders
or cellular phones, it will be appreciated that the invention
may be used in a wide variety of different fields, using
various types of portable user devices that act as elec-
tronic keys.

[0058] Fig. 1is a schematic view illustrating a system
1 according to an embodiment. An access control system
may be arranged in a locking cylinder 3, a door handle
4, or a door fitting assembly of a door 2. The access
control system may be operative to selectively unlock the
door 2 by activation of an actuator. The actuator may be
an electromechanical actuator that selectively displaces
a latch, catch, or other member to unlock the door 2. A
portable user device 20 may act as an electronic key
configured to communicate with the access control sys-
tem. As will be explained in more detail below, the access
control system and portable user device 20 are operative
to combine radio communication 5 and the unidirectional
or bidirectional transmission of an acoustic signal 6 to
determine whether access is to be granted by unlocking
the door 2. The propagation time of the acoustic signal
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6 is used as indicator for the distance between the port-
able user device 20 and the access control system and,
thus, for the user’s intent.

[0059] The acoustic signal 6 may be an audible signal.
The acoustic signal 6 may have a frequency or may in-
clude plural frequencies in the range of audible frequen-
cies, e.g., in the range from 20 to 20,000 Hz. This facili-
tates generation and detection of the acoustic signal 6
using hardware components that may already be present
in the electronic lock and/or the portable user device 20.
[0060] The electronic access system and the portable
user device 20 may be configured for radio communica-
tion in accordance with, e.g., Bluetooth Low Energy
(BLE). BLE signals generated in accordance with or com-
patible with Bluetooth Core Specification Version 4.0,
4.1, or 4.2 may be transmitted and/or received by the
electronic access system and the portable user device
20. Other radio communication techniques may be used
in addition or as an alternative to BLE, such as legacy
Bluetooth, Zigbee or Long Term Evolution (LTE) ma-
chine-to-machine (M2M) communication techniques.
[0061] Once the access control system has detected
that an object is located in proximity to the access control
system, the access control system and portable user de-
vice may start establishing communication over a radio
interface. For illustration, the access control system may
scan for BLE advertising signals from the portable user
device or vice versa. Connection setup may be per-
formed. Authentication information may be exchanged
over the radio interface. Various implementations of such
signalling that allows the access control system to deter-
mine whether the user of the portable user device is au-
thorized to gain access are known to the skilled person
and will not be described further herein. In addition to
radio communication, the acoustic signal 6 is transmitted
from the electronic access system to the portable user
device 20 or vice versa, to allow the distance between
electroacoustic transducers of the portable user device
20 and of the electronic access system to be estimated.
The propagation time of the acoustic signal 6 is indicative
of this distance.

[0062] Features of the access control system and the
portable user device that may be implemented in various
embodiments will be described with reference to Fig. 2
to Fig. 11 below.

[0063] Fig. 2 is a block diagram representation of a
system 1 comprising an access control system 10 and a
portable user device 20 according to an embodiment.
The access control system 10 may be disposed, or con-
figured to be disposed, within a cavity defined within a
housing of a locking cylinder or within a shell of a door
handle.

[0064] The access control system 10 generally com-
prises a control circuit 11, a radio interface 12, and an
electroacoustic transducer which may comprise a loud-
speaker 14. The control circuit 11 may comprise at least
one integrated circuit. The control circuit 11 may com-
prise an application specific integrated circuit, a control-
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ler, a microcontroller, a processor, a microprocessor, or
a combination of multiple such integrated circuits. The
radio interface 12 may be a BLE interface. The loud-
speaker 14 may be configured to generate an acoustic
signal.

[0065] The access control system 1 may be coupled
to an electromechanical actuator 7 or may comprise the
electromechanical actuator 7. The control circuit 11 may
be configured to selectively activate the actuator 7 to
grant access, e.g., by unlocking a door.

[0066] The portable user device 20 generally compris-
es a control circuit 21, a radio interface 22, and an elec-
troacoustic transducer which may comprise a micro-
phone 23. The control circuit 21 may comprise at least
one integrated circuit. The control circuit 21 may com-
prise an application specific integrated circuit, a control-
ler, a microcontroller, a processor, a microprocessor, or
a combination of multiple such integrated circuits. The
radio interface 22 may be a BLE interface. The micro-
phone 23 may be configured to detect the acoustic signal
generated by the loudspeaker 14 of the access control
system. The portable user device 20 may be an active
transponder or a cellular phone, for example.

[0067] In operation, one of the access control system
10 and the portable user device 20 may operate in BLE
advertising mode, and the other one of the access control
system 10 and the portable user device 20 may operate
in scan mode to detect BLE advertising. A radio connec-
tion may optionally be set up between the radio interface
12 of the access control system 10 and the radiointerface
22 of the portable user device 20. In order to determine
whether the portable user device 20 is located in prox-
imity to the access control system 10, the control circuit
11 may cause the loudspeaker 14 to output the acoustic
signal. The acoustic signal may be modulated or other-
wise encoded to facilitate detection even in the presence
of ambient sound. The control circuit 11 may cause the
loudspeaker 14 to output the acoustic signal in response
to a radio signal received at the radio interface 12 from
the portable user device 20. The radio signal that causes
the control circuit 11 to initiate transmission of the acous-
tic signal may be a BLE advertising signal, a BLE scan
response, a signal received from the portable user device
20 for BLE connection setup, or a signal received from
the portable user device 20 after BLE connection setup.
[0068] The control circuit 21 of the portable user device
20 may monitor an output signal of the microphone 23
to detect receipt of the acoustic signal generated by the
loudspeaker 14. In response to detecting the acoustic
signal, the control circuit 21 may cause the radiointerface
22 to transmit a confirmation message to the access con-
trol system 10. The confirmation message may include
time information. The time information may indicate the
time at which the microphone 23 detected receipt of the
acoustic signal generated by the loudspeaker 14. This
time may be provided with reference to, for example, a
reference time defined by one of the signals transmitted
inthe BLE advertising or BLE connection setup. The time



13 EP 3 300 033 A1 14

information may also indicate the propagation time of the
acoustic signal. To this end, information on the transmit
time at which the loudspeaker 14 transmits the acoustic
signal may be provided to the portable user device 20
via the radio interface 22. The control circuit 21 of the
portable user device 20 may determine the propagation
time and report it back to the access control system 10.
[0069] The access control system 10 may determine,
based on the propagation time of the acoustic signal,
whether the distance between the loudspeaker 14 and
the microphone 23 is less than a pre-determined thresh-
old. To this end, the propagation time of the acoustic
signal may be compared to a time threshold. The time
threshold may be from 0.1 to 2.0 ms. The time threshold
may be from 0.2 to 1.0 ms. The time threshold may be
from 0.2 to 0.5 ms. The time threshold may be approxi-
mate 0.3 ms. This allows the access control system 10
to determine whether the portable user device 20 is lo-
cated within a pre-determined range of approximately 30
cm, for example, from the access control system 10. The
control circuit 11 may activate the actuator 7 to grant
access if the measured propagation time for the acoustic
signal meets a threshold criterion that indicates that the
portable user device 20 is located within a pre-deter-
mined range from the access control system 10, and if
authorization information received from the portable user
device 20 atthe radio interface 12 indicates that the port-
able user device 20 is authorized to be granted access.
[0070] The access control system 10 may determine,
based on an amplitude of the acoustic signal, whether
the portable user device 20 is located outside of the area
protected by the access control system. The control cir-
cuit 11 may activate the actuator 7 to grant access if the
measured propagation time for the acoustic signal meets
a threshold criterion that indicates that the portable user
device 20 is located within a pre-determined range from
the access control system 10, if authorization information
received from the portable user device 20 at the radio
interface 12 indicates that the portable user device 20 is
authorized to be granted access, and if the amplitude of
the acoustic signal indicates that the portable user device
20is located outside of the area protecte4d by the access
control system 10. Otherwise, access is denied.

[0071] Fig. 3 is a block diagram representation of a
system 1 comprising an access control system 10 and a
portable user device 20 according to an embodiment.
The system 1 illustrated in Fig. 3 may be operative to
transmit the acoustic signal from the portable user device
20 to the access control system 10.

[0072] The access control system 10 comprises a con-
trol circuit 11 and a radio interface 12 which may be con-
figured as described with reference to Fig. 2. The access
control system 10 comprises an electroacoustic trans-
ducer implemented as a microphone 13 to detect an
acoustic signal generated by the portable user device 20
for performing a propagation time measurement.
[0073] Theportable userdevice 20 comprises a control
circuit 21 and a radio interface 22 which may be config-
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ured as described with reference to Fig. 2. The portable
user device 20 comprises an electroacoustic transducer
implemented as a loudspeaker 24 to generate the acous-
tic signal for performing a propagation time measure-
ment.

[0074] In operation, BLE advertising and, optionally,
BLE connection setup may be performed. The control
circuit 11 may control the radio interface 12 to transmit
a BLE advertising signal, a BLE scan response, or an-
other signal during or after BLE connection setup, to
cause the control circuit 21 of the portable user device
21 to control the loudspeaker 24 to generate the acoustic
signal. The control circuit 11 may monitor an output signal
of the microphone 13 to determine the propagation time
of the acoustic signal from the loudspeaker 24 to the mi-
crophone 13. To allow the control circuit 11 to determine
the propagation time, the portable user device 21 may
transmit information on the time at which the acoustic
signal was generated to the access control system 10
via the radio interface 22. The time may be specified in
relation to a radio signal, such as a BLE advertising sig-
nal, a BLE scan response, or another signal. Alternative-
ly, the portable user device 21 may output the acoustic
signalviathe loudspeaker 24 atatime that is fixed relative
to a radio signal, such that no dedicated signal needs to
be transmitted to the access control system 10 to inform
the access control signal 10 of the transmit time.

[0075] The access control system 10 may determine,
based on the propagation time of the acoustic signal,
whether the distance between the loudspeaker 14 and
the microphone 23 is less than a pre-determined thresh-
old. To this end, a threshold comparison may be per-
formed for the propagation time, as was described with
reference to Fig. 2.

[0076] Inanyoneofthe embodiments, the access con-
trol system 10 and/or the portable user device 20 may
comprise additional components. Exemplary additional
components will be explained with reference to Fig. 4.
[0077] Fig. 4 is a block diagram representation of a
system 1 comprising an access control system 10 and a
portable user device 20 according to an embodiment.
The access control system 10 comprises an electroa-
coustic transducer which may include a microphone 13
and/or a loudspeaker 14. The portable user device 20
comprises an electroacoustic transducer which may
comprise a microphone 23 and/or a loudspeaker 24. The
access control system 10 and the portable user device
20 are configured such that an acoustic signal may be
transmitted at least in a unidirectional manner, as ex-
plained with reference to Fig. 1 to Fig. 3 above.

[0078] The access control system 10 may comprise a
presence detector 15. The presence detector 15 may be
operative to determine presence of an object, such as a
metal object or another object, in proximity to the access
control system 10. The presence detector 15 may com-
prise a resonant circuit having a resonance frequency
thatis shifted by the presence of the portable user device
20, for example. The frequency shift may be detected by
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the access control system 10 to sense presence of the
portable user device 20. Other presence detectors may
be used, such as an optical presence detector. The ac-
cess control system 10 may be configured such that the
radio interface 12 wakes up to a BLE scan mode or to a
BLE advertising mode only when the presence detector
15 detects presence of an object that could be the port-
able user device 20. Thereby, lifetime of a battery 16
which supplies the access control system 10 with energy
may be prolonged. The battery 16 may be installed, to-
gether with the other components of the access control
system 10, in an inner cavity of a locking cylinder or door
handle to facilitate installation of the access control sys-
tem 10, without requiring external power supply connec-
tions.

[0079] The portable user device 20 may comprise a
wake-up circuit that allows the portable user device 20
to be woken up by the access control system 10 by means
of a wake-up signal. The wake-up signal may be an elec-
tromagnetic signal, such as an electromagnetic pulse.
[0080] The portable user device 20 may comprise an
optical sensor 25. The optical sensor 25 may comprise
a photodiode. The optical sensor 25 may comprise a
camera chip. It will be appreciated that many cellular
phones are equipped with a camera chip at any rate, and
that the camera chip of the cellular phone may be used
as optical sensor 25 if the cellular phone acts as elec-
tronic key. When the portable user device 20 fails to de-
tect an acoustic signal from the access control system
10, the control circuit 21 may process an output of the
optical sensor 25 to determine whether the portable user
device 20 is in an operational condition in which the mi-
crophone 23 of the portable user device 20 is partially
occluded. This may be the case when the portable user
device 20 is located in a pocket, bag, or other enclosure
while the access control system 10 attempts to perform
an acoustic signal propagation time measurement. In re-
sponse to detecting that the microphone 23 of the port-
able user device 20 is partially occluded, the portable
user device may request a dedicated user input action
to confirm the user’s intent to unlock a door.

[0081] The portable user device 20 may comprise a
graphical user interface 26. The graphical user interface
26 may be operative to output information on a configu-
ration of the locking system of which the access control
system 10 is a part. For illustration, a home or office lock-
ing system may comprise a plurality of access control
systems, at least some of which may be configured in
the same manner as described for the access control
system 10. The portable user device 20 may output via
the graphical user interface 26 information on the elec-
tronic locks and, optionally, the electronic keys that are
registered for the locking system. This may be done se-
lectively if the portable user device 20 has a master func-
tionality that allows this information to be displayed
and/or reconfigured. The graphical userinterface 26 may
be operative to allow the user to reconfigure the locking
system of which the access control system 10 is a part.
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For illustration, the graphical user interface 26 may allow
the user to re-assign authorization for electronic key(s)
to unlock various electronic locks, using the portable user
device 20. The portable user device 20 may allow the
user to perform atleast one of the following actions: read-
ing out locking states (locked/unlocked) of one or several
electronic locks; reading out charging states of batteries
of one or several electronic locks; reading out states of
one or several doors (closed/open); reading out other
operational data of one or several electronic locks; read-
ing out inspection protocols for one or several electronic
locks; performing programming tasks; and/or reading out
an electronic lock, e.g., by reading out which electronic
keys have been used to unlock the electronic lock in the
past.

[0082] The displaying of configuration information
and/or the initiation of an operation mode that allows the
user to reconfigure the locking system via the portable
user device 20 may be triggered selectively, e.g., when
the portable user device 20 is positioned next to the ac-
cess control system 10 for at least a threshold time pe-
riod.

[0083] The portable user device 20 may be configured
to communicate over a wide area network (WAN), a local
area network (LAN), a wireless local area network
(WLAN), Wi-Fi, or other techniques with at least one com-
puter connected to the wide area network to display in-
formation on and/or reconfigure the locking system. The
portable user device 20 may comprise a cellular inter-
face, which may be a GSM, USTM, 3G, LTE, or LTE-A
communication interface, which allows the portable user
device 20 to communicate with the computer over a pack-
etized connection to display information on and/or recon-
figure the locking system.

[0084] Various effects are attained by the access con-
trol system and portable user device according to em-
bodiments. For illustration, the user’s intent to be granted
access by the access control system 10 may be reliably
detected based on the propagation time of the acoustic
signal. No lengthy, time-consuming user interaction is
required for this purpose. Moreover, the decision to grant
access may be made based on the authorizations given
to the portable user device 20 and the propagation time
ofthe acoustic signal, butindependently of the orientation
in which the portable user device 20 is held. This reduces
the burden of the acts the user needs to perform to unlock
a door, for example. Moreover, the risk of fraudulent re-
laying attacks may be mitigated, as will be explained in
more detail with reference to Fig. 6.

[0085] Fig. 5 is aschematic view of a system 1 accord-
ing to an embodiment. A relaying attack is a fraudulent
procedure that can be detected using the techniques de-
scribed herein. A portable user device 20 is authorized
to unlock plural regions, e.g., by unlocking the electronic
locks of differentdoors 2, 8. In arelaying attack, a different
portable user device 31 relays radio signals 5 transmitted
from the portable user device 20 to the access control
system of the door 8 while the portable user device 20
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is being used to unlock a different door 2 remote from
the door 8. This may be done directly or via one or more
intermediate device(s) 32. The relayed radio signal(s) 5’,
5" may include information that, in the absence of further
safety measures, might be suitable to unlock the door 8.
However, using the techniques disclosed herein, the ac-
cess control system installed in the door 8 will determine
the propagation time of an acoustic signal 6’ between the
access control system of the door 8 and the portable user
device 20 from which the radio signal(s) 5 originate. The
propagation time allows the access control system of the
door 8 to detectthat the portable user device 20 is located
outside of a pre-determined distance range, which is in-
dicative of a fraudulent relaying attack. While relaying
attacks have been described in the context of doors
granting access to different areas, the detection of fraud-
ulent relaying attacks may also be suitable in other ap-
plications.

[0086] Operation and signalling between the access
control system 10 and the portable user device 20 will
be described in more detail with reference to Fig. 6 to
Fig. 11 below. For better understanding, the various sig-
nalling diagrams indicate transmissions of both radio and
acoustic signals, the latter being indicated by broken
lines.

[0087] Fig. 6 is a signalling diagram for illustrating op-
eration of the access control system 10 and the portable
user device 20. The access control system 10 may per-
form a presence detection 41. Presence of an object that
could be the portable user device 20 may be detected
based on a resonance frequency of a resonant circuit,
using optical techniques, or in other ways. One or several
radio signal(s) 42 may be transmitted between the ac-
cess control system 10 and the portable user device 20.
The radio signal(s) 42 may include a BLE advertising
signal and a BLE scan response. The radio signal(s) 42
may optionally include BLE connection setup signalling.
An acoustic signal 43 may be transmitted from the access
control system 10 to the portable user device 20 and/or
vice versa. A confirmation signal 44 or several confirma-
tion signals may carry information that allows the access
control system 10 to determine the propagation time of
the acoustic signal 43. It will be appreciated that, due to
the radio signalling, a common reference time may be
established by the access control system 10 and the port-
able user device 20, which may be used for determining
the propagation time of the acoustic signal 43. Data in-
dicating the authorization of the portable user device 20
for the unlocking operation may be included as payload
in the radio signal(s) 42 or the confirmation signal(s) 44.
An unlocking operation 57 may be performed by activat-
ing an electromechanical actuator. The unlocking oper-
ation 57 may be performed selectively if the propagation
time indicates that the portable user device 20 is within
a pre-determined distance range from the access control
system 10 and if authentication information indicates that
the portable user device 20 is authorized to be granted
access.
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[0088] Fig. 7 is a signalling diagram for illustrating op-
eration of the access control system 10 and the portable
user device 20. In the signalling illustrated in Fig. 7, the
access control system 10 may be operative in a BLE scan
mode and the portable user device 20 may be operative
in a BLE advertising mode. In the signalling illustrated in
Fig. 7, the access control system 10 may be operative
to transmit an acoustic signal 55, and the portable user
device 20 may be operative to detect the acoustic signal
55 and report the detection to the access control system
10.

[0089] The access control system 10 may perform a
presence detection 51. Presence of an object that could
be the portable user device 20 may be detected based
on a resonance frequency of a resonant circuit, using
optical techniques, or in other ways. In response to de-
tecting presence of an object that could be the portable
user device 20, the access control system 10 starts BLE
scanning in a BLE scan mode 52. The radio interface of
the access control system 10 may remain inactive until
presence of an object has been detected. It is the pres-
ence detection that may wake up the BLE interface from
an inactive or sleep state. Optionally, the radio interface
of the access control system 10 may intermittently wake
up for BLE scan mode operation, to ensure that the port-
able user device 20 could be detected via the radio in-
terface even if the presence detector does not work prop-
erly. The portable user device 20 may transmit a BLE
advertising signal 53 or several BLE advertising signals
which are detected by the access control system 10.
[0090] One or several radio signal(s) 54 may be trans-
mitted between the access control system 10 and the
portable user device 20. The radio signal(s) 54 may in-
clude a BLE scan response. The radio signal(s) 54 may
optionally include BLE connection setup signalling. An
acoustic signal 55 may be transmitted from the access
control system 10 to the portable user device 20 and/or
vice versa. A confirmation signal 56 or several confirma-
tion signals may carry information that allows the access
control system 10 to determine the propagation time of
the acoustic signal 55. The radio signalling allows a com-
mon reference time to be established by the access con-
trol system 10 and the portable user device 20, which
may be used for determining the propagation time of the
acoustic signal 55. Data indicating the authorization of
the portable user device 20 for the unlocking operation
may be included as payload in the radio signal(s) 54 or
the confirmation signal(s) 56. An unlocking operation 57
may be performed selectively, as described above.
[0091] Fig. 8 is a signalling diagram for illustrating op-
eration of the access control system 10 and the portable
user device 20. In the signalling illustrated in Fig. 8, the
access control system 10 may operate in a BLE scan
mode and the portable user device 20 may operate in a
BLE advertising mode. In the signalling illustrated in Fig.
8, the portable user device 20 may be operative to trans-
mit an acoustic signal 58, and the access control system
10 may be operative to detect the acoustic signal 58. The
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presence detection 51, BLE scan mode operation 52,
BLE advertising 53, and radio signal(s) 54 may be im-
plemented as described with reference to Fig. 7. The
acoustic signal 58 may be generated by the portable user
device 20. The acoustic signal 58 may be generated at
a fixed time, e.g., relative to a BLE scan response, or
information on the transmit time may be included in a
confirmation signal 59. Data indicating the authorization
of the portable user device 20 for the unlocking operation
may be included as payload in the radio signal(s) 54 or
the confirmation signal(s) 59. An unlocking operation 57
may be performed selectively, as described above.
[0092] Fig. 9 is a signalling diagram for illustrating op-
eration of the access control system 10 and the portable
user device 20. In the signalling illustrated in Fig. 7, the
access control system 10 may be operative in a BLE
advertising mode and the portable user device 20 may
be operative in a BLE scan mode 62. The access control
system 10 may start BLE advertising 63 when the pres-
ence detection 51 detects an object that could be the
portable user device 20. The radio interface of the access
control system 10 may remain inactive until presence of
an object has been detected. It is the presence detection
that may wake up the BLE interface from an inactive or
sleep state. Optionally, the radio interface of the access
control system 10 may intermittently wake up for BLE
advertising mode operation, to ensure that the portable
user device 20 could be detected via the radio interface
even if the presence detector does not work properly.
The access control system 10 may transmit a BLE ad-
vertising signal 63 or several BLE advertising signals
which are detected by the portable user device 20. The
subsequent transmission of additional radio signal(s) and
of the acoustic signal may be implemented in any one of
the various ways described with reference to Fig. 6 to
Fig. 8 above.

[0093] In any one of the embodiments, the acoustic
signal may have a frequency and/or duration and/or am-
plitude that may vary as a function of time. The acoustic
signal may be modulated, by varying the frequency, du-
ration, amplitude and/or time gaps between successive
pulses of the acoustic signal, to facilitate discrimination
of the sound signal from ambient sound. Alternatively or
additionally, these techniques may also be used to en-
code information in the acoustic signal.

[0094] The acoustic signal may comprise coded infor-
mation. The coded information may be unique for the
access control system at least in the locking system to
which the access control system belongs. Alternatively
or additionally, the coded information may depend on the
portable user device 20 which requests access. Safety
may be further increased thereby. The information may
be encoded in one or more of: a frequency of the acoustic
signal, a duration of the acoustic signal, an amplitude of
the acoustic signal, arepetition rate of the acoustic signal,
and/or a time delay between repetitions of the acoustic
signal, or combinations thereof.

[0095] The acoustic signal that is transmitted to verify
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that the portable user device 20 is located proximate to
the access control system may also be used as an au-
dible confirmation of the unlocking. l.e., when access is
granted, no acoustic signal in addition to the acoustic
signal thatis used for the propagation time measurement
is output by the access control system 10. If access is
denied, a different audible failure signal may be output
to indicate the failure of the access attempt.

[0096] The propagation time of the acoustic signal may
be evaluated to verify that the portable user device 20 is
located within a pre-determined range of less than 1 m,
less than 50 cm, less than 40 cm, or about 30 cm from
the access control system 10.

[0097] Fig. 10is aflow chart ofamethod 70. The meth-
od 70 may be performed by an access control system 10
according to an embodiment. At 71, the access control
system 10 determines, based on a propagation time of
an acoustic signal transmitted from the access control
system 10 to the portable user device 20 or vice versa,
whether the portable user device 20 is located within a
pre-determined distance range from the access control
system. At 72, accessis denied if the portable user device
20 is located outside of the pre-determined distance
range. At 73, if the portable user device 20 is located
within the pre-determined distance range from the ac-
cess control system, the access control system 10 de-
termines whether the portable user device 20 is held next
to the access control system 10 for a duration which is
at least a threshold time. At 76, if the duration does not
meet the threshold criterion, it is determined whether the
portable user device 20 is located outside of the area
protected by the access control system. An amplitude of
the acoustic signal may be compared to an amplitude
threshold for that purpose. At 77, credential verification
is performed. In this process, it is determined whether
the portable user device 20 is authorized to obtain ac-
cess. At 78, access is granted by activating actuator. At
74, ifthe duration meets the threshold criterion, credential
verification is performed. In this process, it is determined
whether the portable user device 20 is authorized to ex-
ecute a maintenance routine. At 75, a maintenance rou-
tine may be executed by the portable user device 20.
The maintenance routine allows the portable user device
20 to perform at least one of the following actions: reading
out locking states (locked/unlocked) of one or several
electronic locks; reading out charging states of batteries
of one or several electronic locks; reading out states of
one or several doors (closed/open); reading out other
operational data of one or several electronic locks; read-
ing out inspection protocols for one or several electronic
locks; performing programming tasks; and/or reading out
an electronic lock, e.g., by reading out which electronic
keys have been used to unlock the electronic lock in the
past. Steps 75 and 78 are executed only if the portable
user device 20 is authorized to perform these acts. A
specific authorization is necessary to perform step 75.
The specific, master-type authorization of the portable
user device 20 may be registered in the access control



21 EP 3 300 033 A1 22

system and/or a computer remote from the access con-
trol system.

[0098] Fig. 11 isaflow chartof a method 80. The meth-
od 80 may be performed by a portable user device 20
according to an embodiment. At 81, one or several radio
signals are exchanged between the access control sys-
tem 10 and the portable user device 20. At 82, the control
circuit of the portable user device 20 determines whether
an acoustic signal has been received from the access
control system 10. At 83, if the acoustic signal has been
received, a radio signal is generated to confirm receipt
of the acoustic signal. The radio signal may also include
information on a time of receipt or on the propagation
time of the acoustic signal. At 84, if no acoustic signal
has been detected, an output signal of an optical sensor
may be read out by the control circuit of the portable user
device 20. The optical sensor may comprise a photodi-
ode or a camera chip, as may be provided in a cellular
phone at any rate. Based on the output signal of the op-
tical sensor, at 85 the control circuit determines whether
the microphone of the portable user device 20 is likely to
be occluded. If the output signal of the optical sensor
indicates thatthe portable userdevice 20 is located within
an enclosure, such as a pocket, bag, or other enclosure,
the control circuit may determine that the microphone is
likely to be also occluded. At 86, if the control circuit has
determined that the microphone is likely to be occluded
because the portable user device 20 is in an enclosure,
a dedicated user confirmation may be requested. The
dedicated user confirmation may be requested via a user
interface of the portable user device 20, e.g., by requiring
the user to actuate a touchscreen area, button or other
confirmation element to confirm that access is intended.
At 87, if it is determined that the microphone is not oc-
cluded, the access request may optionally be repeated.
[0099] While embodiments have been described in de-
tail with reference to the drawings, modifications and al-
terations may be implemented in other embodiments. For
illustration, while access control systems and portable
user devices according to embodiments may have a BLE
interface for radio communication, other radio interfaces
may be used. The radio interfaces may be or may include
a legacy Bluetooth interface, a Long Term Evolution
(LTE) machine-to-machine (M2M) interface, a Zigbee in-
terface, or other radio communication interfaces. In any
one of the various embodiments, the interface(s) of the
access control system 10 and of the portable user device
20 may be operative to transmit and receive signals in
the 2.4 GHz band and/or other unlicensed bands.
[0100] While embodiments have been described in
which the access control system may be arranged within
an internal cavity of a locking cylinder or a smart door
handle unit, the access control system may also be im-
plemented in other forms. Forillustration, the access con-
trol system may be incorporated in a control panel for
installation adjacent to, but separately from a door. The
access control systems may not only be used to selec-
tively unlock doors, but may also be employed to grant
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access by selectively unlocking windows, grates, or other
elements that may be provided with an electronic lock
for safety reasons. While embodiments have been de-
scribed in which the portable user device may be a cel-
lular phone or an active transponder, the portable user
device may also take other forms.

[0101] The devices, systems, and methods according
to embodiments allow the user’s intent to request access
to be reliably determined while reducing the amount of
required user interaction. The risk of fraudulent relaying
attacks may be mitigated. The techniques may require
only little additional power consumption in the access
control system, which is beneficial in terms of battery
lifetime.

Claims
1. An access control system (10), comprising:

a radio interface (12) configured to communi-
cate with a portable user device (20),

an electroacoustic transducer (13, 14), and

a control circuit (11) coupled to the radio inter-
face (12) and to the electroacoustic transducer
(13, 14), the control circuit (11) being configured
to

trigger transmission of an acoustic signal (6;
43; 55; 58) between the electroacoustic
transducer (13, 14) and the portable user
device (20) in response to a signal (42; 53;
54) received from the portable user device
(20) at the radio interface (12); and

selectively activate an actuator (7) in an ac-
cess grant procedure based on a propaga-
tion time of the acoustic signal (6; 43; 55;
58) between the electroacoustic transducer
(13, 14) and the portable user device (20).

2. The access control system (10) of claim 1, wherein
the radio interface (12) is a Bluetooth Low Energy,
BLE, interface.

3. The access control system (10) of claim 2, further
comprising a presence detector (15) configured to
detect presence of the portable user device (20), the
control circuit (11) being coupled to the presence
detector (15) and being configured to selectively ac-
tivate the radio interface (12) based on an output
signal of the presence detector (15).

4. The access control system (10) of claim 3, wherein
the radio interface (12) is configured to start trans-
mission of or scanning for a BLE advertising signal
(53; 63) when the presence of the portable user de-
vice (20) is detected.
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The access control system (10) of any one of the
preceding claims,

wherein the control circuit (11) is configured to con-
trol the electroacoustic transducer (14) to generate
the acoustic signal (6; 43; 55) in response to the sig-
nal (42; 53; 54) from the portable user device (20),
and to process a confirmation signal (44; 56) re-
ceived at the radio interface (12) from the portable
user device (20) to determine the propagation time
of the acoustic signal (6; 43; 55); or

wherein the control circuit (11) is configured to mon-
itor an output signal of the electroacoustic transducer
(13) to determine the propagation time of the acous-
tic signal (6; 43; 58).

The access control system (10) of any one of the
preceding claims, wherein the control circuit (11) is
configured to selectively activate the actuator (7) if
all of the following conditions are fulfilled:

the propagation time indicates that the portable
user device (20) is located within a pre-deter-
mined range from the access control system
(10),

the portable user device (20) is authenticated to
be entitled to access, and

an amplitude of the acoustic signal (6; 43; 55;
58) indicates that the portable user device (20)
is located outside of the area to which access is
requested.

The access control system (10) of any one of the
preceding claims, wherein the acoustic signal (6; 43;
55; 58) is a sound signal, wherein the sound signal
comprises coded information; optionally wherein the
coded information is encoded in one or more of: a
frequency of the acoustic signal (6; 43; 55; 58), an
amplitude of the acoustic signal (6; 43; 55; 58), a
duration of the acoustic signal (6; 43; 55; 58), a rep-
etition rate of the acoustic signal (6; 43; 55; 58),
and/or a time gap between successive pulses of the
acoustic signal (6; 43; 55; 58).

A locking cylinder (3), door handle unit (4) or door
fitting assembly, comprising the access control sys-
tem (10) of any one of claims 1 to 7.

A portable user device (20), comprising:

a radio interface (22) configured to communi-
cate with an access control system (10),

an electroacoustic transducer (23, 24), and

a control circuit (21) coupled to the radio inter-
face (22) and to the electroacoustic transducer
(23, 24), the control circuit (21) being configured
to

control the radio interface (22) to transmit a
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signal (42; 53; 54) to the access control sys-
tem (10),

monitor an output signal of the electroa-
coustic transducer (23) to detect receipt of
an acoustic signal (6; 43; 55) from the ac-
cess control system (10) or control the elec-
troacoustic transducer (24) to generate an
acoustic signal (6; 43; 58), and

control the radio interface (22) to transmit a
confirmation signal (44; 56; 59) to the ac-
cess control system (10) after receipt or
transmission of the acoustic signal (6; 43;
55; 58).

The portable user device (20) of claim 9, wherein the
electroacoustic transducer (23, 24) comprises a mi-
crophone (23) and, wherein the control circuit (21)
is configured to monitor an output signal of the mi-
crophone to detect receipt of the acoustic signal (6;
43; 55) from the access control system (10) and to
control the radio interface (22) to transmit the con-
firmation signal to the access control system (10) to
confirm detection of the acoustic signal (6; 43; 55).

The portable user device (20) of claim 10, wherein
the confirmation signal (44; 56) includes time infor-
mation indicative of a time at which the portable user
device (20) received the acoustic signal (6; 43; 55)
or information on a propagation time of the acoustic
signal (6; 43; 55) between the access control system
(10) and the portable user device (20).

The portable user device (20) of any one of claims
9to 11, wherein the radio interface (22) is a Bluetooth
Low Energy, BLE, interface.

The portable user device (20) of any one of claims
9 to 12, further comprising

an optical sensor (25), wherein the control circuit
(21) is coupled to the optical sensor (25) and is
configured to selectively request, based on an
output signal of the optical sensor (25), a user
input action to confirm that access is intended;
and/or

a user interface (26) configured to output oper-
ational information associated with the access
control system (10) if the portable user device
(20) is positioned proximate the access control
system (10) for at least a threshold time period.

A system, comprising:

an access control system (10) of any of claims
1to 7, optionally wherein the access control sys-
tem (10) is integrated in a locking cylinder (3) or
a door handle unit (4); and

aportable user device (20) of any of claims 9-13.
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15. A method of controlling access, in particular for a
door having a lock (3) or a door handle unit (4) com-
prising the access control system (10) of any of
claims 1 to 7, the method comprising:

receiving a signal (42; 53; 54) from a portable
user device (20) at a radio interface (12), in par-
ticular a Bluetooth Low Energy, BLE, interface
of an access control system (10);

triggering transmission of an acoustic signal (6;
43; 55; 58) between an electroacoustic trans-
ducer (23, 24) of the access control system (10)
and the portable user device (20) in response
to the signal (42; 53; 54) from the portable user
device (20); and

selectively activating an actuator (7) in an ac-
cess grant procedure based on a propagation
time of the acoustic signal (6; 43; 55; 58) be-
tween the electroacoustic transducer (23, 24)
and the portable user device (20).
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