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(67)  Afacilityincludes a location node having a trans-
ceiver of wireless signals. It communicates with a central
hub and mobile devices in the facility. The nodes are
located in a specific location in the facility, and provide
data about the movement of the entities in the facility
relative to the location. This includes at least one of entry
into the location, departure from the location, amount of
time spent in the vicinity of the location; and the data
being transmitted to the operator in at least one of real
time or being for storage and analysis at a later time for

use by the operator. There can be a series of location
nodes in the facility. The nodes provide data about the
movement of the entities in the facility, such data includ-
ing the travel path of the entities in the facility. Multiple
cameras periodically photograph the facility, the cameras
being distributed about the facility; and transmitting the
photographs to a control station, which receives the data
from the location nodes and the photographs to constitute
line flow control information.
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Description
BACKGROUND

[0001] This application relates generally to monitoring
wireless devices and to messaging by wireless commu-
nication between wireless devices in a specific geograph-
ical location and facilitating the movement of entities in
and out and/or through the location.

[0002] In particular, the disclosure relates to improving
queuing inthe sense that entities in the location are better
served by permitting for shorter queuing and times in the
queue.

SUMMARY OF THE DISCLOSURE

[0003] The presentdisclosure relates to an apparatus,
system, and method for a facility includes a location node
having a transceiver of wireless signals. The node com-
municates with a central hub and mobile devices in the
facility. The nodes are located in a specific location in the
facility, and provide data about the movement of the en-
tities in the facility relative to the location. Includes at least
one of entry into the location, departure from the location,
amount of time spent in the vicinity of the location; and
the data being transmitted to the operator in at least one
of real time or being for storage and analysis at a later
time for use by the operator. There can be a series of
location nodes in the facility. The nodes provide data
about the movement of the entities in the facility, such
data including the travel path of the entities in the facility.
In one form the facility is a physically defined structure
formed by physical walls.

[0004] In one or more embodiments, the system in-
volves using a geographical zone, where the zone is se-
lectively a preconfigured geographical zone. The zone
includes a plurality of nodes. The system also includes
sending messages between one or more of the users
and one or more control stations, where the message
communications are targeted to at least one or multiple
users. The nodes are arranged in a multi-dimensional
sense, the multi-directional sense selectively being a
three-dimensional sense in the x, y and z axes or coor-
dinates. The system further includes obtaining and min-
ing data related to the location of a mobile user according
to the placement of nodes in a multi-dimensional sense.
[0005] In one or more embodiments, the system em-
ploys a Bluetooth™ equipped mobile personal device as-
sociated with a user, where the device communicates
with Bluetooth™ enabled location nodes in a mesh net-
work. The Bluetooth™ equipped mobile personal device
contains at least one specific algorithm to determine the
relatively precise location of the user within the mesh
network. Also, when the Bluetooth™ equipped mobile
personal device is within the range of certain location
nodes, specified events are triggered.

[0006] In one or more embodiments, the system in-
cludes the downloading of a commercial message, se-
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lectively an advertisement to the Bluetooth™ equipped
mobile personal device. The system further includes
transmitting to selected nodes the user’s location data.
The selected nodes transmit the data to a control center
via other nodes within selectively at least one of a mesh
network, relay stations, or intermediate supplementary
stations. The user’s location data is processed and an-
alyzed at selectively at least one of a control center or
an intermediate supplementary station.

[0007] In one or more embodiments, the system in-
cludes using a geographical zone, where the zone is mul-
ti-dimensional, and messaging a movable entity that has
a transponder or subscriber device. The device being
selectively a cell phone, personal digital assistant (PDA),
pager, computer, or device which is configured to be in
wireless communication with other devices through a
suitable network. In addition, the system includes loading
from a computing device to a memory in a transponder
or subscriber device a plurality of coordinates; mapping
the coordinates on a pixilated image wherein the as-
signed pixilated image is configurable; and forming a con-
tiguous array of pixels that enclose a shape in the pixi-
lated image to form the geographic space.

[0008] In one or more embodiments, the regulating
comprises at least one of monitoring, controlling, and vis-
ualizing the movement the individuals, the vehicles, or
the other moveable entities. The plurality of coordinates
are entered by a user of a computer device, and trans-
mitted to the transponder or subscriber device. The con-
trol center enters plurality of coordinates by selecting
points in a map, and calculates geographical coordinates
of each selected pointin the map. Also, the control center
enters the plurality of coordinates by entering on a com-
puter the longitude, latitude, and elevation. A multi-di-
mensional shape of a geographical area is the shape of
a non-regular geometrical shape. In the present system,
messages are communicated with entities according to
the location of the entities as mapped in the multi-dimen-
sional space.

[0009] In one or more embodiments, the system in-
cludes loading from a computing device to memory in a
transponder or subscriber device a plurality of coordi-
nates, wherein the plurality of coordinates identify a multi-
dimensional area; dividing the multi-dimensional area in-
to a grid; allowing at least one user to select at least one
section from within the grid in order to define a multi-
dimensional geographical region; and associating the at
least one section with at least one pixel in a pixilated
computer image of the multi-dimensional area such that
the pixels selected by the at least one user are identified
as being loaded in the multi-dimensional geographical
region. In some embodiments, the multi-dimensional ar-
ea is divided into a grid of three-dimensional squares or
rectangles, and the three-dimensional squares or rectan-
gles of the grid have at least one depth.
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DRAWINGS

[0010] The foregoing aspects and advantages of the
present disclosure will become more readily apparent
and understood with reference to the following detailed
description, when taken in conjunction with the accom-
panying drawings, wherein:

Figure 1 is a first diagram of nodes chained together
communicating with a base station and then through
the internet to a control center.

Figure 2is a second diagram of nodes and Blue tooth
communication modules chained together commu-
nicating with a base station and then through the
internet to a control center.

Figures 3A and 3B are an airport plan with doors for
entry and exit from the building terminal. Within the
terminal, there is an internal plan of an airport facility
showing queue metrics, being an overflow area
which is also the entry to the monitored area, the
serpentine where a queue develops to approach a
TSA checking area, an area where processing is
done and then the re-composure area after the TSA
processing, the exit from the TSA, and the terminal
areas beyond the TSA checking stations, including
stores, eating areas and the departure gates. There
are different nodes, a base station, cameras and
sensors. Queue measurements, queue paths, hard-
ware placement details, and queue metric details are
disclosed and shown. In Figure 45B, the approach
and departure areas relative to the terminal is shown
with automobiles and the parking structure associ-
ated with terminals.

Figure 4 is an airport plan with doors for entry and
exit from a building terminal. Within the terminal,
there is an internal plan of an airport facility showing
abaggage claim area with a baggage carousel, seat-
ing, restroom area and different nodes, a base sta-
tion, cameras and sensors.

DESCRIPTION

[0011] The present disclosure provides a system and
method that provides a location-based service to an op-
erator of a facility. In one form, the facility is a physically
defined structure formed by physical walls.

[0012] The facility includes a series of location nodes,
the location nodes including transceivers of wireless sig-
nals, and being for transmitting the signals received to a
central hub for processing the received signals. The
nodes are located in spaced apart positions in the facility.
The nodes are for wireless communication with movable
entities in the facility thereby to establish the location and
movement of entities in the facility, the entities having
wireless communicating units for transmitting signals
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wirelessly to the nodes

[0013] The nodes provide data about the movement
of the entities in the facility, and such data includes at
least one of entry into the facility, departure from the fa-
cility, amount of time spentin the vicinity of nodes located
in the spaced apart positions; the travel path of the enti-
ties in the facility.

[0014] There are multiple single shotand/orvideo cam-
eras for periodically photographing the facility, the cam-
eras being distributed about the facility. The photographs
are transmitted from the multiple cameras to a control
station. The control station receives the data from the
location nodes and the photographs to constitute line flow
control information.

[0015] The disclosure also includes people counters.
These are infrared sensors placed above doors, choke-
points and walkways and/orin or out of designated areas.
They are designed to count how many people cross a
threshold with a high degree of accuracy. Other forms of
people counters include break beam lasers and pres-
sure-sensitive flooring/floor mats.

[0016] The information from the nodes, camera and
sensors are aggregated and analyzed and constitute a
tool to plan operations in the facility and personnel as-
signment in the facility.

[0017] Users ofthe system, forinstance store or airport
operators as well as public shoppers or travelers can sign
in via an app or computer program remotely to determine
line conditions, in a simple manner similar to which map
datais made available by navigation apps. and programs
to facilitate travelling conditions on roads.

[0018] The data is for transmittal to the operator of a
facility in at least one of real time or for storage and anal-
ysis at a later time for use by the operator.

[0019] Inone form, the facility includes multiple check-
ing locations. A checking location can for instance be a
check out at supermarket or store or mall, a series of
stores, a security scanning checking place at an airport
facility, a ticket counter, or a baggage claim area at an
airport.

[0020] Persons leaving the facility need to pass
through at least one of the checking locations prior to
leaving the facility. The nodes are located in a physical
location to be related to different respective checking lo-
cations of the multiple checking locations. Data from the
location nodes includes at least one of the number of
entities passing through different checking locations, the
speed with which entities pass through the different
checking locations, the number of entities in the vicinity
of the different respective checking locations.

[0021] The facility can be a shopping business. The
check-out locations include registers for receiving pay-
ment for items purchased in the shopping business. The
data includes at least one of the entity check-out rate
from the facility; the entity entry volume to the facility, the
entity entry volume relative to different time periods; the
rate of entity entry to the facility, the rate at which entities
enter and leave the facility; the amount of time spent by
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different entities in the facility.

[0022] The data also relates to distinguish the number
of entities spending different amounts of time in the fa-
cility. The different check-out facilities are designated for
have the low volume shoppers in dedicated checking fa-
cilities and the data includes information about the num-
bers of low volume shoppers, high volume shoppers and
the rate of time shoppers spend in the facility and at the
checking locations.

[0023] The system can include two, multidimensional
such as three dimensional, geographical zones for char-
acterizing the movement and behavior patterns of a mo-
bile user moving through an array of the geographical
zones.

[0024] Where the location is a retail store, the store is
divided into multi-dimensional zones where the radius of
each zone is configurable, selectively from about three
to about thirty feet.

[0025] The nodes are detection devices that are radio
transmitter/receivers, placed at the center of each zone.
The devices are capable of detecting the zone entry and
exit events of mobile phones equipped with selectively a
Bluetooth, WI-FI and other short range radio technolo-
gies or NFC systems. Each device is an element or node
of a network connected to the Internet through a Wi-Fi
bridge or base station, and selectively there are several
separate networks formed by the nodes.

[0026] Asa mobile user moves through the store, zone
entry and exit events are collected, time stamped, and
passed along the networks to the Internet. The event trail
is routed to a remote server and placed in a database for
analysis where behavior details are extracted from the
entry/exit data.

[0027] The resultant data sets apply an algorithm to
manage checking lane allocations based on visitor rate
of entry and visitor rate of checking. The checking rates
are selectively used to determine lane allocations with a
capacity to check-out visitors at the same rate as they
are entering the store, thereby providing the opportunity
for a substantially continuous flow of visitors from entry
to exit.

[0028] The algorithm establishes a visitor checking
rate for small basket and large basket visitors from em-
pirical checking data. Visitor entry rate and visitor pathing
information is used to determine the number of small bas-
ket and large basket visitors.

[0029] The algorithm establishes checking rates which
are then used to determine the required number of lanes
to checking, the number of small and large basket visitors
atthe same rate as the rate of entry. The algorithm output
is selectively a daily timeline defining the number and
type of lane allocations, selectively express and normal
lanes. This can be selectively for each hour of the working
day for selectively each day of the week, thereby provid-
ing a tool for preplanning store operations and personnel
assignments.

[0030] In another form of the disclosure there is a lo-
cation-based service to an operator of afacility, the facility
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being a physically defined structure formed by physical
walls comprising providing in the facility with a location
node. The location node includes a transceiver of wire-
less signals, and is for transmitting the signals received
to a central hub for processing the received signals.
[0031] The node is located in a specific location in the
facility, and the node is for wireless communication with
movable entities in the facility thereby to establish the
location and movement of entities in the facility. The en-
tities have wireless communicating units for transmitting
signals wirelessly to the node. The node provides data
about the movement of the entities in the facility relative
to the location such data including at least one of entry
into the location, departure from the location, amount of
time spent in the vicinity of the location. The data is trans-
mitted to the operator in at least one of real time or being
for storage and analysis at a later time for use by the
operator.

[0032] The facility includes at least one checking loca-
tion, and persons passing through the facility should pass
through that at least one of the checking locations. Upon
exit should an entity not pass through a checking location,
the system determines that someone visited but did not
necessarily buy, or the visit was not converted to a sale.
Thus the nodes can be strategically placed in the facility
to permit the mining of the needed data. A node is located
in a physical location to be related to the at least one
checking location and wherein data from the location
nodes includes at least one of the number of entities
passing through the checking location, the speed with
which entities pass through the checking location, the
number of entities in the vicinity of the checking location.
[0033] The facility can be an airport terminal and the
checking facility is a security checking station. Selectively
there are multiple stations.

[0034] Inone form of the disclosure, there is a method
for alleviating queuing in grocery stores. This can be
around the concept that two or three dimensional geo-
graphical zones can be used to characterize the move-
ment and behavior patterns of a mobile user as the user
moves through an array of the geographical zones.
[0035] A retail store can be divided into two or three-
dimensional zones where the radius of each zone is con-
figurable, from three to thirty feet. Figure 31 illustrates a
zoned retail layout. The detection devices, small radio
transmitter/receivers, placed at the center of each zone,
and are capable of detecting the zone entry and exit
events of mobile phones equipped with either a Bluetooth
or WI-FI radio or NFC system. Each device is an element
or node of a network connected to the Internet through
a Wi-Fi bridge or base station as shown in Figure 39.
Typically, several separate networks are formed by the
nodes.

[0036] Asamobileuser moves through the store, zone
entry and exit events are collected, time stamped, and
passed along the networks to the Internet. Ultimately, the
event trail is routed to remote servers and placed in a
database for analysis where behavior details are extract-
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ed from the entry/exit data.
Data Analysis

[0037] The capability to characterize shopper patterns
and behavior with respect to daily and seasonal condi-
tions has provided insights and unique management op-
portunities previously unavailable to optimize resource
applications, labor allocation, and store operations.

Monitor System Hardware

[0038] The monitor system consists of three separate
element types: one or more nodes, one or more base
stations, and a remote system server

Nodes

[0039] The node is a small radio frequency (RF) re-
ceiver and transmitter (transceiver), approximately the
size of a deck of cards. It can be either a Bluetooth device
or a Wi-Fi device or NFC system. In either case, software
in the System Server contains its ID and the exact geo-
graphical location of its position in the retail layout as well
as the diameter of its assigned virtual zone area.
[0040] The Bluetooth node continuously transmits a
general inquiry message (3200 times per second) and
listens for a mobile device response. Mobile devices con-
tinuously listen for inquiries, and after receiving one, re-
spond with a message containing its unique Bluetooth
MAC address and its device type.

[0041] firmware in the node collects the MAC address,
type, and the node received signal strength (RSS), and
returns these information items, via the Internet, to the
Scan Service software resident in the Managed System
Server.

[0042] Atfter the initial reception from a mobile device,
its unique Bluetooth MAC address is registered and time
stamped. Subsequent messages are sampled at inter-
vals of one to thirty seconds, and an event trail time his-
tory is developed as the mobile device moves through
the array of zones, entering, dwelling in, and exiting from
one zone to another. Mobile device positions relative to
the node position are determined from the RSS data.
[0043] Zone proximity results are most effective when
the nodes are configured to transmit at very low outputs,
say around one-millionth of a watt.

[0044] Wi-Fi nodes operate in a completely passive
mode. No transmissions are involved. In all other re-
spects, they are identical to the Bluetooth nodes, Wi-Fi
nodes listen to mobile device Wi-Fi transmissions and
collect the same data items, i.e., MAC address, device
type and RSS, and return them to the Managed System
Server via the Internet.

Node network, Scatternet

[0045] The Bluetooth nodes in the system are capable
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of maintaining seven simultaneous communications links
with other Bluetooth devices. Two of those links are used
to form a network or chain with two other nearby nodes.
One such chain is shown in Figure 2 where four nodes
are connected. Data acquired by each node is passed
along the chain from one to another and finally through
the base station bridge to the Internet.

Base Station

[0046] The base station consists of two transceivers,
one a Bluetooth device, the other a Wi-Fi. The Bluetooth
device acts as a node connecting to one or more chains,
and passing data from the other nodes on the chain to
the Wi-Fi device, which then passes the data to the In-
ternet. A wired base station needs only a single radio.

Checkout Rate Derivation

[0047] The disclosed description delivers precise and
secure indoor passive consumer analytics via Bluetooth.
This helps drive revenue, optimize store formats, in-
crease operational efficiency, and deliver improved cus-
tomer satisfaction. No or minimal application is required
and no consumer action needed. The data is encrypted
and anonymized.

[0048] Using the disclosed technology, establishes
new benchmarks for grocers that include customers who
lane hop. This key driver of CSAT is a new benchmark
that is rewriting the lane optimization business

[0049] The system is applicable to mass transit loca-
tions with Wi-Fi providers, for instance at airports. The
Bluetooth technology provides a precise and secure pas-
sive analytics on the market. As cell phones such as
smartphones use Bluetooth, the system operates broad-
ly, and no or minimal application or consumer forced in-
teraction is required.

[0050] Positioning is by a continuous second polling of
the device thereby notlosing track of the customer (unlike
WI-FI network solutions). The polling of the device can
be at a regular rate (not increased), and the positioning
algorithm can be run more frequently as needed. The
precision as small as a 3’ radius zone, provides accurate
proximity in market. These features include

[0051] The method and system allows a user to control
and monitor individuals, vehicles and other movable en-
tities by using geographical zones. These zones can be
pre-configured geographical zones. Such zones have a
plurality of nodes. In different situations, messages can
be sent between one or more of these mobile users and
one or more control stations. The users can be a single
user or multiple users in a group with whom there are
message communications. The messages can be target-
ed to the one or multiple users.

[0052] The multi-dimensional sense can be a three-
dimensional sense in the x, y and z axes or coordinates.
The system allows for three-dimensional mapping ac-
cording to the placement of nodes in a three-dimensional
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sense. Further messages can be communicated with
movable entities according to their location in the three-
dimensional space, and the messages may be commer-
cial or emergency messages.

[0053] The nodes are preferably part of a mesh net-
work or other suitable network configuration. The nodes
preferably communicate with transponders or subscriber
devices that can be a cell phone, Personal Digital Assist-
ant (PDA) or similar device using the Bluetooth™ proto-
col.

[0054] In one particular aspect, there is the ability to
effect fine resolution determination of a movable entity’s
location. This can include three-dimensional mapping of
that location. Disclosed in the present application is an
apparatus and method for the relative precise three-di-
mensional mapping of a specific location. The apparatus
and method can utilize a Bluetooth™ equipped device
that communicates wirelessly via Radio Frequency (RF)
using Bluetooth™ protocol with location nodes in a mesh
network. The Bluetooth™ equipped device uses at least
one specific algorithm to determine its three-dimensional
location within the mesh network. This resulting location
data is used to generate a fine resolution map centering
on that specific location.

[0055] In another specific aspect, there is the ability to
obtain and mine data related to the location of a mobile
user. This can include an apparatus and method for min-
ing data relating to the relatively precise three-dimen-
sional location of a user. The apparatus and method can
employ a Bluetooth™ equipped mobile personal device
associated with a user that communicates wirelessly via
RF using Bluetooth™ protocol with location nodes in a
mesh network. The Bluetooth™ equipped mobile per-
sonal device contains at least one specific algorithm to
determine therelatively precise location of the user within
the mesh network. When the Bluetooth™ equipped mo-
bile personal device is within the range of certain location
nodes, specific events are triggered. These include, but
are not limited to, the downloading of appropriate adver-
tisements to the Bluetooth™ equipped mobile personal
device. In addition, the location nodes transmit the user’s
location data to a central station via other nodes within
the mesh network, relay stations, and/or intermediate
supplementary stations. The user’s location data can
then be processed and analyzed at the central station
and/or intermediate supplementary stations.

[0056] In another specific aspect, there is the ability to
provide a security support system utilizing three-dimen-
sional user location data. This can include an apparatus
and method for providing security support to mobile users
using three-dimensional location data of the users. The
apparatus and method can employ a Bluetooth™
equipped mobile personal device associated with a user
that communicates wirelessly via RF using Bluetooth™
protocol with location nodes in amesh network. The Blue-
tooth™ equipped personal device uses at least one
downloaded algorithm to determine the relatively specific
three-dimensional location of the user within the mesh
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network. When an emergency event occurs, a central
station and/or intermediate supplementary stations
transmit emergency notifications to the users that are
located within a specific group of nodes in the mesh net-
work. These emergency notifications are transmitted to
the users’ personal devices via other nodes within the
mesh network and/or through relay stations.

[0057] In one aspect, there is a method to define a
geographical zone, which can be in two or three dimen-
sions, and which can be utilized to regulate a movable
entity that has a transponder or subscriber device. The
device can be a cell phone, PDA, pager, computer or
similar device, which is configured to be in wireless com-
munication with other devices through a suitable network.
[0058] The method comprises loading from a comput-
ing device to a memory in a transponder or subscriber
device a plurality of coordinates. The coordinates are
mapped on a pixilated image so as to assign one pixel
to each coordinate of the plurality of coordinates. The
distance between each assigned pixel is configurable.
The plurality of assigned pixels are connected with lines
forming a contiguous line, and the connected line enclos-
es an area in the pixilated image. The pixels that lie on
the lines in order to form a contiguous array of pixels that
enclose a shape in the pixilated image are activated. In
another aspect, the method to define a geographical
zone allows for regulation of the movable entity by mon-
itoring, controlling and visualizing the status of the entity.
The status of the entity may be movement, non-move-
ment, and position of the entity. The movable entity is
controlled and monitored depending on the location of
the movable entity relative to said geographical zone.
[0059] In another aspect, the plurality of coordinates
are entered by a user of a computer device and trans-
mitted to the transponder or subscriber device. The user
is allowed to enter geographical coordinates in a three-
dimensional sense by allowing a user to select points in
a map in a computer by clicking on the map and calcu-
lating the geographical coordinates of each selected
point in the map. In another aspect, the user is allowed
to enter geographical coordinates by typing on the com-
puter the longitude and latitude. The plurality of geo-
graphical coordinates can have defined either by various
systems including, but not limited to, the Mercator system
and/or a latitude and longitude system.

[0060] In yet another aspect, the position of the mov-
able entity in relation to the geographical zone as de-
scribed in the method to define a three-dimensional ge-
ographical zone is determined by the steps of locating
the transponder or subscriber device within the pixilated
image by activating a pixel corresponding to the geo-
graphical coordinates where the transponder or sub-
scriber device is located. Two vertical lines are extended
in opposite directions and originating from the pixel, two
horizontal lines are extended in opposite directions and
originating from the pixel. The number of times each line
crosses the boundary of the geographical zone is deter-
mined, and an outside status is assigned to each line that
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crosses the boundary an even number of times. Aninside
status is assigned to each line that crosses the boundary
an odd number of times. The transponder or subscriber
device is identified as being inside the boundary if the
status of three out of four lines indicate an inside status.
[0061] In another aspect, a subscriber device has a
ground- or elevation-positioning system receiver that cal-
culates the transponder or subscriber device coordi-
nates, and allows a user or control center to identify the
location of the movable entity in the pixilated image as
one pixel in the computer image.

[0062] In another aspect, the geographical area is a
geometrical shape such as a square, rectangle, triangle,
circle, oval, or trapezoid in two or three dimensions. The
shape of the geographical area can also be the shape of
a non-geometrical shape such as the shape of the border
delimiting a building, address, street, state, city, county,
or country.

[0063] In one aspect, there is a method to define a
geographical zone in two or three dimensions utilized to
regulate a movable entity having a transponder or sub-
scriber device. The method comprises allowing a user to
enter a plurality of waypoints, each waypoint in the plu-
rality of waypoints being defined by a geographical co-
ordinate and a radius; wherein the geographical coordi-
nate in two or three dimensions is represented by a lat-
itude and longitude and elevation, and the radius is rep-
resented by a distance magnitude; and loading the plu-
rality of waypoints on a transponder or subscriber device.
[0064] In another aspect, the transponder or subscrib-
erdevice can determine whether the transponder or sub-
scriber device is inside or outside the geographical zone
in two or three dimensions by obtaining global positioning
coordinates, and calculating whether the global position-
ing coordinates are inside at least one waypoint of the
plurality of waypoints. The shape of the geographical ar-
ea is the shape of a non-geometrical shape. The eleva-
tion relationship and positions can be determined by
nodes set at different elevation levels.

[0065] In another aspect, all waypoints in the plurality
of waypoints have the same coordinate but different radii,
such that all the waypoints in the plurality of waypoints
are concentric.

[0066] In one aspect, there is a method to identify a
geographical area in one, two, or three dimensions for
regulating a movable entity. The method comprises al-
lowing a user to identify a geometrical area, region or
space in a computer map. The geometrical area, region
or space uses two or more coordinate attributes, and the
identified geometrical area, region or space is divided
into a grid. A user is allowed to select at least one section
from within the grid in order to define a geographical area,
region or space. The at least one section is associated
with at least one pixel in a pixilated computer image such
that the pixels selected by the user in the identified geo-
metrical area are identified as being in the geographical
area, region or space. The pixilated computer image is
loaded to a memory in a transponder or subscriber de-
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vice.

[0067] Inanotheraspect, the pixilated computerimage
has a directly proportional number of columns and rows
as the identified geometrical area, region or space. Al-
ternatively, the pixilated computer image has the same
number of columns and rows as the identified geometri-
cal area, region or space. In another aspect, the geomet-
rical area, region or space is rectangular or circular. In
yet another aspect, a second geographical area, region
or space is defined by a plurality of geographical areas,
regions or spaces.

[0068] In one or more embodiments, the identified ge-
ometrical area, region or space is divided into a grid of
three-dimensional squares and/or rectangles. The three-
dimensional squares and/or rectangles of the grid may
have various depths. The user is allowed to select at least
one section from within the three-dimensional grid in or-
der to define a three-dimensional geographical area, re-
gion, or space. The at least one section is associated
with at least one pixel in a pixilated computer image such
that the pixels selected by the user in the identified geo-
metrical area are identified as being in the three-dimen-
sional geographical area, region or space. The pixilated
computer image is loaded to a memory in a transponder
or subscriber device.

[0069] In yet another aspect the movable entity has a
transponder or subscriber device associated with the en-
tity and located in the geographical area, region or space.
A position of the transponder or subscriber device is ob-
tained from a ground or elevation positioning unit oper-
ably connected to the transponder or subscriber device.
The position of the transponder or subscriber device is
correlated in the geographical area, region or space to a
representative position of the transponder or subscriber
device in the pixilated computer image. The representa-
tive position of the transponder or subscriber device is
determined as to whether the pixilated computer image
falls on a pixel that is flagged as being in the geographical
area, region or space.

[0070] The present disclosure provides a solution for
providing wireless communication devices with relatively
precise location awareness, system monitoring and ar-
ea-specific messaging capabilities in environments
where an accurate GPS position may not be able to be
acquired, such as within a multi-story building.

[0071] The system-monitoring component performs
health checks and validity tests on location nodes within
an enabled environment, while the area-messaging com-
ponent provides area-specific messaging to enabled
wireless communication devices.

[0072] As used in this disclosure, "location node" is a
stationary programmable device with a wireless trans-
ceiver, which is "Bluetooth™" capable for example, and
a micro-controller. The location node is preferably pro-
grammed with one or more of its own device or "friendly"
name-selection parameters, geographical positions,
max power settings, installation identifiers, floor numbers
and payload types.
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[0073] A wireless communication device operable to
detecta plurality of location nodes is disclosed. Awireless
communication device periodically interrogates its envi-
ronment and determines which location node is most
practically near. The wireless communication device
then communicates to that location node, and requests
that any additional data information relevant to the spe-
cific location associated with that location node be sent
back to the wireless communication device.

[0074] The mostpractically near node is defined as the
node that is located at the closest accessible location to
the movable entity. For example, a wireless communica-
tion device located on the second floor of a multi-story
building may be closest to a location node located on the
ceiling of the first floor, and may be next closest to a
location node located on the second floor. Although the
location node on the first flooris actually closerin distance
to the movable entity than the location node on the sec-
ond floor, since the location node on the first floor is not
easily accessible to the movable entity located on the
second floor, the location node on the second floor will
be considered the most practically near node to the mov-
able entity.

[0075] In one or more embodiments, the present dis-
closure relates to a system and method for the monitoring
of and messaging to wireless communication devices
within a predefined space, wherein the wireless commu-
nication device can be any wireless communication de-
vice with receiving and transmitting capabilities such as
a cell phone, PDA, lap top computer, desktop computer
and pager. The system and method utilizes, inits simplest
form, at least two elements: at least one wireless com-
munication device and at least one location node. When
the system is activated, the wireless communication de-
vice will determine all of the location nodes within range.
The wireless communication device will then determine
the location of the most practically near location node.
The wireless communication device can then request in-
formation specific to its location from this most practically
near location node.

[0076] It should be appreciated that for simplicity and
clarity of illustration, elements shown in the Figures and
discussed below have not necessarily been drawn to
scale. For example, the dimensions of some of the ele-
ments are exaggerated relative to each other for clarity.
[0077] Management and monitoring devices of assets
and individuals that use ground positioning systems allow
users to track the position of individuals, vehicles, cargo
and other movable entities. The method and system de-
scribed below utilizes a transponder or subscriber device
that communicates over cellular and satellite communi-
cation networks in combination with GPS satellites ca-
pable of providing position and status information of the
movable entity on a global scale. Additionally, there is
the ability for more precise monitoring of assets and in-
dividuals. The transponder or subscriber device allows
interaction with and control of a wide range of peripheral
devices, including, but not limited to, operating the mov-
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able entity according to pre-configured geographical
zones and triggered events.

[0078] A transponder or subscriber device can be
mounted, attached, manufactured or otherwise included
upon or in various articles or entities. Such individuals,
articles or entities may include vehicles, aircraft, cargo,
persons, animals or any other item where tracking its
movement and/or location is beneficial. Within the con-
text of the disclosed tracking system, the transponder or
subscriber device works to collect, process and commu-
nicate information about the movable article or entity to
which the transponder or subscriber device is associated.
Furthermore, when requested, the transponder or sub-
scriber device can issue various commands and instruc-
tions to the local article, entity, and/or command center.
[0079] The transponder or subscriber device has the
features, flexibility, and capability of an intelligent device.
The transponder or subscriber device may contain a Cen-
tral Processing Unit (CPU). The CPU has at least a 4-bit
processor, which can interface with at least one modem
(cellular, satellite, and others), at least one GPS receiver,
at least one memory module, and/or other peripheral de-
vices. Other components of the transponder or subscrib-
er device may include, but are not limited to, at least one
GPS antenna, at least one modem antenna, at least one
serial port for communication and configuration, and at
least one multiple connector pin which contains at least
one input and at least one output. The at least one input
and output are configurable to be associated with a con-
figurable event or configurable operation.

[0080] The transponder or subscriber device can in-
clude many different combinations of the components
listed above and/or similar components. For example, a
transponder or subscriber device may have two modems,
where one modem is a satellite modem and one modem
is a cellular modem. Additionally, a transponder or sub-
scriber device can contain a Bluetooth™ equipped re-
ceiver, Bluetooth™ equipped transmitter, Bluetooth™
equipped transceiver, and/or GPS receiver in combina-
tion with the other components. In one or more embod-
iments, any or all of the components are co-located on
the same integrated circuit (IC) chip within the transpond-
er or subscriber device. The components of the trans-
ponder or subscriber device depend upon which capa-
bilities the movable entity requires.

[0081] Among its many capabilities, the CPU of the
transponder or subscriber device can be configured to
manage configurable events or configurable operations.
Managing events means that among other capabilities,
the transponder or subscriber device canreport, observe,
recognize, process, and analyze numerous configurable
events or configurable operations. In addition, the trans-
ponder or subscriber device can give and respond to var-
ious commands, effectuate numerous events in its local
installation, and contain a history recording component.
[0082] An event message can be triggered by physical
and logical events including the event message itself
and/or other such information. Other such information
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includes, but is not limited to, latitude, longitude, eleva-
tion, speed, direction, time, state of all the inputs, state
of all outputs, event reason or source, and/or any other
relevant information concerning the entity.

[0083] The transponder or subscriber device is config-
urable to include as few or as many configurable logical
events or physical events as the user desires. Events
may be physical or logical. Logical events may be based
on rules using a combination of the GPS position of the
movable entity, and one other factor, such as time or
speed. However, logical events can be based upon a
combination of factors. Physical events are those events
that are physically manifested by the individual, the ve-
hicle, or the object being tracked.

[0084] Other configurable events or configurable op-
erations include the location of the vehicle, individual or
object in terms of latitude, longitude, and/or elevation;
the time and corresponding location of the last config-
urable event reported; the direction of the vehicle, indi-
vidual or object; the state of any assigned inputs or out-
puts or change thereof; a pre-selected distance; a pre-
selected time interval; pre-selected intervals based upon
date and time reference; a pre-selected schedule for re-
porting and recording any of the configurable events or
configurable operations; a pre-selected speed; length of
relative stationary time; and length of non-movement for
an individual or object.

[0085] Additional configurable events or configurable
operations include the entering or exiting of a pre-set
waypoint or a pre-set zone in a multi-dimensional space
such as two or three dimensions being the longitude,
latitude and elevation coordinates, namely the x, y and
z coordinates. A waypoint is a circular, cylindrical, or
spherical area defined by a geographical center point
and radius in the multi-dimensional space. The area or
space defined by the waypoint is configurable by chang-
ing the radius and the position of the geographical center
point. A zone is an irregular region defined by a series
of line segments enclosing an area or space.

[0086] The configurable events or configurable oper-
ations or combinations thereof can be processed in order
to transmit a specific message, respond to a specific que-
ry or command, enable or disable a specific mechanism,
or recognize a specific event. For example, the CPU can
be configured to process that, if at a pre-selected time
the individual, vehicle or object has not moved a pre-
selected distance, then the transponder or subscriber de-
vice is sent a command to alter the state or conditions of
the individual, vehicle, object, transponder or subscriber
device.

[0087] The configurable events or configurable oper-
ations may occur in many situations. These situations
include, but are not limited to, where configurable events
or configurable operations occur in response to a com-
mand; where configurable events or configurable oper-
ations occur in response to a query, or where configura-
ble events or configurable operations occur upon recog-
nition of pre-selected conditions.
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[0088] Configurable boundaries or geographical
zones may also be employed and can be configurable
to any shape the user desires. For example, the boundary
or zone can trace the border of a building, floor of a build-
ing or structure, part of a building, part or whole of a fa-
cility, acampus, a select portion of a building falling within
a GPS address designation, a stateline, or trace the route
of a selected highway or path. The boundary or zone can
trace the border of the premises of a school zone, a no-
fly zone, a city, etc. The boundary or zone can also be a
geometric shape or non-geometric shape in a multi-di-
rectional coordinate sense. A further benefit of the
present disclosure is that the transponder or subscriber
device can be updated and configured locally or wire-
lessly.

[0089] There can be a passenger counter, which can
interface with several door infrared motion sensors for
the purpose of counting the number of people entering
or exiting from atleast one door of, forinstance, a building
or a room. A serial port can also be used to test and
configure applications within the transponder or sub-
scriber device. In one embodiment, the serial port func-
tions as a programming port which is used when pro-
gramming the unit for the first time or re-programming
the unit's core program.

[0090] The indicators associated with the transponder
or subscriber device can be for any type of connection,
signal, power level, status, and any other similar com-
munications. In one embodiment, an indicator is a light-
emitting diode (LED) that appears red when the trans-
ponder or subscriber device has power connected to it.
Another indicator can be an LED that blinks green at a
rapid pace when the GPS receiver is establishing a con-
nection and slowly blinks green when a connection is
established. Another indicator can be an LED light that
blinks green for every message received, and red for
every message sent. Another indicator can be an LED
that is red when the cellular modem is roaming, and is
green when it is at home.

[0091] Events can be physical or logical. Physical and
logical events trigger the sending of a message over the
air when certain conditions are met. Most logical events
are based on rules using a combination of the GPS po-
sition and one other factor, such as time or speed. The
event message triggered by physical and logical events
includes, but is not limited to, the event message itself,
and such information including latitude, longitude, speed,
direction, time, state of all the inputs, event reason or
source, and any other relevant information. The logical
events are usually software driven, calculation based,
and typically draw from GPS positions and/or positions
from location nodes. The transponder or subscriber de-
vice is configurable to include as few or as many logical
events as the user desires. One embodiment includes at
least six different configurable logical events.

[0092] The first logical event of one embodiment is a
feature that reports the last known location of the trans-
ponder or subscriber device for a specified interval of
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time. The status report to the user may consist of other
parameters such as latitude, longitude, speed, direction,
time and the state of the inputs. An example of a first
logical event is where the user configured the time re-
porting interval for 60 seconds. This means that in this
scenario, the last known location status and applicable
parameters are reported every 60 seconds. This time-
reporting feature gives the user flexibility, and the option
to lower the cost of data transmission.

Geofencing

[0093] The next logical event of one embodiment is a
"geofencing" feature, which is the creation of a config-
urable boundaries or geographical zones feature. This
feature consists of generating events when the trans-
ponder or subscriber device travels through waypoints
and zones. A configurable boundary or geographical
zone may be constructed through a combination of way-
points and/or zones. Because of this combination, the
configurable boundary or geographical zone can be con-
structed in a very specific shape, which allows for the
outlining of specific borders or routes. A waypoint is a
circular area, cylindrical area, or spherical area defined
by a geographical center point and radius. The area de-
fined by the waypoint is configurable by changing the
radius and the position of the geographical center point.
Thus, the boundary created by the waypoints and zones
is configurable.

[0094] In one embodiment, the transponder or sub-
scriber device is loaded with a plurality of waypoints, each
waypoint is defined by a coordinate and a radius. A zone
can be defined by a plurality of waypoints. Thus, for ex-
ample, a building, campus, part of a building, and/or a
city can be defined by two waypoints in multiple dimen-
sions.

[0095] Using GPS data, the transponder or subscriber
device, for example, can calculate whether it is located
within two waypoints that define a city in two dimensions
or three dimensions, namely longitude, latitude, and el-
evation. If the transponder or subscriber device deter-
mines that it is located inside one of the two waypoints,
then the transponder or subscriber device assumes that
it is within the limits of the city.

[0096] The third dimension, namely the elevation, is
defined by nodes located at different levels of elevation
with which the transponder or subscriber device commu-
nicates. Also, more precise longitude, latitude, and ele-
vation coordinates can be defined by the nodes, inaman-
ner normally beyond GPS precision and ability.

[0097] Azoneisanirregular region defined by a series
of line segments enclosing an area. In one embodiment,
each zone contains 3 to 256 or more deflection points
for creating the line segments defining this irregular area.
In one embodiment, this irregular area can create a con-
figurable boundary or a geographical zone. The proper-
ties of a zone include a name, description, and a flag
determiningifthe zone is an off-limits zone or an enclosed
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zone.
[0098] In one embodiment, a geographical zone may
be created by selecting a plurality of coordinates and
downloading the coordinates to the transponder or sub-
scriber device. The plurality of coordinates may be in the
Mercator system. Next, the transponder or subscriber
device assigns each coordinate to a pixel in a pixilated
image that is loaded in the transponder or subscriber
device. In order to perform the assignment, the trans-
ponder or subscriber device utilizes logic to define a
"bounding" square or box around the plurality of coordi-
nates. Then the bounding box is pixilated, and the pixels
where all the coordinates fall are marked as activated.
Once the pixels for each coordinate are assigned, lines
are extended from one pixel to the next so as to form an
enclosed area in the pixilated image. The pixels that lie
in the path of the lines between the activated pixels are
also activated. Thus, an enclosed and contiguous line of
pixels is formed.

is exceeded, the position packet is discarded.

[0099] In exemplary embodiments, the mobile device
ofthe presentdisclosure is a Bluetooth™ enabled device.
In one or more embodiments, the mobile device is a cell
phone, a laptop computer, a pager, a PDA, or any other
wireless communication device with the ability to receive
the detailed mobile device location information from at
least one location node. The type of wireless communi-
cation employed by the systemincludes, butis not limited
to, radio frequency (RF) communications and/or infrared
communications.

[0100] The mapping of the geographical space is af-
fected in a three-dimensional sense, selectively being
defined by x, y and z axes or coordinates, which in some
embodiments may correspond to latitude, longitude, and
elevation. The nodes are enabled to communicate using
GPS and/or Bluetooth™ protocol. The nodes are located
at various locations within the geographical space, which
comprises of at least one zone. The zones are typically
defined as non-regular geometrical shapes. Such a non-
regular shape is something differentfrom a circle, square,
rectangle, or a series of straight lines defining a bounded
area. As such, the lines defining the non-regular geomet-
rical shapes are irregularly shaped and/or curved to de-
fine the irregularity. In some embodiments, users have
the ability to define and change the boundaries of the
zones employed by the system.

[0101] Inone ormore embodiments, the nodes are en-
abled to communicate using Bluetooth™ protocol to ef-
fect communications between nodes and mobile devic-
es, which are each associated with at least one user. In
some embodiments, the mobile devices are also enabled
to communicate with each other using Bluetooth™ pro-
tocol. The nodes are selectively part of a mesh network,
or other suitable network configuration. The nodes se-
lectively communicate with mobile devices associated
with users. The mobile devices 4010 being selectively a
cell phone, PDA, pager, or other computer device.
[0102] In different systems, the zone is affected in two
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or three dimensions, and this can be used to regulate the
location of a user. The user can be a movable entity that
is associated with a transponder or subscriber device.
The transponder or subscriber device being selectively
acell phone, PDA, pager, computer, or device configured
to be in wireless communication with other mobile devic-
es and with nodes in a wireless communication network.
[0103] Mapping is attained by loading a plurality of
mapping coordinates from a computer device to a mem-
ory module of a transponder or subscriber device, or by
the user directly loading a plurality of mapping coordi-
nates to a memory module of the transponder or sub-
scriber device. The mapping coordinates are used to
generate a pixilated image. The pixilated image is con-
figured to form a contiguous array of pixels that enclose
a shape in the pixilated image, whereby the enclosed
shape forms a geographical space.

[0104] A user can enter geographical coordinates on
a computer device, or on a transponder or subscriber
device 4010, by entering numerical values for the coor-
dinates of a specific location or locations. For example,
the user can enter numerical values for the longitude,
latitude, and elevation of a specific location. Conversely,
auser can enter geographical coordinates on a computer
device, or on a transponder or subscriber device 4010,
by selecting points on a map displayed on a display
screen by using a cursor to click on those point locations
on the map. The computer device, or transponder or sub-
scriber device 4010, will calculate the corresponding ge-
ographical coordinates for each point on the map that
has been selected by the user.

[0105] The system for mapping a geographical space
comprises communicating mapping data between com-
munication nodes and at least one selected mobile com-
munication device. An array of communication nodes is
arranged about a two- or three- dimensional geographi-
cal space. One or more different mobile communication
devices are in communication with different communica-
tion nodes when the devices are within range of one or
more selected nodes. A mobile device is associated with
the respective nodes such that the mobile device is lo-
catable within the three-dimensional space.

[0106] In a store environment, special advertisements
can be offered to a user, depending on the user’s per-
ceived shopping habits or motion throughout the store.
For instance, a person who spent a lot of time in the
camera department of the store can strategically be mes-
saged about promotions from that specific department.
The behavior of the user can be part of the profile. Be-
havior of a user can include, but is not limited to, the
amount of time the user spent in the vicinity of different
nodes within the environment, the purchasing patterns
of the user, the product or service preferences of the
user, the commercial enquiries of the user, the dining
preferences of the user, and the entertainment prefer-
ences of the user. In one or more embodiments, a control
system is used to generate a profile of a user. For exam-
ple, if the user purchased various different products, this
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product purchasing data can be fed into a control system
to create and/or update the user’s profile.

[0107] In a hotel environment, for instance, a casino,
a past profile of a user can be preloaded onto a mobile
device associated with that user when the user checks
into the hotel. The past profile may have been generated
from the user’s behavior during the user’s prior stays at
the hotel. This past profile can be updated according to
the user's movement throughout the hotel and actions
during the user’s stay at the hotel.

[0108] Inone or more embodiments, the mobile devic-
es are Bluetooth™ equipped. The mobile devices com-
municate via RF using Bluetooth™ protocol to Blue-
tooth™ enabled location nodes in a mesh network. When
a mobile device is located within the range of certain lo-
cation nodes, specific events are triggered. These spe-
cific events include, but are not limited to, the download-
ing of a commercial message, such as an advertisement,
to the user’s mobile device for the user.

[0109] The selected nodes can communicate the loca-
tion information of the mobile device associated with a
user. The selected nodes will transmit the location infor-
mation to a central station either directly or via other
nodes within at least one mesh network. The mesh net-
work may include the use of relay stations and/or inter-
mediate supplementary stations.

[0110] The mobile personal devices associated with
users are Bluetooth™ equipped, and communicate wire-
lessly via RF using Bluetooth™ protocol to location
nodes. When an emergency and/or security event oc-
curs, a central station and/or intermediate supplementary
station transmits emergency and/or security notifications
to mobile devices associated with users located within
at least one specific geographic zone of nodes in a mesh
network. The emergency and/or security notifications are
transmitted to the users’ personal devices selectively via
at least one node within a mesh network, or via at least
one node and through at least one relay station.

[0111] The disclosure also includes an airport facility
comprising a door for entry into the facility from an outside
position from the facility. There is a first zone between
the door and a security checking location within the facility
and the security checking location. There is a second
zone beyond the security checking location and providing
information of movement of persons from the first zone
through the security checking location and into the sec-
ond zone.

[0112] The system provides a location based service
to an operator of a facility-comprising a location node in
the facility, the location node including a transceiver of
wireless signals for transmitting the signals received to
a central hub for processing the received signals. The
node is located in a specific location in the facility, and
the node is capable of communicating wirelessly with
movable human entities in the facility entities thereby to
establish the location and movement of human entities
in the facility. The entities have wireless communicating
units such as smart phones for transmitting and receiving
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signals wirelessly with the node. Each unit is unique for
each human entity.

[0113] The node includes a detection device, and the
device includes a radio transmitter/receiver, the device
being capable of detecting the zone entry, dwell and exit
events of the human entities, and wireless communicat-
ing units of human entities.

[0114] Thewireless communicating units are equipped
with a Bluetooth and WI-FI radio.

[0115] The node is capable of providing data about the
movement of the human entities in the facility relative to
the location such dataincluding the entry into the location,
the departure from the location, and the amount of time
spent in the vicinity of the location.

[0116] The data transmission to the operator is in at
least one of real time or being for storage and analysis
at a later time for use by the operator. There is an algo-
rithm, executable by a computer processor, for process-
ing the data. The data includes entry into the location and
departure from the location; and the data including infor-
mation of the number of entities in the vicinity of the se-
curity checking location within the facility zone.

[0117] There is one camera or multiple cameras for
periodically photographing the facility, the cameras being
distributed about the facility. Photographs are transmit-
ted from the multiple cameras to a control station. The
control station receives the data from the location nodes
and the photographs to constitute line flow control infor-
mation. Selectively the facility can include a sensor for
counting entities at or passing through or past selected
locations.

[0118] The information is a tool to monitor and/or plan
operations in the facility and personnel and employee
assignment such as check in personnel, check out per-
sonnel, security checking personnel in the facility. Per-
sonnel employed in a facility may have tags or badges
with a transponder for communication with the nodes.
There is a screen with information of movement of per-
sons from the first zone through the security checking
location and into the second zone as mapped in the first
zone and second zone. The screen is a tool to monitor
and/or plan operations in the facility and personnel as-
signment in the facility.

[0119] The airport facility includes a series of location
nodes in the facility. The location nodes include trans-
ceivers of wireless signals, and transmit the signals re-
ceived to a central hub for processing the received sig-
nals. The nodes are located in spaced apart positions in
the facility.

[0120] The airport facility includes at least one check-
ing location. Persons passing through the facility need
to pass through at least one of the checking location, and
wherein a node is located in a physical location to be
related to the at least one checking location. The algo-
rithm relates the data, and the data from the location
nodes includes at least one of the number of entities
passing through the checking location, the speed with
which entities pass through the checking location, and
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the number of entities in the vicinity of the checking lo-
cation.

[0121] There are additional aspects of the disclosure
for flow and/or line control.

SOLUTION

[0122] The disclosure includes a passive indoor flow
and/or line management and/or shopper analytics sys-
tem, apparatus and method for line managementin shop-
ping environments, airports, passenger terminals of dif-
ferent kinds, sports stadiums, theatres, shopping malls,
entertainment areas and venues where lines of people
accumulate. There is an accuracy within about 1 meter.
[0123] The disclosure monitors, observes, aggregates
and analyzes line data, in-store location data via indoor
positioning nodes. There are easily installed, the discreet
nodes (about the size of adeck of cards) which are placed
strategically throughout a brick and mortar location and
set to dynamically sized zones. The flexible zones can
cover a broad range, 1-10 meters (3 to 30 feet).

[0124] In some cases, there can be monitoring of and
/or within parking structures and approaches to parking
structures and airport or terminal facilities. In these cas-
es, the monitoring is of smart communication devices
which maybe in automobiles or with persons in automo-
biles.

[0125] This advanced method of measuring indoor
customer location, and also persons standing in a line
puts actionable data and insights at a user’s control. Data
is presented in graphical dashboards that include behav-
ioral snapshots, gauges, graphs, heat maps and trending
data. Reports include individuals such as traveler’s, pas-
senger’ s, shopper’s path, dwell time, traffic density and
other metrics delivered by display, department, location,
region, and national views.

[0126] The disclosure includes a system and method
for determining a user’s path. There is a server arranged
to receive location data of a communication device as-
sociated with the user, the location data defining the de-
tected position of the communication device at a number
of different points in time. The location server is further
arranged to receive data associated with the location da-
ta indicative of the order in which the location data was
determined. The server is further arranged to compare
the received location data and zone data defining a plu-
rality of zones and to associate the received location data
with one of the plurality of zones.

[0127] The user’s path passing through a zone defined
by the associated location data and the associated data
is determined. Also there is the storage for a plurality of
user profiles wherein each user profile is defined by zone
data defining an order in which a given type of user pass-
es through the plurality of zones. The determined path
of the user passing through the of zones with the user
profiles is compared, and the server is further arranged
to associate the user with a given user profile and to
process and the path of the user.
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[0128] The server is further arranged to track the loca-
tion of user at a point in time on the path based on real
time or cached location data. The server is configured to
receive location data comprising timestamp data indica-
tive of when the location of the device was determined.
The server is further configured to determine the user’'s
dwell time at a particular location or within a zone based
on the processed associated location data. The server
is further configured to determine the number of points
on the determined user path, and preferably to compare
the determined number of points with a predetermined
threshold stored in a storage means. The server is further
configured to determine the user dwell time only if the
number points on the determined user path is greater
than the predetermined threshold.

[0129] Each one of the plurality of coordinates define
a shape of at least one zone, the shape of the zone is
selectively a square, rectangle, triangle, circle, oval, or
trapezoid, non-geometric or has irregular boundaries.
[0130] Regulating an entity by performing an action
that comprises at least one of monitoring, controlling and
visualizing the position the entity or movement or non-
movement of the entity. The movable entity is controlled
and monitored depending on the location of the movable
entity relative to at least one zone.

[0131] The system determines the location of a regu-
lated transponder, and selectively determines whether
the transponder is inside or outside the zone by obtaining
positioning coordinates, and calculating whether or not
the positioning coordinates are inside at least one way-
point of the plurality of waypoints defining at least one
zone.

[0132] At least one zone is rectangular and is divided
into a plurality of rectangles. Alternatively or additionally
at least one zone is circular and is divided into a plurality
of sections. Further alternatively or additionally at least
one zone has a user-defined shape other than circular
or spherical, and selectively is a closed polygonal shape.
[0133] The system and method of path determination
can be applied for flow control and/or line control in en-
vironments such as airport terminals where there are dif-
ferent zones of activity and service being provided, and
the need to monitor the location of users who can be
passengers, and/or employees.

BLUETOOTH (™) INFRASTRUCTURE
HARDWARE:
BASE STATION

[0134] Measuring 5.5" wide x 4.0" deep x 1.5" high,
Base Stations are the disclosure Bluetooth to IP bridges,
and are used for forwarding field collected data to a cloud
infrastructure. Installation requires atleast one Base Sta-
tion. The total number of Base Stations required is a fac-
tor of the number of nodes installed and number of pa-
trons that visit the installation site.
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BLUETOOTH NODE

[0135] Measuring 3.25" high x 2.5" wide x 1.0" deep,
nodes are devices that passively collect unencrypted
Bluetooth advertisements. Creating a virtual RF bubble
from their installation center point, nodes are used to de-
fine zones in an installation. Each distinct zone will re-
quire at least one node, but two or more can be used to
define very large or irregularly-shaped zones as well. the
disclosure has the ability to configure the RF power, sen-
sitivity and range of each node independently, enabling
1- meter accuracy in most environments.

POWER CONSIDERATIONS:

BASE STATION

[0136] The Base Station is powered from a standard
110v AC/DC outlet, using a two-prong power adaptor to
provide regulated DC voltage of 3.3 VDC. The Base Sta-
tion has a maximum operating current of < 700mA.

BLUETOOTH NODE

[0137]
es:

The node can be powered by one of two sourc-

1. The node is powered from a standard 110v AC
outlet, using a two-prong power adaptor to provide
DC voltage between 5 and 15 VDC. The node has
a maximum operating current of < 75mA.

2. Each node is connected to a power distribution
network powered by an AC/DC converter. The node
operates with an input of 12 volts DC, and has a
maximum operating current of < 75mA.

[0138] In either case, the node has a four-port power
header that can be leveraged to daisy chain power from
one node to the next, eliminating the need to pull a home
run to an available 110v AC outlet for each node. The
total number of nodes that can be powered from a single
power source is a factor of the wire gauge and length of
wire run in conjunction with the source supply DC voltage.

DATA COLLECTION
MANAGED NETWORK:

[0139] A component of the solution is its hosted serv-
ices, named the Managed Network. Data collected in the
field is forwarded to the Managed Network, where it is
anonymized, analyzed, aggregated and reported on. The
Managed Network also provides tools for managing and
storing customer, site, security and installation configu-
rations.
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CHAINING:

[0140] Although each node and Base Station requires
power, they communicate with each other wirelessly via
Bluetooth Scatternets. Serial chains are formed, node to
node, ultimately terminating at a single Base Station.
Chains enable two-way communications with a central
control center infrastructure. Messages initiated by the
Managed Network (Commands) are passed downstream
to the Base Station and/or one or more nodes. Nodes
and Base Stations generate device detections and re-
sponses to commands, which are passed upstream to
the Base Station, who forwards it on to the Managed
Network via an encrypted Internet connection.

[0141] Chains are self-healing. In the event a node los-
es power or is somehow tampered with, the remaining
nodes operating in the chain will report the event to the
Managed Network and re-route the chain, circumventing
the down node. When the anomalous node is brought
back into an operating state, the chain will re-route itself
to include the node and report the event to the Managed
Network.

[0142] The use of Bluetooth Scatternets reduces the
deployment requirements and increases reliability and
decreases the operating cost of an infrastructure.

DATA ENCRYPTION & PRIVACY:

[0143] The Bluetooth nodes passively detect unen-
crypted Bluetooth Classic and Bluetooth Smart (Low En-
ergy) advertisements. The detections are accumulated
and compressed into a protocol before being encrypted
and forwarded upstream to the Base Station at the head
of the chain via the Bluetooth Scatternet. The Base Sta-
tion receives the encrypted Bluetooth packet and for-
wards it to the Managed Network via an AES encrypted
TCP/IP connection.

[0144] No personally identifiable information is stored
in the Managed Network for any device passively detect-
ed by the disclosure infrastructure. Specifically, as it per-
tains to Bluetooth, the Managed Network does not write
to disk the MAC address of any device passively detect-
ed, but instead hashes the MAC address into an irrevers-
ible and anonymous identity using a hashing algorithm
before the data is aggregated and written to disk.

NETWORK CONSIDERATIONS

INTERNET CONNECTIVITY:

[0145] TheBase Station uses Internet connectivity and
support both wired and wireless connectivity (802.11
b/g), wired being preferred.

NETWORK BANDWIDTH:

[0146] The amount of bandwidth consumed by an in-
stallation is more a factor of the number of patrons than
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it is the number of nodes. The use of accumulation, com-
pression and a proprietary protocol ultimately results in
minimal Internet bandwidth requirements. The chart of
Figure 44 illustrates the actual network bandwidth con-
sumption of an installation in kilobits/second (Kbps) in a
venue accommodating more than 12 million patrons an-
nually. The example venue installation often consumes
less than 2 Kbps over 95% of the time, occasionally
reaching 5 Kbps and rarely, peaking at 23.3 Kbps.

RF CONSIDERATIONS
2.4 GHz RADIO BAND:

[0147] Nodes and Base Stations operate in the 2.4
GHzradio band. Devices communicating in this band run
the risk of causing and encountering interference in en-
vironments where other wireless technologies are in use
(wireless LAN and other applications based on the IEEE
802.11 specification for example).

[0148] Bluetooth Classic leverages a technique of
Adaptive Frequency Hopping (AFH) to diminish the im-
pact of interference. To start, Bluetooth Classic randomly
hops 1600 times across up to 79 channels each second,
and only those channels not already saturated by other
devices are used. Avoiding channels already in use while
randomly hopping across all others virtually overcomes
any impact Bluetooth Classic has on any other devices
operating in the 2.4 GHz radio band.

CLASS Il BLUETOOTH RADIO:

[0149] Nodes and Base Stations utilize a Class Il Blue-
tooth Classic radio for chaining, typically communicating
at a nominal RF range of up to 30’ (greater distances can
be achieved in open spaces). It is common for each en-
abled zone to be within 30’ of another, but when not,
"bridge" nodes., namely nodes with passive detection
disabled, will likely be required to ensure the integrity of
the Bluetooth Chain.

[0150] Cameras configured as part of an installation
meet a security configuration standard:

1. Cameras shall not be directly accessible via the
Internet at any time.

2. Cameras supporting credential-based access
shall use password(s) that comply with the Password
Policy.

3. Cameras shall be installed overhead when at all
possible, eliminating the ability to capture personally
identifiable characteristics of patrons/visitors.

4. Cameras shall only be used for providing still im-
agery at regular intervals. Video streams shall not
be captured and/or recorded from a camera at any
time without prior written consent from the installa-
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tion site/customer.

5. Cameras shall be polled for still imagery via an
API (typically REST) through an SSH proxy leverag-
ing no less than a 2048-bit key.

6. Camera imagery shall be stored in a secure media
store. Said media store shall not be directly acces-
sible via the Internet and shall reside on servers that
can only be accessed within the disclosure’s secure
network. Media store server access shall be limited
to SSH connections leveraging no less than a 2048-
bit key. TCP/IP database connections with media
store access shall use password(s) that complies
with the Password Policy.

7. Volatile camera imagery shall be captured at a
rate no greater than once every 10 seconds. Volatile
camera imagery shall not persist for more than 5
minutes.

[0151] Non-volatile camera imagery shall be captured
at a rate no greater than once every 60 seconds. Non-
volatile camera imagery shall not persist for more than
90 days.

[0152] The disclosure and as shown in Figures 3A and
3B includes Queue Measurements, Queue Paths, Hard-
ware Placement Details, Queue Metric Details (Predic-
tive and Historical) and Coverage. There is illustrated in
Figures 3A and 3B, an installation and measurement of
queue wait times at an airport terminal. There are shown:

1 projected wait time (Standard): Entering the Queue
to the end of processing.

2 historical metrics: TSA Pre wait time and Total time
spent in TSA.

QUEUE METRICS

[0153] Projected Wait Time Standard Time from enter-
ing the Queue to Exiting Processing. This does not in-
clude re-composure after passage through security are-
as of TSA from reaching B (*) to reaching D. If there is
an overflow condition detected (serpentine area full) then
the measurement will be: From reaching A to reaching D.
[0154] Historical Wait Time Standard Time from enter-
ing the Queue to Exiting the Scanner. This does not in-
clude re-composure. From reaching B (*) to reaching D.
[0155] Historical Wait Time Pre Time from entering the
Queue to Exiting the TSA Pre Scanner (Scanner 7). This
does not include re-composure from reaching B (*) to
reaching D.

[0156] The hardware system includes 2 Base Stations
(20), 16 Bluetooth Sensors (10) 2 Wi-Fi Sensors (30),
and 8 IP Cameras (40), and several Infrared Sensors
(50).

[0157] The features include:
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a method of providing a location-based service to an
operator of a facility, the facility being a physically
defined structure formed within physical walls com-
prising: providing in the facility a series of location
nodes, the location nodes including transceivers of
wireless signals, and being for transmitting the sig-
nals received to a central hub for processing the re-
ceived signals; the nodes being located in spaced
apart positions in the facility, the nodes being for
wireless communication with movable entities in the
facility thereby to establish the location and move-
ment of entities in the facility, the entities having wire-
less communicating units for transmitting signals
wirelessly with the nodes , the nodes providing data
aboutthe movement ofthe entities in the facility, such
data including at least one of entry into the facility,
departure from the facility, amount of time spent in
the vicinity of nodes located in the spaced apart po-
sitions; the travel path of the entities in the facility; a
camera for periodically photographing the facility,
the camera being located in the facility transmitting
the photographs from the camera to a control station,
the control station receiving the data from the loca-
tion nodes and the photographs to constitute flow
control information; the information being a tool to
monitor operations in the facility and personnel as-
signment in the facility; and the information data be-
ing transmitted to the operator in at least one of real
time or being for storage and analysis at a later time
for use by the operator;

a method wherein the facility includes multiple
checking locations wherein persons leaving the fa-
cility need to pass through at least one of the check-
ing locations prior to leaving the facility, and wherein
nodes are located in a physical location to be related
to different respective checking locations of the mul-
tiple checking locations and wherein data from the
location nodes includes at least one of the number
of entities passing through different checking loca-
tions, the speed with which entities pass through the
different checking locations, the number of entities
in the vicinity of the different respective checking lo-
cations;

a method wherein the facility includes a sensor for
counting entities at or passing through or past se-
lected locations;

a method wherein the system includes three dimen-
sional geographical zones for characterizing the
movement and behavior patterns of a mobile user
moving through an array of the geographical zones;

a method where the nodes include detection devic-
es, the devices including radio transmitter/receivers,
placed in spaced apart locations in each zone, the
devices being capable of detecting the zone entry
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and exit events of mobile phones equipped with se-
lectively a Bluetooth or WI-FI radio or NFC system;

amethod wherein each device is an element or node
of a network connected to the Internet, selectively
through a Wi-Fi bridge or base station or wired Eth-
ernet, and selectively there are several separate net-
works formed by the nodes;

a method wherein as a mobile user moves through
the store, zone entry and exit events are collected,
time stamped, and passed along the networks to the
Internet;

amethod wherein the eventtrail is routed to a remote
server and placed in a database for analysis where
behavior details are extracted from the entry/exit da-
ta;

a method wherein resultant data sets apply an algo-
rithm to manage checking lane allocations based on
visitor rate of entry and visitor rate of checking, and
wherein checking rates are selectively used to de-
termine lane allocations with a capacity to check-out
visitors at the same rate as they are entering the
store, thereby providing the opportunity for a sub-
stantially continuous flow of visitors from entry to exit;

a method wherein the facility includes at least one
checking location, and wherein persons passing
through the facility need to pass through that at least
one of the checking locations, and wherein a node
is located in a physical location to be related to the
atleast one checking location and wherein data from
the location nodes includes at least one of the
number of entities passing through the checking lo-
cation, the speed with which entities pass through
the checking location, the number of entities in the
vicinity of the checking location;

a method wherein the facility is an airport terminal
and the checking facility is a security checking sta-
tion, and selectively there are multiple stations;

a system for providing a location-based service to
an operator of a facility comprising: a location node
in the facility with, the location node including a trans-
ceiver of wireless signals, and being for transmitting
the signals received to a central hub for processing
the received signals; the node being located in a spe-
cificlocation in the facility, the node being for wireless
communication with movable entities in the facility
thereby to establish the location and movement of
entities in the facility, the entities having wireless
communicating units for transmitting signals wire-
lessly with the node; the node providing data about
the movement of the entities in the facility relative to
the location such data including at least one of entry
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into the location, departure from the location, amount
of time spent in the vicinity of the location; multiple
cameras for periodically photographing the facility,
the cameras being distributed about the facility,
transmitting the photographs from the multiple cam-
eras to a control station., the control station receiving
the data from the location nodes and the photo-
graphs to constitute flow control information; the in-
formation being a tool to monitor operations in the
facility and personnel assignment in the facility, and
the information data being transmitted to the opera-
tor in at least one of real time or being for storage
and analysis at a later time for use by the operator;

a system including a series of location nodes in the
facility, the location nodes including transceivers of
wireless signals, and being for transmitting the sig-
nals received to a central hub for processing the re-
ceived signals; the nodes being located in spaced
apart positions in the facility, the nodes being for
wireless communication with movable entities in the
facility thereby to establish the location and move-
ment of entities in the facility, the entities having wire-
less communicating units for transmitting signals
wirelessly to the nodes , the nodes providing data
aboutthe movement ofthe entities in the facility, such
data including at least one of entry into the facility,
departure from the facility, amount of time spent in
the vicinity of nodes located in the spaced apart po-
sitions; the travel path of the entities in the facility;
and the data being transmitted to the operator in at
least one of real time or being for storage and anal-
ysis at a later time for use by the operator;

a system wherein the facility includes multiple check-
ing locations wherein persons leaving the facility
need to pass through at least one of the checking
locations prior to leaving the facility, and wherein
nodes are located in a physical location to be related
to different respective checking locations of the mul-
tiple checking locations and wherein data from the
location nodes includes at least one of the number
of entities passing through different checking loca-
tions, the speed with which entities pass through the
different checking locations, the number of entities
in the vicinity of the different respective checking lo-
cations;

a system wherein the facility includes a sensor for
counting entities at or passing through or past se-
lected locations;

a system wherein the location is a retail store, the
store being divided into multi-dimensional zones
where the radius of each zone is configurable, se-
lectively from about three to about thirty feet;

a system wherein the facility includes at least one
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checking location, and wherein persons passing
through the facility need to pass through at least one
of the checking locations, and wherein a node is lo-
cated in a physical location to be related to the at
least one checking location and wherein data from
the location nodes includes at least one of the
number of entities passing through the checking lo-
cation, the speed with which entities pass through
the checking location, the number of entities in the
vicinity of the checking location;

a system wherein the facility is an airport terminal
and the checking facility is a security checking sta-
tion, and selectively there are multiple stations;

a system wherein the facility includes an indicator
for posting waiting times, selectively including acom-
munication by internet, telephone, message or a dis-
play;

a system wherein the facility is defined as at least
one checking station for thoroughfare traffic, selec-
tively being a street or sidewalk;

a system wherein the facility is defined as at least
one checking station at an airport terminal;

a system including avoiding storage of personally
identifiable information relating to a detected device,
and wherein there no writing to disk of an identifiable
MAC address of a detected device;

a method of providing a location-based service to an
operator of a facility, the facility being a physically
defined structure formed within physical walls com-
prising: providing in the facility a series of location
nodes, the location nodes including transceivers of
wireless signals, and being for transmitting the sig-
nals received to a central hub for processing the re-
ceived signals; the nodes being located in spaced
apart positions in the facility, the nodes being for
wireless communication with movable entities in the
facility thereby to establish the location and move-
ment of entities in the facility, the entities having wire-
less communicating units for transmitting signals
wirelessly with the nodes; the nodes providing data
aboutthe movementofthe entities in the facility, such
data including at least one of entry into the facility,
departure from the facility, amount of time spent in
the vicinity of nodes located in the spaced apart po-
sitions; the travel path of the entities in the facility; a
server arranged to receive location data of a com-
munication device associated with a user, the loca-
tion data defining the detected position of the com-
munication device at a number of different points in
time, the location server further arranged to receive
data associated with the location data indicative of
the order in which the location data was determined;
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wherein the server is further arranged to compare
the received location data and zone data defining a
plurality of zones and to associate the received lo-
cation data with one of the plurality of zones; deter-
mining the user’s path passing through a zone de-
fined by the associated location data and the asso-
ciated data; storage for a plurality of user profiles
wherein each user profile is defined by zone data
defining an orderin which a given type of user passes
through the plurality of zones; comparing the deter-
mined path of the user passing through the of zones
with the user profiles; wherein the server is further
arranged to associate the user with a given user pro-
file and to process and the path of the user; the con-
trol station receiving the data from the location nodes
to constitute flow control information; the information
being a tool to monitor operations in the facility and
personnel assignment in the facility; and the infor-
mation data being transmitted to the operator in at
least one of real time or being for storage and anal-
ysis at a later time for use by the operator;

a method wherein the facility includes multiple
checking locations wherein persons leaving the fa-
cility need to pass through at least one of the check-
ing locations prior to leaving the facility, and wherein
nodes are located in a physical location to be related
to different respective checking locations of the mul-
tiple checking locations and wherein data from the
location nodes includes at least one of the number
of entities passing through different checking loca-
tions, the speed with which entities pass through the
different checking locations, the number of entities
in the vicinity of the different respective checking lo-
cations;

a method wherein the facility includes a sensor for
counting entities at or passing through or past se-
lected locations;

a method wherein the system includes three dimen-
sional geographical zones for characterizing the
movement and behavior patterns of a mobile user
moving through an array of the geographical zones;

a method wherein the nodes include detection de-
vices, the devices including radio transmitter/receiv-
ers, placed in spaced apart locations in each zone,
the devices being capable of detecting the zone entry
and exit events of mobile phones equipped with se-
lectively a Bluetooth or WI-FI radio or NFC system;

a method wherein each device is an element or node
of a network connected to the Internet, selectively
through a Wi-Fi bridge or base station or wired Eth-
ernet, and selectively there are several separate net-
works formed by the nodes;
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a method wherein as a mobile user moves through
the store, zone entry and exit events are collected,
time stamped, and passed along the networks to the
Internet;

amethod wherein the eventtrail is routed to a remote
server and placed in a database for analysis where
behavior details are extracted from the entry/exit da-
ta;

a method wherein resultant data sets apply an algo-
rithm to manage checking lane allocations based on
visitor rate of entry and visitor rate of checking, and
wherein checking rates are selectively used to de-
termine lane allocations with a capacity to check-out
visitors at the same rate as they are entering the
store, thereby providing the opportunity for a sub-
stantially continuous flow of visitors from entry to exit;

a method wherein the facility includes at least one
checking location, and wherein persons passing
through the facility need to pass through that at least
one of the checking locations, and wherein a node
is located in a physical location to be related to the
atleast one checking location and wherein data from
the location nodes includes at least one of the
number of entities passing through the checking lo-
cation, the speed with which entities pass through
the checking location, the number of entities in the
vicinity of the checking location;

a method wherein the facility is an airport terminal
and the checking facility is a security checking sta-
tion, and selectively there are multiple stations;

a system for providing a location-based service to
an operator of a facility comprising: a location node
in the facility with, the location node including a trans-
ceiver of wireless signals, and being for transmitting
the signals received to a central hub for processing
the received signals; the node being located in a spe-
cificlocation in the facility, the node being for wireless
communication with movable entities in the facility
thereby to establish the location and movement of
entities in the facility, the entities having wireless
communicating units for transmitting signals wire-
lessly with the node; the node providing data about
the movement of the entities in the facility relative to
the location such data including at least one of entry
into the location, departure from the location, amount
oftime spent in the vicinity of the location; the control
station receiving the data from the location nodes
and the photographs to constitute flow control infor-
mation; a server arranged to receive location data
of a communication device associated with a user,
the location data defining the detected position of
the communication device at a number of different
points in time, the location server further arranged
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to receive data associated with the location data in-
dicative of the order in which the location data was
determined; wherein the server is further arranged
to compare the received location data and zone data
defining a plurality of zones and to associate the re-
ceived location data with one of the plurality of zones;
determining the user’s path passing through a zone
defined by the associated location data and the as-
sociated data; storage for a plurality of user profiles
wherein each user profile is defined by zone data
defining an orderin which a given type of user passes
through the plurality of zones; comparing the deter-
mined path of the user passing through the of zones
with the user profiles; wherein the server is further
arranged to associate the user with a given user pro-
file and to process and the path of the user; the in-
formation being a tool to monitor operations in the
facility and personnel assignment in the facility, and
the information data being transmitted to the opera-
tor in at least one of real time or being for storage
and analysis at a later time for use by the operator;

a system including a series of location nodes in the
facility, the location nodes including transceivers of
wireless signals, and being for transmitting the sig-
nals received to a central hub for processing the re-
ceived signals; the nodes being located in spaced
apart positions in the facility, the nodes being for
wireless communication with movable entities in the
facility thereby to establish the location and move-
ment of entities in the facility, the entities having wire-
less communicating units for transmitting signals
wirelessly to the nodes ;the nodes providing data
aboutthe movement ofthe entities in the facility, such
data including at least one of entry into the facility,
departure from the facility, amount of time spent in
the vicinity of nodes located in the spaced apart po-
sitions; the travel path of the entities in the facility;
and the data being transmitted to the operator in at
least one of real time or being for storage and anal-
ysis at a later time for use by the operator;

a system wherein the facility includes multiple check-
ing locations wherein persons leaving the facility
need to pass through at least one of the checking
locations prior to leaving the facility, and wherein
nodes are located in a physical location to be related
to different respective checking locations of the mul-
tiple checking locations and wherein data from the
location nodes includes at least one of the number
of entities passing through different checking loca-
tions, the speed with which entities pass through the
different checking locations, the number of entities
in the vicinity of the different respective checking lo-
cations;

a system wherein the facility includes a sensor for
counting entities at or passing through or past se-
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lected locations;

a system wherein the location is a retail store, the
store being divided into multi-dimensional zones
where the radius of each zone is configurable, se-
lectively from about three to about thirty feet;

a system wherein the facility includes at least one
checking location, and wherein persons passing
through the facility need to pass through at least one
of the checking locations, and wherein a node is lo-
cated in a physical location to be related to the at
least one checking location and wherein data from
the location nodes includes at least one of the
number of entities passing through the checking lo-
cation, the speed with which entities pass through
the checking location, the number of entities in the
vicinity of the checking location;

a system wherein the facility is an airport terminal
and the checking facility is a security checking sta-
tion, and selectively there are multiple stations;

a system wherein the facility includes an indicator
for posting waiting times, selectively including acom-
munication by internet, telephone, message or a dis-
play;

a system wherein the facility is defined as at least
one checking station for thoroughfare traffic, selec-
tively being a street or sidewalk.

a system wherein the facility is defined as at least
one checking station at an airport terminal;

a system including avoiding storage of personally
identifiable information relating to a detected device,
and wherein there no writing to disk of an identifiable
MAC address of a detected device;

a method of operating an airport facility, said airport
facility comprising a door for entry into the facility
from an outside position from the facility, a first zone
between the door and a security checking location
within the facility, the security checking location, and
a second zone beyond the security checkinglocation
and providing information of movement of persons
from the first zone through the security checking lo-
cation and into the second zone, a location node
within the facility, the location node including a trans-
ceiver of wireless signals, and transmitting the sig-
nals received to a central hub for processing the re-
ceived signals; the location node being located in a
specific security checking location within the facility,
the node wireless communicating with movable hu-
man entities within the facility thereby to establish
the location and movement of human entities within
the facility, the human entities having wireless com-
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municating units transmitting and receiving signals
wirelessly with the node, each unit being unique for
each human entity and communicating with the node
when the person enters at least one zone; the loca-
tion node including a detection device, the device
including a radio transmitter/receiver, the device be-
ing capable of detecting the first zone entry, dwell
and exit events of the human entities respectively
through a communication with the wireless commu-
nicating unit of respective human entities, the wire-
less communicating units equipped with selectively
a Bluetooth and WI-FI radio; including the steps of:
the location node providing data through the respec-
tive wireless communication devices about the
movement of the human entities in at least one zone
within the facility relative to the location, such data
including entry into the security checking location
within the facility, and departure from the security
checking location within the facility, and amount of
time spent in the vicinity of the security checking lo-
cation within the facility; the data being transmitted
to the operator in at least one of real time or being
for storage and analysis at a later time for use by the
operator, parameters being established based on
the rate of entities entering a line within the facility
and the rate of entities departing from the line within
the facility, and communicating with the node when
the person enters a zone; the location node being
located in a physical location related to the at least
one security checking location, and wherein data
from the location node related to the security check-
ing location within the facility provides information
being an indicator of the number of entities in the
vicinity of the security checking location within the
facility zone, and providing information of movement
of persons from the first zone through the security
checking location and into the second zone, a server
arranged toreceive location data of acommunication
device associated with a user, the location data de-
fining the detected position of the communication de-
vice at a number of different points in time, the loca-
tion server further arranged to receive data associ-
ated with the location data indicative of the order in
which the location data was determined; wherein the
server is further arranged to compare the received
location data and zone data defining a plurality of
zones and to associate the received location data
with one of the plurality of zones; determining the
user’s path passing through a zone defined by the
associated location data and the associated data;
storage for a plurality of user profiles wherein each
user profile is defined by zone data defining an order
in which a given type of user passes through the
plurality of zones; comparing the determined path of
the user passing through the of zones with the user
profiles; wherein the server is further arranged to as-
sociate the user with a given user profile and to proc-
ess and the path of the user; the control station re-
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ceiving the data from the location nodes to constitute
flow control information, and the information being a
tool to monitor operations in the facility and person-
nel assignment in the facility;

a method in which the server is further configured to
determine the user’s dwell time at a particular loca-
tion or within a zone based on the processed asso-
ciated location data;

a method in which the server is further configured to
determine the number of points on the determined
user path, and preferably to compare the determined
number of points with a predetermined threshold
stored in a storage means;

a method in which the server is further configured to
determine the user dwell time only if the number
points on the determined user path is greater than
the predetermined threshold;

a method wherein each one of the plurality of coor-
dinates define a shape of at least one zone, the
shape of the zone is selectively a square, rectangle,
triangle, circle, oval, or trapezoid, non-geometric or
has irregular boundaries;

a method further comprising regulating an entity by
performing an action that comprises at least one of
monitoring, controlling and visualizing the position
the entity or movement or non-movement of the en-
tity;

a method wherein said movable entity is controlled
and monitored depending on the location of the mov-
able entity relative to at least one zone;

a method including determining the location of a reg-
ulated transponder, and selectively determining
whetherthe transponder is inside or outside the zone
by obtaining positioning coordinates, and calculating
whether or not the positioning coordinates are inside
at least one waypoint of the plurality of waypoints
defining at least one zone;

[0158] Furthermore, the disclosure includes any com-
bination or sub combination of the elements from the dif-
ferent species and/or embodiments disclosed herein.
One skilled in the art will recognize that these features,
and thus the scope of this disclosure, should be inter-
preted in light of the following claims and any equivalents
thereto.

Claims

1. A method of operating a facility, said facility compris-
ing a door for entry into the facility from an outside
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position from the facility, a first zone between the
door and a security checking location within the fa-
cility, the checking location, and a second zone be-
yond the checking location and providing information
of movement of persons from the first zone through
the checking location and into the second zone,

a location node (30) within the facility, the location
node including a transceiver of wireless signals, and
transmitting the signals received to a central hub for
processing the received signals;

the location node being located in a specific checking
location within the facility, the node wireless commu-
nicating with movable human entities within the fa-
cility thereby to establish the location and movement
of human entities within the facility, the human enti-
ties having wireless communicating units transmit-
ting and receiving signals wirelessly with the node,
each unit being unique for each human entity and
communicating with the node when the person en-
ters at least one zone;

the location node including a detection device, the
device including a radio transmitter/receiver, the de-
vice being capable of detecting the first zone entry,
dwell and exit events of the human entities respec-
tively through a communication with the wireless
communicating unit of respective human entities, the
wireless communicating units equipped with selec-
tively a Bluetooth (10) and WI-FI radio (30);
including the steps of:

the location node providing data through the re-
spective wireless communication devices about
the movement of the human entities in at least
one zone within the facility relative to the loca-
tion, such data including entry into the checking
location within the facility, and departure from
the checking location within the facility, and
amount of time spent in the vicinity of the check-
ing location within the facility;

the data being transmitted to the operator in at
least one of real time or being for storage and
analysis at a later time for use by the operator,
parameters being established based on the rate
of entities entering a line within the facility and
the rate of entities departing from the line within
the facility, and

communicating with the node when the person en-
ters a zone;

the location node being located in a physical lo-
cation related to the at least one security check-
ing location, and wherein data from the location
node related to the security checking location
within the facility provides information being an
indicator of the number of entities in the vicinity
of the checking location within the facility zone,
and providing information of movement of per-
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sons from the first zone through the checking
location and into the second zone,

multiple cameras (40) for periodically photo-
graphing the facility, the cameras being distrib-
uted about the facility,

transmitting the photographs from the multiple
cameras to a control base station (20), the con-
trol station receiving the data from the location
nodes and the photographs to constitute flow
control information, and

the information being a tool to monitor opera-
tions in the facility and personnel assignment in
the facility.

The method of operating a facility being an airport
facility of claim 1 including a direct communication
between the node, the node being in a fixed non
movable location in the facility and the communicat-
ing unit of the human entity.

The method of operating an airport facility of either
claim 1 or 2 wherein the facility includes a sensor for
counting entities at or passing through or past se-
lected locations.

The method of operating an airport facility of anyone
of claims 1 to 3 including data for at least one of
monitoring, controlling and visualizing the movement
of the person.

The method of operating an airport facility of anyone
of claims 1 to 4 wherein said person is monitored
depending on the location of the movable entity rel-
ative to the zone, and wherein the person is a pas-
senger, and the communication is effected when the
passenger enters or exists a threshold, selectively a
door, and selectively including people counters, se-
lectively being infrared sensors (50) or break beam
lasers or pressure-sensitive flooring/floor mats.

The method of any one of claims 1 to 5 including
providing in the facility a series of location nodes,
the location nodes including transceivers of wireless
signals, and being for transmitting the signals re-
ceived to a central hub for processing the received
signals;

the nodes being located in spaced apart positions in
the facility, the nodes being for wireless communi-
cation with movable entities in the facility thereby to
establish the location and movement of entities in
the facility, the entities having wireless communicat-
ing units for transmitting signals wirelessly with the
nodes

the nodes providing data about the movement of the
entities in the facility, such data including atleast one
of entry into the facility, departure from the facility,
amount of time spent in the vicinity of nodes located
in the spaced apart positions; the travel path of the
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10.

40
entities in the facility.

The method of any one of claims 1 to 6 wherein the
facility includes multiple checking locations wherein
persons leaving the facility need to pass through at
least one of the checking locations prior to leaving
the facility, and wherein nodes are located in a phys-
ical location to be related to different respective
checking locations of the multiple checking locations
and wherein data from the location nodes includes
atleastone of the number of entities passing through
different checking locations, the speed with which
entities pass through the different checking loca-
tions, the number of entities in the vicinity of the dif-
ferent respective checking locations.

The method of any one of claims 1 to 7 wherein the
facility includes a sensor for counting entities at or
passing through or past selected locations.

The method of any one of claims 1 to 8 including
determining the user’s path passing through a zone
defined by the associated location data and the as-
sociated data;

storage for a plurality of user profiles wherein each
user profile is defined by zone data defining an order
in which a given type of user passes through the
plurality of zones;

comparing the determined path of the user passing
through the of zones with the user profiles; wherein
the server is further arranged to associate the user
with a given user profile and to process and the path
of the user;

the control station receiving the data from the loca-
tion nodes to constitute flow control information;
the information being a tool to monitor operations in
the facility and personnel assignment in the facility;
and

the information data being transmitted to the opera-
tor in at least one of real time or being for storage
and analysis at a later time for use by the operator.

An airport facility comprising a door for entry into the
facility from an outside position from the facility, a
first zone between the door and a security checking
location within the facility, the security checking lo-
cation, and a second zone beyond the security
checking location and providing information of move-
ment of persons from the first zone through the se-
curity checking location and into the second zone,
a system providing a location based service to an
operator of a facility-comprising:

a location node in the facility, the location node
including a transceiver of wireless signals for
transmitting the signals received to a central hub
for processing the received signals;
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the node (30) being located in a specific lo-
cation in the facility, the node being capable
of communicating wirelessly with movable
human entities in the facility entities thereby
to establish the location and movement of
human entities in the facility, the entities
having wireless communicating units trans-
mitting and receiving signals wirelessly with
the node, each unit being unique for each
human entity;

the node (30) including a detection device,
the device including a radio transmitter/re-
ceiver, the device being capable of detect-
ing the zone entry, dwell and exit events of
the human entities, and wireless communi-
cating units of human entities,

the wireless communicating units being
equipped with a Bluetooth (10) and WI-FI
radio (30);

the node being capable of providing data
about the movement of the human entities
in the facility relative to the location such
dataincluding the entry into the location, the
departure from the location, and the amount
of time spent in the vicinity of the location;
and the data transmission to the operator
being in at least one of real time or being
for storage and analysis at a later time for
use by the operator, and an algorithm, ex-
ecutable by a computer processor, for
processing the data, the data including en-
try into the location and departure from the
location; the data including information of
the number of entities in the vicinity of the
security checking location within the facility
zone,

a camera (40) for periodically photograph-
ing the facility, the camera being located
about the facility,

transmitting the photographs from the cam-
era to a control station, the control station
receiving the data from the location nodes
and the photographs to constitute flow con-
trol information,

selectively the facility including a sensor for
counting entities at or passing through or
past selected locations,

the information being a tool to monitor op-
erations in the facility and personnel assign-
ment in the facility, and

a screen with information of movement of
persons from the first zone through the se-
curity checking location and into the second
zone as mapped in the first zone and sec-
ond zone, and the screen being a tool to
plan operations in the facility and personnel
assignment in the facility.
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The airport facility of claim 10 including a series of
location nodes in the facility, the location nodes in-
cluding transceivers of wireless signals, and being
for transmitting the signals received to a central hub
for processing the received signals; the nodes being
located in spaced apart positions in the facility.

The airport facility of either claim 10 or 11 wherein
the facility includes at least one checking location,
and wherein persons passing through the facility
need to pass through at least one of the checking
location, and wherein a node is located in a physical
location to be related to the at least one checking
location, and the algorithm relating the data, wherein
data from the location nodes includes at least one
of the number of entities passing through the check-
ing location, the speed with which entities pass
through the checking location, and the number of
entities in the vicinity of the checking location.

The airport facility of any one of claims 10 to 12 in-
cluding

determining the user’s path passing through a zone
defined by the associated location data and the as-
sociated data;

storage for a plurality of user profiles wherein each
user profile is defined by zone data defining an order
in which a given type of user passes through the
plurality of zones;

comparing the determined path of the user passing
through the of zones with the user profiles; wherein
the server is further arranged to associate the user
with a given user profile and to process and the path
of the user;

the information being a tool to monitor operations in
the facility and personnel assignment in the facility,
and

the information data being transmitted to the opera-
tor in at least one of real time or being for storage
and analysis at a later time for use by the operator.

The airport facility of any one of claims 10 to 13 in-
cluding storage for a plurality of user profiles wherein
each user profile is defined by zone data defining an
order in which a given type of user passes through
the plurality of zones;

comparing the determined path of the user passing
through the of zones with the user profiles; wherein
the server is further arranged to associate the user
with a given user profile and to process and the path
of the user;

the control station receiving the data from the loca-
tion nodes to constitute flow control information, and
the information being a tool to monitor operations in
the facility and personnel assignment in the facility.



EP 3 306 573 A1

Detections & Responses
C] <((O))) [] <((°))> D (((O))) || ” Base Station
Node Node Node
Commands
WEP &m r
WPA or WPA2
FIG. 1
Internet
auetoott Managed Network
=
G (((0))) O (((0)>> D (((o))) || " Base Station
Node Node Node
WEP &m ‘
WPA or WPA2

FIG. 2

Managed Network

23



EP 3 306 573 A1

0§ ~—I0SU3S paJelju] @
0p ~— eiowe) @
0&~—apon - ()
07~ uope)s aseg

0I~—3pop yjo0enjg @)

Ve O

24



EP 3 306 573 A1

4

MOTHYIND -
q

INLINTdHS —

INISSFI0¥d 1~

a

g€ "ol

N

EJDEG‘-\—

u]

0o O O

IL I0 = O I

JUNSOdWOITY

o —

—

z
il

1

0G~—10SUaS poIeyu] @
Ob ~— elawwe) @
0&~—apon 13-m ()
07 ~— U0/JE]S 35eg @

01——sapoy yroosenyg )

EJ;I[]:ID
|
1

E
|

LIXT ~—

25




y Ol

S

08§ ~—10sUsS paJeli] @

0b ~—— elowe) @
0e~—zapon - ()
02— uoyess aseg Q)

01~—3pon yjooperyg )




EP 3 306 573 A1

Eutrop;a'isc{l:s
European -
0)» et EUROPEAN SEARCH REPORT Application Number

des brevets EP 17 19 2150

DOCUMENTS CONSIDERED TO BE RELEVANT

Categor Citation of document with indication, where appropriate, Relevant CLASSIFICATION OF THE
gory of relevant passages to claim APPLICATION (IPC)
Y EP 2 775 458 A2 (WIRELESSWERX 1-14 INV.
INTERNATIONAL INC [PA]) GO7B15/00
10 September 2014 (2014-09-10) G07C9/00

* abstract * *

figures 1-23 *

paragraph [0010] - paragraph [0027] *
paragraph [0036] - paragraph [0127] *
claims 1-14 *

* % * *

Y EP 1 943 628 Al (INTELLIVID CORP [US]) 1-14
16 July 2008 (2008-07-16)

* abstract * *

* paragraph [0009] - paragraph [0048] *
* figures 1-5b *

A US 2006/279422 Al (SWEATTE CLIFFORD [US]) |1-14
14 December 2006 (2006-12-14)

* abstract * *

* paragraph [0012] - paragraph [0041] *
* figures 1-5 *

_____ TECHNICAL FIELDS

A WO 037016938 A2 (BROWN DAVID JAMES [GB]) [1-14 SEARCHED _ (PO)
27 February 2003 (2003-02-27) GO7B
* abstract * * GO7C
* claims 1-32 * B64F
* page 3, line 6 - page 5, line 20 * G0O6Q
----- HOAW
A CN 105 893 962 A (UNIV CHENGDU INF 1-14

TECHNOLOGY; UNIV SICHUAN; CIVIL AVIATION
FLIGHT UNIV) 24 August 2016 (2016-08-24)
* abstract * *

* Summary of the invention *

The present search report has been drawn up for all claims

2
Place of search Date of completion of the search Examiner
38 The Hague 26 January 2018 Pafieda Fernandez, J
[=
o
o CATEGORY OF CITED DOCUMENTS T : theory or principle underlying the invention
2 E : earlier patent document, but published on, or
b X : particularly relevant if taken alone after the filing date
3 Y : particularly relevant if combined with another D : document cited in the application
; document of the same category L : document cited for other reasons
T A technological backgroUund e et et e be st h e ae e
Q O : non-written disclosure & : member of the same patent family, corresponding
0 P : intermediate document document
w

27



10

15

20

25

30

35

40

45

50

55

EPO FORM P0459

EP 3 306 573 A1

ANNEX TO THE EUROPEAN SEARCH REPORT

ON EUROPEAN PATENT APPLICATION NO. EP 17 19 2150

This annex lists the patent family members relating to the patent documents cited in the above-mentioned European search report.

The members are as contained in the European Patent Office EDP file on
The European Patent Office is in no way liable for these particulars which are merely given for the purpose of information.

26-01-2018
Patent document Publication Patent family Publication
cited in search report date member(s) date
EP 2775458 A2 10-09-2014 CA 2902486 Al 12-09-2014
EP 2775458 A2 10-09-2014
JP 2014176092 A 22-09-2014
US 2014257889 Al 11-09-2014
WO 2014138211 A2 12-09-2014
EP 1943628 Al 16-07-2008 AT 500581 T 15-03-2011
AU 2006287940 Al 15-03-2007
CA 2620630 Al 15-03-2007
EP 1943628 Al 16-07-2008
JP 5086260 B2 28-11-2012
JP 2009507295 A 19-062-2009
US 2007182818 Al 09-08-2007
US 2015244992 Al 27-08-2015
US 2017053171 Al 23-02-2017
WO 2007030168 Al 15-03-2007
US 2006279422 Al 14-12-2006 US 2006279422 Al 14-12-2006
US 2009303037 Al 16-12-2009
US 2014062651 Al 06-03-2014
WO 03016938 A2 27-02-2003 AU 2002321484 Al 03-03-2003
GB 2383214 A 18-06-2003
WO 03016938 A2 27-02-2003
CN 1065893962 A 24-08-2016  NONE

For more details about this annex : see Official Journal of the European Patent Office, No. 12/82

28




	bibliography
	abstract
	description
	claims
	drawings
	search report

