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(54) WEARABLE CARDIOVERTER DEFIBRILLATOR (WCD) SYSTEM

(57)  Awearable cardioverter defibrillator (WCD) sys-
tem includes a processor, a memory, a wireless commu-
nication module (DWCM), and an NFC tag (191) that
stores information for how an accessing device (141)
may access the DWCM wirelessly. An accessing device
(141) such as a defibrillator configurator with an NFC
reader may read the NFC tag (191) of the WCD system,
if it has adequate permission to do so. Upon so reading,
the accessing device (141) will know how to address the
DWCM wirelessly, and thus install or update configura-
tion data, software updates, or request memory down-
loads from operations. The use of the NFC tag (191) re-
quires close proximity, which hampers both inadvertently
programming the wrong WCD system, plus a WCD sys-
tem being attacked maliciously.
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Description

[0001] When people suffer from some types of heart
arrhythmias, the result may be that blood flow to various
parts of the body is reduced. Some arrhythmias may even
result in a Sudden Cardiac Arrest (SCA). SCA can lead
to death very quickly, e.g. within 10 minutes, unless treat-
ed in the interim.

[0002] Some people have an increased risk of SCA.
People at a higher risk include patients who have had a
heart attack, or a prior SCA episode. A frequent recom-
mendation is for these people to receive an implantable
cardioverter defibrillator (ICD). The ICD is surgically im-
planted in the chest, and continuously monitors the pa-
tient’s electrocardiogram (ECQ). If certain types of heart
arrhythmias are detected, then the ICD delivers an elec-
tric shock through the heart.

[0003] After being identified as having an increased
riskofan SCA, and before receiving an ICD, these people
are sometimes given a wearable cardioverter defibrillator
(WCD) system. (Early versions of such systems were
called wearable cardiac defibrillator systems.) A WCD
system typically includes a harness, vest, or other gar-
ment that the patient is to wear. The WCD system in-
cludes a defibrillator and electrodes, coupled to the har-
ness, vest, or other garment. When the patient wears the
WCD system, the external electrodes may then make
good electrical contact with the patient’s skin, and there-
fore can help determine the patient’'s ECG. If a shockable
heart arrhythmia is detected, then the defibrillator deliv-
ers the appropriate electric shock through the patient’s
body, and thus through the heart.

[0004] WCD systems may communicate electronically
with other devices. A challenge, however, may arise from
communications that are inadvertent or, worse, mali-
cious, for example when a WCD system is to be pro-
grammed.

[0005] Itis an object of the presentinvention to provide
an improved wearable cardioverter defibrillator (WCD)
systems, storage media that store programs, and meth-
ods, the use of which may help overcome problems and
limitations of the prior art.

[0006] Thisis achieved by a wearable cardioverter de-
fibrillator (WCD) system according to claim 1. The WCD
system includes a processor, a memory, a wireless com-
munication module (DWCM), and an NFC tag that stores
information for how an accessing device may access the
DWCM wirelessly. An accessing device such as a defi-
brillator configurator with an NFC reader may read the
NFC tag of the WCD system, if it has adequate permis-
sion to do so. Upon so reading, the accessing device will
know how to address the DWCM wirelessly, and thus
install or update configuration data, software updates, or
request memory downloads from operations. The use of
the NFC tag requires close proximity, which hampers
both inadvertently programming the wrong WCD system,
plus a WCD system being attacked maliciously.

[0007] Other advantages include that no manual entry

10

15

20

25

30

35

40

45

50

55

of the connectivity data is required, and no physical cable
is required in all embodiments. A physical cable is for a
wired that requires the defibrillator configurator to be
physically connected. This limits the configuring workflow
because of physical limitations plus presents tripping
hazards. Moreover, manual entry of the connectivity data
also presents disadvantages because of security and
ease of use. Manual entry of addresses and passwords
presents a security risk because address and passwords
would need to be in ahuman readable format which could
be inappropriately shared with other people. Also the
workflow of manually entering in data is cumbersome
and error prone.

[0008] According to one embodiment, the accessing
device is provided in a peripheral housing, and when the
NFC tag receives the wireless interrogation wave from
the NFC reader and transmits wirelessly the backscatter
wave, the peripheral housing is at a distance of at most
10" from the NFC tag. Thereby, it can be avoided that
the accessing device sends wireless interrogation waves
to other WCD systems than the intended one.

[0009] The validationdata mayinclude the access data
or a hash of the access data.

[0010] Additionally or alternatively, the validation data
may include a network address of the DWCM.

[0011] According to one embodiment, the backscat-
tered encoded access data is encrypted.

[0012] Preferably, thetag memoryis further configured
to store a tag password, and the NFC tag is further con-
figured to not backscatter the encoded access data un-
less the interrogation wave also encodes the tag pass-
word.

[0013] Accordingto a preferred embodiment, the WCD
system has been assigned a serial number, and the tag
password is or is related to the serial number.

[0014] The DWCM may have been assigned a network
address, and the DWCM does not transmit the network
address in response to a query signal by the AWCM.
[0015] According to one embodiment, the defibrillator
memory further stores previous configuration data prior
to the validation data being received, and the defibrillator
processor is configured to run the program according to
the stored previous configuration data so as to generate
a previous decision to shock or not shock, and to control
the discharge circuit to thus discharge the electrical
charge responsive to the previous decision being to
shock.

[0016] The received configuration data may be stored
in the defibrillator memory only if it is received by the
DWCM before a timeout period expires after the back-
scatter wave is transmitted. Thereby, it can be inhibited
that obsolescent data are stored in the defibrillator mem-
ory.

[0017] In an exemplary embodiment, the NFC tag is
further configured to receive another wireless interroga-
tion wave from an other NFC reader, to decode updated
tag data from the other wireless interrogation wave, and
to store the updated tag data in the tag memory in lieu
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of the access data.

[0018] In a further exemplary embodiment, the NFC
tag is further configured to receive another wireless in-
terrogation wave from the NFC reader, to decode updat-
ed tag data from the other wireless interrogation wave,
and to store the updated tag data in the tag memory in
lieu of the access data.

[0019] The DWCM may be further configured to re-
ceive wirelessly from the AWCM updated tag data, and
the defibrillator processor is further configured to store
the updated tag data in the tag memory in lieu of the
access data.

[0020] The WCD system may further comprise a defi-
brillator housing, the defibrillator processor and the NFC
tag being located within the defibrillator housing; and a
service port in the defibrillator housing that has a contact
node electrically coupled with the defibrillator processor,
and in which the defibrillator processor is further config-
ured to store in the tag memory in lieu of the access data
updated tag data received via the contact node.

[0021] In an exemplary embodiment the defibrillator
memory is further configured to store back-up data, and
the defibrillator processor is further configured to store
in the tag memory in lieu of the access data the back-up
data that is stored in the defibrillator memory. In partic-
ular, the DWCM is further configured to have received
wirelessly the back-up data that can be stored in the de-
fibrillator memory.

[0022] In a further exemplary embodiment, the WCD
system further comprises a defibrillator housing, the de-
fibrillator processor and the NFC tag being located within
the defibrillator housing; and a service port in the defi-
brillator housing that has a contact node electrically cou-
pled with the defibrillator processor, and in which the de-
fibrillator processor is further configured to have received
via the contact node the back-up data that can be stored
in the defibrillator memory.

[0023] The object of the present invention is further
achieved by a non-transitory computer-readable storage
medium according to claim 13

[0024] The wearable cardioverter defibrillator (WCD)
system and the accessing device in relation with the non-
transitory computer-readable storage medium may be
configured as described above in association with the
inventive wearable cardioverter defibrillator (WCD) sys-
tem.

[0025] In particular, the validation data may include the
access dataor ahash ofthe access data and/or a network
address of the DWCM.

[0026] The backscattered encoded access data may
be encrypted.
[0027] The tag memory may further store a tag pass-

word, and the NFC tag does not backscatter the encoded
access data unless the interrogation wave also encodes
the tag password.

[0028] According to one embodiment, the WCD sys-
tem may have been assigned a serial number, and the
tag password is or is related to the serial number.
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[0029] Preferably, the DWCM may have been as-
signed a network address, and the DWCM does not
transmit the network address in response to a query sig-
nal by the AWCM.

[0030] The received configuration data may be stored
in the defibrillator memory only if it is received by the
DWCM before a timeout period expires after the back-
scatter wave is transmitted.

[0031] According to one embodiment, the NFC tag fur-
ther receives another wireless interrogation wave from
an other NFC reader, decodes updated tag data from the
otherwireless interrogation wave, and stores the updated
tag data in the tag memory in lieu of the access data.
[0032] In an alternative embodiment, the NFC tag fur-
ther receives another wireless interrogation wave from
the NFC reader, decodes updated tag data from the other
wireless interrogation wave, and stores the updated tag
data in the tag memory in lieu of the access data.
[0033] Preferably, the DWCM further receives wire-
lessly from the AWCM updated tag data, and the defi-
brillator processor further stores the updated tag data in
the tag memory in lieu of the access data.

[0034] The defibrillator memory may further store
back-up data, and the defibrillator processor may further
stores in the tag memory in lieu of the access data the
back-up data that is stored in the defibrillator memory.
[0035] Furthermore, the DWCM may further receive
wirelessly the back-up data that is stored in the defibril-
lator memory.

[0036] The object of the present invention is further
achieved by a method for a wearable cardioverter defi-
brillator (WCD) system according to claim 14.

[0037] The wearable cardioverter defibrillator (WCD)
system and the accessing device described in relation
with the method may be configured as described above
in association with the inventive wearable cardioverter
defibrillator (WCD) system. In particular, the accessing
device is provided in a peripheral housing, and when the
NFC tag receives the wireless interrogation wave from
the NFC reader and transmits wirelessly the backscatter
wave, the peripheral housing is at a distance of at most
10" from the NFC tag.

[0038] According to one embodiment, the validation
data includes the access data or a hash of the access
data and/or a network address of the DWCM.

[0039] The backscattered encoded access data may
be encrypted.
[0040] In one preferred embodiment, the tag memory

further stores a tag password, and the NFC tag does not
backscatter the encoded access data unless the interro-
gation wave also encodes the tag password.

[0041] Preferably, the WCD system has been as-
signed a serial number, and the tag password is or is
related to the serial number.

[0042] According to an exemplary embodiment, the
DWCM has been assigned a network address, and the
DWCM does not transmit the network address in re-
sponse to a query signal by the AWCM.
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[0043] The received configuration data may be stored
in the defibrillator memory only if it is received by the
DWCM before a timeout period expires after the back-
scatter wave is transmitted.

[0044] In one embodiment, the NFC tag further re-
ceives an other wireless interrogation wave from an other
NFC reader, decodes updated tag data from the other
wireless interrogation wave, and stores the updated tag
data in the tag memory in lieu of the access data.
[0045] According to an alternative embodiment, the
NFC tag further receives an other wireless interrogation
wave from the NFC reader, decodes updated tag data
from the other wireless interrogation wave, and stores
the updated tag data in the tag memory in lieu of the
access data.

[0046] The DWCM may further receive wirelessly from
the AWCM updated tag data, and the defibrillator proc-
essor further stores the updated tag data in the tag mem-
ory in lieu of the access data.

[0047] The WCD system may further comprise a defi-
brillator housing, the defibrillator processor and the NFC
tag being located within the defibrillator housing.

[0048] The WCD system may further comprise a serv-
ice portin the defibrillator housing, the service porthaving
a contact node electrically coupled with the defibrillator
processor. For example, the defibrillator processor fur-
ther stores in the tag memory in lieu of the access data
updated tag data received via the contact node.

[0049] In afurther exemplary embodiment, the defibril-
lator memory further stores back-up data, and the defi-
brillator processor further stores in the tag memory in lieu
of the access data the back-up data that is stored in the
defibrillator memory.

[0050] In particular, the DWCM has further received
wirelessly the back-up data that is stored in the defibril-
lator memory.

[0051] Furthermore, the defibrillator processor may
have further received via the contact node the back-up
data that is stored in the defibrillator memory.

[0052] These and other features and advantages of
the claimed invention will become more readily apparent
in view of the embodiments described and illustrated in
the present disclosure, namely from the present written
specification and the drawings. In general, the present
disclosure reflects preferred embodiments of the inven-
tion. The attentive reader will note, however, that some
aspects of the disclosed embodiments extend beyond
the scope of the claims. To the respect that the disclosed
embodiments indeed extend beyond the scope of the
claims, the disclosed embodiments are to be considered
supplementary background information and do not con-
stitute definitions of the claimed invention.

FIG. 1is a diagram of components of a sample wear-
able cardioverter defibrillator (WCD) system, made

according to embodiments.

FIG. 2 is a diagram showing sample components of
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an external defibrillator, such as the one belonging
in the WCD system of FIG. 1, and which includes an
NFC tag according to embodiments.

FIG. 3 is a diagram of sample components of an
external defibrillator, such as the one of FIG. 2 and
made according to embodiments, and also of com-
ponents of an accessing device, during wireless
communication between the external defibrillator
and the accessing device.

FIG. 4 is a diagram of sample operations occurring
when configuration data is being uploaded to the ex-
ternal defibrillator of FIG. 3 according to embodi-
ments.

FIG. 5 is a flowchart for illustrating methods for the
external defibrillator of FIG. 3 according to embodi-
ments where the operations of FIG. 4 are being per-
formed.

FIG. 6 is a diagram of sample operations occurring
when a software update is being uploaded to the
external defibrillator of FIG. 3 according to embodi-
ments.

FIG. 7 is a flowchart for illustrating methods for the
external defibrillator of FIG. 3 according to embodi-
ments where the operations of FIG. 6 are being per-
formed.

FIG. 8 is a diagram of sample operations occurring
when action data of the external defibrillator of FIG.
3 is being downloaded according to embodiments.

FIG. 9 is a flowchart for illustrating methods for the
external defibrillator of FIG. 3 according to embodi-
ments where the operations of FIG. 8 are being per-
formed.

FIG. 10 is a diagram showing sample components
of an external defibrillator, such as the external de-
fibrillator of FIG. 3, in embodiments where the NFC
tag receives and stores updated data directly from
a trusted NFC reader.

FIG. 11 is a diagram showing sample components
of an external defibrillator, such as the external de-
fibrillator of FIG. 3, in embodiments where the NFC
tag receives and stores updated data directly from
a trusted programming device.

FIG. 12 is a diagram showing sample components
of an external defibrillator, such as the external de-
fibrillator of FIG. 3, in an embodiment in which the
NFC tag may receive and store updated data via a
wired service port.
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FIG. 13 is a diagram showing sample components
of an external defibrillator, such as the external de-
fibrillator of FIG. 3, in an embodiment in which the
NFC tag may receive backup data stored in a mem-
ory of the external defibrillator.

[0053] Ashasbeenmentioned, the presentdescription
is about wearable cardioverter defibrillator (WCD) sys-
tems, storage media that store programs, and methods.
Embodiments are now described in more detail.

[0054] A wearable cardioverter defibrillator (WCD)
system made according to the present invention has a
number of components. These components can be pro-
vided separately as modules that can be interconnected,
or can be combined with other components, etc.

[0055] AcomponentofaWCD system can be a support
structure, which is configured to be worn by the patient.
The support structure can be any structure suitable for
wearing, such as a harness, a vest, a half-vest-for exam-
ple over the left side of the torso that positions electrodes
on opposite sides of the heart, one or more belts that are
configured to be worn horizontally or possibly vertically
over a shoulder, another garment, and so on. The support
structure can be implemented in a single component or
multiple components. For example, a support structure
may have a top component resting on the shoulders, for
ensuring that the defibrillation electrodes will be in the
appropriate positions for defibrillating, and a bottom com-
ponent resting on the hips, for carrying the bulk of the
weight of the defibrillator. A single component embodi-
ment could be with a belt around at least the torso. Other
embodiments could use an adhesive material or another
way for attaching to the patient, without encircling any
part of the body. There can be other examples.

[0056] FIG. 1 depicts components of a WCD system
made according to the present invention, as it might be
worn by a patient 82. A patient such as patient 82 may
also be referred to as a person and/or wearer, since that
patient wears components of the WCD system.

[0057] In FIG. 1, a generic support structure 170 is
shown relative to the body of patient 82, and thus also
relative to his or her heart 85. Structure 170 could be a
harness, a vest, a half-vest, one or more belts, or a gar-
ment, etc., as per the above. Structure 170 could be im-
plemented in a single component, or multiple compo-
nents, and so on. Structure 170 is wearable by patient
82, but the manner of wearing it is not depicted, as struc-
ture 170 is depicted only generically in FIG. 1 and, in fact,
partly conceptually. Thatis, FIG. 1 is provided merely to
illustrate concepts about the support structure 170 and
is not to be construed as limiting it.

[0058] A WCD system according to embodiments is
configured to defibrillate a patient who is wearing it, by
delivering an electrical charge to the patient’'s body in the
form of an electric shock delivered in one or more pulses.
FIG. 1 shows a sample external defibrillator 100, and
sample defibrillation electrodes 104, 108, which are cou-
pled to external defibrillator 100 via electrode leads 105.
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Defibrillator 100 and defibrillation electrodes 104, 108
are coupled to support structure 170. As such, many of
the components of defibrillator 100 can be therefore cou-
pled to support structure 170. When defibrillation elec-
trodes 104, 108 make good electrical contact with the
body of patient 82, defibrillator 100 can administer, via
electrodes 104, 108, a brief, strong electric pulse 111
through the body. Pulse 111, also known as a defibrilla-
tion shock or therapy shock, is intended to go through
and restart heart 85, in an effort to save the life of patient
82. Pulse 111 can further include one or more pacing
pulses, and so on.

[0059] A WCD system according to the present inven-
tion includes a Near Field Communications (NFC) tag.
The NFC tag typically includes a tag antenna, a tag proc-
essor, and atag memory, and operates according to prin-
ciples of RFID (Radio Frequency Identification). The NFC
tag may be provided anywhere in the WCD system. Pre-
ferred locations are near electronic components whose
content may become updated, such as processors,
memories and the like. Accordingly, in FIG. 1, NFC tag
191 is provided within external defibrillator 100, which is
also sometimes called a security NFC tag 191.

[0060] In FIG. 1, an accessing device 141 is shown,
which is communicating with external defibrillator 100.
Accessing device 141 may be a programmer for defibril-
lator 100, an accessory for WCD system, a peripheral, a
base station configured to receive action data generated
by and stored in a memory of defibrillator 100, a compu-
ter, a generic communication device such as a mobile
smartphone, a laptop, a tablet with suitable applications
loaded, and so on. Accessing device 141 may include a
peripheral processor, an Accessing Wireless Communi-
cation Module (AWCM), and a Near Field Communica-
tions (NFC) reader that can communicate with NFC tag
191. In addition, and depending on its construction, ac-
cessing device 141 may include a user interface with
input and output devices, such as a keyboard, a touch-
screen, buttons and other actuators, a microphone, a
speaker, and so on.

[0061] Inthis example, it should be observed that there
are two communication links (comlinks) established be-
tween accessing device 141 and defibrillator 100, namely
RFID comlink 198 and data comlink 148. It should also
be observed that, in FIG. 1, distances are not necessarily
drawn to scale; indeed, accessing device 141 may be
much closer to defibrillator 100 for comlinks 198, 148 to
be established, than is suggested by the drawing taking
into account the dimensions of patient 82. Moreover,
comlinks 198, 148 may be established and used at times
that patient 82 is not wearing support structure 170, or
any other component of the WCD system.

[0062] NFCtag 191 may be usedtohelp pairaccessing
device 141 with external defibrillator 100. External defi-
brillators benefit from connecting with other devices for
the purposes of receiving configuration data and up-
dates, and downloading data.

[0063] For patient safety reasons, it is very important
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to prevent or avoid mistakes of the type that a peripheral
might connect to the wrong defibrillator. Such risks are
enhanced when these connections are wireless. In em-
bodiments, such risks are mitigated by using NFC tags
to pair the components that would communicate. In em-
bodiments or versions, NFC tag 191 is capable of storing
connectivity and security data for defibrillator 100. Ac-
cessing device 141 would read this connectivity and se-
curity data as keys for knowing how to connect to specific
defibrillator 100. Because NFC technology requires the
tag and reader to be within very close proximity, the user
can thus be reasonably certain that the correct defibril-
lator is being connected to the peripheral.

[0064] A prior artdefibrillator typically decides whether
to defibrillate or notbased on an ECG signal of the patient.
However, external defibrillator 100 may initiate defibril-
lation (or hold-off defibrillation) based on a variety of in-
puts, with ECG merely being one of them.

[0065] Accordingly, it will be appreciated that signals
such as physiological signals containing physiological
data are obtained from patient 82. While the patient may
be a considered also a "user" of the WCD system, this
is not a requirement. That is, for example, a user of the
wearable cardioverter defibrillator (WCD) may include a
clinician such as a doctor, nurse, emergency medical
technician (EMT) or other similarly situated individual (or
group of individuals). The particular context of these and
other related terms within this description should be in-
terpreted accordingly.

[0066] TheWCD system may optionally include an out-
side monitoring device 180. Device 180 is called an "out-
side" device because it could be provided as a stan-
dalone device, for example not within the housing of de-
fibrillator 100. Device 180 can be configured to sense or
monitor at least one local parameter. A local parameter
can be a parameter of patient 82, or a parameter of the
WCD system, or a parameter of the environment, as will
be described later in this document. Device 180 may in-
clude one or more sensors or transducers that are con-
figured to render one or more physiological inputs from
one or more patient parameters that it senses.

[0067] Optionally, device 180 is physically coupled to
support structure 170. In addition, device 180 can be
communicatively coupled with other components, which
are coupled to support structure 170. Such communica-
tion can be implemented by a communication module,
as will be deemed applicable by a person skilled in the
art in view of this description.

[0068] FIG. 2 is a diagram showing components of an
exemplary external defibrillator 200. These components
can be, for example, included in external defibrillator 100
of FIG. 1. The components shown in FIG. 2 can be pro-
vided in a housing 201, which may also be referred to as
casing 201.

[0069] External defibrillator 200 is intended for a pa-
tient who would be wearing it, such as patient 82 of FIG.
1. Defibrillator 200 may further include a user interface
270 for a user 282. User 282 can be patient 82, also
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known as wearer 82. Or user 282 can be a local rescuer
at the scene, such as a bystander who might offer as-
sistance, or a trained person. Or, user 282 might be a
remotely located trained caregiver in communication with
the WCD system.

[0070] Userinterface 270 can be made in any number
of ways. User interface 270 may include output devices,
which can be visual, audible or tactile, for communicating
to a user. For example, an output device can be a light,
or a screen to display what is sensed, detected and/or
measured, and provide visual feedback to rescuer 282
for their resuscitation attempts, and so on. Another output
device can be a speaker, which can be configured to
issue voice prompts, etc. Sounds, images, vibrations,
and anything that can be perceived by user 282 can also
be called human perceptible indications. User interface
270 may also include input devices for receiving inputs
from users. Such input devices may additionally include
various controls, such as pushbuttons, keyboards, touch-
screens, a microphone, and so on. An input device can
be a cancel switch, which is sometimes called a "live-
man" switch. In some embodiments, actuating the cancel
switch can prevent the impending delivery of a shock.
[0071] Defibrillator 200 may include an internal moni-
toring device 281. Device 281 is called an "internal" de-
vice because it is incorporated within housing 201. Mon-
itoring device 281 can sense or monitor patient param-
eters such as patient physiological parameters, system
parameters and/or environmental parameters, all of
which can be called patient data. In other words, internal
monitoring device 281 can be complementary or an al-
ternative to outside monitoring device 180 of FIG. 1. Al-
locating which of the system parameters are to be mon-
itored by which monitoring device can be done according
to design considerations. Device 281 may include one
or more transducers that are configured to render one or
more physiological inputs from one or more patient pa-
rameters that it senses. Of course, device 281 is provided
above and beyond ECG port 219.

[0072] Patient physiological parameters include, for
example and without limitation, those physiological pa-
rameters that can be of any help in detecting by the wear-
able defibrillation system whether the patient is in need
of a shock, plus optionally their medical history and/or
event history. Examples of such parameters include the
patient's ECG, blood oxygen level, blood flow, blood
pressure, blood perfusion, pulsatile change in light trans-
mission or reflection properties of perfused tissue, heart
sounds, heart wall motion, breathing sounds and pulse.
Accordingly, the monitoring device may include one or
more sensors configured to acquire patient physiological
signals. Examples of such sensors include electrodes to
detect ECG data, a perfusion sensor, a pulse oximeter,
a Doppler device for detecting blood flow, a cuff for de-
tecting blood pressure, an optical sensor, illumination de-
tectors and perhaps sources for detecting color change
in tissue, a motion sensor, a device that can detect heart
wall movement, a sound sensor, a device with a micro-
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phone, an SpO, sensor, and so on. It will be appreciated
that such sensors can help detect the patient’s pulse,
and can therefore also be called pulse detection sensors,
pulse sensors, and pulse rate sensors. Pulse detection
is also taught at least in Physio-Control’'s US Patent No.
8,135,462, which is hereby incorporated by reference in
its entirety. In addition, a person skilled in the art may
implement other ways of performing pulse detection. In
such cases, the transducer includes an appropriate sen-
sor, and the physiological input is a measurement by the
sensor of that patient parameter. For example, the ap-
propriate sensor for a heart sound may include a micro-
phone, etc.

[0073] In some embodiments, the local parameter is a
trend that can be detected in a monitored physiological
parameter of patient 282. A trend can be detected by
comparing values of parameters at different times. Pa-
rameters whose detected trends can particularly help a
cardiac rehabilitation program include: a) cardiac func-
tion (e.g. ejection fraction, stroke volume, cardiac output,
etc.); b) heart rate variability at rest or during exercise;
c) heart rate profile during exercise and measurement of
activity vigor, such as from the profile of an accelerometer
signal and informed from adaptive rate pacemaker tech-
nology; d) heart rate trending; e) perfusion, such as from
SpO, or CO,; f) respiratory function, respiratory rate, etc.;
g) motion, level of activity; and so on. Once a trend is
detected, it can be stored and/or reported via a commu-
nication link, along perhaps with a warning. From the
report, a physician monitoring the progress of patient 282
will know about a condition that is either not improving
or deteriorating.

[0074] Patient state parameters include recorded as-
pects of patient 282, such as motion, posture, whether
they have spoken recently plus maybe also what they
said, and so on, plus optionally the history of these pa-
rameters. Or, one of these monitoring devices could in-
clude a location sensor such as a Global Positioning Sys-
tem (GPS) location sensor. Such a sensor can detect the
location, plus a speed can be detected as arate of change
of location over time. Many motion detectors output a
motion signal that is indicative of the motion of the de-
tector, and thus of the patient’'s body. Patient state pa-
rameters can be very helpful in narrowing down the de-
termination of whether SCA is indeed taking place.
[0075] A WCD system made according to embodi-
ments may include a motion detector. In embodiments,
a motion detector can be implemented within monitoring
device 180 or monitoring device 281. Such a motion de-
tector can be configured to detect a motion event. In re-
sponse, the motion detector may render or generate from
the detected motion event a motion detection input that
can be received by a subsequent device or functionality.
A motion event can be defined as is convenient, for ex-
ample a change in motion from a baseline motion or rest,
etc. Such a motion detector can be made in many ways
as is known in the art, for example by using an acceler-
ometer. In such cases, the patient parameter is a motion,
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the transducer includes a motion detector, and the phys-
iological input is a motion measurement.

[0076] System parameters of a WCD system can in-
clude system identification, battery status, system date
and time, reports of self-testing, records of data entered,
records of episodes and intervention, and so on.

[0077] Environmental parameters can include ambient
temperature and pressure. A humidity sensor may pro-
vide information as to whether it is likely raining. Pre-
sumed patient location could also be considered an en-
vironmental parameter. The patientlocation could be pre-
sumed if monitoring device 180 or 281 includes a GPS
location sensor as per the above.

[0078] Defibrillator 200 typically includes a defibrilla-
tion port 210, such as a socket in housing 201. Defibril-
lation port 210 includes electrical nodes 214, 218. Leads
of defibrillation electrodes 204, 208, such as leads 105
of FIG. 1, can be plugged into defibrillation port 210, so
as to make electrical contact with nodes 214, 218, re-
spectively. Itis also possible that defibrillation electrodes
204, 208 are connected continuously to defibrillation port
210, instead. Either way, defibrillation port 210 can be
used for guiding, via electrodes, to the wearer the elec-
trical charge that has been stored in energy storage mod-
ule 250. The electric charge will be the shock for defibril-
lation, pacing, and so on.

[0079] Defibrillator 200 may optionally also have an
ECG port 219 in housing 201, for plugging in sensing
electrodes 209, which are also known as ECG electrodes
and ECG leads. Itis also possible that sensing electrodes
209 can be connected continuously to ECG port 219,
instead. Sensing electrodes 209 are types of transducers
that can help sense an ECG signal, e.g. a 12-lead signal,
or a signal from a different number of leads, especially if
they make good electrical contact with the body of the
patient. Sensing electrodes 209 can be attached to the
inside of support structure 170 for making good electrical
contact with the patient, similarly as defibrillation elec-
trodes 204, 208.

[0080] Optionally a WCD system according to embod-
iments also includes a fluid that it can deploy automati-
cally between the electrodes and the patient skin. The
fluid can be conductive, such as by including an electro-
lyte, for making a better electrical contact between the
electrode and the skin. Electrically speaking, when the
fluid is deployed, the electrical impedance between the
electrode and the skin is reduced. Mechanically speak-
ing, the fluid may be in the form of a low-viscosity gel, so
that it does not flow away, after it has been deployed.
The fluid can be used for both defibrillation electrodes
204, 208, and sensing electrodes 209.

[0081] The fluid may be initially stored in a fluid reser-
voir, not shown in FIG. 2, which can be coupled to the
support structure. In addition, a WCD system according
to embodiments further includes a fluid deploying mech-
anism 274. Fluid deploying mechanism 274 can be con-
figured to cause at least some of the fluid to be released
from the reservoir, and be deployed near one or both of
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the patient locations, to which the electrodes are config-
ured to be attached to the patient. In some embodiments,
fluid deploying mechanism 274 is activated responsive
to receiving activation signal AS from processor 230, pri-
or to the electrical discharge.

[0082] In some embodiments, defibrillator 200 also in-
cludes a transducer that includes a measurement circuit
220. Measurement circuit 220 senses one or more elec-
trical physiological signal of the patient from ECG port
219, if provided. Even if defibrillator 200 lacks ECG port
219, measurement circuit 220 can obtain physiological
signals through nodes 214, 218 instead, when defibrilla-
tion electrodes 204, 208 are attached to the patient. In
these cases, the physiological input reflects an ECG
measurement. The parameter can be an ECG, which can
be sensed as a voltage difference between electrodes
204,208. In addition the parameter can be animpedance,
which can be sensed between electrodes 204, 208
and/or the connections of ECG port 219. Sensing the
impedance can be useful for detecting, among other
things, whether these electrodes 204, 208 and/or sensing
electrodes 209 are not making good electrical contact
with the patient’s body. These patient physiological sig-
nals can be sensed, when available. Measurement circuit
220 can then render or generate information about them
as physiological inputs, data, other signals, etc. More
strictly speaking, the information rendered by measure-
ment circuit 220 is output from it, but this information can
be called an inputbecause it is received by a subsequent
device or functionality as an input.

[0083] Defibrillator 200 also includes a processor 230,
which is also known defibrillator processor. Processor
230 may be implemented in a number of ways. Such
ways include, by way of example and not of limitation,
digital and/or analog processors such as microproces-
sors and Digital Signal Processors (DSPs); controllers
such as microcontrollers; software running in a machine;
programmable circuits such as Field Programmable
Gate Arrays (FPGAs), Field-Programmable Analog Ar-
rays (FPAAs), Programmable Logic Devices (PLDs), Ap-
plication Specific Integrated Circuits (ASICs), any com-
bination of one or more of these, and so on.

[0084] The processor230 may include, or have access
to, non-volatile memory for storage of machine readable
and machine executable instructions. The instructions,
which may also referred to as "software," generally pro-
vide for functionality by performing methods as may be
disclosed herein or understood by one skilled in the art
in view of the disclosed embodiments. In some embod-
iments, and as a matter of convention used herein, in-
stances of the software may be referred to as a "module"
and by other similar terms. Generally, where introduced
as a module, the instruction set is provided to offer or
fulfill a particular functionality. Embodiments of modules
and the functionality delivered are not limited by the em-
bodiments set forth herein.

[0085] Processor 230 can be considered to have a
number of modules. One such module can be a detection
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module 232. Detection module 232 can include a Ven-
tricular Fibrillation (VF) detector. The patient’'s sensed
ECG from measurement circuit 220, which can be avail-
able as physiological inputs, data, or other signals, may
be used by the VF detector to determine whether the
patient is experiencing VF. Detecting VF is useful, be-
cause VF results in SCA. Detection module 232 can also
include a Ventricular Tachycardia (VT) detector, and so
on.

[0086] Another such module in processor 230 can be
an advice module 234, which generates advice for what
to do. The advice can be based on outputs of detection
module 232. There can be many types of advice accord-
ing to embodiments. In some embodiments, the advice
is a shock/no shock determination that processor 230
can make, for example via advice module 234. The
shock/no shock determination can be made by executing
a stored Shock Advisory Algorithm. A Shock Advisory
Algorithm can make a shock/no shock determination
from one or more of ECG signals that are captured ac-
cording to embodiments, and determining whether a
shock criterion is met. The determination can be made
from a rhythm analysis of the captured ECG signal or
otherwise.

[0087] Insome embodiments, when the determination
is to shock, an electrical charge is delivered to the patient.
Delivering the electrical charge is also known as dis-
charging. Shocking can be for defibrillation, pacing, and
SO0 on.

[0088] Processor 230 can include additional modules,
such as other module 236, for other functions. In addition,
if internal monitoring device 281 is indeed provided, it
may be operated in part by processor 230, etc.

[0089] Defibrillator 200 optionally further includes a
memory 238, which can also be called defibrillator mem-
ory 238. Memory 238 can work together with processor
230, for example as described above. Memory 238 may
be implemented in a number of ways. Such ways include,
by way of example and not of limitation, volatile memo-
ries, Nonvolatile Memories (NVM), Read-Only Memories
(ROM), Random Access Memories (RAM), magnetic
disk storage media, optical storage media, smart cards,
flash memory devices, any combination of these, and so
on. Memory 238 is thus a non-transitory storage medium,
in particular a non-transitory computer-readable storage
medium. Memory 238, if provided, can include programs
for processor 230, which processor 230 may be able to
read and execute. More particularly, the programs can
include sets of instructions in the form of code, which
processor 230 may be able to execute upon reading.
Executing is performed by physical manipulations of
physical quantities, and may result in functions, opera-
tions, processes, actions and/or methods to be per-
formed, and/or the processor to cause other devices or
components or blocks to perform such functions, opera-
tions, processes, actions and/or methods. The programs
can be operational for the inherent needs of processor
230, and can also include protocols and ways that deci-
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sions can be made by advice module 234. In addition,
memory 238 can store prompts for user 282, if this user
is alocal rescuer. Moreover, memory 238 can store data.
The data can include patient data, system data and en-
vironmental data, for example as learned by internal
monitoring device 281 and outside monitoring device
180. The data can be stored in memory 238 before it is
transmitted out of defibrillator 200, or stored there after
it is received by defibrillator 200.

[0090] In embodiments, defibrillator 200 may further
includes an NFC tag 291. Tag 291 may be similar to tag
191, and more detailed embodiments are described later
in this document.

[0091] Defibrillator 200 may also include a power
source 240. To enable portability of defibrillator 200, pow-
er source 240 typically includes a battery. Such a battery
is typically implemented as a battery pack, which can be
rechargeable or not. Sometimes a combination is used
of rechargeable and non-rechargeable battery packs.
Other embodiments of power source 240 can include an
AC power override, for where AC power will be available,
an energy storage capacitor, and so on. In some embod-
iments, power source 240 is controlled by processor 230.
Appropriate components may be included to provide for
charging or replacing power source 240.

[0092] Defibrillator 200 additionally includes an energy
storage module 250, which can thus be coupled to the
support structure of the WCD system. Module 250 is
where some electrical energy can be stored temporarily
in the form of an electrical charge, when preparing it for
discharge to administer a shock. In embodiments, mod-
ule 250 can be charged from power source 240 to the
right amount of energy, as controlled by processor 230.
In typical implementations, module 250 includes a ca-
pacitor 252, which can be a single capacitor or a system
of capacitors, and so on. In some embodiments, energy
storage module 250 includes a device that exhibits high
power density, such as an ultracapacitor. As described
above, capacitor 252 can store the energy in the form of
an electrical charge, for delivering to the patient.

[0093] Defibrillator 200 moreover includes a discharge
circuit 255. When the decision is to shock, processor 230
can be configured to control discharge circuit 255 to dis-
charge through the patient the electrical charge stored
in energy storage module 250. When so controlled, circuit
255 can permit the energy stored in module 250 to be
discharged to nodes 214, 218, and from there also to
defibrillation electrodes 204, 208, so as to cause a shock
to be delivered to the patient. Circuit 255 can include one
or more switches 257. Switches 257 can be made in a
number of ways, such as by an H-bridge, and so on.
Circuit 255 can also be controlled via user interface 270.
[0094] Defibrillator 200 can optionally include a com-
munication module 290, which is also known as a Defi-
brillator Wireless Communication Module (DWCM) 290.
DWCM 290 can be configured to establish one or more
wireless communication links with other devices such as
accessing device 141, which may belong to entities such
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as aremote assistance center, Emergency Medical Serv-
ices (EMS), and so on. Module 290 may also include an
antenna, portions of a processor, and other sub-compo-
nents as may be deemed necessary by a person skilled
in the art. This way, data and commands can be com-
municated, such as patient data, eventinformation, ther-
apy attempted, CPR performance, system data, environ-
mental data, and so on. In addition, communication mod-
ules may be provided for wired communication with other
components, peripherals, etc.

[0095] Defibrillator 200 can optionally include other
components.
[0096] Returning to FIG. 1, in embodiments, one or

more of the components of the shown WCD system have
been customized for patient 82. This customization may
include a number of aspects. Forinstance, support struc-
ture 170 can be fitted to the body of patient 82. For an-
other instance, baseline physiological parameters of pa-
tient 82 can be measured, such as the heart rate of patient
82 while resting, while walking, motion detector outputs
while walking, etc. Such baseline physiological parame-
ters can be used to customize the WCD system, in order
to make its diagnoses more accurate, since the patients’
bodies differ from one another. Of course, such param-
eters can be stored in a memory of the WCD system, for
example by accessing device 141, and so on.

[0097] A programming interface can be made accord-
ing to embodiments, which receives such measured
baseline physiological parameters. Such a programming
interface may input automatically in the WCD system the
baseline physiological parameters, along with other data.
[0098] FIG. 3 is a diagram of sample components of
an external defibrillator 300, such as the one of FIG. 2
and made according to embodiments, and also of com-
ponents of an accessing device 341, such as the one of
FIG. 1, during wireless communication between external
defibrillator 300 and accessing device 341.

[0099] External defibrillator 300 includes a defibrillator
housing 301, which contains therein components as
shown for this example. Defibrillator 300 thus includes a
defibrillator processor 330, a defibrillator memory 338, a
Defibrillator Wireless Communication Module (DWCM)
390 and an NFC tag 391, all of which could be made as
described earlier for defibrillator processor 230, defibril-
lator memory 238, communication module 290 and NFC
tag 291, respectively. NFC tag 391 may have a tag mem-
ory 392, which stores access data 393, and optionally
also a tag password 394. Access data 393 may be need-
ed for accessing DWCM 390.

[0100] Defibrillator memory 338 can be configured to
store at least one program 332 and configuration data
333. Defibrillator processor 330 can be configured to run
program 332 according to stored configuration data 333
so as to generate a decision to shock or not shock. The
decision can be generated, for example, from advice
module 234 plus other inputs. Over the course of time,
multiple such decisions may be made, such as a first
decision, a second decision, and so on.
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[0101] Defibrillator processor 330 can be further con-
figured to control the discharge circuit of the WCD system
to thus discharge the electrical charge, responsive to the
generated decision. Of course, if updated configuration
data ever becomes stored in defibrillator memory 338 in
lieu of configuration data 333, then defibrillator processor
330 can run program 332 according to such stored up-
dated configuration data instead for generating subse-
quent decisions. Alternately, if an updated program ever
becomes stored in defibrillator memory 338 in lieu of pro-
gram 332, then defibrillator processor 330 can run the
updated program according to configuration data 333 or
according to any stored updated configuration data, for
generating subsequent decisions.

[0102] Defibrillator memory 338 can be configured to
further store action data 334. Action data 334 may have
been generated by operation of the WCD system, and
include historical data of the patient, of operations and
events, notifications, and so on.

[0103] Accessing device 341 may be a defibrillator
configurator, of the type that clinicians use. Accessing
device 341 may be used for purposes such as providing
software updates, updated configuration data for config-
uration settings for this specific WCD, for a specific pa-
tient, and so on. Accessing device 341 includes a periph-
eral housing 306, which contains therein components as
shown. Accessing device 341 includes at least an NFC
reader 342, a peripheral processor 340 and an Accessing
Wireless Communication Module (AWCM) 343. It may
also have a user interface, and so on.

[0104] External defibrillator 300 can be configured to
wirelessly exchange data with accessing device 341. The
wireless exchange may happen over RFID comlink 398
and data comlink 348, which can be as comlinks 198,
148. Comlinks 398, 348 can be characterized as taking
place over an air interface 302.

[0105] For RFID comlink 398, NFC reader 342 can be
configured to transmit a wireless interrogation wave 344.
NFC tags work by using RFID principles, for example
NFC tag 391 may harness energy wirelessly from NFC
reader 342. NFC tag 391 can be configured to receive
interrogation wave 344 from NFC reader 342, and to
transmit wirelessly a backscatter wave 395 responsive
to the received interrogation wave 344. Since NFC tech-
nology is being used, these exchanges over RFID com-
link 398 may not happen over large distances, thus better
preventing the wrong WCD systems from being pro-
grammed. In fact, when NFC tag 391 receives wireless
interrogation wave 344 from NFC reader 342 and trans-
mits wirelessly backscatter wave 395, peripheral housing
306 is at a short distance from NFC tag 391. Peripheral
housing 306 has a distance 307 from defibrillator housing
301. If, as is preferred, NFC tag 391 is provided within
defibrillator housing 301, then distance 307 is short, may
be at most 10", and in practice around 1" or less.
[0106] Backscatter wave 395 may encode access data
393, and be received by NFC reader 342 of accessing
device 341. In some embodiments, given that access
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data 393 is thus learned by accessing device 341, pe-
ripheral processor 340 may generate validation data for
addressing DWCM 390. More particularly, as shown
within peripheral processor 340, according to an opera-
tion 345, encoded access data 393 is received. Accord-
ing to a subsequent operation 349, validation data is gen-
erated from the received encoded access data 393. This
validation data may thus be generated from encoded ac-
cess data 393 that was backscattered by NFC tag 391
and received by NFC reader 342. This validation data
may include access data 393, a hash of access data 393,
and so on. It may include a network address of the
DWCM, keys for addressing DWCM 390, and the like. If
the validation data is exactly the same as access data,
then operation 349 need not take place other than to
store locally the access data at least temporarily before
transmitting it.

[0107] Various measures may be taken to protect ac-
cess data 393, while itis being backscattered. First, since
this NFC tag already uses RFID-type technology at low
power, a threat might be only from listeners at a very
close range, which is a factor that may be controlled.
Second, the backscattered encoded access data may be
encrypted. Third, NFC tag 391 may be readable only via
apassword. For example, tag memory 392 can be further
configured to store a tag password 394; plus, NFC tag
391 can be configured to not backscatter encoded ac-
cess data 393 unless interrogation wave 344 also en-
codes tag password 394. In such embodiments, the WCD
system may have been assigned a serial number, and
tag password 394 can that serial number, or be related
to that serial number. In such cases, the serial number
could be used to ensure that the specific accessing de-
vice (e.g., a Defibrillator Configurator) has permission to
connect with that particular defibrillator. This may be ac-
complished by supplying the serial number to a secure
website where the user has been authenticated, and has
granted permission that appropriate security keys are
given to devices for communicating with the WCD sys-
tem. Accordingly, the NFC tag would store unique data
pertaining to only this defibrillator on this particular pa-
tient. It is possible that only a defibrillator configurator
that has been given the necessary security data for one
particular defibrillator on a particular patient would be al-
lowed to connect. This creates another layer of security
that prevents rogue defibrillator configurators from being
able to attack maliciously defibrillator 300.

[0108] An advantage of embodiments is that DWCM
390 need not transmit its keys or network address to any
interrogating peripheral. In particular, DWCM 390 can be
assigned a network address, and not transmit that net-
work address in response to a query signal by AWCM
343. In fact, DWCM 390 may remain silent unless prop-
erly addressed, not broadcasting its presence, address,
or anything else. Other devices won’t even know that the
nearby DWCM 390 has a wireless connection, until the
NFC tag is read successfully.

[0109] In embodiments, AWCM 343 may properly ad-
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dress defibrillator 300, and its DWCM 390, by transmit-
ting the validation data it generated at operation 349. This
may take place within data comlink 348. AWCM may fur-
ther transmit, in a wave 346, updated configuration data,
an updated program such a software update or a software
patch, or a request for a memory download.

[0110] DWCM 390 may cooperate with defibrillator
processor 330. DWCM 390 may receive wave 346 what
the AWCM transmitted, and with it the validation data. If
itis determined that the received validation data has been
generated from the backscattered encoded access data
393, then defibrillator processor 330 may react accord-
ingly. For example, defibrillator processor 330 can be
further configured to cause DWCM 390 to transmitareply
wave 399, with an acknowledgement, for establishing
data comlink 348.

[0111] Data comlink 348 can be established in a
number of ways, and using a number of wireless proto-
cols. On such sample protocolis WiFi. NFC tag 391 could
store an IP address, SSID, and password. This data
would be used to set up the secure WiFi network. Dis-
connection from the network by either side could bring
down the WiFi network, in which case the NFC tag would
need to be read again, in case the accessing device 341
would not store this data. The data on the NFC tag could
also be encrypted with a symmetric or asymmetric key,
to protect against malicious users attempting to read the
information.

[0112] Another such sample protocol is Bluetooth.
NFC tag 391 could contain a MAC address and a security
key. This information would be used for accessing device
341 to pair or connect with defibrillator 300. In some em-
bodiments, when the two devices become unpaired or
disconnected, neither device would store data about the
pairing to allow repairing. NFC tag 391 would need to be
read again in order to pair or connect new devices. Again,
data on NFC tag 391 could also be encrypted with a sym-
metric or asymmetric key, to protect against malicious
users attempting to read the information.

[0113] Insomeembodiments,ifwave 346 encodes up-
dated configuration data, defibrillator processor 330 can
be further configured to store in defibrillator memory 338
the received updated configuration data in lieu of config-
uration data 333. Such can be both for configuration data
being initially received, and also for updates. When con-
figuration data is initially received, it is possible that there
was no configuration data had been stored, or standard
configuration data had been stored. In such cases, defi-
brillator processor 330 is configured to store in the defi-
brillator memory the received configuration data, and the
defibrillator processor thus becomes configured to run
the program according to the stored configuration data
soas to generate a certain decision to shock or not shock,
and to control the discharge circuit to thus discharge the
electrical charge responsive to the certain decision being
to shock. When the received configuration data is an up-
date, this means that defibrillator memory 338 further
stored previous configuration data, and defibrillator proc-
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essor 330 was configured to run program 332 according
to the stored previous configuration data so as to gener-
ate a previous decision to shock or not shock. Defibrillator
processor 330 was further configured to control the dis-
charge circuit to thus discharge the electrical charge re-
sponsive to the previous decision being to shock.
[0114] In some embodiments, if wave 346 encodes an
updated program, defibrillator processor 330 can be fur-
ther configured to store in defibrillator memory 338 the
received updated program in lieu of program 332. Such
can be both for a program being initially received, and
also for updates being installed. Such WCD systems use
the security NFC tag for uploading software.

[0115] In some embodiments, if wave 346 encodes a
request for a memory download, defibrillator processor
330 can be further configured to cause action data 334
to be encoded in reply wave 399. Such WCD systems
use the security NFC tag to enable requests of data from
the memory.

[0116] Examples are now described. The devices
and/or systems mentioned in this document perform
functions, processes and/or methods. These functions,
processes and/or methods may be implemented by one
or more devices that include logic circuitry. Such a device
can be alternately called a computer, and so on. It may
be a standalone device or computer, such as a general
purpose computer, or part of a device that has one or
more additional functions. The logic circuitry may include
a processor and non-transitory computer-readable stor-
age media, such as memories, of the type described else-
where in this document. Often, for the sake of conven-
ience only, it is preferred to implement and describe a
program as various interconnected distinct software
modules or features. These, along with data are individ-
ually and also collectively known as software. In some
instances, software is combined with hardware, in a mix
called firmware.

[0117] Moreover, methods and algorithms are de-
scribed below. These methods and algorithms are not
necessarily inherently associated with any particular log-
ic device or other apparatus. Rather, they are advanta-
geously implemented by programs for use by a comput-
ing machine, such as a general-purpose computer, a
special purpose computer, a microprocessor, a proces-
sor such as described elsewhere in this document, and
SO on.

[0118] This detailed description includes flowcharts,
display images, algorithms, and symbolic representa-
tions of program operations within at least one computer
readable medium. An economy is achieved in that a sin-
gle set of flowcharts is used to describe both programs,
and also methods. So, while flowcharts described meth-
ods in terms of boxes, they also concurrently describe
programs. Methods are now described.

[0119] Insome embodiments, configuration data is up-
loaded and stored in the WCD system for use. Examples
of such uploading are now described in conjunction with
FIG.s 3, 4 and 5.
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[0120] FIG. 4 is adiagram of sample operations occur-
ring when configuration data is being uploaded to exter-
nal defibrillator 300 of FIG. 3. The upload may take place
from an accessing device 441, which can be as described
previously for accessing devices 341. For example, ac-
cessing device 441 can be configured to perform the pre-
viously described operations 345, 349. It can also estab-
lish comlinks 498, 448 similar to comlinks 398, 348 via
air interface 302.

[0121] FIG. 5 shows a flowchart 500 for describing
methods according to embodiments. According to an op-
eration 510, a defibrillator processor may run a program
according to stored configuration data, so as to generate
afirstdecision to shock or not shock. In subsequenttimes
operation 510 is run, a second decision may be gener-
ated, and soon. Sometimes such a decision may be char-
acterized as previous, for example if it is made by previ-
ous configuration data, and so on.

[0122] According to another operation 520, it is deter-
mined what the decision of operation 510 was. If the de-
cision were to shock then, according to another operation
530, the discharge circuit may be controlled by the defi-
brillator processor to discharge the electrical charge as
has been described above. Then execution may return
to operation 510.

[0123] If at operation 520 the decision is to not shock
then, according to another operation 540, it is determined
whether a wireless interrogation wave from an NFC read-
er was received by NFC tag 391. The NFC reader could
be NFC reader 342. If not, then execution may return to
operation 510.

[0124] A situation where a wireless interrogation wave
444 was indeed received can be seen in FIG. 4. As has
been described previously, in some embodiments, inter-
rogation wave 444 may further encode a tag password
394 of NFC tag 391. In fact, the tag password encoded
byinterrogation wave 444 -whateveritis - will be checked
against tag password 394 stored in tag memory 392 of
NFC tag 391 for validity. This checking for validity is
shown conceptually by a dashed line from 394 to 394
with a question mark.

[0125] Returning to FIG. 5, if a wireless interrogation
wave has indeed been received at operation 540 then,
according to another operation 550, a backscatter wave
may be transmitted wirelessly by the NFC tag. The back-
scatter wave may encode access data stored in the tag
memory. If a password were required for the NFC tag,
then this backscattering can be configured to take place
only if the valid tag password has been transmitted.
[0126] FIG. 4 shows backscatter wave 495 encoding
access data 393 that is stored in tag memory 392. After
that, operations 345, 349 may be performed by accessing
device 441, and a wave 446 similar to wave 346 may be
transmitted. As mentioned above, wave 446 may encode
validation data 496 and updated configuration data 439.
[0127] Returning to FIG. 5, operations 345, 349 are
shown only to indicate the sequence at which they are
performed, after operation 550. These operations 345,
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349 are shown in dotted lines so as to indicate that they
are not part of flowchart 500.

[0128] After operation 550, according to another oper-
ation 560, it may be determined whether the validation
data and the updated configuration data transmitted by
the AWCM have been received wirelessly by the DWCM.
If not, then execution may return to operation 510.
[0129] In some embodiments, the DWCM will wait for
the validation data and the updated configuration data
only for a limited time, to increase security. For example,
a timeout period may start after the backscatter wave is
transmitted at operation 550. The timeout period may be
short, such as 1 sec. In such embodiments, the received
configuration data can be stored in the defibrillator mem-
ory only if itis received by the DWCM before the timeout
period expires.

[0130] If yes then, according to another operation 570,
it may be determined whether or not the received valida-
tion data has been generated from the backscattered en-
coded access data. This operation may serve external
defibrillator 300 to authenticate accessing device 441.
(In FIG. 4, this authentication operation is shown con-
ceptually by a dashed line from validation data 496 to
access data 393 with a question mark.) As mentioned
previously, in some embodiments the validation data is
identical to the access data. In FIG. 5, at operation 570,
ifthe answer is no, then execution may return to operation
510.

[0131] If at operation 570 the answer is yes then, ac-
cording to another operation 580, the received updated
configuration data may be stored by the defibrillator proc-
essor in the defibrillator memory, in response to deter-
mining that the received validation data has been gen-
erated from the backscattered encoded access data and,
of course, to the fact that the received updated program
was transmitted and received. Such storing can be in lieu
of previous configuration data stored there. (FIG. 4 also
shows that updated configuration data 439 of wave 446
becomes stored in memory 338 in lieu of previous con-
figuration data 338.) Execution then may return to oper-
ation 510, for a second decision and so on.

[0132] In some embodiments, one or more programs
are uploaded and stored in the WCD system for use.
Examples of such uploading are now described in con-
junction with FIG.s 3, 6 and 7.

[0133] FIG.6is adiagram of sample operations occur-
ring when a program is being uploaded to external defi-
brillator 300 of FIG. 3. The upload may take place from
an accessing device 641, which can be as described pre-
viously for accessing devices 341. For example, access-
ing device 641 can be configured to perform the previ-
ously described operations 345, 349. It can also establish
comlinks 698, 648 similar to comlinks 398, 348 via air
interface 302.

[0134] FIG. 7 shows a flowchart 700 for describing
methods according to embodiments. According to an op-
eration 710, a defibrillator processor may run a program
according to stored configuration data, so as to generate
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afirstdecision to shock or not shock. In subsequenttimes
operation 710 is run, a second decision may be gener-
ated, and soon. Sometimes such a decision may be char-
acterized as previous, for example if it is made by a pre-
vious program, and so on.

[0135] According to another operation 720, it is deter-
mined what the decision of operation 710 was. If the de-
cision were to shock then, according to another operation
730, the discharge circuit may be controlled by the defi-
brillator processor to discharge the electrical charge as
has been described above. Then execution may return
to operation 710.

[0136] If at operation 720 the decision is to not shock
then, according to another operation 740, it is determined
whether a wireless interrogation wave from an NFC read-
er was received by NFC tag 391. If not, then execution
may return to operation 710.

[0137] A situation where a wireless interrogation wave
644 was indeed received can be seen in FIG. 6. As has
been described previously, in some embodiments, inter-
rogation wave 644 may further encode a tag password
394 of NFC tag 391. In fact, the tag password encoded
byinterrogation wave 644 - whateveritis - will be checked
against tag password 394 stored in tag memory 392 of
NFC tag 391 for validity. This checking for validity is
shown conceptually by a dashed line from 394 to 394
with a question mark.

[0138] Returning to FIG. 7, if a wireless interrogation
wave has indeed been received at operation 740 then,
according to another operation 750, a backscatter wave
may be transmitted wirelessly by the NFC tag. The back-
scatter wave may encode access data stored in the tag
memory. If a password were required for the NFC tag,
then this backscattering can be configured to take place
only if the valid tag password has been transmitted.
[0139] FIG. 6 shows backscatter wave 695 encoding
access data 393 that is stored in tag memory 392. After
that, operations 345, 349 may be performed by accessing
device 641, and a wave 646 similar to wave 346 may be
transmitted. As mentioned above, wave 646 may encode
validation data 696 and updated program 637.

[0140] Returning to FIG. 7, operations 345, 349 are
shown only to indicate the sequence at which they are
performed, after operation 750. These operations 345,
349 are shown in dotted lines so as to indicate that they
are not part of flowchart 700.

[0141] Atfter operation 750, according to another oper-
ation 760, it may be determined whether the validation
data and the updated program transmitted by the AWCM
have been received wirelessly by the DWCM. If not, then
execution may return to operation 710. As with operation
550, also for operation 750 the DWCM may wait for the
validation data and the new program only for a limited
time, to increase security. In such embodiments, the re-
ceived program can be stored in the defibrillator memory
only if it is received by the DWCM before the timeout
period expires.

[0142] If at operation 750 the answer is yes then, ac-
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cording to another operation 770, it may be determined
whether or not the received validation data has been gen-
erated from the backscattered encoded access data.
This operation may serve external defibrillator 300 to au-
thenticate accessing device 641. (In FIG. 6, this authen-
tication operation is shown conceptually by a dashed line
from validation data 696 to access data 393 with a ques-
tion mark.) As mentioned previously, in some embodi-
ments the validation data is identical to the access data.
In FIG. 7, at operation 770, if the answer is no, then ex-
ecution may return to operation 710.

[0143] If at operation 770 the answer is yes then, ac-
cording to another operation 780, the received updated
program may be stored by the defibrillator processor in
the defibrillator memory, in response to determining that
the received validation data has been generated from
the backscattered encoded access data and, of course,
to the fact that the received updated program was trans-
mitted and received. Such storing can be in lieu of the
previous program stored there. (FIG. 6 also shows that
updated program 637 of wave 646 becomes stored in
memory 338 in lieu of previous program 332.) Execution
then may return to operation 710, for a second decision
and so on.

[0144] Insomeembodiments, action datais download-
ed and stored in the WCD system for review. Such action
data may include shock/no shock decisions, inputs for
running the program such as configuration data, a value
of a physiological parameter of the patient that may be
sensed by one of the sensors, an identifying number that
has been assigned to the patient, WCD system status
data such as a level of energy of the power source, and
soon. Taken together, such data may amount to a history
of monitoring and treating the patient. Examples of such
downloading are now described in conjunction with FIG.s
3,8and9.

[0145] FIG. 8 is adiagram of sample operations occur-
ring when action data is being downloaded from external
defibrillator 300 of FIG. 3. The download may take place
from an accessing device 841, which can be as described
previously for accessing devices 341. For example, ac-
cessing device 841 can be configured to perform the pre-
viously described operations 345, 349. It can also estab-
lish comlinks 898, 848 similar to comlinks 398, 348 via
air interface 302.

[0146] FIG. 9 shows a flowchart 900 for describing
methods according to embodiments. According to an op-
eration 910, a defibrillator processor may run a program
according to stored configuration data, so as to generate
afirst decision to shock or not shock. In subsequenttimes
operation 910 is run, a second decision may be gener-
ated, and so on.

[0147] According to another operation 915, action data
may be stored in the defibrillator memory, which relates
to at least one of the first decision and inputs for thus
running the program.

[0148] According to another operation 920, it is deter-
mined what the decision of operation 910 was. If the de-
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cision were to shock then, according to another operation
930, the discharge circuit may be controlled by the defi-
brillator processor to discharge the electrical charge as
has been described above. Then execution may return
to operation 910.

[0149] If at operation 920 the decision is to not shock
then, according to another operation 940, it is determined
whether a wireless interrogation wave from an NFC read-
er was received by NFC tag 391. If not, then execution
may return to operation 910.

[0150] A situation where a wireless interrogation wave
844 was indeed received can be seen in FIG. 8. As has
been described previously, in some embodiments, inter-
rogation wave 844 may further encode a tag password
394 of NFC tag 391. In fact, the tag password encoded
byinterrogation wave 844 -whateveritis - will be checked
against tag password 394 stored in tag memory 392 of
NFC tag 391 for validity. This checking for validity is
shown conceptually by a dashed line from 394 to 394
with a question mark.

[0151] Returning to FIG. 9, if a wireless interrogation
wave has indeed been received at operation 940 then,
according to another operation 950, a backscatter wave
may be transmitted wirelessly by the NFC tag. The back-
scatter wave may encode access data stored in the tag
memory. If a password were required for the NFC tag,
then this backscattering can be configured to take place
only if the valid tag password has been transmitted.
[0152] FIG. 8 shows backscatter wave 895 encoding
access data 393 that is stored in tag memory 392. After
that, operations 345, 349 may be performed by accessing
device 841, and a wave 846 similar to wave 346 may be
transmitted. As mentioned above, wave 846 may encode
validation data 896 and a request for action data 334.
[0153] Returning to FIG. 9, operations 345, 349 are
shown only to indicate the sequence at which they are
performed, after operation 950. These operations 345,
349 are shown in dotted lines so as to indicate that they
are not part of flowchart 900.

[0154] After operation 950, according to another oper-
ation 960, it may be determined whether the validation
data and the request transmitted by the AWCM have
been received wirelessly by the DWCM. If not, then ex-
ecution may return to operation 910. As with operation
550, also for operation 950 the DWCM may wait for the
validation data and the new program only for a limited
time, to increase security. In such embodiments, the re-
quest can be honored only if it is received by the DWCM
before the timeout period expires.

[0155] If at operation 950 the answer is yes then, ac-
cording to another operation 970, it may be determined
whether ornotthereceived validation data has been gen-
erated from the backscattered encoded access data.
This operation may serve external defibrillator 300 to au-
thenticate accessing device 841. (In FIG. 8, this authen-
tication operation is shown conceptually by adashed line
from validation data 896 to access data 393 with a ques-
tion mark.) As mentioned previously, in some embodi-
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ments the validation data is identical to the access data.
In FIG. 9, at operation 970, if the answer is no, then ex-
ecution may return to operation 910.

[0156] If at operation 970 the answer is yes then, ac-
cording to another, operation 999 at least a portion of
action data 334 can be transmitted wirelessly by the
DWCM, in response to the request and in response to
determining that the received validation data has been
generated from the backscattered encoded access data.
(FIG. 8 also shows a reply wave 899, similar to wave
399, encoding action data 334.) Execution then may re-
turn to operation 910, for a second decision and so on.
[0157] Tag memory 392 of NFC tag 391 may be pro-
grammed in different ways. Sample such ways are now
described.

[0158] FIG. 10 is a diagram of sample components of
an external defibrillator 1000, such as the one of FIG. 2
and made according to embodiments. FIG. 10 further
shows a trusted NFC reader 1042 that can be used to
program NFC tag 1091 by establishing an RFID comlink
1098.

[0159] External defibrillator 1000 includes a defibrilla-
tor housing 1001, which contains therein components as
shown for this example. Defibrillator 1000 thus includes
a defibrillator processor 1030, a defibrillator memory
1038, a defibrillator wireless communication module
(DWCM) 1090 and an NFC tag 1091, all of which could
be made as described earlier for similar components of
FIG. 3. Similarly, NFC tag 1091 may have a tag memory
1092, which stores access data 1093, and optionally also
atag password 1094. Access data 1093 may be needed
for accessing DWCM 1090. Moreover, defibrillator mem-
ory 1038 can be configured to store at least one program
1032, and configuration data 1033 and action data 1034.
[0160] Insome embodiments, NFC reader 1042 is the
NFC reader of an accessing device 1041, which can be
as described foraccessing device 341. In this application,
accessing device 1041 is being used as a programming
device. In other embodiments, however, NFC reader
1042 is simply an other NFC reader, which is used solely
for programming NFC tag 1091, and unrelated to access-
ing device 1041. For example, NFC reader 1042 could
be a standalone device, which is why accessing device
1041 is shown in dashed lines in FIG. 10.

[0161] In such embodiments, NFC reader 1042 may
transmit an other wireless interrogation wave that en-
codes updated tag data. Itis understood that this updated
tag data could be even the initial tag data that is intended
to be stored in tag memory 1092. In such embodiments,
NFC tag 1091 can be configured to receive the other
wireless interrogation wave, to decode the updated tag
data from the other wireless interrogation wave, and to
store the updated tag data in tag memory 1092. This
updated tag data may include access data and/or a tag
password, which can be stored in lieu of the existing ac-
cess data and/or a tag password.

[0162] FIG. 11 is a diagram of sample components of
an external defibrillator 1100, such as the one of FIG. 2
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and made according to embodiments. FIG. 11 further
shows a trusted programming device 1104 that can be
used to program NFC tag 1191.

[0163] External defibrillator 1100 includes a defibrilla-
tor housing 1101, which contains therein components as
shown for this example. Defibrillator 1100 thus includes
a defibrillator processor 1130, a defibrillator memory
1138, a defibrillator wireless communication module
(DWCM) 1190 and an NFC tag 1191, all of which could
be made as described earlier for similar components of
FIG. 3. Similarly, NFC tag 1191 may have a tag memory
1192, which stores access data 1193, and optionally also
atag password 1194. Access data 1193 may be needed
for accessing DWCM 1190. Moreover, defibrillator mem-
ory 1138 can be configured to store at least one program
1132 and configuration data 1133.

[0164] In some embodiments, programming device
1104 is as described for accessing device 341. Program-
ming device 1104 may include an AWCM 1143, which
can be as AWCM 343. As such, programming device
1104 may establish a data comlink 1148 with NFC tag
1191. Programming device 1104 may further optionally
include an NFC reader, and as such may establish an
optional RFID comlink 1198 with NFC tag 1191.

[0165] In such embodiments, AWCM 1143 may trans-
mit wirelessly updated tag data. This updated tag data
could be even the initial tag data that is intended to be
stored in tag memory 1192. In such embodiments,
DWCM 1190 can be further configured to receive wire-
lessly from the AWCM the transmitted updated tag data.
This updated tag data may include access data and/or a
tag password, which can be stored in tag memory 1192
in lieu of the existing access data and/or a tag password.
More particularly, defibrillator processor 1130 can be fur-
ther configured to store the received updated tag data in
tag memory 1192. In some embodiments, the path of the
updated tag data for this updating operation can be
shown in FIG. 11 by two arrows 1181, 1182.

[0166] FIG. 12 is a diagram of sample components of
an external defibrillator 1200, such as the one of FIG. 2
and made according to embodiments. External defibril-
lator 1200 includes a defibrillator housing 1201, which
contains therein components as shown for this example.
Defibrillator 1200 thus includes a defibrillator processor
1230, a defibrillator memory 1238, a defibrillator wireless
communication module (DWCM) 1290 and an NFC tag
1291, all of which could be made as described earlier for
similar components of FIG. 3. Similarly, NFC tag 1291
may have a tag memory 1292, which stores access data
1293, and optionally also a tag password 1294. Access
data 1293 may be needed for accessing DWCM 1290.
Moreover, defibrillator memory 1238 can be configured
to store atleast one program 1232 and configuration data
1233.

[0167] External defibrillator 1200 further includes a
service port 1270 in defibrillator housing 1201. Service
port 1270 has a contact node 1272 that is electrically
coupled with defibrillator processor 1230. For example,
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service port 1270 can be a port for a USB plug, a port for
a serial or parallel cable, and so on. Contact node 1272
may be one of the metal contacts of such a port.

[0168] Insuchembodiments, updated tag data may be
received via contact node 1272. This updated tag data
may include access data and/or a tag password, which
can be stored in tag memory 1292 in lieu of the existing
access data and/or a tag password. More particularly,
defibrillator processor 1230 can be further configured to
store in tag memory 1292 the updated tag data received
via contact node 1272. In some embodiments, the path
of the updated tag data for this updating operation can
be shown in FIG. 12 by two arrows 1281, 1282. This
would prevent malicious users from reconfiguring the
NFC tag wirelessly in an attempt to use the device for
their own purposes.

[0169] In some embodiments, the data stored in tag
memory 1392 is allowed to be changed only via the wired
connection through service port 1272, and for example
not wirelessly as in FIG. 10.

[0170] In some embodiments it may be desirable for
an external defibrillator to stop using a key (symmetric
or asymmetric). In this case, the device would be able to
update its NFC tag with data encrypted using new keys.
New keys may be received from a trusted source either
wirelessly, wired, or as stored as backups on the device
as seen in the next example.

[0171] Insomeembodiments, the NFC tag may be pro-
grammed by data that is backed-up in the defibrillator
memory. This can be either for original programming, or
in case the tag memory becomes corrupted. An example
is now described.

[0172] FIG. 13 is a diagram of sample components of
an external defibrillator 1300, such as the one of FIG. 2
and made according to embodiments. External defibril-
lator 1300 includes a defibrillator housing 1301, which
contains therein components as shown for this example.
Defibrillator 1300 thus includes a defibrillator processor
1330, a defibrillator memory 1338, a defibrillator wireless
communication module (DWCM) 1390 and an NFC tag
1391, all of which could be made as described earlier for
similar components of FIG. 3. Similarly, NFC tag 1391
may have a tag memory 1392 that stores access data
1393, and optionally also a tag password 1394. Access
data 1393 may be needed for accessing DWCM 1390.
Moreover, defibrillator memory 1338 can be configured
to store at least one program 1332, configuration data
1333 and back-up data 1335 for backing up NFC tag
1391.

[0173] In such embodiments, defibrillator processor
1330 can be further configured to store in tag memory
1392 back-up data 1335 that is stored in defibrillator
memory 1338. In some embodiments, the path of the
updated tag data for this updating operation can be
shown in FIG. 13 by two arrows 1381, 1382. This back-
up data 1335 may include access data and/or a tag pass-
word, which can be stored in tag memory 1392 in lieu of
the existing access data and/or a tag password.
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[0174] Forsuch embodiments, back-up data 1335 may
have become stored in defibrillator memory 1338 in a
number of ways. In many of these embodiments, back-
up data 1335 is thus previously stored in defibrillator
memory 1338 by defibrillator processor 1330, via arrow
1379 that uses an internal connection. And for these em-
bodiments, defibrillator processor 1330 may have re-
ceived back-up data 1335 in a number of ways.

[0175] For a first example, DWCM 1390 may have
been further configured to receive wirelessly the back-
up data, as shown in FIG. 11, and from there defibrillator
processor 1330 may be receiving back-up data 1335 ac-
cording to a path similar to what is shown by arrow 1181.
From there, back-up data 1335 would be stored in defi-
brillator memory 1338 via arrow 1379.

[0176] For a second example, external defibrillator
1300 may have, in its housing 1301, a service port (not
shown), similar to service port 1270 of FIG. 12, with a
contact node contact node similar to contact node 1272.
In this second example, defibrillator processor 1330 can
be further configured to receive back-up data 1335 via
the contact node according to a path similar to what is
shown by arrow 1182. From there, back-up data 1335
would be stored in defibrillator memory 1338 via arrow
1379.

[0177] In the methods described above, each opera-
tion can be performed as an affirmative step of doing, or
causing to happen, what is written that can take place.
Such doing or causing to happen can be by the whole
system or device, or just one or more components of it.
It will be recognized that the methods and the operations
may be implementedin a number of ways, including using
systems, devices and implementations described above.
In addition, the order of operations is not constrained to
what is shown, and different orders may be possible ac-
cording to different embodiments. Examples of such al-
ternate orderings may include overlapping, interleaved,
interrupted, reordered, incremental, preparatory, supple-
mental, simultaneous, reverse, or other variant order-
ings, unless context dictates otherwise. Moreover, in cer-
tain embodiments, new operations may be added, or in-
dividual operations may be modified or deleted. The add-
ed operations can be, for example, from what is men-
tioned while primarily describing a different system, ap-
paratus, device or method.

[0178] A personskilled in the art will be able to practice
the present invention in view of this description, which is
to be taken as a whole. Details have been included to
provide a thorough understanding. In other instances,
well-known aspects have not been described, in order to
not obscure unnecessarily this description. Plus, any ref-
erenceto any prior artin this description is not, and should
not be taken as, an acknowledgement or any form of
suggestion that such prior art forms parts of the common
general knowledge in any country or any art.

[0179] This description includes one or more exam-
ples, but this fact does not limit how the invention may
be practiced. Indeed, examples, instances, versions or
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embodiments of the invention may be practiced accord-
ing to what is described, or yet differently, and also in
conjunction with other present or future technologies.
Other such embodiments include combinations and sub-
combinations of features described herein, including for
example, embodiments that are equivalent to the follow-
ing: providing or applying a feature in a different order
than in a described embodiment; extracting an individual
feature from one embodiment and inserting such feature
into another embodiment; removing one or more features
from an embodiment; or both removing a feature from an
embodiment and adding a feature extracted from another
embodiment, while providing the features incorporated
in such combinations and subcombinations.

[0180] In this document, the phrases "constructed to"
and/or "configured to" denote one or more actual states
of construction and/or configuration that is fundamentally
tied to physical characteristics of the element or feature
preceding these phrases and, as such, reach well beyond
merely describing an intended use. Any such elements
or features can be implemented in a number of ways, as
will be apparent to a person skilled in the art after review-
ing the present disclosure, beyond any examples shown
in this document.

[0181] Any and all parent, grandparent, great-grand-
parent, etc. patent applications, whether mentioned in
this document or in an Application Data Sheet ("ADS")
of this patent application, are hereby incorporated by ref-
erence herein as originally disclosed, including any pri-
ority claims made in those applications and any material
incorporated by reference, to the extent such subject
matter is not inconsistent herewith.

[0182] In this description a single reference numeral
may be used consistently to denote a single item, aspect,
component, or process. Moreover, a further effort may
have been made in the drafting of this description to use
similar though notidentical reference numerals to denote
other versions or embodiments of an item, aspect, com-
ponent or process that are identical or at least similar or
related. Where made, such a further effort was not re-
quired, but was nevertheless made gratuitously so as to
accelerate comprehension by the reader. Even where
made in this document, such a further effort might not
have been made completely consistently for all of the
versions or embodiments that are made possible by this
description. Accordingly, the description controls in de-
fining an item, aspect, component or process, rather than
its reference numeral. Any similarity in reference numer-
als may be used to infer a similarity in the text, but not to
confuse aspects where the text or other context indicates
otherwise.

[0183] This disclosure is meant to be illustrative and
not limiting on the scope of the following claims. The
claims of this document define certain combinations and
subcombinations of elements, features and steps or op-
erations, which are regarded as novel and non-obvious.
Additional claims for other such combinations and sub-
combinations may be presented in this or a related doc-
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ument. These claims are intended to encompass within
their scope all changes and modifications that are within
the true spirit and scope of the subject matter described
herein. The terms used herein, including in the claims,
are generally intended as "open" terms. For example, the
term "including" should be interpreted as "including but
not limited to," the term "having" should be interpreted
as "having at least," etc. If a specific number is ascribed
to a claim recitation, this number is a minimum but not a
maximum unless stated otherwise. For example, where
a claim recites "a" component or "an" item, it means that
it can have one or more of this component or item.
[0184] The claimed invention can be better understood
in view of the embodiments described and illustrated in
the present disclosure. The attentive reader will note,
however, that some aspects of the disclosed embodi-
ments may extend beyond the scope of the claims of this
document. To the extent that these aspects indeed ex-
tend beyond the scope of the claims of this document,
then these aspects are to be considered as supplemen-
tary background information for better comprehension,
and do not constitute definitions of the invention per se
for purposes of this document only. Such aspects may,
however, constitute definitions of the invention per se for
purposes of another, related document.

Claims

1. A wearable cardioverter defibrillator (WCD) system
configured to wirelessly exchange data with an ac-
cessing device (141, 341, 441, 641, 841, 1041) dis-
tinct from the WCD system, the accessing device
(141, 341, 441, 641, 841, 1041) including a Near
Field Communications (NFC) reader (342, 1042), a
peripheral processor (340) and an accessing wire-
less communication module (AWCM) (343, 1143),
the WCD system comprising:

a support structure (170) configured to be worn
by a patient (82, 282);

a power source (240);

an energy storage module (250) configured
to be charged from the power source (240)
so as to store an electrical charge;

a discharge circuit (255) coupled to the en-
ergy storage module (250), the discharge
circuit (255) controllable to discharge the
stored electrical charge through the patient
(82, 282) while the support structure (170)
is worn by the patient (82, 282);

a defibrillator memory (238, 338, 1038, 1138,
1238, 1338) configured to store a program (332,
1032, 1132, 1232, 1332);

a defibrillator processor (230, 330, 130, 1130,
1230, 1330);
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an NFC tag (191, 291, 391, 1091, 1191, 1291,
1391) having a tag memory (392, 1092, 1192,
1292, 1392) with access data (393, 1093, 1193,
1293, 1393) stored in the tag memory (392,
1092,1192, 1292, 1392), the NFC tag (191, 291,
391, 1091, 1191, 1291, 1391) configured to re-
ceive a wireless interrogation wave (344, 444,
644, 844) from the NFC reader (342, 1042), the
NFC tag (191, 291, 391, 1091, 1191, 1291,
1391) further configured to transmit wirelessly a
backscatter wave (395, 495, 695, 895) respon-
sive to the received interrogation wave reader,
the backscatter wave encoding the access data
(393, 1093, 1193, 1293, 1393), inwhich the NFC
reader (342, 1042) of the accessing device (141,
341,441,641, 841, 1041) may receive the back-
scatterwave (395, 495, 695, 895), the peripheral
processor (340) of the accessing device (141,
341,441,641, 841, 1041) may generate valida-
tion data from the encoded access data, and the
AWCM (343, 1143) may transmit the validation
data and configuration data (333, 1033, 1133,
1233, 1333); and

a defibrillator wireless communication module
(DWCM) (290, 390, 1090, 1190, 1290, 1390)
cooperating with the defibrillator processor (230,
330, 130, 1130, 1230, 1330), the DWCM (290,
390, 1090, 1190, 1290, 1390) configured to re-
ceive wirelessly the validation data and the con-
figuration data (333, 1033, 1133, 1233,
1333)transmitted by the AWCM (343, 1143),
and

in which the defibrillator processor (230, 330,
130, 1130, 1230, 1330) is configured to store in
the defibrillator memory (238, 338, 1038, 1138,
1238, 1338) the received configuration data
(333, 1033, 1133, 1233, 1333) in response to
determining that the received validation data
has been generated from the backscattered en-
coded access data, and the defibrillator proces-
sor (230, 330, 130, 1130, 1230, 1330) thus be-
comes configured to run the stored program
(332, 1032, 1132, 1232, 1332) according to the
stored configuration data (333, 1033, 1133,
1233, 1333) so as to generate a certain decision
to shock or not shock, and to control the dis-
charge circuit (255) to thus discharge the elec-
trical charge responsive to the certain decision
being to shock.

The WCD system according to claim 1, in which
the accessingdevice (141, 341,441,641, 841, 1041)
is provided in a peripheral housing (306), and
when the NFC tag (191, 291, 391, 1091, 1191, 1291,
1391) receives the wireless interrogation wave (344,
444,644, 844) from the NFC reader (342, 1042) and
transmits wirelessly the backscatter wave (395, 495,
695, 895), the peripheral housing (306) is at a dis-
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tance of at most 10" from the NFC tag (191, 291,
391, 1091, 1191, 1291, 1391).

The WCD system according to any of the preceding
claims, in which the validation data includes at least
one of the access data (393, 1093, 1193, 1293,
1393), a hash of the access data (393, 1093, 1193,
1293, 1393) and a network address of the DWCM
(290, 390, 1090, 1190, 1290, 1390).

The WCD system according to any of the preceding
claims, in which the backscattered encoded access
data is encrypted.

The WCD system according to any of the preceding
claims, in which

the tag memory (392, 1092, 1192, 1292, 1392) is
further configured to store a tag password (394,
1094, 1194, 1294, 1394), and/or

the NFCtag (191,291,391, 1091, 1191, 1291, 1391)
is further configured to not backscatter the encoded
access data unless the interrogation wave also en-
codes the tag password (394, 1094, 1194, 1294,
1394).

The WCD system according to any of the preceding
claims, in which

the defibrillator memory (238, 338, 1038, 1138,
1238, 1338) is configured to further store previous
configuration data (333, 1033, 1133, 1233, 1333) pri-
or to the validation data being received, and

the defibrillator processor (230, 330, 130, 1130,
1230, 1330) is configured to run the program (332,
1032, 1132, 1232, 1332) according to the stored pre-
vious configuration data (333, 1033, 1133, 1233,
1333) so as to generate a previous decision to shock
or not shock, and to control the discharge circuit
(255) to thus discharge the electrical charge respon-
sive to the previous decision being to shock.

The WCD system according to any of the preceding
claims, in which

the received configuration data (333, 1033, 1133,
1233, 1333) is stored in the defibrillator memory
(238, 338, 1038, 1138, 1238, 1338) only if it is re-
ceived by the DWCM (290, 390, 1090, 1190, 1290,
1390) before a timeout period expires after the back-
scatter wave (395, 495, 695, 895) is transmitted.

The WCD system according to any of the preceding
claims, in which

the DWCM (290, 390, 1090, 1190, 1290, 1390) is
further configured to receive wirelessly from the
AWCM (343, 1143) updated tag data, and/or

the defibrillator processor (230, 330, 130, 1130,
1230, 1330) is further configured to store the updated
tag data in the tag memory (392, 1092, 1192, 1292,
1392) in lieu of the access data (393, 1093, 1193,
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1293, 1393).

9. The WCD system according to any of the preceding

claims, further comprising:

a defibrillator housing (201, 301, 1001, 1101,
1201, 1301), the defibrillator processor (230,
330, 130, 1130, 1230, 1330) and the NFC tag
(191, 291, 391, 1091, 1191, 1291, 1391) being
located within the defibrillator housing (301,
1001, 1101, 1201, 1301); and/or

a service port (1270) in the defibrillator housing
(201, 301, 1001, 1101, 1201, 1301) that has a
contactnode (1272) electrically coupled with the
defibrillator processor, and

in which the defibrillator processor (230, 330,
130, 1130, 1230, 1330) is further configured to
store in the tag memory (392, 1092, 1192, 1292,
1392)inlieu of the access data updated tag data
received via the contact node (1272).

10. The WCD system according to any of the preceding

claims, in which
the defibrillator memory (238, 338, 1038, 1138,
1238, 1338) is further configured to store back-up
data (1335), and

the defibrillator processor (230, 330, 130, 1130,
1230, 1330) is further configured to store in the
tag memory (392, 1092, 1192, 1292, 1392) in
lieu of the access data (393, 1093, 1193, 1293,
1393) the back-up data (1335) that is stored in
the defibrillator memory (238, 338, 1038, 1138,
1238, 1338).

11. The WCD system according to claim 10, in which

the DWCM (290, 390, 1090, 1190, 1290, 1390)
is further configured to have received wirelessly
the back-up data (1335) that can be stored in
the defibrillator memory (238, 338, 1038, 1138,
1238, 1338).

12. The WCD system according to claim 10 or 11,

in which the defibrillator processor (230, 330,
130, 1130, 1230, 1330) is further configured to
have received via the contact node (1272) the
back-up data (1335) that can be stored in the
defibrillator memory (238, 338, 1038, 1138,
1238, 1338).

13. A non-transitory computer-readable storage medi-

um storing one or more programs (332, 1032, 1132,
1232, 1332) which, when executed by at least one
defibrillator processor (230, 330, 130, 1130, 1230,
1330) of a wearable cardioverter defibrillator (WCD)
system configured to wirelessly exchange data with
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an accessing device (141, 341,441,641, 841, 1041)
distinct from the WCD system, the accessing device
(141, 341, 441, 641, 841, 1041) including a Near
Field Communications (NFC) reader (342, 1042), a
peripheral processor (340) and an accessing wire-
less communication module (AWCM) (343, 1143),
the WCD system including a support structure (170)
configured to be worn by a patient (82, 282), a power
source (240), an energy storage module (250) con-
figured to be charged from the power source (240)
so as to store an electrical charge, a discharge circuit
(255) coupled to the energy storage module (250),
the discharge circuit (255) controllable to discharge
the electrical charge through the patient (82, 282)
while the support structure (170) is worn by the pa-
tient, a defibrillator memory (238, 338, 1038, 1138,
1238, 1338) configured to store a program (332,
1032, 1132, 1232, 1332) and configuration data
(333, 1033, 1133, 1233, 1333), the defibrillator proc-
essor (230, 330, 130, 1130, 1230, 1330), an NFC
tag (191, 291, 391, 1091, 1191, 1291, 1391) having
a tag memory (392, 1092, 1192, 1292, 1392) with
access data (393, 1093, 1193, 1293, 1393) stored
in the tag memory (392, 1092, 1192, 1292, 1392)
and a defibrillator wireless communication module
(DWCM) (290, 390, 1090, 1190, 1290, 1390), these
oneormore programs (332,1032,1132, 1232, 1332)
result in operations comprising:

running, by the defibrillator processor (230, 330,
130, 1130, 1230, 1330), the stored program ac-
cording to the stored configuration data so as to
generate a first decision to shock or not shock;

controlling, by the defibrillator processor
(230, 330, 130, 1130, 1230, 1330), the dis-
charge circuit (255) to thus discharge the
electrical charge responsive to the first de-
cision being to shock;

then receiving, by the NFC tag (191, 291,
391, 1091, 1191, 1291, 1391), a wireless
interrogation wave (344, 444, 644, 844)
from the NFC reader (342, 1042);

then transmitting, by the NFC tag (191, 291,
391, 1091, 1191, 1291, 1391), wirelessly a
backscatter wave (395, 495, 695, 895) re-
sponsive to the received a wireless interro-
gation wave (344, 444,644, 844), the back-
scatter wave (395, 495, 695, 895) encoding
the access data (393, 1093, 1193, 1293,
1393), in which the NFC reader (342, 1042)
ofthe accessing device (141, 341,441,641,
841, 1041) may receive the backscatter
wave (395, 495, 695, 895), the peripheral
processor (340) of the accessing device
(141, 341, 441, 641, 841, 1041) may gen-
erate validation data from the encoded ac-
cess data, and the AWCM (343, 1143) may
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transmit the validation data and updated
configuration data;

then receiving, by the DWCM (290, 390, 1090,
1190, 1290, 1390), wirelessly the validation data
and the updated configuration data transmitted
by the AWCM (343, 1143);

determining whether or not the received valida-
tion data has been generated from the backscat-
tered encoded access data;

storing, by the defibrillator processor (230, 330,
130, 1130, 1230, 1330), in the defibrillator mem-
ory (238, 338, 1038, 1138, 1238, 1338) the re-
ceived updated configuration data in lieu of the
configuration data (333, 1033, 1133, 1233,
1333) in response to determining that the re-
ceived validation data has been generated from
the backscattered encoded access data;

then running again, by the defibrillator processor
(230, 330, 130, 1130, 1230, 1330), the program
according to the stored updated configuration
data so as to generate a second decision to
shock or not shock; and

controlling, by the defibrillator processor
(230, 330, 130, 1130, 1230, 1330), the dis-
charge circuit (255) to thus discharge the
stored electrical charge responsive to the
second decision being to shock.

14. A method for a wearable cardioverter defibrillator

(WCD) system configured to wirelessly exchange
data with an accessing device (141, 341, 441, 641,
841, 1041) distinct from the WCD system, the ac-
cessing device including a Near Field Communica-
tions (NFC) reader (342, 1042), a peripheral proc-
essor (340) and an accessing wireless communica-
tion module (AWCM) (343, 1143), the WCD system
including a support structure (170) configured to be
worn by a patient (82, 282), a power source (240),
an energy storage module (250) configured to be
charged from the power source (240) so as to store
an electrical charge, a discharge circuit (255) cou-
pled to the energy storage module (250), the dis-
charge circuit (255) controllable to discharge the
electrical charge through the patient (82, 282) while
the support structure (170) is worn by the patient (82,
282), a defibrillator memory (238, 338, 1038, 1138,
1238, 1338) configured to store a program (332,
1032, 1132, 1232, 1332) and configuration data
(333, 1033, 1133, 1233, 1333), a defibrillator proc-
essor (230, 330, 130, 1130, 1230, 1330), an NFC
tag (191, 291, 391, 1091, 1191, 1291, 1391) having
a tag memory (392, 1092, 1192, 1292, 1392) with
access data stored in the tag memory (392, 1092,
1192, 1292, 1392) and a defibrillator wireless com-
munication module (DWCM) (290, 390, 1090, 1190,
1290, 1390), the method comprising:
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running, by the defibrillator processor (230, 330,
130, 1130, 1230, 1330), the stored program
(332, 1032, 1132, 1232, 1332) according to the
stored configuration data (333, 1033, 1133,
1233, 1333) so as to generate a first decision to
shock or not shock;

controlling, by the defibrillator processor
(230, 330, 130, 1130, 1230, 1330), the dis-
charge circuit (255) to thus discharge the
electrical charge responsive to the first de-
cision being to shock;

then receiving, by the NFC tag (191, 291,
391, 1091, 1191, 1291, 1391), a wireless
interrogation wave (344, 444, 644, 844)
from the NFC reader (342, 1042);

then transmitting, by the NFC tag (191, 291,
391, 1091, 1191, 1291, 1391), wirelessly a
backscatter wave (395, 495, 695, 895) re-
sponsive to the received a wireless interro-
gation wave (344, 444,644, 844), the back-
scatter wave (395, 495, 695, 895) encoding
the access data (393, 1093, 1193, 1293,
1393), in which the NFC reader (342, 1042)
ofthe accessing device (141, 341,441,641,
841, 1041) may receive the backscatter
wave (395, 495, 695, 895), the peripheral
processor (340) of the accessing device
(141, 341, 441, 641, 841, 1041) may gen-
erate validation data from the encoded ac-
cess data, and the AWCM (343, 1143) may
transmit the validation data and updated
configuration data;

then receiving, by the DWCM (290, 390, 1090,
1190, 1290, 1390), wirelessly the validation data
and the updated configuration data transmitted
by the AWCM (343, 1143);

determining whether or not the received valida-
tion data has been generated from the backscat-
tered encoded access data;

storing, by the defibrillator processor (230, 330,
130, 1130, 1230, 1330), in the defibrillator mem-
ory (238, 338, 1038, 1138, 1238, 1338) the re-
ceived updated configuration data in lieu of the
configuration (333, 1033, 1133, 1233, 1333) da-
ta in response to determining that the received
validation data has been generated from the
backscattered encoded access data;
thenrunning again, by the defibrillator processor
(230, 330, 130, 1130, 1230, 1330), the program
according to the stored updated configuration
data so as to generate a second decision to
shock or not shock; and

controlling, by the defibrillator processor
(230, 330, 130, 1130, 1230, 1330), the dis-
charge circuit (255) to thus discharge the
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stored electrical charge responsive to the
second decision being to shock.

15. The method of claim 14, in which

the received configuration data is stored in the defi-
brillator memory only if it is received by the DWCM
before a timeout period expires after the backscatter
wave is transmitted and/or in which

the NFC tag further receives an other wireless inter-
rogation wave from an other NFC reader, decodes
updated tag data from the other wireless interroga-
tion wave, and stores the updated tag datain the tag
memory in lieu of the access data.

Amended claims in accordance with Rule 137(2)
EPC.

A wearable cardioverter defibrillator (WCD) system
configured to wirelessly exchange data with an ac-
cessing device (141, 341, 441, 641, 841, 1041) dis-
tinct from the WCD system, the accessing device
(141, 341, 441, 641, 841, 1041) including a Near
Field Communications (NFC) reader (342, 1042), a
peripheral processor (340) and an accessing wire-
less communication module (AWCM) (343, 1143),
the WCD system comprising:

a support structure (170) configured to be worn
by a patient (82, 282);

a power source (240);

an energy storage module (250) configured
to be charged from the power source (240)
so as to store an electrical charge;

a discharge circuit (255) coupled to the en-
ergy storage module (250), the discharge
circuit (255) controllable to discharge the
stored electrical charge through the patient
(82, 282) while the support structure (170)
is worn by the patient (82, 282);

a defibrillator memory (238, 338, 1038, 1138,
1238, 1338) configured to store a program (332,
1032, 1132, 1232, 1332);

a defibrillator processor (230, 330, 130, 1130,
1230, 1330);

an NFC tag (191, 291, 391, 1091, 1191, 1291,
1391) having a tag memory (392, 1092, 1192,
1292, 1392) with access data (393, 1093, 1193,
1293, 1393) stored in the tag memory (392,
1092,1192, 1292, 1392), the NFC tag (191, 291,
391, 1091, 1191, 1291, 1391) configured to re-
ceive a wireless interrogation wave (344, 444,
644, 844) from the NFC reader (342, 1042), the
NFC tag (191, 291, 391, 1091, 1191, 1291,
1391) further configured to transmit wirelessly a
backscatter wave (395, 495, 695, 895) respon-
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sive to the received interrogation wave reader,
the backscatter wave encoding the access data
(393, 1093, 1193, 1293, 1393), in which the NFC
reader (342, 1042) of the accessing device (141,
341,441,641, 841, 1041) may receive the back-
scatterwave (395, 495, 695, 895), the peripheral
processor (340) of the accessing device (141,
341, 441, 641, 841, 1041) may generate valida-
tion data from the encoded access data, and the
AWCM (343, 1143) may transmit the validation
data and configuration data (333, 1033, 1133,
1233, 1333); and

a defibrillator wireless communication module
(DWCM) (290, 390, 1090, 1190, 1290, 1390)
cooperating with the defibrillator processor (230,
330, 130, 1130, 1230, 1330), the DWCM (290,
390, 1090, 1190, 1290, 1390) configured to re-
ceive wirelessly the validation data and the con-
figuration data (333, 1033, 1133, 1233,
1333)transmitted by the AWCM (343, 1143),
and

in which the defibrillator processor (230, 330,
130, 1130, 1230, 1330) is configured to store in
the defibrillator memory (238, 338, 1038, 1138,
1238, 1338) the received configuration data
(333, 1033, 1133, 1233, 1333) in response to
determining that the received validation data
has been generated from the backscattered en-
coded access data, and the defibrillator proces-
sor (230, 330, 130, 1130, 1230, 1330) thus be-
comes configured to run the stored program
(332, 1032, 1132, 1232, 1332) according to the
stored configuration data (333, 1033, 1133,
1233, 1333) so as to generate a certain decision
to shock or not shock, and to control the dis-
charge circuit (255) to thus discharge the elec-
trical charge responsive to the certain decision
being to shock.

The WCD system according to claim 1, in which
the accessing device (141, 341,441,641,841,1041)
is provided in a peripheral housing (306), and
whenthe NFC tag (191,291, 391, 1091, 1191, 1291,
1391) receives the wireless interrogation wave (344,
444,644, 844) from the NFC reader (342, 1042) and
transmits wirelessly the backscatter wave (395, 495,
695, 895), the peripheral housing (306) is at a dis-
tance of at most 10" from the NFC tag (191, 291,
391, 1091, 1191, 1291, 1391).

The WCD system according to any of the preceding
claims, in which

the validation dataincludes atleast one of the access
data (393, 1093, 1193, 1293, 1393), a hash of the
access data (393, 1093, 1193, 1293, 1393) and a
network address of the DWCM (290, 390, 1090,
1190, 1290, 1390).
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4.

The WCD system according to any of the preceding
claims, in which

the backscattered encoded access data is encrypt-
ed.

The WCD system according to any of the preceding
claims, in which

the tag memory (392, 1092, 1192, 1292, 1392) is
further configured to store a tag password (394,
1094, 1194, 1294, 1394), and/or

the NFCtag (191,291, 391,1091, 1191, 1291, 1391)
is further configured to not backscatter the encoded
access data unless the interrogation wave also en-
codes the tag password (394, 1094, 1194, 1294,
1394).

The WCD system according to any of the preceding
claims, in which

the defibrillator memory (238, 338, 1038, 1138,
1238, 1338) is configured to further store previ-
ous configuration data (333, 1033, 1133, 1233,
1333) prior to the validation data being received,
and

the defibrillator processor (230, 330, 130, 1130,
1230, 1330) is configured to run the program (332,
1032, 1132, 1232, 1332) according to the stored pre-
vious configuration data (333, 1033, 1133, 1233,
1333) so as to generate a previous decision to shock
or not shock, and to control the discharge circuit
(255) to thus discharge the electrical charge respon-
sive to the previous decision being to shock.

The WCD system according to any of the preceding
claims, in which

the received configuration data (333, 1033, 1133,
1233, 1333) is stored in the defibrillator memory
(238, 338, 1038, 1138, 1238, 1338) only if it is re-
ceived by the DWCM (290, 390, 1090, 1190, 1290,
1390) before a timeout period expires after the back-
scatter wave (395, 495, 695, 895) is transmitted.

The WCD system according to any of the preceding
claims, in which

the DWCM (290, 390, 1090, 1190, 1290, 1390) is
further configured to receive wirelessly from the
AWCM (343, 1143) updated tag data, and/or

the defibrillator processor (230, 330, 130, 1130,
1230, 1330) is further configured to store the updated
tag data in the tag memory (392, 1092, 1192, 1292,
1392) in lieu of the access data (393, 1093, 1193,
1293, 1393).

The WCD system according to any of the preceding
claims, further comprising:

a defibrillator housing (201, 301, 1001, 1101, 1201,
1301), the defibrillator processor (230, 330, 130,
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1130, 1230, 1330) and the NFC tag (191, 291, 391,
1091, 1191, 1291, 1391) being located within the
defibrillator housing (301, 1001, 1101, 1201, 1301);
and/or

a service port (1270) in the defibrillator housing
(201, 301, 1001, 1101, 1201, 1301) that has a
contact node (1272) electrically coupled with the
defibrillator processor, and

in which the defibrillator processor (230, 330,
130, 1130, 1230, 1330) is further configured to
store in the tag memory (392, 1092, 1192, 1292,
1392) in lieu of the access data updated tag data
received via the contact node (1272).

The WCD system according to any of the preceding
claims, in which
the defibrillator memory (238, 338, 1038, 1138,
1238, 1338) is further configured to store back-up
data (1335), and

the defibrillator processor (230, 330, 130, 1130,
1230, 1330) is further configured to store in the
tag memory (392, 1092, 1192, 1292, 1392) in
lieu of the access data (393, 1093, 1193, 1293,
1393) the back-up data (1335) that is stored in
the defibrillator memory (238, 338, 1038, 1138,
1238, 1338).

The WCD system according to claim 10, in which

the DWCM (290, 390, 1090, 1190, 1290, 1390) is
further configured to have received wirelessly the
back-up data (1335) that can be stored in the defi-
brillator memory (238, 338, 1038, 1138, 1238, 1338).

The WCD system according to claim 10 or 11,

in which the defibrillator processor (230, 330,
130, 1130, 1230, 1330) is further configured to
have received via the contact node (1272) the
back-up data (1335) that can be stored in the
defibrillator memory (238, 338, 1038, 1138,
1238, 1338).

A non-transitory computer-readable storage medi-
um storing one or more programs (332, 1032, 1132,
1232, 1332) which, when executed by at least one
defibrillator processor (230, 330, 130, 1130, 1230,
1330) of a wearable cardioverter defibrillator (WCD)
system configured to wirelessly exchange data with
an accessing device (141, 341,441,641, 841, 1041)
distinct from the WCD system, the accessing device
(141, 341, 441, 641, 841, 1041) including a Near
Field Communications (NFC) reader (342, 1042), a
peripheral processor (340) and an accessing wire-
less communication module (AWCM) (343, 1143),
the WCD system including a support structure (170)
configured to be worn by a patient (82, 282), a power
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source (240), an energy storage module (250) con-
figured to be charged from the power source (240)
so as to store an electrical charge, a discharge circuit
(255) coupled to the energy storage module (250),
the discharge circuit (255) controllable to discharge
the electrical charge through the patient (82, 282)
while the support structure (170) is worn by the pa-
tient, a defibrillator memory (238, 338, 1038, 1138,
1238, 1338) configured to store a program (332,
1032, 1132, 1232, 1332) and configuration data
(333, 1033, 1133, 1233, 1333), the defibrillator proc-
essor (230, 330, 130, 1130, 1230, 1330), an NFC
tag (191, 291, 391, 1091, 1191, 1291, 1391) having
a tag memory (392, 1092, 1192, 1292, 1392) with
access data (393, 1093, 1193, 1293, 1393) stored
in the tag memory (392, 1092, 1192, 1292, 1392)
and a defibrillator wireless communication module
(DWCM) (290, 390, 1090, 1190, 1290, 1390), these
one or more programs (332, 1032, 1132, 1232, 1332)
result in operations comprising:

running, by the defibrillator processor (230, 330,
130, 1130, 1230, 1330), the stored program ac-
cording to the stored configuration data so as to
generate a first decision to shock or not shock;

controlling, by the defibrillator processor
(230, 330, 130, 1130, 1230, 1330), the dis-
charge circuit (255) to thus discharge the
electrical charge responsive to the first de-
cision being to shock;

then receiving, by the NFC tag (191, 291,
391, 1091, 1191, 1291, 1391), a wireless
interrogation wave (344, 444, 644, 844)
from the NFC reader (342, 1042);

then transmitting, by the NFC tag (191, 291,
391, 1091, 1191, 1291, 1391), wirelessly a
backscatter wave (395, 495, 695, 895) re-
sponsive to the received a wireless interro-
gation wave (344, 444,644, 844), the back-
scatter wave (395, 495, 695, 895) encoding
the access data (393, 1093, 1193, 1293,
1393), in which the NFC reader (342, 1042)
ofthe accessingdevice (141, 341,441,641,
841, 1041) may receive the backscatter
wave (395, 495, 695, 895), the peripheral
processor (340) of the accessing device
(141, 341, 441, 641, 841, 1041) may gen-
erate validation data from the encoded ac-
cess data, and the AWCM (343, 1143) may
transmit the validation data and updated
configuration data;

then receiving, by the DWCM (290, 390, 1090,
1190, 1290, 1390), wirelessly the validation data
and the updated configuration data transmitted
by the AWCM (343, 1143);

determining whether or not the received valida-
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tion data has been generated from the backscat-
tered encoded access data;

storing, by the defibrillator processor (230, 330,
130, 1130, 1230, 1330), in the defibrillator mem-
ory (238, 338, 1038, 1138, 1238, 1338) the re-
ceived updated configuration data in lieu of the
configuration data (333, 1033, 1133, 1233,
1333) in response to determining that the re-
ceived validation data has been generated from
the backscattered encoded access data;
thenrunning again, by the defibrillator processor
(230, 330, 130, 1130, 1230, 1330), the program
according to the stored updated configuration
data so as to generate a second decision to
shock or not shock; and

controlling, by the defibrillator processor
(230, 330, 130, 1130, 1230, 1330), the dis-
charge circuit (255) to thus discharge the
stored electrical charge responsive to the
second decision being to shock.
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