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(57)  The application relates to a method for helping
a user find the location of an electronic lock 10 which can
be opened with the user’'s data carrier 40. The data carrier
40 can communicate with the electronic lock 10, and the
electronic lock 10 can grant access to a physical space
upon validation of access rights.

The data carrier 40 is provided with access rights read-
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Description
TECHNICAL FIELD

[0001] The present invention is related to the field of
access control systems for controlling access to one or
more specific areas in a building.

STATE OF THE ART

[0002] It is known that electronic access control sys-
tems are often used to control access to certain areas or
physical spaces within the building. These electronic ac-
cess control systems (which will be also referred to in the
following as EAC systems) usually comprise a door lock
that gives access to that specific physical space of the
building; a user who wants to access this space is in
possession of some sort of mobile data carrier with an
identification code stored therein. When the user ap-
proaches that door lock and the mobile data carrier is in
close proximity of a reader in the door, the identification
code is read by the reader, and if the read identification
code is valid, then access to the space secured by the
door lock is given to the holder of the mobile data carrier.
[0003] As ageneralrule, the identification code stored
in the mobile data carrier which upon being determined
as valid gives access to the physical space, is provided
by a control access server. Indeed, this access control
server is the element of the EAC system in charge of
establishing these identification codes when setting up
the EAC system; the access control server then provides
these identification codes to the mobile data carrier. Dif-
ferent identification codes are usually given to every user
of the EAC system who requests access that specific
space. Each identification code may be valid to gain ac-
cess to a single space within the building, or it may pro-
vide access to several spaces or areas within the building
(their office or the cafeteria in a business building), but
not to others (the servers area in the IT department or
the safe deposit room in the account department). Sim-
ilarly, the identification code may be valid any time, or its
validity may be temporarily restricted (so that an employ-
ee has access on weekdays and at certain time slots,
but not during the weekend).

[0004] However, it may be the case that the person
that has been given rights to access a specific place has
notbeeninthatplace before, and has difficulties in reach-
ing that place. For example, it might be the case that a
parcel has to be delivered at a house by a messenger,
the messenger has never been in the house before and
is unable to reach it.

[0005] Currently most mobile devices include naviga-
tion systems, which might be helpful to solve the above
problem. Butitis known that sometimes these navigation
systems are not very precise, and/or consume too many
resources from the mobile device such as big amount of
data (which is not always readily available for coverage
and/or economic reasons) and also battery; or the ad-

10

15

20

25

30

35

40

45

50

55

dress of the owner is not sufficiently detailed. In these
occasions, the messenger is unable reach the house
where the parcel should be delivered.

DESCRIPTION OF THE INVENTION

[0006] The invention provides a method for facilitating
location of an access-based resource.

[0007] According to the presentinvention, itis possible
to provide access rights to a user so that this user can
access specific spaces within the system, and also, to
facilitate this user to locate the access-based resource.
[0008] Afirstaspectoftheinventionrelatestoamethod
for facilitating location of an access-based resource to at
least one data carrier, the data carrier being able to com-
municate with the access-based resource, and the ac-
cess-based resource being configured to grant access
to a physical space upon validation of access rights, the
method comprising:

- providing the at least one data carrier with access
rights readable by the access-based resource;

- providing the at one least data carrier with digital
data containing at least one image including the ac-
cess-based resource.

[0009] This way, a user of the data carrier is provided
with access rights to access an access-based resource,
and also with at least an image of the access-based re-
source so as to be able to locate it.

[0010] The digital data can be sent to the at least one
data carrier together with the access rights using a same
communication channel, usually in a wireless fashion.
The digital data need not be encrypted, just the access
rights are preferably encrypted, so there is no need for
a separate channel.

[0011] Inthecontextofthe presentinvention, the digital
data is any one of: an image file of the access-based
resource (such as a JPG, JPEG, BMP or any otherimage
file), any file containing the at least one image of the
access-based resource (such as a Word or a PDF file,
or a video file), or a combination thereof.

[0012] The digital data containing at least one image
including the access-based resource can be any geo-
graphical or geolocation data of the access-based re-
source, including picture representations containing the
access-based resource, usually of the door or locker
where the access-based resource is installed. This rep-
resentation facilitates the user of the at least data carrier
(who is provided with the digital data) to find the access-
based resource.

[0013] In some embodiments the access-based re-
source is an electronic or intelligent lock mounted in a
door (or similar) which gives access to the physical space
in the building. The electronic lock usually comprises a
reader which is able to read access rights provided to
the at least one first data carrier; it is also possible that
the reader is implemented as an element physically sep-
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arate of the electronic lock. The access-based resource
is configured to grant access to the physical space upon
reading and validating access rights presented to it by
the at least one data carrier.

[0014] In the context of the present invention, the at
least one data carrier (preferably a mobile data carrier)
can be any mobile device or portable electronic device
that has processing and communication capabilities, so
as to process signals and exchange information with oth-
er elements, such as the access-based resource and a
server.

[0015] The access rights defined for the at least one
data carrier include preferably encrypted data, more pref-
erably in binary form. In this respect, the atleast one data
carrier may just serve as carrier and storing means for
the access rights; the at least one data carrier does not
need to be able to process or understand these access
rights; the access-based resource is able to read and
process these preferably encrypted access rights.
[0016] These access rights can be provided so as to
access one or more access-based resources. Also these
access rights can be time-limited or not.

[0017] Insome embodiments, for security reasons, the
access rights defined for the at least one data carrier are
directly to the at least one data carrier, preferably via
means of an encrypted data package.

[0018] Communication between the at least one data
carrier and the access-basedresource is preferably done
via a short-range communication channel (infrared, NFC,
Bluetooth® or BLE, WiFi, etc). Communication between
the at least one data carrier and any server is preferably
done using any telecommunications network (3G, LTE,
etc) or by means of a WiFi network.

[0019] In some embodiments, the method comprises
further sending to the at least one data carrier a one-time
access to a server storing the digital data containing at
least one image including the access-based resource,
preferably in the form of alink to the access control server.
If the digital data containing at least one image including
the access-based resource is too heavy, the user of the
at least one data carrier may decide when to access the
server where the digital data is stored (for example, when
the at least one data carrier is connected to a WiFi).
[0020] Indeed, the step of providing digital data con-
taining at least one image including the access-based
resource can comprise the following steps:

- providing the at least one data carrier with an URL
or link to a location on a server where the digital data
containing at least one image including the access-
based resource is;

- establishing a communication channel between the
server and the at least one data-carrier;

- retrieving the digital data containing at least one im-
age including the access-based resource from the
server to the at least one data carrier.

[0021] Insome embodiments, the step of providing the
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at least one data carrier with access rights readable by
the access-based resource comprises:

- receiving a request of delegation of access rights
from another data carrier; the request of delegation
of access rights from the another data carrier com-
prising data related to the at least one data carrier
or related to a user of the at least one data carrier;

- defining such access rights for the at least one data
carrier; and

- sending the access rights defined for the at least one
data carrier to the at least one data carrier.

[0022] The request of delegation of access rights com-
prises data related to the at least one data carrier (IMSI,
MSISDN, or any other set of data that uniquely identifies
a mobile device) or data related to a user of the at least
one data carrier (such as an email address or ausername
or a social network identity of the user, reachable from
the at least one data carrier).

[0023] The above solution makes it possible to dele-
gate access rights to a first user (the owner or user of
the atleast one data carrier) by a second user (the owner
or user of the another data carrier), so that the second
user can access a specific space secured by the access-
based resource, with a very simple and flexible process.
This might be very useful in case that the access-based
resource is the electronic lock installed at the front door
of the second user, and the first user does not have ac-
cess rights to the electronic lock, and the first user needs
to getinto the second user’s house (for example, for de-
livering a package).

[0024] In this above case, the digital data containing
at least one image including the access-based resource
is preferably uploaded in the server by the user of the
another data carrier (the second user).

[0025] Theuserofthe anotherdata carrier may request
that the digital data is provided, or is directly sent, or is
made available to the at least one data carrier.

[0026] In some embodiments the method further com-
prises displaying on the at least one data carrier the at
least one image of the access-based resource. This way
the user of the at least one data carrier need not do an-
ything else with their data carrier: the image of the ac-
cess-based resource is automatically shown to him/her.
[0027] Thus, according to the invention, access to the
physical space secured by the access-based resource
is granted upon validation of the access rights stored in
the at least one data carrier. Validation of the access
rights is preferably done at the access-based resource;
this validation is preferably carried out offline, without es-
tablishing any communication with any server at the time
of validation, thereby saving resources from the access-
based resource.

[0028] Validation of the access rights could also be
done at a usually remote server.

[0029] Insome embodiments, prior to granting access
to the physical space by the access-based resource, the
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method further comprises validating code provided by
the at least one data carrier. This code may need to be
provided by the at least one data carrier, usually upon
request to carry out some action with the data carrier,
may be gesture-based code (such as a shaking gesture
with the first or the second data carrier), or it may be a
PIN code or similar, previously introduced in the at least
one data carrier. This additional step of validating code
at the user side, not just at the access-based resource
or the server side, enhances the security in case the at
least one data carrier is lost by their authentic user.
[0030] In the above embodiments, whenever a server
is mentioned, this server is preferably the access control
server that will be defined in the following.

[0031] Another aspect of the invention refers to an ac-
cess control server for facilitating location of an access-
based resource, the access-based resource being con-
figured to grant access to a physical space within a build-
ing upon validation of access rights, the access control
server comprising:

- means for defining access rights for the at least one
data carrier, the access rights being readable by the
access-based resource;

- means for providing the at least one data carrier with
the access rights, so that the access to the physical
space can be granted to the at least one data carrier
upon validation of the access rights; and

- means for providing the at least one data carrier with
digital data containing at least one image containing
the access-based resource.

[0032] In the present invention, the access control
server is usually a remote access control server manag-
ing several access-based resources located within the
same building or in different buildings. The access control
serveris preferably cloud-based, and communication be-
tween the access control server with the other elements
is carried out via a wireless communication network. But
it is also possible that in some EAC systems, the access
control server is not remotely located from the access-
based resources it controls, and the communication net-
work may be wired.

[0033] Insome embodiments, the access control serv-
er is part of an access control system also comprising
the access-based resource, and in some embodiments
it comprises several access-based resources managed
by the same access control server or by several access
control servers. The access-based resource has com-
munication capabilities to communicate with the access
control server and with the at least one data carrier. _The
capability of the access-based resource to communicate
with the data carrier(s) is ensured at the production proc-
ess by adding a secret for decrypting the communication
with the data carrier, including the encrypted access
rights.

[0034] Insome embodiments, the access control serv-
er further comprises means for receiving a request of
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delegation of access rights from another data carrier; the
request of delegation of access rights from the another
data carrier comprising data related to the at least one
data carrier or related to a user of the at least one data
carrier.

[0035] In the above case, upon receiving a request of
delegation of access rights from the another data carrier,
the access control server is preferably configured to de-
fine access rights for the at least one data carrier, so that
access to the physical space can be granted to the at
least one data carrier upon the access-based resource
validating the access rights of the at least one data car-
rier, the request of delegation of access rights from the
another data carrier comprising datarelated to the atleast
one data carrier or related to a user of the at least one
data carrier.

[0036] Theanotherdata carrieris preferably previously
registered before the access control server, and has
been granted access rights for the access-based re-
source and user rights, which enable the user of the an-
other data carrier to access the access control server;
these user rights also enable the user of the another data
carrier to delegate access rights to other users.

[0037] The presentinvention also relates to an access
control system for facilitating location of an access-based
resource for accessing a physical space within a building
is provided, the access control system comprising:

- theaccess control server as defined in the foregoing;

- the access-based resource as previously defined;
and,

- the at least one data carrier being able to communi-
cate with the access-based resource and with the
access control server.

[0038] The different aspects and embodiments of the
invention defined in the foregoing can be combined with
one another, as long as they are compatible with each
other.

[0039] Additional advantages and features of the in-
vention will become apparent from the detailed descrip-
tion that follows and will be particularly pointed out in the
appended claims.

BRIEF DESCRIPTION OF THE DRAWINGS

[0040] To complete the description and in order to pro-
vide for a better understanding of the invention, a set of
drawings is provided. Said drawings form an integral part
of the description and illustrate an embodiment of the
invention, which should not be interpreted as restricting
the scope of the invention, but just as an example of how
the invention can be carried out. The drawings comprise
the following figures:

Figure 1 is a schematic block representation of an
access control system for facilitating location of an
access-based resource to a data carrier according
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to the present invention.

DESCRIPTION OF A WAY OF CARRYING OUT THE
INVENTION

[0041] The following description is not to be taken in a
limiting sense but is given solely for the purpose of de-
scribing the broad principles of the invention. Embodi-
ments of the invention will be now described by way of
example, with reference to the above-mentioned draw-
ings showing elements and results according to the in-
vention.

[0042] Thisinvention provides aflexible and simple so-
lution to the problem previously posed in the background
section for facilitating location of an access-based re-
source to third party users.

[0043] The example described in the following corre-
sponds to a parcel delivery service, where a customer of
the service and owner of a house has granted temporary
access to this house to a parcel courier, and the parcel
courier may have difficulties in reaching the house. But
the access control system provided by the present dis-
closure is also applicable to and useful in other services
such as nursing services or building management (for
managing access to doors, locker facilities and IT com-
munications cabinets), where it might also be necessary
to rapidly locate the house (orlocker orroomin a building)
where the service is to be delivered.

[0044] In the context of the present invention, data
processing units are assumed to include standardized
cryptography modules and algorithms.

[0045] Figure 1 shows the main elements of the access
control system 100 of the invention, and how they are
interrelated.

[0046] A house holder, Mr. Smith, as a customer of the
parcel delivery service, has an electronic lock 10 installed
at the front door 11 of his home 12. This electronic lock
10 is burglar-proof, for example, an XS-Pro cylinder with
a Legic® reader, complemented with Bluetooth or BLE
functionality.

[0047] Mr. Smith also has a mobile smartphone 20,
where he can download an application (an Android or
iOS App) associated with the access control system 100
and therefore become a user of the system by registering
(with his mobile phone number and/or email address)
and getting one or more administrator usernames and
passwords. As a registered user the house holder ac-
quires user rights for accessing an access control server
30 and for setting access rights to the electronic lock 10.
Itis also possible to become a user of the system via the
corresponding webpage.

[0048] The access control server 30 provides a web-
based software that is in charge of generating the indi-
vidual, time-related and lock-specific access rights, and
of maintaining these access rights afterwards. These ac-
cess rights generated by the access control server 30
were provided to Mr. Smith’s mobile smartphone 20 once
Mr. Smith registered himself in the system. The down-
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loaded application also enables Mr. Smith to open the
electronic lock 10 installed at the front door 11 of his
house using his smartphone 20, via a Bluetooth commu-
nication interface that is established between the elec-
tronic lock 10 and the smartphone 20. In order to open
the electronic lock 1, the application should be executed
and kept on running as a background process. It is then
necessary to activate the application and to unlock the
screen of the smartphone and activate the door unlocking
in the application to open the door. Mr. Smith needs to
hold his smartphone in front of the reader in the cylinder
and the electronic lock will open upon validation Mr.
Smith’s access rights at the access control server 30.
[0049] The downloaded application provides other fea-
tures and capabilities, which will be explained afterwards.
[0050] In the present example Mr. Smith has tempo-
rarily given access rights to the parcel courier, so that
the parcel courier can deliver a parcel at his house, where
there is no one in at the estimated time the courier will
deliver the parcel.

[0051] As a user of the system having user rights, Mr.
Smith can access the access control server 30, where a
list associated to him as a user is stored; this listincludes
inter alia, the electronic locks he wishes to have control-
led and managed by the system, the users he wants to
give access to and to which electronic lock(s) each user
has access to, and whether the access authorization is
time restricted or not. In this specific example Mr. Smith
accesses the access control server 30 with the applica-
tion in his mobile smartphone or via the corresponding
webpage, and indicates that he wishes to delegate ac-
cess rights to the electronic lock 10 to the parcel courier
for a time slot around the estimated delivery time. To do
so, Mr. Smith includes the parcel courier's mobile phone
number and/or email address in his list, associating the
parcel courier’s data with the electronic lock 10 and dur-
ing the required time period.

[0052] Upon doing this, the access control server de-
fines encrypted access rights for the parcel courier’s mo-
bile phone which are readable by the electronic lock 10,
and which will permit the parcel courier to open the elec-
tronicdoor 10 during the time period defined by Mr. Smith,
by using his mobile phone 40.

[0053] These encrypted access rights are sent to the
parcel courier’s mobile phone 40, via an encrypted data
package. The parcel courier has already downloaded the
application, as a frequent user of the system; and upon
receiving the access rights delegated by Mr. Smith, he
may open the electronic lock 10 with his mobile phone
40 and leave the parcel inside Mr. Smith’s house.
[0054] According to the invention, in addition to the ac-
cess rights the parcel courier gets in his mobile phone
40 digital data to locate Mr. Smith’s house, so as to make
it easier for the parcel courier to reach Mr. Smith’s house.
These digital data include an image of the electronic lock
10, such as a picture 50 of the complete front door.
[0055] Usually, Mr. Smith has previously uploaded the
digital data in the access control server 30 making use
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of his user rights; if the picture 50 of the front door is too
heavy, instead of the picture itself, the parcel courier may
receive a link to the URL direction where the picture is
stored in the access control server 30.

[0056] These data can also include additional contact
details of Mr. Smith, such as Mr. Smith’s mobile phone
number, so that the parcel courier may contact him if
necessary. Or these data may include detailed geolocal-
isation data or navigation directions to Mr. Smith’s front
door, so that the parcel courier may reach Mr. Smith’s
house.

[0057] To provide these additional data may be very
helpful to the parcel courier in certain situations, for ex-
ample, when the parcel courier is unable to find Mr.
Smith’s house, because Mr. Smith’s address is not very
precise or fully detailed; for example, Mr. Smith’s lives in
a group of similar houses, all having the same postal
address; by getting the picture of the front door the courier
can identify the correct house. Or the person receiving
the access rights may be a visitor making use of an ac-
commodation service, who reaches his rental accommo-
dation very late and is having difficulties at reaching the
front door of the flat he has rented. If the owner of the
building where the rented flat is has previously uploaded
detailed information on how to reach the flat, such as
pictures of the front door of the building and of the specific
flat the user has paid for (in many storey buildings the
front doors of all the flats sometimes have no number,
but they may be identifiable by some specific feature re-
lated to the front door, such as the door mat), the visitor
may be able to reach their rented flat without bothering
the owner of the flat.

[0058] These digital data containing at least an image
including the access-based resource need not be en-
crypted, and can be sent to the parcel courier's mobile
phone 40 together with the access rights using the same
channel; thereis no need to establish a separate channel.
[0059] If the owner of the mobile device who has been
provided access rights (temporary or permanent) is not
yet registered in the system, a one-time access to the
access control server is sent to the mobile device so as
to download the application and be able to open the elec-
tronic lock. This way, the owner of the mobile device may
also register himself into the access control system; then
the encrypted access rights for the electronic lock 10 are
sent to the mobile device.

[0060] In the present example, the access rights pro-
vided to the parcel courier are time restricted to the time
interval chosen by Mr. Smith. The access control server
configures these access rights as valid for the specific
time interval and then they expire by themselves offline.
There is no need to synchronize with the access control
server in order to terminate the validity of the access
rights. So in case of losing the smartphone, a possible
intruder that takes the smartphone will not be able to
open the electronic door: since validation is carried out
offline and the smartphone is used as an AoC (‘access
on card’) to open the electronic lock 10, the 'AoC’ access
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rights which are time restricted will not open the electronic
lock after the time interval chosen by Mr. Smith, which
can be made to a single day or even some hours.
[0061] In case the validation of the access rights is
done online at the access control server, the access
rights presented with the "lost" smartphone will not be
validated, since Mr. Smith when detecting the smart-
phone loss deletes those access rights from the list in
the server.

[0062] To make the service more secure and reliable,
Mr. Smith may decide that the electronic lock 10 of his
front door 11 is only openable if, in addition to presenting
access rights validated by the access control server 30,
avalid PIN code is entered by the user of the smartphone
mobile phone. Or he may also establish that a specific
action or gesture has be done with the smartphone. In
such case, Mr. Smith with his user rights can do so by
executing the application in his smartphone, accessing
the access control server, and entering the should spe-
cific PIN code or gesture-based action that is needed to
additionally input to open the electronic lock of his front
door. This two-step validation provides a security feature
in case Mr. Smith loses his smartphone 20, since if the
PIN or gesture-based actionrequestis activated, the user
must know the required PIN or gesture-based action, en-
ter the PIN or do the gesture, and hold the device again
in front of the electronic lock to open it.

[0063] Though not detailed, the method for facilitating
location of an access-based resource of the present in-
vention includes sequences of messages and com-
mands for reading the access rights, validating the ac-
cess rights at the access control server, and granting
access to the access-based resource; and for establish-
ing the necessary communication channels for uploading
and downloading the digital data containing at least an
image showing at least the access-based resource.
[0064] In this text, the term "comprises" and its deriva-
tions (such as "comprising”, etc.) should not be under-
stood in an excluding sense, that is, these terms should
not be interpreted as excluding the possibility that what
is described and defined may include further elements,
steps, etc.

[0065] Theinvention is obviously notlimited to the spe-
cific embodiment(s) described herein, but also encom-
passes any variations that may be considered by any
person skilled in the art (for example, as regards the
choice of materials, dimensions, components, configu-
ration, etc.), within the general scope of the invention as
defined in the claims.

Claims

1. Method for facilitating location of an access-based
resource (10) to at least one data carrier (40), the
data carrier (40) being able to communicate with the
access-based resource (10), and the access-based
resource (10) being configured to grant access to a
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physical space upon validation of access rights, the
method comprising:

- providing the at least one data carrier (40) with
access rights readable by the access-based re-
source (10);

- providing the at one least data carrier (40) with
digital data containing at least one image (50)
including the access-based resource (10).

2. The method of claim 1, wherein the step of providing

digital data containing at least one image (50) includ-
ing the access-based resource (10) comprises:

- providing the at least one data carrier (40) with
an URL or link to a location on a server (30)
where the digital data containing at least one
image (50) including the access-based resource
is;

- establishing a communication channel be-
tween the server (30) and the at least one data-
carrier (40);

- retrieving the digital data containing at least
one image (50) including the access-based re-
source from the server (30) to the at least one
data carrier (40).

The method of any of claims 1-2, which further com-
prises displaying on the at least one data carrier (40)
the at least one image (50) of the access-based re-
source.

The method of any of claims 1-3, wherein the digital
data is any one of: an image file of the access-based
resource, any file containing the at least one image
of the access-based resource, or a combination
thereof.

The method of any of claims 1-4, wherein the digital
data is sent to the at least one data carrier (40) to-
gether with the access rights using a same commu-
nication channel.

The method of any of claims 2-5, further comprising
sending to the at least one data carrier (40) a one-
time access to the server (30).

The method of any of claims 1-6, which further com-
prises encrypting the access rights prior to sending
them to the at least one data carrier (40).

The method of any of claims 1-7, wherein the access-
based resource (10) grants access to the physical
space upon validation of the access rights by the
access-based resource (10).

The method of any of claims 1-8, wherein the step
of providing the at least one data carrier (40) with
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access rights readable by the access-based re-
source (10) comprises:

- receiving a request of delegation of access
rights from another data carrier (20); the request
of delegation of access rights from the another
data carrier (20) comprising data related to the
at least one data carrier (40) or related to a user
of the at least one data carrier (40);

- defining such access rights for the at least one
data carrier (40); and

- sending the access rights defined for the at
least one data carrier to the at least one data
carrier (40).

10. The method of claims 2 and 9, wherein the step of

1.

providing digital data containing at least one image
(50) including the access-based resource (10) com-
prises the step of uploading at the server (30) the at
least one image (50) including the access-based re-
source (10) by the another data carrier (20).

An access control server (30) for facilitating location
of an access-based resource (10) to at least one
data carrier (40), the access-based resource (10)
being configured to grant access to a physical space
within a building upon validation of access rights, the
access control server (30) comprising:

- means for defining access rights for the atleast
one data carrier (40), the access rights being
readable by the access-based resource (10);
-means for providing the atleast one data carrier
(40) with the access rights, so that the access
to the physical space can be granted to the at
least one data carrier (40) upon validation of the
access rights; and

-means for providing the atleast one data carrier
(40) with digital data containing at least one im-
age (50) containing the access-based resource
(10).

12. The access control server (30) of claim 11, further

comprising:

- means for receiving a request of delegation of
access rights from another data carrier (20); the
request of delegation of access rights from the
another data carrier (20) comprising data related
to the at least one data carrier (40) or related to
a user of the at least one data carrier (40).

13. The access control server (30) of claim 12, which

further comprises communication means with the
another data carrier, configured for receiving the at
least one image containing the access-based re-
source (10).



14.

15.

13 EP 3 358 535 A1

The method of any of claims 1-9 or the access control
server (30) of any of claims 10-13, wherein the ac-
cess rights are defined for the at least data carrier
(40) for a predetermined period of time.

Method of any of claims 1-10 or 14 performed by an
access control server of any of claims 11-14.
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