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Description

TECHNICAL FIELD

[0001] The presentdisclosure relates toimproving and
enhancing blockchain-asset exchange security by em-
ploying automatic rules and automatic multi-party confir-
mation.

BACKGROUND

[0002] Blockchain-assets are digital tokens (e.g., Bit-
coin) that use computer cryptography to secure transac-
tions and to control the creation of new units. Crypto-
currencies are a subset of blockchain-assets (also known
as "altcoins," "digital currencies," and "virtual curren-
cies"). Bitcoin was the first popular example of a block-
chain-asset and became the first decentralized crypto-
currency in 2009. Numerous blockchain-assets currently
exist, which include crypto-currencies, digital ownership
or asset tokens, tokenized shares and securities, etc.
The defining characteristic is a distributed ledger system,
known as a blockchain.

[0003] Blockchain-assets are traded on exchanges
around the world. Traditional non-blockchain-asset ex-
changes provide efficient order matching automation, but
suffer from custodianship risk. They hold a customer’s
funds in an account to facilitate a transaction. All modern
exchanges, from NASDAQ to FOREX markets to tradi-
tional Bitcoin exchanges, hold customer funds in order
to establish an order book for exchange trading. The cus-
tomer must therefore trust that the exchange will safe-
guard their money.

[0004] With non-blockchain-asset exchanges (like the
traditional NASDAQ or NYSE), all assets are contract or
paper based, stored in a central database. They are not
blockchain based (stored in a decentralized database or
locally stored ledgers). Because of this, their transfer and
exchange can almostalways be reversed. So, ifthe NAS-
DAQ system was ever hacked or attacked, resulting in
changes to balances of customers or the bad actor ab-
sconding with funds, NASDAQ (along with banks) can
rollback the last instructions and customers will retain
their money. As a result, traditional non-blockchain ex-
changes have earned and kept customer’s trust, and the
risk is manageable.

[0005] Blockchain-based digital assets, such as Bit-
coin, rely on a distributed database of peer-to-peer net-
working to maintain a continuously growing list of data
records that are hardened against tampering and revi-
sion. These records are often enforced cryptographically
and hosted on machines working as data storage nodes.
Blockchain-asset exchanges use decentralized control
as opposed to centralized electronic money/centralized
banking systems.

[0006] With crypto-currency or blockchain-based as-
sets there is often no "reversion" possible with the in-
structions. If a bad actor breaks into an exchange and
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revises customer balances or steals funds, those instruc-
tions cannot be reversed. Funds can be stolen by out-
siders (or insiders) with no recourse. This problem was
seen many times since the creation of Bitcoin, with the
collapse of the Japan-based Mt. Gox Bitcoin exchange
being the most notorious. Over $400m of customer mon-
ey vanished in 2014 when Mt. Gox collapsed. The money
"vanished" because Mt. Gox had custody of customer’s
money.

[0007] Document US2015287026 discloses a method
for securing currency wallet services, and in particular to
providing security mechanisms to protect cryptocurrency
exchanges via a multi-signature scheme.

[0008] There isthus aneed, for a blockchain-asset ex-
change in which there is zero custody of the funds by the
exchange itself. What is needed is a system and method
for offering a blockchain-asset exchange that provides
parties and counter-parties with security in swapping
possession of their blockchain-assets without counter-
party risk. A customer needs assurance that a ¢

[0009] ounter-party will notreceive the customer’s pay-
ment until the desired asset is received by the customer
(from the counter-party); conversely, a counter-party
needs assurance that once an order is fulfilled, the pay-
ment funds are irreversible by the customer. As such,
what is needed is a mechanism capable of confirming
that parties (e.g., customer, counter-party) to an ex-
change or transaction receive their expected payment or
property before the system releases the counter-pay-
ment or counter-property. In this way, a rule based, com-
puter implemented "Zero-Custody Switch" is described
that improves computer security by ensuring funds are
in place and requires automated multisignature authori-
zation before taking action, such that, neither party has
to trust the other.

SUMMARY

[0010] The invention is defined by the independent
claims, and embodiments of the invention are defined by
the dependent claims.

[0011] Disclosed herein are systems and methods ca-
pable of addressing the above-described shortcomings
in the art, and may also provide any number of additional
or alternative benefits and advantages. The embodi-
ments described herein may comprise hardware and
software components capable of hosting a blockchain-
asset exchange, whereby one or more servers execute
a software-based mechanism allowing exchange cus-
tomers to place standing-limit orders for blockchain-
based digital assets (e.g., crypto-currency, Bitcoin, etc.)
with a counter-party. The present system describes a
mechanism (the "Zero-Custody Switch") by which crypto-
currency and blockchain-based assets can be placed in
"bid" and "ask" orders and exchanged with no custodi-
anship. A customer can place market or limit-orders in
this exchange, and have them execute or be fully-refund-
ed at the customer’s request, with zero risk to the cus-
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tomer or the exchange.

[0012] In an embodiment, the transaction is non-cus-
todial for both parties; it is cryptographically secured on
a blockchain such that neither party alone can transfer
payment, and the order is configured to expire after a
user-defined period of time. The customer may be as-
sured that the counter-party will not receive payment until
the customer receives the desired asset. This assurance
is based in part on a third party rule-based "Oracle" that
can independently confirm transactions based on up-
dates to the public blockchain database. Likewise, the
counter-party may be assured that once the order is ful-
filled, and the customer receives the desired asset, the
customer cannot reverse payment or otherwise rescind
the payment from the counter-party.

[0013] In an embodiment, a computer-implemented
method comprises generating, by an exchange server
hosting a digital asset exchange service, an encrypted
multi-signature payment account, wherein the payment
account is encrypted according to a first key generated
by a client computer, a second key generated by the ex-
change server, and a third key generated by an oracle
server, and wherein the payment account is accessible
when decrypted by at least two keys of the first key, the
second key, and the third key; monitoring, by the ex-
change server, a first public blockchain asset record, a
transfer of a first digital asset from the client computer to
the encrypted multi-signature payment account; monitor-
ing, by the exchange server, a second public blockchain
asset record, a transfer of a second digital asset from a
second client computer, to an account associated with
the client computer; and upon verifying, by the exchange
server, via the second public blockchain asset record, a
transfer of the second digital asset to an account asso-
ciated with the client computer: signing, by the exchange
server, the first blockchain of the first digital asset, where-
in the oracle server signs the first blockchain using the
third key.

[0014] Inanother embodiment, a computing system for
exchanging blockchain-based digital assets, the system
comprises an exchange server hosted on one or more
server computers comprising a processor, the exchange
server configured to: generate an encrypted multi-signa-
ture payment account, wherein the payment account is
encrypted according to a first key generated by a client
computer, asecond key generated by the exchange serv-
er, and a third key generated by an oracle server, and
wherein the payment account is accessible when de-
crypted by at least two keys of the first key, the second
key, and the third key; monitor a first public blockchain
asset record, a transfer of a first digital asset from the
client computer to the encrypted multi-signature payment
account; monitor a second public blockchain asset
record, a transfer of a second digital asset from a second
client computer, to an account having a payment address
associated with the client computer; and upon verifying,
via the second public blockchain asset record, a transfer
of the second digital asset to an account associated with
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the client computer: sign the first blockchain of the first
digital asset, wherein the oracle server signs the first
blockchain using the third key.

[0015] It is to be understood that both the foregoing
general description and the following detailed description
are exemplary and explanatory and are intended to pro-
vide further explanation of the invention as claimed.

BRIEF DESCRIPTION OF THE DRAWINGS

[0016] The accompanying drawings constitute a part
of this specification and illustrate an embodiment of the
invention and together with the specification, explain the
invention.

FIG. 1 shows components of an embodiment in ac-
cordance with the present disclosure.

FIG. 2 depicts the components of an embodiment of
a network in accordance with the present disclosure.

FIG. 3 depicts a flow chart illustrating the steps in an
embodiment of the present disclosure.

FIG. 4 depicts a flow chart illustrating the steps in an
embodiment of the present disclosure.

FIG. 5 depicts a flow chart illustrating the steps in an
embodiment of the present disclosure.

FIG. 6 depicts a flow chart illustrating the steps in an
embodiment of the present disclosure.

FIG. 7 depicts a flow chart illustrating the steps used
in returning assets in an embodiment of the present

disclosure.

DETAILED DESCRIPTION

[0017] The presentdisclosure is here described in de-
tail with reference to embodimentsillustrated in the draw-
ings, which form a part hereof. Other embodiments may
be used and/or other changes may be made without de-
parting from the scope of the present disclosure. The
illustrative embodiments described in the detailed de-
scription are not meant to be limiting of the subject matter
presented here.

[0018] In an embodiment, the term Zero-Custody
Switch refers to a system or mechanism that enables the
implementation of non-custodial limit or market orders,
in full or in part, (and therefore a functional financial ex-
change order book) for blockchain-based assets. A non-
custodial order is one in which no one party takes pos-
session of the other party’s assets (they are instead held
in a distributed blockchain-based, decentralized multisig-
nature account), thereby removing the potential counter-
party exposure of the underlying asset until the transac-
tion is verified and completed.
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[0019] Typically, a User wishes to purchases or ex-
change one blockchain-based asset for another. For ex-
ample, UserA possess CoinA (i.e. Bitcoin) that he/she
wishes to sell to purchase CoinB (i.e. Ethereum) at a
price of 1:10. An Exchange company may possess CoinB
that it is willing to sell. As used herein the term Exchange
refers to a blockchain asset merchant or a blockchain
asset exchange. UserA therefore wants to place an order
to be executed when the price of CoinB drops to 0.1 of
CoinA. UserA always wants to ensure that if the price
goal is not achieved, then the order will not execute and
will be retractable or cancelable. UserA can also place a
duration or expiration time on the order which will expire
at a given point and trigger a refund back to UserA.
[0020] In an embodiment, UserA creates a non-custo-
dial order with the Exchange and then sends funds to an
m-of-n multi-signature address identified by the Ex-
change. In an embodiment, a 2 of 3 multi-signature ad-
dresses are used, although any other level of multi-sig-
nature address could be used. In operation, an automat-
ed, policy-based, third-party 5 Oracle-which may be a
multi-signature cosigner independent of or operated by
the Exchange-signs along with either UserA or the Ex-
change depending on certain rules and the circumstance.
In an embodiment, the third party Oracle can be another
company or can be a software application residing on a
server (including a decentralized server, or as a "digital
autonomous corporation" (DAQO)). The Oracle does not
need to be owned or managed once established. It is
essentially a switch that, based on a set of predetermined
rules, determines whether the funds will go to the Ex-
change or to the User. The basic rules of this switch are
as follows: If the desired funds have been sent to the
User (as defined by the public blockchain) then sign with
the Exchange to complete the transaction. The use of
the 2-of-3 multisig account ensures that no one party can
act unilaterally for any transaction. To complete any
transaction, 2 of the 3 parties must agree to sign. The
Exchange cannot receive the User’s funds until it has
proven it has sent the desired asset, and the User cannot
claw back his funds if the Exchange has already proven
transfer of the desired asset. The Oracle signs with one
party or the other based on irrefutable blockchain data.
[0021] Once a User has specified an order, the Ex-
change will give them a multisignature blockchain-asset
address. As is understood in the art, a multisignature
address requires several private keys to be used to ac-
cess the account and transfer assets. This is different
from a normal blockchain-asset transaction which re-
quires just one signature. In a normal blockchain-asset
transaction, if a User has a private key they can spend
the money. Traditional blockchain-asset exchanges hold
the private keys for User’s accounts, and this is why they
have custodianship and thus counter-party risk.

[0022] Once two signatures are received (in a 2-of-3
multisig scenario), the asset may be transferred. In an
embodiment, ifthe Oracle and the seller (Exchange) sign,
the asset goes to the Exchange. If the Oracle and the
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User sign, the User’s funds go back to the User. In the
case of a partial fulfillment of an order, Oracle may only
sign for a proportionate amount of the asset to be trans-
ferred to Exchange, and would sign the inverse amount
back to the User if requested. Once the transfer of the
desired blockchain-based digital asset occurs, either the
Exchange or the Oracle broadcast this transaction to eve-
ry node on the blockchain network that then record that
same transaction all around the world. In this manner,
like in all blockchain-asset transactions, there is no cen-
tral server. All block based reporting is done on a public
peer-to-peer network.

[0023] In an embodiment, the following rules may be
used to determine the required signatures. If UserA re-
ceived CoinB at the Final_Address (in full or in part), the
Oracle signs with the Exchange, who receives CoinA (in
full or in part); if UserA has not received CoinB at the
Final_Address, she may cancel the order, or it may ex-
pire. In either case, the Oracle multi-signature cosigner
signs with UserA, such that she receives her CoinA back
to her designated Refund_Address (the full amount if
none of the order was fulfilled, and a partial amount if
part of the order was fulfilled).

[0024] Asused herein there are four addresses of note
when embodiments of the system are in operation:
Payment_Address, Final_Address, Merchant_Address,
and Refund_Address. Butone having skillin the art would
appreciate that in various embodiments any number of
addresses may be included or used for the purposes of
identifying payees, payors, and parties responsible for
cryptocurrency exchange.

[0025] A Funded Order is a non-custodial order that
has received CoinA from UserA. An Unfunded Order is
a non-custodial order that has not yet received CoinA
from UserA and a Completed Order is a non-custodial
order in which CoinB has been sent to UserA at
Final_Address, completing the transaction.

[0026] Payment Address refers to the address to
which UserA must send CoinA to create a Funded Order.
Final _Addressis the address to which UserA’s wants the
CoinB sent if and when the order completes. A
Refund_Address is the address to which UserA wants a
refund of CoinA sent if order does not complete, i.e., if
the order expires. Additionally, there is the
Merchant_Address which is the address where the Ex-
change wants CoinA sent if order completes.

[0027] Inanembodiment, itis impossible for one party
to defraud or take another party’s funds. To send or to
move the funds out of the multisig account requires at
least two signatures (one each from two parties). If there
are not two signatures the funds can not be moved out.
So there is no one party in the equation who can gain
access without the approval of another. If the Exchange
wishes to take the User’'s money without authority, it
would have to convince the rule based Oracle or the User
to offer their signatures, which the Exchange cannot com-
pel them to do.

[0028] In an embodiment, the following is sent to the
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Oracle at order creation: Final_Address (User’s address
that CoinB must be sent to on completion of order); Ex-

pected Amount (amount that must be sent to
Final_Address on completion of order);
Merchant Address (Merchant_Address or

Exchange_Address to which it receives CoinA on com-
pletion of order); Refund_Address (User's address to
which it receives CoinA if order does NOT complete);
and Expiration _Time (UTC Date/time after which order
is ended and CoinA is returned to Refund_Address). In
an embodiment, the return delta (i.e., the amount of time
the Oracle waits after User requests a refund to make
sure order has not cleared) may also be sentas avariable
or may be set to a specific period in the Oracle.

[0029] In an embodiment, the offered price for CoinB
matches the price the User wants. In this case, Exchange
will send CoinB funds to the User’'s Final _Address. Ex-
change then requests Oracle to co-sign the CoinA funds
over to the Merchant Address. Oracle checks
Final_Address and if funds in the Expected Amount are
present, the Oracle will sign with the Exchange for CoinA
funds to go to the Merchant_Address (in full or in part,
based on how much of the order was filled).

[0030] In an embodiment, if a User wishes to cancel
an order, the User may send a request to the Oracle to
cancel order. The Oracle waits a predetermined time (the
return delta) and then checks to confirm that the
Final_Address has not received any deposited funds in
the Expected_Amount before signing with the User for
CoinA to go to Return_Address, specified at creation
time.

[0031] Inanembodiment, where a User wishes to can-
cel an order, the User may contact the Exchange to can-
cel the order. In this embodiment, the User confirms can-
cellation with the Exchange instead of the Oracle and the
Exchange cosigns the return (most likely manually). This
is done if, for example, the Oracle is offline or otherwise
missing. In this manner, the User can always get their
asset back if the order has not been fulfilled or if the Or-
acle disappears.

[0032] Inanembodiment, where the order expires, be-
cause the duration is reached without the order being
filled, a full refund will occur automatically, without the
Exchange or User requesting it. Upon expiration, the
transaction will be signed by the Oracle to return CoinA
to Return_Address. In order for this to occur, the Return
transaction is given to the Oracle at creation time, and
signed by the User’s key. This may be done automatically
by Oracle, or even without Oracle using a protocol such
as "checklocktimeverify" built into the blockchain (see
Fig. 7).

[0033] In an embodiment, if the Exchange ceases to
exist before the order is fulfilled, the Oracle can either
wait for the expiration times to occur normally or may
automatically sign the return transaction (since it pos-
sesses a Return transaction already co-signed by Use-
rA). In this embodiment, CoinA will be sent to
Refund_Address.
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[0034] In an embodiment the User will be refunded
even if the Oracle ceases to exist. Since there is nobody
besides the Oracle to cosign with the Exchange if a limit
order is completed, the Exchange may cancel all limit
orders and sign returns of CoinA respectively to Users
once it determines that the Oracle is not longer valid.
[0035] Inan embodiment, if the User’s key gets stolen
the User will not lose funds. A stolen key can only be
used to request a return of CoinA to Refund_Address
(because the Oracle will only co-sign to that address).
This removes the risk from the User even if her key is
stolen, and limits the liability of the Exchange and Oracle.
[0036] In an embodiment, if the Exchange’s key gets
stolen the Exchange will not lose funds. Since the
Merchant_Address is set at creation time, this case is
the same as the User key getting stolen. The party who
stole the key is only able to send CoinA to the Exchange
since that is the only address to which the Oracle will
cosign. Thus there is no risk to Exchange even fif its key
is stolen.

[0037] In an embodiment, if the Exchange’ system is
compromised the customer device, Oracle, or other com-
puter in the system may request all User orders to be
refunded to Refund_Address. Unlike conventional ex-
changes, when such cases in the exemplary system, the
User’s assets are not in danger, because the Oracle,
which is not compromised, will only send funds to User’s
Refund_Address.

[0038] Inanembodiment,ifthe Oracle is compromised
the funds will be safe. If the Oracle is compromised, it
could sign transactions to malicious addresses. But this
is not possible because the Oracle would require either
the User or Exchange to co-sign in order to shift owner-
ship of the cryptocurrency; thereby requiring two of three
entities to be compromised before funds can be lost. In
an embodiment, if User or Exchange believes Oracle to
be compromised, either can enact refund of User’s funds
to Refund_Address unilaterally (because each already
has a partially signed refund transaction).

[0039] In an embodiment, the following information is
returned from the Oracle upon creation: deposit address
(i.e., the multisig address to which User sends CoinA to
activate order); TX complete (an unsigned transaction to
Merchant_Address to be signed by Oracle to complete
a ftransaction); and TX return_a (a transaction to
Refund_Address pre-signed by the User’s key and Ora-
cle’s key, given to Exchange). In an embodiment, TX
return_b (a transaction to Refund_Address signed by Us-
er’'s key and Exchange’s key) may also be sent to the
Oracle upon account creation.

[0040] In an embodiment, the sole determination of
whether to transfer funds to a new owner lies with the
Oracle (which follows prescribed rules). This is because
the Exchange will always sign a transaction to itself be-
cause it wants the User's money and the User will always
sign a transaction back to herself because she wants the
new asset. Accordingly, the power lies with the Oracle
to cause the asset switch to occur, and the Oracle may
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have only specific rules built into its code. It monitors the
publicly available blockchain and it detects when and if
a User’s account received its currency. If it can verify the
transfer it takes a first action. If it can not verify a trans-
action it may take a second action. It will not act until it
can verify from the updates to the public block chains
that the funds have been deposited. The Oracle acts au-
tomatically based on public information without User or
Exchange input, making a transaction between two self-
interested parties programmatically fair, safe, and hon-
est. If a sufficient, objective, publicly verifiable condition
has been met, CoinA will go to Exchange, in proportion
to the extent to which it was fulfilled. If the condition is
not met, CoinA will always go back to User, in proportion
to the extent to which it was unfulfilled.

[0041] Reference will now be made to the exemplary
embodimentsillustrated in the drawings, and specificlan-
guage will be used here to describe the same. It will nev-
ertheless be understood that no limitation of the scope
of the invention is thereby intended. Alterations and fur-
ther modifications of the inventive features illustrated
here, and additional applications of the principles of the
inventions as illustrated here, which would occur to a
person skilled in the relevant art and having possession
of this disclosure, are to be considered within the scope
of the invention.

[0042] The present disclosure is now described more
fully with reference to the accompanying drawings, in
which example embodiments of the present disclosure
are shown. The presentdisclosure may, however, be em-
bodied in many different forms and should not be con-
strued as necessarily being limited to the example em-
bodiments disclosed herein. Rather, these example em-
bodiments are provided so that the present disclosure is
thorough and complete, and fully conveys the concepts
of the present disclosure to those skilled in the relevant
art. In addition, features described with respect to certain
example embodiments may be combined in and/or with
various other example embodiments. Different aspects
and/or elements of example embodiments, as disclosed
herein, may be combined in a similar manner. Further,
some example embodiments, whether individually
and/or collectively, may be components of a larger sys-
tem, wherein other procedures may take precedence
over and/or otherwise modify their application. Addition-
ally, a number of steps may be required before, after,
and/or concurrently with example embodiments, as dis-
closed herein. Note that any and/or all methods and/or
processes, at least as disclosed herein, can be at least
partially performed via at least one entity in any manner.
[0043] The terminology used herein can imply direct
or indirect, full or partial, temporary or permanent, action
orinaction. For example, when an element is referred to
as being "on," "connected" or "coupled" to another ele-
ment, then the element can be directly on, connected or
coupled to the other element and/orintervening elements
may be present, including indirect and/or direct variants.
In contrast, when an element is referred to as being "di-
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rectly connected" or "directly coupled" to another ele-
ment, there are no intervening elements present.
[0044] Although the terms first, second, etc. may be
used herein to describe various elements, components,
regions, layers and/or sections, these elements, compo-
nents, regions, layers and/or sections should not neces-
sarily be limited by such terms. These terms are only
used to distinguish one element, component, region, lay-
er or section from another element, component, region,
layer or section. Thus, a firstelement, component, region,
layer, or section discussed below could be termed a sec-
ond element, component, region, layer, or section without
departing from the teachings of the present disclosure.
[0045] The terminology used herein is for describing
particular embodiments only and is not intended to be
necessarily limiting of the present disclosure. As used
herein, the singular forms "a," "an" and "the" are intended
to include the plural forms as well, unless the context
clearly indicates otherwise. The terms "comprises," "in-
cludes" and/or "comprising," "including" when used in this
specification, specify the presence of stated features, in-
tegers, steps, operations, elements, and/or components,
but do not preclude the presence or addition of one or
more other features, integers, steps, operations, ele-
ments, components, and/or groups thereof. Further, al-
ternate terminology should not be limited necessarily as
exclusionary, but can be inclusionary as well.

[0046] Unless otherwise defined, all terms used here-
in, including technical and scientific terms, have the same
meaning as commonly understood by one of ordinary
skillin the art to which this disclosure belongs. The terms,
such as those defined in commonly used dictionaries,
should be interpreted as having a meaning that is con-
sistent with their meaning in the context of the relevant
art and should not be interpreted in an idealized and/or
overly formal sense unless expressly so defined herein.
[0047] As used herein, the term "about" and/or "sub-
stantially" refers to an up to and including a +/-10% var-
iation from the nominal value/term. Such variation is al-
ways included in any given value/term provided herein,
whether or not such variation is specifically referred
thereto.

[0048] If any disclosures are incorporated herein by
reference and such disclosures conflict in part and/or in
whole with the present disclosure, then to the extent of
conflict, and/or broader disclosure, and/or broader mean-
ing of terms, the present disclosure controls. If such dis-
closures conflictin part and/or in whole with one another,
then to the extent of conflict, the later-dated disclosure
controls.

[0049] FIG. 1 shows components of an exemplary sys-
tem 100, according to an exemplary embodiment. Ex-
change service 101 comprising one or more Exchange
servers 103 and one or more transaction databases 105.
An Exchange server 103 can be any general or special
purpose computer. It may operate as a single computer,
which can be a hardware and/or software server, a work-
station, a desktop, a laptop, a tablet, a mobile phone, a
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mainframe, a supercomputer, a server farm, and so forth.
The computer can be operated, directly and/or indirectly,
by and/or on behalf of the Exchange. The computer can
be touchscreen and/or non-touchscreen. The computer
can include and/or be part of another computer system
and/or cloud network. The computer can run any type of
OS, such as iOS™, Windows™, Android™, Unix™,
Linux™ and/or others. The computer can include and/or
be coupled to an input device, such as a mouse, a key-
board, a camera, whether forward-facing and/or back-
facing, an accelerometer, a touchscreen, and/or a micro-
phone, and/or an output device, such as a display, a
speaker, and/or a printer. The computer is in communi-
cation with networks 102, such as directly and/or indi-
rectly. Such communication can be via a software appli-
cation, a mobile app, a browser, an OS, and/or any com-
bination thereof. The computer can include circuitry for
global positioning determination, such as via GPS, a sig-
nal triangulation system, and so forth. The computer can
be equipped with NFC circuitry. The computer can run a
database, such as a relational database, which contains
User and account information.

[0050] A transaction database 105 can be a separate
database or incorporated into a computer or computers
hosting the exchange server 103. It may be a relational
database, aflat file, a segmented database, or any other
form or structure. Database 105 may be maintained by
Exchange service 101 or may be maintained by a third
party. A customer device 107 can be a mobile device, a
tablet, acomputer, alaptop, a portable computing device,
a stationary computing device, a data entry terminal or
a dumb terminal. It may be a wired or wireless device
and may be a standalone device or may be coupled to a
network.

[0051] A third-party computer 109 may be a computer
or server, which can be a hardware and/or software serv-
er, a workstation, a desktop, a laptop, a tablet, a mobile
phone, a mainframe, a supercomputer, a server farm,
and so forth. The computer can be operated, directly
and/or indirectly, by and/or on behalf of the Oracle. The
computer can be touchscreen and/or non-touchscreen.
The computer can include and/or be part of another com-
puter system and/or cloud network. The computer can
run any type of OS, such as iOS™, Windows™, An-
droid™, Unix™, Linux™ and/or others. The computer
can include and/or be coupled to an input device, such
as a mouse, a keyboard, a camera, whether forward-
facing and/or back-facing, an accelerometer, a touch-
screen, and/or a microphone, and/or an output device,
such as a display, a speaker, and/or a printer. The com-
puter is in communication with network 102, such as di-
rectly and/or indirectly. Such communication can be via
a software application, a mobile app, a browser, an OS,
and/or any combination thereof. The computer can in-
clude circuitry for global positioning determination, such
as via GPS, a signal triangulation system, and so forth.
The computer can run an Oracle application.

[0052] One or more networks 102 may include a plu-
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rality of nodes, such as a collection of computers and/or
other hardware interconnected by communication chan-
nels, which allow for sharing of resources and/or infor-
mation. Such interconnection can be direct and/or indi-
rect. Network 102 can be wired and/or wireless. Network
102 can allow for communication over short and/or long
distances. Network 102 can operate via at least one net-
work protocol, such as Ethernet, a Transmission Control
Protocol (TCP)/Internet Protocol (IP), and so forth. Net-
work 102 can have any scale, such as a personal area
network, a local area network, a home area network, a
storage area network, a campus area network, a back-
bone network, a metropolitan area network, a wide area
network, an enterprise private network, a virtual private
network, a virtual network, a satellite network, a computer
cloud network, an internetwork, a cellular network, and
so forth. Network 102 can be and/or include an intranet
and/or an extranet. Network 102 can be and/or include
Internet. Network 102 can include other networks and/or
allow for communication with other networks, whether
sub-networks and/or distinct networks, whether identical
and/or different from network 102. Network 102 can in-
clude hardware, such as a network interface card, a re-
peater,ahub, abridge, a switch and/or afirewall. Network
102 can be operated, directly and/or indirectly, by and/or
on behalf of one and/or more entities.

[0053] FIG. 2 shows an example embodiment of a net-
work environment according to the present disclosure.
An environment for an exemplary system 20 includes a
network 204, a UserA 200, Oracle 201, and an Exchange
202.

[0054] Network 204 includes a plurality of nodes, such
as a collection of computers and/or other hardware in-
terconnected by communication channels, which allow
for sharing of resources and/or information. Such inter-
connection can be direct and/or indirect. Network 204
can be wired and/or wireless. Network 204 can allow for
communication over short and/or long distances. Net-
work 204 can operate via at least one network protocol,
such as Ethernet, a Transmission Control Protocol
(TCP)/Internet Protocol (IP), and so forth. Network 204
can have any scale, such as a personal area network, a
local area network, a home area network, a storage area
network, a campus area network, a backbone network,
a metropolitan area network, a wide area network, an
enterprise private network, a virtual private network, a
virtual network, a satellite network, a computer cloud net-
work, an internetwork, a cellular network, and so forth.
Network 204 can be and/or include an intranet and/or an
extranet. Network 204 can be and/or include Internet.
Network 204 can include other networks and/or allow for
communication with other networks, whether sub-net-
works and/or distinct networks, whether identical and/or
different from network 204. Network 204 can include
hardware, such as a network interface card, a repeater,
a hub, a bridge, a switch and/or a firewall. Network 204
can be operated, directly and/or indirectly, by and/or on
behalf of one and/or more entities, irrespective of any
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relation to UserA 200, Oracle 201, and/or Exchange 202.
[0055] UserA 200 operates a computer, which can be
ahardware and/or software server, a workstation, a desk-
top, a laptop, a tablet, a mobile phone, a mainframe, a
supercomputer, a server farm, and so forth. The compu-
ter can be operated, directly and/or indirectly, by and/or
on behalf of UserA 200. The computer can be touch-
screen and/or non-touchscreen. The computer can in-
clude and/or be part of another computer system and/or
cloud network. The computer can run any type of oper-
ating system (OS), such as iOS™., Windows™, An-
droid™, Unix™, Linux™ and/or others. The computer
can include and/or be coupled to an input device, such
as a mouse, a keyboard, a camera, whether forward-
facing and/or back-facing, an accelerometer, a touch-
screen, and/or a microphone, and/or an output device,
such as a display, a speaker, and/or a printer. The com-
puter is in communication with network 204, such as di-
rectly and/or indirectly. Such communication can be via
a software application, a mobile app, a browser, an OS,
and/or any combination thereof. The computer can in-
clude circuitry for global positioning determination, such
as via a global positioning system (GPS), a signal trian-
gulation system, and so forth. The computer can be
equipped with near-field-communication (NFC) circuitry.
[0056] Oracle 201 operates a computer, which can be
ahardware and/or software server, aworkstation, a desk-
top, a laptop, a tablet, a mobile phone, a mainframe, a
supercomputer, a server farm, and so forth. The compu-
ter can be operated, directly and/or indirectly, by and/or
on behalf of Oracle 201. The computer can be touch-
screen and/or non-touchscreen. The computer can in-
clude and/or be part of another computer system and/or
cloud network. The computer can run any type of OS,
such as iOS™, Windows™, Android™, Unix™, Linux™
and/or others. The computer can include and/or be cou-
pled to an input device, such as a mouse, a keyboard, a
camera, whether forward-facing and/or back-facing, an
accelerometer, a touchscreen, and/or a microphone,
and/or an output device, such as a display, a speaker,
and/or a printer. The computer is in communication with
network 204, such as directly and/or indirectly. Such
communication can be via a software application, a mo-
bile app, abrowser, an OS, and/or any combination there-
of. The computer can include circuitry for global position-
ing determination, such as via GPS, a signal triangulation
system, and so forth. The computer can be equipped with
NFC circuitry. The computer can run a database, such
as a relational database, which contains User and/or ac-
count information. Exchange 202 operates a computer,
which can be a hardware and/or software server, a work-
station, a desktop, a laptop, a tablet, a mobile phone, a
mainframe, a supercomputer, a server farm, and so forth.
The computer can be operated, directly and/or indirectly,
by and/or on behalf of Oracle 201. The computer can be
touchscreen and/or non-touchscreen. The computer can
include and/or be part of another computer system and/or
cloud network. The computer can run any type of OS,
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such as iOS™, Windows™, Android™, Unix™, Linux™
and/or others. The computer can include and/or be cou-
pled to an input device, such as a mouse, a keyboard, a
camera, whether forward-facing and/or back-facing, an
accelerometer, a touchscreen, and/or a microphone,
and/or an output device, such as a display, a speaker,
and/or a printer. The computer is in communication with
network 204, such as directly and/or indirectly. Such
communication can be via a software application, a mo-
bile app, abrowser, an OS, and/orany combination there-
of. The computer can include circuitry for global position-
ing determination, such as via GPS, a signal triangulation
system, and so forth. The computer can be equipped with
NFC circuitry. The computer can run a database, such
as a relational database, which contains payment infor-
mation.

[0057] UserA 200 is in communication with network
204, such asdirect, indirect, encrypted, unencrypted, and
others. UserA 200 is in selective communication, such
as direct, indirect, encrypted, unencrypted, and others,
with at least one of the Oracle 201 and/or the Exchange
202 via network 204.

[0058] UserA 200 can be a consumer and/or a legal
entity, such as an organization, a company, a partner-
ship, and/or others. Oracle 201 is in communication with
network 204, such as direct, indirect, encrypted, unen-
crypted, and others. Oracle 201 is in selective commu-
nication, such as direct, indirect, encrypted, unencrypted,
and others, with atleast one of UserA 200 and Exchange
202 via network 204. For example, Oracle 201 can com-
municate with the acquirer of Exchange 202 regarding
Exchange 202. For example, Oracle 201 can communi-
cate with UserA 200 via email or any other means of
communication.

[0059] Oracle 201 may include a financial entity, such
as a bank, an exchange, a secure server, and/or others,
and/or any other organization that engages in the ex-
change and management of blockchain-assets.

[0060] The Oracle may be a financial entity, which ac-
cepts and/or processes blockchain-asset transactions
for Exchange 202, including crediting or debiting an ac-
count of Exchange 202. Such accepting and/or process-
ing is for a good and/or a service offered via Exchange
202 to UserA 200. The Oracle may also be a server or
series of servers or an application or series of application
running autonomously on computers or servers. Ex-
change 202 is in communication with network 204, such
as direct, indirect, encrypted, unencrypted, and others.
Exchange 202 is in selective communication, such as
direct, indirect, encrypted, unencrypted, and others, with
at least one of UserA 200 and Oracle 201 via network
204. Exchange 202 includes an individual, an organiza-
tion, and/or a business accepting blockchain-asset trans-
actions whether directly and/or indirectly. Exchange 202
includes a for-profit entity, a non-for-profit entity, a gov-
ernment agency, and/or others. Exchange 202 includes
an online Exchange, a brick-and-mortar Exchange,
and/or any combination thereof. Note that any amount
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of merchants or exchanges 202 can be used, as de-
scribed herein. UserA 200 can be Exchange 202 and/or
Exchange 202 can be UserA 200.

[0061] FIG. 3illustrates an embodimentin accordance
with the present disclosure. UserA 200 creates a non-
custodial order transaction request 304 with a Exchange
202 by specifying the type of CoinA that UserA has and
wants to exchange and optionally the amount. UserA
specifies the type of coin, CoinB that UserA wishes to
acquire, the desired price of CoinB, a Final_Address, a
Refund_Address, and how long the order should be in
place, i.e., the duration, in hours or days. In an embodi-
ment, the Expected Amount of CoinB is automatically
established from the price.

[0062] In response, Oracle 201 creates an Unfunded
Order 305 with these specified criteria and requests Use-
rA to send CoinA to a 2-of-3 multi-sig Payment_Address.
UserA, the Oracle and the Exchange all generate keys
based on a public key function and no party can see the
other party’s keys. A User’s key can either be shown
explicitly to her, or held safely in her browser window
(client-side).

[0063] Oncethe Unfunded Orderis established, UserA
sends CoinA to the designated Payment Address. At
step 306, the system waits for confirmation that UserA
sent CoinA to the specified Payment_Address. Confir-
mation may be obtained by monitoring the block chain
information to determine when funds have been trans-
ferred. Once payment is confirmed, the order transitions
from an Unfunded Order to a Funded Order 307. If UserA
200 does not send payment within a specified period, the
unfunded order may be closed by Oracle 201. At this
point, CoinA is held in the 2-of 3 multi-signature account,
with the three keys held by UserA, the Oracle and the
Exchange, respectively.

[0064] At step 308, the system determines if UserA
cancelled the order. If an order is cancelled by UserA
200, the Oracle 201 will sign a refund to UserA if the
expected Amount of CoinB is not at the Final Address
at the time of cancellation. If the order is not canceled
the system proceeds to step 309. At step 309, the system
checks to see if the order duration has expired. If the
order expires due to the duration expiring in step 309,
then the Oracle 201 will send UserA’s CoinA back to the
Refund_Address at step 310. In this manner every order
shall either be filled, cancelled or expire and the Oracle
will not retain UserA’s coin or Exchange’s coin B. The
system is safe for UserA 200 because the Exchange 202
can’t take UserA’s CoinA until after it has sent CoinB to
her. In the present disclosure, the system provides safety
for the Exchange once they send coin B because UserA
cannot cancel the Order once the CoinB has been sent
and UserA is not at risk because UserA’s CoinA will be
returned if the transaction is cancelled or expires.
[0065] In an embodiment, the check on the expected
amount at step 312 by the Oracle 201 will be done some
time after UserA’s signature is received to prevent a
"race" condition. In an embodiment, this was done rough-
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ly hour (though any time may be used) after UserA'’s sig-
nature was received from the associated client computer,
although the duration can be anything short of the expi-
ration time. If the expected amount of CoinB is not at the
Final_Address, at step 312, the Oracle 201 will sign the
transmission that sends CoinA back to UserA if the order
has been cancelled at step 308 or expired at step 309,
otherwise it will wait for the Exchange 202 to send coin
B to the Payment_Address at step 311.

[0066] If Exchange 202 sends the expected amount of
CoinB to the Final_Address, at step 313 the Oracle will
sign the payment to the Exchange and the Oracle will
send the CoinA to the Merchant_Address and send Coin
B to UserA at its designated Final_Address completing
the order.

[0067] FIG. 4 describes another embodiment of the
systems and method described and the steps used to
generate public keys, and order completion. At step 401,
data is entered by UserA from a browser or other input
portal indicating the desire to engage in a blockchain-
asset exchange. In an embodiment, a User account is
created to facilitate data entry. In another embodiment,
no accountis required, and the order data is simply trans-
mitted between the User, the Exchange and the Oracle.
[0068] UserA may input order amount, currency to ex-
change, and the duration an order should remainin place.
UserA also enters information to generate public Keyl.
UserA’s browser using client side codes that no other
users have access to creates public keyl. This ensures
that the public key is only accessible by UserA and no
one else. Once keyl is generated it is saved. Data and
Keyl critical for the transaction are passed to the Ex-
change at step 402. At step 403, the Exchange will use
the keyl generated by UserA to generate public Key2 and
any other data necessary for the transaction. The keys
act as the signatures on the multisig account.

[0069] Once Key2 is generated, at step 404, both the
User’s public Keyl and the Exchange’s public Key2 will
be sent to the Oracle. At step 405, the Oracle will use all
the received information to generate a public Key3 and
combines it with Keyl and Key2 to create the
Deposit_Address for the multisig account. At step 406,
the Oracle will return that address to the Exchange. The
Exchange at step 407 will use the data to create the un-
funded limit order. At step 408, the Deposit Address is
sent to UserA. At step 409, UserA transfers the funds to
the Deposit Address.

[0070] FIG. 5 depicts the second steps in the system
and method of the present disclosure. At step 501, the
Exchange checks block chain data on the network to see
if the Deposit Address created in step 405 has been
funded. Once it confirms that UserA has funded the ad-
dress at step 502, the Exchange will create and sign a
return to User transaction. The return to User transaction
and a return_a document will be sent to the Oracle for
storage at step 503. This is essentially a return address
from the User. The return address is the only address
that the funds can be sent back to the User. This is done
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for security purposes so that someone can not access
the User’s key later and change the address and have
the currency sent to a different address. Essentially the
Exchange will sign the transactions of that return and
give it to the Oracle for storage. In this way, if the Oracle
needs to refund the User, it already has a signed OK from
the Exchange. Oracle at step 504, will also sign a trans-
action to that return and send it back to the Exchange at
step 505 for storage. At step 506, the Exchange stores
the return address and activates the order. This ensures
that the Exchange can refund to the User if the Oracle
disappears. At which point, the Exchange will ook to fill
the order. As illustrated in Fig. 5, the User’s funds can
be returned to the User in the event that the Oracle or
the Exchange disappear and are not available at the nec-
essary time to sign the multisig account.

[0071] FIG. 6 depicts the third step in an embodiment
of the system and method of the present disclosure. In
FIG. 6, at step 600, the limit order is active. From step
600, there are three possible scenarios. The order is
filled, the order expires or the order is cancelled. If the
order is to be filled, the Exchange system searches and
determining when and if that order can actually be filled,
i.e., there is an account, whether the Exchange itself or
another user, willing to make the exchange with UserA.
[0072] Atstep 601, the Exchange finds the rate on the
exchange that can fill UserA’s order (in full or in part). At
step 602, the Exchange makes the transaction and ex-
changesthe funds. The Exchange at step 603 then sends
the requested amount (in full or in part) to the
Final_Address which is UserA’s account. Once that is
completed, at step 604, the Exchange will request the
transaction of the deposit funds to its account, and sends
thatinformation the Oracle to co-sign. At step 605, Oracle
will automatically confirm that the funds (in full or in part)
have been delivered to UserA, by verifying the
Final_Address on the blockchain. If it successfully veri-
fies the exchange, then the Oracle will sign the transac-
tion (for the full amount or respective portion thereof) and
broadcast that transaction or send that information back
to the Exchange. At that point, the Exchange will broad-
cast the transaction to itself and have the required two
signatures to complete the transaction. At step 606 once
the two signatures are received, the User’s funds will be
deposited into the exchange.

[0073] In another scenario the order expires before it
is filled. This might occur, If before the limit order can be
filled at step 601, the order expires at step 610. In an
embodiment, when a User originally sets up their order
and account in steps 401, one of the pieces of data they
will enter is an expiration time, at which point if the order
has not been filled it will automatically be returned to the
User (partially so if the order was in part filled).

[0074] If the expiration time is reached at step 610,
Oracle will note the expiration and at step 611 will sign
the return which the exchange already signed in step 604
so that the funds can be sent back to the User’s address
at step 612. In an embodiment, the User can decide to
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cancel the order at step 620 anytime up until the expira-
tion time is reached or the order has been filled.

[0075] Normally the Oracle will be contacted, at step
621, but in an embodiment the Exchange can also return
the funds. At step 622, the Exchange or the Oracle will
wait and then check to make sure that the withdraw ad-
dress is not funded, basically making sure that the User
is not trying to defraud the Exchange. Once that informa-
tion is confirmed, the Oracle will sign a return_a so that
the funds can be sent back to the User at step 623. If for
some reason the Oracle has disappeared, at step 624,
the User contacts the Exchange for arefund. At step 625,
the Exchange can confirm that the order is unfilled by
verifying the withdraw address. If that is confirmed, then
the Exchange can sign the return_b and the funds are
returned to the User at step 626. This is possible because
the Oracle pre-signed for the return. In an embodiment,
any cancellation first attempts to go through the Oracle
first because it will be automatically processed. If for
some reason the Oracle does notrespond, the Exchange
can also refund the currency so that the funds are not
lost where no one can access them.

[0076] FIG. 7 illustrates an embodiment for providing
a User with arefund in the event that both the Oracle and
the Exchange disappear. At step 701, the Exchange, by
monitoring the blockchains, detects that the User has
funded the Payment_address. Once the funding is de-
tected, at step 702, the Exchange will create a return
transaction to the User Return_address that specifies an
op_checklocktimeverify for the order expiration date and
a buffer time (e.g., seven days). The Oracle at step 703
will co-sign this transaction and broadcast it at step 704.
The User can see that the return transaction is in place
on the blockchain, butitis not confirmed in the blockchain
until the prescribed time is reached and if the order was
not completed or cancelled in the interim.

[0077] This is similar to the Bitcoin feature, "Check-
LockTime" that enables users to complete transactions
and broadcast them, but the transactions do not become
"valid" or "confirmed" until the specified time. In the
present disclosure, the Exchange broadcasts the return
transaction, then even if the Oracle and the Exchange
go offline or disappear, the User will get the assets back
as long as it has not been completed by the prescribed
time. If the order is returned to the User, or completed
successfully, then the op_checklocktimeverify transac-
tion will be invalid because the funds will already have
been be sent. The various illustrative logical blocks, mod-
ules, circuits, and algorithm steps described in connec-
tion with the embodiments disclosed herein may be im-
plemented as electronic hardware, computer software,
or combinations of both. To clearly illustrate this inter-
changeability of hardware and software, various illustra-
tive components, blocks, modules, circuits, and steps
have been described above generally in terms of their
functionality. Whether such functionality is implemented
as hardware or software depends upon the particular ap-
plication and design constraints imposed on the overall
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system. Skilled artisans may implement the described
functionality in varying ways for each particular applica-
tion, but such implementation decisions should not be
interpreted as causing a departure from the scope of the
present invention.

[0078] Embodiments implemented in computer soft-
ware may be implemented in software, firmware, middle-
ware, microcode, hardware description languages, or
any combination thereof. A code segment or machine-
executable instructions may represent a procedure, a
function, a subprogram, a program, a routine, a subrou-
tine, a module, a software package, a class, or any com-
bination of instructions, data structures, or program state-
ments. A code segment may be coupled to another code
segment or a hardware circuit by passing and/or receiv-
ing information, data, arguments, parameters, or mem-
ory contents. Information, arguments, parameters, data,
etc. may be passed, forwarded, or transmitted via any
suitable means including memory sharing, message
passing, token passing, network transmission, etc.
[0079] The actual software code or specialized control
hardware used toimplement these systems and methods
is not limiting of the invention. Thus, the operation and
behavior of the systems and methods were described
without reference to the specific software code being un-
derstood that software and control hardware can be de-
signed to implement the systems and methods based on
the description herein.

[0080] When implemented in software, the functions
may be stored as one or more instructions or code on a
non-transitory computer-readable or processor-readable
storage medium. The steps of a method or algorithm dis-
closed herein may be embodied in a processor-execut-
able software module which may reside on a computer-
readable or processor-readable storage medium. A non-
transitory computer-readable or processor-readable me-
dia includes both computer storage media and tangible
storage media that facilitate transfer of a computer pro-
gram from one place to another. A non-transitory proc-
essor-readable storage media may be any available me-
dia that may be accessed by a computer. By way of ex-
ample, and not limitation, such non-transitory processor-
readable media may comprise RAM, ROM, EEPROM,
CD-ROM or other optical disk storage, magnetic disk
storage or other magnetic storage devices, or any other
tangible storage medium that may be used to store de-
sired program code in the form of instructions or data
structures and that may be accessed by a computer or
processor. Disk and disc, as used herein, include com-
pact disc (CD), laser disc, optical disc, digital versatile
disc (DVD), floppy disk, and blu-ray disc where disks usu-
ally reproduce data magnetically, while discs reproduce
data optically with lasers. Combinations of the above
should also be included within the scope of computer-
readable media. Additionally, the operations of a method
or algorithm may reside as one or any combination or set
of codes and/or instructions on a non-transitory proces-
sor-readable medium and/or computer-readable medi-

10

15

20

25

30

35

40

45

50

55

1"

um, which may be incorporated into a computer program
product.

[0081] The preceding description of the disclosed em-
bodiments is provided to enable any person skilled in the
art to make or use the present invention. Various modi-
fications to these embodiments will be readily apparent
to those skilled in the art, and the generic principles de-
fined herein may be applied to other embodiments with-
out departing from the scope of the invention. Thus, the
present invention is not intended to be limited to the em-
bodiments shown herein but is to be accorded the widest
scope consistent with the following claims and the prin-
ciples and novel features disclosed herein.

[0082] While various aspects and embodiments have
beendisclosed, other aspects and embodiments are con-
templated. The various aspects and embodiments dis-
closed are for purposes of illustration and are not intend-
ed to be limiting, with the true scope being indicated by
the following claims.

Claims
1. A computer-implemented method comprising:

generating, by an exchange server hosting a
digital asset exchange service, an encrypted
multi-signature payment account, wherein the
payment account is encrypted according to a
first key generated by a client computer, a sec-
ond key generated by the exchange server, and
a third key generated by an oracle server, and
wherein the payment account is accessible
when decrypted by at least two keys of the first
key, the second key, and the third key;
monitoring, by the exchange server, afirst public
blockchain asset record, a transfer of a first dig-
ital asset from the client computer to the encrypt-
ed multi-signature payment account;
monitoring, by the exchange server, a second
public blockchain asset record, a transfer of a
second digital asset from a second client com-
puter, to an account associated with the client
computer; and

upon verifying, by the exchange server, via the
second public blockchain asset record, a trans-
fer of the second digital asset to an account as-
sociated with the client computer:

signing, by the exchange server, the first block-
chain of the first digital asset, wherein the oracle
server signs the first blockchain using the third
key,

the method being characterised in that the step
of generating the second key includes receiving,
by the exchange server, from the client compu-
ter a first seed value, and generating, by the ex-
change server, the second key based upon the
first seed value received from the client compu-
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ter,

and the step of generating the third key includes
generating, by the exchange server, a second
seed based upon a portion of the second key
generated by the exchange server, and trans-
mitting, by the exchange server, the second
seed and the first seed to the oracle server,
wherein the oracle server generates the third
key based upon the first seed and the second
seed.

The method according to claim 1, further comprising,
transmitting, by the exchange server, to a payment
address associated with the second client computer
an update indicating custody for the first digital asset
to a second client associated with the second client
computer.

The method according to claim 1, further comprising,
upon the exchange server signing the first block-
chain:

transmitting, by the exchange server, an update to
a plurality of devices hosting the first blockchain, the
update indicating custody of the first digital asset
from a first client to a second client.

The method according to claim 1, wherein verifying
the transfer of the second digital asset further com-
prises:

receiving, by the exchange server, an update to the
second blockchain indicating custody of the second
digital asset from a second client to a first client.

The method according to claim 1, further comprising,
upon determining that an expiration time threshold
is exceeded:

upon verifying, by the exchange server, via the sec-
ond blockchain, the transfer of the second digital as-
set did not occur:

signing, by the exchange server, the first block-
chain of the first digital asset, wherein the oracle
server signs the first blockchain using the third
key; and

transmitting, by the exchange server, to arefund
address associated with the client computer, an
update indicating custody of the first digital asset
to a first client associated with the first client
computer.

A computing system for exchanging blockchain-
based digital assets, the system comprising:

an exchange server and an oracle server hosted on
one or more server computers comprising a proces-
sor, the exchange server and the oracle server con-
figured to carry out the method of any preceding
claim.
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Patentanspriiche

Ein computerimplementiertes Verfahren umfas-
send:

Das Erzeugen, durch ein Exchange Server-
Hosting eines digitalen Asset-Austauschser-
vice, eines verschlisselten Mehrfachsignatur-
Zahlungskontos, wobei das Zahlungskonto ge-
maf eines ersten Schliissels, der von einem Cli-
ent-Computer erzeugt wird, einem zweiten
Schliussel, der von dem Exchange Server er-
zeugt wird, und einem dritten Schlissel, der von
einem Oracle-Server erzeugt wird, verschlis-
seltistund wobei das Zahlungskonto zuganglich
ist, wenn es von mindestens zwei Schllisseln
aus dem ersten, dem zweiten und dem dritten
Schlissel entschlisselt wird;

das Uberwachen iiber den Exchange Server, ei-
nes ersten offentlichen Blockchain-Asset-Da-
tensatzes, einer Ubertragung eines ersten digi-
talen Assets von dem Client-Computer an das
verschlisselte Multisignatur-Zahlungskonto;
das Uberwachen iiber den Exchange Server, ei-
nes zweiten 6ffentlichen Blockchain-Asset-Da-
tensatzes, einer Ubertragung eines zweiten di-
gitalen Assets von einem zweiten Client-Com-
puter an ein Konto, das mit dem Client-Compu-
ter verbunden ist; und

bei der Uberpriifung durch den Exchange Ser-
ver, Uber den zweiten 6ffentlichen Blockchain-
Asset-Datensatz, eine Ubertragung des zweiten
digitalen Assets auf ein Konto, das mit dem Cli-
ent-Computer verbunden ist:

Das Unterzeichnen durch den Exchange Server
der ersten Blockchain des ersten digitalen As-
sets, wobei der Oracle-Server die erste Block-
chain mit dem dritten Schlissel signiert,

das Verfahren dadurch gekennzeichnet, dass
der Schritt des Erzeugens des zweiten Schlis-
sels das Empfangen durch den Exchange Ser-
ver vom Client-Computer eines ersten Aus-
gangswerts beinhaltet, und das Erzeugen,
durch den Exchange Server, des zweiten
Schlissels, basierend auf dem ersten vom Cli-
ent-Computer empfangenen Ausgangswerts,
und der Schritt des Erzeugens des dritten
Schliussels beinhaltet das Erzeugen, durch den
Exchange Server, eines zweiten Ausgangs-
werts, basierend auf einem Teil des zweiten
Schliussels, der durch den Exchange Server er-
zeugt wird, und das Ubertragen, durch den Ex-
change Server, des zweiten Ausgangswerts
und des ersten Ausgangswerts an den Oracle-
Server, wobei der Oracle-Server den dritten
Schlissel, basierend auf dem ersten und dem
zweiten Ausgangswert, erzeugt.
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Das Verfahren nach Anspruch 1, ferner umfassend
das Ubertragen, (iber den Exchange Server, an eine
Zahlungsadresse, die mit dem zweiten Client-Com-
puter verbunden ist, eines Updates, das die Verwah-
rung des ersten digitalen Assets fir einen zweiten
Client, der mit dem zweiten Client-Computer verbun-
den ist, anzeigt.

Das Verfahren nach Anspruch 1, ferner umfassend,
bei Signierung der ersten Blockchain durch den Ex-
change Server:

Das Ubertragen, durch den Exchange Server, eines
Updates an eine Vielzahl von Geraten, die die erste
Blockchain hosten, das Update zeigt die Verwah-
rung des ersten digitalen Assets von einem ersten
Client fir einen zweiten Client an.

Das Verfahren nach Anspruch 1, wobei das Uber-
priifen der Ubertragung des zweiten digitalen Assets
ferner umfasst:

Das Empfangen, durch den Exchange Server, eines
Updates der zweiten Blockchain, das die Verwah-
rung des zweiten digitalen Assets von einem zweiten
Client firr einen ersten Client anzeigt.

Das Verfahren nach Anspruch 1, ferner umfassend,
bei der Feststellung, dass ein Schwellenwert einer
Ablauffrist Gberschritten wurde:

Bei der Feststellung, durch den Exchange Server,
liber die zweite Blockchain, dass die Ubertragung
des zweiten digitalen Assets nicht ausgefiihrt wurde:

Das Unterzeichnen durch den Exchange Server
der ersten Blockchain des ersten digitalen As-
sets, wobei der Oracle-Server die erste Block-
chain mit dem dritten Schlissel signiert; und
das Ubertragen, iiber den Exchange Server, an
eine Rlckzahlungsadresse, die mit dem Client-
Computer verbundenist, eines Updates, das die
Verwahrung des ersten digitalen Assets fir ei-
nen ersten Client, der mit dem ersten Client-
Computer verbunden ist, anzeigt.

Ein Computersystem fiir den Austausch von Block-
chain-basierten digitalen Assets, das System um-
fassend:

Einen Exchange Server und einen Oracle-Server,
gehostet auf einem oder mehreren Server-Compu-
tern, umfassend einen Prozessor, den Exchange
Server und den Oracle-Server, der so konfiguriert
ist, dass er das Verfahren eines der vorhergehenden
Anspriche ausfihrt.

Revendications

Procédé implémenté par ordinateur, comprenant ;
la génération, par un serveur d’échange hébergeant
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un service d’échange d’actifs numériques, d’un
compte de paiement multisignature chiffré, dans le-
quel le compte de paiement est chiffré selon une
premiere clé générée par un ordinateur client, d’'une
deuxieme clé générée par le serveur d’échange et
d’une troisi€me clé générée par un serveur d’oracle
et dans lequel le compte de paiement est accessible
lorsqu'’il est déchiffré par au moins deux clés parmi
la premiére clé, la deuxiéme clé et la troisieme clé ;
la surveillance, par le serveur d’échange, d'un pre-
mier enregistrement d’actif de chaine de blocs pu-
blique, d’'un transfert d’'un premier actif numérique
depuis I'ordinateur client vers le compte de paiement
multisignature chiffré ;

la surveillance, par le serveur d’échange, d’'un se-
cond enregistrement d’actif de chaine de blocs pu-
blic, le transfert d’'un second actif numérique depuis
un second ordinateur client vers un compte associé
a l'ordinateur client ; et

lors de la vérification, par le serveur d’échange, par
I'intermédiaire du second enregistrement d’actif de
chaine de blocs public, d’'un transfert du second actif
numérique vers un compte associé a l'ordinateur
client :

la signature, par le serveur d’échange, de la premié-
re chaine de blocs du premier actif numérique, dans
lequel le serveur d’oracle signe la premiéere chaine
de blocs a l'aide de la troisiéme clé,

le procédé étant caractérisé en ce que I'étape de
génération de la deuxiéme clé comprend la récep-
tion, par le serveur d’échange, depuis l'ordinateur
client d’'une premiére valeur de départ et la généra-
tion, par le serveur d’échange, de la deuxiéme clé
basée sur la premiére valeur de départregue depuis
I'ordinateur client,

etl'étape de génération de la troisieme clé comprend
la génération, par le serveur d’échange, d’'un second
point de départ basé sur une partie de la deuxiéme
clé générée par le serveur d’échange et la transmis-
sion, par le serveur d’échange, du second et du pre-
mier point de départ au serveur d’oracle, dans lequel
le serveur d’oracle génére la troisieme clé basée sur
le premier point de départ et le second point de dé-
part.

Procédé selon la revendication 1, comprenant en
outre, la transmission, par le serveur d’échange, a
une adresse de paiement associée au second ordi-
nateur client d’'une mise a jour indiquant la garde du
premier actif numérique a un client associé au se-
cond ordinateur client.

Procédé selon la revendication 1, comprenant en
outre, lors de la signature par le serveur d’échange
de la premiére chaine de blocs :

la transmission, par le serveur d’échange, d’'une mi-
se ajour vers une pluralité de dispositifs hébergeant
la premiére chaine de blocs, la mise ajour indiquant
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la garde du premier actif numérique depuis un pre-
mier client vers un second client.

Procédé selon la revendication 1, dans lequel la vé-
rification du transfert du second actif numérique
comprend en outre :

la réception, par le serveur d’échange, d’'une mise a
jourdelaseconde chaine de blocs indiquantla garde
du second actif numérique depuis un second client
vers un premier client.

Procédé selon la revendication 1, comprenant en
outre, lors de la détermination du dépassement d’'un
seuil de délai d’expiration :

lors de la vérification, par le serveur d’échange, par
lintermédiaire de la seconde chaine de blocs, que
le transfert du second actif numérique n’a pas eu
lieu :

la signature, parle serveur d’échange, de la pre-
miere chaine de blocs du premier actif numéri-
que, dans lequel le serveur d’oracle signe la pre-
miere chaine de blocs a l'aide de la troisieme
clé ; et

la transmission, par le serveur d’échange, a une
adresse de remboursement associée a I'ordina-
teur client, d’'une mise a jour indiquant la garde
du premier actif numérique a un premier client
associé au premier ordinateur client.

Systeme informatique destiné a I'échange d’actifs
numeériques basés surlachaine de blocs, le systéeme
comprenant :

un serveur d’échange et un serveur d’oracle héber-
gés sur un ou plusieurs ordinateurs serveurs com-
prenant un processeur, le serveur d’échange et le
serveur d’oracle configurés pour mettre en ceuvre le
procédé selon une quelconque revendication précé-
dente.
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