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(54) METHOD, DEVICE AND SYSTEM FOR REALIZING HEARTBEAT MECHANISM

(57) Embodiments of the present invention provide
a method, an apparatus, and a system for implementing
a heartbeat mechanism, so as to reduce a quantity of
heartbeat responses sent by a node, and reduce unnec-
essary resource occupation overheads in a distributed
database system. The solution includes: obtaining, by a
switching node, a heartbeat request sent by a first node
to a second node, where the heartbeat request includes
an identity of the first node and an identity of the second
node; recording, by the switching node, a first moment
at which the heartbeat request is received; querying, by
the switching node according to the identity of the second
node and from cached information, a second moment at
which the switching node most recently receives a mes-
sage sent by the second node, where the cached infor-
mation stores a correspondence between a moment at
which the switching node receives a message sent by
any node and an identity of the node; and if an absolute
value of a difference between the first moment and the
second moment is less than a threshold, sending, by the
switching node, a heartbeat response to the first node.
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Description

[0001] This application claims priority to Chinese Pat-
ent No. 201511031806.8, filed with the Chinese Patent
Office on December 31, 2015 and entitled "METHOD,
APPARATUS, AND SYSTEM FOR IMPLEMENTING
HEARTBEAT MECHANISM", which is incorporated
herein by reference in its entirety.

TECHNICAL FIELD

[0002] The present invention relates to the field of com-
puter technologies, and in particular, to a method, an
apparatus, and a system for implementing a heartbeat
mechanism.

BACKGROUND

[0003] A heartbeat mechanism means that a transmit
end periodically sends a user-defined heartbeat request
(for example, a heartbeat packet or a heartbeat frame),
and after receiving the structure, a receive end returns a
heartbeat response to the transmit end, so that the trans-
mit end learns that the receive end is "online", so as to
determine that the receive end can work properly cur-
rently.
[0004] In a distributed database system, to improve
system reliability, multiple copies of a data slice are
stored. The multiple copies of the data slice may be re-
spectively stored on different nodes. A data synchroni-
zation unit may be formed by using a group of nodes on
which the multiple copies are stored. To ensure data con-
sistency between the multiple copies, data synchroniza-
tion may be performed on the nodes in the data synchro-
nization unit by using a synchronization protocol (for ex-
ample, the raft protocol). In a data synchronization proc-
ess, it is required in the synchronization protocol that a
heartbeat request and a heartbeat response are sent be-
tween the nodes in the data synchronization unit by using
a switch or a router, so as to determine whether each
node can work properly, and detect whether a copy
stored on each node is available.
[0005] However, as the scale of the distributed data-
base system is increasingly large, there is an increasing
quantity of nodes in one data synchronization unit. Con-
sequently, quantities of heartbeat requests and heart-
beat responses that are sent between nodes significantly
increase, and a load of the entire distributed database
system increases.

SUMMARY

[0006] Embodiments of the present invention provide
a method, an apparatus, and a system for implementing
a heartbeat mechanism, so as to reduce a quantity of
heartbeat responses sent by a node, and reduce unnec-
essary resource occupation overheads in a distributed
database system.

[0007] To achieve the foregoing objective, the follow-
ing technical solutions are used in the embodiments of
the present invention:
According to a first aspect, an embodiment of the present
invention provides a method for implementing a heart-
beat mechanism, applied to a distributed database sys-
tem, and including: obtaining, by a switching node, a
heartbeat request sent by a first node to a second node,
where the heartbeat request includes an identity of the
first node and an identity of the second node, and the
first node and the second node are different nodes con-
nected to the switching node; recording, by the switching
node, a first moment at which the heartbeat request is
received; querying, by the switching node according to
the identity of the second node and from cached infor-
mation, a second moment at which the switching node
most recently receives a message sent by the second
node, where the cached information stores a correspond-
ence between a moment at which the switching node
receives a message sent by any node and an identity of
the node; and if an absolute value of a difference between
the first moment and the second moment is less than a
threshold, sending, by the switching node, a heartbeat
response to the first node.
[0008] It may be understood that because the switch-
ing node may record, in real time, a moment at which a
message sent by each node in N nodes passes through
the switching node, when a heartbeat request sent by
the first node to the second node passes through the
switching node, the switching node may determine, by
querying a moment at which a message sent by the sec-
ond node is most recently received, that the second node
is available, so as to replace the second node to send a
heartbeat response to the first node. Therefore, quanti-
ties of times of receiving a heartbeat request and sending
a heartbeat response by each node in the N nodes are
reduced. This avoids consumption of a large quantity of
resources for receiving a large quantity of heartbeat re-
quests and sending a large quantity of heartbeat re-
sponses.
[0009] In addition, when determining that the second
node is available, the switching node may directly replace
the second node to send a heartbeat response to the first
node. That is, based on the heartbeat mechanism in this
solution, a complete transmission path of the heartbeat
request and the heartbeat response is as follows: the first
node-the switching node-the first node. However, based
on an existing heartbeat mechanism, a complete trans-
mission path of the heartbeat request and the heartbeat
response is as follows: the first node-the switching node-
the second node-the switching node-the first node. It may
be learned that in the method for implementing a heart-
beat mechanism provided in this embodiment of the
present invention, a heartbeat path may be further greatly
reduced and a delay of a heartbeat response may be
reduced, so as to reduce a fault detection time of an entire
distributed database system, and improve reliability of
the distributed database system.
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[0010] In a possible design, after the recording, by the
switching node, a first moment at which the heartbeat
request is received, the method further includes: storing,
by the switching node, a correspondence between the
identity of the first node and the first moment in the cached
information.
[0011] In a possible design, the obtaining, by a switch-
ing node, a heartbeat request sent by a first node to a
second node includes: receiving, by the switching node,
a message sent by the first node to the second node,
where the message carries the identity of the first node;
and parsing, by the switching node, the message, so as
to determine that the message is the heartbeat request
sent by the first node to the second node.
[0012] In a possible design, after the receiving, by the
switching node, a message sent by the first node to the
second node, the method further includes: if the message
is not the heartbeat request sent by the first node to the
second node, recording, by the switching node, a third
moment at which the message is received; and storing,
by the switching node, a correspondence between the
identity of the first node and the third moment in the
cached information.
[0013] In a possible design, after the querying, by the
switching node according to the identity of the second
node and from cached information, a second moment at
which the switching node most recently receives a mes-
sage sent by the second node, the method further in-
cludes: if the absolute value of the difference between
the first moment and the second moment is greater than
the threshold, forwarding, by the switching node, the
heartbeat request to the second node.
[0014] According to a second aspect, an embodiment
of the present invention provides a switching node, ap-
plied to a distributed database system, where the switch-
ing node is connected to a first node and a second node,
and the switching node includes: an obtaining unit, con-
figured to obtain a heartbeat request sent by a first node
to a second node, where the heartbeat request includes
an identity of the first node and an identity of the second
node; a recording unit, configured to record a first mo-
ment at which the heartbeat request is received; a query
unit, configured to query, according to the identity of the
second node and from cached information, a second mo-
ment at which the switching node most recently receives
a message sent by the second node, where the cached
information stores a correspondence between a moment
at which the switching node receives a message sent by
any node and an identity of the node; and a sending unit,
configured to: if an absolute value of a difference between
the first moment and the second moment is less than a
threshold, send a heartbeat response to the first node.
[0015] In a possible design, the switching node further
includes: a storage unit, configured to store a corre-
spondence between the identity of the first node and the
first moment in the cached information.
[0016] In a possible design, the switching node further
includes a parsing unit, where the obtaining unit is further

configured to receive a message sent by the first node
to the second node, where the message carries the iden-
tity of the first node; and the parsing unit is configured to
parse the message, so as to determine that the message
is the heartbeat request sent by the first node to the sec-
ond node.
[0017] In a possible design, the recording unit is further
configured to: if the message is not the heartbeat request
sent by the first node to the second node, record a third
moment at which the message is received; and the stor-
age unit is further configured to store a correspondence
between the identity of the first node and the third moment
in the cached information.
[0018] In a possible design, the sending unit is further
configured to: if the absolute value of the difference be-
tween the first moment and the second moment is greater
than the threshold, forward the heartbeat request to the
second node.
[0019] According to a third aspect, an embodiment of
the present invention provides a switching node, includ-
ing: a processor, a memory, a bus, and a communications
interface, where the memory is configured to store a com-
puter executable instruction, the processor and the mem-
ory are connected by using the bus, and when the switch-
ing node runs, the processor executes the computer ex-
ecutable instruction stored in the memory, so that the
switching node performs the method for implementing a
heartbeat mechanism in any one of the first aspect or the
possible designs of the first aspect.
[0020] According to a fourth aspect, an embodiment
of the present invention provides a system for implement-
ing a heartbeat mechanism, including the switching node
in any one of the second aspect or the possible designs
of the second aspect, or any one of the third aspect or
the possible designs of the third aspect, and a first node
and a second node that are both connected to the switch-
ing node.
[0021] According to a fifth aspect, an embodiment of
the present invention provides a computer storage me-
dium, configured to store a computer software instruction
used by the foregoing switching node, and the computer
software instruction includes programs that are designed
for the switching node to perform the foregoing aspects.
[0022] In the present invention, names of the switching
node, the first node, and the second node impose no
limitation on devices or function modules. In actual im-
plementation, the devices or the function modules may
be represented by other names. Various devices or func-
tion modules shall fall within the scope of protection de-
fined by claims of the present invention and their equiv-
alent technologies, provided that functions of the various
devices or function modules are similar to the functions
of the devices or function modules in the present inven-
tion.
[0023] Compared with the prior art, because the
switching node may record, in real time, a moment at
which a message sent by each node in all nodes passes
through the switching node, when a heartbeat request
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sent by the first node to the second node passes through
the switching node, the switching node may determine,
by querying a moment at which a message sent by the
second node is most recently received, that the second
node is available, so as to replace the second node to
send a heartbeat response to the first node. Therefore,
quantities of times of receiving a heartbeat request and
sending a heartbeat response by each node are reduced.
This avoids consumption of a large quantity of resources
for receiving a large quantity of heartbeat requests and
sending a large quantity of heartbeat responses.
[0024] These aspects or another aspect of the present
invention are clearer and easier to understand in descrip-
tions of the following embodiments.

BRIEF DESCRIPTION OF DRAWINGS

[0025] To describe the technical solutions in the em-
bodiments of the present invention or in the prior art more
clearly, the following briefly describes the accompanying
drawings required for describing the embodiments or the
prior art.

FIG. 1 is a diagram of an architecture of a distributed
database system according to an embodiment of the
present invention;
FIG. 2 is a schematic flowchart 1 of a method for
implementing a heartbeat mechanism according to
an embodiment of the present invention;
FIG. 3 is a schematic flowchart 2 of a method for
implementing a heartbeat mechanism according to
an embodiment of the present invention;
FIG. 4 is a schematic structural diagram 1 of a switch-
ing node according to an embodiment of the present
invention;
FIG. 5 is a schematic structural diagram 2 of a switch-
ing node according to an embodiment of the present
invention;
FIG. 6 is a schematic structural diagram 3 of a switch-
ing node according to an embodiment of the present
invention;
FIG. 7 is a schematic structural diagram of hardware
of a switching node according to an embodiment of
the present invention; and
FIG. 8 is a schematic diagram of a system for imple-
menting a heartbeat mechanism according to an em-
bodiment of the present invention.

DESCRIPTION OF EMBODIMENTS

[0026] The following clearly and completely describes
the technical solutions in the embodiments of the present
invention with reference to the accompanying drawings
in the embodiments of the present invention. Apparently,
the described embodiments are merely some but not all
of the embodiments of the present invention.
[0027] In addition, the terms "first" and "second" are
merely intended for a purpose of description, and shall

not be understood as an indication or implication of rel-
ative importance or implicit indication of the number of
indicated technical features. Therefore, a feature limited
by "first" or "second" may explicitly or implicitly include
one or more features. In descriptions of the present in-
vention, "multiple" means two or more than two, unless
otherwise specified.
[0028] A core principle of a method for implementing
a heartbeat mechanism provided in an embodiment of
the present invention is as follows: All N nodes that are
connected to one switching node (for example, a switch
or a router) in a topology structure are used as a node
group; because all messages (such as a heartbeat re-
quest, a heartbeat response, and a service message)
sent by the N nodes need to pass through the switching
node, that is, the switching node is located on a path
through which every two nodes in the N nodes commu-
nicate with each other, the switching node may record,
in real time, a moment at which a message sent by each
node in the N nodes passes through the switching node.
In this way, when a heartbeat request sent by a first node
to a second node passes through the switching node,
the switching node may determine, by querying a mo-
ment at which a message sent by the second node is
most recently received, whether the second node is
"alive". If the second node is "alive", the switching node
directly returns a heartbeat response to the first node,
with no need to forward the heartbeat request to the sec-
ond node and then return a heartbeat response by the
second node by using the switching node.
[0029] Specifically, the method for implementing a
heartbeat mechanism provided in this embodiment of the
present invention may be applied to a distributed data-
base system shown in FIG. 1. All N nodes that are con-
nected to one switching node in a topology structure are
used as a node group. All messages sent by the N nodes
in the node group need to pass through a switching node
in the node group. The distributed database system may
include multiple node groups. A switching node in each
node group is connected to a local area network (Local
Area Network, LAN) or a wide area network (Wide Area
Network, WAN).
[0030] It should be noted that the N nodes in the node
group may be an entity device having a storage function,
for example, a computer, or may be a function module
having a storage function, for example, a disk. This is not
limited in this embodiment of the present invention.
[0031] It may be understood that because the switch-
ing node may record, in real time, a moment at which a
message sent by each node in the N nodes passes
through the switching node, when a heartbeat request
sent by the first node to the second node passes through
the switching node, the switching node may determine,
by querying a moment at which a message sent by the
second node is most recently received, that the second
node is available, so as to replace the second node to
send a heartbeat response to the first node. Therefore,
quantities of times of receiving a heartbeat request and
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sending a heartbeat response by each node in the N
nodes are reduced. This avoids consumption of a large
quantity of resources for receiving a large quantity of
heartbeat requests and sending a large quantity of heart-
beat responses.
[0032] In addition, when determining that the second
node is available, the switching node may directly replace
the second node to send a heartbeat response to the first
node. That is, based on the heartbeat mechanism in this
solution, a complete transmission path of the heartbeat
request and the heartbeat response is as follows: the first
node-the switching node-the first node. However, based
on an existing heartbeat mechanism, a complete trans-
mission path of the heartbeat request and the heartbeat
response is as follows: the first node-the switching node-
the second node-the switching node-the first node. It may
be learned that in the method for implementing a heart-
beat mechanism provided in this embodiment of the
present invention, a heartbeat path may be further greatly
reduced and a delay of a heartbeat response may be
reduced, so as to reduce a fault detection time of an entire
distributed database system, and improve reliability of
the distributed database system.
[0033] The following describes a method for imple-
menting a heartbeat mechanism provided in an embod-
iment of the present invention in detail. As shown in FIG.
2, the method includes the following steps.
[0034] 101. A switching node receives a message sent
by a first node to a second node, where the message
carries an identity of the first node.
[0035] The first node and the second node are two dif-
ferent nodes that are in one node group in FIG. 1 and
that are connected to the switching node.
[0036] Because all messages sent by the first node to
the second node need to pass though the switching node,
the switching node may receive a message sent by the
first node to the second node. The message carries the
identity of the first node.
[0037] It should be noted that the message described
herein may be any message, for example, a heartbeat
request, a heartbeat response, or a service message.
[0038] 102. The switching node parses the message,
so as to determine whether the message is a heartbeat
request sent by the first node to the second node.
[0039] In step 102, the switching node parses the mes-
sage received in step 101, so as to determine whether
the message is the heartbeat request sent by the first
node to the second node.
[0040] Specifically, the message may carry an identity
of a message type. The message type may be specifically
a heartbeat request, a heartbeat response, or a service
message. For, example, one or more fields in the mes-
sage may be reserved to indicate an identity of the mes-
sage type. Therefore, in step 102, the switching node
parses the message received in step 101, so as to obtain
an identity of a message type carried in the message,
and further determine, according to the identity of a mes-
sage type, whether the message is the heartbeat request

sent by the first node to the second node.
[0041] For example, the message may be sent and
received in a packet form. The switching node obtains,
by parsing first two bits in a header of the packet, the
identity of a message type carried in the message, so as
to determine, according to the identity of a message type,
whether the message is the heartbeat request sent by
the first node to the second node. For example, when
the identity of a message type is 00, it may be determined
that the message is the heartbeat request; when the iden-
tify of a message type is 10 in a first frame, it may be
determined that the message is a service message. It
should be noted that the foregoing method for parsing a
message is merely used as an example for description,
this embodiment of the present invention imposes no lim-
itation on a manner in which the switching node parses
a message.
[0042] Further, if the message is the heartbeat request
sent by the first node to the second node, the switching
node perform the following steps 103a to 106a to query
a moment at which a message sent by the second node
is most recently received, so as to determine whether
the second node is "alive"; or if the message is not the
heartbeat request sent by the first node to the second
node, the switching node performs the following steps
103b to 104b to record, in real time, a correspondence
between a moment at which a message sent by any node
is received and an identity of the node.
[0043] 103a. If the message is the heartbeat request
sent by the first node to the second node, the switching
node records a first moment at which the heartbeat re-
quest is received. The heartbeat request includes an
identity of the first node and an identity of the second
node.
[0044] Specifically, in step 103a, if the message is the
heartbeat request sent by the first node to the second
node, in addition to the identity of the first node, the heart-
beat request further includes the identity of the second
node, which is used to instruct the first node to send a
heartbeat request to the second node.
[0045] In this case, a moment at which the heartbeat
request is received and that is recorded by switching
node is the first moment. The first moment may be con-
sidered as a moment at which the first node sends the
heartbeat request.
[0046] Certainly, because there is a time difference be-
tween a moment at which the first node sends the heart-
beat request and a moment at which the switching node
receives and records the heartbeat request, the moment
at which the first node sends the heartbeat request may
be further carried in the heartbeat request. In this way,
the switching node may use the carried moment at which
the first node sends the heartbeat request as the first
moment.
[0047] 104a. The switching node queries, according to
the identity of the second node and from cached infor-
mation, a second moment at which the switching node
most recently receives a message sent by the second
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node.
[0048] The cached information stores a correspond-
ence between a moment at which the switching node
receives a message sent by any node and an identity of
the node.
[0049] Table 1 shows the correspondence that is in the
cached information and that is between a moment at
which the switching node receives a message sent by
any node and an identity of the node. Specifically, when
the switching node receives a message sent by any node,
as described in step 101, because the message carries
an identity of a node that sends the message, the switch-
ing node may record, in a memory of the switching node,
a correspondence between a moment at which a mes-
sage sent by any node is received and an identity of the
node. In this way, in step 104a, when the first node sends
a heartbeat request to the second node, the switching
node may query, from the cached information, a moment
at which the switching node most recently receives a
message sent by the second node, that is, the second
moment.

[0050] Certainly, the switching node may further up-
date and maintain the cached information described in
the foregoing table. For example, the switching node may
periodically delete a correspondence between a moment
at which a node sends a message and that is at least
one day ago relative to a current time and an identity of
the node.
[0051] Alternatively, the switching node may record
only a correspondence between a moment that each
node sends a message and that is closest to a current
time and an identity of the node. For example, when re-
ceiving, at 19:0:59, a service message sent by a node
whose identity is 2, the switching node may update a
moment corresponding to a node whose identity is 2 in
the first row in Table 1, so that only a correspondence
between a moment at which a node sends a message
and that is most closest to a current time and an identity
of the node is stored in the cached information.
[0052] In this way, only a correspondence between an
identity of each node in the N nodes in a node group and
a last moment at which the node sends a message needs
to be stored in the cached information, so that less infor-
mation needs to be cached.
[0053] In addition, after step 104a, a correspondence
between the identity of the first node and the first moment
may be further stored in the cached information indicates
that the first node is available at the first moment, so that
when subsequently receiving a heartbeat request sent
to the first node, the switching node may obtain, in a

Table 1

Identity of a node Moment

2 19:0:10

1 16:30:12

timely manner and from the cached information, a first
moment at which a message sent by the first node is
most recently received.
[0054] 105a. If an absolute value of a difference be-
tween the first moment and the second moment is less
than a threshold, the switching node sends a heartbeat
response to the first node.
[0055] In step 105a, if the absolute value of the differ-
ence between the first moment obtained in step 103a
and the second moment obtained in step 104a is less
than the threshold, that is, |first moment-second mo-
ment|<threshold, it indicates that the second node is in
an available state not long ago, that is, in an "alive" state.
Therefore, in this case, the switching node sends a heart-
beat response to the first node, so that the first node
determines that the second node is currently in an avail-
able state.
[0056] It should be noted that a person skilled in the
art may set a specific value of the threshold according to
practical experience. This is not limited in this embodi-
ment of the present invention.
[0057] 106a. If the absolute value of the difference be-
tween the first moment and the second moment is greater
than the threshold, the switching node forwards the heart-
beat request to the second node.
[0058] In contrast to step 105a, if the absolute value
of the difference between the first moment obtained in
step 103a and the second moment obtained in step 104a
is greater than the threshold, that is, |first moment-second
momentl>threshold, it indicates that the second node
sends no message to another node within a relatively
long time period. In this case, the switching node cannot
determine whether the second node is available. There-
fore, the switching node forwards the heartbeat request
to the second node. After receiving the heartbeat request,
if the second node is in an available state, that is, the
second node runs properly, the second node feeds back
a heartbeat response to the first node by using the switch-
ing node; or if the second node is faulty, the second node
cannot feed back a heartbeat response to the first node.
However, if the first node does not receive, within a spe-
cific time period, a heartbeat response sent by the second
node, or the first node does not receive a heartbeat re-
sponse sent by the second node after continually sending
a heartbeat request for multiple times, the first node de-
termines that the second node is faulty.
[0059] 103b. If the message is not the heartbeat re-
quest sent by the first node to the second node, the
switching node records a third moment at which the mes-
sage is received.
[0060] Specifically, if it is determined in step 102 that
the message received in step 101 is not the heartbeat
request sent by the first node to the second node, for
example, the message is a heartbeat response or a serv-
ice message, in this case, the switching node records a
moment at which the message is received, that is, the
third moment.
[0061] 104b. The switching node stores a correspond-
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ence between the identity of the first node and the third
moment in the cached information.
[0062] In step 104b, the switching node stores the iden-
tity of the first node and the third moment in the cached
information, so that when subsequently receiving a heart-
beat request sent to the first node, the switching node
may obtain, in a timely manner and from the cached in-
formation, the third moment at which a message sent by
the first node is most recently received.
[0063] For example, the following describes the meth-
od for implementing a heartbeat mechanism described
in steps 101 to 106a and 101 to 104b is described herein
by using a node group 1 in FIG. 1, as shown in FIG. 3.
[0064] Referring to FIG. 3, in the node group 1, a
switching node may be specifically a switch or a router,
and all messages sent by N nodes in the node group 1
need to pass through the switching node.
[0065] A caching unit on the switching node stores
cached information. As shown in Table 1, a correspond-
ence between a moment at which the switching node
receives a message sent by any node (that is, any node
from a node 1 to a node N) and an identity of the node
is recorded in the cached information.
[0066] Specifically, the node 1 may send a message
to the switching node. The message carries an identity
of the node 1, for example, the identity of the node 1 is
1. The message herein may be a message of any mes-
sage type, for example, a heartbeat request or a service
message. After receiving the message, the switching
node parses the message, so as to determine whether
the message is a heartbeat request sent by the node 1.
[0067] If the message is the heartbeat request sent by
the node 1, the switching node records a first moment
T1 at which the heartbeat request is received. The heart-
beat request includes the identity of the node 1 and an
identity of a sending object of the node 1, such as an
identity of the node N. Further, the switching node que-
ries, according to the identity of the node N and from the
cached information in the caching unit, a second moment
T2 at which the switching node most recently receives a
message sent by the node N. In this case, if |T1-
T2|<threshold, it indicates that the node N is in an avail-
able state not long ago, that is, in an "alive" state, and
the switching node sends a heartbeat response to the
node 1. Correspondingly, if |T1-T2|>threshold, the
switching node forwards the heartbeat request to the
node N.
[0068] Correspondingly, if the message is not the
heartbeat request sent by the node 1, for example, the
message is a service message sent by the node 1, the
switching node records a third moment T3 at which the
message is received, and stores a correspondence be-
tween the identity of the node 1 and the third moment T3
in the cached information, so that when subsequently
receiving a heartbeat request sent to the node 1, the
switching node may obtain, in a timely manner and from
the cached information, a moment at which a message
sent by the node 1 is most recently received.

[0069] According to the method for implementing a
heartbeat mechanism provided in this embodiment of the
present invention, a switching node obtains a heartbeat
request sent by a first node to a second node, where the
heartbeat request includes an identity of the first node
and an identity of the second node; further, the switching
node records a first moment at which the heartbeat re-
quest is received, and queries, according to the identity
of the second node and from cached information, a sec-
ond moment at which the switching node most recently
receives a message sent by the second node, where the
cached information stores a correspondence between a
moment at which the switching node receives a message
sent by any node and an identity of the node; and if an
absolute value of a difference between the first moment
and the second moment is less than a threshold, the
switching node sends a heartbeat response to the first
node. It may be learned that because the switching node
may record, in real time, a moment at which a message
sent by each node passes through the switching node,
when a heartbeat request sent by the first node to the
second node passes through the switching node, the
switching node may determine, by querying a moment
at which a message sent by the second node is most
recently received, that the second node is available, so
as to replace the second node to send a heartbeat re-
sponse to the first node. Therefore, quantities of times
of receiving heartbeat request and sending heartbeat re-
sponse by each node are reduced. This avoids consump-
tion of a large quantity of resources for receiving a large
quantity of heartbeat requests and sending a large quan-
tity of heartbeat responses.
[0070] FIG. 4 is a schematic structural diagram of a
switching node according to an embodiment of the
present invention. The switching node provided in this
embodiment of the present invention may be configured
to perform methods for implementing various embodi-
ments of the present invention shown in FIG. 1 to FIG.
3. For ease of description, only a part related to this em-
bodiment of the present invention is shown. For undis-
closed technical details, refer to the various embodi-
ments of the present invention shown in FIG. 1 to FIG. 3.
[0071] The switching node may be specifically a
switch, a router, or the like having a programmable ca-
pability. This is not limited in the present invention. The
switching node may be any hardware product that can
meet an operation capability requirement.
[0072] Specifically, the switching node includes:

an obtaining unit 11, configured to obtain a heartbeat
request sent by a first node to a second node, where
the heartbeat request includes an identity of the first
node and an identity of the second node;
a recording unit 12, configured to record a first mo-
ment at which the heartbeat request is received;
a query unit 13, configured to query, according to
the identity of the second node and from cached in-
formation, a second moment at which the switching
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node most recently receives a message sent by the
second node, where the cached information stores
a correspondence between a moment at which the
switching node receives a message sent by any
node and an identity of the node; and
a sending unit 14, configured to: if an absolute value
of a difference between the first moment and the
second moment is less than a threshold, send a
heartbeat response to the first node.

[0073] Further, as shown in FIG. 5, the switching node
further includes:
a storage unit 15, configured to store a correspondence
between the identity of the first node and the first moment
in the cached information.
[0074] Further, as shown in FIG. 6, the switching node
further includes a parsing unit 16. The obtaining unit 11
is further configured to receive a message sent by the
first node to the second node, where the message carries
the identity of the first node. The parsing unit 16 is con-
figured to parse the message, so as to determine that
the message is the heartbeat request sent by the first
node to the second node.
[0075] Further, the recording unit 12 is further config-
ured to: if the message is not the heartbeat request sent
by the first node to the second node, record a third mo-
ment at which the message is received. The storage unit
15 is further configured to store a correspondence be-
tween the identity of the first node and the third moment
in the cached information.
[0076] Further, the sending unit 14 is further configured
to: if the absolute value of the difference between the first
moment and the second moment is greater than the
threshold, forward the heartbeat request to the second
node.
[0077] In addition, FIG. 7 is a schematic structural di-
agram of hardware of a switching node according to an
embodiment of the present invention. As shown in FIG.
7, the switching node includes a processor 21, a com-
munications interface 22, and a memory 23. The proc-
essor 21, the communications interface 22, and the mem-
ory 23 communicate with each other by using a bus 24.
[0078] The memory 23 is configured to store a com-
puter executable instruction. The processor 21 and the
memory 23 are connected by using the bus 24. When
the switching node runs, the processor 21 executes the
computer executable instruction stored in the memory
23, so that the switching node performs the method for
implementing a heartbeat mechanism shown in FIG. 2.
For a specific method for implementing a heartbeat
mechanism, refer to related descriptions in the embodi-
ment shown in FIG. 2 or FIG. 3, and details are not de-
scribed herein again.
[0079] The processor 21 may be a central processing
unit (English: central processing unit, CPU for short). Al-
ternatively, the processor 21 may be another general pur-
pose processor, a digital signal processor (English: dig-
ital signal processing, DSP for short), an application-spe-

cific integrated circuit (English: application specific inte-
grated circuit, ASIC for short), a field programmable gate
array (English: field programmable gate array, FPGA for
short) or another programmable logic device, a discrete
gate or transistor logic device, a discrete hardware as-
sembly, or the like. The general purpose processor may
be a microprocessor or this processor may be any con-
ventional processor, or the like.
[0080] The processor 21 is a control center of the
switching node. The processor 21 performs various func-
tions of the switching node by processing data received
by the communications interface 22 and calling software
or a program in the memory 23.
[0081] The communications interface 22 may be spe-
cifically an interface circuit, and is configured to receive
or send a signal in a process of receiving or sending
information or a request. After the communications inter-
face 22 receives information sent by a terminal, the proc-
essor 21 processes the information. In addition, the com-
munications interface 22 may communicate with a net-
work or another device by means of wireless communi-
cations.
[0082] The memory 23 may include a volatile memory
(English: volatile memory), for example, a random ac-
cess memory (English: random-access memory, RAM
for short). The memory 23 may also include a non-volatile
memory (English: non-volatile memory), for example, a
read-only memory (English: read-only memory, ROM for
short), a flash memory (English: flash memory), a hard
disk (English: hard disk drive, HDD for short), or a solid
state disk (English: solid-state drive, SSD for short). The
memory 23 may further include a combination of the fore-
going types of memories. The processor 21 may run a
software program stored in the memory 23, so as to ex-
ecute various functions and applications of the switching
node and perform data processing.
[0083] Specifically, in this embodiment of the present
invention, the memory 23 may be configured to store
cached information. The cached information stores a cor-
respondence between a moment at which the switching
node receives a message sent by any node and an iden-
tity of the node.
[0084] The bus 24 may include a data bus, a power
bus, a control bus, a signal status bus, and the like. In
this embodiment, for a clear description, various buses
are represented by the bus 24 in FIG. 7.
[0085] In addition, as shown in FIG. 8, an embodiment
of the present invention further provides a system for
implementing a heartbeat mechanism, including any one
of the foregoing switching nodes 31, and a first node 32
and a second node 33 that are both connected to the
switching node 31. For a process in which the switching
node interacts with the first node 32 and the second node
33, refer to related descriptions of the method for imple-
menting a heartbeat mechanism in the embodiment
shown in FIG. 2 or FIG. 3, and details are not described
herein again.
[0086] The switching node 31 may be any node con-
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nected to both the first node 32 and the second node 33.
Preferably, an existing topology structure between the
first node 32 and the second node 33 may be used, and
a switch or a router on a communications path between
the first node 32 and the second node 33 is used as the
switching node 31. In this way, no additional node needs
to be introduced to perform functions of the switching
node 31.
[0087] According to the switching node and the system
for implementing a heartbeat mechanism that are pro-
vided in this embodiment of the present invention, the
switching node obtains a heartbeat request sent by a first
node to a second node, where the heartbeat request in-
cludes an identity of the first node and an identity of the
second node; further, the switching node records a first
moment at which the heartbeat request is received, and
queries, according to the identity of the second node and
from cached information, a second moment at which the
switching node most recently receives a message sent
by the second node, where the cached information stores
a correspondence between a moment at which the
switching node receives a message sent by any node
and an identity of the node; and if an absolute value of a
difference between the first moment and the second mo-
ment is less than a threshold, the switching node sends
a heartbeat response to the first node. It may be learned
that because the switching node may record, in real time,
a moment at which a message sent by each node passes
through the switching node, when a heartbeat request
sent by the first node to the second node passes through
the switching node, the switching node may determine,
by querying a moment at which a message sent by the
second node is most recently received, that the second
node is available, so as to replace the second node to
send a heartbeat response to the first node. Therefore,
quantities of times of receiving heartbeat request and
sending heartbeat response by each node are reduced.
This avoids consumption of a large quantity of resources
for receiving a large quantity of heartbeat requests and
sending a large quantity of heartbeat responses.
[0088] It may be clearly understood by a person skilled
in the art that, for the purpose of convenient and brief
description, division of the foregoing function modules is
taken as an example for illustration. In actual application,
the foregoing functions can be allocated to different func-
tion modules and implemented according to a require-
ment, that is, an inner structure of an apparatus is divided
into different function modules to implement all or some
of the functions described above. For a detailed working
process of the foregoing system, apparatus, and unit,
refer to a corresponding process in the foregoing method
embodiments, and details are not described herein
again.
[0089] In the several embodiments provided in this ap-
plication, it should be understood that the disclosed sys-
tem, apparatus, and method may be implemented in oth-
er manners. For example, the described apparatus em-
bodiment is merely an example. For example, the module

or unit division is merely logical function division and may
be other division in actual implementation. For example,
a plurality of units or components may be combined or
integrated into another system, or some features may be
ignored or not performed. In addition, the displayed or
discussed mutual couplings or direct couplings or com-
munication connections may be implemented by using
some interfaces. The indirect couplings or communica-
tion connections between the apparatuses or units may
be implemented in electronic, mechanical, or other forms.
[0090] The units described as separate parts may or
may not be physically separate, and parts displayed as
units may or may not be physical units, may be located
in one position, or may be distributed on a plurality of
network units. Some or all of the units may be selected
according to actual needs to achieve the objectives of
the solutions of the embodiments.
[0091] In addition, function units in the embodiments
of the present invention may be integrated into one
processing unit, or each of the units may exist alone phys-
ically, or two or more units are integrated into one unit.
The integrated unit may be implemented in a form of hard-
ware, or may be implemented in a form of a software
function unit.
[0092] When the integrated unit is implemented in the
form of a software function unit and sold or used as an
independent product, the integrated unit may be stored
in a computer-readable storage medium. Based on such
an understanding, the technical solutions of the present
invention essentially, or the part contributing to the prior
art, or all or a part of the technical solutions may be im-
plemented in the form of a software product. The software
product is stored in a storage medium and includes sev-
eral instructions for instructing a computer device (which
may be a personal computer, a server, or a network de-
vice) or a processor (processor) to perform all or a part
of the steps of the methods described in the embodiments
of the present invention. The foregoing storage medium
includes: any medium that can store program code, such
as a USB flash drive, a removable hard disk, a read-only
memory (ROM, Read-Only Memory), a random access
memory (RAM, Random Access Memory), a magnetic
disk, or an optical disc.
[0093] The foregoing descriptions are merely specific
implementation manners of the present invention, but are
not intended to limit the protection scope of the present
invention. Any variation or replacement readily figured
out by a person skilled in the art within the technical scope
disclosed in the present invention shall fall within the pro-
tection scope of the present invention. Therefore, the pro-
tection scope of the present invention shall be subject to
the protection scope of the claims.

Claims

1. A method for implementing a heartbeat mechanism,
applied to a distributed database system, and com-
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prising:

obtaining, by a switching node, a heartbeat re-
quest sent by a first node to a second node,
wherein the heartbeat request comprises an
identity of the first node and an identity of the
second node, and the first node and the second
node are different nodes connected to the
switching node;
recording, by the switching node, a first moment
at which the heartbeat request is received;
querying, by the switching node according to the
identity of the second node and from cached in-
formation, a second moment at which the
switching node most recently receives a mes-
sage sent by the second node, wherein the
cached information stores a correspondence
between a moment at which the switching node
receives a message sent by any node and an
identity of the node; and
if an absolute value of a difference between the
first moment and the second moment is less
than a threshold, sending, by the switching
node, a heartbeat response to the first node.

2. The method according to claim 1, wherein after the
recording, by the switching node, a first moment at
which the heartbeat request is received, the method
further comprises:
storing, by the switching node, a correspondence
between the identity of the first node and the first
moment in the cached information.

3. The method according to claim 1 or 2, wherein the
obtaining, by a switching node, a heartbeat request
sent by a first node to a second node comprises:

receiving, by the switching node, a message
sent by the first node to the second node, where-
in the message carries the identity of the first
node; and
parsing, by the switching node, the message,
so as to determine that the message is the heart-
beat request sent by the first node to the second
node.

4. The method according to claim 3, wherein after the
receiving, by the switching node, a message sent by
the first node to the second node, the method further
comprises:

if the message is not the heartbeat request sent
by the first node to the second node, recording,
by the switching node, a third moment at which
the message is received; and
storing, by the switching node, a correspond-
ence between the identity of the first node and
the third moment in the cached information.

5. The method according to any one of claims 1 to 4,
wherein after the querying, by the switching node
according to the identity of the second node and from
cached information, a second moment at which the
switching node most recently receives a message
sent by the second node, the method further com-
prises:
if the absolute value of the difference between the
first moment and the second moment is greater than
the threshold, forwarding, by the switching node, the
heartbeat request to the second node.

6. A switching node, applied to a distributed database
system, wherein the switching node is connected to
a first node and a second node, and comprises:

an obtaining unit, configured to obtain a heart-
beat request sent by a first node to a second
node, wherein the heartbeat request comprises
an identity of the first node and an identity of the
second node;
a recording unit, configured to record a first mo-
ment at which the heartbeat request is received;
a query unit, configured to query, according to
the identity of the second node and from cached
information, a second moment at which the
switching node most recently receives a mes-
sage sent by the second node, wherein the
cached information stores a correspondence
between a moment at which the switching node
receives a message sent by any node and an
identity of the node; and
a sending unit, configured to: if an absolute value
of a difference between the first moment and the
second moment is less than a threshold, send
a heartbeat response to the first node.

7. The switching node according to claim 6, further
comprising:
a storage unit, configured to store a correspondence
between the identity of the first node and the first
moment in the cached information.

8. The switching node according to claim 6 or 7, further
comprising a parsing unit, wherein:

the obtaining unit is further configured to receive
a message sent by the first node to the second
node, wherein the message carries the identity
of the first node; and
the parsing unit is configured to parse the mes-
sage, so as to determine that the message is
the heartbeat request sent by the first node to
the second node.

9. The switching node according to claim 8, wherein:

the recording unit is further configured to: if the
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message is not the heartbeat request sent by
the first node to the second node, record a third
moment at which the message is received; and
the storage unit is further configured to store a
correspondence between the identity of the first
node and the third moment in the cached infor-
mation.

10. The switching node according to any one of claims
6 to 9, wherein:
the sending unit is further configured to: if the abso-
lute value of the difference between the first moment
and the second moment is greater than the thresh-
old, forward the heartbeat request to the second
node.

11. A switching node, comprising a processor, a mem-
ory, a bus, and a communications interface, wherein:
the memory is configured to store a computer exe-
cutable instruction, the processor and the memory
are connected by using the bus, and when the
switching node runs, the processor executes the
computer executable instruction stored in the mem-
ory, so that the switching node performs the method
for implementing a heartbeat mechanism according
to any one of claims 1 to 5.

12. A system for implementing a heartbeat mechanism,
comprising the switching node according to any one
of claims 6 to 11, and a first node and a second node
that are both connected to the switching node.

19 20 



EP 3 386 152 A1

12



EP 3 386 152 A1

13



EP 3 386 152 A1

14



EP 3 386 152 A1

15



EP 3 386 152 A1

16



EP 3 386 152 A1

17

5

10

15

20

25

30

35

40

45

50

55



EP 3 386 152 A1

18

5

10

15

20

25

30

35

40

45

50

55



EP 3 386 152 A1

19

REFERENCES CITED IN THE DESCRIPTION

This list of references cited by the applicant is for the reader’s convenience only. It does not form part of the European
patent document. Even though great care has been taken in compiling the references, errors or omissions cannot be
excluded and the EPO disclaims all liability in this regard.

Patent documents cited in the description

• CN 201511031806 [0001]


	bibliography
	abstract
	description
	claims
	drawings
	search report
	cited references

