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Description

BACKGROUND

FIELD

[0001] This disclosure is generally directed to the iden-
tification of a user based on the motion of a device.
[0002] Systems that cater to user preferences or have
specific user settings often require users to login to the
system, particularly if the system is shared amongst a
number of different users. In entertainment systems, a
standard user login process using a remote control usu-
ally requires the user to type user identification informa-
tion on a small remote control keyboard or use the remote
control to direct an onscreen keyboard to enter the proper
login information. In either scenario, logging in to the sys-
tem, particularly when using a remote control, can be a
cumbersome process.
[0003] US2011/043475A1 discloses a system and
method for identifying a user of a handheld device. The
device implementing the method and system may at-
tempt to identify a user based on signals that are inci-
dental to a user’s handling of the device. The signals are
generated by a variety of sensors dispersed along the
periphery or within the housing. The sensors may include
touch sensors, inertial sensors, acoustic sensors, pulse
oximiters, and a touchpad. Based on the sensors and
corresponding signals, identification information is gen-
erated. The identification information is used to identify
the user of the handheld device. The handheld device
may implement various statistical learning and data min-
ing techniques to increase the robustness of the system.
The device may also authenticate the user based on the
user drawing a circle, or other shape.
[0004] US2013/232142A1 discloses methods and ap-
paratus to identify users of handheld computing devices
are disclosed. An example method includes generating,
via a logic circuit, a first handling pattern indicative of a
manner in which a handheld computing device is moved
while the handheld computing device is presenting me-
dia; and storing the first handling pattern and correspond-
ing user identification information in a database, handling
patterns stored in the database to identify users of the
handheld computing device.
[0005] US7236156B2 discloses a handheld device,
e.g., a free space pointing device, which uses hand trem-
or as an input. One or more sensors within the handheld
device detect a user’s hand tremor and identify the user
based on the detected tremor.
[0006] US8516561B2 discloses a method to deter-
mine user authorization from motion of a gesture-based
control unit, wherein the method comprises detecting mo-
tion of the gesture-based control unit, the motion caused
by a user, determining a detected gesture from a se-
quence of one or more detected motions of the gesture-
based control unit, and identifying the user from the de-
tected gesture to determine an authorization for use by

the gesture-based control unit.

SUMMARY

[0007] According to a first aspect of the present inven-
tion there is provided a computer implemented method
as specified in claim 1.
[0008] According to a second aspect of the present
invention there is provided a system as specified in claim
6.
[0009] According to a third aspect of the present inven-
tion there is provided a tangible computer-readable de-
vice as specified in claim 8.
[0010] Further features and advantages of embodi-
ments, as well as the structure and operation of various
embodiments, are described in detail below with refer-
ence to the accompanying drawings. It is noted that the
embodiments are not limited to the specific embodiments
described herein. Such embodiments are presented
herein for illustrative purposes only. Additional embodi-
ments will be apparent to persons skilled in the relevant
art(s) based on the teachings contained herein.

BRIEF DESCRIPTION OF THE DRAWINGS

[0011] The accompanying drawings are incorporated
herein and form a part of the specification.

FIG. 1 is a block diagram of a system for user iden-
tification based on the motion of a device, according
to an example embodiment.
FIG. 2 is a block diagram of a system for user iden-
tification based on the motion of a device, according
to another example embodiment.
FIG. 3 is a flowchart for a method for user identifica-
tion based on the motion of a device, according to
an example embodiment.
FIG. 4 is a flowchart for a method for user identifica-
tion based on the motion of a device, according to
another example embodiment.
FIG. 5 is a flowchart for a method for user identifica-
tion based on the motion of a device, according to
another example embodiment.
FIG. 6 is an example computer system useful for
implementing various embodiments.

[0012] In the drawings, like reference numbers gener-
ally indicate identical or similar elements. Additionally,
generally, the left-most digit(s) of a reference number
identifies the drawing in which the reference number first
appears.

DETAILED DESCRIPTION

[0013] Provided herein are system, method and/or
computer program product embodiments, and/or combi-
nations and sub-combinations thereof, for user identifi-
cation based on the motion of a device.
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[0014] FIG. 1 is a block diagram of a system 100 for
user identification based on the motion or motions of a
device, according to an example embodiment. An iden-
tification system 102 identifies users 108 based on how
they handle and/or use a remote control 106. Identifica-
tion system 102 may be contained in or operatively cou-
pled to a computing device 122. Computing device 122
may be any device operated by remote control 106,
where it is desirable to identify the user 108 who is using
device 122. Non-limiting examples of device 122 include
a cable box, streaming media player, computer, DVD
player, stereo, or any other media player or computing
device.
[0015] Based on the handling/use of the remote control
(e.g., received or stored or otherwise represented as de-
tected sensor data 110), the identification system 102
may identify a corresponding user ID 114 for logging into
computing device 122. The user 108 may then be allowed
to access or is otherwise provided access to computing
device 122, and any system preferences 118 associated
with the user ID 114 may be loaded to provide a custom-
ized user experience. The automatic user identification
by identification system 102 saves the user 108 from the
cumbersome task of trying to manually enter his/her user
identification, passwords, or other authentication infor-
mation using remote control 106 or other input device.
[0016] Different users 108 may handle and/or use re-
mote control 106 differently. Example handling differenc-
es may include how users 108 pickup remote control 106
(e.g., speed and/or direction), how users 108 hold remote
control 106 (e.g., parallel, perpendicular, or at a certain
angle relative to the ground), how much time it takes us-
ers 108 to select buttons on remote control 106 (e.g., the
rate at which users 108 press channel and volume but-
tons), or whether users 108 hold remote control 106 while
watching TV (thereby resulting in motion of the remote
control 106) or put remote control 106 on a stationary
object (such as a table) while watching (thereby resulting
in no motion of remote control 106). For example, two
users 108 may pick up remote control 106 differently from
a table or other surface upon which it may be resting.
The differences could include speed and/or directional
differences on holding, lifting, handling, or otherwise us-
ing remote control 106. These differences in how the us-
ers 108 are handling and using remote control 106 may
be detected by one or more sensors 104 contained in or
otherwise communicatively coupled to remote control
106.
[0017] In an embodiment, sensor(s) 104 may be one
or more of an accelerometer, gyroscope, or other motion,
location, orientation or speed sensing and/or detecting
component. Sensor(s) 104 may detect or track a partic-
ular motion of remote control 106 when handled by one
or more users 108. For example, remote control 106 may
be laying on a table or couch. A first user 108 may pick
up the remote control 106 in a particular way, or may use
a particular motion that differs from how a second user
108 picks up the remote control 106. The first user 108,

for example, may pick the remote control straight up off
the surface upon which it was laying. The second user
108 may however slide the remote to the right a little bit
before picking it up. While a third user 108 may pick up
or lift remote control at a high rate of speed or velocity.
Sensor(s) 104 may detect and/or differentiate between
these different remote handling motions and/or speeds,
and based on these differentiations identification system
102 may identify the corresponding users 108.
[0018] The motion detected by sensor(s) 104 may be
stored as detected sensor data 110. Detected sensor
data 110 may then be transmit or otherwise provided to
identification system 102. Identification system 102 may
compare detected sensor data 110 against stored sensor
data 112 (if any). Stored sensor data 112 may include
detected sensor data 110 that has been detected by re-
mote control 106 and communicated to identification sys-
tem 102. Such stored sensor data 112 may be estab-
lished as corresponding to or otherwise associated with
users 108 during a learning phase, as described below.
[0019] A user 108 may have a user ID 114 in identifi-
cation system 102 to which their stored sensor data 112
corresponds. Then, for example, when identification sys-
tem 102 receives detected sensor data 110, the detected
sensor data 110 may be compared with the stored sensor
data 112 to identify the user ID 114 corresponding to the
user 108 handling or using remote control 106. The user
108 may then be granted or provided access to comput-
ing device 122 and/or preferences 118 associated with
user ID 114 may be loaded into or by computing device
122. Providing access may involve communicating the
identified user ID 114 and/or preferences 118 to comput-
ing device 122. In an embodiment, computing device 122
(or another system 123 as described below in greater
detail with regard to FIG. 2) may have a subsequent login
and/or authentication procedure prior to providing user
108 with access to the system 123 or computing device
122.
[0020] In an embodiment, identification system 102
may not have enough stored sensor data 112 to deter-
mine a match with detected sensor data 110. This may
occur, for example, when a new user 108 uses remote
control 106. This may also occur when an existing user
108 wishes to further program identification system 102
so it is more accurately able to identify his/her identity
when using remote control 106. For example, identifica-
tion system 102 may enter a learning phase during which
it learns (e.g., detects, records and stores) detected sen-
sor data 110 and associates it with a particular user 108
and his corresponding user ID 114. This learning phase
may occur over time as a user 108 logs into and uses
system 122 via remote control 106. Or, for example, the
learning phase may be purposely performed during a
specific period of time during which the user 108 is
prompted to repeatedly perform one or more motions un-
til a requisite amount of sensor data 112 has been stored
or captured to enable identification system 102 to accu-
rately identify user 108 through his use of remote control
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106. The learning process may be performed for each,
any, or all users 108 who use remote control 106. In this
manner, identification system 102 may build or establish
an association between various motions (e.g., detected
sensor data 110) and different users 108 (and their cor-
responding user IDs 114) who use remote control 106.
[0021] In an embodiment, during the learning phase,
the user 108 may be prompted to enter his/her user ID,
password, or other login information as they would nor-
mally do using remote control 106 or another system.
For example, user 108 may type information on remote
control 106, or use remote control 106 to direct an on-
screen keyboard that may be displayed on a television
or other monitor. Upon receipt of the user ID 114 or other
login information, identification system 102 would build
an association between the detected sensor data 110
and the user ID 114 corresponding to the user 108, and
store this association with stored sensor data 112.
[0022] In an embodiment, identification system 102
may continually learn the relative motions (detected sen-
sor data 110) of one or more users 108. Though a given
user 108 may handle remote control 106 in a particular
manner, the motion (e.g., direction, speed, and/or timing)
of the handling of remote control 106 may vary over time.
For example, a given user 108 may not hold remote con-
trol 106 at the same height or same orientation relative
to the floor or computing device 122 every time. Instead,
there may be variances in speed, direction, orientation,
timing, and/or other movement through space for a given
user 108. Thus, in an embodiment, during the learning
phase, the identification system 102 gathers and stores
stored sensor data 112 that represents a range of mo-
tions corresponding to each of the users 108 of the re-
mote control 106.
[0023] Accordingly, identification system 102 may
track these variances in remote control 106 handling, and
still be able identify the user 108 associated with the de-
tected sensor data 110 even if the detected sensor data
110 is not the exact same each time, but falls within a
particular variance threshold. The degree of allowable
variance may be determined based on the volume of pre-
viously stored sensor data 112 associated with a partic-
ular user ID 114, the number of user IDs 114 registered
with system 102, or any other number of factors.
[0024] A user 108 who is trying to pick up or otherwise
handle remote control 106 may accidentally drop the re-
mote control 106. This may create a large, unusual spike
in the detected sensor data 110. In an embodiment, such
unusual spikes may be discarded and not stored as part
of the stored sensor data 112.
[0025] In an embodiment, identification system 102
may identify user 108 based on detected sensor data
110, but may nonetheless prompt the user 108 for con-
firmation or acknowledgement that the correct user ID
114 has been selected. Or, in an embodiment, user 108
may be required to provide an alpha-numeric passcode
or motion password corresponding to the identified user
ID 114 when identification system 102 is not certain it

has identified the correct user 108 through motion anal-
ysis.
[0026] Accordingly, stored sensor data 112 may act as
signatures for different users 108, enabling identification
system 102 to identify the user ID 114 corresponding to
the detected motion 110 made by the user 108 who is
currently using remote control 106. In an embodiment,
user 108 may purposely create his/her own signature
motion (e.g., stored sensor data 112) using remote con-
trol 106. For example, user 108 may activate a button on
remote control 106 and waive remote control 106 in the
air to signify a particular letter, shape, or other symbol
by which to identify user 108. This motion in space (e.g.,
direction, velocity, timing, shape) may be saved as stored
sensor data 112 and associated with the corresponding
user ID 114. For example, a user 108 named "Jason"
may use remote control 106 to make the letter "J" or a
triangle in the air as his signature motion. This detected
sensor data 110 may then be stored in identification sys-
tem 102 and associated with Jason’s user ID 114. In an
embodiment, user 108 may be asked to repeat the motion
a threshold number of times or until the stored sensor
data 112 is sufficiently similar to identify the motion as
being associated with the same user ID 114.
[0027] Then for example, when next handling remote
control 106, Jason may draw the letter "J" in the air to
identify himself to identification system 102. In an em-
bodiment, and continuing this non-limiting example, prior
to drawing the "J" in the air, the user Jason 108 may need
to activate a particular signature identifier feature of iden-
tification system 102. In an embodiment, this and other
features may be activated by pressing one or more but-
tons on remote control 106. When this feature is activat-
ed, remote control 106 may begin detecting detected
sensor data 112 for comparison by identification system
102 to stored sensor data 112.
[0028] As discussed above, remote control 106 uses
one or more of accelerometers, gyroscopes, or other mo-
tion, location, orientation, or speed sensing and/or de-
tecting components as sensors 104 to detect motion. In
an embodiment, other sensors 104 may be used. For
example, other sensors 104 may detect and measure
heartbeat, fingerprint, heat, respiration, GPS (geospatial
positioning), or other data. Combinations of data from
different sensors 104 may be used for data 110, 112.
[0029] In an embodiment, time data 130 may be used
to identify user 108 as well. Time data 130 may include
any time component that may be relevant to identifying
which user 108 is handling remote control 106. For ex-
ample, time data 130 may be the time between when
sensor 104 first detects motion of remote control 106
from a stationary or resting state and when user 108 ac-
tivates a button on remote control 106. This time delay
may vary among users; some users 108 may select a
button very quickly, while others select buttons much
more slowly. Or, it may be the time from when the user
identification function is otherwise activated and a sub-
sequent button or option is selected.
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[0030] Another example of time data 130 may include
a timestamp associated with the motion. For example,
different users 108 may have different schedules of when
they use or generally use computing device 122. Identi-
fication system 102 may use time data 130 to identify a
user 108, or decide between two users 108 with similar
stored sensor data 112, based on the time of day that
computing device 122 is being accessed by user 108.
[0031] Stored sensor data 112 may include data that
is detected when remote control 106 is picked up, used,
or during a time interval after an identification feature is
activated. In an embodiment, stored sensor data 112 may
continue to track how remote control 106 is used/handled
even after identification has completed. This additional
sensor information 110 may be used to augment stored
sensor data 112 and may be used by identification sys-
tem 102 to more accurately determine sensed differenc-
es between two or more users 108. Or, for example, this
information may be used to periodically verify which user
108 is handling remote control 106. For example, over a
given period of time two or more users 108 may each
periodically handle remote control 106, identification sys-
tem 102 may determine when remote control 106 is han-
dled by each user 108 based on automatic determination
based on their remote handling techniques (e.g. detected
sensor data 110) or by activation of a user identification
feature when remote control 106 is passed between us-
ers 108.
[0032] FIG. 2 is a block diagram of a system 200 for
user identification based on the motion of a device, ac-
cording to another example embodiment. Identification
system 102 identifies users 108 based on how they han-
dle and/or use a mobile device 106.
[0033] Mobile device 106 may be any device that is
mobile or portable and operable by a user 108. Mobile
device 106 may be a device that a user 108 holds in his
hands and/or lap when operating. Mobile device 106 may
include, for example, a mobile phone, laptop, mobile me-
dia player (such as DVD, streaming player, music player),
camera (including both video and still image), or any other
device that may include or otherwise receive information
from one or more sensors 104.
[0034] Identification system 102 may operate similar
to identification 102 as described above with respect to
FIG. 1. However, mobile device 106 may be a self-con-
tained unit that includes sensor(s) 104 and identification
system 102. Mobile device 106 may use motion or other
detected sensor data 110 to identify a user, receive a
password or other authentication information, or other-
wise use detected sensor data 110 to perform any differ-
ent number of functions or operations. Mobile device 106
may include or otherwise be in communication with a
system 123 to which a user 108 seeks access. System
123 may be any software system, such as an operating
system, app, website, or other program.
[0035] In an embodiment, mobile device 106 may also
be a remote control. However, rather than providing de-
tected sensor data 110 to another device (e.g., comput-

ing device 122 in FIG. 1), mobile device 106 may locally
perform user identification functions. Then, for example,
the identified user ID 114 may be provided to another
device (such as computing device 122), or to a system
123 (such as a website or server over the Internet) to
perform one or more operations associated with the user
108 corresponding to the identified user ID 114.
[0036] In an embodiment, identification system 102
may reside on a server or group of servers (such as in a
cloud computing environment) and may be communica-
tively coupled (wired or wirelessly) with mobile device
106 directly or indirectly via, for example, local computing
device 122. Then, for example, when detected sensor
data 110 is detected or received, the data 110 may be
uploaded to the server. The server may then store the
uploaded data 110 as stored sensor data 112 and may
be associated with a user ID 114. Or, if there is sufficient
stored sensor data 112 to determine a match, the
matched user ID 114 and/or preferences 118 may be
communicated back to the mobile device 106 (or com-
puting device 122 as shown in FIG. 1).
[0037] This embodiment of identification system 102
residing or operating, at least in part, across one or more
servers may provide additional computing, processing,
and storage that may not be available on a local comput-
ing device 122 or mobile device 106. This may allow for
faster or more powerful processing, and more effective
and accurate identification of user 108.
[0038] In an embodiment, identification system 102
(wherever it resides, either local to user 108 or across
one or more servers) may take advantage of machine
learning or feature extraction technologies to identify user
behaviors over time, and to match those behaviors to
one or more users. For example, identification system
102 may identify user behavior, usage patterns, or sim-
ilarities across different users operating different remote
controls 106 in conjunction with different computing de-
vices 122, mobile devices 106, and across a wide range
of different users. These crowd-sourced usage patterns
may be abstracted to determine when a user is perform-
ing particular actions with regard to the remote control.
[0039] For example, some users may spin the remote
controls in their hands while watching television or con-
suming other content, which may result in particular pat-
terns of detected sensor data 110. This usage pattern
may be identified by identification system 102. In an em-
bodiment, identification system 102 may then perform
some action with regard to the determined motion or us-
age by the user, such as displaying a message on a mon-
itor. Identification system 102 may also utilize crowd-
sourced information for any other number of different pur-
poses, either system or user specified.
[0040] Identification system 102 is not limited to user
identification. In an embodiment, based on detected sen-
sor data 110, identification system 102 may identify one
or more operations to perform. For example, a first user
108 may create a profile or preferences 118 that include
a left motion (as detected by sensor 104) indicating a
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channel up operation, while a right motion indicates a
channel down operation. A second user 108 however
may reverse the two motions such that a left motion in-
dicates channel down while a right motion indicates chan-
nel up. A third user 108 may use up and down motions
for channel, volume, or other operations. In an embodi-
ment, one or more preferences 118 may be stored by
system 123 alternatively or in addition to the storage of
one or more preferences 118 by identification system
102.
[0041] Thus, each user 108 may configure operations
of mobile device 106 (including system 123) and/or an-
other device (such as computing device 122) with which
mobile device 106 is in communication, based on detect-
ed sensor data 110. Then, for example, based on which
user 108 is currently identified as using mobile device
106, the system 122 may respond accordingly and per-
form the operation associated with the detected motion.
[0042] FIG. 3 is a flowchart 300 for a method for user
identification based on the motion of a device, according
to an embodiment.
[0043] In step 310, a motion of a remote control is de-
tected. For example, identification system 102 may de-
tect a motion of remote control 106 based upon the re-
ceipt of detected sensor data 110. In an embodiment,
the detection of motion may be in reference to a previous
determination that remote control 106 was stationary or
in static sensor state. The detected sensor data 110 that
is detected after the stationary state may then be used
to identify a user 108/user ID 114 or other stored opera-
tion. Or, for example, a particular function on remote con-
trol 106 may be selected that requests a user or action-
performance (e.g., channel up/down) identification
based on detected motion or other sensor data 1 10.
[0044] In step 320, the detected motion is compared
against one or more stored motions associated with the
remote control. For example, identification system 102
may compare the received detected sensor data 110 with
or against stored sensor data 112 to determine if a match
to one or more user IDs 114 can be determined. In an
embodiment, if multiple user IDs 114 include similar
stored sensor data 112, then time data 130 may be used
to differentiate among users 108. The time data 130 may
include a time of use, time of motion, or time between
motion and a button selection on remote control 106. In
an embodiment, a user 108 may be prompted to perform
or repeat an identifying motion (e.g., to confirm or identify
a user 108 or other operation). In an embodiment, the
detection may be used to determine which action (e.g.,
channel change, volume adjustment, system reboot,
page forward/backward, etc.) to take in response to the
detected sensor data 110 motion.
[0045] In step 330, based on the comparison per-
formed in step 320, a user ID 114 corresponding to the
motion is determined. For example, based on a compar-
ison of sensor data 110 and 112 (and optionally time data
130) one or more user IDs 114 may be identified as cor-
responding to user 108. In an embodiment, if multiple

user IDs 114 are identified, user 108 may be prompted
to select, identify, or acknowledge which user ID 114 cor-
responds to user 108. Or, for example, user 108 may be
prompted to enter an alphanumeric or motion password
using remote control 106 to confirm the identity.
[0046] In step 340, access to a system based on the
user ID is provided. For example, once user ID 114 has
been identified and authenticated, user 108 may be al-
lowed to access a system 123. This may involve identi-
fication system 122 communicating or transmitting the
user ID 114 and/or preferences 118 associated with user
ID 114 to another system 123. Alternatively, computing
device 122 or system 123 may use the user ID 114 to
identify and load preferences 118 associated with user
108 corresponding to the user ID 114. Such preferences
118 may include video and audio preferences, favorite
channels, content not available to other users 108 (such
as premium pay channels), etc. In an embodiment, if user
108 already has access to system 123 or device 122 or
has already been identified, the detected motions may
cause system 123 or device 122 to perform one or more
actions associated with the detected motion correspond-
ing to the user ID 114.
[0047] FIG. 4 is a flowchart 400 for a method for user
identification based on the motion of a device, according
to another embodiment.
[0048] In step 410, a motion of a remote control is de-
tected. For example, identification system 102 may in-
clude or be communicatively coupled to a sensor(s) 104
that can detect motion or other sensor data 110 of a user
108. The motion data may include speed, direction,
and/or time data related to the motion, and may also in-
clude data from one or more other biometric sensors 104.
[0049] In step 420, it is determined whether the motion
corresponds to a user ID of a system. For example, iden-
tification system 102 may compare the detected sensor
data 110 (received from remote control 106) to stored
sensor data 112 to determine if a match can be identified.
In an embodiment, there may be variances in detected
sensor data 110 and stored sensor data 112. Identifica-
tion system 102 may determine whether the variances
fall within a determined error threshold to determine if a
match exists.
[0050] In step 424, if the motion does not correspond
to a user ID, a user ID is requested. For example, iden-
tification system 102 may request that the user 108 who
is currently using remote control 106 enter a user ID 114.
The entered user ID 114 may be for a new user 108 who
is using the remote control 106 and/or system 122 for
the first time. Or the entered user ID 114 may be for an
existing user, for which the detected sensor data 110 is
added to the existing stored sensor data 112 to create a
more complete motion or sensor profile for the user 108.
[0051] In step 428, an association between the detect-
ed motion and the requested user ID is established. For
example, once the user 108 enters the user ID 114, iden-
tification system 102 may seek to obtain more detected
sensor data 110 for user 108 (or use the already detected
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sensor data 110) to augment the stored sensor data 112.
This learning process includes adding the detected sen-
sor data 110 with the user ID 114 to the stored sensor
data 112. In an embodiment, a user 108 may need to
login or provide a minimum set of detected sensor data
110 for identification system 102 to be able to subse-
quently detect user ID 114 with greater accuracy.
[0052] In step 430, the user ID is logged into the sys-
tem. For example, once the user ID 114 is determined
or authenticated, user 108 is allowed to access comput-
ing device 122, or system preferences 118 for the user
108 may be loaded into computing device 122.
[0053] FIG. 5 is a flowchart 500 for a method for user
identification based on the motion of a device, according
to another embodiment.
[0054] In step 510, motion detection is activated. For
example, the motion detection may be activated based
on a determination that remote control 106 has moved
from a previous stationary or static state, or upon the
activation of a motion detection, learning phase, or sig-
nature detection functionality. For example, user 108
may activate a signature detection functionality to signal
identification system 102 the user intends to provide a
motion and/or establish a signature motion for logging
into or otherwise operating computing device 122 or sys-
tem 123.
[0055] In step 520, detected motion is received. For
example, sensors 104 may detect one or more motions
performed by user 108 over a specified time interval, until
a motion of remote control 106 is determined to have
completed or stopped, or until a signature or motion com-
plete indication is received from user 108 (e.g., via remote
control 106).
[0056] In step 530, it is determined whether the detect-
ed motion corresponds to stored sensor data. For exam-
ple, identification system 102 may compare detected
sensor data 110 with or against stored sensor data 112
to determine if a match can be identified.
[0057] In step 540, a user ID is identified. For example,
in step 530, if a match is determined between detected
sensor data 110 and stored sensor data 112, then the
corresponding user ID 114 is identified.
[0058] In step 550, a user ID is received. For example,
in step 540, if a match is not or cannot otherwise be de-
termined between detected sensor data 110 and stored
sensor data 112, then identification system 102 may
prompt user 108 to enter his/her user ID 114. User 108
may enter user ID 114 using an onscreen or remote-
control 106 based keyboard, or select from a number of
different user IDs 114 provided via an interface. In an-
other embodiment, user 108 may be prompted to repeat
the motion.
[0059] In step 555, an association is established be-
tween the detected motion and user ID. For example,
identification system 102 may store the detected sensor
data 110 in a database or other storage device, as stored
sensor data 112 and create an association with the re-
ceived user ID 114. If identification system 102 already

has stored sensor data 112 corresponding to the re-
ceived user ID 114, then identification system 102 may
build or further strengthen the association between mo-
tions and the user ID 114.
[0060] In step 560, it is determined whether the asso-
ciation exceeds a threshold. For example, in a learning
phase, identification system 102 may determine whether
a requisite number of motions have been stored (e.g., as
stored sensor data 112) to identify user ID 114 based on
a detected motion. Or, for example, identification system
102 may determine whether it is able to differentiate the
stored sensor data 112 motions associated with the re-
ceived user ID 114, from other stored sensor data 112
associated with different user IDs 114. These or other
threshold indicators may be used by identification system
102 during a learning phase.
[0061] In step 565, the user may be prompted to repeat
the motion. For example, if user 108 is trying to establish
a signature motion (to login or otherwise operate device
122 or system 123) or prefers to avoid having to enter
his/her user ID again, then identification system 102 may
prompt user 108 to enter one or more motions until the
threshold for identification (e.g., step 555) has been
reached.
[0062] In step 570, the detected motion is received.
For example, identification system 102 may receive ad-
ditional detected sensor data 110. This detected sensor
data 110 may then be stored and used to establish or
build a stronger association between the stored sensor
data 112 (e.g., motion data) and user ID 114.
[0063] In an embodiment, any of steps 560, 565, and
570 may be optional or part of a learning phase. In an-
other embodiment, identification system 102 may estab-
lish the association between detected motions and user
ID 114 over time without specific prompts to user 108 to
enter any particular motion(s). For example, as described
above, identification system 102 may receive motion data
corresponding to how user 108 ordinarily handles or uses
remote control 106.
[0064] In step 580, the process completes. For exam-
ple, identification system 102 may provide the user ID
114 and/or preferences 118 to device 122 or system 123.
Or, for example, identification system 102 may prompt
user 108 to confirm the identified user ID 114, and/or
enter a password or subsequent motion to gain access
device 122 or system 123.
[0065] Various embodiments can be implemented, for
example, using one or more well-known computer sys-
tems, such as computer system 600 shown in FIG. 6.
For example, identification system 102 may be imple-
mented using one or more computer systems 600 (as
part of or operatively coupled with computing device
122). Computer system 600 can be any well-known com-
puter capable of performing the functions described here-
in.
[0066] Computer system 600 includes one or more
processors (also called central processing units, or
CPUs), such as a processor 604. Processor 604 is con-

11 12 



EP 3 387 572 B1

8

5

10

15

20

25

30

35

40

45

50

55

nected to a communication infrastructure or bus 606.
[0067] One or more processors 604 may each be a
graphics processing unit (GPU). In an embodiment, a
GPU is a processor that is a specialized electronic circuit
designed to process mathematically intensive applica-
tions. The GPU may have a parallel structure that is ef-
ficient for parallel processing of large blocks of data, such
as mathematically intensive data common to computer
graphics applications, images, videos, etc.
[0068] Computer system 600 also includes user in-
put/output device(s) 603, such as monitors, keyboards,
pointing devices, etc., that communicate with communi-
cation infrastructure 606 through user input/output inter-
face(s) 602.
[0069] Computer system 600 also includes a main or
primary memory 608, such as random access memory
(RAM). Main memory 608 may include one or more levels
of cache. Main memory 608 has stored therein control
logic (i.e., computer software) and/or data.
[0070] Computer system 600 may also include one or
more secondary storage devices or memory 610. Sec-
ondary memory 610 may include, for example, a hard
disk drive 612 and/or a removable storage device or drive
614. Removable storage drive 614 may be a floppy disk
drive, a magnetic tape drive, a compact disk drive, an
optical storage device, tape backup device, and/or any
other storage device/drive.
[0071] Removable storage drive 614 may interact with
a removable storage unit 618. Removable storage unit
618 includes a computer usable or readable storage de-
vice having stored thereon computer software (control
logic) and/or data. Removable storage unit 618 may be
a floppy disk, magnetic tape, compact disk, DVD, optical
storage disk, and/ any other computer data storage de-
vice. Removable storage drive 614 reads from and/or
writes to removable storage unit 618 in a well-known
manner.
[0072] According to an exemplary embodiment, sec-
ondary memory 610 may include other means, instru-
mentalities or other approaches for allowing computer
programs and/or other instructions and/or data to be ac-
cessed by computer system 600. Such means, instru-
mentalities or other approaches may include, for exam-
ple, a removable storage unit 622 and an interface 620.
Examples of the removable storage unit 622 and the in-
terface 620 may include a program cartridge and car-
tridge interface (such as that found in video game devic-
es), a removable memory chip (such as an EPROM or
PROM) and associated socket, a memory stick and USB
port, a memory card and associated memory card slot,
and/or any other removable storage unit and associated
interface.
[0073] Computer system 600 may further include a
communication or network interface 624. Communica-
tion interface 624 enables computer system 600 to com-
municate and interact with any combination of remote
devices, remote networks, remote entities, etc. (individ-
ually and collectively referenced by reference number

628). For example, communication interface 624 may
allow computer system 600 to communicate with remote
devices 628 over communications path 626, which may
be wired and/or wireless, and which may include any
combination of LANs, WANs, the Internet, etc. Control
logic and/or data may be transmitted to and from com-
puter system 600 via communication path 626.
[0074] In an embodiment, a tangible apparatus or ar-
ticle of manufacture comprising a tangible computer use-
able or readable medium having control logic (software)
stored thereon is also referred to herein as a computer
program product or program storage device. This in-
cludes, but is not limited to, computer system 600, main
memory 608, secondary memory 610, and removable
storage units 618 and 622, as well as tangible articles of
manufacture embodying any combination of the forego-
ing. Such control logic, when executed by one or more
data processing devices (such as computer system 600),
causes such data processing devices to operate as de-
scribed herein.
[0075] Based on the teachings contained in this dis-
closure, it will be apparent to persons skilled in the rele-
vant art(s) how to make and use embodiments of the
invention using data processing devices, computer sys-
tems and/or computer architectures other than that
shown in FIG. 6. In particular, embodiments may operate
with software, hardware, and/or operating system imple-
mentations other than those described herein.
[0076] It is to be appreciated that the Detailed Descrip-
tion section, and not the Summary and Abstract sections
(if any), is intended to be used to interpret the claims.
The Summary and Abstract sections (if any) may set forth
one or more but not all exemplary embodiments of the
invention as contemplated by the inventor(s), and thus,
are not intended to limit the invention or the appended
claims in any way.
[0077] Embodiments have been described herein with
the aid of functional building blocks illustrating the imple-
mentation of specified functions and relationships there-
of. The boundaries of these functional building blocks
have been arbitrarily defined herein for the convenience
of the description. Alternate boundaries can be defined
as long as the specified functions and relationships (or
equivalents thereof) are appropriately performed. Also,
alternative embodiments may perform functional blocks,
steps, operations, methods, etc. using orderings different
than those described herein.
[0078] The breadth and scope of the invention should
not be limited by any of the above-described exemplary
embodiments, but should be defined only in accordance
with the following claims.

Claims

1. A computer implemented method, comprising:

detecting a motion of a remote control (106);
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comparing the detected motion with one or more
stored motions, wherein each stored motion is
associated with a user ID;
determining, based on the comparing, an uncer-
tainty in identifying a user associated with the
motion, wherein the motion is associated with
both a first user ID (114) and a second user ID
(114);
determining a timestamp associated with the
motion;
determining time data that indicates a schedule
of usage between the first user ID (114) and the
second user ID (114);
determining, in response to determining the un-
certainty, that the motion corresponds to the first
user ID (114) based on comparing the times-
tamp to the schedule indicated by the time data;
and
providing access to a system (122) based on
the determined first user ID (114),
wherein each of the steps above are performed
by one or more computer processors (604).

2. The method of claim 1, wherein the determining com-
prises:
requesting an acknowledgment that the determined
first user ID (114) corresponds to a user currently
using the remote control (106).

3. The method of claim 1, wherein the detecting com-
prises:

receiving an indication of a selection from the
remote control (106); and
determining a time between a first movement of
the remote control (106) from a stationary state
and the receipt of the indication.

4. The method of claim 1, further comprising:
requesting a confirmation, from the remote control
(106), that the determined first user ID (114) corre-
sponds to a user (108) associated with the detected
motion.

5. The method of claim 1, wherein the providing access
comprises:
configuring the system (122) with one or more pref-
erences associated with a user (108) corresponding
to the determined first user ID (114).

6. A system (600), comprising:

a memory (608); and
at least one processor (604) coupled to the
memory (608) and configured to:

detect a motion of a remote control (106);
compare the detected motion against one

or more stored motions, wherein each
stored motion is associated with a user ID;
determine, based on the comparing, an un-
certainty in identifying a user associated
with the motion, wherein the motion is as-
sociated with both a first user ID (114) and
a second user ID (114);
determine a timestamp associated with the
motion;
determine time data that indicates a sched-
ule of usage between the first user ID and
the second user ID;
determine, in response to determining the
uncertainty, that the motion corresponds to
the first user ID based on comparing the
timestamp to the schedule indicated by the
time data; and
provide access to a system (122) based on
the determined first user ID (114).

7. The system (600) of claim 6, wherein the processor
(604) configured to detect is configured to:

receive an indication of a selection from the re-
mote control (106); and
determine a time between a first movement of
the remote control (106) from a stationary state
and the receipt of the indication.

8. A tangible computer-readable device having instruc-
tions stored thereon that, when executed by at least
one computing device, causes the at least one com-
puting device to perform operations comprising:

detecting a motion of a remote control (106);
comparing the detected motion with one or more
stored motions, wherein each stored motion is
associated with a user ID;
determining, based on the comparing, an uncer-
tainty in identifying a user associated with the
motion, wherein the motion is associated with
both a first user ID (114) and a second user ID
(114);
determining a timestamp associated with the
motion;
determining time data that indicates a schedule
of usage between the first user ID (114) and the
second user ID (114);
determining, in response to determining the un-
certainty, that the motion corresponds to the first
user ID (114) based on comparing the times-
tamp to the schedule indicated by the time data;
and
providing access to a system (122) based on
the determined first user ID (114).
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Patentansprüche

1. Computerimplementiertes Verfahren, das Folgen-
des umfasst:

das Detektieren einer Bewegung einer Fernbe-
dienung (106);
das Vergleichen der detektierten Bewegung mit
einer oder mehreren gespeicherten Bewegun-
gen, wobei jede gespeicherte Bewegung einer
Benutzer-ID zugeordnet ist;
das Bestimmen einer Unsicherheit beim Identi-
fizieren eines Benutzers, dem die Bewegung zu-
geordnet ist, basierend auf dem Vergleichen,
wobei die Bewegung einer ersten Benutzer-ID
(114) sowie einer zweiten Benutzer-ID (114) zu-
geordnet ist;
das Bestimmen eines Zeitstempels, der der Be-
wegung zugeordnet ist;
das Bestimmen von Zeitdaten, die einen Nut-
zungsplan zwischen der ersten Benutzer-ID
(114) und der zweiten Benutzer-ID (114) ange-
ben;
das Bestimmen, dass die Bewegung der ersten
Benutzer-ID (114) entspricht, basierend auf
dem Vergleichen des Zeitstempels mit dem
Plan, der durch die Zeitdaten angegeben ist, als
Antwort auf das Bestimmen der Unsicherheit;
und
das Bereitstellen von Zugriff auf ein System
(122) basierend auf der bestimmten ersten Be-
nutzer-ID (114), wobei jeder der obigen Schritte
von einem oder mehreren Computerprozesso-
ren (604) durchgeführt wird.

2. Verfahren nach Anspruch 1, wobei das Bestimmen
Folgendes umfasst:
Abfragen einer Bestätigung, dass die bestimmte ers-
te Benutzer-ID (114) einem Benutzer entspricht, der
die Fernbedienung (106) aktuell verwendet.

3. Verfahren nach Anspruch 1, wobei das Detektieren
Folgendes umfasst:

das Empfangen einer Angabe einer Auswahl
von der Fernbedienung (106) und
das Bestimmen einer Zeit zwischen einer ersten
Bewegung der Fernbedienung (106) aus einem
stationären Zustand und dem Empfang der An-
gabe.

4. Verfahren nach Anspruch 1, das ferner Folgendes
umfasst:
Abfragen einer Bestätigung von der Fernbedienung
(106), dass die bestimmte erste Benutzer-ID (114)
einem Benutzer (108) entspricht, der der detektier-
ten Bewegung zugeordnet ist.

5. Verfahren nach Anspruch 1, wobei das Bereitstellen
des Zugriffs Folgendes umfasst:
Konfigurieren des Systems (122) mit einer oder meh-
rerer Präferenzen, die einem Benutzer (108) zuge-
ordnet sind, der der bestimmten ersten Benutzer-ID
(114) entspricht.

6. System (600), das Folgendes umfasst:

einen Speicher (608); und
zumindest einen Prozessor (604), der mit dem
Speicher (608) verbunden und konfiguriert ist,
um:

eine Bewegung einer Fernbedienung (106)
zu detektieren;
die detektierte Bewegung mit einer oder
mehrerer gespeicherter Bewegungen zu
vergleichen, wobei jede gespeicherte Be-
wegung einer Benutzer-ID zugeordnet ist;
Bestimmen einer Unsicherheit beim Identi-
fizieren eines Benutzers, dem die Bewe-
gung zugeordnet ist, basierend auf dem
Vergleichen, wobei die Bewegung einer
ersten Benutzer-ID (114) sowie einer zwei-
ten Benutzer-ID (114) zugeordnet ist;
Bestimmen eines Zeitstempels, der der Be-
wegung zugeordnet ist;
Bestimmen von Zeitdaten, die einen Nut-
zungsplan zwischen der ersten Benutzer-
ID und der zweiten Benutzer-ID angeben;
Bestimmen, dass die Bewegung der ersten
Benutzer-ID entspricht, basierend auf dem
Vergleichen des Zeitstempels mit dem
Plan, der durch die Zeitdaten angegeben
ist, als Antwort auf das Bestimmen der Un-
sicherheit; und
Bereitstellen von Zugriff auf ein System
(122) basierend auf der bestimmten ersten
Benutzer-ID (114).

7. System (600) nach Anspruch 6, wobei der Prozessor
(604) der zur Detektion konfiguriert ist, konfiguriert
ist, um:

eine Angabe einer Auswahl von der Fernbedie-
nung (106) zu empfangen; und
eine Zeit zwischen einer ersten Bewegung der
Fernbedienung (106) aus einem stationären Zu-
stand und dem Empfang der Angabe zu bestim-
men.

8. Reale computerlesbare Vorrichtung, die darauf ge-
speicherte Befehle aufweist, die, wenn sie von zu-
mindest einer Rechnervorrichtung ausgeführt wer-
den, bewirken, dass die zumindest eine Rechner-
vorrichtung Vorgänge ausführt, die folgende umfas-
sen:
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das Detektieren einer Bewegung einer Fernbe-
dienung (106);
das Vergleichen der detektierten Bewegung mit
einer oder mehreren gespeicherten Bewegun-
gen, wobei jede gespeicherte Bewegung einer
Benutzer-ID zugeordnet ist;
das Bestimmen einer Unsicherheit beim Identi-
fizieren eines Benutzers, dem die Bewegung zu-
geordnet ist, basierend auf dem Vergleichen,
wobei die Bewegung einer ersten Benutzer-ID
(114) sowie einer zweiten Benutzer-ID (114) zu-
geordnet ist;
das Bestimmen eines Zeitstempels, der der Be-
wegung zugeordnet ist;
das Bestimmen von Zeitdaten, die einen Nut-
zungsplan zwischen der ersten Benutzer-ID
(114) und der zweiten Benutzer-ID (114) ange-
ben;
das Bestimmen, dass die Bewegung der ersten
Benutzer-ID (114) entspricht, basierend auf
dem Vergleichen des Zeitstempels mit dem
Plan, der durch die Zeitdaten angegeben ist, als
Antwort auf das Bestimmen der Unsicherheit;
und
das Bereitstellen von Zugriff auf ein System
(122) basierend auf der bestimmten ersten Be-
nutzer-ID (114).

Revendications

1. Procédé mis en œuvre par ordinateur, comprenant
les étapes consistant à :

détecter un mouvement d’une télécommande
(106) ;
comparer le mouvement détecté avec un ou plu-
sieurs mouvements stockés, dans lequel cha-
que mouvement stocké est associé à un ID
d’utilisateur ;
déterminer, sur la base de la comparaison, une
incertitude dans l’identification d’un utilisateur
associé au mouvement, dans lequel le mouve-
ment est associé à la fois à un premier ID d’uti-
lisateur (114) et à un second ID d’utilisateur
(114) ;
déterminer un horodatage associé au
mouvement ;
déterminer des données de temps qui indiquent
un programme d’utilisation entre le premier ID
d’utilisateur (114) et le second ID d’utilisateur
(114) ;
déterminer, en réponse à la détermination de
l’incertitude, que le mouvement correspond au
premier ID d’utilisateur (114) sur la base de la
comparaison de l’horodatage au programme in-
diqué par les données de temps ; et
fournir un accès à un système (122) sur la base

du premier ID d’utilisateur déterminé (114),
dans lequel chacune des étapes ci-dessus est
exécutée par un ou plusieurs processeurs infor-
matiques (604).

2. Procédé selon la revendication 1, dans lequel la dé-
termination comprend l’étape consistant à :
demander un accusé de réception que le premier ID
d’utilisateur déterminé (114) correspond à un utilisa-
teur utilisant actuellement la télécommande (106).

3. Procédé selon la revendication 1, dans lequel la dé-
tection comprend les étapes consistant à :

recevoir une indication d’une sélection à partir
de la télécommande (106) ; et
déterminer un temps entre un premier mouve-
ment de la télécommande (106) à partir d’un état
stationnaire et la réception de l’indication.

4. Procédé selon la revendication 1, comprenant en
outre l’étape consistant à :
demander une confirmation, à partir de la télécom-
mande (106), que le premier ID d’utilisateur déter-
miné (114) correspond à un utilisateur (108) associé
au mouvement détecté.

5. Procédé selon la revendication 1, dans lequel la four-
niture d’accès comprend l’étape consistant à :
configurer le système (122) avec une ou plusieurs
préférences associée(s) à un utilisateur (108) cor-
respondant au premier ID d’utilisateur déterminé
(114).

6. Système (600), comprenant :

une mémoire (608) ; et
au moins un processeur (604) couplé à la mé-
moire (608) et configuré pour :

détecter un mouvement d’une télécomman-
de (106) ;
comparer le mouvement détecté à un ou
plusieurs mouvements stockés, dans le-
quel chaque mouvement stockés est asso-
cié à un ID d’utilisateur ;
déterminer, sur la base de la comparaison,
une incertitude dans l’identification d’un uti-
lisateur associé au mouvement, dans lequel
le mouvement est associé à la fois à un pre-
mier ID d’utilisateur (114) et à un second ID
d’utilisateur (114) ;
déterminer un horodatage associé au
mouvement ;
déterminer des données de temps qui indi-
quent un programme d’utilisation entre le
premier ID d’utilisateur et le second ID
d’utilisateur ;
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déterminer, en réponse à la détermination
de l’incertitude, que le mouvement corres-
pond au premier ID d’utilisateur sur la base
de la comparaison de l’horodatage au pro-
gramme indiqué par les données de temps ;
et
fournir un accès à un système (122) sur la
base du premier ID d’utilisateur déterminé
(114).

7. Système (600) selon la revendication 6, dans lequel
le processeur (604) configuré pour détecter est con-
figuré pour :

recevoir une indication d’une sélection à partir
de la télécommande (106) ; et
déterminer un temps entre un premier mouve-
ment de la télécommande (106) à partir d’un état
stationnaire et la réception de l’indication.

8. Dispositif tangible lisible par ordinateur sur lequel
sont stockées des instructions qui, lorsqu’elles sont
exécutées par au moins un dispositif informatique,
amènent le au moins un dispositif informatique à ef-
fectuer des opérations comprenant les étapes con-
sistant à :

détecter un mouvement d’une télécommande
(106) ;
comparer le mouvement détecté avec un ou plu-
sieurs mouvements stockés, dans lequel cha-
que mouvement stocké est associé à un ID
d’utilisateur ;
déterminer, sur la base de la comparaison, une
incertitude dans l’identification d’un utilisateur
associé au mouvement, dans lequel le mouve-
ment est associé à la fois à un premier ID d’uti-
lisateur (114) et à un second ID d’utilisateur
(114) ;
déterminer un horodatage associé au
mouvement ;
déterminer des données de temps qui indiquent
un programme d’utilisation entre le premier ID
d’utilisateur (114) et le second ID d’utilisateur
(114) ;
déterminer, en réponse à la détermination de
l’incertitude, que le mouvement correspond au
premier ID d’utilisateur (114) sur la base de la
comparaison de l’horodatage au programme in-
diqué par les données de temps ; et
fournir un accès à un système (122) sur la base
du premier ID d’utilisateur déterminé (114).
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