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(54) METHODS, SYSTEMS, AND MEDIA FOR PROVIDING ACCESS CONTROL FOR A COMPUTING 
DEVICE

(57) Methods, systems, and media for providing ac-
cess control for a computing device are provided. In some
implementations, methods for providing access control
for a computing device are provided, the methods com-
prising: receiving a first request to authenticate the com-
puting device from a first sender device; authenticating
the computing device based at least in part on the first
request; transmitting a session identifier and a session

key to the first sender device; receiving an application
identifier associated with the sender device from the com-
puting device; determining, using a hardware processor,
whether a sender application executing on the sender
device is valid based at least in part on the application
identifier; and transmitting the session key to the com-
puting device in response to determining that the sender
application is valid.
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Description

Cross Reference to Related Applications

[0001] This application claims the benefit of United
States Provisional Patent Application No. 61/922,389,
filed December 31, 2013, which is hereby incorporated
by reference herein in its entirety.

Technical Field

[0002] Methods, systems, and media for providing ac-
cess control for a computing device are provided. More
particularly, the disclosed subject matter relates to pro-
viding access control for a computing device using ap-
plication authentication.

Background

[0003] A computing device (e.g., a digital media player,
a game console, etc.) may present media content under
the control of an authorized application on a sender de-
vice (e.g., a mobile phone, a tablet computer, etc.). For
example, a user can search for video content using the
authorized sender device. The authorized application
can then send information about the video content to a
computing device, which can cause the video content to
be presented on a television, during an authorized control
session. However, conventional approaches do not pro-
vide access control schemes that can protect a comput-
ing device from messages or commands transmitted
from unauthorized applications. For example, a mali-
cious application residing on an authorized sender device
may be able to transmit messages or commands to a
conventional computing device as long as the sender
device is connected to the computing device and author-
ized to communicate with the computing device.
[0004] Therefore, new mechanisms for providing ac-
cess control for a computing device are desirable.

Summary

[0005] Methods, systems, and media for providing ac-
cess control for a computing device are provided. In some
implementations, methods for providing access control
for a computing device are provided, the methods com-
prising: receiving a first request to authenticate the com-
puting device from a first sender device; authenticating
the computing device based at least in part on the first
request; transmitting a session identifier and a session
key to the first sender device; receiving an application
identifier associated with the sender device from the com-
puting device; determining, using a hardware processor,
whether a sender application executing on the sender
device is valid based at least in part on the application
identifier; and transmitting the session key to the com-
puting device in response to determining that the sender
application is valid.

[0006] In some implementations, systems for providing
access control for a computing device are provided, the
systems comprising at least a hardware processor that
is configured to: receive a first request to authenticate
the computing device from a first sender device; authen-
ticate the computing device based at least in part on the
first request; transmit a session identifier and a session
key to the first sender device; receive an application iden-
tifier associated with the sender device from the comput-
ing device; determine whether a sender application ex-
ecuting on the sender device is valid based at least in
part on the application identifier; and transmit the session
key to the computing device in response to determining
that the sender application is valid.
[0007] In some implementations, non-transitory media
containing computer-executable instructions that, when
executed by a processor, cause the processor to perform
a method for providing access control for a computing
device are provided, the method comprising: receiving a
first request to authenticate the computing device from
a first sender device; authenticating the computing de-
vice based at least in part on the first request; transmitting
a session identifier and a session key to the first sender
device; receiving an application identifier associated with
the sender device from the computing device; determin-
ing whether a sender application executing on the sender
device is valid based at least in part on the application
identifier; and transmitting the session key to the com-
puting device in response to determining that the sender
application is valid.
[0008] In some implementations, systems for providing
access control for a computing device are provided, the
systems comprising: means for receiving a first request
to authenticate the computing device from a first sender
device; means for authenticating the computing device
based at least in part on the first request; means for trans-
mitting a session identifier and a session key to the first
sender device; means for receiving an application iden-
tifier associated with the sender device from the comput-
ing device; means for determining whether a sender ap-
plication executing on the sender device is valid based
at least in part on the application identifier; and means
for transmitting the session key to the computing device
in response to determining that the sender application is
valid.
[0009] In some implementations, the systems further
comprise: means for receiving, from the computing de-
vice, a session token associated with the session key
and the session identifier; and means for authenticating
the computing device based at least in part on the session
token.
[0010] In some implementations, the first request to
authenticate the computing device comprises a certifi-
cate associated with the computing device.
[0011] In some implementations, the systems further
comprise means for authenticating the computing device
by validating the certificate associated with the comput-
ing device.
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[0012] In some implementations, the systems further
comprise means for receiving a second request to au-
thenticate the computing device from a second sender
device, wherein the second request comprises the cer-
tificate associated with the computing device; and means
for transmitting the session key and the session identifier
to the second computing device in response to determin-
ing that the second sender device is associated with the
application identifier.
[0013] In some implementations, the second request
comprises the application identifier.
[0014] In some implementations, the first request to
authenticate the computing device comprises a first dig-
ital signature generated by the computing device.
[0015] In some implementations, the systems further
comprise means for authenticating the computing device
by verifying the first digital signature.
[0016] In some implementations, the systems further
comprise means for receiving a second digital signature
from the computing device; and means for determining
whether the computing device is a valid receiver based
at least in part on the second digital signature.
[0017] In some implementations, the computing device
is a digital media receiver.

Brief Description of the Drawings

[0018] Various objects, features, and advantages of
the disclosed subject matter can be more fully appreci-
ated with reference to the following detailed description
of the disclosed subject matter when considered in con-
nection with the following drawings, in which like refer-
ence numerals identify like elements.

FIG. 1 shows a generalized block diagram of an ex-
ample of a system for providing access control for a
computing device in accordance with some imple-
mentations of the disclosed subject matter.
FIG. 2 shows an example of hardware that can be
used in a sender device, a computing device, a serv-
er, and/or a display device in accordance with some
implementations of the disclosed subject matter.
FIG. 3 shows a flow chart of an example of a process
for providing access control for a digital media re-
ceiver in accordance with some implementations of
the disclosed subject matter.
FIG. 4 shows a flow chart of an example of a process
for providing access control for a digital media re-
ceiver using application authentication in accord-
ance with some implementations of the disclosed
subject matter.
FIG. 5 shows a flow chart of an example of a process
for providing access control for a digital media re-
ceiver by authenticating a sender application in ac-
cordance with some implementations of the dis-
closed subject matter.

Detailed Description

[0019] In accordance with various implementations, as
described in more detail below, mechanisms, which can
include systems, methods, and computer-readable me-
dia, for providing access control for a computing device
are provided.
[0020] The mechanisms can perform a variety of func-
tions. For example, the mechanisms can establish a se-
cure communication channel and/or a control session for
a sender device and a computing device without requiring
a user to manually pair the sender device and the com-
puting device. In a more particular example, the mecha-
nisms can establish the secure communication channel
and/or the control session in response to authenticating
the computing device and the sender device (and/or a
sender application executing on the sender device).
[0021] As another example, the mechanisms can en-
able multiple sender devices to control the same activity
(e.g., rendering a video) on a computing device. In a more
particular example, the mechanisms can match a session
key that can be used to control the activity to an applica-
tion identifier that identifies a sender application execut-
ing on a sender device. The mechanisms can then trans-
mit the session key to multiple sender devices associated
with the application identifier to enable the sender devic-
es to control the activity using the session key.
[0022] As referred to herein, a sender application can
be a Web browser, a streaming application, a gaming
application, a mobile application, a media player, and/or
any suitable application that can execute on a sender
device and can communicate with a computing device.
Similarly, a receiver application can be a Web browser,
a streaming application, a gaming application, a mobile
application, a media player, an e-mail client, and/or any
suitable application that can execute on a computing de-
vice and can communicate with a sender device.
[0023] In some implementations, the mechanisms can
be implemented using one or more sender devices, a
computing device, a server, and/or any other suitable
devices. In some implementations, the sender device can
discover a computing device and transmit a certificate
associated with the computing device (e.g., an X.509 cer-
tificate) and a digital signature generated by the comput-
ing device (e.g., a signed nonce) to a server. The server
can then determine whether the computing device is a
valid receiver based on the certificate and the digital sig-
nature (e.g., by validating the certificate and verifying the
digital signature).
[0024] In some implementations, the server can trans-
mit a session identifier and a session key to the sender
device in response to determining that the computing de-
vice is a valid receiver. In some implementations, the
sender device can generate a session token by signing
the session identifier, a nonce, and/or other suitable data
using the session key in response to receiving the ses-
sion identifier and the session key.
[0025] In some implementations, the sender device
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can send a request to launch an activity and the session
token to the computing device. In response to receiving
the request and the session token, the computing device
can send an identifier associated with a sender applica-
tion executing on the sender device (e.g., an application
identifier), the session token, and/or any other suitable
data to request the server to authenticate the computing
device and the sender application. The server can then
send the session key to the computing device upon au-
thenticating the computing device and/or the sender ap-
plication.
[0026] Turning to FIG. 1, a generalized block diagram
of an example 100 of a system for providing access con-
trol for a computing device in accordance with some im-
plementations of the disclosed subject matter is shown.
As illustrated, system 100 can include one or more send-
er devices 102, a computing device 104, a display device
106, a communication network 108, one or more servers
110, communication paths 112, 114, 116, 118, 120, and
122, and/or any other suitable components.
[0027] Sender device(s) 102 can be any suitable de-
vice that is capable of communicating with a computing
device and/or a server, controlling a computing device,
causing media content to be presented via a computing
device, and/or performing any other suitable functions.
Examples of sender devices can include a mobile phone,
a laptop computer, a tablet computer, a desktop compu-
ter, a wearable computer, a remote control, and/or any
other suitable device.
[0028] Computing device 104 can be any suitable de-
vice for communicating with sender device(s) 102 and/or
a server and/or performing any other suitable functions.
For example, in some implementations, computing de-
vice 104 can be capable of receiving, processing, con-
verting, and/or transmitting media content and/or causing
media content to be presented on display device 106. As
another example, in some implementations, computing
device 104 can be capable of executing instructions
transmitted by sender device(s) 102 and/or a server. Ex-
amples of computing devices can include digital media
receivers (e.g., a streaming media player, a media center
computer, and/or any other device capable of causing
media content to be presented), mobile user devices
(e.g., a mobile phone, a tablet computer, a laptop com-
puter, a wearable computer, and/or any other suitable
mobile user device), non-mobile user devices (e.g., a
desktop computer, a game console, a television, and/or
any other suitable non-mobile user device), smart appli-
ances (e.g., a thermostat, an alarm such as a fire alarm,
an intrusion alarm, etc., a refrigerator, an oven, a coffee
maker, and/or any other suitable smart appliance), and/or
any other suitable device capable of performing the func-
tions described herein.
[0029] Display device 106 can be any suitable device
that is capable of receiving, converting, processing,
and/or displaying media content and/or performing any
other suitable functions, such as a media center compu-
ter, a CRT display, an LCD, an LED display, a plasma

display, a touch-screen display, a simulated touch
screen, a television device, a tablet user device, a mobile
phone, a gaming console, and/or any other suitable de-
vice. In some implementations, display device 106 can
be three-dimensional capable.
[0030] Communication network 108 can be any suita-
ble computer network such as the Internet, an intranet,
a wide-area network ("WAN"), a local-area network
("LAN"), a wireless network, a digital subscriber line
("DSL") network, a frame relay network, an asynchro-
nous transfer mode ("ATM") network, a virtual private
network ("VPN"), a satellite network, a mobile phone net-
work, a mobile data network, a cable network, a tele-
phone network, a fiber optic network, and/or any other
suitable communication network, or any combination of
any of such networks.
[0031] Server(s) 110 can include any suitable device
that is capable of authenticating sender device(s) 102
and computing device 104, authenticating applications
associated with sender device(s) 102 and computing de-
vice 104, generating and/or transmitting cryptographic
keys, and/or performing any other suitable functions.
[0032] In some implementations, as described herein-
below in connection with FIGS. 3-5, a sender device 102
can discover computing device 104 and cause an activity
(e.g., launching a receiver application, streaming a video,
and/or any other suitable activity) to be launched on com-
puting device 104. In some implementations, server(s)
110 can transmit a session key to computing device 104
and the sender device in response to authenticating com-
puting device 104, a sender application executing on the
sender device, and/or any other suitable application
and/or device.
[0033] In some implementations, communication be-
tween sender device 102 and computing device 104 can
be protected using the session key. For example, mes-
sages, commands, and/or any other suitable data trans-
mitted between the sender device and the computing de-
vice can be processed (e.g., signed and/or encrypted)
using the session key. As another example, the sender
device can process commands (e.g., play, pause, stop,
volume, open, close, and/or any other suitable com-
mand) using the session key and transmit the processed
commands to computing device 104 to control the com-
puting device and/or the activity launched on computing
device 104.
[0034] In some implementations, server(s) 110 can as-
sign the session key to multiple sender devices to enable
the sender devices to control the activity launched on
computing device 104. For example, server(s) 110 can
generate and transmit a session key to a first sender
device associated with an application identifier (e.g., an
application identifier that identifies a sender application
executing on the first sender device) as described above.
Server(s) 110 can transmit the session key to a second
sender device in some implementations in which the sec-
ond sender device is associated with the same applica-
tion identifier.

5 6 



EP 3 404 901 A1

5

5

10

15

20

25

30

35

40

45

50

55

[0035] In some implementations, sender device(s)
102, computing device 104, display device 106, and serv-
er(s) 110 can be connected to communication network
108 through communication links 112, 116, 120 and 122,
respectively. In some implementations, computing de-
vice 104 can be connected to sender device 102 and
display device 106 through communication links 114 and
118, respectively. In some implementations, communi-
cation links 112, 114, 116, 118, 120, and 122 can be any
suitable communication links, such as network links, dial-
up links, wireless links, hard-wired links, any other suit-
able communication links, or a combination of such links.
[0036] Each of sender device(s) 102, computing de-
vice 104, display device 106, and server(s) 110 can in-
clude and/or be any of a general purpose device such
as a computer or a special purpose device such as a
client, a server, and/or any other suitable device. Any
such general purpose computer or special purpose com-
puter can include any suitable hardware. For example,
as illustrated in example hardware 200 of FIG. 2, such
hardware can include a hardware processor 202, mem-
ory and/or storage 204, an input device controller 206,
an input device 208, display/audio drivers 210, display
and audio output circuitry 212, communication inter-
face(s) 214, an antenna 216, and a bus 218.
[0037] Hardware processor 202 can include any suit-
able hardware processor, such as a microprocessor, a
micro-controller, digital signal processor, dedicated logic,
and/or any other suitable circuitry for controlling the func-
tioning of a general purpose computer or special purpose
computer in some implementations.
[0038] Memory and/or storage 204 can be any suitable
memory and/or storage for storing programs, data, media
content, and/or any other suitable content in some im-
plementations. For example, memory and/or storage 204
can include random access memory, read only memory,
flash memory, hard disk storage, optical media, and/or
any other suitable storage device.
[0039] Input device controller 206 can be any suitable
circuitry for controlling and receiving input from one or
more input devices 208 in some implementations. For
example, input device controller 206 can be circuitry for
receiving input from a touch screen, from one or more
buttons, from a voice recognition circuit, from a micro-
phone, from a camera, from an optical sensor, from an
accelerometer, from a temperature sensor, from a near
field sensor, and/or any other suitable circuitry for receiv-
ing user input.
[0040] Display/audio drivers 210 can be any suitable
circuitry for controlling and driving output to one or more
display and audio output circuitries 212 in some imple-
mentations. For example, display/audio drivers 210 can
be circuitry for driving an LCD display, a speaker, an LED,
and/or any other display/audio device.
[0041] Communication interface(s) 214 can be any
suitable circuitry for interfacing with one or more commu-
nication networks, such as communication network 108
in some implementations. For example, interface(s) 214

can include network interface card circuitry, wireless
communication circuitry, and/or any other suitable cir-
cuitry for interfacing with one or more communication net-
works.
[0042] Antenna 216 can be any suitable one or more
antennas for wirelessly communicating with a communi-
cation network in some implementations. In some imple-
mentations, antenna 416 can be omitted when not need-
ed.
[0043] Bus 218 can be any suitable mechanism for
communicating between two or more of components 202,
204, 206, 210, and 214 in some implementations.
[0044] Any other suitable components can be included
in hardware 200 in accordance with some implementa-
tions.
[0045] In some implementations, any suitable compu-
ter readable media can be used for storing instructions
for performing the processes described herein. For ex-
ample, in some implementations, computer readable me-
dia can be transitory or non-transitory. For example, non-
transitory computer readable media can include media
such as magnetic media (such as hard disks, floppy
disks, and/or any other suitable media), optical media
(such as compact discs, digital video discs, Blu-ray discs,
and/or any other suitable optical media), semiconductor
media (such as flash memory, electrically programmable
read only memory (EPROM), electrically erasable pro-
grammable read only memory (EEPROM), and/or any
other suitable semiconductor media), any suitable media
that is not fleeting or devoid of any semblance of perma-
nence during transmission, and/or any suitable tangible
media. As another example, transitory computer reada-
ble media can include signals on networks, in wires, con-
ductors, optical fibers, circuits, any suitable media that
is fleeting and devoid of any semblance of permanence
during transmission, and/or any suitable intangible me-
dia.
[0046] FIGS. 3-5 show examples of processes for pro-
viding access control for a computing device in accord-
ance with some implementations of the disclosed subject
matter. Although the processes shown in and discussed
below in connection with FIGS. 3-5 describe the comput-
ing device as a digital media receiver, in some implemen-
tations, the computing device can be any other suitable
device, as described above in connection with FIG. 1.
[0047] Turning to FIG. 3, a flowchart of an example
300 of a process for performing access control for a digital
media receiver in accordance with some implementa-
tions of the disclosed subject matter is shown. In some
implementations, process 300 can be implemented using
a sender device, a digital media receiver, and a server,
each of which can include a hardware processor. For
example, as shown in FIG. 3, process 300 can be imple-
mented by a sender device 102, a server 110, and a
digital media receiver 104 of FIG. 1.
[0048] As illustrated, process 300 can begin by a send-
er device discovering a digital media receiver at 310. The
digital media receiver(s) can be discovered in any suita-
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ble manner. For example, the sender device can search
a network (e.g., a WIFI network) for digital media receiv-
ers that are connected to the network based on a suitable
networking scheme, such as the Universal Plug and Play
(UPnP), the multicast Domain Name System (mDNS),
and/or any other suitable scheme. As another example,
the sender device can query a server and request infor-
mation about nearby digital media receivers. As yet an-
other example, in some implementations, the sender de-
vice can determine that a digital media receiver is nearby
using any suitable technique or combination of tech-
niques. As a more particular example, in some imple-
mentations, the sender device can receive a signal (e.g.,
an audio signal, a visual signal, and/or any other suitable
signal) transmitted from the digital media receiver. In
some implementations, the received signal can include
any suitable information, such as an identifier of the digital
media receiver (e.g., a name and/or model number as-
sociated with the digital media receiver, a name of a man-
ufacturer associated with the digital media receiver, an
IP address associated with the digital media receiver,
and/or any other suitable identifying information).
[0049] In some implementations in which multiple dig-
ital media receivers are discovered, the sender device
can select a digital media receiver from the discovered
digital media receivers. A digital media receiver can be
selected in any suitable manner. For example, a digital
media receiver can be selected based on a user selec-
tion. As another example, a digital media receiver can
be selected by filtering the discovered digital media re-
ceivers based on models and/or manufacturers of the
discovered digital media receivers, applications and/or
communication protocols supported by the digital media
receivers, and/or any other suitable information about
the discovered digital media receivers.
[0050] Next, at 312, the sender device can send to the
digital media receiver a request to establish a communi-
cation channel and/or a control session. The request can
include any suitable information. For example, the re-
quest can include a nonce, such as a timestamp, a coun-
ter, a random number, a hash value, and/or any other
suitable value. As another example, the request can in-
clude an application identifier associated with the sender
device (e.g., an application identifier that identifies a
sender application executing on the sender device), a
user-agent string, and/or any other suitable information
relating to the sender device. In some implementations,
the request can be generated and/or transmitted under
any suitable communication protocol, such as the Web-
Socket protocol, the Transmission Control Protocol
(TCP), and/or any other suitable communication proto-
col.
[0051] In some implementations, upon receiving the
request to establish a communication channel and/or a
control session at 314, the digital media receiver can gen-
erate a response based on the request and transmit the
response to the sender device at 316. The response can
include any suitable information. For example, the re-

sponse can include a certificate associated with the dig-
ital media receiver. In a more particular example, the cer-
tificate can be tied to a key pair (e.g., a public key and a
private key) and can be chained to a known root of trust.
In some implementations, the certificate can be a hard-
ware-backed X.509 certificate.
[0052] As another example, the response message
can include a digital signature generated by the digital
media receiver. In some implementations, the digital sig-
nature can be generated in any suitable manner. For ex-
ample, the digital signature can be generated by process-
ing one or more suitable portions of the request received
at 314 using a private key associated with the digital me-
dia receiver. In a more particular example, the digital me-
dia receiver can sign the nonce, the user-agent string,
the identifier associated with the sender device, and/or
any other suitable information contained in the request
using the private key. In such an example, the digital
signature can include a signed nonce that is generated
by signing the nonce received from the sender device
using the private key.
[0053] In some implementations, in response to receiv-
ing the response from the digital media receiver at 318,
the sender device can transmit an authentication request
to a server at 320. The authentication request can include
any suitable information about the digital media receiver
and/or the sender device. For example, the authentica-
tion request can include the certificate associated with
the digital media receiver, the digital signature generated
by the digital media receiver, the nonce transmitted at
312, and/or any other suitable information relating to the
digital media receiver. As another example, the request
can include the application identifier associated with the
sender device and/or any other suitable information re-
lating to the sender device. In a more particular example,
the application identifier can include any suitable length
of numbers, symbols, characters, and/or any other suit-
able values that can be used to identify a sender appli-
cation executing on the sender device.
[0054] In some implementations, the authentication re-
quest can be generated and/or transmitted via an en-
crypted communication protocol, such as the Hypertext
Transfer Protocol Secure (HTTPS) and/or any other suit-
able communication protocol that utilizes a cryptographic
protocol, such as Security Sockets Layer (SSL), Trans-
port Layer Security (TLS), and/or any other suitable cryp-
tographic protocol.
[0055] At 322, the sender device can receive a session
identifier and a session key from the server. The session
identifier can include any suitable data that can be used
to identify a session, such as any suitable length of ran-
dom numbers, symbols, characters, hash values, and/or
any other suitable values that can be used to identify a
session. In some implementations, the session key can
be any suitable cryptographic key that can be used to
sign, encrypt and/or decrypt messages in an authorized
control session. In some implementations, the session
key can be an ephemeral signing key.
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[0056] In some implementations, the sender device
can generate a session token upon receipt of the session
identifier and the session key. The session token can be
generated in any suitable manner. For example, the ses-
sion token can be generated by signing the session iden-
tifier, a timestamp, a nonce, and/or any other suitable
data using the session key.
[0057] At 324, the sender device can transmit a launch
request and the session token to the digital media receiv-
er. The launch request can include any suitable informa-
tion relating to a request to launch an activity on the digital
media receiver. For example, the launch request can in-
clude a description of the activity to be launched (e.g.,
launching a receiver application or rendering a video), a
receiver application that can be used to launch the activity
(e.g., a Web browser, a media player, a streaming pro-
gram, and/or any other suitable program that can render
a video), parameters that can be used to launch the ac-
tivity (e.g., a uniform resource locator (URL) associated
with a video to be rendered), and/or any other suitable
information relating to the activity to be launched.
[0058] In some implementations, in response to receiv-
ing the launch request and the session token at 326, the
digital media receiver can transmit an authentication re-
quest to the server at 328. The authentication request
can include any suitable information. For example, the
authentication request can include an application identi-
fier associated with the sender device, such as the ap-
plication identifier that identifies the sender application
executing on the sender device.
[0059] At 330, the digital media receiver can receive a
message including a nonce from the server. In some im-
plementations, the nonce can correspond to a times-
tamp, a counter, a random number, a hash value, and/or
any other suitable value.
[0060] Next, the digital media receiver can generate a
response based on the message and transmit the re-
sponse to the server at 332. The response can be gen-
erated in any suitable manner and can include any suit-
able information. For example, the response can include
the session token, a certificate associated with the digital
media receiver (e.g., an X.509 certificate), a digital sig-
nature generated based on the message received from
the server (e.g., a signed nonce generated by signing
the nonce with a private key associated with the digital
media receiver), and/or any other suitable information.
[0061] At 336, the digital media receiver can receive a
response indicating whether the identifier associated
with the sender device is valid (e.g., whether the identifier
identifies a valid sender application). Additionally, the re-
sponse can include the session key associated with the
session token.
[0062] Turning to FIG. 4, a flow chart of an example
400 of a process for providing access control for a digital
media receiver using application authentication in ac-
cordance with some implementations of the disclosed
subject matter is shown. In some implementations, proc-
ess 400 can be implemented by a suitable server, such

as a server 110 of FIG. 1.
[0063] As illustrated, process 400 can begin by waiting
for a request message to arrive at 402. For example,
process 400 can listen on a particular port on a server
and determine whether a request message has arrived
at the port. In some embodiments, while waiting, process
400 can process request messages, generate and/or
transmit response messages, and/or perform any other
suitable function.
[0064] At 404, process 400 can receive a request to
authenticate a digital media receiver from a sender de-
vice. The request message can include any suitable in-
formation relating to the digital media receiver and/or the
sender device. For example, the request message can
include a digital signature generated by the digital media
receiver (e.g., a signed nonce), a message based on
which the digital signature is generated (e.g., a nonce),
a certificate associated with the digital media receiver
(e.g., an X.509 certificate), and/or any other suitable in-
formation relating to the digital media receiver. As anoth-
er example, the request message can include an appli-
cation identifier associated with the sender device (e.g.,
an application identifier that identifies a sender applica-
tion executing on the sender device), a client-agent
string, and/or any other suitable information relating to
the sender device.
[0065] In some implementations, the request to au-
thenticate the digital media receiver can be received in
any suitable manner. For example, the request can be
received via one or more HTTPS request messages.
[0066] Next, at 406, process 400 can determine wheth-
er the digital media receiver is a valid receiver. This de-
termination can be made in any suitable manner. For
example, the determination can be made by validating
the certificate associated with the digital media receiver
using a suitable authentication function. In a more par-
ticular example, the certificate associated with the digital
media receiver can be validated based on a chain of trust.
[0067] As another example, the determination can be
made by verifying the digital signature associated with
the digital media receiver using a suitable verification al-
gorithm. In a more particular example, the digital signa-
ture can be verified by processing the digital signature
using a public key, processing the message based on
which the digital signature was generated (e.g., using a
suitable hash function), and comparing the processed
digital signature and the processed message.
[0068] In some implementations, in response to deter-
mining that the digital media receiver is not a valid re-
ceiver, process 400 can send a response message to
the sender device indicating such determination at 408
and can then loop back to 402.
[0069] Alternatively, process 400 can determine
whether there is an existing authorized control session
associated with the sender device at 410. This determi-
nation can be made in any suitable manner. For example,
an authorized control session can be regarded as being
associated with the sender device when the authorized

11 12 



EP 3 404 901 A1

8

5

10

15

20

25

30

35

40

45

50

55

control session is determined to correspond to the appli-
cation identifier associated with the sender device. In a
more particular example, the authorized control session
can have been established for the sender application
identified by the application identifier for a suitable sender
device (e.g., the sender device or another sender device)
and the digital media receiver using process 300 of FIG.
3.
[0070] In some implementations, in response to deter-
mining that there is an existing authorized control session
associated with the sender device, process 400 can re-
trieve a session identifier and a session key associated
with the existing authorized control session at 412.
[0071] Alternatively, process 400 can generate a ses-
sion identifier and a session key at 414. The session iden-
tifier can include any suitable data that can be used to
identify an authorized control session, such as any suit-
able length of random numbers, symbols, characters,
hash values, and/or any other suitable values that can
be used to identify a session. In some implementations,
the session key can be any suitable cryptographic key
that can be used to sign, encrypt and/or decrypt messag-
es in an authorized control session. In some implemen-
tation, the session key can be an ephemeral signing key.
[0072] At 416, process 400 can transmit the session
identifier and the session key to the sender device. The
session identifier and the session key can be transmitted
in any suitable manner. For example, the session iden-
tifier and the session key can be transmitted via an en-
crypted communication protocol, such as the HTTPS
and/or any other suitable communication protocol that
utilizes a cryptographic protocol, such as Security Sock-
ets Layer (SSL), Transport Layer Security (TLS), and/or
any other suitable cryptographic protocol.
[0073] In some implementations, process 400 can loop
back to 402 after performing step 416.
[0074] Turning to FIG. 5, a flow chart of an example
500 of a process for providing access control for a digital
media receiver by authenticating a sender application in
accordance with some implementations of the disclosed
subject matter is shown. In some implementations, proc-
ess 500 can be implemented by a suitable server, such
as a server 110 of FIG. 1.
[0075] As illustrated, process 500 can begin by waiting
for a request message to arrive at 502. Step 502 can be
performed in substantially the same manner as step 402
of FIG. 4 in some implementations.
[0076] Next, at 504, process 500 can receive an au-
thentication request from a digital media receiver. The
authentication request can include any suitable informa-
tion. For example, the authentication request can include
an application identifier associated with a sender device,
such as an application identifier that identifies a sender
application executing on the sender device. In some im-
plementations, the application identifier can include any
suitable length of numbers, characters, symbols, and/or
any other suitable values that can identify the sender
application.

[0077] Next, at 506, process 500 can transmit a mes-
sage to the digital media receiver. In some implementa-
tions, the message can include a nonce that can corre-
spond to a timestamp, a counter, a random number, a
hash value, and/or any other suitable value.
[0078] At 508, process 500 can receive a response
corresponding to the message from the digital media re-
ceiver. In some implementations, the response can in-
clude a session token (e.g., a signed value generated by
signing a session identifier, a timestamp, a nonce, and/or
any other suitable data using a session key), a digital
signature (e.g., a signed nonce generated by signing the
nonce using a private key associated with the digital me-
dia receiver), a certificate associated with the digital me-
dia receiver (e.g., an X.509 certificate), and/or any other
suitable information.
[0079] At 510, process 500 can determine whether the
digital media receiver is a valid receiver. This determina-
tion can be made in any suitable manner. For example,
the determination can be made by verifying the session
token. In a more particular example, the session token
can be verified using a suitable authentication algorithm
(e.g., by decrypting the session token using a session
key associated with the session token). As another ex-
ample, the determination can be made by validating the
certificate associated with the digital media receiver us-
ing a suitable authentication algorithm. In a more partic-
ular example, the certificate can be validated based on
a chain of trust. As yet another example, the determina-
tion can be made by verifying the digital signature asso-
ciated with the digital media receiver. In a more particular
example, the digital signature can be verified by process-
ing the signed nonce using a public key, processing the
nonce using a suitable hash function, and comparing the
processed signed nonce and the processed nonce.
[0080] In some implementations, in response to deter-
mining that the digital media receiver is not a valid re-
ceiver, process 500 can send a response message to
the digital media receiver at 512 indicating such deter-
mination and can then loop back to 502.
[0081] Alternatively, process 500 can determine
whether the application identifier associated with the
sender device identifies a valid sender application at 514.
This determination can be made in any suitable manner.
For example, the sender application identified by the ap-
plication identifier can be regarded as being valid when
the application identifier is valid. In a more particular ex-
ample, a valid application identifier can identify a sender
application that can perform particular functions (e.g.,
streaming media content), a sender application that is
associated with a particular source, and/or any other suit-
able sender application that can be regarded as being
valid.
[0082] In some implementations, in response to deter-
mining that the application identifier associated with the
sender device identifies an invalid sender application,
process 500 can send a response message to the digital
media receiver indicating this determination at 516.
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[0083] Alternatively, process 500 can transmit a ses-
sion key associated with the session token to the digital
media receiver at 518 in response to determining that
the application identifier associated with the sender de-
vice identifies a valid sender application. In some imple-
mentations, the session key can be a signing key based
on which the session token is generated.
[0084] In some implementations, process 500 can loop
back to 502 after performing 516 or 518.
[0085] It should be noted that the above steps of the
flow diagrams of FIGS. 3-5 can be executed or performed
in any order or sequence not limited to the order and
sequence shown and described in the figures. Also,
some of the above steps of the flow diagrams of FIGS.
3-5 can be executed or performed substantially simulta-
neously where appropriate or in parallel to reduce latency
and processing times. Furthermore, it should be noted
that FIGS. 3-5 are provided as examples only. At least
some of the steps shown in these figures may be per-
formed in a different order than represented, performed
concurrently, or altogether omitted.
[0086] The provision of the examples described herein
(as well as clauses phrased as "such as," "e.g.," "includ-
ing," and the like) should not be interpreted as limiting
the claimed subject matter to the specific examples; rath-
er, the examples are intended to illustrate only some of
many possible aspects.
[0087] Accordingly, methods, systems, and media for
providing access control for a computing device are pro-
vided.
[0088] Although the disclosed subject matter has been
described and illustrated in the foregoing illustrative im-
plementations, it is understood that the present disclo-
sure has been made only by way of example, and that
numerous changes in the details of implementation of
the disclosed subject matter can be made without de-
parting from the spirit and scope of the disclosed subject
matter, which is limited only by the claims that follow.
Features of the disclosed implementations can be com-
bined and rearranged in various ways.
[0089] Further aspects of the invention are provided
by the subject matter of the following clauses:

1. A method for providing access control for a com-
puting device, the method comprising:

receiving a first request to authenticate the com-
puting device from a first sender device;
authenticating the computing device based at
least in part on the first request;
transmitting a session identifier and a session
key to the first sender device;
receiving an application identifier associated
with the sender device from the computing de-
vice;
determining, using a hardware processor,
whether a sender application executing on the
sender device is valid based at least in part on

the application identifier; and
transmitting the session key to the computing
device in response to determining that the send-
er application is valid.

2. The method of clause 1, further comprising:

receiving, from the computing device, a session
token associated with the session key and the
session identifier; and
authenticating the computing device based at
least in part on the session token.

3. The method of clause 1, wherein the first request
to authenticate the computing device comprises a
certificate associated with the computing device.

4. The method of clause 3, further comprising au-
thenticating the computing device by validating the
certificate associated with the computing device.

5. The method of clause 3, further comprising:

receiving a second request to authenticate the
computing device from a second sender device,
wherein the second request comprises the cer-
tificate associated with the computing device;
and
transmitting the session key and the session
identifier to the second computing device in re-
sponse to determining that the second sender
device is associated with the application identi-
fier.

6. The method of clause 5, wherein the second re-
quest comprises the application identifier.

7. The method of clause 1, wherein the first request
to authenticate the computing device comprises a
first digital signature generated by the computing de-
vice.

8. The method of clause 7, further comprising au-
thenticating the computing device by verifying the
first digital signature.

9. The method of clause 8, further comprising:

receiving a second digital signature from the
computing device; and
determining whether the computing device is a
valid receiver based at least in part on the sec-
ond digital signature.

10. The method of clause 1, wherein the computing
device is a digital media receiver.

11. A system for providing access control for a com-
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puting device, the system comprising:
at least a hardware processor that is configured to:

receive a first request to authenticate the com-
puting device from a first sender device;
authenticate the computing device based at
least in part on the first request;
transmit a session identifier and a session key
to the first sender device;
receive an application identifier associated with
the sender device from the computing device;
determine whether a sender application execut-
ing on the sender device is valid based at least
in part on the application identifier; and
transmit the session key to the computing device
in response to determining that the sender ap-
plication is valid.

12. The system of clause 11, wherein the hardware
processor is further configured to:

receive, from the computing device, a session
token associated with the session key and the
session identifier; and
authenticate the computing device based at
least in part on the session token.

13. The system of clause 11, wherein the first request
to authenticate the computing device comprises a
certificate associated with the computing device.

14. The system of clause 13, wherein the hardware
processor is further configured to authenticate the
computing device by validating the certificate asso-
ciated with the computing device.

15. The system of clause 13, wherein the hardware
processor is further configured to:

receive a second request to authenticate the
computing device from a second sender device,
wherein the second request comprises the cer-
tificate associated with the computing device;
and
transmit the session key and the session iden-
tifier to the second computing device in re-
sponse to determining that the second sender
device is associated with the application identi-
fier.

16. The system of clause 15, wherein the second
request comprises the application identifier.

17. The system of clause 11, wherein the first request
to authenticate the computing device comprises a
first digital signature generated by the computing de-
vice.

18. The system of clause 17, wherein the hardware
processor is further configured to authenticate the
computing device by verifying the first digital signa-
ture.

19. The system of clause 18, wherein the hardware
processor is further configured to:

receive a second digital signature from the com-
puting device; and
determine whether the computing device is a
valid receiver based at least in part on the sec-
ond digital signature.

20. The system of clause 11, wherein the computing
device is a digital media receiver.

21. A non-transitory computer-readable medium
containing computer-executable instructions that,
when executed by a processor, cause the processor
to perform a method for providing access control for
a computing device, the method comprising:

receiving a first request to authenticate the com-
puting device from a first sender device;
authenticating the computing device based at
least in part on the first request;
transmitting a session identifier and a session
key to the first sender device;
receiving an application identifier associated
with the sender device from the computing de-
vice;
determining whether a sender application exe-
cuting on the sender device is valid based at
least in part on the application identifier; and
transmitting the session key to the computing
device in response to determining that the send-
er application is valid.

22. The non-transitory computer-readable medium
of clause 21, wherein the method further comprises:

receiving, from the computing device, a session
token associated with the session key and the
session identifier; and
authenticating the computing device based at
least in part on the session token.

23. The non-transitory computer-readable medium
of clause 21, wherein the first request to authenticate
the computing device comprises a certificate asso-
ciated with the computing device.

24. The non-transitory computer-readable medium
of clause 23, wherein the method further comprises
authenticating the computing device by validating
the certificate associated with the computing device.
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25. The non-transitory computer-readable medium
of clause 23, wherein the method further comprises:

receiving a second request to authenticate the
computing device from a second sender device,
wherein the second request comprises the cer-
tificate associated with the computing device;
and
transmitting the session key and the session
identifier to the second computing device in re-
sponse to determining that the second sender
device is associated with the application identi-
fier.

26. The non-transitory computer-readable medium
of clause 25, wherein the second request comprises
the application identifier.

27. The non-transitory computer-readable medium
of clause 21, wherein the first request to authenticate
the computing device comprises a first digital signa-
ture generated by the computing device.

28. The non-transitory computer-readable medium
of clause 27, wherein the method further comprises
authenticating the computing device by verifying the
first digital signature.

29. The non-transitory computer-readable medium
of clause 28, wherein the method further comprises:

receiving a second digital signature from the
computing device; and
determining whether the computing device is a
valid receiver based at least in part on the sec-
ond digital signature.

30. The non-transitory computer-readable medium
of clause 21, wherein the computing device is a dig-
ital media receiver.

Claims

1. A method for providing access control, the method
comprising:

receiving, at a digital media receiver that is con-
nected to a sender device over a communication
network, a request to establish a communication
channel from the sender device;
transmitting, by the digital media receiver, a re-
sponse to the sender device based on the re-
ceived request to establish the communication
channel;
receiving, by the digital media receiver, a launch
request to launch an activity on the digital media
receiver and a session token associated with a

session key and a session identifier from the
sender device;
in response to receiving the launch request and
the session token, transmitting, by the digital
media receiver, an authentication request to the
server that includes an application identifier as-
sociated with the sender device; and
receiving, by the digital media receiver, a re-
sponse indicating whether the identifier associ-
ated with the sender device is valid.

2. The method of claim 1, wherein the response indi-
cating whether the identifier associated with the
sender device is valid includes the session key as-
sociated with the session token.

3. The method of claim 1 or 2, wherein the request to
establish the communication channel comprises a
first nonce.

4. The method of any of claims 1 to 3, wherein the re-
quest to establish the communication channel com-
prises the application identifier that identifies the
sender application executing on the sender device.

5. The method of any of claims 1 to 4, wherein the re-
sponse to the received request to establish the com-
munication channel comprises a certificate associ-
ated with the digital media receiver.

6. The method of claim 5, wherein the certificate is as-
sociated with a key pair of a public key and a private
key.

7. The method of claim 6 when dependent on claim 3,
wherein the method further comprises generating a
digital signature by signing the first nonce using the
private key, and wherein the response to the re-
ceived request to establish the communication chan-
nel comprises the digital signature generated by the
digital media receiver.

8. The method of any of claims 1 to 7, wherein the
launch request comprises information relating to the
activity to be launched on the digital media receiver.

9. The method of any of claims 1 to 8, wherein the
launch request comprises information relating to a
receiver application on the digital media receiver for
launching the activity.

10. The method of any of claims 1 to 9, further compris-
ing:

receiving a message from the server, the mes-
sage including a second nonce; and
transmitting a response to the server, the re-
sponse being based on the message.
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11. The method of claim 10, wherein the response to the
received message comprises a certificate associat-
ed with the digital media receiver.

12. The method of claim 10 or 11, wherein the second
nonce is a signed nonce generated by signing the
nonce with a private key associated with the digital
media receiver.

13. A system for providing access control, the system
comprising a digital media receiver comprising at
least a hardware processor that is configured to carry
out the method of any preceding claim.

14. A computer-readable medium containing computer-
executable instructions that, when executed by a
processor, cause the processor to perform the meth-
od of any of claims 1 to 12.
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