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Description

Field

[0001] The present invention relates to snapshot cre-
ation in a virtual network environment. More specifically,
the present invention relates to measures (including
methods, apparatuses and computer program products)
for enabling/realizing snapshot creation in a virtual net-
work environment.

Background

[0002] Recently, network virtualization is a trend in
communication technology. By way of network virtuali-
zation, conventional networks and their network ele-
ments are virtualized, i.e. implemented in a virtual net-
work environment. For example, this means that a func-
tionality of a network element can be virtualized in a vir-
tual machine, which is realized on common-purpose
computing equipment, by means of a guest system (rep-
resenting the actual functionality of the network element)
being hosted by a host system (representing the under-
lying basic functionality of the computing equipment).
[0003] Generally, especially as used herein, network
virtualization and cloud computing can be considered as
being basically equivalent. This is because network vir-
tualization can leverage modern technologies such as
those developed for cloud computing, since virtualization
mechanisms are at the core of these cloud technologies.
Hence, virtual network environment and cloud or cloud
network environment are to be regarded as synonymous.
[0004] In the context of network virtualization, the mi-
gration of network elements in combination with software
defined networking (SDN) is capable of transforming net-
works into a fully software-defined infrastructure that is
both highly efficient and flexible. Similarly, a fully soft-
ware-defined infrastructure can also be achieved by the
migration of network elements in combination with net-
work functions virtualization (NFV), which is described
e.g. in the Wikipedia article entitled "Network function
virtualization" as retrievable from the Internet via ht-
tps://en.wikipedia.org/w/index.php?ti-
tle=Network_function_virtualization&oldi d=691930379.
Accordingly, a software defined networking (SDN) archi-
tecture and/or a network functions virtualization (NFV)
architecture is recently being adopted in mobile and/or
fixed communication systems, including e.g. any kind of
3GPP systems. Standardization of network virtualization
is driven e.g. by the European Telecommunications
Standards Institute (ETSI).
[0005] In thus emerging virtual network environments,
various new features are established. One of these new
features is the snapshot feature which enables to take
"snapshots" of the state of a virtual machine by the hy-
pervisor of the virtual machine. Taking a snapshot in-
cludes generating a dump of a storage disk or a memory
of a virtual machine, especially the guest system thereof.

[0006] Creating storage disk and/or memory snap-
shots in a virtual network environment eases the back-
up/recovery and debugging. More specifically, storage
disk snapshots of a virtual machine can be used as back-
up/recovery point for backing up or recovering the thus
snapshotted state of the virtual machine, while memory
snapshots of a virtual machine can exemplarily be used
for debugging applications running on the virtual ma-
chine.
[0007] However, in order to fulfill such purposes, it is
necessary that the thus created snapshots are consist-
ent. Consistency of a snapshot is extremely important in
case of clustered file systems, but also in case of a single
storage disk or memory. Before a storage disk and/or
memory snapshot is created, the virtual machine (espe-
cially the guest system thereof) is thus to be prepared
accordingly so that consistency can be ensured. In con-
ventional systems, such preparation requires manual ac-
tion by a user, which is cumbersome, inefficient and
prone to errors or ambiguities.
[0008] The document US 2010/011178 A1 discloses
systems and methods for performing backup operations
of virtual machine files for a virtual computing environ-
ment. Certain examples include a system having a back-
up management server that communicates with a host
server having at least one virtual machine. The manage-
ment server coordinates with the host server to perform
backup copies of entire virtual machine disks from out-
side the guest operating system of the virtual machine.
In certain examples, such backup systems further utilize
a volume shadow copy service executing on the host
server to quiesce virtual machine applications to put data
in a consistent state to be backed up. The backup system
then utilizes hypervisor snapshot capabilities of the host
server to record intended changes to the virtual machine
disk files while such files are being copied (e.g., backed
up) by the host server. Such recorded changes can be
later committed to the virtual machine disk files once the
backup operation has completed.
[0009] Accordingly, there is a demand for enabling/re-
alizing efficient snapshot creation in a virtual network en-
vironment, especially creation of consistent snapshots
of a resource of a virtual machine of a virtual network
environment in an automated manner.

Summary

[0010] The invention is defined by the independent
claims. Specific embodiments are defined by the depend-
ent claims.
[0011] By way of exemplifying embodiments of the
present invention, efficient snapshot creation in a virtual
network environment can be enabled/realized. More spe-
cifically, creation of consistent snapshots of a resource
of a virtual machine of a virtual network environment in
an automated manner can be ensured.
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Brief description of the drawings

[0012] In the following, the present invention will be
described in greater detail by way of non-limiting exam-
ples with reference to the accompanying drawings, in
which

Figure 1 shows a flow diagram illustrating an exam-
ple of a procedure according to at least one exem-
plifying embodiment of the present invention,
Figure 2 shows a flow diagram illustrating a first ex-
ample of a procedure, which is applicable under any
architectural framework, according to at least one
exemplifying embodiment of the present invention,
Figure 3 shows a flow diagram illustrating a second
example of a procedure, which is applicable under
any architectural framework, according to at least
one exemplifying embodiment of the present inven-
tion,
Figure 4 shows a schematic diagram illustrating an
architectural framework of a network functions virtu-
alization system, for which at least one exemplifying
embodiment of the present invention is applicable,
Figure 5 shows a flow diagram illustrating a first ex-
ample of a procedure under the architectural frame-
work shown in Figure 4 according to at least one
exemplifying embodiment of the present invention,
Figure 6 shows a flow diagram illustrating a second
example of a procedure under the architectural
framework shown in Figure 4 according to at least
one exemplifying embodiment of the present inven-
tion,
Figure 7 shows a schematic diagram illustrating an
example of a structure of apparatuses according to
at least one exemplifying embodiment of the present
invention, and
Figure 8 shows a schematic diagram illustrating an-
other example of a functional structure of apparatus-
es according to at least one exemplifying embodi-
ment of the present invention.

Detailed description

[0013] The present invention is described herein with
reference to particular non-limiting examples and to what
are presently considered to be conceivable embodi-
ments of the present invention.
[0014] It is to be noted that the following description of
the present invention and its embodiments at least partly
refers to specifications being used as non-limiting exam-
ples for certain exemplifying deployments of network vir-
tualization and/or underlying communication networks.
Namely, the present invention and its embodiments are
mainly described in relation to ETSI NFV specifications
and 3GPP specifications being used as non-limiting ex-
amples. It is noted that the present disclosure is generally
applicable to any kind of network virtualization technol-
ogy as well as any kind of underlying communication sys-

tem, including e.g. 3GPP and non-3GPP 4G, 5G systems
and onwards, such as systems of LTE Release 13, 14
and onwards. As such, the description of exemplifying
embodiments given herein specifically refers to terminol-
ogy which is directly related thereto.
[0015] Such terminology is only used in the context of
the presented non-limiting examples and embodiments,
and does naturally not limit the invention in any way.
Rather, any other system configuration or deployment
may equally be utilized as long as complying with what
is described herein and/or exemplifying embodiments
described herein are applicable to it. For example, a vir-
tual manager entity and a virtual machine entity de-
scribed therein may by any entity, apparatus or device
suitable for realizing the thus described operability, irre-
spective of its implementation or related standard, re-
spectively.
[0016] Hereinafter, various exemplifying embodiments
and implementations of the present invention and its as-
pects are described using several variants and/or alter-
natives. It is generally to be noted that, according to cer-
tain needs and constraints, all of the described variants
and/or alternatives may be provided alone or in any con-
ceivable combination (also including combinations of in-
dividual features of the various variants and/or alterna-
tives). In this description, the words "comprising" and "in-
cluding" should be understood as not limiting the de-
scribed exemplifying embodiments and implementations
to consist of only those features that have been men-
tioned, and such exemplifying embodiments and imple-
mentations may also contain features, structures, units,
modules etc. that have not been specifically mentioned.
[0017] In the drawings, it is to be noted that lines/arrows
interconnecting individual blocks or entities are generally
meant to illustrate an operational coupling there-be-
tween, which may be a physical and/or logical coupling,
which on the one hand is implementation-independent
(e.g. wired or wireless) and on the other hand may also
comprise an arbitrary number of intermediary functional
blocks or entities not shown.
[0018] According to exemplifying embodiments of the
present invention, in general terms, there are provided
measures and mechanisms for enabling/realizing effi-
cient snapshot creation in virtual network environment,
especially creation of consistent snapshots of a resource
of a virtual machine of a virtual network environment in
an automated manner.
[0019] Figure 1 shows a flow diagram illustrating an
example of a procedure according to at least one exem-
plifying embodiment of the present invention.
[0020] In the exemplary procedure of Figure 1, an en-
tity denoted as virtual manager cooperates with an entity
denoted as virtual machine in a virtual/cloud network en-
vironment. The virtual machine represents any virtual
machine entity (including software and/or hardware) ca-
pable of virtualizing a network element or a functionality
of a network element of an underlying communication
network, and may have a host system (representing the
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basic functionality of the computing equipment upon
which the virtual machine entity is realized) and a guest
system (representing the actual functionality of the net-
work element being virtualized) which is hosted by the
host system. The virtual manager represents any virtual
manager entity (including software and/or hardware) ca-
pable of (directly or indirectly) managing or controlling
the virtual machine entity.
[0021] As shown in Figure 1, an exemplary procedure
according to at least one exemplifying embodiment of
the present invention may comprise the following oper-
ations.
[0022] In step 1, a notification of requested snapshot
creation of a resource of the virtual machine (also referred
to as snapshot creation notification) is provided from the
virtual manager to the virtual machine. As such snapshot
creation notification is operable as trigger for initiating
snapshot preparation processing at the virtual machine,
it can also be regarded or referred to as snapshot prep-
aration trigger. As outlined below, the snapshot creation
notification can be triggered by an event at the virtual
manager or another entity communicatively coupled to
the virtual manager. So, the virtual manager can either
initiate/generate or forward/transfer the snapshot crea-
tion notification, and provision of the snapshot creation
notification for the virtual machine by the virtual manager
comprises initiation/generation thereof and forward-
ing/transferring thereof.
[0023] In the context of provision of the snapshot cre-
ation notification, the virtual manager may obtain a re-
quest for snapshot creation and identify at least one of
the virtual machine, the resource for snapshot creation
and another entity for transferring the notification towards
the virtual machine entity on the basis of the obtained
request. This applies for both cases of initiation/genera-
tion and forwarding/transferring of the snapshot creation
notification by the virtual manager. In the case of initia-
tion/generation of the snapshot creation notification by
the virtual manager, the request may be obtained from
an automatic or manual event, which may occur internal
or external to the virtual manager. In the case of forward-
ing/transferring of the snapshot creation notification by
the virtual manager, the request may be obtained from
an upstream entity such as a notification-originating/gen-
erating virtual manager or an intermediate virtual man-
ager.
[0024] In step 2, a snapshot preparation processing is
executed by the virtual machine in response to the snap-
shot creation notification (acting as trigger for initiating
snapshot preparation processing). In this regard, the vir-
tual machine may determine whether or not preparation
for the requested snapshot and creation of the requested
snapshot are acceptable. For such determination, vari-
ous factors may be considered, such as e.g. the current
operating state of the virtual machine (or, at least, the
resource subject to requested snapshot creation), the
authorization of the snapshot-requesting or notification-
providing entity, or the like. Depending on the outcome

of the determination, the snapshot preparation process-
ing may comprise either performing preparation for the
requested snapshot creation in case of acceptability (of
both snapshot preparation and creation) or denying prep-
aration for the requested snapshot creation in case of
non-acceptability (of snapshot preparation and/or crea-
tion). When the virtual machine has performed prepara-
tion for snapshot creation, it can be regarded as being
shifted to and thus operating in a snapshot preparation
mode (rather than a previously prevailing normal opera-
tion mode).
[0025] In step 3, a result of the snapshot preparation
processing is issued from the virtual machine to the virtual
manager. Depending on the outcome of the determina-
tion and the thus executed snapshot preparation
processing in step 2, the virtual machine provides to the
virtual manager either a (positive-response) snapshot
preparation result indicating that the virtual machine has
performed preparation for the requested snapshot crea-
tion (in case of acceptability of both snapshot preparation
and creation) or a (negative-response) snapshot prepa-
ration result indicating that the virtual machine has denied
preparation for the requested snapshot creation (in case
of non-acceptability of snapshot preparation and/or cre-
ation).
[0026] In step 4, a snapshot processing is executed by
the virtual manager in response to the snapshot prepa-
ration result. Depending on the indication of the snapshot
preparation result, the virtual manager executes either
snapshot creation (step 4a) in case of the snapshot prep-
aration being performed by the virtual machine or snap-
shot rejection (step 4b) in case of the snapshot prepara-
tion being denied by the virtual machine.
[0027] For snapshot creation, the virtual manager per-
forms creation of the requested snapshot at the virtual
machine (step 4a-1) and provision of a notification of
completed snapshot creation (also referred to as snap-
shot completion notification) after creating the requested
snapshot to the virtual machine (step 4a-2). In step 4a-
1, the requested snapshot is created in cooperation be-
tween the virtual manager and the virtual machine,
wherein the virtual manager or another entity under man-
agement or control of the virtual manager may operate
as hypervisor (or similar entity) of the virtual machine.
[0028] In step 4a-2, the virtual machine obtains the
snapshot completion notification, and then, in step 4a-3,
the virtual machine executes snapshot preparation can-
cellation in response to the snapshot completion notifi-
cation. When the virtual machine has cancelled prepa-
ration for snapshot creation, it can be regarded as being
shifted to and thus operating in the normal operation
mode again (rather than the previously prevailing snap-
shot preparation mode).
[0029] Thereupon, in step 4a-4, the virtual machine
may optionally provide a notification of cancellation of
snapshot preparation (also referred to as snapshot prep-
aration cancellation notification) to the virtual manager
in order to notify the virtual manager that the virtual ma-
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chine operates normally again. Based thereon, the virtual
manager may optionally inform another entity communi-
catively coupled to the virtual manager (such as e.g. an
entity where or by which the notification of step 1 has
been triggered) accordingly.
[0030] For snapshot rejection, the virtual manager re-
jects the requested snapshot or, stated in other words,
rejects the request for creation of the snapshot underlying
the snapshot creation notification of step 1. Such rejec-
tion may optionally comprise informing another entity
communicatively coupled to the virtual manager (such
as e.g. an entity where or by which the notification of step
1 has been triggered) accordingly.
[0031] Generally, the requested snapshot may refer to
any resource of the virtual machine, including e.g. a stor-
age disk or a memory thereof. In brief, the resource sub-
ject to requested snapshot creation may comprise a stor-
age disk or a memory of the virtual machine. In particular,
the resource subject to requested snapshot creation may
belong to the guest system of the virtual machine such
as a guest’s operating system and/or application/s (i.e.
the part of the virtual machine’s system, which relates to
a functionality of a network element virtualized in the vir-
tual machine). Accordingly, the snapshot of such re-
source may contain or image/mirror all or a part of infor-
mation present in such resource at the time of snapshot
creation. In case of virtualization of a network element of
an underlying communication network, such information
being snapshotted may comprise any information relat-
ing to a network element virtualized in the virtual machine
entity, such as one or more of virtual links, data, and
control and/or management planes to other related vir-
tualized network elements. For example, when a snap-
shot is intended to be used as a recovery point, at mini-
mum, virtual links, data, and control and/or management
planes to other related virtualized network elements
(such as e.g. VNFs or VNF components) are to be re-
covered and are thus to be contained or imaged/mirrored
by such snapshot.
[0032] The specifics of the snapshot preparation and
the snapshot preparation cancellation, as described
above in steps 2 and 4a-3 of Figure 1, may differ depend-
ing on the target resource of the requested snapshot. For
example, when the resource subject to requested snap-
shot creation comprises a storage disk, preparation for
the requested snapshot may comprise at least one of
flushing one or more caches to the storage disk, disabling
write operations to the storage disk and configuring clus-
ters of a clustered file system of the virtual machine (i.e.
configuration of storage clusters of cluster filesystems
(e.g. CephFS, GlusterFS)), while cancellation of (corre-
sponding) preparation for the requested snapshot may
comprise at least enabling write operations to the storage
disk. For example, when the resource subject to request-
ed snapshot creation comprises a memory, preparation
for the requested snapshot may comprise at least disa-
bling write operations to the memory, while cancellation
of (corresponding) preparation for the requested snap-

shot may comprise at least enabling write operations to
the memory. That is, in both cases of the resource subject
to requested snapshot creation comprising a storage disk
and a memory, write operations are prevented in the
snapshot preparation mode, while write operations are
allowed in the normal operation mode.
[0033] In the following, example procedures according
to exemplifying embodiments of the present invention
are described, which are implementation-independent
and are thus generally applicable under any architectural
framework, i.e. any network virtualization system. Ac-
cordingly, the thus illustrated reference point IaaS is also
to be considered as a mere example, while any reference
point/s or interface/s between any suitable entities are
generally applicable for executing the exemplified proce-
dure.
[0034] As an example, the virtual manager is exem-
plarily assumed to be represented by/at a cloud (repre-
senting any one or more cloud entities), and the virtual
machine is exemplarily assumed to be represented by/at
the virtual machine VM x (which could also be realized
in a by a cloud or cloud entity, either in the same or a
different cloud as the virtual manager). Yet, it is noted
that exemplifying embodiments of the present invention
are not limited to such configuration.
[0035] Figure 2 shows a flow diagram illustrating a pro-
cedure, which is applicable under any architectural
framework The procedure of Figure 2 refers to successful
snapshot creation in a case of direct communication be-
tween the virtual manager and the virtual machine.
[0036] As shown in Figure 2, a procedure of successful
snapshot creation according to the present invention
comprises the following operations.

1) Snapshot creation is triggered in the VIM/cloud.
Such trigger may occur either by an automatic event,
e.g. via the API of the VIM/cloud, or a manual (hu-
man-triggered) event. In this example, the trigger (or
request) refers, at least, to a requested snapshot of
a resource y of VM x.
2) The VIM/cloud notifies the VM x about the request-
ed snapshot creation by way of a snapshot creation
notification. The identifier of the virtual machine in
question (here, the identifier of VM x) and/or, at least,
(an identifier or denomination of) the resource to be
snapshotted (here, resource y) is contained or ref-
erenced in the notification.
3) The VM x performs preparation for the requested
snapshot creation, since it is assumed here that
snapshot creation and preparation are acceptable.
The actual steps of the related snapshot preparation
processing are dependent from the architecture of
the target virtual machine for the requested snapshot
creation, i.e. the VM, and/or the target resource or
target resource type.
4) It is assumed that the applicable snapshot prep-
aration processing is successfully performed such
that the VM x is shifted to the snapshot preparation
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mode. Hence, the VM x sends back an acknowledge-
ment of the snapshot creation/preparation, i.e. a pos-
itive-response snapshot preparation result ("OK"),
to the VIM/cloud.
5) Based on the positive-response snapshot prepa-
ration result ("OK"), the VIM/cloud performs snap-
shot creation. That is, the VIM/cloud causes that the
requested snapshot is created with respect to re-
source y of VM x, as well as other resources/VMs,
if any.
6) After creation of the requested snapshot, the
VIM/cloud sends a notification about the completion
of snapshot creation, i.e. a snapshot completion no-
tification, to the VM x.
7) Based on the snapshot completion notification,
the VM x performs reconfiguration for normal oper-
ation. That is, the VM x perform snapshot preparation
cancellation such that the VM x is shifted to the nor-
mal operation mode.

[0037] Figure 3 shows a flow diagram illustrating a pro-
cedure, which is applicable under any architectural
framework, according to the present invention. The pro-
cedure of Figure 3 refers to rejected snapshot creation
in a case of direct communication between the virtual
manager and the virtual machine.
[0038] As shown in Figure 3, a procedure of successful
snapshot creation according to at least one exemplifying
embodiment of the present invention comprises the fol-
lowing operations.

1) Snapshot creation is triggered in the VIM/cloud.
Such trigger may occur either by an automatic event,
e.g. via the API of the VIM/cloud, or a manual (hu-
man-triggered) event. In this example, the trigger (or
request) refers, at least, to a requested snapshot of
a resource y of VM x.
2) The VIM/cloud notifies the VM x about the request-
ed snapshot creation by way of a snapshot creation
notification. The identifier of the virtual machine in
question (here, the identifier of VM x) and/or, at least,
(an identifier or denomination of) the resource to be
snapshotted (here, resource y) is contained or ref-
erenced in the notification.
3) The VM x denies preparation for the requested
snapshot creation, since it is assumed here that
snapshot creation and/or preparation are not accept-
able. Such non-acceptability may result from an on-
going operation, such as a write operation, which
must or should not be interrupted, or a lack of au-
thorization.
4) It is assumed that the applicable snapshot prep-
aration processing is not performed such that the
VM x is not shifted to the snapshot preparation mode
but remains in the normal operation mode. Hence,
the VM x sends back a disapproval of the snapshot
creation/preparation, i.e. a negative-response snap-
shot preparation result ("NOK"), to the VIM/cloud.

5) Based on the negative-response snapshot prep-
aration result ("NOK"), the VIM/cloud rejects snap-
shot creation. That is, the VIM/cloud causes that the
requested snapshot is not created, but the procedure
is ended without any action in terms of actual snap-
shot creation.

[0039] Figure 4 shows a schematic diagram illustrating
an architectural framework of a network functions virtu-
alization system, for which at least one exemplifying em-
bodiment of the present invention is applicable.
[0040] The exemplary illustration of Figure 4 corre-
sponds to the architectural framework of ETSI NFV, as
specified in ETSI GS NFV 002 V1.1.1 (2013-10). Accord-
ingly, for details thereof, reference is made to this docu-
ment.
[0041] With reference to the exemplary ETSI NFV ar-
chitectural framework illustrated in Figure 4, the virtual
manager (entity) according to at least one exemplifying
embodiment of the present invention may be or may be
comprised in or may comprise any one of an EMS in-
stance, a VNF Manager instance and a VIM instance,
and virtual machine (entity) according to at least one ex-
emplifying embodiment of the present invention may be
or may be comprised in or may comprise any one of a
VNF instance or a VNF component therein.
[0042] In the following, example procedures according
to exemplifying embodiments of the present invention
are described, which are applied in the exemplary ETSI
NFV architectural framework illustrated in Figure 4. Yet,
it is to be noted that exemplifying embodiments of the
present invention are generally applicable to any network
virtualization system. Accordingly, the thus illustrated ref-
erence points Vi-Vnfm and Ve-Vnfm are also to be con-
sidered as a mere example, while any reference point/s
or interface/s between any suitable entities are generally
applicable for executing the exemplified procedure.
[0043] As an example, the virtual manager is exem-
plarily assumed to be represented by/at the VIM, and the
virtual machine is exemplarily assumed to be represent-
ed by/at the VNFC component X. Yet, it is noted that
exemplifying embodiments of the present invention are
not limited to such configuration.
[0044] Figure 5 shows a flow diagram illustrating a first
example of a procedure under the architectural frame-
work shown in Figure 4 according to at least one exem-
plifying embodiment of the present invention. The exem-
plary procedure of Figure 5 refers to successful snapshot
creation in a case of indirect communication between the
virtual manager and the virtual machine.
[0045] As shown in Figure 5, an exemplary procedure
of successful snapshot creation according to at least one
exemplifying embodiment of the present invention may
comprise the following operations.

1) Snapshot creation is triggered in the VIM. Such
trigger may occur either by an automatic event, e.g.
via the API of the VIM, or a manual (human-triggered)
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event. In this example, the trigger (or request) refers,
at least, to a requested snapshot of a resource y of
VNFC X (VM x).
2) The VIM notifies the VNF Manager, which is re-
sponsible for VNFC X (VM x), about the requested
snapshot creation by way of a snapshot creation no-
tification. The identifier of the virtual machine in ques-
tion (here, the identifier of VM x) and (an identifier or
denomination of) the resource to be snapshotted
(here, resource y) is contained or referenced in the
notification.
3) The VNF Manager selects the correct VNFC (and,
optionally, also an appropriate method or way) to
notify about the requested snapshot creation, i.e. the
target for forwarding the snapshot creation notifica-
tion. In this example, the VNF Manager converts the
identifier of VM x to an identifier of VNFC X. Then,
the VNF Manager forwards the snapshot creation
notification with the identifier of VNFC X to VM O,
i.e. a VNF O&M component of the target virtual ma-
chine for the requested snapshot creation.
4) The VNFC O&M component (VM O) forwards the
snapshot creation notification to the identified target
virtual machine for the requested snapshot creation,
i.e. VNFC X.
5) The VNFC X performs preparation for the request-
ed snapshot creation, since it is assumed here that
snapshot creation and preparation are acceptable.
The actual steps of the related snapshot preparation
processing are dependent from the architecture of
the target virtual machine for the requested snapshot
creation, i.e. the VNF and/or the VNFC, and/or the
target resource or target resource type.
6) In this example, it is assumed that the applicable
snapshot preparation processing is successfully per-
formed such that the VNFC X is shifted to the snap-
shot preparation mode. Hence, the VNFC X sends
back an acknowledgement of the snapshot crea-
tion/preparation, i.e. a positive-response snapshot
preparation result ("OK"), to the VNFC O&M compo-
nent.
7) As indicated here, the VNFC O&M component
may optionally initiate further preparations for the re-
quested snapshot creation at one or more other tar-
get virtual machines for the requested snapshot cre-
ation, e.g. VNFCs, if any.
8) The VNFC O&M component sends back the ac-
knowledgement of the snapshot creation/prepara-
tion, i.e. a positive-response snapshot preparation
result ("OK"), to the VNFC Manager.
9) The VNFC Manager sends back the acknowl-
edgement of the snapshot creation/preparation, i.e.
a positive-response snapshot preparation result
("OK"), to the VIM.
10) Based on the positive-response snapshot prep-
aration result ("OK"), the VIM performs snapshot cre-
ation. That is, the VIM causes that the requested
snapshot is created with respect to resource y of

VNFC X (VM x), as well as other resources/VMs, if
any.
11) After creation of the requested snapshot, the VIM
sends a notification about the completion of snap-
shot creation, i.e. a snapshot completion notification,
to the VNF Manager.
12) The VNF Manager forwards the snapshot com-
pletion notification to the VNF O&M component.
13) The VNF O&M component forwards the snap-
shot completion notification to the VNFC X.
14) Based on the snapshot completion notification,
the VNFC X performs reconfiguration for normal op-
eration. That is, the VNFC X perform snapshot prep-
aration cancellation such that the VNFC X is shifted
to the normal operation mode.
15) As indicated here, the VNFC O&M component
may optionally initiate further reconfigurations for
normal operation at the one or more other target vir-
tual machines initiated for snapshot preparation in
preceding step 7, if any.

[0046] Figure 6 shows a flow diagram illustrating a sec-
ond example of a procedure under the architectural
framework shown in Figure 4 according to at least one
exemplifying embodiment of the present invention. The
exemplary procedure of Figure 6 refers to rejected snap-
shot creation in a case of indirect communication be-
tween the virtual manager and the virtual machine.
[0047] As shown in Figure 6, an exemplary procedure
of rejected snapshot creation according to at least one
exemplifying embodiment of the present invention may
comprise the following operations.

1) Snapshot creation is triggered in the VIM. Such
trigger may occur either by an automatic event, e.g.
via the API of the VIM, or a manual (human-triggered)
event. In this example, the trigger (or request) refers,
at least, to a requested snapshot of a resource y of
VNFC X (VM x).
2) The VIM notifies the VNF Manager, which is re-
sponsible for VNFC X (VM x), about the requested
snapshot creation by way of a snapshot creation no-
tification. The identifier of the virtual machine in ques-
tion (here, the identifier of VM x) and (an identifier or
denomination of) the resource to be snapshotted
(here, resource y) is contained or referenced in the
notification.
3) The VNF Manager selects the correct VNFC (and,
optionally, also an appropriate method or way) to
notify about the requested snapshot creation, i.e. the
target for forwarding the snapshot creation notifica-
tion. In this example, the VNF Manager converts the
identifier of VM x to an identifier of VNFC X. Then,
the VNF Manager forwards the snapshot creation
notification with the identifier of VNFC X to VM O,
i.e. a VNF O&M component of the target virtual ma-
chine for the requested snapshot creation.
4) The VNFC O&M component (VM O) forwards the
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snapshot creation notification to the identified target
virtual machine for the requested snapshot creation,
i.e. VNFC X.
5) The VNFC X denies preparation for the requested
snapshot creation, since it is assumed here that
snapshot creation and/or preparation are not accept-
able. Such non-acceptability may result from an on-
going operation, such as a write operation, which
must or should not be interrupted, or a lack of au-
thorization.
6) In this example, it is assumed that the applicable
snapshot preparation processing is not performed
such that the VNFC X is not shifted to the snapshot
preparation mode but remains in the normal opera-
tion mode. Hence, the VNFC X sends back a disap-
proval of the snapshot creation/preparation, i.e. a
negative-response snapshot preparation result
("NOK"), to the VNFC O&M component.
7) The VNFC O&M component sends back the dis-
approval of the snapshot creation/preparation, i.e. a
negative-response snapshot preparation result
("NOK"), to the VNFC Manager.
8) The VNFC Manager sends back the disapproval
of the snapshot creation/preparation, i.e. a negative-
response snapshot preparation result ("NOK"), to
the VIM.
9) Based on the negative-response snapshot prep-
aration result ("NOK"), the VIM rejects snapshot cre-
ation. That is, the VIM causes that the requested
snapshot is not created, but the procedure is ended
without any action in terms of actual snapshot crea-
tion.

[0048] In view of the above-described examples and
the non-limitation of exemplifying embodiments of the
present invention thereto, the following is noted (in a non-
exhaustive manner):

- The snapshot creation notification can be sent di-
rectly from the VIM to the VM. This may be applicable
in an ETSI NFV environment (e.g. when the virtual
manager is represented by an EMS instance, or the
VNF Manager and/or the VNF O&M component are
not involved) or in a non-ETSI virtual network envi-
ronment.

- In the above examples, it is described that the VNFC
O&M component performs coordination between a
number of target virtual machines subject to one or
more snapshot requests. Yet, such coordination is
not required when the notification-originating/gener-
ating provides individual notifications for any target
virtual machines, or such coordination can equally
be performed at another entity, such as the VIM or
the VNF Manager or one of the target virtual ma-
chines (VNFCs).

- In an ETSI NFV environment, it might happen that a
VNFC O&M component needs to be notified even if
the requested snapshot is to be created on another

VNFC, as illustrated in the above examples. Yet,
such VNFC O&M component or other corresponding
entity does not need to be involved, neither in an
ETSI NFV environment nor in a non-ETSI virtual net-
work environment.

- The resource to be snapshotted is described to be
a resource of a virtual machine, but may more spe-
cifically be a resource of a guest system of/on the
virtual machine. The above exemplified VNF Man-
ager may be the managing entity of the virtual ma-
chine as such, or the manager of this guest system
of the virtual machine.

[0049] By virtue of exemplifying embodiments of the
present invention, as evident from the above, efficient
snapshot creation in virtual network environment can be
enabled/realized. More specifically, creation of consist-
ent snapshots of a resource of a virtual machine of a
virtual network environment in an automated manner can
be ensured. That is, the present invention and its em-
bodiments is effective for achieving automatic and con-
sistent snapshot creation in any kind of virtual network
environment.
[0050] The above-described methods, procedures
and functions may be implemented by respective func-
tional elements, entities, modules, units, processors, or
the like, as described below.
[0051] While in the foregoing exemplifying embodi-
ments of the present invention are described mainly with
reference to methods, procedures and functions, corre-
sponding exemplifying embodiments of the present in-
vention also cover respective apparatuses, entities, mod-
ules, units, network nodes and/or systems, including both
software and/or hardware thereof.
[0052] Respective exemplifying embodiments of the
present invention are described below referring to Fig-
ures 7 and 8, while for the sake of brevity reference is
made to the detailed description of respective corre-
sponding configurations/setups, schemes, methods and
functionality, principles and operations according to Fig-
ures 1 to 6.
[0053] In Figures 7 and 8, the blocks are basically con-
figured to perform respective methods, procedures
and/or functions as described above. The entirety of
blocks are basically configured to perform the methods,
procedures and/or functions as described above, respec-
tively. With respect to Figures 7 and 8, it is to be noted
that the individual blocks are meant to illustrate respec-
tive functional blocks implementing a respective function,
process or procedure, respectively. Such functional
blocks are implementation-independent, i.e. may be im-
plemented by means of any kind of hardware or software
or combination thereof, respectively.
[0054] Further, in Figures 7 and 8, only those functional
blocks are illustrated, which relate to any one of the
above-described methods, procedures and/or functions.
A skilled person will acknowledge the presence of any
other conventional functional blocks required for an op-
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eration of respective structural arrangements, such as
e.g. a power supply, a central processing unit, respective
memories or the like. Among others, one or more mem-
ories are provided for storing programs or program in-
structions for controlling or enabling the individual func-
tional entities or any combination thereof to operate as
described herein in relation to exemplifying embodi-
ments.
[0055] Figure 7 shows a schematic diagram illustrating
an example of a structure of apparatuses according to
at least one exemplifying embodiment of the present in-
vention.
[0056] As indicated in Figure 7, according to exempli-
fying embodiments of the present invention, an appara-
tus 500 may comprise at least one processor 510 and at
least one memory 520 (and possibly also at least one
interface 530), which may be operationally connected or
coupled, for example by a bus 540 or the like, respec-
tively.
[0057] The processor 510 of the apparatus 500 can be
any suitable computing means, including hardware cir-
cuitry and/or software code (e.g. stored in or read from
the memory 520). The interface 530 of the apparatus 500
can be a suitable transmitter, receiver or transceiver con-
nected to a network of computing equipment including
any kind of communication-enabled entities, apparatus-
es or devices. The interface 530 of the apparatus 500 is
generally configured to communicate with at least one
other apparatus, device, node or entity (in particular, the
interface thereof).
[0058] The memory 520 of the apparatus 500 may rep-
resent a (non-transitory/tangible) storage medium and
store respective software, programs, program products,
macros or applets, etc. or parts of them, which may be
assumed to comprise program instructions or computer
program code that, when executed by the respective
processor, enables the respective electronic device or
apparatus to operate in accordance with the exemplifying
embodiments of the present invention. Further, the mem-
ory 520 of the apparatus 500 may (comprise a database
to) store any data, information, or the like, which is used
in the operation of the apparatus.
[0059] In general terms, respective apparatuses
(and/or parts thereof) may represent means for perform-
ing respective operations and/or exhibiting respective
functionalities, and/or the respective devices (and/or
parts thereof) may have functions for performing respec-
tive operations and/or exhibiting respective functionali-
ties.
[0060] In view of the above, the thus illustrated appa-
ratus 500 is suitable for use in practicing one or more of
the exemplifying embodiments of the present invention,
as described herein.
[0061] When in the subsequent description it is stated
that the processor (or some other means) is configured
to perform some function, this is to be construed to be
equivalent to a description stating that a (i.e. at least one)
processor or corresponding circuitry, potentially in coop-

eration with a computer program code stored in the mem-
ory of the respective apparatus or otherwise available (it
should be appreciated that the memory may also be an
external memory or provided/realized by a cloud service
or the like), is configured to cause the apparatus to per-
form at least the thus mentioned function.
[0062] According to exemplifying embodiments of the
present invention, the thus illustrated apparatus 500 may
represent or realize/embody a (part of a) virtual manager
entity of a virtual network environment, also referred to
as virtual manager herein. Specifically, the thus illustrat-
ed apparatus 500 may be configured to perform a pro-
cedure and/or exhibit a functionality and/or implement a
mechanism, as described for the virtual manager in Fig-
ure 1 and/or for the cloud in any one of Figures 2 and 3
and/or for the VIM in any one of Figures 5 and 6 (while
it is to be noted that the thus described mechanism could
equally be realized by a VNF Manager or an EMS, or any
comparable entity, irrespective of its implementation or
related standard).
[0063] Accordingly, the apparatus 500 may be caused
or the apparatus 500 or its at least one processor 510
(possibly together with computer program code stored in
its at least one memory 520), in its most basic form, is
configured to provide a notification of requested snapshot
creation of a resource of a virtual machine entity in the
virtual network environment for the virtual machine entity,
obtain a result of snapshot preparation processing by the
virtual machine entity, and execute snapshot processing
on the basis of the obtained snapshot preparation result.
[0064] According to exemplifying embodiments of the
present invention, the thus illustrated apparatus 500 may
represent or realize/embody a (part of a) virtual machine
entity of a virtual network environment, also referred to
as virtual machine herein. Specifically, the thus illustrated
apparatus 500 may be configured to perform a procedure
and/or exhibit a functionality and/or implement a mech-
anism, as described for the machine in Figure 1 and/or
for the cloud in any one of Figures 2 and 3 and/or for the
VNFC X in any one of Figures 5 and 6 (while it is to be
noted that the thus described mechanism could equally
be realized by any comparable entity, irrespective of its
implementation or related standard).
[0065] Accordingly, the apparatus 500 may be caused
or the apparatus 500 or its at least one processor 510
(possibly together with computer program code stored in
its at least one memory 520), in its most basic form, is
configured to obtain a notification of requested snapshot
creation of a resource of the virtual machine entity from
a virtual manager entity of the virtual network environ-
ment, execute snapshot preparation processing in re-
sponse to the snapshot creation notification, and issue
a result of the snapshot preparation processing for the
virtual manager entity.
[0066] As mentioned above, any apparatus or entity
according to exemplifying embodiments of the present
invention may be structured by comprising respective
units or means for performing corresponding operations,
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procedures and/or functions. For example, such units or
means may be implemented/realized on the basis of an
apparatus structure, as exemplified in Figure 7, i.e. by
one or more processors 510, one or more memories 520,
one or more interfaces 530, or any combination thereof.
[0067] Figure 8 shows a schematic diagram illustrating
another example of a functional structure of apparatuses
according to at least one exemplifying embodiment of
the present invention.
[0068] It is to be noted that the individual apparatuses
shown in Figure 8 are inherently independent from each
other but could be operable to interwork, i.e. exemplifying
embodiments of the present invention cover any one of
these apparatuses alone or any combination of such ap-
paratuses (including one or more of any one of these
apparatuses).
[0069] As shown in Figure 8, an apparatus 600 accord-
ing to exemplifying embodiments of the present invention
may represent a (part of a) virtual manager entity of a
virtual network environment, also referred to as virtual
manager herein. Such apparatus may comprise (at least)
a unit or means for providing a notification of requested
snapshot creation of a resource of a virtual machine entity
in the virtual network environment for the virtual machine
entity (denoted as snapshot creation notification provid-
ing unit/means 610), a unit or means for obtaining a result
of snapshot preparation processing by the virtual ma-
chine entity (denoted as snapshot preparation process-
ing result obtaining unit/means 620), and a unit or means
for executing snapshot processing on the basis of the
obtained snapshot preparation result (denoted as snap-
shot processing executing unit/means 630).
[0070] As evident from the above, the snapshot
processing executing unit/means 630 may optionally
comprise a unit or means for performing snapshot crea-
tion (denoted as snapshot creation unit/means 640) and
a unit or means for rejecting snapshot creation (denoted
as snapshot rejection unit/means 650). Further, the ap-
paratus 600 may optionally also comprise a unit or means
for obtaining a request for snapshot creation and identi-
fying at least one of the virtual machine entity, the re-
source for snapshot creation and another entity for trans-
ferring the notification towards the virtual machine entity
on the basis of the obtained request (denoted as request
obtaining and identifying unit/means 660).
[0071] As shown in Figure 8, an apparatus 700 accord-
ing to exemplifying embodiments of the present invention
may represent a (part of a) virtual machine entity of a
virtual network environment, also referred to as virtual
machine herein. Such apparatus may comprise (at least)
a unit or means for obtaining a notification of requested
snapshot creation of a resource of the virtual machine
entity from a virtual manager entity of the virtual network
environment (denoted as snapshot creation notification
obtaining unit/means 710), a unit or means for executing
snapshot preparation processing in response to the
snapshot creation notification (denoted as snapshot
preparation processing executing unit/means 720), and

a unit or means for issuing a result of the snapshot prep-
aration processing for the virtual manager entity (denoted
as snapshot preparation processing issuing unit/means
730).
[0072] As evident from the above, the snapshot prep-
aration processing executing unit/means 720 may op-
tionally comprise a unit or means for performing snapshot
preparation (denoted as snapshot preparing unit/means
730) and a unit or means for denying snapshot prepara-
tion (denoted as snapshot preparation denying
unit/means 740). Further, the apparatus 700 may option-
ally also comprise a unit or means for obtaining a notifi-
cation of completed snapshot creation and executing
snapshot preparation cancellation in response to the
snapshot completion notification (denoted as snapshot
preparation cancellation executing unit/means 760).
[0073] For further details regarding the operabili-
ty/functionality of the individual apparatuses (or
units/means thereof) according to exemplifying embod-
iments of the present invention, reference is made to the
above description in connection with any one of Figures
1 to 6, respectively.
[0074] According to exemplifying embodiments of the
present invention, any one of the (at least one) processor,
the (at least one) memory and the (at least one) interface,
as well as any one of the illustrated units/means, may be
implemented as individual modules, chips, chipsets, cir-
cuitries or the like, or one or more of them can be imple-
mented as a common module, chip, chipset, circuitry or
the like, respectively.
[0075] According to exemplifying embodiments of the
present invention, a system may comprise any conceiv-
able combination of the thus depicted apparatuses
and/or entities, which are configured to cooperate as de-
scribed above.
[0076] In general, it is to be noted that respective func-
tional blocks or elements according to above-described
aspects can be implemented by any known means, either
in hardware and/or software, respectively, if it is only
adapted to perform the described functions of the respec-
tive parts. The mentioned method steps can be realized
in individual functional blocks or by individual devices, or
one or more of the method steps can be realized in a
single functional block or by a single device.
[0077] Generally, any method step is suitable to be im-
plemented as software or by hardware without changing
the idea of the present invention. Such software may be
software code independent and can be specified using
any known or future developed programming language,
such as e.g. Java, C++, C, and Assembler, as long as
the functionality defined by the method steps is pre-
served. Such hardware may be hardware type independ-
ent and can be implemented using any known or future
developed hardware technology or any hybrids of these,
such as MOS (Metal Oxide Semiconductor), CMOS
(Complementary MOS), BiMOS (Bipolar MOS), BiCMOS
(Bipolar CMOS), ECL (Emitter Coupled Logic), TTL
(Transistor-Transistor Logic), etc., using for example
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ASIC (Application Specific IC (Integrated Circuit)) com-
ponents, FPGA (Field-programmable Gate Arrays) com-
ponents, CPLD (Complex Programmable Logic Device)
components or DSP (Digital Signal Processor) compo-
nents. A device/apparatus may be represented by a sem-
iconductor chip, a chipset, or a (hardware) module com-
prising such chip or chipset; this, however, does not ex-
clude the possibility that a functionality of a device/appa-
ratus or module, instead of being hardware implemented,
be implemented as software in a (software) module such
as a computer program or a computer program product
comprising executable software code portions for exe-
cution/being run on a processor. A device may be re-
garded as a device/apparatus or as an assembly of more
than one device/apparatus, whether functionally in co-
operation with each other or functionally independently
of each other but in a same device housing, for example.
[0078] Apparatuses and/or units/means or parts there-
of can be implemented as individual devices, but this
does not exclude that they may be implemented in a dis-
tributed fashion throughout the system, as long as the
functionality of the device is preserved. Such and similar
principles are to be considered as known to a skilled per-
son.
[0079] Software in the sense of the present description
comprises software code as such comprising code
means or portions or a computer program or a computer
program product for performing the respective functions,
as well as software (or a computer program or a computer
program product) embodied on a tangible medium such
as a computer-readable (storage) medium having stored
thereon a respective data structure or code means/por-
tions or embodied in a signal or in a chip, potentially dur-
ing processing thereof.
[0080] In view of the above, there are provided meas-
ures for enabling/realizing efficient snapshot creation in
virtual network environment, especially for ensuring cre-
ation of consistent snapshots in an automated manner.
Such measures exemplarily comprise that a virtual man-
ager entity provides a notification of requested snapshot
creation of a resource of a virtual machine entity for the
virtual machine entity, the virtual machine entity executes
snapshot preparation processing in response to the
snapshot creation notification from the virtual manager
entity, and the virtual manager entity executes snapshot
processing on the basis of a snapshot preparation result
provided by the virtual machine entity.

List of acronyms and abbreviations

[0081]

3GPP 3rd Generation Partnership Project
API Application Programming Interface
BSS Business Support System
EMS Element Management System
ETSI European Telecommunications Standards In-

stitute

FS File System
LTE Long Term Evolution
NFV Network Functions Virtualization
NFVI Network Functions Virtualization Infrastruc-

ture
O&M Operations and Maintenance
OSS Operations Support System
SDN Software Defined Networking
VIM Virtual Infrastructure Manager
VM Virtual Machine
VNF Virtual Network Function
VNFC Virtual Network Function Component
VNFM Virtual Network Function Manager

Claims

1. A method comprising

providing, by a virtual manager entity of a virtual
network environment, a notification of requested
snapshot creation of a resource of a virtual ma-
chine entity in the virtual network environment
for the virtual machine entity, the notification of
requested snapshot creation being triggered by
an automatic event or a manual event at the vir-
tual manager entity or another entity communi-
catively coupled to the virtual manager entity,
obtaining, at the virtual manager entity, a result
of snapshot preparation processing by the vir-
tual machine entity, wherein the snapshot prep-
aration result indicates whether the virtual ma-
chine entity has performed or denied prepara-
tion for the requested snapshot creation, and
executing, by the virtual manager entity, snap-
shot processing on the basis of the obtained
snapshot preparation result, said snapshot
processing comprising:

when the snapshot preparation result indi-
cates that the virtual machine entity has per-
formed preparation for the requested snap-
shot creation, creating the requested snap-
shot, providing a notification of completed
snapshot creation after creating the re-
quested snapshot, and obtaining a snap-
shot preparation cancellation notification
from the virtual machine entity, wherein the
snapshot preparation cancellation notifica-
tion notifies the virtual manager entity that
the virtual machine entity operates normally
again, and
when the snapshot preparation result indi-
cates that the virtual machine entity has de-
nied preparation for the requested snapshot
creation, rejecting the requested snapshot,

wherein the requested snapshot refers to infor-
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mation relating to a network element virtualized
in the virtual machine entity.

2. The method according to claim 1, wherein

the virtual machine entity comprises a host sys-
tem and a guest system, wherein the guest sys-
tem is hosted by the host system,
the resource subject to requested snapshot cre-
ation belongs to the guest system of the virtual
machine entity, and
the guest system is configured to implement a
functionality of the network element virtualized
in the virtual machine entity.

3. The method according to any one of claims 1 to 2,
further comprising

obtaining, at the virtual manager entity, a re-
quest for snapshot creation, and
identifying, by the virtual manager entity, at least
one of the virtual machine entity, the resource
for snapshot creation and another entity for
transferring the notification towards the virtual
machine entity on the basis of the obtained re-
quest.

4. A method comprising

obtaining, at a virtual machine entity of a virtual
network environment, a notification of requested
snapshot creation of a resource of the virtual
machine entity from a virtual manager entity of
the virtual network environment,
executing, at the virtual machine entity, snap-
shot preparation processing in response to the
snapshot creation notification, said snapshot
preparation processing comprising:

determining whether preparation for the re-
quested snapshot and creation of the re-
quested snapshot are acceptable based on
one or more of: a current operating state of
the virtual machine entity, an ongoing oper-
ation of the virtual machine entity that is not
to be interrupted, or authorization of the no-
tification of requested snapshot creation,
when preparation for the requested snap-
shot and creation of the requested snapshot
are determined as acceptable, performing
preparation for the requested snapshot cre-
ation, and
when at least one of preparation for the re-
quested snapshot and creation of the re-
quested snapshot is determined as not ac-
ceptable, denying preparation for the re-
quested snapshot creation,

issuing, by the virtual machine entity, a result of
the snapshot preparation processing for the vir-
tual manager entity, wherein the snapshot prep-
aration result indicates whether the virtual ma-
chine entity has performed or denied prepara-
tion for the requested snapshot creation, and
shifting to a snapshot preparation mode when
executing the snapshot preparation processing,
and shifting from the snapshot preparation
mode again to a normal operation mode and is-
suing a snapshot preparation cancellation noti-
fication to the virtual manager entity upon can-
cellation of snapshot preparation,
wherein the requested snapshot refers to infor-
mation relating to a network element virtualized
in the virtual machine entity.

5. The method according to claim 4, wherein

when the resource subject to requested snap-
shot creation comprises a storage disk, prepa-
ration for the requested snapshot comprises at
least one of flushing one or more caches to the
storage disk, disabling write operations to the
storage disk and configuring clusters of a clus-
tered file system of the virtual machine entity,
and/or cancellation of preparation for the re-
quested snapshot comprises at least enabling
write operations to the storage disk, and/or
when the resource subject to requested snap-
shot creation comprises a memory, preparation
for the requested snapshot comprises at least
disabling write operations to the memory, and/or
cancellation of preparation for the requested
snapshot comprises at least enabling write op-
erations to the memory.

6. The method according to any one of claims 4 to 5,
wherein

the virtual machine entity comprises a host sys-
tem and a guest system, wherein the guest sys-
tem is hosted by the host system,
the resource subject to requested snapshot cre-
ation belongs to the guest system of the virtual
machine entity, and
the guest system is configured to implement a
functionality of the network element virtualized
in the virtual machine entity.

7. An apparatus comprising
at least one processor and at least one memory in-
cluding a computer program code, wherein the at
least one memory and the computer program code
are configured, with the at least one processor, to
cause the apparatus to perform at least the following:

providing, by a virtual manager entity of a virtual
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network environment, a notification of requested
snapshot creation of a resource of a virtual ma-
chine entity in the virtual network environment
for the virtual machine entity, the notification of
requested snapshot creation being triggered by
an automatic event or a manual event at the vir-
tual manager entity or another entity communi-
catively coupled to the virtual manager entity,
obtaining, at the virtual manager entity, a result
of snapshot preparation processing by the vir-
tual machine entity, wherein the snapshot prep-
aration result indicates whether the virtual ma-
chine entity has performed or denied prepara-
tion for the requested snapshot creation, and
executing, by the virtual manager entity, snap-
shot processing on the basis of the obtained
snapshot preparation result, said snapshot
processing comprising:

when the snapshot preparation result indi-
cates that the virtual machine entity has per-
formed preparation for the requested snap-
shot creation, creating the requested snap-
shot, providing a notification of completed
snapshot creation after creating the re-
quested snapshot, and obtaining a snap-
shot preparation cancellation notification
from the virtual machine entity, wherein the
snapshot preparation cancellation notifica-
tion notifies the virtual manager entity that
the virtual machine entity operates normally
again, and
when the snapshot preparation result indi-
cates that the virtual machine entity has de-
nied preparation for the requested snapshot
creation, rejecting the requested snapshot,

wherein the requested snapshot refers to infor-
mation relating to a network element virtualized
in the virtual machine entity.

8. The apparatus according to claim 7, wherein

the virtual machine entity comprises a host sys-
tem and a guest system, wherein the guest sys-
tem is hosted by the host system, and
the resource subject to requested snapshot cre-
ation belongs to the guest system of the virtual
machine entity, and
the guest system is configured to implement a
functionality of the network element virtualized
in the virtual machine entity.

9. The apparatus according to any one of claims 7 to
8, wherein the at least one memory and the computer
program code are configured, with the at least one
processor, to cause the apparatus to perform:

obtaining, at the virtual manager entity, a re-
quest for snapshot creation, and
identifying, by the virtual manager entity, at least
one of the virtual machine entity, the resource
for snapshot creation and another entity for
transferring the notification towards the virtual
machine entity on the basis of the obtained re-
quest.

10. An apparatus comprising
at least one processor and at least one memory in-
cluding a computer program code, wherein the at
least one memory and the computer program code
are configured, with the at least one processor, to
cause the apparatus to perform at least the following:

obtaining, at a virtual machine entity of a virtual
network environment, a notification of requested
snapshot creation of a resource of the virtual
machine entity from a virtual manager entity of
the virtual network environment,
executing, at the virtual machine entity, snap-
shot preparation processing in response to the
snapshot creation notification, said snapshot
preparation processing comprising:

determining whether preparation for the re-
quested snapshot and creation of the re-
quested snapshot are acceptable based on
one or more of: a current operating state of
the virtual machine entity, an ongoing oper-
ation of the virtual machine entity that is not
to be interrupted, or authorization of the no-
tification of requested snapshot creation,
when preparation for the requested snap-
shot and creation of the requested snapshot
are determined as acceptable, performing
preparation for the requested snapshot cre-
ation, and
when at least one of preparation for the re-
quested snapshot and creation of the re-
quested snapshot is determined as not ac-
ceptable, denying preparation for the re-
quested snapshot creation,

issuing, by the virtual machine entity, a result of
the snapshot preparation processing for the vir-
tual manager entity, wherein the snapshot prep-
aration result indicates whether the virtual ma-
chine entity has performed or denied prepara-
tion for the requested snapshot creation, and
shifting to a snapshot preparation mode when
executing the snapshot preparation processing,
and shifting from the snapshot preparation
mode again to a normal operation mode and is-
suing a snapshot preparation cancellation noti-
fication to the virtual manager entity upon can-
cellation of snapshot preparation,
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wherein the requested snapshot refers to infor-
mation relating to a network element virtualized
in the virtual machine entity.

11. The apparatus according to claim 10, wherein

when the resource subject to requested snap-
shot creation comprises a storage disk, prepa-
ration for the requested snapshot comprises at
least one of flushing one or more caches to the
storage disk, disabling write operations to the
storage disk and configuring clusters of a clus-
tered file system of the virtual machine entity,
and/or cancellation of preparation for the re-
quested snapshot comprises at least enabling
write operations to the storage disk, and/or
when the resource subject to requested snap-
shot creation comprises a memory, preparation
for the requested snapshot comprises at least
disabling write operations to the memory, and/or
cancellation of preparation for the requested
snapshot comprises at least enabling write op-
erations to the memory.

12. The apparatus according to any one of claims 10 to
11, wherein

the virtual machine entity comprises a host sys-
tem and a guest system, wherein the guest sys-
tem is hosted by the host system,
the resource subject to requested snapshot cre-
ation belongs to the guest system of the virtual
machine entity, and
the guest system is configured to implement a
functionality of the network element virtualized
in the virtual machine entity.

13. A computer program product comprising computer
program code which, when the computer program
code is executed on a computer, is configured to
cause the computer to carry out the method accord-
ing to any one of claims 1 to 3 or any one of claims
4 to 6.

Patentansprüche

1. Verfahren, das Folgendes umfasst

Bereitstellen einer Benachrichtigung zu einer
angeforderten Schnappschusserstellung einer
Ressource einer virtuellen Maschinenentität in
einer virtuellen Netzwerkumgebung für die vir-
tuelle Maschinenentität durch eine virtuelle Ver-
walterentität der virtuellen Netzwerkumgebung,
wobei die Benachrichtigung zu einer angefor-
derten Schnappschusserstellung von einem au-
tomatischen Ereignis oder einem manuellen Er-

eignis bei der virtuellen Verwalterentität oder ei-
ner anderen Entität, die kommunikativ an die vir-
tuelle Verwalterentität gekoppelt ist, ausgelöst
wird,
Erhalten eines Ergebnisses einer Schnapp-
schussvorbereitungsverarbeitung durch die vir-
tuelle Maschinenentität an der virtuellen Verwal-
terentität, wobei das Schnappschussvorberei-
tungsergebnis anzeigt, ob die virtuelle Maschi-
nenentität eine Vorbereitung für die angeforder-
te Schnappschusserstellung durchgeführt oder
zurückgewiesen hat, und
Ausführen einer Schnappschussverarbeitung
durch die virtuelle Verwalterentität auf Basis des
erhaltenen Schnappschussvorbereitungser-
gebnisses, wobei die Schnappschussverarbei-
tung Folgendes umfasst:

wenn das Schnappschussvorbereitungser-
gebnis anzeigt, dass die virtuelle Maschi-
nenentität eine Vorbereitung für die ange-
forderte Schnappschusserstellung durch-
geführt hat, Erstellen des angeforderten
Schnappschusses, Bereitstellen einer Be-
nachrichtigung zur abgeschlossenen
Schnappschusserstellung nach Erstellen
des angeforderten Schnappschusses, und
Erhalten einer Benachrichtigung zu einem
Schnappschussvorbereitungsabbruch von
der virtuellen Maschinenentität, wobei die
Benachrichtigung zum Schnappschussvor-
bereitungsabbruch die virtuelle Verwalter-
entität darüber benachrichtigt, dass die vir-
tuelle Maschinenentität wieder normal be-
trieben wird, und
wenn das Schnappschussvorbereitungser-
gebnis anzeigt, dass die virtuelle Maschi-
nenentität die Vorbereitung für die angefor-
derte Schnappschusserstellung zurückge-
wiesen hat, Abweisen des angeforderten
Schnappschusses,
wobei sich der angeforderte Schnapp-
schuss auf Informationen bezieht, die ein
Netzwerkelement betreffen, das in der vir-
tuellen Maschinenentität virtualisiert ist.

2. Verfahren nach Anspruch 1, wobei

die virtuelle Maschinenentität ein Hostsystem
und ein Gastsystem umfasst, wobei das Gast-
system vom Hostsystem gehostet wird,
die Ressource, die einer angeforderten
Schnappschusserstellung unterzogen wird,
zum Gastsystem der virtuellen Maschinenenti-
tät gehört, und
das Gastsystem dazu ausgelegt ist, eine Funk-
tionalität des in der virtuellen Maschinenentität
virtualisierten Netzwerkelements zu implemen-
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tieren.

3. Verfahren nach einem der Ansprüche 1 bis 2, das
ferner Folgendes umfasst

Erhalten einer Anforderung zur Schnappschus-
serstellung an der virtuellen Verwalterentität,
und
Identifizieren von mindestens einem der virtuel-
len Maschinenentität, der Ressource für eine
Schnappschusserstellung und einer anderen
Entität zum Übermitteln der Benachrichtigung
auf Basis der erhaltenen Anforderung zur virtu-
ellen Maschinenentität durch die virtuelle Ver-
walterentität.

4. Verfahren, das Folgendes umfasst

Erhalten einer Benachrichtigung zu einer ange-
forderten Schnappschusserstellung einer Res-
source einer virtuellen Maschinenentität an der
virtuellen Maschinenentität einer virtuellen
Netzwerkumgebung von einer virtuellen Ver-
walterentität der virtuellen Netzwerkumgebung,
Ausführen einer Schnappschussvorbereitungs-
verarbeitung an der virtuellen Maschinenentität
in Reaktion auf die Benachrichtigung zur
Schnappschusserstellung, wobei die Schnapp-
schussvorbereitungsverarbeitung Folgendes
umfasst:

Bestimmen auf Basis von einem oder meh-
reren von Folgendem, ob eine Vorbereitung
für den angeforderten Schnappschuss und
eine Erstellung des angeforderten
Schnappschusses akzeptabel sind: einem
aktuellen Betriebsstatus der virtuellen Ma-
schinenentität, einem laufenden Betrieb der
virtuellen Maschinenentität, der nicht unter-
brochen werden darf, oder einer Autorisie-
rung der Benachrichtigung zur angeforder-
ten Schnappschusserstellung,
wenn bestimmt wird, dass eine Vorberei-
tung für den angeforderten Schnappschuss
und eine Erstellung des angeforderten
Schnappschusses akzeptabel sind, Durch-
führen einer Vorbereitung für die angefor-
derte Schnappschusserstellung, und
wenn bestimmt wird, dass mindestens ei-
nes einer Vorbereitung für den angeforder-
ten Schnappschuss und einer Erstellung
des angeforderten Schnappschusses nicht
akzeptabel ist, Zurückweisen einer Vorbe-
reitung für die angeforderte Schnappschus-
serstellung,
Ausgeben eines Ergebnisses der Schnapp-
schussvorbereitungsverarbeitung durch
die virtuelle Maschinenentität für die virtu-

elle Verwalterentität, wobei das Schnapp-
schussvorbereitungsergebnis anzeigt, ob
die virtuelle Maschinenentität eine Vorbe-
reitung für die angeforderte Schnappschus-
serstellung durchgeführt oder zurückgewie-
sen hat, und
Wechseln in einen Schnappschussvorbe-
reitungsmodus, wenn die Schnappschuss-
vorbereitungsverarbeitung ausgeführt wird,
und Wechseln vom Schnappschussvorbe-
reitungsmodus wieder zu einem normalen
Betriebsmodus und Ausgeben einer Be-
nachrichtigung zu einem Schnappschuss-
vorbereitungsabbruch für die virtuelle Ver-
walterentität nach Abbruch der Schnapp-
schusserstellung,
wobei sich der angeforderte Schnapp-
schuss auf Informationen bezieht, die ein
Netzwerkelement betreffen, das in der vir-
tuellen Maschinenentität virtualisiert ist.

5. Verfahren nach Anspruch 4, wobei

wenn die Ressource, die der angeforderten
Schnappschusserstellung unterzogen wird, ei-
ne Speicherplatte umfasst, die Vorbereitung für
den angeforderten Schnappschuss mindestens
eines von einem Entleeren von einem oder meh-
reren Caches auf die Speicherplatte, Deaktivie-
ren von Schreiboperationen auf der Speicher-
platte und Auslegen von Clustern eines geclus-
terten Dateisystems der virtuellen Maschinen-
entität umfasst, und/oder der Abbruch der Vor-
bereitung für den angeforderten Schnapp-
schuss mindestens das Aktivieren von Schrei-
boperationen auf der Speicherplatte umfasst,
und/oder
wenn die Ressource, die der angeforderten
Schnappschusserstellung unterzogen wird, ei-
nen Speicher umfasst, die Vorbereitung für den
angeforderten Schnappschuss mindestens das
Deaktivieren von Schreiboperationen im Spei-
cher umfasst, und/oder der Abbruch der Vorbe-
reitung für den angeforderten Schnappschuss
mindestens das Aktivieren von Schreiboperati-
onen im Speicher umfasst.

6. Verfahren nach einem der Ansprüche 4 bis 5, wobei

die virtuelle Maschinenentität ein Hostsystem
und ein Gastsystem umfasst, wobei das Gast-
system vom Hostsystem gehostet wird,
die Ressource, die einer angeforderten
Schnappschusserstellung unterzogen wird,
zum Gastsystem der virtuellen Maschinenenti-
tät gehört, und
das Gastsystem dazu ausgelegt ist, eine Funk-
tionalität des in der virtuellen Maschinenentität
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virtualisierten Netzwerkelements zu implemen-
tieren.

7. Vorrichtung, die Folgendes umfasst
mindestens einen Prozessor und mindestens einen
Speicher, der einen Computerprogrammcode bein-
haltet, wobei der mindestens eine Speicher und der
Computerprogrammcode dazu ausgelegt sind, die
Vorrichtung mit dem mindestens einen Prozessor zu
veranlassen, mindestens Folgendes durchzuführen:

Bereitstellen einer Benachrichtigung zu einer
angeforderten Schnappschusserstellung einer
Ressource einer virtuellen Maschinenentität in
einer virtuellen Netzwerkumgebung für die vir-
tuelle Maschinenentität durch eine virtuelle Ver-
walterentität der virtuellen Netzwerkumgebung,
wobei die Benachrichtigung zu einer angefor-
derten Schnappschusserstellung von einem au-
tomatischen Ereignis oder einem manuellen Er-
eignis bei der virtuellen Verwalterentität oder ei-
ner anderen Entität, die kommunikativ an die vir-
tuelle Verwalterentität gekoppelt ist, ausgelöst
wird,
Erhalten eines Ergebnisses einer Schnapp-
schussvorbereitungsverarbeitung durch die vir-
tuelle Maschinenentität an der virtuellen Verwal-
terentität, wobei das Schnappschussvorberei-
tungsergebnis anzeigt, ob die virtuelle Maschi-
nenentität eine Vorbereitung für die angeforder-
te Schnappschusserstellung durchgeführt oder
zurückgewiesen hat, und
Ausführen einer Schnappschussverarbeitung
durch die virtuelle Verwalterentität auf Basis des
erhaltenen Schnappschussvorbereitungser-
gebnisses, wobei die Schnappschussverarbei-
tung Folgendes umfasst:

wenn das Schnappschussvorbereitungser-
gebnis anzeigt, dass die virtuelle Maschi-
nenentität eine Vorbereitung für die ange-
forderte Schnappschusserstellung durch-
geführt hat, Erstellen des angeforderten
Schnappschusses, Bereitstellen einer Be-
nachrichtigung zur abgeschlossenen
Schnappschusserstellung nach Erstellen
des angeforderten Schnappschusses und
Erhalten einer Benachrichtigung zu einem
Schnappschussvorbereitungsabbruch von
der virtuellen Maschinenentität, wobei die
Benachrichtigung zum Schnappschussvor-
bereitungsabbruch die virtuelle Verwalter-
entität darüber benachrichtigt, dass die vir-
tuelle Maschinenentität wieder normal be-
trieben wird, und
wenn das Schnappschussvorbereitungser-
gebnis anzeigt, dass die virtuelle Maschi-
nenentität die Vorbereitung für die angefor-

derte Schnappschusserstellung zurückge-
wiesen hat, Abweisen des angeforderten
Schnappschusses,
wobei sich der angeforderte Schnapp-
schuss auf Informationen bezieht, die ein
Netzwerkelement betreffen, das in der vir-
tuellen Maschinenentität virtualisiert ist.

8. Vorrichtung nach Anspruch 7, wobei

die virtuelle Maschinenentität ein Hostsystem
und ein Gastsystem umfasst, wobei das Gast-
system vom Hostsystem gehostet wird, und
die Ressource, die einer angeforderten
Schnappschusserstellung unterzogen wird,
zum Gastsystem der virtuellen Maschinenenti-
tät gehört, und
das Gastsystem dazu ausgelegt ist, eine Funk-
tionalität des in der virtuellen Maschinenentität
virtualisierten Netzwerkelements zu implemen-
tieren.

9. Vorrichtung nach einem der Ansprüche 7 bis 8, wo-
bei der mindestens eine Speicher und der Compu-
terprogrammcode dazu ausgelegt sind, die Vorrich-
tung mit dem mindestens einen Prozessor zu ver-
anlassen, Folgendes durchzuführen:

Erhalten einer Anforderung zur Schnappschus-
serstellung an der virtuellen Verwalterentität,
und
Identifizieren von mindestens einem der virtuel-
len Maschinenentität, der Ressource für eine
Schnappschusserstellung und einer anderen
Entität zum Übermitteln der Benachrichtigung
auf Basis der erhaltenen Anforderung zur virtu-
ellen Maschinenentität durch die virtuelle Ver-
walterentität.

10. Vorrichtung, die Folgendes umfasst
mindestens einen Prozessor und mindestens einen
Speicher, der einen Computerprogrammcode bein-
haltet, wobei der mindestens eine Speicher und der
Computerprogrammcode dazu ausgelegt sind, die
Vorrichtung mit dem mindestens einen Prozessor zu
veranlassen, mindestens Folgendes durchzuführen:

Erhalten einer Benachrichtigung zu einer ange-
forderten Schnappschusserstellung einer Res-
source einer virtuellen Maschinenentität an der
virtuellen Maschinenentität einer virtuellen
Netzwerkumgebung von einer virtuellen Ver-
walterentität der virtuellen Netzwerkumgebung,
Ausführen einer Schnappschussvorbereitungs-
verarbeitung an der virtuellen Maschinenentität
in Reaktion auf die Benachrichtigung zur
Schnappschusserstellung, wobei die Schnapp-
schussvorbereitungsverarbeitung Folgendes
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umfasst:

Bestimmen auf Basis von einem oder meh-
reren von Folgendem, ob eine Vorbereitung
für den angeforderten Schnappschuss und
eine Erstellung des angeforderten
Schnappschusses akzeptabel sind: einem
aktuellen Betriebsstatus der virtuellen Ma-
schinenentität, einem laufenden Betrieb der
virtuellen Maschinenentität, der nicht unter-
brochen werden darf, oder einer Autorisie-
rung der Benachrichtigung zur angeforder-
ten Schnappschusserstellung,
wenn bestimmt wird, dass eine Vorberei-
tung für den angeforderten Schnappschuss
und eine Erstellung des angeforderten
Schnappschusses akzeptabel sind, Durch-
führen einer Vorbereitung für die angefor-
derte Schnappschusserstellung und
wenn bestimmt wird, dass mindestens ei-
nes einer Vorbereitung für den angeforder-
ten Schnappschuss und einer Erstellung
des angeforderten Schnappschusses nicht
akzeptabel ist, Zurückweisen einer Vorbe-
reitung für die angeforderte Schnappschus-
serstellung,
Ausgeben eines Ergebnisses der Schnapp-
schussvorbereitungsverarbeitung durch
die virtuelle Maschinenentität für die virtu-
elle Verwalterentität, wobei das Schnapp-
schussvorbereitungsergebnis anzeigt, ob
die virtuelle Maschinenentität eine Vorbe-
reitung für die angeforderte Schnappschus-
serstellung durchgeführt oder zurückgewie-
sen hat, und
Wechseln in einen Schnappschussvorbe-
reitungsmodus, wenn die Schnappschuss-
vorbereitungsverarbeitung ausgeführt wird,
und Wechseln vom Schnappschussvorbe-
reitungsmodus wieder zu einem normalen
Betriebsmodus und Ausgeben einer Be-
nachrichtigung zu einem Schnappschuss-
vorbereitungsabbruch für die virtuelle Ver-
walterentität nach Abbruch der Schnapp-
schusserstellung,
wobei sich der angeforderte Schnapp-
schuss auf Informationen bezieht, die ein
Netzwerkelement betreffen, das in der vir-
tuellen Maschinenentität virtualisiert ist.

11. Vorrichtung nach Anspruch 10, wobei

wenn die Ressource, die der angeforderten
Schnappschusserstellung unterzogen wird, ei-
ne Speicherplatte umfasst, die Vorbereitung für
den angeforderten Schnappschuss mindestens
eines von einem Entleeren von einem oder meh-
reren Caches auf die Speicherplatte, Deaktivie-

ren von Schreiboperationen auf der Speicher-
platte und Auslegen von Clustern eines geclus-
terten Dateisystems der virtuellen Maschinen-
entität umfasst, und/oder der Abbruch der Vor-
bereitung für den angeforderten Schnapp-
schuss mindestens das Aktivieren von Schrei-
boperationen auf der Speicherplatte umfasst,
und/oder
wenn die Ressource, die der angeforderten
Schnappschusserstellung unterzogen wird, ei-
nen Speicher umfasst, die Vorbereitung für den
angeforderten Schnappschuss mindestens das
Deaktivieren von Schreiboperationen im Spei-
cher umfasst, und/oder der Abbruch der Vorbe-
reitung für den angeforderten Schnappschuss
mindestens das Aktivieren von Schreiboperati-
onen im Speicher umfasst.

12. Vorrichtung nach einem der Ansprüche 10 bis 11,
wobei

die virtuelle Maschinenentität ein Hostsystem
und ein Gastsystem umfasst, wobei das Gast-
system vom Hostsystem gehostet wird,
die Ressource, die einer angeforderten
Schnappschusserstellung unterzogen wird,
zum Gastsystem der virtuellen Maschinenenti-
tät gehört, und
das Gastsystem dazu ausgelegt ist, eine Funk-
tionalität des in der virtuellen Maschinenentität
virtualisierten Netzwerkelements zu implemen-
tieren.

13. Computerprogrammprodukt, das einen Computer-
programmcode umfasst, der, wenn der Computer-
programmcode auf einem Computer ausgeführt
wird, dazu ausgelegt ist, den Computer zu veranlas-
sen, das Verfahren nach einem der Ansprüche 1 bis
3 oder einem der Ansprüche 4 bis 6 umzusetzen.

Revendications

1. Procédé comprenant les étapes suivantes

fournir, par une entité de gestion virtuelle d’un
environnement de réseau virtuel, une notifica-
tion d’une création d’instantané demandé d’une
ressource d’une entité de machine virtuelle dans
l’environnement de réseau virtuel pour l’entité
de machine virtuelle, la notification d’une créa-
tion d’instantané demandé étant déclenchée par
un événement automatique ou un événement
manuel au niveau de l’entité de gestion virtuelle
ou d’une autre entité couplée de manière com-
municative à l’entité de gestion virtuelle,
obtenir, au niveau de l’entité de gestion virtuelle,
un résultat d’un traitement de préparation d’ins-
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tantané par l’entité de machine virtuelle, dans
lequel le résultat de préparation d’instantané in-
dique si l’entité de machine virtuelle a effectué
ou a refusé la préparation de la création d’ins-
tantané demandé, et
exécuter, par l’entité de gestion virtuelle, un trai-
tement d’instantané sur la base du résultat de
préparation d’instantané obtenu, ledit traitement
d’instantané comprenant :

lorsque le résultat de préparation d’instan-
tané indique que l’entité de machine virtuel-
le a effectué la préparation de la création
d’instantané demandé, créer l’instantané
demandé, fournir une notification d’une
création d’instantané terminée après la
création de l’instantané demandé et obtenir
une notification d’annulation de préparation
d’instantané de l’entité de machine virtuelle,
dans lequel la notification d’annulation de
préparation d’instantané notifie à l’entité de
gestion virtuelle que l’entité de machine vir-
tuelle fonctionne à nouveau normalement,
et
lorsque le résultat de préparation d’instan-
tané indique que l’entité de machine virtuel-
le a refusé la préparation de la création
d’instantané demandé, rejeter l’instantané
demandé,
dans lequel l’instantané demandé se réfère
à des informations relatives à un élément
de réseau virtualisé dans l’entité de machi-
ne virtuelle.

2. Procédé selon la revendication 1, dans lequel

l’entité de machine virtuelle comprend un sys-
tème hôte et un système invité, dans lequel le
système invité est hébergé par le système hôte,
la ressource soumise à une création d’instanta-
né demandé appartient au système invité de
l’entité de machine virtuelle, et
le système invité est configuré pour mettre en
œuvre une fonctionnalité de l’élément de réseau
virtualisé dans l’entité de machine virtuelle.

3. Procédé selon l’une quelconque des revendications
1 et 2, comprenant en outre les étapes suivantes

obtenir, au niveau de l’entité de gestion virtuelle,
une demande de création d’instantané, et
identifier, par l’entité de gestion virtuelle, au
moins une parmi l’entité de machine virtuelle, la
ressource pour la création d’instantané et une
autre entité pour le transfert de la notification à
l’entité de machine virtuelle sur la base de la
demande obtenue.

4. Procédé comprenant les étapes suivantes

obtenir, au niveau d’une entité de machine vir-
tuelle d’un environnement de réseau virtuel, une
notification d’une création d’instantané deman-
dé d’une ressource de l’entité de machine vir-
tuelle à partir d’une entité de gestion virtuelle de
l’environnement de réseau virtuel,
exécuter, au niveau de l’entité de machine vir-
tuelle, un traitement de préparation d’instantané
en réponse à la notification de création d’instan-
tané, ledit traitement de préparation d’instanta-
né comprenant les étapes suivantes :

déterminer si la préparation de l’instantané
demandé et la création de l’instantané de-
mandé sont acceptables sur la base d’un
ou plusieurs parmi : un état de fonctionne-
ment actuel de l’entité de machine virtuelle,
une opération en cours de l’entité de ma-
chine virtuelle qui ne doit pas être interrom-
pue ou une autorisation de la notification
d’une création d’instantané demandé,
si la préparation de l’instantané demandé
et la création de l’instantané demandé sont
déterminées comme étant acceptables, ef-
fectuer la préparation de la création d’ins-
tantané demandé, et
si au moins une parmi la préparation de
l’instantané demandé et la création de l’ins-
tantané demandé est déterminée comme
n’étant pas acceptable, refuser la prépara-
tion de la création d’instantané demandé,
émettre, par l’entité de machine virtuelle, un
résultat du traitement de préparation d’ins-
tantané pour l’entité de gestion virtuelle,
dans lequel le résultat de préparation d’ins-
tantané indique si l’entité de machine vir-
tuelle a effectué ou a refusé la préparation
de la création d’instantané demandé, et
passer à un mode de préparation d’instan-
tané lors de l’exécution du traitement de
préparation d’instantané, et revenir du mo-
de de préparation d’instantané à un mode
de fonctionnement normal et émettre une
notification d’annulation de préparation
d’instantané pour l’entité de gestion virtuelle
à l’annulation de la préparation d’instanta-
né,
dans lequel l’instantané demandé se réfère
à des informations relatives à un élément
de réseau virtualisé dans l’entité de machi-
ne virtuelle.

5. Procédé selon la revendication 4, dans lequel

lorsque la ressource soumise à une création
d’instantané demandé comprend un disque de
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stockage, la préparation de l’instantané deman-
dé comprend au moins un parmi le vidage d’un
ou plusieurs caches dans le disque de stockage,
la désactivation d’opérations d’écriture dans le
disque de stockage et la configuration de grap-
pes d’un système de fichiers en grappe de l’en-
tité de machine virtuelle, et/ou l’annulation de la
préparation de l’instantané demandé comprend
au moins l’activation d’opérations d’écriture
dans le disque de stockage, et/ou
lorsque la ressource soumise à une création
d’instantané demandé comprend une mémoire,
la préparation de l’instantané demandé com-
prend au moins la désactivation d’opérations
d’écriture dans la mémoire, et/ou l’annulation de
la préparation de l’instantané demandé com-
prend au moins l’activation d’opérations d’écri-
ture dans la mémoire.

6. Procédé selon l’une quelconque des revendications
4 et 5, dans lequel

l’entité de machine virtuelle comprend un sys-
tème hôte et un système invité, dans lequel le
système invité est hébergé par le système hôte,
la ressource soumise à une création d’instanta-
né demandé appartient au système invité de
l’entité de machine virtuelle, et
le système invité est configuré pour mettre en
œuvre une fonctionnalité de l’élément de réseau
virtualisé dans l’entité de machine virtuelle.

7. Appareil comprenant
au moins un processeur et au moins une mémoire
comportant un code de programme informatique,
dans lequel l’au moins une mémoire et le code de
programme informatique sont configurés, avec l’au
moins un processeur, pour amener l’appareil à ef-
fectuer au moins ce qui suit :

fournir, par une entité de gestion virtuelle d’un
environnement de réseau virtuel, une notifica-
tion d’une création d’instantané demandé d’une
ressource d’une entité de machine virtuelle dans
l’environnement de réseau virtuel pour l’entité
de machine virtuelle, la notification d’une créa-
tion d’instantané demandé étant déclenchée par
un événement automatique ou un événement
manuel au niveau de l’entité de gestion virtuelle
ou d’une autre entité couplée de manière com-
municative à l’entité de gestion virtuelle,
obtenir, au niveau de l’entité de gestion virtuelle,
un résultat d’un traitement de préparation d’ins-
tantané par l’entité de machine virtuelle, dans
lequel le résultat de préparation d’instantané in-
dique si l’entité de machine virtuelle a effectué
ou a refusé la préparation de la création d’ins-
tantané demandé, et

exécuter, par l’entité de gestion virtuelle, un trai-
tement d’instantané sur la base du résultat de
préparation d’instantané obtenu, ledit traitement
d’instantané comprenant :

lorsque le résultat de préparation d’instan-
tané indique que l’entité de machine virtuel-
le a effectué la préparation de la création
d’instantané demandé, créer l’instantané
demandé, fournir une notification d’une
création d’instantané terminée après la
création de l’instantané demandé et obtenir
une notification d’annulation de préparation
d’instantané de l’entité de machine virtuelle,
dans lequel la notification d’annulation de
préparation d’instantané notifie à l’entité de
gestion virtuelle que l’entité de machine vir-
tuelle fonctionne à nouveau normalement,
et
lorsque le résultat de préparation d’instan-
tané indique que l’entité de machine virtuel-
le a refusé la préparation de la création
d’instantané demandé, rejeter l’instantané
demandé,
dans lequel l’instantané demandé se réfère
à des informations relatives à un élément
de réseau virtualisé dans l’entité de machi-
ne virtuelle.

8. Appareil selon la revendication 7, dans lequel

l’entité de machine virtuelle comprend un sys-
tème hôte et un système invité, dans lequel le
système invité est hébergé par le système hôte,
et
la ressource soumise à une création d’instanta-
né demandé appartient au système invité de
l’entité de machine virtuelle, et
le système invité est configuré pour mettre en
oeuvre une fonctionnalité de l’élément de ré-
seau virtualisé dans l’entité de machine virtuelle.

9. Appareil selon l’une quelconque des revendications
7 et 8, dans lequel l’au moins une mémoire et le code
de programme informatique sont configurés, avec
l’au moins un processeur, pour amener l’appareil à
effectuer ce qui suit :

obtenir, au niveau de l’entité de gestion virtuelle,
une demande de création d’instantané, et
identifier, par l’entité de gestion virtuelle, au
moins une parmi l’entité de machine virtuelle, la
ressource pour la création d’instantané et une
autre entité pour le transfert de la notification à
l’entité de machine virtuelle sur la base de la
demande obtenue.

10. Appareil comprenant
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au moins un processeur et au moins une mémoire
comportant un code de programme informatique,
dans lequel l’au moins une mémoire et le code de
programme informatique sont configurés, avec l’au
moins un processeur, pour amener l’appareil à ef-
fectuer au moins ce qui suit :

obtenir, au niveau d’une entité de machine vir-
tuelle d’un environnement de réseau virtuel, une
notification d’une création d’instantané deman-
dé d’une ressource de l’entité de machine vir-
tuelle à partir d’une entité de gestion virtuelle de
l’environnement de réseau virtuel,
exécuter, au niveau de l’entité de machine vir-
tuelle, un traitement de préparation d’instantané
en réponse à la notification de création d’instan-
tané, ledit traitement de préparation d’instanta-
né comprenant les étapes suivantes :

déterminer si la préparation de l’instantané
demandé et la création de l’instantané de-
mandé sont acceptables sur la base d’un
ou plusieurs parmi : un état de fonctionne-
ment actuel de l’entité de machine virtuelle,
une opération en cours de l’entité de ma-
chine virtuelle qui ne doit pas être interrom-
pue ou une autorisation de la notification
d’une création d’instantané demandé,
si la préparation de l’instantané demandé
et la création de l’instantané demandé sont
déterminées comme étant acceptables, ef-
fectuer la préparation de la création d’ins-
tantané demandé, et
si au moins une parmi la préparation de
l’instantané demandé et la création de l’ins-
tantané demandé est déterminée comme
n’étant pas acceptable, refuser la prépara-
tion de la création d’instantané demandé,
émettre, par l’entité de machine virtuelle, un
résultat du traitement de préparation d’ins-
tantané pour l’entité de gestion virtuelle,
dans lequel le résultat de préparation d’ins-
tantané indique si l’entité de machine vir-
tuelle a effectué ou a refusé la préparation
de la création d’instantané demandé, et
passer à un mode de préparation d’instan-
tané lors de l’exécution du traitement de
préparation d’instantané, et revenir du mo-
de de préparation d’instantané à un mode
de fonctionnement normal et émettre une
notification d’annulation de préparation
d’instantané pour l’entité de gestion virtuelle
à l’annulation de la préparation d’instanta-
né,
dans lequel l’instantané demandé se réfère
à des informations relatives à un élément
de réseau virtualisé dans l’entité de machi-
ne virtuelle.

11. Appareil selon la revendication 10, dans lequel

lorsque la ressource soumise à une création
d’instantané demandé comprend un disque de
stockage, la préparation de l’instantané deman-
dé comprend au moins un parmi le vidage d’un
ou plusieurs caches dans le disque de stockage,
la désactivation d’opérations d’écriture dans le
disque de stockage et la configuration de grap-
pes d’un système de fichiers en grappe de l’en-
tité de machine virtuelle, et/ou l’annulation de la
préparation de l’instantané demandé comprend
au moins l’activation d’opérations d’écriture
dans le disque de stockage, et/ou
lorsque la ressource soumise à une création
d’instantané demandé comprend une mémoire,
la préparation de l’instantané demandé com-
prend au moins la désactivation d’opérations
d’écriture dans la mémoire, et/ou l’annulation de
la préparation de l’instantané demandé com-
prend au moins l’activation d’opérations d’écri-
ture dans la mémoire.

12. Appareil selon l’une quelconque des revendications
10 et 11, dans lequel

l’entité de machine virtuelle comprend un sys-
tème hôte et un système invité, dans lequel le
système invité est hébergé par le système hôte,
la ressource soumise à une création d’instanta-
né demandé appartient au système invité de
l’entité de machine virtuelle, et
le système invité est configuré pour mettre en
oeuvre une fonctionnalité de l’élément de ré-
seau virtualisé dans l’entité de machine virtuelle.

13. Produit de programme informatique comprenant un
code de programme informatique qui, lorsque le co-
de de programme informatique est exécuté sur un
ordinateur, est configuré pour amener l’ordinateur à
mettre en oeuvre le procédé selon l’une quelconque
des revendications 1 à 3 ou l’une quelconque des
revendications 4 à 6.
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