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Description

BACKGROUND

[0001] Multiple applications running on a computer
system share the need for certain system resources such
as, but not limited to, central processing unit (CPU) time,
memory (particularly but not limited to random access
memory (RAM), input/output (I/O) bus operations, and
even other applications or processes. A problem can oc-
cur if too many applications, even if well-behaved, are
competing for a shared system resource, or if an appli-
cation is not well-behaved and attempts to consume an
excessive portion of the shared system resource(s).
[0002] For example, a company can provide a cloud
service that allows consumers to access popular appli-
cations, such as but not limited to an email application,
a word processing application, a financial spreadsheet
application, a game, a drawing program, etc. Each time
a consumer accesses the application, a new instance of
that application can be opened on a virtual machine, with
many virtual machines running on a server operated by
that company, and with there often being numerous such
servers on one or more server farms.
[0003] If only one or two consumers are accessing an
application, for example the email application, then the
server running the virtual machines that are running the
instances of the email application will not be burdened,
at least not by those instances. If, however, a thousand,
two thousand, five thousand, etc., consumers are simul-
taneously accessing the email application, then the serv-
er(s) involved might not have sufficient resources to ac-
commodate these numerous virtual machines and/or in-
stances of the email program, in which case the system
might be in "distress", as manifested by, for example,
perceived system performance, e.g., speed will suffer
and, in extreme cases, errors can occur, e.g., time-out
errors due to the instance of the application not respond-
ing in time to a remote system.
[0004] Further, as consumers in a particular geograph-
ic area have roughly similar schedules, e.g., similar work-
ing hours, similar evening hours at home, there will be
peak usage times when large numbers of consumers on
simultaneously online, such as the evening hours, and
other times when very few consumers are on online, such
as between midnight and dawn. The number of instances
of an application being in use can vary greatly depending
upon the time of the day, the day of the week, the month,
etc.
[0005] In addition, cloud services often employ contin-
uous deployment and installation of updates to applica-
tions in order quickly make releases of new features avail-
able to the consumers, often without any change in the
capacity of the system resources. If an update is not well-
behaved and attempts to consume an excessive portion
of the shared resource(s) then system distress can occur,
i.e., system performance can suffer and errors can occur.
[0006] Further, as computers become faster, applica-

tions, processes, and updates associated with applica-
tions can be written with a particular new processor ca-
pability and speed and memory speed (resources) in
mind, but such applications and processes actually can
be installed and run on older systems that do not have
those enhanced resources. Thus, such applications and
processes can attempt to consume an excessive portion
of the shared resource(s), especially on, but not limited
to, older systems.
[0007] Such excessive system resource consumption
can exhaust the system resources, and seriously slow
other applications or processes, including system proc-
esses, even to the point where failures and cascading
failures occur. This can result in loss or corruption of data
and even prevent system error logging, thereby making
it difficult or impossible to determine the cause of the
failure.
[0008] EP 1 426 861 A2 discloses systems and meth-
ods of user-space resource management. Resource us-
age of a workload is monitored outside of an operating
system space. Alternatively, resource usage of a work-
load can be monitored from within the workload. A re-
source monitor scans a plurality of workloads to deter-
mine if a workload exceeds a resource capacity limit. The
resource monitor can also determine if a workload ex-
ceeds a threshold limit that is less than the resource ca-
pacity limit. The resource monitor can initiate a process
in a user space to reduce the workload’s resource usage.
Monitoring resource usage from outside of an operating
system space enables optimization of computing re-
sources dedicated to resource usage monitoring. In a
virtual memory operating system, a user-space resource
monitor can perform selection of pages for paging.
[0009] It is the object of the present invention to provide
an improved method for system resource management.
[0010] This object is solved by the subject matter of
the independent claims.
[0011] Embodiments are defined by the dependent
claims.
[0012] Technologies are described herein for conserv-
ing system resources by controlling applications that use
those system resources. For example, a computer-im-
plemented method comprises monitoring an indication
of use of a system resource by a plurality of applications,
determining whether the indication of use exceeds a pre-
determined threshold of use, if the indication of use ex-
ceeds the predetermined threshold of use: bundling the
applications using that resource into a resource group,
and assigning a resource usage rate to the resource
group for a first period of time, the assigned resource
usage rate being below the indication of use of that re-
source, and the assigned resource usage rate applying
collectively to the applications in the resource group.
[0013] An apparatus is also provided that comprises a
plurality of resources, a processor, and at least one com-
puter-readable storage medium having computer exe-
cutable instructions stored thereon. The computer exe-
cutable instructions, when executed by the processor,
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cause the apparatus to run a plurality of applications,
monitor an indication of use of a resource of the plurality
of resources by the plurality of applications, determine
whether the indication of use exceeds a predetermined
threshold of use, if the indication of use exceeds the pre-
determined threshold of use bundle the applications us-
ing that resource into a resource group, and assign a
resource usage rate to the resource group for a first pe-
riod of time, the assigned resource usage rate being be-
low the indication of use of that resource, and the as-
signed resource usage rate applying collectively to the
applications in the resource group.
[0014] A computer-readable storage medium is also
provided that has computer executable instructions
stored thereon. The computer executable instructions,
when executed by a processor, cause the processor to:
run a plurality of applications, monitor an indication of
use of a resource of the plurality of resources by the plu-
rality of applications, determine whether the indication of
use exceeds a predetermined threshold of use, if the in-
dication of use exceeds the predetermined threshold of
use: bundle the applications using that resource into a
resource group, and assign a resource usage rate to the
resource group for a first period of time, the assigned
resource usage rate being below the indication of use of
that resource, and the assigned resource usage rate ap-
plying collectively to the applications in the resource
group.
[0015] This Summary is provided to introduce a selec-
tion of concepts in a simplified form that are further de-
scribed below in the Detailed Description. This Summary
is not intended to identify key features or essential fea-
tures of the claimed subject matter, nor is it intended that
this Summary be used to limit the scope of the claimed
subject matter. Furthermore, the claimed subject matter
is not limited to implementations that solve any or all dis-
advantages noted in any part of this disclosure.

BRIEF DESCRIPTION OF THE DRAWINGS

[0016]

FIG. 1 is an illustration of an exemplary operating
environment wherein consumption of system re-
sources of a system by various applications is con-
trolled.
FIG. 2 is a flow diagram showing a routine that illus-
trates aspects of a process for controlling resource
consumption, according to one implementation dis-
closed herein.
FIG. 3 is a flow diagram showing a routine that illus-
trates aspects of a process for controlling resource
consumption, according to another implementation
disclosed herein.
FIG. 4 is a computer architecture diagram illustrating
an illustrative computer hardware and software ar-
chitecture for a computing system capable of imple-
menting aspects of the technologies presented here-

in.
FIG. 5 shows aspects of an illustrative distributed
computing environment in which the software com-
ponents described herein can be executed.
FIG. 6 shows an illustrative computing device archi-
tecture for a computing device that is capable of ex-
ecuting the various software components described
herein.

DETAILED DESCRIPTION

[0017] As disclosed herein, applications running in a
shared resource environment are allowed to consume
the system resources they need until the system is de-
termined to be in distress due to excessive use of one or
more resources. That is, until the system is in distress
and is at risk of providing poor performance or even suf-
fering from errors or failures. If the system is determined
to be in distress, then the applications consuming an
over-utilized resource are treated (bundled) as a single
component or process subject to a group resource usage
cap, i.e., an emergency or distress resource usage limit
or cap. The term "system resources", which includes
computer resources and machine resources, is some-
times referred to herein simply as "resources" for brevity
of expression.
[0018] Applications in the resource group can continue
to make requests for the resource, but the applications,
as a group, and each application in the resource group,
will be subject to that distress resource usage limit. Ad-
verse effects on system performance from overuse of a
resource are thereby constrained, and customers do not
experience a service disruption. Once the system has
recovered, that is, the affected resource is not being over-
utilized, the applications are unbundled (released from
the resource group). The released applications are then
allowed to resume making individual requests for the re-
source, and these requests are no longer subject to the
group resource usage cap.
[0019] FIG. 1 is an illustration of an exemplary operat-
ing environment 100 wherein the consumption of system
resources of a system 102 by various applications is con-
trolled. Shown are a plurality of applications or processes
105A-105N (collectively, applications 105, or individual-
ly, application 105, as the context might require). The
applications 105 use (consume) one or more resources,
such as the CPU 115A, the memory 115B, the I/O bus
115C, or other shared resource 115N (collectively, re-
sources 115, or individually, resource 115, as the context
might require).
[0020] System resources can be hardware resources,
software resources, or both, as desired for a particular
operating environment. Hardware resources include, by
way of example but not of limitation, the CPU, RAM, stor-
age devices, monitors, the I/O bus, and other hardware
such as shown in FIGs. 4 and 6. Software resources in-
clude, by way of example but not of limitation, processes,
virtual machines, libraries, databases, applications, such
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as but not limited to a process for three-dimensional ro-
tation of an object, and other software such as shown in
FIGs. 5 and 6. The operation of the various resources
115 is monitored by a plurality of usage monitors, such
as a CPU usage monitor 120A, a memory usage monitor
120B, and I/O bus monitor 120C, or other resource usage
monitor 120N (collectively, monitors 120, or individually,
monitor 120, as the context might require). In one imple-
mentation, these monitors 120 are implemented by using
Microsoft™ Windows™ kernel application programming
interfaces (APIs) to query resource utilization, such as
the memory and the CPU. In this implementation a sep-
arate query is made for each instance of an application.
[0021] The monitors 120 can also be implemented by
other processes that run on the CPU 115A, can be hard-
ware devices, or can be software that is run on a different
CPU, which might or might not also be a shared resource,
such as a resource 115N. The output of a particular mon-
itor 120 can be an absolute value, e.g., X CPU operations
in the last time period, or Y Megabytes of memory in the
last time period, or can be a relative value, e.g., 1% of
CPU time, 2% of memory was used, etc.
[0022] The resource controller 125 receives the out-
puts from the various monitors 120, sums them, to de-
termine the total load for a resource, and compares the
total to a threshold (the "distress threshold") to determine
whether the system is in distress, i.e., one or more re-
sources have little or no availability. The distress thresh-
old for any resource 115 can be fixed or can be user-
selectable. Also, the distress threshold for a computer
system operating in one environment can be very differ-
ent than the distress threshold for a computer system
operating in another environment. For example, a com-
puter system running a predetermined number of appli-
cations with a known history of resource consumption
can have a high distress level setting because the system
normally operates within a narrow range of resource con-
sumption. Another computer system, however, such as
one that services gaming applications, can be subject to
extremes in resource usage depending upon the current
popularity of a game, the time of day, whether a day is a
holiday, etc., and so might have low distress level setting
in order to accommodate a rapid increase in resource
consumption.
[0023] Further, the distress threshold for one resource
can be different than the distress threshold for another
resource, even if the resource type is of the same or
similar type. For example, two separate memory resourc-
es can each have a different distress threshold due to,
for example, their speed and their capacity. When the
resource controller 125 determines that the usage of a
system component or resource exceeds the distress
threshold for that particular resource then the resource
controller 125 creates bundles the applications using that
resource into a resource group.
[0024] In one implementation, control (management)
of applications using system resources, and conserva-
tion of those system resources, is accomplished by plac-

ing those applications into a resource group when the
distress level threshold is reached or exceeded. For ex-
ample, all instances of an email program can be placed
into the resource group. Then, a usage cap is placed on
the resource group. Thus, all the applications in the re-
source group are treated as if they were a single appli-
cation or process calling for the affected resource 115.
The resource controller 125 then provide instructions to
the throttle 110 as to what resource is subject to a usage
limit, what that usage limit is, and the applications 105
that are collectively subject to that usage limit. The throttle
115 then controls the access of the applications 105 in
the resource group to the designated resource 115. The
term "user" refers to a person or persons having owner-
ship or control over the system and/or one or more of the
various applications.
[0025] For example, assume that the threshold for us-
age of the CPU 115A is 90%, and that applications 105A
and 105B have now consumed 95% of the CPU availa-
bility. The CPU usage monitor 120B will report that usage
to the resource controller 125. The resource controller
125 will then place at least applications 105A and 105B
into a resource group and set the CPU usage limit for
that resource group at some lesser value, say 60%. (The
resource controller 125 can also place all applications of
a similar type or having similar configuration properties
into that resource group.) That lesser value can be pre-
determined, can be user-settable, or can be determined
by some other process. The resource controller 125 re-
ports, to the throttle 110, the applications 105 that are in
the resource group, the resource 115 involved, and the
new usage limit for that resource.
[0026] The throttle 110 then implements that informa-
tion by restricting the availability of the CPU 115A to the
resource group and, therefore, to those applications
105A, 105B in the resource group. For example, the throt-
tle 110 can delay responding to a request for the CPU
115A from those applications 105A, 105B, might only
allow those applications 105A, 105B to submit, say, 200
CPU operations and then be forced to wait while other
applications are allowed to submit, say, 120 CPU oper-
ations, and then applications 105A, 105B can submit an-
other 200 CPU operations, be forced to wait again, etc.
Thus, other applications and operations, such as but not
limited to system processes, recording events and/or da-
ta for an error log, etc., can occur in a timely manner.
[0027] The resource controller 125 monitors the usage
of that resource (and the other resources as well). If the
resource usage stays below the threshold value (as might
be modified by any desired hysteresis value), then the
applications are released from the resource group, i.e.,
unbundled, such as removing the applications from the
resource group. The resource controller 125 notifies the
throttle 110 of this action, and then the applications 105A
and 105B can have unrestricted access to the CPU 115A,
subject to any assigned hard cap resource usage limits
and/or soft cap resource usage limits.
[0028] If the CPU usage then rises above the threshold
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again, then the applications currently using the CPU
115A are bundled again, i.e., placed in the resource
group again. The applications currently using the CPU
115A will most likely be the same as those previously
causing the overuse, but not necessarily. For example,
application 105B might have terminated, and applica-
tions 105C-105G (not shown) might have begun, so ap-
plications 105A and 105C-105G will be placed in the re-
source group. The resource controller 125 will notify the
throttle 110 of this action, and the throttle 110 will begin
controlling the access of those applications in the re-
source group to the CPU 115A. Then, once the CPU
usage has dropped to an acceptable level, the resource
controller 125 will unbundle those applications, i.e., re-
lease those applications from the resource group. The
resource controller 125 will also notify the throttle 110 of
same.
[0029] If this process (detecting excessive resource
consumption, bundling, waiting, unbundling) repeats
more than a predetermined number of times in a prede-
termined period of time, such as but not limited to N times
in a day (24-hour period) then the process is not having
the desired long-term effect on resource consumption so
a specified action, as described below, is taken. Similar
monitoring and control is performed with respect to other
resources, such as but not limited to memory 115B, I/O
bus 115C, and shared resource(s) 115N.
[0030] For convenience of illustration and explanation,
applications 105A-105N, throttle 110, monitors 120A-
120N, and resource controller 155 are shown as separate
components. In practice, however, these components
are preferably, but not necessarily, implemented as soft-
ware modules or processes running on the CPU 115A.
Also, it will be appreciated that each instance of an ap-
plication 105, or even multiple instances of an application
105, can be running on a different virtual machine (not
shown for convenience of illustration), and there can be
multiple virtual machines running on each CPU 115A.
[0031] FIG. 2 is a flow diagram showing a routine 200
that illustrates aspects of the process for controlling re-
source consumption, according to one implementation
disclosed herein. It should be appreciated that the logical
operations described herein with regard to FIGS. 2 and
3 and the other FIGS. can be implemented (1) as a se-
quence of computer implemented acts or program mod-
ules running on a computing system and/or (2) as inter-
connected machine logic circuits or circuit modules within
the computing system.
[0032] The particular implementation of the technolo-
gies disclosed herein is a matter of choice dependent on
the performance and other requirements of the comput-
ing system. Accordingly, the logical operations described
herein are referred to variously as states, operations,
structural devices, acts, or modules. These states, oper-
ations, structural devices, acts and modules can be im-
plemented in software, in firmware, in special purpose
digital logic, and any combination thereof. It should also
be appreciated that more or fewer operations can be per-

formed than shown in the FIGS. and described herein.
These operations can also be performed in a different
order than those described herein.
[0033] Upon starting 205 the computing system boots
up, performs typical start-up and administrative proce-
dures, and begins running applications and/or accepting
requests from consumers to run applications. The routine
200 then monitors 210 the use (consumption) of system
resources. The monitoring process preferably monitors
the use of the resource(s) over a predetermined period
of time. The period of time can be fixed or might be user-
selectable, such as by a human administrator overseeing
and responsible for the operation of the computer sys-
tem. A shorter period of time can be used, but if the mon-
itoring period is too short then action can be taken on a
transient event that does not have any significant effect
on the operation of the system. A longer period of time
can also be used, but if the monitoring period is too long
then the cumulative effects from one or more resource-
hungry applications can cause system slowness and/or
crashes.
[0034] At decision 215 the routine 200 tests whether
the resource usage has exceeded a resource usage
threshold, such as but not limited to 95%. The usage
threshold can be fixed or can be user-selectable, such
as by a human administrator overseeing and responsible
for the operation of the computer system. Too low a
threshold might result in action being taken inappropri-
ately. Too high a threshold can result in system slowness
and/or crashes due to an event consuming all of the avail-
able resource, which prevents any other from having any
access at all to the resource.
[0035] If, at decision 215, it is determined that the use
is not greater than the threshold, then the routine 200
proceeds to 210 to continue monitoring the use of the
system resource. If, at decision 215, it is determined that
the use is greater than the threshold then the routine 200
assigns 220 the applications using that resource to a re-
source group identified for that specific resource. The
routine 200 then assigns 225 a resource usage rate to
that resource group for a specified period of time. The
assigned resource usage rate can be a predetermined
value, a predetermined value determined by the resource
type, a predetermined value determined by the applica-
tion type, or even a value determined by the current us-
age rate of those applications. For example, if the current
usage rate of that resource by those applications is 40%
then the assigned resource usage rate can be any value
less than that current resource usage rate, such as 35%,
30%, 20%, 10%, or even less.
[0036] The resource usage rate and the specified pe-
riod of time can be fixed, can be variable, or can be user-
selectable, such as by a human administrator overseeing
and responsible for the operation of the computer sys-
tem. If the assigned resource usage rate is too low then
the applications assigned to the resource module might
perform sluggishly or might fail. Conversely, if the as-
signed resource usage rate is too high then the desired
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reduction in the resource might not be obtained. If the
specified period of time is too short then, once the appli-
cations are released, the resource usage rate might
quickly return to its previous level or to an unacceptable
level. If the specified period of time is too long then then
the applications assigned to the resource module can
perform sluggishly.
[0037] Also, the resource usage rate and the specified
period of time can be changed each time that applications
are assigned to the resource group. For example, each
time that the specified resource usage rate is exceeded
and applications are assigned to the resource group for
that resource, then the assigned resource usage for that
resource group can be decreased, and/or the specified
period of time that the applications remain in the resource
group can be increased. The increase or decrease can
be linear or non-linear, and can be constrained to be with-
in certain limits, and/or the resource usage rate and the
specified period of time can be constrained to be within
certain limits.
[0038] After the specified period then, at decision 230,
the routine 200 tests whether there has been an exces-
sive number of overages, that is, whether the use has
been greater than the threshold more than a predeter-
mined number of times, such as but not limited to five
times. The number of times can be fixed or can be user-
selectable, such as by a human administrator overseeing
and responsible for the operation of the computer sys-
tem. If the number of times is too low then the specified
action, described below, can be taken unnecessarily. If
the number of times is too high then the number of times
that system slowness and/or crashes are experienced
can be unacceptable.
[0039] If, at decision 230, excessive overages have
occurred the routine 200 performs 235 a specified action
and then proceeds to continue monitoring 210 the use
of the system resource. The specified action can be, by
way of example and not of limitation, increasing the
amount of time that the applications are in the resource
group, resetting the amount of time that the applications
are in the resource group to a starting or default value,
restricting the availability of the CPU to the designated
applications in the resource group to a lower resource
usage rate than before, resetting the resource usage rate
to a starting or default value, increasing the time that the
applications are assigned to the resource group, reset-
ting the time that the applications are assigned to the
resource group to a starting or default value, setting a
flag that applications are not to be placed into that re-
source group again until after a specified time or event
(e.g., 12:01 AM the next day, system reset, manual reset,
etc.), notifying one or more persons having ownership or
control over the affected application(s) that excessive re-
source consumption has occurred, etc. If, at decision
230, excessive overages have not occurred the routine
200 releases (unbundles) 240 the applications from the
resource group and then continues monitoring 210 the
use of the system resource.

[0040] In one configuration, the CPU 115A implements
a Windows operating system, such as but not limited to
Windows Server 2012, more preferably, Windows Server
2012 R2. When the CPU 115A begins operation, such
as a startup, it creates one or more job objects for later
use. These job objects are used to implement the re-
source groups. Initially, these job objects are empty. Lat-
er, as described herein, one or more applications 105
can be placed into (bundled) a job object, or removed
(unbundled, released) from a job object. The job objects
can be re-used. For example, a job object can be used
to bundle a first group of applications for a first resource,
that is, the job object is used for a first resource group,
the applications are subsequently released from the job
object, at which point the job object is empty/unused, and
then that same job object can be used to again bundle a
group of applications for a resource, which group of ap-
plications can be the same as the previous group of ap-
plications or can be a different group of applications, and
the resource might be the same as the previous resource
or can be a different resource. Also, in another configu-
ration, the scheduling of operations of the various appli-
cations 105, whether placed in a job object or released
from a job object, is not performed by the throttle 110,
but is performed by the Windows scheduler.
[0041] As an example, assume that there are multiple
instances of several applications running on the system,
such as multiple instances of an email application, mul-
tiple instances of a word processing application, multiple
instances of a spreadsheet application, etc. If the distress
threshold for the CPU is 90% the, when the CPU usage
hits 90%, the system will group the various applications
by type (e.g., email application, word processing appli-
cation, spreadsheet application, etc.), this can be done,
for example, by inspecting the XML properties in the con-
figuration file associated with each application.
[0042] The system will measure the CPU usage of
each of the applications and sum the usages for each
group of applications. For example, assume that the sum
of the CPU usage for the email program group is 6%, the
sum of the CPU usage for the word processing group is
25%, the sum of the CPU usage for the spreadsheet ap-
plications is 16%, etc. The system will place the email
applications into one job object and set a limit of, for ex-
ample, 1% for that job object. Thus, the email applications
will now have a collective maximum limit (hard cap) of
1%. Similarly, the system will place the word processing
applications into another job object and set a limit of, for
example, 5% for that job object, and place the spread-
sheet applications into yet another job object and set a
limit of, for example, 3% for that job object. Thus, the
word processing applications will now have a collective
maximum limit (hard cap) of 5%, and the spreadsheet
applications will now have a collective maximum limit
(hard cap) of 3%. Thus, the CPU usage by these appli-
cations will be reduced from 47% to 9%, thus freeing up
the CPU resource for other uses, such as system proce-
dures, maintaining and clearing error logs, etc.
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[0043] In another implementation, the amount of CPU
usage is checked (sampling interval) every 15 seconds,
and that usage is aggregated over a two-minute period
(sampling duration). The aggregation can be the sum of
the CPU usages, an average of the CPU usages, a
weighted sum or weighted average of the CPU usages,
etc. Also, the two-minute period can be discrete two-min-
utes (i.e., no overlap), can be overlapping two-minute
periods, or can be a rolling two-minute period. If the ag-
gregated CPU usage exceeds the distress threshold then
action is taken, such as but not limited to steps 220 and
225 above.
[0044] Also, in one implementation, the specified time
that applications are in a job object (bundling period) is
1 hour. In addition, in another configuration, the number
of times that an application can be placed into a job object
is three times (bundling limit). Preferably, these values
(sampling interval, sampling duration, bundling period,
bundling limit) are user-configurable. Also, these values
can vary depending upon the time of day, the day of the
week, the month, the recent history, etc. For example,
the bundling period could be longer during periods of
heavy use, and shorter during periods of lighter use.
[0045] The routines described herein can also be used
along with conventional hard cap and soft cap resource
limits for each program. For example, assume that one
application has a hard cap, and another application has
a soft cap, or even no cap. They would be permitted to
operate in accordance with their respective caps until a
distress threshold is reached. At that point they would be
placed into j ob objects and then subject to their original
cap as modified by the cap of the respective job object
until they are released from the job objects.
[0046] For example, assume that an application has a
hard cap of 20% and that it is placed into a job object
with a cap of 14%. That application would no longer be
allowed to use 20% of the resource, but would be further
constrained by the job object cap of 14%, possibly further
limited, however, by demands for the resource by other
applications in that job object. If an application having a
hard cap of, say, 10% is placed into a job object having
a cap of 14%, then that application would still be limited
to 10%, even if there were no other applications in the
job object.
[0047] Also, in one implementation, a hard cap or a
soft cap can be assigned to an application once the ap-
plication is brought into a job object. In one implementa-
tion however, applications within a job object inherit the
properties (caps) of the job object.
[0048] Also, in another configuration, with respect to
the Microsoft™ Windows™ operating system, job object
handles are preserved, even through a system recycle.
The job object handles are preferably stored independ-
ently of the operating system. Then, when the system
recycles, the job object handles are retrieved, so appli-
cations that were in a job object prior to the recycling are
still in that job object.
[0049] Different software components can perform the

different operations of the routine 200. For example, the
operating system 422 can perform the start operation
205 and implement the applications 105, the monitors
120 can perform the monitoring operation 210, the re-
source controller 125 can perform operations 215, 220,
225, 230, and 240, the throttle 110 can assist in the per-
formance of operation 225, and the resource controller
125 and/or the operating system 422 can perform oper-
ation 235.
[0050] FIG. 3 is a flow diagram showing a routine 300
that illustrates aspects of a process for controlling re-
source consumption, according to another implementa-
tion disclosed herein. The routine 300 is similar to the
routine 200 of FIG. 2 but differs in the order of certain
operations. At operation 305, the computing system
boots up, performs typical start-up and administrative
procedures, and begins running applications and/or ac-
cepting requests from consumers to run applications.
The routine 300 then monitors 310 the use (consumption)
of system resources. At decision 315, the routine 300
tests whether the resource usage has exceeded the re-
source usage threshold.
[0051] If, at decision 315, the use is not greater than
the threshold then the routine 300 proceeds to continue
monitoring 310 the use of the system resource. If, at de-
cision 315, the use is greater than the threshold then, at
decision 320, the routine 300 tests whether there has
been an excessive number of overages, that is, whether
the use has been greater than the threshold more than
a predetermined number of times. If, at decision 320,
excessive overages have occurred the routine 300 per-
forms 325 a specified action and the routine 300 then
proceeds to continue monitoring 310 the use of the sys-
tem resource.
[0052] If, at decision 320, excessive overages have
not occurred then routine 300 bundles (assigns) 330 the
applications using that resource to a resource group iden-
tified for that specific resource and the routine 300 as-
signs 335 a resource usage rate to that resource group
for the specified period of time. The assigned resource
usage rate can be determined as described above with
respect to FIG. 2. Once the specified period of time has
elapsed the routine 300 releases (unbundles) 340 the
applications from the resource group, and the routine 300
then continues monitoring 310 the use of the system re-
source.
[0053] Different software components can perform the
different operations of the routine 300, as discussed
above with respect to FIG. 2.
[0054] Thus, in the routines of both FIGs. 2 and 3, when
the use of a resource exceeds a usage threshold, appli-
cations using that resource are bundled by, for example,
assigning them to a resource group that has a specified
maximum resource usage rate, for a specified period of
time. Those applications thus collectively share that
specified maximum usage rate until that period of time
has expired, during which time other processes have
greater access to the resource.
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[0055] It will be appreciated that the routines 200 and
300 of FIGs. 2 and 3, respectively, improve the operation
of the computer by treating applications in a collective
manner that reduces the likelihood that the computer will
become sluggish, give errors, or fail. These routines also
improve the operation of the computer by freeing up the
resource so that other applications can use the resource.
Further, if one or more of the collective applications re-
quires the use of a first resource before it is ready to
request the use of a second resource then, by limiting
the ability of that application to access the first resource,
the application will be delayed before it can request the
second resource, thereby also freeing up the second re-
source for use by other applications.
[0056] Although FIGs. 2 and 3 discuss the monitoring
of a single resource, it is contemplated and expected that
multiple resources will be monitored, and action can be
taken for one resource independent of actions taken with
respect to another resource. In one implementation, if an
application has been placed into a first resource group,
it cannot be placed into a second resource group until
after it has been released from the first resource group.
[0057] System processes and certain other processes
are preferably exempt from this procedure, particularly if
their inclusion in a job object will disrupt the operation of
the computing system. That is, even if a system process
uses a particular resource, and a job object is created
for that particular resource, the system process will not
be assigned to that job object and will not be subject to
the maximum usage rate specified for that job object.
This allows system processes and certain other process-
es to use the resources even when the applications as-
signed to the job object are prevented from using the
resources. The system processes and other processes
that are exempt are preferably specified by persons hav-
ing ownership or control over the operation of the system
or components thereof.
[0058] FIG. 4 is a computer architecture diagram that
shows an illustrative computer hardware and software
architecture for a computing system 400 capable of im-
plementing aspects of the technologies presented here-
in. The illustrated architecture is representative of a serv-
er computer, or another type of computing device suitable
for executing the software components presented herein.
[0059] Although a general purpose computer will have
some of these components, such as a CPU 402, memory
404, a mass storage device 412, an input/output control-
ler 414, and a network interface unit 418, and might be
able to perform certain basic computer functions, such
as addition and subtraction, a general purpose computer
cannot perform, and does not perform, the various proc-
esses and functions described herein, and therefore can-
not achieve the desired conservation of system resourc-
es. Rather, such a general purpose computer must be
modified by adding the specialized programming de-
scribed herein, which transforms it into a special purpose
computer.
[0060] The software components described herein,

particularly but not limited to the monitors 120, the re-
source controller 125, and the throttle 110, when loaded
into the CPU 402 and executed, transform the CPU 402
and the overall computer 400 from a general-purpose
computing system into a special-purpose computing sys-
tem customized to facilitate the functionality presented
herein. Such specialized programming also improves the
operation and functioning of the computer itself by pre-
venting excessive use of system resources from causing
slow system operation and system failures. Such spe-
cialized programming also improves the operation and
functioning of the computer itself by controlling the ap-
plications as group, rather than individually, thereby re-
ducing the overhead used for application management
and control.
[0061] In this regard, it should be appreciated that the
computer 400 can be utilized to implement a computing
device capable of executing the software components
presented herein. For example, and without limitation,
the computer 400 can be utilized to implement a com-
puting device capable of executing the Windows server
operating system, and/or any of the other software com-
ponents described above.
[0062] The computer 400 includes a central process-
ing unit 402 (CPU), a system memory 404, including a
random access memory 406 ("RAM") and a read-only
memory ("ROM") 408, and a system bus 410 that couples
the memory 404 to the CPU 402. A basic input/output
system containing the basic routines that help to transfer
information between elements within the computer 400,
such as during startup, is stored in the ROM 408. The
computer 400 further includes a mass storage device
412 for storing the operating system 422 and one or more
programs including, but not limited to the applications
105, the monitors 120, the resource controller 125 and
throttle 110, etc. The mass storage device 412 can also
be configured to store other types of programs and data,
such as default values, settings, list of exempt applica-
tions, list of applications subject to the procedure(s), etc.
[0063] The mass storage device 412 is connected to
the CPU 402 through a mass storage controller (not
shown) connected to the bus 410. The mass storage de-
vice 412 and its associated computer-readable storage
media provide non-volatile storage for the computer 400.
Although the description of computer-readable storage
media contained herein refers to a mass storage device,
such as a hard disk or CD-ROM drive, it should be ap-
preciated by those skilled in the art that computer-read-
able storage media can be any available storage medium
or media or communication medium or media that can
be accessed by the computer 400 to retrieve instructions
and/or data.
[0064] By way of example, and not limitation, compu-
ter-readable storage medium can include volatile and
non-volatile, removable and non-removable media im-
plemented in any method or technology for storage of
information such as computer readable instructions, data
structures, program modules or other data. For example,
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computer-readable storage medium includes, but is not
limited to, RAM, ROM, EPROM, EEPROM, flash memory
or other solid state memory technology, CD-ROM, digital
versatile disks ("DVD"), HD-DVD, BLU-RAY, or other op-
tical storage, magnetic cassettes, magnetic tape, mag-
netic disk storage or other magnetic storage devices, or
any other tangible medium that can be used to store the
desired information and which can be accessed by the
computer 400.
[0065] The terms computer-readable storage medium
and computer-readable storage media, as used herein,
comprise only statutory subject matter within the mean-
ing of 35 U.S.C. §101 as interpreted or defined by a court
of competent jurisdiction. These terms do not, for exam-
ple, encompass propagated waves per se or signals per
se, nor do these terms encompass an interpretation that
renders a claim invalid under 35 U.S.C. §101.
[0066] Communication media does not include com-
puter-readable storage media but does include computer
readable instructions, data structures, program modules,
or other data in a modulated data signal such as a carrier
wave or other transport mechanism, and includes the
delivery media, such as but not limited to transmitters,
receivers, wiring, fiber optic lines, etc., associated there-
with. The term "modulated data signal" means a signal
that has one or more of its characteristics changed or set
in a manner as to encode information in the signal. By
way of example, and not limitation, communication media
includes wired media such as a wired network or direct-
wired connection, and the delivery media associated
therewith, and wireless media such as acoustic, RF, in-
frared and other wireless media, and the delivery media
associated therewith. Combinations of the any of the
above should also be included within the scope of com-
munication media.
[0067] According to various configurations, the com-
puter 400 can operate in a networked environment using
logical connections to remote computers through a net-
work such as the network 416. The computer 400 can
connect to the network 416 through a network interface
unit 418 connected to the bus 410. It should be appreci-
ated that the network interface unit 418 also can be uti-
lized to connect to other types of networks and remote
computer systems. In a typical environment, numerous
consumers will use laptop computers, desktop comput-
ers, personal digital assistants, "slate" or tablet comput-
ing devices, smartphones, video game consoles, other
types of mobile computing devices, and virtually any type
of personal computing device (not shown), to connect to
the computer 400 through the network 416 and request
access to, and use, the various applications available on
the computer 400.
[0068] The computer 400 also can include an input/out-
put controller 414 for receiving and processing input from
a number of other devices, including a keyboard, mouse,
touch input, or electronic stylus (not shown in FIG. 4).
Similarly, the I/O controller 414 can provide output to a
display screen, a printer, or other type of output device

(also not shown in FIG. 4). Thus, the I/O controller 414
provides for user input, such as for setting the different
values discussed herein, and for presenting options, sys-
tem information, resource usage, and other parameters
for viewing and possible action by the user. The user can
also access the computer 400 through the network inter-
face unit 418 to perform these user actions.
[0069] The CPU 402 can be constructed from any
number of transistors or other discrete circuit elements,
which can individually or collectively assume any number
of states. More specifically, the CPU 402 can operate as
a finite-state machine, in response to executable instruc-
tions contained within the software modules disclosed
herein. These computer-executable instructions can
transform the CPU 402 by specifying how the CPU 402
transitions between states, thereby transforming the
transistors or other discrete hardware elements consti-
tuting the CPU 402.
[0070] Encoding the software modules presented
herein also can transform the physical structure of the
computer readable media presented herein. The specific
transformation of physical structure depends on various
factors, in different implementations of this description.
Examples of such factors include, but are not limited to,
the technology used to implement the computer readable
media, whether the computer readable media is charac-
terized as primary or secondary storage, and the like.
For example, if the computer readable media is imple-
mented as semiconductor-based memory, the software
disclosed herein can be encoded on the computer read-
able media by transforming the physical state of the sem-
iconductor memory. For instance, the software can trans-
form the state of transistors, capacitors, or other discrete
circuit elements constituting the semiconductor memory.
The software can also transform the physical state of
such components in order to store data thereupon.
[0071] As another example, the computer readable
media disclosed herein can be implemented using mag-
netic or optical technology. In such implementations, the
software presented herein can transform the physical
state of magnetic or optical media, when the software is
encoded therein. These transformations can include al-
tering the magnetic characteristics of particular locations
within given magnetic media. These transformations can
also include altering the physical features or character-
istics of particular locations within given optical media,
to change the optical characteristics of those locations.
Other transformations of physical media are possible
without departing from the scope of the present descrip-
tion.
[0072] In light of the above, it should be appreciated
that many types of physical transformations take place
in the computer 400 in order to store and execute the
software components presented herein. It should also be
appreciated that the architecture shown in FIG. 4 for the
computer 400, or a similar architecture, can be utilized
to implement other types of computing devices, including
hand-held computers, embedded computer systems,
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mobile devices such as smartphones and tablets, and
other types of computing devices known to those skilled
in the art. It is also contemplated that the computer 400
might not include all of the components shown, can in-
clude other components that are not explicitly shown, or
can utilize an architecture completely different than that
shown.
[0073] FIG. 5 shows aspects of an illustrative distrib-
uted computing environment 502 in which the software
components described herein can be executed. Thus,
the distributed computing environment 502 illustrated in
FIG. 5 can be used to execute program code, such as a
virtual machine, applications 105, and/or other compo-
nents operating within the system 102, capable of pro-
viding the functionality described herein with respect to
FIGS. 1-4, and/or any of the other software components
described herein. For example, and without limitation,
the distributed computing environment 502 can be uti-
lized to implement the functionality described herein as
being provided by the system 102.
[0074] According to various implementations, the dis-
tributed computing environment 502 operates on, in com-
munication with, or as part of a network 503, such as but
not limited to network 416. One or more client devices
506A-506N (hereinafter referred to collectively and/or
generically as "clients 506") can communicate with the
distributed computing environment 502 via the network
503 and/or other connections (not illustrated in FIG. 5).
Customers can utilize various aspects, features, system
resources, applications, etc. of the system 102 by using,
for example, such client devices 506.
[0075] In the illustrated configuration, the clients 506
include: a computing device 506A such as a laptop com-
puter, a desktop computer, or other computing device; a
"slate" or tablet computing device ("tablet computing de-
vice") 506B; a mobile computing device 506C such as a
mobile telephone, a smart phone, or other mobile com-
puting device; a server computer 506D; and/or other de-
vices 506N. It should be understood that any number of
clients 506 can communicate with the distributed com-
puting environment 502. Two example computing archi-
tectures for the clients 506 are illustrated and described
herein with reference to FIGS. 4 and 6. The architectures
shown in FIGS. 4 and 6 can also be utilized to implement
the system 102 described above. In this regard it should
be understood that the illustrated clients 506 and com-
puting architectures illustrated and described herein are
illustrative, and should not be construed as being limited
in any way.
[0076] In the illustrated configuration, the distributed
computing environment 502 includes application servers
504, data storage 510, and one or more network inter-
faces 512. According to various implementations, the
functionality of the application servers 504 can be pro-
vided by one or more server computers that are executing
as part of, or in communication with, the network 503.
The application servers 504 can host various services
such as the virtual machines and applications 105 men-

tioned above, portals, and/or other resources. In the il-
lustrated configuration, the application servers 504 host
one or more virtual machines 514 for hosting
applications105 and/or network services, such as com-
ponents operating within the system 102, or other types
of applications and/or services. It should be understood
that this configuration is illustrative, and should not be
construed as being limiting in any way. The application
servers 504 might also host or provide access to one or
more web portals, link pages, web sites, and/or other
information ("web portals") 516.
[0077] According to various implementations, the ap-
plication servers 504 also include one or more mailbox
services 518 and one or more messaging services 520.
The mailbox services 518 can include electronic mail
("email") services, such as, but not limited to, those pro-
vided by the applications 105. The mailbox services 518
can also include various personal information manage-
ment ("PIM") services including, but not limited to, calen-
dar services, contact management services, collabora-
tion services, and/or other services. The messaging serv-
ices 520 can include, but are not limited to, instant mes-
saging ("IM") services, chat services, forum services,
and/or other communication services, such as, but not
limited to, those provided by the applications 105.
[0078] The application servers 504 can also include
one or more social networking services 522 provided by
applications 105. The social networking services 522 can
provide various types of social networking services in-
cluding, but not limited to, services for sharing or posting
status updates, instant messages, links, photos, videos,
and/or other information, services for commenting or dis-
playing interest in articles, products, blogs, or other re-
sources, and/or other services. In some configurations,
the social networking services 522 are provided by or
include the FACEBOOK social networking service, the
LINKEDIN professional networking service, the
MYSPACE social networking service, the FOUR-
SQUARE geographic networking service, the YAMMER
office colleague networking service, and the like. In other
configurations, the social networking services 522 are
provided by other services, sites, and/or providers that
might be referred to as "social networking providers." For
example, some web sites allow users to interact with one
another via email, chat services, and/or other means dur-
ing various activities and/or contexts such as reading
published articles, commenting on goods or services,
publishing, collaboration, gaming, and the like. Other
services are possible and are contemplated.
[0079] The social networking services 522 can also in-
clude commenting, blogging, and/or microblogging serv-
ices. Examples of such services include, but are not lim-
ited to, the YELP commenting service, the KUDZU review
service, the OFFICETALK enterprise microblogging
service, the TWITTER messaging service, the GOOGLE
BUZZ service, and/or other services. It should be appre-
ciated that the above lists of services are not exhaustive
and that numerous additional and/or alternative social
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networking services 522 are not mentioned herein for the
sake of brevity. As such, the configurations described
above are illustrative, and should not be construed as
being limited in any way.
[0080] As also shown in FIG. 5, the application servers
504 can also host other services, applications 105, and/or
portals ("other services") 524, and/or other provide other
resources. The other services 524 can include, but are
not limited to, any of the other hardware and/or software
components described herein. It thus can be appreciated
that the distributed computing environment 502 can pro-
vide integration of the technologies disclosed herein with
various mailbox, messaging, blogging, social network-
ing, productivity, and/or other types of services or re-
sources.
[0081] As mentioned above, the distributed computing
environment 502 can include data storage 510. Accord-
ing to various implementations, the functionality of the
data storage 510 is provided by one or more databases
operating on, or in communication with, the network 503.
The functionality of the data storage 510 can also be
provided by one or more server computers configured to
host data for the distributed computing environment 502.
The data storage 510 can include, host, or provide one
or more real or virtual datastores 526A-526N (hereinafter
referred to collectively and/or generically as "datastores
526"). The datastores 526 are configured to host data
used or created by the application servers 504, the ap-
plications 105, and/or other data.
[0082] The distributed computing environment 502 can
communicate with, or be accessed by, the network inter-
faces 512. The network interfaces 512 can include vari-
ous types of network hardware and software for support-
ing communications between two or more computing de-
vices including, but not limited to, the clients 506 and the
application servers 504. It should be appreciated that the
network interfaces 512 can also be utilized to connect to
other types of networks and/or computer systems.
[0083] It should be understood that the distributed
computing environment 502 described herein can imple-
ment any aspects of the software elements described
herein with any number of system resources and/or other
distributed computing functionality that can be configured
to execute any aspects of the software components dis-
closed herein. According to various implementations of
the technologies disclosed herein, the distributed com-
puting environment 502 provides some or all of the soft-
ware functionality described herein as a service to the
clients 506. It should be understood that the clients 506
can also include real or virtual machines including, but
not limited to, server computers, web servers, personal
computers, mobile computing devices, smart phones,
and/or other devices. As such, various implementations
of the technologies disclosed herein can enable any de-
vice configured to access the distributed computing en-
vironment 502 to utilize the functionality described here-
in.
[0084] FIG. 6 shows an illustrative computing device

architecture 600 for a computing device that is capable
of executing the various software components described
herein. The computing device architecture 600 is appli-
cable to computing devices that facilitate mobile comput-
ing due, in part, to form factor, wireless connectivity,
and/or battery-powered operation. In some configura-
tions, the computing devices include, but are not limited
to, smart mobile telephones, tablet devices, slate devic-
es, portable video game devices, and the like.
[0085] The computing device architecture 600 is also
applicable to any of the clients 506 shown in FIG. 5. Fur-
thermore, aspects of the computing device architecture
600 are applicable to traditional desktop computers, port-
able computers (e.g., laptops, notebooks, ultra-porta-
bles, and netbooks), server computers, and other com-
puter systems, such as those described herein with ref-
erence to FIG. 5. For example, the single touch and multi-
touch aspects disclosed herein below can be applied to
desktop computers that utilize a touchscreen or some
other touch-enabled device, such as a touch-enabled
track pad or touch-enabled mouse. The computing de-
vice architecture 600 can also be utilized to implement
the system 102, and/or other types of computing devices
for implementing or consuming the functionality de-
scribed herein.
[0086] The computing device architecture 600 illustrat-
ed in FIG. 6 includes a processor 602, memory compo-
nents 604, network connectivity components 606, sensor
components 608, input/output components 610, and
power components 612. In the illustrated configuration,
the processor 602 is in communication with the memory
components 604, the network connectivity components
606, the sensor components 608, the input/output ("I/O")
components 610, and the power components 612. Al-
though no connections are shown between the individual
components illustrated in FIG. 6, the components can be
connected electrically in order to interact and carry out
device functions. In some configurations, the compo-
nents are arranged so as to communicate via one or more
busses (not shown).
[0087] The processor 602 includes one or more CPU
cores configured to control system resources, process
data, execute computer-executable instructions of one
or more application programs 105, and to communicate
with other components of the computing device architec-
ture 600 in order to perform aspects of the functionality
described herein. The processor 602 can be utilized to
execute aspects of the software components presented
herein and, particularly, those that utilize, at least in part,
a touch-enabled input.
[0088] In some configurations, the processor 602 in-
cludes a graphics processing unit ("GPU") configured to
accelerate operations performed by the CPU, including,
but not limited to, operations performed by executing
general-purpose scientific and engineering computing
applications, as well as graphics-intensive computing ap-
plications such as high resolution video (e.g., 720P,
1080P, 4K, and greater), video games, 3D modeling ap-
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plications, and the like. In some configurations, the proc-
essor 602 is configured to communicate with a discrete
GPU (not shown). In any case, the CPU and GPU can
be configured in accordance with a co-processing
CPU/GPU computing model, wherein the sequential part
of an application executes on the CPU and the compu-
tationally intensive part is accelerated by the GPU.
[0089] In some configurations, the processor 602 is,
or is included in, a system-on-chip ("SoC") along with
one or more of the other components described herein
below. For example, the SoC can include the processor
602, a GPU, one or more of the network connectivity
components 606, and one or more of the sensor compo-
nents 608. In some configurations, the processor 602 is
fabricated, in part, utilizing a package-on-package
("PoP") integrated circuit packaging technique. Moreo-
ver, the processor 602 can be a single core or multi-core
processor.
[0090] The processor 602 can be created in accord-
ance with an ARM architecture, available for license from
ARM HOLDINGS of Cambridge, United Kingdom. Alter-
natively, the processor 602 can be created in accordance
with an x86 architecture, such as is available from INTEL
CORPORATION of Mountain View, California and oth-
ers. In some configurations, the processor 602 is a
SNAPDRAGON SoC, available from QUALCOMM of
San Diego, California, a TEGRA SoC, available from
NVIDIA of Santa Clara, California, a HUMMINGBIRD
SoC, available from SAMSUNG of Seoul, South Korea,
an Open Multimedia Application Platform ("OMAP") SoC,
available from TEXAS INSTRUMENTS of Dallas, Texas,
a customized version of any of the above SoCs, or a
proprietary SoC.
[0091] The memory components 604 include a RAM
614, a ROM 616, an integrated storage memory ("inte-
grated storage") 618, and a removable storage memory
("removable storage") 620. In some configurations, the
RAM 614 or a portion thereof, the ROM 616 or a portion
thereof, and/or some combination of the RAM 614 and
the ROM 616 is integrated in the processor 602. In some
configurations, the ROM 616 is configured to store a
firmware, an operating system or a portion thereof (e.g.,
operating system kernel), and/or a bootloader to load an
operating system kernel from the integrated storage 618
or the removable storage 620.
[0092] The integrated storage 618 can include a solid-
state memory, a hard disk, or a combination of solid-state
memory and a hard disk. The integrated storage 618 can
be soldered or otherwise connected to a logic board upon
which the processor 602 and other components de-
scribed herein might also be connected. As such, the
integrated storage 618 is integrated into the computing
device. The integrated storage 618 can be configured to
store an operating system or portions thereof, application
programs, data, and other software components de-
scribed herein.
[0093] The removable storage 620 can include a solid-
state memory, a hard disk, or a combination of solid-state

memory and a hard disk. In some configurations, the re-
movable storage 620 is provided in lieu of the integrated
storage 618. In other configurations, the removable stor-
age 620 is provided as additional optional storage. In
some configurations, the removable storage 620 is log-
ically combined with the integrated storage 618 such that
the total available storage is made available and shown
to a user as a total combined capacity of the integrated
storage 618 and the removable storage 620.
[0094] The removable storage 620 is configured to be
inserted into a removable storage memory slot (not
shown) or other mechanism by which the removable stor-
age 620 is inserted and secured to facilitate a connection
over which the removable storage 620 can communicate
with other components of the computing device, such as
the processor 602. The removable storage 620 can be
embodied in various memory card formats including, but
not limited to, PC card, COMPACTFLASH card, memory
stick, secure digital ("SD"), miniSD, microSD, universal
integrated circuit card ("UICC") (e.g., a subscriber identity
module ("SIM") or universal SIM ("USIM")), a proprietary
format, or the like.
[0095] One or more of the memory components 604
can be used to store an operating system. According to
various configurations, the operating system includes,
but is not limited to, the WINDOWS MOBILE OS, the
WINDOWS PHONE OS, or the WINDOWS OS from MI-
CROSOFT CORPORATION, BLACKBERRY™ OS from
RESEARCH IN MOTION™, LTD. of Waterloo, Ontario,
Canada, IOS from APPLE™ Inc. of Cupertino, California,
and ANDROID™ OS from GOOGLE™, Inc. of Mountain
View, California. Other operating systems are contem-
plated.
[0096] The network connectivity components 606 in-
clude a wireless wide area network component ("WWAN
component") 622, a wireless local area network compo-
nent ("WLAN component") 624, and a wireless personal
area network component ("WPAN component") 626. The
network connectivity components 606 facilitate commu-
nications to and from a network 628, such as but not
limited to network 416, which can be a WWAN, a WLAN,
or a WPAN. Although a single network 628 is illustrated,
the network connectivity components 606 can facilitate
simultaneous communication with multiple networks. For
example, the network connectivity components 606 can
facilitate simultaneous communications with multiple net-
works via one or more of a WWAN, a WLAN, or a WPAN.
[0097] The network 628 can be a WWAN, such as a
mobile telecommunications network utilizing one or more
mobile telecommunications technologies to provide
voice and/or data services to a computing device utilizing
the computing device architecture 600 via the WWAN
component 622. The mobile telecommunications tech-
nologies can include, but are not limited to, Global Sys-
tem for Mobile communications ("GSM"), Code Division
Multiple Access ("CDMA") ONE, CDMA2000, Universal
Mobile Telecommunications System ("UMTS"), Long
Term Evolution ("LTE"), and Worldwide Interoperability
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for Microwave Access ("WiMAX").
[0098] Moreover, the network 628 can utilize various
channel access methods (which might or might not be
used by the aforementioned standards) including, but not
limited to, Time Division Multiple Access ("TDMA"), Fre-
quency Division Multiple Access ("FDMA"), CDMA, wide-
band CDMA ("W-CDMA"), Orthogonal Frequency Divi-
sion Multiplexing ("OFDM"), Space Division Multiple Ac-
cess ("SDMA"), and the like. Data communications can
be provided using General Packet Radio Service
("GPRS"), Enhanced Data rates for Global Evolution
("EDGE"), the High-Speed Packet Access ("HSPA") pro-
tocol family including High-Speed Downlink Packet Ac-
cess ("HSDPA"), Enhanced Uplink ("EUL") or otherwise
termed High-Speed Uplink Packet Access ("HSUPA"),
Evolved HSPA ("HSPA+"), LTE, and various other cur-
rent and future wireless data access standards. The net-
work 628 can be configured to provide voice and/or data
communications with any combination of the above tech-
nologies. The network 628 can be configured or adapted
to provide voice and/or data communications in accord-
ance with future generation technologies.
[0099] In some configurations, the WWAN component
622 is configured to provide dual- multi-mode connectiv-
ity to the network 628. For example, the WWAN compo-
nent 622 can be configured to provide connectivity to the
network 628, wherein the network 628 provides service
via GSM and UMTS technologies, or via some other com-
bination of technologies. Alternatively, multiple WWAN
components 622 can be utilized to perform such func-
tionality, and/or provide additional functionality to support
other non-compatible technologies (i.e., incapable of be-
ing supported by a single WWAN component). The
WWAN component 622 can facilitate similar connectivity
to multiple networks (e.g., a UMTS network and an LTE
network).
[0100] The network 628 can be a WLAN operating in
accordance with one or more Institute of Electrical and
Electronic Engineers ("IEEE") 104.11 standards, such as
IEEE 104.11a, 104.11b, 104.11g, 104.11n, and/or a fu-
ture 104.11 standard (referred to herein collectively as
WI-FI). Draft 104.11 standards are also contemplated.
In some configurations, the WLAN is implemented utiliz-
ing one or more wireless WI-FI access points. In some
configurations, one or more of the wireless WI-FI access
points are another computing device with connectivity to
a WWAN that are functioning as a WI-FI hotspot. The
WLAN component 624 is configured to connect to the
network 628 via the WI-FI access points. Such connec-
tions can be secured via various encryption technologies
including, but not limited, WI-FI Protected Access
("WPA"), WPA2, Wired Equivalent Privacy ("WEP"), and
the like.
[0101] The network 628 can be a WPAN operating in
accordance with Infrared Data Association ("IrDA"),
BLUETOOTH, wireless Universal Serial Bus ("USB"), Z-
Wave, ZIGBEE, or some other short-range wireless tech-
nology. In some configurations, the WPAN component

626 is configured to facilitate communications with other
devices, such as peripherals, computers, or other com-
puting devices via the WPAN.
[0102] The sensor components 608 include a magne-
tometer 630, an ambient light sensor 632, a proximity
sensor 634, an accelerometer 636, a gyroscope 638, and
a Global Positioning System sensor ("GPS sensor") 640.
It is contemplated that other sensors, such as, but not
limited to, temperature sensors or shock detection sen-
sors, might also be incorporated in the computing device
architecture 600.
[0103] The magnetometer 630 is configured to meas-
ure the strength and direction of a magnetic field. In some
configurations the magnetometer 630 provides measure-
ments to a compass application program stored within
one of the memory components 604 in order to provide
a user with accurate directions in a frame of reference
including the cardinal directions, north, south, east, and
west. Similar measurements can be provided to a navi-
gation application program that includes a compass com-
ponent. Other uses of measurements obtained by the
magnetometer 630 are contemplated.
[0104] The ambient light sensor 632 is configured to
measure ambient light. In some configurations, the am-
bient light sensor 632 provides measurements to an ap-
plication program stored within one of the memory com-
ponents 604 in order to automatically adjust the bright-
ness of a display (described below) to compensate for
low light and bright light environments. Other uses of
measurements obtained by the ambient light sensor 632
are contemplated.
[0105] The proximity sensor 634 is configured to detect
the presence of an object or thing in proximity to the com-
puting device without direct contact. In some configura-
tions, the proximity sensor 634 detects the presence of
a user’s body (e.g., the user’s face) and provides this
information to an application program stored within one
of the memory components 604 that utilizes the proximity
information to enable or disable some functionality of the
computing device. For example, a telephone application
program can automatically disable a touchscreen (de-
scribed below) in response to receiving the proximity in-
formation so that the user’s face does not inadvertently
end a call or enable/disable other functionality within the
telephone application program during the call. Other uses
of proximity as detected by the proximity sensor 634 are
contemplated.
[0106] The accelerometer 636 is configured to meas-
ure proper acceleration. In some configurations, output
from the accelerometer 636 is used by an application
program as an input mechanism to control some func-
tionality of the application program. In some configura-
tions, output from the accelerometer 636 is provided to
an application program for use in switching between land-
scape and portrait modes, calculating coordinate accel-
eration, or detecting a fall. Other uses of the accelerom-
eter 636 are contemplated.
[0107] The gyroscope 638 is configured to measure
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and maintain orientation. In some configurations, output
from the gyroscope 638 is used by an application pro-
gram as an input mechanism to control some functionality
of the application program. For example, the gyroscope
638 can be used for accurate recognition of movement
within a 3D environment of a video game application or
some other application. In some configurations, an ap-
plication program utilizes output from the gyroscope 638
and the accelerometer 636 to enhance control of some
functionality. Other uses of the gyroscope 638 are con-
templated.
[0108] The GPS sensor 640 is configured to receive
signals from GPS satellites for use in calculating a loca-
tion. The location calculated by the GPS sensor 640 can
be used by any application program that requires or ben-
efits from location information. For example, the location
calculated by the GPS sensor 640 can be used with a
navigation application program to provide directions from
the location to a destination or directions from the desti-
nation to the location. Moreover, the GPS sensor 640
can be used to provide location information to an external
location-based service, such as E611 service. The GPS
sensor 640 can obtain location information generated via
WI-FI, WIMAX, and/or cellular triangulation techniques
utilizing one or more of the network connectivity compo-
nents 606 to aid the GPS sensor 640 in obtaining a lo-
cation fix. The GPS sensor 640 can also be used in As-
sisted GPS ("A-GPS") systems.
[0109] The I/O components 610 include a display 642,
a touchscreen 644, a data I/O interface component ("data
I/O") 646, an audio I/O interface component ("audio I/O")
648, a video I/O interface component ("video I/O") 650,
and a camera 652. In some configurations, the display
642 and the touchscreen 644 are combined. In some
configurations two or more of the data I/O component
646, the audio I/O component 648, and the video I/O
component 650 are combined. The I/O components 610
can include discrete processors configured to support
the various interfaces described below, or might include
processing functionality built-in to the processor 602.
[0110] The display 642 is an output device configured
to present information in a visual form. In particular, the
display 642 can present graphical user interface ("GUI")
elements, text, images, video, notifications, virtual but-
tons, virtual keyboards, messaging data, Internet con-
tent, device status, time, date, calendar data, preferenc-
es, map information, location information, and any other
information that is capable of being presented in a visual
form. In some configurations, the display 642 is a liquid
crystal display ("LCD") utilizing any active or passive ma-
trix technology and any backlighting technology (if used).
In some configurations, the display 642 is an organic light
emitting diode ("OLED") display. Other display types are
contemplated.
[0111] The touchscreen 644 is an input device config-
ured to detect the presence and location of a touch. The
touchscreen 644 can be a resistive touchscreen, a ca-
pacitive touchscreen, a surface acoustic wave touch-

screen, an infrared touchscreen, an optical imaging
touchscreen, a dispersive signal touchscreen, an acous-
tic pulse recognition touchscreen, or can utilize any other
touchscreen technology. In some configurations, the
touchscreen 644 is incorporated on top of the display 642
as a transparent layer to enable a user to use one or
more touches to interact with objects or other information
presented on the display 642. In other configurations, the
touchscreen 644 is a touch pad incorporated on a surface
of the computing device that does not include the display
642. For example, the computing device can have a
touchscreen incorporated on top of the display 642 and
a touch pad on a surface opposite the display 642.
[0112] In some configurations, the touchscreen 644 is
a single-touch touchscreen. In other configurations, the
touchscreen 644 is a multi-touch touchscreen. In some
configurations, the touchscreen 644 is configured to de-
tect discrete touches, single touch gestures, and/or multi-
touch gestures. These are collectively referred to herein
as "gestures" for convenience. Several gestures will now
be described. It should be understood that these gestures
are illustrative and are not intended to limit the scope of
the appended claims. Moreover, the described gestures,
additional gestures, and/or alternative gestures can be
implemented in software for use with the touchscreen
644. As such, a developer can create gestures that are
specific to a particular application program.
[0113] In some configurations, the touchscreen 644
supports a tap gesture in which a user taps the touch-
screen 644 once on an item presented on the display
642. The tap gesture can be used for various reasons
including, but not limited to, opening or launching what-
ever the user taps, such as a graphical icon representing
the collaborative authoring application 110. In some con-
figurations, the touchscreen 644 supports a double tap
gesture in which a user taps the touchscreen 644 twice
on an item presented on the display 642. The double tap
gesture can be used for various reasons including, but
not limited to, zooming in or zooming out in stages. In
some configurations, the touchscreen 644 supports a tap
and hold gesture in which a user taps the touchscreen
644 and maintains contact for at least a predefined time.
The tap and hold gesture can be used for various reasons
including, but not limited to, opening a context-specific
menu.
[0114] In some configurations, the touchscreen 644
supports a pan gesture in which a user places a finger
on the touchscreen 644 and maintains contact with the
touchscreen 644 while moving the finger on the touch-
screen 644. The pan gesture can be used for various
reasons including, but not limited to, moving through
screens, images, or menus at a controlled rate. Multiple
finger pan gestures are also contemplated. In some con-
figurations, the touchscreen 644 supports a flick gesture
in which a user swipes a finger in the direction the user
wants the screen to move. The flick gesture can be used
for various reasons including, but not limited to, scrolling
horizontally or vertically through menus or pages. In
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some configurations, the touchscreen 644 supports a
pinch and stretch gesture in which a user makes a pinch-
ing motion with two fingers (e.g., thumb and forefinger)
on the touchscreen 644 or moves the two fingers apart.
The pinch and stretch gesture can be used for various
reasons including, but not limited to, zooming gradually
in or out of a website, map, or picture.
[0115] Although the gestures described above have
been presented with reference to the use of one or more
fingers for performing the gestures, other appendages
such as toes or objects such as styluses can be used to
interact with the touchscreen 644. As such, the above
gestures should be understood as being illustrative and
should not be construed as being limiting in any way.
[0116] The data I/O interface component 646 is con-
figured to facilitate input of data to the computing device
and output of data from the computing device. In some
configurations, the data I/O interface component 646 in-
cludes a connector configured to provide wired connec-
tivity between the computing device and a computer sys-
tem, for example, for synchronization operation purpos-
es. The connector can be a proprietary connector or a
standardized connector such as USB, micro-USB, mini-
USB, USB-C, or the like. In some configurations, the con-
nector is a dock connector for docking the computing
device with another device such as a docking station,
audio device (e.g., a digital music player), or video device.
[0117] The audio I/O interface component 648 is con-
figured to provide audio input and/or output capabilities
to the computing device. In some configurations, the au-
dio I/O interface component 646 includes a microphone
configured to collect audio signals. In some configura-
tions, the audio I/O interface component 648 includes a
headphone jack configured to provide connectivity for
headphones or other external speakers. In some config-
urations, the audio interface component 648 includes a
speaker for the output of audio signals. In some config-
urations, the audio I/O interface component 648 includes
an optical audio cable out.
[0118] The video I/O interface component 650 is con-
figured to provide video input and/or output capabilities
to the computing device. In some configurations, the vid-
eo I/O interface component 650 includes a video con-
nector configured to receive video as input from another
device (e.g., a video media player such as a DVD or BLU-
RAY player) or send video as output to another device
(e.g., a monitor, a television, or some other external dis-
play). In some configurations, the video I/O interface
component 650 includes a High-Definition Multimedia In-
terface ("HDMI"), mini-HDMI, micro-HDMI, DISPLAY-
PORT, or proprietary connector to input/output video
content. In some configurations, the video I/O interface
component 650 or portions thereof is combined with the
audio I/O interface component 648 or portions thereof.
[0119] The camera 652 can be configured to capture
still images and/or video. The camera 652 can utilize a
charge coupled device ("CCD") or a complementary met-
al oxide semiconductor ("CMOS") image sensor to cap-

ture images. In some configurations, the camera 652 in-
cludes a flash to aid in taking pictures in low-light envi-
ronments. Settings for the camera 652 can be implement-
ed as hardware or software buttons.
[0120] Although not illustrated, one or more hardware
buttons can also be included in the computing device
architecture 600. The hardware buttons can be used for
controlling some operational aspect of the computing de-
vice. The hardware buttons can be dedicated buttons or
multi-use buttons. The hardware buttons can be mechan-
ical or sensor-based.
[0121] The illustrated power components 612 include
one or more batteries 654, which can be connected to a
battery gauge 656. The batteries 654 can be recharge-
able or disposable. Rechargeable battery types include,
but are not limited to, lithium polymer, lithium ion, nickel
cadmium, and nickel metal hydride. Each of the batteries
654 can be made of one or more cells.
[0122] The battery gauge 656 can be configured to
measure battery parameters such as current, voltage,
and temperature. In some configurations, the battery
gauge 656 is configured to measure the effect of a bat-
tery’s discharge rate, temperature, age and other factors
to predict remaining life within a certain percentage of
error. In some configurations, the battery gauge 656 pro-
vides measurements to an application program that is
configured to utilize the measurements to present useful
power management data to a user. Power management
data can include one or more of a percentage of battery
used, a percentage of battery remaining, a battery con-
dition, a remaining time, a remaining capacity (e.g., in
watt hours), a current draw, and a voltage.
[0123] The power components 612 can also include a
power connector (not shown), which can be combined
with one or more of the aforementioned I/O components
610. The power components 612 can interface with an
external power system or charging equipment via a pow-
er I/O component. Other configurations can also be uti-
lized.
[0124] It should be appreciated that the various soft-
ware components described herein can be implemented
using or in conjunction with binary executable files, dy-
namically linked libraries (DLLs), APIs, network services,
script files, interpreted program code, software contain-
ers, object files, bytecode suitable for just-in-time ("JIT")
compilation, and/or other types of program code that can
be executed by a processor to perform the operations
described herein with regard to FIGS. 1-4. Other types
of software components not specifically mentioned here-
in can also be utilized.
[0125] Technologies for controlling applications that
use system resources, and conserving those system re-
sources, have been disclosed herein. Although the sub-
ject matter presented herein has been described in lan-
guage specific to computer structural features, method-
ological and transformative acts, specific computing ma-
chinery, and computer readable media, it is to be under-
stood that the description above is provided by way of
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illustration or example only, and should not be construed
as limiting. Rather, the specific features, acts and media
are disclosed as example forms of implementing the
claims and various modifications and changes can be
made to the implementations described herein while still
being within the scope of the claims. Further, it should
be appreciated that the above-described subject matter
can be implemented as a computer-controlled appara-
tus, a computer process, a computing system, or as an
article of manufacture such as a computer-readable stor-
age medium. Therefore, the subject matter defined in the
appended claims is not necessarily limited to the specific
features, acts, or media described herein.

Claims

1. A computer-implemented method of controlling ap-
plications that use system resources, the method
comprising:

monitoring (210; 310) an indication of use of a
system resource by a plurality of applications;
determining (215; 315) whether the indication of
use exceeds a predetermined threshold of use;
if the indication of use exceeds the predeter-
mined threshold of use:

bundling (220; 330) the applications using
the system resource into a resource group;
assigning (225; 335) a maximum resource
usage rate to the resource group for a first
period
of time, the assigned resource usage rate
being below the indication of use of the sys-
tem resource, and the assigned resource
usage rate applying collectively to the ap-
plications in the resource group; and
transmitting, to a throttle, an indication of
the resource subject to the resource usage
rate, an indication of the applications in the
resource group, and an indication of the as-
signed resource usage rate, wherein the
throttle is configured
to control access of the applications in the
resource group to the system resource
based on the assigned resource usage rate,
wherein
all the applications in the resource group
are treated as if they were a single applica-
tion calling for the system resource.

2. The computer-implemented method of claim 1 and
further comprising:

after the first period of time, determining (230)
whether an excessive number of overages of
use of the system resource have occurred,

wherein the determining (230) whether an ex-
cessive number of overages of use of the system
resource have occurred comprises determining
whether the number of overages is above a
threshold more than a predetermined number
of times; and
if the excessive number of overages of use has
not occurred then removing (240) the applica-
tions from the resource group.

3. The computer-implemented method of claim 1
wherein monitoring (210; 310) an indication of use
comprises obtaining a number of samples of use of
the system resource by sampling use of the system
resource at a predetermined interval for a predeter-
mined number of times, and aggregating the sam-
ples.

4. The computer-implemented method of claim 1 and
further comprising:

after the first period of time, determining (230)
whether an excessive number of overages of
use of the system resource have occurred; and
if the excessive number of overages of use has
occurred then taking (235) a specified action.

5. The computer-implemented method of claim 4
wherein taking (235) the specified action comprises
setting a flag that applications are not to be placed
into that resource group again until after a specified
time or until after a specified event has occurred.

6. The computer-implemented method of claim 4
wherein taking (235) the specified action comprises
increasing the amount of time that the applications
are in the resource group.

7. The computer-implemented method of claim 1, fur-
ther comprising,

if the indication of use exceeds the predeter-
mined threshold of use then determining (320)
whether an excessive number of overages of
use of the system resource have occurred,
wherein the determining (230) whether the ex-
cessive number of overages of use of the system
resource have occurred comprises determining
whether the number of overages is above a
threshold more than a predetermined number
of times,
and wherein the steps of bundling (330) the ap-
plications, assigning (336) the resource usage
rate to the resource, and transmitting the indi-
cations to the throttle are only performed if the
excessive number of overages of use of the sys-
tem resource has not occurred.
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8. The computer-implemented method of claim 7
wherein, if the excessive number of overages of use
of the system resource has not occurred, then further
comprising taking (325) a specified action.

9. The computer-implemented method of claim 7
wherein monitoring (310) an indication of use com-
prises obtaining a number of samples of use of the
system resource by sampling use of the system re-
source at a predetermined interval for a predeter-
mined number of times, and aggregating the sam-
ples.

10. An apparatus, comprising:

a plurality of system resources;
a processor; and
at least one computer-readable storage medium
having computer executable instructions stored
thereon which, when executed by the processor,
cause the apparatus to:

run a plurality of applications (105A, 105B,
105N);
monitor an indication of use of a system re-
source of the plurality of system resources
(115A, 115B, 115C, 115N) by the plurality
of applications (105A, 105B, 105N);
determine whether the indication of use ex-
ceeds a predetermined threshold of use;
if the indication of use exceeds the prede-
termined threshold of use:

bundle the applications using the sys-
tem resource into a resource group;
assign a maximum resource usage rate
to the resource group for a first period
of time
the assigned resource usage rate being
below the indication of use of the sys-
tem resource, and the assigned re-
source usage rate applying collectively
to the applications in the resource
group; and
transmit, to a throttle, an indication of
the resource subject to the resource us-
age rate, an indication of the applica-
tions in the resource group, and an in-
dication of the assigned resource us-
age rate, wherein the throttle is config-
ured to control access of the applica-
tions in the resource group to the sys-
tem resource based on the assigned
usage rate, wherein all the applications
in the resource group are treated as if
they were a single application calling
for the system resource

11. The apparatus of claim 10 wherein the computer ex-
ecutable instructions on the at least one computer-
readable storage medium further cause the appara-
tus to:

after the first period of time, determine whether
an excessive number of overages of use of the
system resource have occurred, wherein deter-
mining whether the excessive number of over-
ages of use of the system resource have oc-
curred comprises determining whether the
number of overages is above a threshold more
than a predetermined number of times; and
if the excessive number of overages of use has
not occurred then remove the applications from
the resource group.

12. The apparatus of claim 10 wherein the computer ex-
ecutable instructions on the at least one computer-
readable storage medium further cause the appara-
tus to:

after the first period of time, determine whether
an excessive number of overages of use of the
system resource have occurred, wherein deter-
mining whether the excessive number of over-
ages of use of the system resource have oc-
curred comprises determining whether the
number of overages is above a threshold more
than a predetermined number of times; and
if the excessive number of overages of use has
occurred then take a specified action.

13. The apparatus of claim 10 wherein the computer ex-
ecutable instructions on the at least one computer-
readable storage medium further cause the appara-
tus to monitor use of the system resource over a
second period of time by executing instructions to:

obtain a number of samples of use of the re-
source by sampling use of the system resource
at a predetermined interval for a predetermined
number of times; and
aggregate the samples.

14. The apparatus of claim 10 wherein the computer ex-
ecutable instructions on the at least one computer-
readable storage medium further cause the appara-
tus to take the specified action by executing instruc-
tions to set a flag that applications are not to be
placed into that resource group again until after a
specified time or after a specified event has oc-
curred.

15. The apparatus of claim 10 wherein the computer ex-
ecutable instructions on the at least one computer-
readable storage medium further cause the appara-
tus to take the specified action by executing instruc-
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tions to increase the amount of time that the appli-
cations are in the resource group.

Patentansprüche

1. Computerimplementiertes Verfahren zum Steuern
von Anwendungen, die Systemressourcen verwen-
den, wobei das Verfahren Folgendes umfasst:

Überwachen (210; 310) einer Verwendungsan-
zeige einer Systemressource durch eine Viel-
zahl von Anwendungen;
Bestimmen (215; 315), ob die Verwendungsan-
zeige einen vorbestimmten Verwendungs-
schwellenwert überschreitet;
wenn die Verwendungsanzeige den vorbe-
stimmten Verwendungsschwellenwert über-
schreitet:

Bündeln (220; 330) der Anwendungen, die
die Systemressource verwenden, in eine
Ressourcengruppe;
Zuweisen (225; 335) einer maximalen Res-
sourcenverwendungsquote zu der Res-
sourcengruppe für eine erste Zeitspanne,
wobei die zugewiesene Ressourcenver-
wendungsquote unter der Verwendungsan-
zeige der Systemressource liegt, und die
zugewiesene Ressourcenverwendungs-
quote kollektiv auf die Anwendungen in der
Ressourcengruppe angewendet wird; und
Übertragen an eine Drosselvorrichtung ei-
ner Anzeige der Ressource, die der Res-
sourcenverwendungsquote unterliegt, ei-
ner Anzeige der Anwendungen in der Res-
sourcengruppe und einer Anzeige der zu-
gewiesenen Ressourcenverwendungsquo-
te, wobei die Drosselvorrichtung konfigu-
riert ist, um Zugang der Anwendungen in
der Ressourcengruppe zu der Systemres-
source basierend auf der zugewiesenen
Ressourcenverwendungsquote zu steuern,
wobei
alle Anwendungen in der Ressourcengrup-
pe behandelt werden, als wären sie eine
einzige Anwendung, die die Systemres-
source anfordert.

2. Computerimplementiertes Verfahren nach An-
spruch 1 und weiter umfassend:

nach der ersten Zeitspanne, Bestimmen (230),
ob eine zu hohe Anzahl von übermäßigen Ver-
wendungen der Systemressource eingetreten
ist, wobei Bestimmen (230), ob eine zu hohe
Anzahl von übermäßigen Verwendungen der
Systemressource eingetreten ist, Bestimmen

umfasst, ob die Anzahl der übermäßigen Ver-
wendungen über einem Schwellenwert liegt, der
mehr ist als eine vorbestimmten Anzahl; und
wenn die zu hohe Anzahl von übermäßigen Ver-
wendungen nicht eingetreten ist, Entfernen
(240) der Anwendungen aus der Ressourcen-
gruppe.

3. Computerimplementiertes Verfahren nach An-
spruch 1, wobei Überwachen (210; 310) einer Ver-
wendungsanzeige Erhalten einer Anzahl von Ver-
wendungsproben der Systemressource durch Ver-
wendungsprobenerhebung der Systemressource in
einem vorbestimmten Zeitabstand für eine vorbe-
stimmte Anzahl und Aggregieren der Problem um-
fasst.

4. Computerimplementiertes Verfahren nach An-
spruch 1 und weiter umfassend:

nach der ersten Zeitspanne, Bestimmen (230),
ob eine zu hohe Anzahl von übermäßigen Ver-
wendungen der Systemressource eingetreten
ist; und
wenn die zu hohe Anzahl von übermäßigen Ver-
wendungen eingetreten ist, Ergreifen (235) ei-
ner konkreten Maßnahme.

5. Computerimplementiertes Verfahren nach An-
spruch 4, wobei Ergreifen (235) der konkreten
Maßnahme Setzen einer Flag umfasst, damit An-
wendungen bis nach einer konkreten Zeit oder bis
ein konkretes Ereignis eingetreten ist nicht erneut in
die Ressourcengruppe aufgenommen werden.

6. Computerimplementiertes Verfahren nach An-
spruch 4, wobei Ergreifen (235) der konkreten
Maßnahme Erhöhen der Zeitdauer umfasst, in der
die Anwendungen in der Ressourcengruppe sind.

7. Computerimplementiertes Verfahren nach An-
spruch 1, weiter umfassend,

wenn die Verwendungsanzeige den vorbe-
stimmten Verwendungsschwellenwert über-
schreitet, Bestimmen (320), ob eine zu hohe An-
zahl von übermäßigen Verwendungen der Sys-
temressource eingetreten ist, wobei Bestimmen
(230), ob die zu hohe Anzahl von übermäßigen
Verwendungen der Systemressource eingetre-
ten ist, Bestimmen umfasst, ob die Anzahl von
übermäßigen Verwendungen über einem
Schwellenwert liegt, der höher als eine vorbe-
stimmte Anzahl ist,
und wobei die Schritte des Bündelns (330) der
Anwendungen, Zuweisens (336) der Ressour-
cenverwendungsquote zu der Ressource und
Übertragens der Anzeige an die Drosselvorrich-
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tung nur vorgenommen werden, wenn die zu ho-
he Anzahl von übermäßigen Verwendungen der
Systemressource nicht eingetreten ist.

8. Computerimplementiertes Verfahren nach An-
spruch 7, wobei es, wenn die zu hohe Anzahl von
übermäßigen Verwendungen der Systemressource
nicht eingetreten ist, weiter Ergreifen (325) einer
konkreten Maßnahme umfasst.

9. Computerimplementiertes Verfahren nach An-
spruch 7, wobei Überwachen (310) einer Verwen-
dungsanzeige Erhalten einer Anzahl von Verwen-
dungsproben der Systemressource durch Verwen-
dungsprobenerhebung der Systemressource in ei-
nem vorbestimmten Zeitabstand für eine vorbe-
stimmten Anzahl und Aggregieren der Proben um-
fasst.

10. Einrichtung, umfassend:

eine Vielzahl von Systemressourcen;
einen Prozessor; und
mindestens ein computerlesbares Speicherme-
dium, das computerausführbare Anweisungen
darauf gespeichert aufweist, die, wenn sie von
dem Prozessor ausgeführt werden, verursa-
chen, dass die Einrichtung:

eine Vielzahl von Anwendungen (105A,
105B, 105N) ausführt;
eine Verwendungsanzeige einer System-
ressource der Vielzahl von Systemressour-
cen (115A, 115B, 115C, 115N) durch die
Vielzahl von Anwendungen (105A, 105B,
105N) überwacht;
bestimmt, ob die Verwendungsanzeige ei-
nen vorbestimmten Verwendungsschwel-
lenwert überschreitet;
wenn die Verwendungsanzeige den vorbe-
stimmten Verwendungsschwellenwert
überschreitet:

die Anwendungen, die die Systemres-
source verwenden, in eine Ressour-
cengruppe bündelt;
der Ressourcengruppe für eine erste
Zeitspanne eine maximale Ressour-
cenverwendungsquote zuweist,
wobei die zugewiesene Ressourcen-
verwendungsquote unter der Verwen-
dungsanzeige der Systemressource
liegt und die zugewiesene Ressour-
cenverwendungsquote kollektiv auf die
Anwendungen in der Ressourcengrup-
pe angewendet wird; und
an eine Drosselvorrichtung eine Anzei-
ge der Ressource, die der Ressourcen-

verwendungsquote unterliegt, eine An-
zeige der Anwendungen in der Res-
sourcengruppe und eine Anzeige der
zugewiesenen Ressourcenverwen-
dungsquote überträgt, wobei die Dros-
selvorrichtung konfiguriert ist, um Zu-
gang der Anwendungen in der Res-
sourcengruppe zu der Systemressour-
ce basierend auf der zugewiesenen
Verwendungsquote zu steuern, wobei
alle Anwendungen in der Ressourcen-
gruppe behandelt werden, als wären
sie eine einzige Anwendung, die die
Systemressource anfordert.

11. Einrichtung nach Anspruch 10, wobei die compute-
rausführbare Anweisungen auf dem mindestens ei-
nen computerlesbares Speichermedium weiter ver-
ursachen, dass die Einrichtung:

nach der ersten Zeitspanne bestimmt, ob eine
zu hohe Anzahl von übermäßigen Verwendun-
gen der Systemressource eingetreten ist, wobei
Bestimmen, ob eine zu hohe Anzahl von über-
mäßigen Verwendungen der Systemressource
eingetreten ist, Bestimmen umfasst, ob die An-
zahl der übermäßigen Verwendungen über ei-
nem Schwellenwert liegt, der mehr ist als eine
vorbestimmten Anzahl; und
wenn die zu hohe Anzahl von übermäßigen Ver-
wendungen nicht eingetreten ist, die Anwendun-
gen aus der Ressourcengruppe entfernt.

12. Einrichtung nach Anspruch 10, wobei die compute-
rausführbare Anweisungen auf dem mindestens ei-
nen computerlesbares Speichermedium weiter ver-
ursachen, dass die Einrichtung:

nach der ersten Zeitspanne bestimmt, ob eine
zu hohe Anzahl von übermäßigen Verwendun-
gen der Systemressource eingetreten ist, wobei
Bestimmen, ob eine zu hohe Anzahl von über-
mäßigen Verwendungen der Systemressource
eingetreten ist, Bestimmen umfasst, ob die An-
zahl der übermäßigen Verwendungen über ei-
nem Schwellenwert liegt, der mehr ist als eine
vorbestimmten Anzahl; und
wenn die zu hohe Anzahl von übermäßigen Ver-
wendungen eingetreten ist, eine konkrete
Maßnahme ergreift.

13. Einrichtung nach Anspruch 10, wobei die compute-
rausführbare Anweisungen auf dem mindestens ei-
nen computerlesbares Speichermedium weiter ver-
ursachen, dass die Einrichtung die Verwendung der
Systemressource während einer zweiten Zeitspan-
ne überwacht durch Ausführen von Anweisungen,
um:
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eine Anzahl von Verwendungsproben der Res-
source durch Verwendungsprobenerhebung
der Systemressource in einem vorbestimmten
Zeitabstand für eine vorbestimmte Anzahl zu er-
halten; und
die Proben zu aggregieren.

14. Einrichtung nach Anspruch 10, wobei die compute-
rausführbare Anweisungen auf dem mindestens ei-
nen computerlesbares Speichermedium weiter ver-
ursachen, dass die Einrichtung die konkrete
Maßnahme ergreift durch Ausführen von Anweisun-
gen, um eine Flag zu setzen, damit Anwendungen
bis nach einer konkreten Zeit oder bis ein konkretes
Ereignis eingetreten ist nicht erneut in die Ressour-
cengruppe aufgenommen werden.

15. Einrichtung nach Anspruch 10, wobei die compute-
rausführbare Anweisungen auf dem mindestens ei-
nen computerlesbares Speichermedium weiter ver-
ursachen, dass die Einrichtung die konkrete
Maßnahme ergreift durch Ausführen von Anweisun-
gen, um die Zeitdauer zu erhöhen, in der die Anwen-
dungen in der Ressourcengruppe sind.

Revendications

1. Procédé mis en œuvre par ordinateur pour comman-
der des applications qui utilisent des ressources de
système, le procédé comprenant :

une surveillance (210 ; 310) d’une indication
d’utilisation d’une ressource de système par une
pluralité d’applications ;
le fait de déterminer (215 ; 315) si l’indication
d’utilisation dépasse un seuil prédéterminé
d’utilisation ;
si l’indication d’utilisation dépasse le seuil pré-
déterminé d’utilisation :

un regroupement (220 ; 330) des applica-
tions utilisant la ressource de système en
un groupe de ressources ;
une assignation (225 ; 335) d’un taux d’uti-
lisation de ressources maximal au groupe
de ressources pour une première période
de temps, le taux d’utilisation de ressources
assigné étant en dessous de l’indication
d’utilisation de la ressource de système, et
le taux d’utilisation de ressources assigné
s’appliquant collectivement aux applica-
tions dans le groupe de ressources ; et
une transmission, à un régulateur, d’une in-
dication de la ressource soumise au taux
d’utilisation de ressources, d’une indication
des applications dans le groupe de ressour-
ces, et d’une indication du taux d’utilisation

de ressources assigné, dans lequel le ré-
gulateur est configuré pour commander un
accès des applications dans le groupe de
ressources à la ressource de système sur
la base du taux d’utilisation de ressources
assigné, dans lequel
toutes les applications dans le groupe de
ressources sont traitées comme si elles
étaient une seule application appelant la
ressource de système.

2. Procédé mis en œuvre par ordinateur selon la re-
vendication 1 et comprenant en outre :

après la première période de temps, le fait de
déterminer (230) si un nombre excessif d’excé-
dents d’utilisation de la ressource de système
se sont produits, dans lequel le fait de détermi-
ner (230) si un nombre excessif d’excédents
d’utilisation de la ressource de système se sont
produits comprend le fait de déterminer si le
nombre d’excédents est au-dessus d’un seuil
plus qu’un nombre prédéterminé de fois ; et
si le nombre excessif d’excédents d’utilisation
ne s’est pas produit, alors un retrait (240) des
applications du groupe de ressources.

3. Procédé mis en œuvre par ordinateur selon la re-
vendication 1 dans lequel la surveillance (210 ; 310)
d’une indication d’utilisation comprend une obtention
d’un nombre d’échantillons d’utilisation de la res-
source de système en échantillonnant une utilisation
de la ressource de système à un intervalle prédéter-
miné pour un nombre prédéterminé de fois, et une
agrégation des échantillons.

4. Procédé mis en œuvre par ordinateur selon la re-
vendication 1 et comprenant en outre :

après la première période de temps, le fait de
déterminer (230) si un nombre excessif d’excé-
dents d’utilisation de la ressource de système
se sont produits ; et
si le nombre excessif d’excédents d’utilisation
s’est produit, alors une réalisation (235) d’une
action spécifiée.

5. Procédé mis en œuvre par ordinateur selon la re-
vendication 4 dans lequel la réalisation (235) de l’ac-
tion spécifiée comprend un positionnement d’un dra-
peau indiquant que des applications ne doivent pas
être placées à nouveau dans ce groupe de ressour-
ces jusqu’à ce qu’un temps spécifié se soit écoulé
ou jusqu’à ce qu’un événement spécifié se soit pro-
duit.

6. Procédé mis en œuvre par ordinateur selon la re-
vendication 4 dans lequel la réalisation (235) de l’ac-
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tion spécifiée comprend une augmentation du laps
de temps où les applications sont dans le groupe de
ressources.

7. Procédé mis en œuvre par ordinateur selon la re-
vendication 1, comprenant en outre,

si l’indication d’utilisation dépasse le seuil pré-
déterminé d’utilisation, alors le fait de détermi-
ner (320) si un nombre excessif d’excédents
d’utilisation de la ressource de système se sont
produits, dans lequel le fait de déterminer (320)
si le nombre excessif d’excédents d’utilisation
de la ressource de système se sont produits
comprend le fait de déterminer si le nombre d’ex-
cédents est au-dessus d’un seuil plus qu’un
nombre prédéterminé de fois,
et dans lequel les étapes de regroupement (330)
des applications, assignation (336) du taux d’uti-
lisation de ressources à la ressource et trans-
mission des indications au régulateur sont ef-
fectuées uniquement si le nombre excessif d’ex-
cédents d’utilisation de la ressource de système
ne s’est pas produit.

8. Procédé mis en œuvre par ordinateur selon la re-
vendication 7 dans lequel, si le nombre excessif d’ex-
cédents d’utilisation de la ressource de système ne
s’est pas produit, alors comprenant en outre une réa-
lisation (325) d’une action spécifiée.

9. Procédé mis en œuvre par ordinateur selon la re-
vendication 7 dans lequel la surveillance (310) d’une
indication d’utilisation comprend une obtention d’un
nombre d’échantillons d’utilisation de la ressource
de système en échantillonnant une utilisation de la
ressource de système à un intervalle prédéterminé
pour un nombre prédéterminé de fois, et une agré-
gation des échantillons.

10. Appareil, comprenant :

une pluralité de ressources de système ;
un processeur ; et
au moins un support de stockage lisible par or-
dinateur présentant des instructions exécuta-
bles par ordinateur stockées sur celui-ci qui,
lorsqu’elles sont exécutées par le processeur,
amènent l’appareil à :

faire tourner une pluralité d’applications
(105A, 105B, 105N) ;
surveiller une indication d’utilisation d’une
ressource de système de la pluralité de res-
sources de système (115A, 115B, 115C,
115N) par la pluralité d’applications (105A,
105B, 105N) ;
déterminer si l’indication d’utilisation dépas-

se un seuil prédéterminé d’utilisation ;
si l’indication d’utilisation dépasse le seuil
prédéterminé d’utilisation :

regrouper les applications utilisant la
ressource de système en un groupe de
ressources ;
assigner un taux d’utilisation de res-
sources maximal au groupe de res-
sources pour une première période de
temps,
le taux d’utilisation de ressources assi-
gné étant en dessous de l’indication
d’utilisation de la ressource de systè-
me, et le taux d’utilisation de ressour-
ces assigné s’appliquant collective-
ment aux applications dans le groupe
de ressources ; et
transmettre, à un régulateur, une indi-
cation de la ressource soumise au taux
d’utilisation de ressources, une indica-
tion des applications dans le groupe de
ressources, et une indication du taux
d’utilisation de ressources assigné,
dans lequel le régulateur est configuré
pour commander un accès des appli-
cations dans le groupe de ressources
à la ressource de système sur la base
du taux d’utilisation assigné, dans le-
quel toutes les applications dans le
groupe de ressources sont traitées
comme si elles étaient une seule appli-
cation appelant la ressource de systè-
me.

11. Appareil selon la revendication 10 dans lequel les
instructions exécutables par ordinateur sur le au
moins un support de stockage lisible par ordinateur
amènent en outre l’appareil à :

après la première période de temps, déterminer
si un nombre excessif d’excédents d’utilisation
de la ressource de système se sont produits,
dans lequel le fait de déterminer si le nombre
excessif d’excédents d’utilisation de la ressour-
ce de système se sont produits comprend le fait
de déterminer si le nombre d’excédents est au-
dessus d’un seuil plus qu’un nombre prédéter-
miné de fois ; et
si le nombre excessif d’excédents d’utilisation
ne s’est pas produit, alors retirer les applications
du groupe de ressources.

12. Appareil selon la revendication 10 dans lequel les
instructions exécutables par ordinateur sur le au
moins un support de stockage lisible par ordinateur
amènent en outre l’appareil à :
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après la première période de temps, déterminer
si un nombre excessif d’excédents d’utilisation
de la ressource de système se sont produits,
dans lequel le fait de déterminer si le nombre
excessif d’excédents d’utilisation de la ressour-
ce de système se sont produits comprend le fait
de déterminer si le nombre d’excédents est au-
dessus d’un seuil plus qu’un nombre prédéter-
miné de fois ; et
si le nombre excessif d’excédents d’utilisation
s’est produit, alors réaliser une action spécifiée.

13. Appareil selon la revendication 10 dans lequel les
instructions exécutables par ordinateur sur le au
moins un support de stockage lisible par ordinateur
amènent en outre l’appareil à surveiller une utilisa-
tion de la ressource de système pendant une secon-
de période de temps en exécutant des instructions
pour :

obtenir un nombre d’échantillons d’utilisation de
la ressource en échantillonnant une utilisation
de la ressource de système à un intervalle pré-
déterminé pour un nombre prédéterminé de
fois ; et
agréger les échantillons.

14. Appareil selon la revendication 10 dans lequel les
instructions exécutables par ordinateur sur le au
moins un support de stockage lisible par ordinateur
amènent en outre l’appareil à réaliser l’action spéci-
fiée en exécutant des instructions pour positionner
un drapeau indiquant que des applications ne doi-
vent pas être placées à nouveau dans ce groupe de
ressources jusqu’à ce qu’un temps spécifié se soit
écoulé ou jusqu’à ce qu’un événement spécifié se
soit produit.

15. Appareil selon la revendication 10 dans lequel les
instructions exécutables par ordinateur sur le au
moins un support de stockage lisible par ordinateur
amènent en outre l’appareil à réaliser l’action spéci-
fiée en exécutant des instructions pour augmenter
le laps de temps où les applications sont dans le
groupe de ressources.
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