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Description

BACKGROUND OF THE INVENTION

Field of the Invention

[0001] The present disclosure relates to an information
processing apparatus, an information processing meth-
od, and a program.

Description of the Related Art

[0002] Most image forming apparatuses include a
page description language (PDL) interpreter which per-
forms language interpretation on print data described in
PDL. The PDL interpreter has a number of parameters
for controlling operation and behavior of itself. Examples
of the parameters include a parameter for defining a ca-
pacity of memory to be used for font cache in PostScript
(MaxFontCache). These parameters which define an op-
eration control of the PDL interpreter may be changed
by any user in accordance with a language specification
of PDL.
[0003] Japanese Patent Laid-Open No. 2011-216089
discloses control of parameters for defining operation
and behavior of a PDL interpreter. According to the tech-
nique, an access policy for accessing the PDL interpreter
is defined for each user so that only a permitted user may
access the PDL interpreter. Accordingly, the parameters
for defining operation control of the PDL interpreter are
prevented from being unintentionally updated.
[0004] In PostScript (PS), when the interpreter inter-
prets PS data including a PS command below, a definition
of MaxFontCache indicating a memory size to be used
for font cache may be changed to 3500000.

<</MaxFontCache 3500000/Password(xxxx)>>setsys-
temparams

[0005] As a language specification of PS, in such a
case where a system parameter is to be changed, a pass-
word of the PS interpreter (SystemParamsPassword,
that is, "xxxx" in the example above) is required to be
specified using "/Password" as the example above. If the
password of the PS interpreter (hereinafter referred to
as a "PS password") is not appropriate, the system pa-
rameter is not changed.
[0006] The PS password may be changed by a PS
command. When the interpreter interprets PS data in-
cluding the following command, the PS password is
changed.

<</Password(oldpassword)/SystemParamsPass-
word(newpassword)>>setsystemparams

[0007] In the example above, "oldpassword" indicates
a PS password which is currently set and "newpassword"
indicates a PS password after the change. If a designa-

tion of "oldpassword" is inappropriate, the PS password
is not changed.
[0008] Furthermore, the PS password set in the PS
interpreter is stored in a volatile region.
[0009] Therefore, when an image forming apparatus
is rebooted, the PS password of the PS interpreter be-
comes a default setting, that is, "no setting". In the state
of "no setting", any password may be specified as the
PS password required when system parameters of the
PS interpreter is to be changed, and the system param-
eters may be changed by any password.
[0010] Therefore, a method for setting a PS password
in a PS interpreter in advance is employed so that the
system parameters for controlling behavior of the PS in-
terpreter are not unnecessarily changed.
[0011] However, the PS password set in the PS inter-
preter is stored in a volatile region, and therefore, the PS
password returns to the default state, that is, "no setting",
when the image forming apparatus is rebooted. Accord-
ingly, after the image forming apparatus is rebooted, a
malicious user may change settings of the image forming
apparatus before the PS password is reset.

SUMMARY OF THE INVENTION

[0012] The present invention in its first aspect provides
an information processing apparatus as specified in
claims 1 to 9.
[0013] The present invention in its second aspect pro-
vides an information processing method as specified in
claim 10.
[0014] The present invention in its third aspect pro-
vides a program as specified in claim 11.
[0015] Further features of the present invention will be-
come apparent from the following description of exem-
plary embodiments with reference to the attached draw-
ings.

BRIEF DESCRIPTION OF THE DRAWINGS

[0016]

Fig. 1A is a diagram illustrating outline of a method
for controlling a PS password setting in the related
art, and Fig. 1B is a diagram illustrating outline of a
method for controlling a PS password setting accord-
ing to a first embodiment.
Fig. 2 is a diagram illustrating an example of a system
configuration of an image processing system.
Fig. 3 is a diagram illustrating an example of a hard-
ware configuration of an image forming apparatus.
Fig. 4 is a diagram illustrating an example of a soft-
ware configuration of the image forming apparatus.
Fig. 5 is a diagram (part I) illustrating an example of
a UI screen for an administrator.
Fig. 6 is a flowchart of an example of a process of
changing a PS password setting.
Fig. 7 is a flowchart of an example of a process of
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setting a PS password.
Fig. 8 is a diagram (part II) illustrating an example of
a UI screen for an administrator.
Fig. 9 is a diagram (part III) illustrating an example
of a UI screen for an administrator.

DESCRIPTION OF THE EMBODIMENTS

[0017] Hereinafter, embodiments of the present disclo-
sure will be described with reference to the accompany-
ing drawings.

First Embodiment

[0018] Outline of a method for controlling a PS pass-
word will be described with reference to Figs. 1A and 1B.
[0019] Fig. 1A is a diagram illustrating a method for
controlling a PS password in a configuration in which only
a method for changing a PS password specified by a PS
command is supported according to the related art. More
specifically, a time series variation of a PS password set
in a PS printer is illustrated in Fig. 1A.
[0020] When the image forming apparatus serving as
an information processing apparatus is powered, the im-
age forming apparatus is activated in a state in which the
PS password of the PS interpreter is in a default setting,
that is, "no setting". In the state of "no setting", any pass-
word may be specified as the PS password required
when system parameters of the PS interpreter are to be
changed, and the system parameters may be changed
by any password (Period A). Here, when receiving a PS
job including a PS command for specifying a change of
the PS password to "yyyy", the image forming apparatus
changes the password of the PS interpreter to "yyyy" by
executing the job. When the system parameters are to
be changed in a next job onwards, this PS password
"yyyy" is required to be specified (Period B). Thereafter,
when the image forming apparatus is turned off and then
turned on (reboot), the PS password returns to the default
setting "no setting" (period C).
[0021] Specifically, even if the PS password is
changed by executing the PS job, the changed PS pass-
word returns to the default state "no setting" by perform-
ing turning off and then turning on since the PS password
is stored in a volatile region in the PS interpreter.
[0022] Fig. 1B is a diagram illustrating a method for
controlling a PS password setting in a configuration in
which a method for changing a PS password in settings
of a UI screen for an administrator is supported. More
specifically, time series variation of a PS password set
in an administrator UI and a PS password set in the PS
interpreter is illustrated in Fig. 1B. The administrator UI
screen is an example of a screen for an administrator.
The administrator UI may be displayed when it is deter-
mined that a user has a certain authority (as an admin-
istrator) by user authentication or the like.
[0023] When the image forming apparatus is powered
while the PS password in the administrator UI screen is

"no setting", the PS interpreter is activated while the PS
password of the PS interpreter is in a default setting "no
setting" (Period A). Subsequently, when a setting value
of the PS password is changed to "yyyy" in the adminis-
trator UI screen, the image forming apparatus reflects
the PS password to the PS interpreter (Period B). Here,
the setting value of the PS password set in the adminis-
trator UI screen is stored in a nonvolatile region, and
therefore, the value is maintained even when the power
is turned off and then on. Thereafter, although the setting
value "yyyy" of the PS password in the administrator UI
screen is maintained when the image forming apparatus
is turned off and then on, the PS password of the PS
interpreter returns to the default setting "no setting". How-
ever, the image forming apparatus performs a process
of reflecting the PS password set in the administrator UI
screen to the PS interpreter while an activation process
is performed (Period C-1). Thereafter, when a state in
which a PS job is acceptable is entered after the activa-
tion of the image forming apparatus is completed, the PS
password set in the PS interpreter is changed to "yyyy"
(Period C-2). Therefore, in this embodiment, the state in
which the password "yyyy" of the PS interpreter is main-
tained even after the image forming apparatus is reboot-
ed. The PS interpreter is an example of an interpreter
which performs language interruption on a print job de-
scribed in a page description language. System Config-
uration
[0024] Fig. 2 is a diagram illustrating an example of a
configuration of an image processing system. The image
processing system according to this embodiment in-
cludes an image forming apparatus 101 and a plurality
of client terminals 102. The image forming apparatus 101
is connected to the client terminals 102 through a network
103.
[0025] The image forming apparatus 101 is a multi-
function peripheral having various functions including a
scanning function, a FAX function, a print function, and
a copy function or a printer only having a print function.
[0026] The client terminals 102 are mobile terminals,
such as a personal computer (PC), a cellular phone, a
personal digital assistance (PDA), a multifunction cellular
phone, or a tablet, which are possession of users. The
client terminals 102 transmit print data to the image form-
ing apparatus 101 through the network 103.
[0027] The network 103 is a wireless or wired network
formed as a wide area network (WAN) or a local area
network (LAN).

Hardware Configuration of Image Forming Apparatus

[0028] Fig. 3 is a diagram illustrating an example of a
hardware configuration of the image forming apparatus
101.
[0029] A controller unit 200 controls input and output
of image signals and device information.
[0030] A central processing unit (CPU) 201 reads a
program stored in an auxiliary storage apparatus 203 into
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a main storage apparatus 202 and executes the program.
Furthermore, the CPU 201 integrally controls devices
connected to a system bus 212.
[0031] The main storage apparatus 202 functions as
a main memory and a work memory of the CPU 201. The
main storage apparatus 202 is a volatile storage device
which stores the PS password. The main storage appa-
ratus 202 stores authentication information set in accord-
ance with a first page description language (PDL) com-
mand described below. The first PDL command is issued
to instruct a setting of the authentication information to a
data interrupter 302.
[0032] The auxiliary storage apparatus 203 is also
used to store data. Examples of the auxiliary storage ap-
paratus 203 include a nonvolatile memory. A nonvolatile
region described below is a partial region of the auxiliary
storage apparatus 203. The information on the PS pass-
word described in the administrator UI screen in this em-
bodiment is stored in a PS password storage region 210
which is a portion of the auxiliary storage apparatus 203.
The auxiliary storage apparatus 203 operates as a non-
volatile storage unit which stores authentication informa-
tion (the PS password) input through a setting screen.
[0033] A raster image processor (RIP) 204 is hardware
dedicated for development of intermediate print data into
a raster image.
The RIP 204 processes intermediate print data generat-
ed in the main storage apparatus 202 by the CPU 201 in
parallel to execution on the intermediate print data by the
CPU 201.
[0034] A network 205 is connected to the network 103
and inputs print data and device information from and
output the print data and the device information to an
outside of the printer. The network 205 receives instruc-
tions, such as a print instruction. The instructions are
described by PDL. Examples of the PDL include Post-
Script. The network 205 receives a first PDL command
for instructing a setting of authentication information to
an interpreter described below. The network 205 further
receives a second PDL command including processing
execution instructions and the authentication informa-
tion.
[0035] The CPU 201 functions as a processor which
executes a process in accordance with a result of inter-
ruption on a processing execution instruction included in
the second PDL command when authentication informa-
tion included in the received second PDL command co-
incides with authentication information stored in the main
storage apparatus 202.
[0036] An operation unit interface (I/F) 206 serving as
an interface relative to an operation unit 208 outputs im-
age data to be displayed in the operation unit 208 to the
operation unit 208. The operation unit I/F 206 performs
control such that a setting screen for inputting authenti-
cation information to be set to the data interrupter 302 is
displayed in a display unit. Although a case where the
setting screen is displayed in the display unit included in
the operation unit 208 is described as an example in this

embodiment, the setting screen may be displayed in a
display unit of a communication apparatus connected to
the image forming apparatus 101 through a network. Fur-
thermore, the operation unit I/F 206 transmits information
input by the user of the image forming apparatus 101
using the operation unit 208 to the CPU 201.
[0037] A device I/F 207 performs transmission of an
image signal, an instruction of a device operation, and
reception of device information in accordance with in-
structions issued by the CPU 201. A controller unit 200
is connected to a printer engine 209 through the device
I/F 207.
[0038] The operation unit 208 includes a liquid crystal
panel and a sound source as output devices and a touch
panel, hardware keys, and a microphone as input devic-
es.
[0039] The printer engine 209 is an output device which
outputs an image signal supplied from the controller unit
200 to a medium and may employ an electrophotographic
method or an inkjet method.
[0040] When the CPU 201 executes processes based
on programs stored in the auxiliary storage apparatus
203, a software configuration of Fig. 4 described below
and information processes in Figs. 6 and 7 described
below are realized.

Software Configuration of Image Forming Apparatus

[0041] Fig. 4 is a diagram illustrating an example of a
software configuration of the image forming apparatus
101.
[0042] A transmission/reception unit 301 receives print
data from the network 205.
[0043] The data interrupter 302 reads the print data
supplied from the transmission/reception unit 301
through a controller 303 and interprets rendering infor-
mation included in the print data. The data interrupter
302 interprets a PDL command described by a predeter-
mined PDL. In this embodiment, the predetermined page
description language is PostScript. The data interrupter
302 operates as a PostScript interpreter. Rendering in-
formation extracted as a result of the data interpretation
process is transmitted to a renderer 304 through the con-
troller 303 and used in a rendering process.
[0044] The controller 303 controls various processes
including reception of print data, data interpretation, dis-
play of the administrator UI screen, and rendering of an
image.
[0045] The renderer 304 uses the RIP 204 to generate
a bitmap image from the rendering information supplied
from the data interrupter 302. The generated bitmap im-
age is supplied to the printer engine 209 through the de-
vice I/F 207, and an image forming process is executed
on a print sheet.
[0046] A setting change screen controller 305 controls
the administrator UI screen which may be accessed only
by the administrator. A process of controlling a PS pass-
word setting screen including a PS password setting
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change screen which accepts a change of the setting of
the PS password of the PS interpreter will be described
in detail hereinafter with reference to Figs. 5 and 6.
[0047] The image forming apparatus 101 includes a
PS interpreter, for example, in addition to the compo-
nents illustrated in Fig. 4.

Administrator UI screen (PS Password Setting Screen)

[0048] Fig. 5 is a diagram illustrating an example of the
administrator UI screen which may be accessed only by
the administrator of the image forming apparatus. More
specifically, the administrator UI screen is a PS password
setting screen which allows a change of the PS password
of the PS interpreter. It is assumed that the administrator
UI screen is displayed in the operation unit 208 after an
authentication process, such as password authentica-
tion, is performed so that only the administrator may be
accessed. In the administrator UI screen, setting items
for managing systems of various image forming appara-
tuses, not illustrated, may be changed. However, the ad-
ministrator displays this screen when the administrator
intends to change a setting of the PS password in this
embodiment. The setting change screen controller 305
displays the administrator UI screen of Fig. 5 in the op-
eration unit 208 when receiving a predetermined opera-
tion through the operation unit 208. An input field 401 is
used to set the PS password of the PS interpreter. The
administrator inputs a character string of the PS pass-
word in the input field 401 and selects an OK button 402.
Then the input PS password is stored in the PS password
storage region 210.

Process of Changing PS Password Setting in Adminis-
trator UI Screen

[0049] Fig. 6 is a flowchart of an example of a process
of changing a PS password setting. The flowchart of Fig.
6 is started when the administrator of the image forming
apparatus 101 accesses the administrator UI screen and
selects a button, not illustrated, for displaying the PS
password setting screen to change the PS password of
the PS interpreter in a menu for the administrator.
[0050] In S1001, the CPU 201 displays the PS pass-
word setting screen of Fig. 5 in the operation unit 208.
The process in step S1001 is an example of a display
control process of displaying the administrator screen in
the operation unit 208.
[0051] In step S1002, the CPU 201 determines wheth-
er a setting change has been performed by inputting a
character string of the password in the input field 401 of
Fig. 5 and selecting the OK button 402 by a user opera-
tion. Here, the CPU 201 determines that the setting
change has not been performed when a previous setting
is not changed even though the character string has been
input. When the CPU 201 determines that the setting
change has been performed, the process proceeds to
step S1003, and otherwise, the process in the flowchart

of Fig. 6 is terminated.
[0052] In step S1003, the CPU 201 updates the PS
password stored in the PS password storage region 210
of the auxiliary storage apparatus 203 to the character
string input in the input field 401. Since the PS password
storage region 210 is a nonvolatile region, even when
the image forming apparatus 101 is turned off, the value
set in the PS password storage region 210 is maintained.
[0053] In step S1004, the CPU 201 obtains the PS
password stored in the PS password storage region 210.
[0054] In step S1005, the CPU 201 generates a PS job
for a change to the obtained PS password. The process
will be described in detail hereinafter.
[0055] In step S1006, the CPU 201 executes the gen-
erated PS job and updates the PS password of the PS
interpreter.
[0056] When the PS password is set in the administra-
tor UI screen by the process described above, a process
of reflecting the password to the PS interpreter is exe-
cuted. Flowchart of Process When Image Forming Ap-
paratus is Turned On
[0057] Fig. 7 is a flowchart of an example of a process
of setting the PS password performed when the image
forming apparatus 101 is turned on. When a power switch
of the image forming apparatus 101 is turned on, the
process in the flowchart of Fig. 7 is started.
[0058] In step S2001, the CPU 201 activates the PS
interpreter. In this case, a password of the PS interpreter
is in the "no setting" state.
[0059] In step S2002, the CPU 201 obtains the PS
password stored in the PS password storage region 210.
[0060] In step S2003, the CPU 201 generates a PS job
for a change to the obtained PS password. The process
will be described in detail hereinafter.
[0061] In step S2004, the CPU 201 executes the gen-
erated PS job and updates the PS password of the PS
interpreter.
[0062] By the process described above, when the im-
age forming apparatus 101 is turned on, the password
set in the PS password storage region which is the non-
volatile storage region is reflected to the PS password of
the PS interpreter. Specifically, the PS password is
stored in the main storage apparatus 202 as the PS pass-
word of the PS interpreter. Accordingly, even when the
image forming apparatus 101 is turned off and then
turned on, the PS password set in the administrator UI
is maintained in the PS interpreter.
[0063] In this way, the CPU 201 stores the PS pass-
word stored in the nonvolatile auxiliary storage apparatus
203 when the image forming apparatus 101 is activated
in the main storage apparatus 202 as authentication in-
formation of the data interrupter 302. Method for Reflect-
ing PS Password in PS Interpreter
[0064] In this embodiment, when the PS password is
set in the PS password setting of the administrator UI
screen, a PS command below is internally issued and
interpreted by the PS interpreter so that the PS password
setting is reflected to the PS interpreter.
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<</Password(oldpassword)/SystemParamsPass-
word(newpassword)>>setsystemparams

[0065] When a PS password is to be changed, a cur-
rent PS password ("oldpassword" in the example de-
scribed above) is required. Therefore, the CPU 201 ob-
tains the current PS password from the PS interpreter
and assigns the current PS password to "oldpassword"
described above. The CPU 201 assigns the character
string set in the PS password setting of the administrator
UI screen to an updated PS password ("newpassword"
in the example described above).
[0066] Since the PS interpreter performs language in-
terpretation on the PS command internally issued so that
the PS password is changed, the PS password may be
reflected to the PS interpreter.
[0067] According to the foregoing embodiment, even
when the image forming apparatus 101 is rebooted, the
authentication information set by the administrator may
be maintained. Accordingly, the settings of the image
forming apparatus 1010 are prevented from being
changed by a malicious user before the PS password is
reset after the image forming apparatus 101 is rebooted.

Second Embodiment

[0068] In the first embodiment, the operation of chang-
ing the PS password settable in the PS interpreter using
the administrator UI screen is described. When the PS
password is described in detail here, the PS password
includes two types of password, that is, "SystemParam-
sPassword" and "StartJobPassword". The password
"SystemParamsPassword" permits a change of system
parameters. The password "StartJobPassword" permits
execution of a "startjob" operator and an "exitserver" op-
erator in the PS command. Therefore, both of the pass-
words may be set in the administrator screen. An exam-
ple of a UI for the setting is illustrated in Fig. 8.
[0069] As with Fig. 5, Fig. 8 is a diagram illustrating an
example of an administrator UI screen which may be ac-
cessed only by an administrator of an image forming ap-
paratus. An input field 801 is used to set the PS password
"SystemParamsPassword". An input field 802 is used to
set the PS password "StartJobPassword". The adminis-
trator inputs character strings in the input fields 801 and
802 and selects an OK button 803. Then the input pass-
word is stored in a PS password storage region 210. The
control for reflecting the input password to the PS inter-
preter is the same as that of the first embodiment.
[0070] Furthermore, as for the password "StartJob-
Password" which permits execution of the "startjob" op-
erator and the "exitserver" operator, even when the pass-
word "StartJobPassword" is set, if the password "Sys-
temParamsPassword" is not set, the execution of the
"startjob" operator and the "exitserver" operator is per-
mitted. To avoid this state, when the OK button 803 is
selected in a state in which a character string is set only
in the input field 802 corresponding to the password

"StartJobPassword", the CPU 201 may display a mes-
sage for prompting a setting of the password "System-
ParamsPassword" as illustrated in Fig. 9. In this way, the
CPU 201 displays a message for prompting input of the
password "SystemParamsPassword" in a display unit in
a case where the password "StartJobPassword" has
been input but the password "SystemParamsPassword"
has not been input in the setting screen.
[0071] By the process described above, the PS pass-
words "SystemParamsPassword" and "StartJobPass-
word" may be set in the administrator UI screen.
[0072] A process to be performed when the setting is
changed by the PS command after the PS password is
set in the administrator UI screen is not particularly lim-
ited. The password updated in accordance with the PS
command may be applied until the image forming appa-
ratus 101 is turned off and then rebooted after the setting
is changed in accordance with the PS command. Alter-
natively, even if the setting is changed in accordance with
the PS command, the PS password set in the adminis-
trator UI screen may be enabled every time a job is start-
ed.

Other Embodiments

[0073] Embodiment(s) of the present invention can al-
so be realized by a computer of a system or apparatus
that reads out and executes computer executable in-
structions (e.g., one or more programs) recorded on a
storage medium (which may also be referred to more
fully as a ’non-transitory computer-readable storage me-
dium’) to perform the functions of one or more of the
above-described embodiment(s) and/or that includes
one or more circuits (e.g., application specific integrated
circuit (ASIC)) for performing the functions of one or more
of the above-described embodiment(s), and by a method
performed by the computer of the system or apparatus
by, for example, reading out and executing the computer
executable instructions from the storage medium to per-
form the functions of one or more of the above-described
embodiment(s) and/or controlling the one or more circuits
to perform the functions of one or more of the above-
described embodiment(s). The computer may comprise
one or more processors (e.g., central processing unit
(CPU), micro processing unit (MPU)) and may include a
network of separate computers or separate processors
to read out and execute the computer executable instruc-
tions. The computer executable instructions may be pro-
vided to the computer, for example, from a network or
the storage medium. The storage medium may include,
for example, one or more of a hard disk, a random-access
memory (RAM), a read only memory (ROM), a storage
of distributed computing systems, an optical disk (such
as a compact disc (CD), digital versatile disc (DVD), or
Blu-ray Disc (BD)™), a flash memory device, a memory
card, and the like.
[0074] Although the embodiments of the present dis-
closure have been described in detail hereinabove, the
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present disclosure is not limited to the specific embodi-
ments.
[0075] A plurality of central processing units may be
included in the image forming apparatus 101 as a hard-
ware configuration, and the plurality of central processing
units may execute processes based on programs stored
in an auxiliary storage apparatus, for example. Further-
more, a graphics processing unit (GPU) may be used in
place of the central processing unit as the hardware con-
figuration of the image forming apparatus 101.
[0076] Furthermore, a portion of the software configu-
ration of the image forming apparatus 101 may be im-
plemented as a hardware configuration in the image
forming apparatus 101.
[0077] As described above, according to the foregoing
embodiments, the administrator may maintain the set au-
thentication information even after rebooting.
[0078] While the present invention has been described
with reference to exemplary embodiments, it is to be un-
derstood that the invention is not limited to the disclosed
exemplary embodiments. The scope of the following
claims is to be accorded the broadest interpretation so
as to encompass all such modifications and equivalent
structures and functions.
[0079] When a setting of a password to a PostScript
(PS) interpreter is performed by a PS command, the
password is stored in a volatile memory (202). When the
setting of a password to the PS interpreter is performed
through a setting screen, the password is stored in a non-
volatile memory (203), and thereafter, stored in the vol-
atile memory.

Claims

1. An information processing apparatus including an
interpreter (302) which interprets a page description
language (PDL) command described by a predeter-
mined PDL, the information processing apparatus
including:

a reception unit (205) configured to receive a
first PDL command for instructing a setting of
authentication information to the interpreter and
a second PDL command including a process ex-
ecution instruction and authentication informa-
tion;
a volatile storage unit (202) configured to store
the authentication information set in accordance
with the first PDL command;
a processor (201) configured to execute a proc-
ess in accordance with a result of interpretation
of the process execution instruction included in
the second PDL command in a case where the
authentication information included in the sec-
ond PDL command coincides with the authenti-
cation information stored in the volatile storage
device; and

a display controller (206) configured to perform
control of display of a setting screen for inputting
authentication information to be set in the inter-
preter in a display unit;

characterized in that the information processing
apparatus includes:

a nonvolatile storage device (203) configured to
store authentication information input through
the setting screen; and
a controller (201) configured to perform control
to store the authentication information stored in
the nonvolatile storage device as authentication
information of the interpreter in the volatile stor-
age device at a predetermined timing.

2. The information processing apparatus according to
claim 1, wherein
the controller stores the authentication information
stored in the nonvolatile storage device as authen-
tication information of the interpreter in the volatile
storage device when the information processing ap-
paratus is activated.

3. The information processing apparatus according to
claim 1 or claim 2, wherein
the controller obtains the authentication information
stored in the nonvolatile storage device when the
information processing apparatus is activated, and
the controller stores the authentication information
in the volatile storage device by executing a job for
setting the obtained authentication information in the
interpreter.

4. The information processing apparatus according to
claim 1, wherein
first authentication information required for changing
system parameters is set through the setting screen
and second authentication information required for
instructing execution of a predetermined command
is set through the setting screen.

5. The information processing apparatus according to
claim 1, wherein
the display controller displays the setting screen
when it is determined that a user has predetermined
authority.

6. The information processing apparatus according to
claim 1, wherein the predetermined PDL is Post-
Script and the interpreter is a PostScript interpreter.

7. The information processing apparatus according to
claim 1, wherein the authentication information is a
PostScript password.

8. The information processing apparatus according to
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claim 7, wherein the PostScript password includes
passwords "SystemParamsPassword" and "Start-
JobPassword".

9. The information processing apparatus according to
claim 8, wherein
the display controller displays a message for prompt-
ing input of the password "SystemParamsPass-
word" in the display unit in a case where the pass-
word "StartJobPassword" has been input but the
password "SystemParamsPassword" has not been
input.

10. A method for controlling an information processing
apparatus including an interpreter which interprets
a page description language (PDL) command de-
scribed by a predetermined PDL, the method com-
prising:

a first reception step of receiving a first PDL com-
mand for instructing a setting of authentication
information to the interpreter;
a first storage step of storing the authentication
information set in accordance with the first PDL
command in a volatile storage device;
a second reception step of receiving a second
PDL command including a process execution
instruction and authentication information;
a processing step of executing a process in ac-
cordance with a result of interpretation of the
process execution instruction included in the
second PDL command in a case where the au-
thentication information included in the second
PDL command coincides with the authentication
information stored in the volatile storage device;
a display control step of performing control of
display of a setting screen for inputting authen-
tication information to be set in the interpreter in
a display unit;
a second storage step of storing authentication
information input through the setting screen in
a nonvolatile storage device; and
a third storage step of storing the authentication
information stored in the nonvolatile storage de-
vice as authentication information of the inter-
preter in the volatile storage device at a prede-
termined timing.

11. A program for causing a computer to perform a meth-
od of controlling an information processing appara-
tus including an interpreter which interprets a page
description language (PDL) command described by
a predetermined PDL, the method comprising:

a first reception step of receiving a first PDL com-
mand for instructing a setting of authentication
information to the interpreter;
a first storage step of storing the authentication

information set in accordance with the first PDL
command in a volatile storage device;
a second reception step of receiving a second
PDL command including a process execution
instruction and authentication information;
a processing step of executing a process in ac-
cordance with a result of interpretation of the
process execution instruction included in the
second PDL command in a case where the au-
thentication information included in the second
PDL command coincides with the authentication
information stored in the volatile storage device;
a display control step of performing control of
display of a setting screen for inputting authen-
tication information to be set in the interpreter in
a display unit;
a second storage step of storing authentication
information input through the setting screen in
a nonvolatile storage device; and
a third storage step of storing the authentication
information stored in the nonvolatile storage de-
vice as authentication information of the inter-
preter in the volatile storage device at a prede-
termined timing.
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