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(54) LIMITING BROADCAST COMMUNICATIONS CASCADING

(57) A method and apparatus are described includ-
ing receiving a message via a wireless network, if the
message has been previously received by a current re-
ceiver, then extracting parameters for limiting message
cascading from a header of the message, processing the
message, if the parameters for limiting the message cas-
cading are within certain values for the parameters, add-
ing an identifier of a current receiver to the header of the
message, scanning an area to identify devices capable
of communicating via the wireless network within the ar-
ea, the area defined by at least one parameter in the
header of the message, the identified devices being de-
vices to which the message is to be transmitted, extract-
ing unique identifiers of previous receivers from the mes-
sage header, if any of the identifiers of the previous re-
ceivers are the same as any of the identifiers of any of
the identified devices, removing the identified devices
having the same identifiers from potential destination re-
ceivers of the message and transmitting the message to
at least one of the identified devices having identifiers
that differ from the identifier of any of the previous receiv-
ers.
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Description

FIELD

[0001] The proposed method and apparatus relates to
limiting the cascading of broadcast messages. The
broadcast messages are transmitted over a wireless net-
work, such as a mesh network or a short range broadcast
communications network.

BACKGROUND

[0002] In multicast and broadcast applications, data
are transmitted from a server to multiple receivers over
wired and/or wireless networks. A multicast system as
used herein is a system in which a server transmits the
same data to multiple receivers simultaneously, where
the receivers form a subset of all the receivers up to and
including all of the receivers. A broadcast system is a
system in which a server transmits the same data to all
of the receivers simultaneously. That is, a multicast sys-
tem by definition can include a broadcast system.
[0003] This section is intended to introduce the reader
to various aspects of art, which may be related to the
present embodiments that are described below. This dis-
cussion is believed to be helpful in providing the reader
with background information to facilitate a better under-
standing of the various aspects of the present disclosure.
Accordingly, it should be understood that these state-
ments are to be read in this light.
[0004] Mesh networks are gaining in popularity in
terms of the Internet of Things (IoT) and in other emerging
technologies. Mesh networks include short range broad-
cast communication technologies.
[0005] The proposed method and apparatus is direct-
ed to communication between IoT enabled devices or
between IoT enabled devices and a gateway device. The
proposed method and apparatus is directed to commu-
nication between IoT enabled devices using short range
broadcast communication techniques such as Bluetooth,
Zigbee, RF4CE, WiFi, Wimax, Digimesh, Zwave, Lora,
Thread, NarrowBand-Internet of Things (NB-IOT) or
6LoWPAN and the like to communicate among them-
selves. ZigBee is an IEEE 802.15.4-based specification
for a suite of high-level communication protocols used to
create personal area networks with small, low-power dig-
ital radios. 6LoWPAN is an acronym for IPv6 over Low
power Wireless Personal Area Network. RF4CE is a Zig-
Bee application profile. Thread is an Internet of Things
(IoT) home automation protocol. NarrowBand IoT is a
Low Power Wide Area Network (LPWAN) radio technol-
ogy standard that has been developed to enable a wide
range of devices and services to be connected using cel-
lular telecommunications bands. Wi-Fi or WiFi is a tech-
nology for wireless local area networking among devices
based on IEEE 802.11 suite of standards. WiMAX
(Worldwide Interoperability for Microwave Access) is a
family of wireless communication standards based on

the IEEE 802.16 set of standards, which provide multiple
physical layer (PHY) and Media Access Control (MAC)
options. DigiMesh is a proprietary peer-to-peer wireless
networking topology developed by Digi International. The
protocol allows for time synchronized sleeping
nodes/routers and low-power battery powered operation.
The protocol is currently supported by several 900 MHz
and 2.4 GHz radio modules from Digi International.
[0006] Zigbee and Zwave are familiar protocols de-
signed for mesh networks. Bluetooth protocol has also
adapted to include mesh networking in its specification.
Bluetooth is a n important and popular wireless protocol.
Bluetooth protocol is inexpensive and readily available
by customizing existing software, the potential of mesh
networking among IoT enabled devices can be leveraged
in existing mesh network devices or short range broad-
cast communication devices.
[0007] In a mesh or mesh-like network, a message
from node A to node C can be delivered even if the two
nodes (devices) are not within range of each other, pro-
viding that a third node (device) B can communicate with
both nodes A and C. Mesh and/or mesh-like topologies
will play an increasingly important role in the communi-
cations revolution and evolution.
[0008] One benefit of mesh or mesh-like topologies is
that the device need not have an Internet connection. All
broadcast communication devices need is support of and
for broadcast communications and sufficient power (bat-
tery or electric) to communicate with each other. Almost
free communications are thereby achieved.

SUMMARY

[0009] The proposed method and apparatus address-
es the problem of unlimited cascading (broadcasting) of
messages in a mesh or mesh-like network. In a vast dis-
tributed network environment, broadcast messages and
other data may be cascaded endlessly and the networks
flooded with these endless messages and data. In many
scenarios such messages need not be endlessly cas-
caded but are only applicable with a limited range. Mul-
tiple methods may be used to limit cascading of such
messages. Such methods are also applicable to IEEE
802.11 mesh network messages and data.
[0010] As such four methods for limiting cascading are
described herein. The first is to limit the maximum number
of devices is any possible transmission path. That is,
there is a maximum number of devices in any single path
between the transmitter and any receiver. A receiver can
include any receiving device such as but not limited to
nodes, computers, laptops, personal digital assistants
(PDAs), dual mode smart phones, iPads, iPods, tablets
etc. Another method is to limit propagation of messages
and/or data by time. That is, messages usually include
a time stamp. If a message or data is received beyond a
prescribed time limit then the message or data is discard-
ed. Another method to limit cascading of broadcast mes-
sages or data is to set boundaries. The boundaries may
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be set using global positioning system (GPS) coordi-
nates, such as latitude and longitude. The GPS coordi-
nate may define any number of geometric shapes, such
as circles, squares, rectangles, triangles or any other
multi-sided polygons. Information in the header of the
message or data defines the type of shape, such as de-
lineated above and the GPS coordinates of points of the
shape. When a message or data is received, the receiver
compares its GPS location to the boundary defined by
the shape of the GPS coordinates in the message or data
and if the receiving device is beyond the boundaries set
by the shape defined by the GPS coordinates then the
message or data is dropped and discarded. Another
method is to use pin codes.
[0011] An originator (initiator), such as a gateway or
mobile device etc. may have additional capabilities, such
as Internet access to the external world (beyond the short
range broadcast network). It is, however, unnecessary
that the message or data originate in one of such devices.
[0012] In a first aspect, a method is described including
receiving a message via a wireless network, if the mes-
sage has not been previously received by a current re-
ceiver, then extracting parameters for limiting message
cascading from a header of the message, processing the
message, if the parameters for limiting the message cas-
cading are within threshold (certain) values for the pa-
rameters, adding an identifier of the current receiver to
the header of the message, scanning an area to identify
devices capable of communicating via the wireless net-
work within the area, the area defined by at least one
parameter in the header of the message, the identified
devices being devices to which the message is to be
transmitted, extracting identifiers of previous receivers
from the message header, if any of the identifiers of the
previous receivers are the same as any of the identifiers
of any of the identified devices, removing the identified
devices having the same identifiers from potential desti-
nation receivers of the message and transmitting the
message to at least one of the identified devices having
identifiers that differ from the identifier of any of the pre-
vious receivers.
[0013] In an embodiment, the message has not been
previously received by the current receiver if an identifier
of the message differs from an identifier of any previously
received message, the identifier of the previously re-
ceived message having been stored in the current re-
ceiver.
[0014] In an embodiment, if the message has been pre-
viously received by the current receiver then the mes-
sage is dropped and not transmitted further.
[0015] In an embodiment, the wireless network is one
of a mesh network and a short range broadcast commu-
nications network and the previous receivers and the
identified devices are nodes in the wireless network.
[0016] In another aspect, a method is described includ-
ing constructing a message, calculating an identifier for
the message, inserting the identifier into a header of the
message, determining at least one parameter to be used

to limit message propagation, inserting the at least one
limiting parameter into the header of the message and
broadcasting the message.
[0017] In an embodiment, the at least one parameter
is one of an identifier of the current receiver or at least
one of the previous receivers, a timeout, a maximum de-
vice count and a plurality of parameters defining a geo-
metric shape and the parameters defining the geometric
shape are global positioning system (GPS) boundary
points.
[0018] In an embodiment, the identifier of the message
is a hash of data of the message, a date the message
was initially transmitted and a time the message was in-
itially transmitted.
[0019] In another aspect, an apparatus is described
including means for receiving a message via a wireless
network, means for extracting parameters for limiting
message cascading from a header of the message, if the
message has been previously received by a current re-
ceiver, means for processing the message, if the param-
eters for limiting the message cascading are within
threshold (certain) values for the parameters, means for
adding an identifier of the current receiver to the header
of the message, means for scanning an area to identify
devices capable of communicating via the wireless net-
work within the area, the area defined by at least one
parameter in the header of the message, the identified
devices being devices to which the message is to be
transmitted, means for extracting identifiers of previous
receivers from the message header, means for removing
the identified devices having the same identifiers of the
previous receivers from being potential destination re-
ceivers of the message, if the identifiers of any of the
previous receivers are the same as the identifiers of any
the identified devices and means for transmitting the
message to at least one of the identified devices having
identifiers that differ from the identifiers of the previous
receivers.
[0020] In an embodiment, the message has been pre-
viously received by the current receiver if an identifier of
the message differs from an identifier of any previously
received message, the identifier of the previously re-
ceived message having been stored in the current re-
ceiver.
[0021] In an embodiment, if the message has been pre-
viously received then the message is dropped and not
transmitted further.
[0022] In an embodiment, the wireless network is one
of a mesh network and a short range broadcast commu-
nications network and the current receiver and the iden-
tified devices are nodes in the wireless network.
[0023] In another aspect, an apparatus is described
including constructing a message, calculating an identi-
fier for the message, inserting the identifier into a header
of the message, determining at least one parameter to
be used to limit message propagation, inserting the at
least one limiting parameter into the header of the mes-
sage and broadcasting the message.
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[0024] In an embodiment, the at least one parameter
is one of an identifier of the current receiver or at least
one of the previous receivers, a timeout, a maximum de-
vice count and a plurality of parameters defining a geo-
metric shape and the parameters defining the geometric
shape are global positioning system (GPS) boundary
points.
[0025] In an embodiment, the identifier of the message
is a hash of data of the message, a date the message
was initially transmitted and a time the message was in-
itially transmitted.
[0026] Since elements of embodiments can be imple-
mented in software, the present invention can be embod-
ied as computer readable code for provision to a pro-
grammable apparatus on any suitable carrier medium. A
tangible carrier medium may comprise a storage medium
such as a floppy disk, a CD-ROM, a hard disk drive, a
magnetic tape device or a solid state memory device and
the like. A transient carrier medium may include a signal
such as an electrical signal, an electronic signal, an op-
tical signal, an acoustic signal, a magnetic signal or an
electromagnetic signal, e.g. a microwave or RF signal.

BRIEF DESCRIPTION OF THE DRAWINGS

[0027] The proposed method and apparatus is best
understood from the following detailed description when
read in conjunction with the accompanying drawings. The
drawings include the following figures briefly described
below:

Fig. 1 shows an example of limiting cascading
(broadcasting, propagating, transmitting, sending) a
message or data using a maximum device count.
Fig. 2 shows a square geometric shape using GPS
boundary points to define the shape in accordance
with the principles of the proposed method.
Fig. 3 shows a partial arc or pie slice shaped geo-
metric shape in accordance with the principles of the
proposed method.
Fig. 4 shows a circular geometric shape in accord-
ance with the principles of the proposed method.
Fig. 5 shows a multi-point shape having a plurality
of GPS boundary points in accordance with the prin-
ciples of the proposed method.
Fig. 6 shows a targeted area and a tunnel to get to
the targeted area.
Fig. 7 is a flowchart of an exemplary embodiment of
the proposed method from the perspective of a re-
ceiver.
Fig. 8 is a flowchart of an enlarged portion of the
exemplary embodiment of Fig. 7.
Fig. 9 is a flowchart of an enlarged portion of the
exemplary embodiment of Fig. 7.
Fig. 10 is a flowchart of an enlarged portion of the
exemplary embodiment of Fig. 7.
Fig. 11 is a flowchart of an enlarged portion of the
exemplary embodiment of Fig. 7.

Fig. 12 is a flowchart of an exemplary embodiment
of the proposed method from the perspective of an
originator (initiator) of a message.
Fig. 13 is a block diagram of an exemplary embod-
iment of an IoT enabled device.

[0028] It should be understood that the drawing(s) are
for purposes of illustrating the concepts of the disclosure
and is not necessarily the only possible configuration for
illustrating the disclosure.

DETAILED DESCRIPTION

[0029] The present description illustrates the principles
of the present disclosure. It will thus be appreciated that
those skilled in the art will be able to devise various ar-
rangements that, although not explicitly described or
shown herein, embody the principles of the disclosure
and are included within its scope.
[0030] All examples and conditional language recited
herein are intended for educational purposes to aid the
reader in understanding the principles of the disclosure
and the concepts contributed by the inventor to furthering
the art, and are to be construed as being without limitation
to such specifically recited examples and conditions.
[0031] Moreover, all statements herein reciting princi-
ples, aspects, and embodiments of the disclosure, as
well as specific examples thereof, are intended to en-
compass both structural and functional equivalents
thereof. Additionally, it is intended that such equivalents
include both currently known equivalents as well as
equivalents developed in the future, i.e., any elements
developed that perform the same function, regardless of
structure.
[0032] Thus, for example, it will be appreciated by
those skilled in the art that the block diagrams presented
herein represent conceptual views of illustrative circuitry
embodying the principles of the disclosure. Similarly, it
will be appreciated that any flow charts, flow diagrams,
state transition diagrams, pseudocode, and the like rep-
resent various processes which may be substantially rep-
resented in computer readable media and so executed
by a computer or processor, whether or not such com-
puter or processor is explicitly shown.
[0033] The functions of the various elements shown in
the figures may be provided through the use of dedicated
hardware as well as hardware capable of executing soft-
ware in association with appropriate software. When pro-
vided by a processor, the functions may be provided by
a single dedicated processor, by a single shared proc-
essor, or by a plurality of individual processors, some of
which may be shared. Moreover, explicit use of the term
"processor" or "controller" should not be construed to re-
fer exclusively to hardware capable of executing soft-
ware, and may implicitly include, without limitation, digital
signal processor (DSP) hardware, read only memory
(ROM) for storing software, random access memory
(RAM), and nonvolatile storage.
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[0034] Other hardware, conventional and/or custom,
may also be included. Similarly, any switches shown in
the figures are conceptual only. Their function may be
carried out through the operation of program logic,
through dedicated logic, through the interaction of pro-
gram control and dedicated logic, or even manually, the
particular technique being selectable by the implementer
as more specifically understood from the context.
[0035] In the claims hereof, any element expressed as
a means for performing a specified function is intended
to encompass any way of performing that function includ-
ing, for example, a) a combination of circuit elements that
performs that function or b) software in any form, includ-
ing, therefore, firmware, microcode or the like, combined
with appropriate circuitry for executing that software to
perform the function. The disclosure as defined by such
claims resides in the fact that the functionalities provided
by the various recited means are combined and brought
together in the manner which the claims call for. It is thus
regarded that any means that can provide those func-
tionalities are equivalent to those shown herein.
[0036] Messages and/or data that is broadcast and
cascaded using mesh communications or short range
broadcast communications are uniquely identified. This
may be accomplished in a number of ways. Duplicate
received messages are dropped (discarded) by the re-
ceiving devices in order to regulate network traffic.
[0037] The first method described briefly above limits
the maximum number of devices in any possible trans-
mission path between the originator of the message and
any receiver. In this method, the originator determines
the maximum number of devices per path for the mes-
sage or data based on a number of factors. The originator
(initiator) updates a maximum device count in the mes-
sage header. A device count may also be used, with the
device count initialized to zero. Each device that the mes-
sage reaches increments the device count and compares
it to the maximum device count. If the two are equal then
the message or data is not further cascaded or broadcast.
If the device count is not equal to the maximum device
count then the message or data is forwarded (propagat-
ed, transmitted, broadcast, sent) to the next level (layer)
of devices within the range of the mesh or short range
broadcast communications. In the alternative, the maxi-
mum device count is used alone and each device that
the message or data reaches decrements the maximum
device count and a test is performed to determine if the
maximum device count has reached a threshold (certain)
value (e.g., zero). If the maximum device count has
reached the threshold (certain) value (e.g., zero) then
the message or data is not cascaded or broadcast further.
If the maximum device count is not equal zero then the
message or data is forwarded (propagated, transmitted,
broadcast, sent) to the next level (layer) of devices within
the range of the mesh or short range broadcast commu-
nications.
[0038] Fig. 1 shows an example of limiting cascading
(broadcasting, propagating, transmitting, sending) a

message or data using a maximum device count. In Fig.
1 the maximum device count is set to 5 devices per path
(branch).
[0039] Limiting the maximum device count implicitly
limits the geographic range that the message or data will
be propagated (forwarded, sent, broadcast, transmitted).
A typical average distance between devices could be a
few meters. This distance multiplied with the maximum
device count will be the possible distance that the mes-
sage will be broadcast (propagated, forwarded, sent,
transmitted). Typical distances between the devices will
differ based on the nature of the environment (commer-
cial, residential, rural, public places etc.). For example,
in a commercial office building, devices will be very close
to each other and in a residential area the practical dis-
tance between devices will be farther apart. Apartments
are densely populated areas Devices are more closely
spaced that in a residential area of individual homes but
space farther apart that a commercial environment. The
environment or locality type will be one of the factors
considered when calculating the maximum number of
devices to which the message or data will be propagated
per path.
[0040] For example, to transmit a message to 100 me-
ters in a commercial environment with an average dis-
tance between devices in a commercial building of 1 me-
ter, the maximum number of devices would be deter-
mined to be 100 devices from the originator (initiator) of
the message. That is, considering a circle surrounding
the originator (initiator) of the message, the radius would
be 100 meters and the diameter would be 200 meters.
The maximum device count would be set to 100 devices.
[0041] The originator (initiator) of the message needs
to know the required coverage and the environment (lo-
cality type). Knowing the environment will provide the
average distance between devices in the environment.
Let refD be a standard reference distance; let L be a
location factor; let N be the maximum number of devices
per path; let avgD be the average distance between de-
vices in the environment based on the nature of the en-
vironment; and let d be the required coverage. Then 

That is, the average distance between devices is equal
to the reference distance times the location factor. The
maximum devices per path is equal to the required cov-
erage divided by the average distance between devices.
[0042] In the method to limit the propagation of mesh
or short range broadcast communication messages or
data by a time limit, when a message transmission is
started, the originator determines the propagation end
time for the message based on multiple factors. The orig-
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inator (initiator) sets the propagation end time in the mes-
sage header. When the message is broadcast (propa-
gated, sent, forwarded, transmitted) to devices within the
range using mesh or short range broadcast communica-
tions, a receiver compares the propagation end time in
the message header with the current time. If current time
is not past (has not exceeded) the propagation end time
then the receiver transmits (broadcasts, forwards, sends,
propagates) the message to the next level of devices
within the range of mesh or short range broadcast com-
munications. If the current time has reached (exceeded)
the propagation end time included in the message header
in the message then the message will not be propagated
(broadcast, transmitted, sent, forwarded) further. This
method is similar to limiting the propagation (cascading,
broadcast) of messages by a maximum number of de-
vices in that the propagation will limit the propagation
distance. There will, of course, be typical message trans-
mission, reception and processing time involved for every
device for every reception, which will be a factor that im-
plicitly affects the number of devices to which the mes-
sage can be propagated (broadcast, cascaded, transmit-
ted, forwarded, sent) within the determined propagation
end time.
[0043] Based on the protocol complexity and other fac-
tors, message reception time will vary for a device.
Processing and re-transmission time will also vary. As-
sume for Bluetooth, message transmission, reception
and processing for a device may take 100 micro seconds.
This value may vary for other protocols depending on the
protocol stack and other factors involved. The average
practical transmission, reception and processing time
can be derived for different protocols and can be used
as a factor in determining the propagation end time.
[0044] As a further example, consider that the average
transmission, reception and processing time for a proto-
col X for a device is 50 micro seconds. Limiting the prop-
agation end time to 5 minutes will limit the number of
devices and distance the message will be propagated.
This method works in an approximate way. This method
also helps to avoid propagation of expired messages and
defines a validity time for a message.
[0045] In the geographical propagation limitation meth-
od, the GPS parameter denote (define) the bounds of
any broadcast (transmission, forwarding). In the geo-
graphical propagation limiting method, when a message
transmission starts, the originator (initiator) locates the
GPS boundaries applicable for the message based on
multiple factors. The originator (initiator) sets the GPS
boundaries in the message and transmits (broadcasts,
propagate) the message to devices within range using
mesh or short range broadcast communications. Upon
reception of the message, the receiver compares its GPS
position with the GPS boundaries included in the header
of the message. If the GPS position of the receiver is
within the GPS shape prescribed by the GPS boundary
points in the header, then the receiver transmits (propa-
gates, broadcasts, sends, forwards) the message to the

next level of devices within range of the mesh or short
range broadcast communications. If the GPS position of
the receiver is outside the GPS shape prescribed by the
GPS boundary points in the header of the message then
the message will not be propagated (broadcast, trans-
mitted, sent, forwarded, cascaded) further but rather the
message will be dropped (discarded). The geographical
propagation limitation method, thus, explicitly limits the
propagation (broadcast, cascading) distance.
[0046] For example, an originator (initiator) initiates a
mesh or short range broadcast communication of an
emergency message such as a severe weather alert or
volcanic eruption and wishes to alert people in a one mile
radius. The originator (initiator) derives the GPS bound-
ary point(s) for the one mile radius and sets the derived
GPS boundary point(s) in the header of the message.
The geometric shape defined by the boundary point(s)
is compared with the GPS location of every receiver that
receives the broadcast emergency message in order to
determine if the emergency message should be cascad-
ed (broadcast, propagated) further or dropped (discard-
ed).
[0047] Fig. 2 shows a square geometric shape using
GPS boundary points to define the shape in accordance
with the principles of the proposed method. A square
shape has four boundary points that define the geometric
shape. A rectangular shape would similarly have four
boundary points. The header would include the name of
the geometric shape, such as circle, square, rectangle,
pie slice etc. The four GPS boundary points are identified
by black shaded circles at the four corners of the square
- GPS boundary point A, GPS boundary point B, GPA
boundary point C, and GPS boundary point D.
[0048] Fig. 3 shows a partial arc or pie slice shaped
geometric shape in accordance with the principles of the
proposed method. The partial arc or pie sliced shape has
three boundary points. Any receiver receiving a message
where the receiver has a GPS location within the partial
arc (pie shaped geometric shape) then the receiver prop-
agates (broadcasts, cascades) the message to receivers
within the range of mesh or short range broadcast com-
munications.
[0049] Fig. 4 shows a circular geometric shape in ac-
cordance with the principles of the proposed method. In
the case of a circular geometric shape, the shape is iden-
tified as a circle in the header and the radius is supplied
in the header as well.
[0050] Fig. 5 shows a multi-point shape having a plu-
rality of GPS boundary points in accordance with the prin-
ciples of the proposed method. In the case of the multi-
point geometric shape there are seven GPS boundary
points. The message header would indicate that the ge-
ometric shape was a multi-point shape and also include
the seven GPS boundary points.
[0051] In another embodiment, it is possible to specify
multiple GPS regions in the same message. If the mes-
sage initiator (originator) is away from the target region
then the message needs a channel to reach the targeted
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region. For example, a farmer has 50 acres of farm land.
The farmer wants to control a specific area of farm land
which is far away from his house. For example, the farmer
wants to control the smart sprinklers in that portion of
farm land. In this scenario, the proposed method and
apparatus uses the GPS geometric propagation limita-
tion to define the shape and GPS boundaries for the tar-
geted portion of the farm. For example, the farmer wants
to water a circular area of his land but since it is far away,
the farmer also needs to define a path for the mesh or
short range broadcast communications message to wa-
ter the land to reach the smart sprinklers in the targeted
area. The message needs to include definitions for the
targeted area and the path to the targeted area in order
propagate (broadcast, cascade) the message and deliv-
er the message to control the sprinklers in the targeted
area. Thus, two GPS regions are defined in the message.
One region is the targeted region (area) and another re-
gion is a Tunnel/Channel region (area). Receivers
(nodes, devices) in the tunnel region just propagate the
message but do not consume (process, use) the mes-
sage. Receivers in the targeted region (area) process
(consume, use) and propagate the message to any other
receivers in the targeted region (area).
[0052] Fig. 6 shows a targeted area and a tunnel to get
to the targeted area. In Fig. 6 the targeted area is defined
by the circle, which is specified in the message header
by the geometric shape identified as a circle and by a
GPS point indicating the center of the circle and a radius.
The tunnel is identified as a rectangle and defined by four
GPS boundary points similar to the square shown in Fig.
2. The originator (initiator) of the message defines the
geometric shapes and the boundaries of the geometric
shapes used to get the message to receivers in the tar-
geted area through the tunnel. The receivers in the tar-
geted area process, use and propagate the message to
other receivers within the circular targeted area. Receiv-
ers in the tunnel propagate (broadcast, cascade, trans-
mit, send, forward) the message to other receivers in the
tunnel but the receivers in the tunnel do not process (use,
consume) the message. Receivers not within the tunnel
or the targeted area drop (discard) the message.
[0053] The above scenario can be extended to incor-
porate multiple tunnels and multiple targeted regions (ar-
eas). For example, if the farmer also wants to control a
second region, which is distant from the first region.
Tunnel 1 -> Target region 1 -> Tunnel 2 -> Target region 2
[0054] In the pin code propagation limitation method
one or more destination pin code(s) is (are) set in the
header of a message. The destination pin codes are the
pin codes of the receivers to which the message is tar-
geted. The one or more pin codes in the message header
should be adjacent to each other. In the pin code prop-
agation limitation method, when the originator initiates
transmission of a message, the originator determines the
pin codes from a list of applicable pin codes for the mes-
sage based on multiple factors. The originator (initiator)
sets the pin codes in the header of the message and

transmits (broadcasts, propagates, cascades, sends,
forwards) the message to devices within a range of the
mesh or short range broadcast communications. Upon
reception of the message, the receiver compares the re-
ceiver’s pin code with the pin codes in the message head-
er. If the receiver’s pin code matches any of the one or
more pin codes in the message then the receiver trans-
mits (propagates, forwards, cascades, sends, broad-
casts) the message to the next level of devices within
range of the mesh or short range broadcast communica-
tions. If the receiver’s pin code does not match any of
the one or more pin codes in the message header then
the message will not be propagated (transmitted, broad-
cast, sent, forwarded, cascaded) further but rather the
message will be dropped (discarded).
[0055] Among the advantages of the pin code propa-
gation limitation method are that is is easy to implement
if the originator (initiator) know its own pin code and it
can be directly applied to use cases which need pin code
based transmission.
[0056] Messages are identified by an identifier (identi-
fication) (ID). In many cases a sequence number is used
to uniquely identify a message. The proposed method
and apparatus uses an ID derived by the originator (ini-
tiator) based on a hash of the message data, the date
and the time. This ID will be inserted into the message
header, which is not part of the hash of the message.
When the message is received by any receiver, the hash
will be cached by the receiver to determine if the message
is a duplicate of any previously received messages. Du-
plicate messages are not propagated but rather are
dropped (discarded).
[0057] To avoid duplicate message being transmitted
(broadcast, propagated, cascaded, forwarded, sent) to
a device in a path multiple times, every receiver in the
path inserts its identifier, such as a media access control
(MAC) address identification (ID) or a node identifier into
the header of the message and transmits (forwards,
sends, broadcasts, propagate, broadcasts) the mes-
sage. The term "identifier" will be used herein to include
both any node (receiver) identifier or MAC address or IP
address or any other means to uniquely identify the de-
vice or apparatus involved in cascading broadcast com-
munications in a mesh or short range broadcast (or mul-
ticast) communications network.
[0058] Message headers will contain a list of MAC ad-
dresses or node identifiers of receivers that have already
processed the message. Before transmission to next re-
ceiver, the MAC address or node identifier of the next
receiver is compared with the MAC addresses or node
identifiers in the list present in the header of the message.
If the MAC address or node identifier is already present
in the list of MAC addresses or node identifiers in the
message header, then the message will not be transmit-
ted (propagated, broadcast, cascaded, forwarded, sent)
to that receiver. Thus, a receiver’s burden of checking
for duplicate messages is avoided.
[0059] Fig. 7 is a flowchart of an exemplary embodi-
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ment of the proposed method from the perspective of a
receiver. At 705 a message is received. At 710 a test is
performed to determine if the message is a duplicate
message. A duplicate message is a message that the
receiver has received previously. Whether it is deter-
mined to be a duplicate message or not is based on if an
identifier (ID) in the message header matches an ID of a
message stored in the receiver of a previously received
message. The ID may be a sequence number. In the
proposed method and apparatus, an ID is a hash of the
message, the date that the message was created and
the time that the message was created. The header of
the message is not included in the hash of the message.
If the message is a duplicate then at 723 the message
is dropped (discarded). If the message is not a duplicate
message then at 715 the header of the message is ex-
tracted. The header includes the ID and parameters for
limiting the propagation (cascading) of the message such
as, but not limited to, a time out, a maximum device count,
a pin code, and a geometric shape and GPS boundary
points (or radius if the geometric shape is a circle). At
720 a test is performed to determine if the parameters
are ok (within acceptable limits for the type of limitation).
Acceptable limits for the parameters vary depending on
the type of limitation but in all cases threshold (certain)
values are available at the receiver for comparison with
the parameter values. For example, if the parameters to
limit propagation (cascading) messages, is a geometric
shape and the geometric shape is a square or a rectangle
then there need to be four GPS boundary points. If there
are not four GPS boundary points then the parameters
are not ok. If the geometric shape is a square or a rec-
tangle and there are four GPS boundary points but they
cannot be connected to make a square or a rectangle
then the parameters are not ok. If the parameters are not
ok then processing proceeds to 723.
[0060] If the parameters are ok then at 725 the mes-
sage is processed (consumed, used). The processing
depends on the message. For example, a message to
control smart sprinklers in a targeted area of a farm is
processed differently than a message advising the user
of the receiver of an emergency condition, such as severe
weather, a volcano, an amber alert etc. At 730 the re-
ceiver’s MAC address or node (receiver) identifier is add-
ed to the header of the message. At 735 the area is
scanned to identify additional receivers. The scanned ar-
ea is limited to the area supported by the wireless net-
work. For example, if the wireless network is a short range
broadcast communications network then the scanned ar-
ea is limited to the area supported by such short range
broadcast communications network. At 740 the receiver
performs a test to determine if the MAC addresses or
node (receiver) identifiers of any of the receivers identi-
fied in the scan are already among the MAC addresses
or node identifiers (of previous receivers) in the header,
which means that a receiver (node) identified in the scan
has already received the message. In that event, the re-
ceiver (node) has previously received the message so

that receiver (node) is deleted from the list of potential
additional (destination) receivers (nodes) identified in the
scan. At 745 the message is broadcast (propagated, for-
warded, transmitted, sent, cascaded) to the identified in
the scan (less the receivers (nodes) that previously re-
ceived the message).
[0061] Fig. 8 is a flowchart of an enlarged portion of
the exemplary embodiment of Fig. 7. The portion of Fig.
7 depicted in Fig. 8 includes 715 and 720. That is, the
parameters extracted from the message header in 715
include the parameters for limiting the cascading (prop-
agation, broadcast) of messages. Fig. 8 is directed to the
situation where limiting the propagation (cascading,
broadcast) is based on a maximum device count. As de-
scribed above the propagation limitation based on max-
imum device count may use a device count as an up-
counter (counter that is incremented) and a maximum
device count as a threshold (certain) value or the limita-
tion may be implemented as a maximum device count
which is decremented and compared to a threshold (cer-
tain) value (e.g., zero). Fig. 8 depicts the situation where
the maximum device count is decremented. The situation
where a device count (up-counter) and a maximum de-
vice count are used is not shown but as indicated is an-
other option and is described below (without a corre-
sponding flowchart). Thus, at 805, the maximum device
count is extracted from the message header. At 810 the
maximum device count is compared to a value, such as
a threshold (certain) value (e.g., zero), and if the maxi-
mum device count is less than or equal to the threshold
(certain) value then the message is dropped (discarded)
and processing ends. At 815 the maximum device count
is adjusted. In this case of the maximum device count is
decremented. After 815 processing return to Fig. 7 and
the message is processed accordingly. A device count
may also be used, with the device count initialized to
zero. Each device that the message reaches increments
the device count and compares it to the maximum device
count. If the two are equal then the message or data is
not further cascaded or broadcast. If the device count is
not equal to the maximum device count then the message
or data is forwarded (propagated, transmitted, broadcast,
sent) to the next level (layer) of devices within the range
of the mesh or short range broadcast communications.
[0062] Fig. 9 is a flowchart of an enlarged portion of
the exemplary embodiment of Fig. 7. The portion of Fig.
7 depicted in Fig. 9 includes 715 and 720. That is, the
parameters extracted from the message header in 715
include the parameters for limiting the cascading (prop-
agation, broadcast) of messages. Fig. 9 is directed to the
situation where limiting the propagation (cascading,
broadcast) is based on a time out. Thus, at 905 the time
out is extracted from the message header. At 910 a test
is performed to determine if the time out is less than or
equal to the current time. If the time out is less than the
current time then the message is dropped (discarded)
and processing ends. If the time out is greater than the
current time then processing returns to Fig. 7 and the

13 14 



EP 3 471 338 A1

9

5

10

15

20

25

30

35

40

45

50

55

message is processed accordingly.
[0063] Fig. 10 is a flowchart of an enlarged portion of
the exemplary embodiment of Fig. 7. The portion of Fig.
7 depicted in Fig. 10 includes 715 and 720. That is, the
parameters extracted from the message header in 715
include the parameters for limiting the cascading (prop-
agation, broadcast) of messages. Fig. 10 is directed to
the situation where limiting the propagation (cascading,
broadcast) is based on a pin code. At 1005 the pin code
is extracted from the message header. At 1010 a test is
performed to determine if the extracted pin code is the
same as the pin code of the receiver. If the pin codes
match then processing returns to Fig. 7 and the message
is processed accordingly. If the pin codes do not match
then the message is dropped (discarded) and processing
ends.
[0064] Fig. 11 is a flowchart of an enlarged portion of
the exemplary embodiment of Fig. 7. The portion of Fig.
7 depicted in Fig. 10 includes 715 and 720. That is, the
parameters extracted from the message header in 715
include the parameters for limiting the cascading (prop-
agation, broadcast) of messages. Fig. 10 is directed to
the situation where limiting the propagation (cascading,
broadcast) is based on a geometric shape and GPS
boundary points (or a radius if the geometric shape is a
circle). At 1105 the geometric shape and GPS boundary
points and/or radius are extracted from the message
header. At 1110 the target area is calculated using the
geometric shape and the GPS boundary points. If the
geometric shape is a square or a rectangle then there
need to be four GPS boundary points. If there are not
four GPS boundary points then the parameters are not
ok. If the geometric shape is a square or a rectangle and
there are four GPS boundary points but they cannot be
connected to make a square or a rectangle then the pa-
rameters are not ok. If the parameters are not ok then
processing proceeds to 723. If the parameters are ok
then processing proceeds to 725.
[0065] Fig. 12 is a flowchart of an exemplary embodi-
ment of the proposed method from the perspective of an
originator (initiator) of a message. At 1205 a new mes-
sage is constructed (created, generated). At 1210 an
identifier (ID) is calculated (determined) for the message.
The ID is derived by the originator (initiator) based on a
hash of the message data, the date and the time. At 1215
the ID is inserted into the message header, which is not
part of the hash of the message. At 1220 the limiting
parameters are determined. The limiting parameters can
be a time out, a pin code, a maximum device count or a
geometric shape and GPS boundary points. At 1225 the
limiting parameters are inserted into the message head-
er. At 1230 the message is broadcast (transmitted, prop-
agated, forwarded, sent, cascaded).
[0066] Fig. 13 is a block diagram of an exemplary em-
bodiment of an IoT enabled device for practicing the pro-
posed method. The block diagram configuration includes
a bus-oriented 1350 configuration interconnecting a
processor (processing unit) 1320, and a memory 1345.

The configuration of Fig. 13 also includes a wireless com-
munication interface 1325. The wireless communications
interface 1425 may be used for communication, for ex-
ample, over a mesh network or over any one of a number
of short range communications networks. There may be
separate communications interfaces for each such net-
work for all of the different networks may use communi-
cations interface 1325. User interface and display 1310
is driven by interface circuit 1315.
[0067] The IoT enabled device includes at least one
processor 1320 that provides computation functions for
the IoT enabled device, such as depicted in Figs. 7 - 12.
The processor 1320 can be any form of CPU or controller
that utilizes communications between elements of the
IoT enabled device to control communication and com-
putation processes. Those of skill in the art recognize
that bus 1350 provides a communications path between
the various elements of embodiment 1300 and that other
point-to-point interconnection options (e.g. non-bus ar-
chitecture) are also feasible.
[0068] Any or all of the functionality included in the net-
work access device may be embodied as application spe-
cific integrated circuits (ASICs), field programmable gate
arrays (FPGAs), reduced instruction set computers
(RISCs) or any other equivalent separate type of co-proc-
essor integrated into processor 1320.
[0069] Memory 1345 can act as a repository for mem-
ory related to any of the methods that incorporate the
functionality of the IoT enabled device. Memory 1345 can
provide the repository for storage of information such as
program memory, downloads, uploads, or scratchpad
calculations. Those of skill in the art will recognize that
memory 1345 may be incorporated all or in part of proc-
essor 1320. Communication interface 1325 has both re-
ceiver and transmitter (or transceiver) elements for wire-
less communications. Program instructions for operation
of the processor of the IoT enabled device may be in
memory 1345 or may be in processor.
[0070] The processing in accordance with the method
shown in Figs. 7 - 12 is predominantly performed in the
processor 1320 and the communications interface 1325.
The processor performs the steps/acts of the method but
the reception and transmission between IoT enabled de-
vices is through the communications interface 1325.
[0071] It is to be understood that the proposed method
and apparatus may be implemented in various forms of
hardware, software, firmware, special purpose proces-
sors, or a combination thereof. Special purpose proces-
sors may include application specific integrated circuits
(ASICs), reduced instruction set computers (RISCs)
and/or field programmable gate arrays (FPGAs). Prefer-
ably, the proposed method and apparatus is implement-
ed as a combination of hardware and software. Moreo-
ver, the software is preferably implemented as an appli-
cation program tangibly embodied on a program storage
device. The application program may be uploaded to,
and executed by, a machine comprising any suitable ar-
chitecture. Preferably, the machine is implemented on a
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computer platform having hardware such as one or more
central processing units (CPU), a random access mem-
ory (RAM), and input/output (I/O) interface(s). The com-
puter platform also includes an operating system and mi-
croinstruction code. The various processes and functions
described herein may either be part of the microinstruc-
tion code or part of the application program (or a combi-
nation thereof), which is executed via the operating sys-
tem. In addition, various other peripheral devices may be
connected to the computer platform such as an additional
data storage device and a printing device.
[0072] It should be understood that the elements
shown in the figures may be implemented in various
forms of hardware, software or combinations thereof.
Preferably, these elements are implemented in a combi-
nation of hardware and software on one or more appro-
priately programmed general-purpose devices, which
may include a processor, memory and input/output inter-
faces. Herein, the phrase "coupled" is defined to mean
directly connected to or indirectly connected with through
one or more intermediate components. Such intermedi-
ate components may include both hardware and software
based components.
[0073] It is to be further understood that, because some
of the constituent system components and method steps
depicted in the accompanying figures are preferably im-
plemented in software, the actual connections between
the system components (or the process steps) may differ
depending upon the manner in which the proposed meth-
od and apparatus is programmed. Given the teachings
herein, one of ordinary skill in the related art will be able
to contemplate these and similar implementations or con-
figurations of the proposed method and apparatus.
[0074] For purposes of this application and the claims,
using the exemplary phrase "at least one of A, B and
C," the phrase means "only A, or only B, or only C, or
any combination of A, B and C."

Claims

1. A method, comprising:

receiving (705) a message via a wireless net-
work;
if said message has not been previously re-
ceived by a current receiver (710), then extract-
ing (715) parameters for limiting message cas-
cading from a header of said message;
processing (725) said message, if said param-
eters for limiting said message cascading are
within certain values for said parameters (720);
adding (730) an identifier of said current receiver
to said header of said message;
scanning (735) an area to identify devices ca-
pable of communicating via said wireless net-
work within said area, said area defined by at
least one parameter in said header of said mes-

sage, said identified devices being devices to
which said message is to be transmitted;
extracting (740) identifiers of previous receivers
from said message header;
if any of said identifiers of said previous receiv-
ers are the same as any of said identifiers of any
of said identified devices, removing said identi-
fied devices having the same identifiers from po-
tential destination receivers of said message;
and
transmitting said message to at least one of said
identified devices having identifiers that differ
from said identifier of any of said previous re-
ceivers.

2. The method according to claim 1, wherein said mes-
sage has not been previously received by said cur-
rent receiver if an identifier of said message differs
from said identifier of any previously received mes-
sage, said identifier of said previously received mes-
sage having been stored in said current receiver.

3. The method according to claim 1, wherein if said
message has been previously received by said cur-
rent receiver then said message is dropped and not
transmitted further.

4. The method according to any of said preceding
claims, wherein said wireless network is one of a
mesh network and a short range broadcast commu-
nications network, wherein said current receiver,
said previous receivers and said identified devices
are nodes in said wireless network.

5. A method, comprising:

constructing (1205) a message;
determining (1210) an identifier for said mes-
sage;
inserting (1215) said identifier into a header of
said message;
determining (1220) at least one parameter to be
used to limit message propagation;
inserting (1225) said at least one limiting param-
eter into said header of said message; and
broadcasting (1230) said message.

6. The method according to any one of said preceding
method claims, wherein said at least one parameter
is one of an identifier of said current receiver or at
least one of said previous receivers, a timeout, a
maximum device count and a plurality of parameters
defining a geometric shape, wherein said parame-
ters defining said geometric shape are global posi-
tioning system (GPS) boundary points.

7. The method according to any one of said preceding
claims, wherein said identifier of said message is a
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hash of data of said message, a date said message
was initially transmitted and a time said message
was initially transmitted.

8. An apparatus, comprising:

means for receiving a message via a wireless
network;
means for extracting parameters for limiting
message cascading from a header of said mes-
sage, if said message has not been previously
received by a current receiver;
means for processing said message, if said pa-
rameters for limiting said message cascading
are within certain values for said parameters;
means for adding an identifier of the current re-
ceiver to said header of said message;
means for scanning an area to identify devices
capable of communicating via said wireless net-
work within said area, said area defined by at
least one parameter in said header of said mes-
sage, said identified devices being devices to
which said message is to be transmitted;
means for extracting identifiers of previous re-
ceivers from said message header;
means for removing said identified devices hav-
ing the same identifiers of said previous receiv-
ers from being potential destination receivers of
said message, if said identifiers of any of said
previous receivers are the same as said identi-
fiers of any said identified devices; and
means for transmitting said message to at least
one of said identified devices having identifiers
that differ from said identifiers of said previous
receivers.

9. The apparatus according to claim 8, wherein said
message has not been previously received by said
current receiver if an identifier of said message dif-
fers from said identifier of any previously received
message, said identifier of said previously received
message having been stored in said current receiver.

10. The apparatus according to claim 8, wherein if said
message has been previously received by said cur-
rent receiver then said message is dropped and not
transmitted further.

11. The apparatus according to any of said preceding
apparatus claims, wherein said wireless network is
one of a mesh network and a short range broadcast
communications network, wherein said current re-
ceiver and said identified devices are nodes in said
wireless network.

12. An apparatus, comprising:

means for constructing a message;

means for determining an identifier for said mes-
sage;
means for inserting said identifier into a header
of said message;
means for determining at least one parameter
to be used to limit message propagation; insert-
ing said at least one limiting parameter into said
header of said message; and
means for broadcasting said message.

13. The apparatus according to any one of said preced-
ing apparatus claims, wherein said at least one pa-
rameter is one of an identifier of said current receiver
or at least one of said previous receivers, a timeout,
a maximum device count and a plurality of parame-
ters defining a geometric shape, wherein said pa-
rameters defining said geometric shape are global
positioning system (GPS) boundary points.

14. The apparatus according to any one of said preced-
ing apparatus claims, wherein said identifier of said
message is a hash of data of said message, a date
said message was initially transmitted and a time
said message was initially transmitted.

15. A computer readable medium comprising instruc-
tions which, when executed cause the computer to
carry out the method of any of claims 1 to 7.
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