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Description
RELATED APPLICATIONS

[0001] This application claims priority to U.S. Provi-
sional Patent Application 61/890,314 filed October 13,
2013 and US Patent Application 14/068,658 filed October
31, 2013, and is a divisional of EP14184270.8 filed 10
September 2014.

BACKGROUND

[0002] Many current enterprises have large and so-
phisticated networks including switches, hubs, routers,
servers, workstations and other networked devices,
which support a variety of connections, applications and
systems. The increased sophistication of computer net-
working, including virtual machine migration, dynamic
workloads, multi-tenancy, and customer specific quality
of service and security configurations require a better
paradigm for network control.

[0003] Advances in network technology have allowed
large datacenters to serve as hosts for tenant networks.
Often, these tenant networks transmit substantially more
data outside of the datacenter network than they receive.
For instance, when the tenant network is a web server
or a file distribution service, the tenant network transmits
substantially more data outside of the datacenter network
than it receives. Managing these tenant networks has
evolved into a complex field with substantial need for
improvements in packet forwarding efficiency.

[0004] Accordingly, there is a need in the art for opti-
mizations in managing tenant networks that transmit sub-
stantial amounts of data outside of the managed network.
[0005] In the background art, US2013/044636 Kopo-
nen et al describes an example of distributed logical L3
processing, and US2010/322255 Hao et al describes
providing cloud-based services using dynamic network
virtualization.

SUMMARY

[0006] According to the presentinvention there is pro-
vided a method as set forth in claim 1. Also, there is pro-
vided a machine readable medium as set forth in claim
14. Further, there is provided an electronic device as set
forth in claim 15. Additional features of the invention will
be apparent from the dependent claims, and the descrip-
tion herein.

[0007] Some of the described embodiments provide a
managed network (e.g., within a data center) in which
managed forwarding elements operating on host ma-
chines receive packets from an external network through
designated gateway machines but send packets out onto
the external network through a direct connection that by-
passes these gateways. In some embodiments, the di-
rect connection to the external network is enabled
through the use of a specific logical port (called a direct
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host return ("DHR") port) of a logical forwarding element
implemented by the managed forwarding elements.
[0008] Insomeembodiments, an administrator defines
a logical network to be implemented within the physical
network in a distributed fashion across the host ma-
chines. This logical network may include several logical
forwarding elements (e.g., logical switches, logical rout-
ers, etc.), which may include ports connecting to one or
more external networks. In some embodiments, these
ports to external networks may include ports to gateways
that handle packets both ingressing from and egressing
to the external network. In addition, the ports may include
DHR ports, which enable direct egress to the external
network. To implement these ports, the gateway oper-
ates as a separate host with a connection to, e.g., a phys-
ical router of the external network. Managed forwarding
elements, operating in the host machines along with vir-
tual machines (VMs) connected to the logical network,
send packets to, and receive packets from, the gateways.
For packets sent to a DHR port, the managed forwarding
elements of some embodiments send the packet to a
separate set of forwarding tables (e.g., the routing tables
of a network stack) on the host machine that include for-
warding entries which send the packet through a direct
connection to the external network (e.g., a physical router
of the external network).

[0009] In order to implement a defined logical network
in the physical managed network, in some embodiments,
a network controller cluster (e.g., a hierarchical set of
network controllers) configures the managed forwarding
elements, including the gateway machines. Specifically,
the network controller cluster configures a set of edge
managed forwarding elements (i.e., the managed for-
warding elements to which the VMs directly connect) to
process packets received from other managed forward-
ing elements (e.g., for delivery to their local VMs) and
from their local VMs (e.g., for delivery to other managed
forwarding elements). This configuration, in some em-
bodiments, involves flow entries used by the managed
forwarding elements to process the packets. The flow
entries are stored in the forwarding tables of the managed
forwarding elements. These flow entries enable the DHR
ports by instructing the managed forwarding elements to
send packets destined for the external network (e.g., hav-
ing an IP address unknown to the logical router, or in a
set of IP addresses identified as corresponding to the
external network) to the network stack on the physical
host machine. The routing tables of this network stack
are then separately configured (e.g., manually, by the
controller cluster, etc.) to forward the packet to a physical
router of the external network through a connection that
does not pass through any of the other host machines of
the managed network (e.g., avoiding the gateways).
[0010] Inoneexamplethereis described, for a network
controller, a method for managing a network, the method
comprising: configuring a first managed forwarding ele-
ment in the network, operating in a host machine that
hosts virtual machines connected to the managed net-
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work through the first managed forwarding element, to
connect directly to a physical network element outside
of the managed network in order to send egress traffic
directly to the physical network element without the
egress traffic passing through any intervening managed
forwarding elements; and configuring a second managed
forwarding element in the managed network to receive
ingress traffic directly from the physical network element
and to re-transmit said ingress traffic to the first managed
forwarding element.

[0011] In one example, the first managed forwarding
element implements a logical router with a first logical
port for egress traffic to an external network and a second
logical port for ingress traffic and egress traffic to and
from the external network and which corresponds to a
connection to the second managed forwarding element
[0012] In one example, the second managed forward-
ing elementis a gateway that handles ingress and egress
traffic between the managed network and the external
network.

[0013] In one example, the first managed forwarding
element only receives ingress traffic to the managed net-
work from the second managed forwarding element.

[0014] In one example, the physical network element
is a router.
[0015] In one example there is described a non-tran-

sitory machine readable medium storing a program which
when executed by at least one processing unit of a host
machine implements a first managed forwarding element
in a managed network, the program comprising sets of
instructions for: receiving a first packet from a second
managed forwarding element, wherein the second man-
aged forwarding element received the first packet from
a particular source through a physical network element
outside of the managed network; transmitting the first
packet to a virtual machine hosted at the host machine;
receiving a second packet from the virtual machine,
wherein the second packet has a destination address of
the particular source of the first packet; and transmitting
the second packet directly to the physical network ele-
ment via a connection between the host machine and
the physical network element that does not include any
intervening managed forwarding elements.

[0016] In one example, the first managed forwarding
element implements a logical router of a logical network
thatis implemented by managed forwarding elements on
several physical devices.

[0017] In one example, the second managed forward-
ing element implements a logical gateway of a logical
network thatacts as a means of egress from the managed
network to an external network and a means of ingress
to the managed network from the external network
[0018] In one example, the host machine hosts a plu-
rality of virtual machines connecting to a plurality of dif-
ferent logical networks.

[0019] In one example, the physical network element
is a router.
[0020] Inone example, the set of instructions for trans-
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mitting the second packet directly to the physical network
element comprises a set of instructions for sending the
second packet from the first managed forwarding ele-
ment to an IP stack of the host machine, wherein the IP
stack comprises a routing table that sends the packet to
the physical network element.

[0021] In one example, the routing table is configured
with static routes.

[0022] Inone example there is described a method for
a managed forwarding element that operates in a host
machine to implement a logical network within a man-
aged network, the method comprising: at the first man-
aged forwarding element, receiving a first packet from a
second managed forwarding element, wherein the sec-
ond managed forwarding element received the first pack-
et from a particular source through a physical network
element outside of the managed network; transmitting
the first packet from the first managed forwarding ele-
ment to a virtual machine hosted at a host machine; at
the firstmanaged forwarding element, receiving a second
packet from the virtual machine, wherein the second
packet has a destination address of the particular source
of the first packet; and transmitting the second packet
directly from the first managed forwarding element to the
physical network element via a connection between the
host machine and the physical network elementthatdoes
not include any intervening managed forwarding ele-
ments.

[0023] In one example the logical network implement-
ed by the first managed forwarding element comprises
a logical switch to which the virtual machine connects
and a logical router with two ports for traffic between the
virtual machine and an external network behind which
the particular source is located.

[0024] In one example a first port for traffic between
the virtual machine and the external network is used only
for egress traffic and the second port is used for ingress
and egress traffic.

[0025] In one example transmitting the first packet to
the virtual machine comprises: identifying the second
port as a logical ingress port for the first packet; using a
destination address of the first packet to identify a logical
port that corresponds to an interface with the virtual ma-
chine as a logical egress port for the first packet; and
mapping the logical egress port to the interface with the
virtual machine.

[0026] In one example transmitting the second packet
to the physical network element comprises: identifying
an interface with the virtual machine as a logical ingress
port for the second packet; identifying the first port as a
logical egress port for the second packet based on (i) a
destination address of the second packet not mapping
to any subnet handled by the logical router and (ii) a
source address of the second packet matching a set of
source addresses that use the first port for egress traffic;
and based on the identification of the logical egress port,
removing logical information from the second packet and
sending the packet to an IP stack that operates on the
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host machine.

[0027] In one example the IP stack comprises routing
tables for routing the second packet to the physical net-
work element.

[0028] In one example the second managed forward-
ing element operates on a host machine that does not
host virtual machines and provides L3 gateways for sev-
eral logical networks.

[0029] In one example the logical network is imple-
mented by a plurality of managed forwarding elements
on a plurality of different host machines that each receive
packets from sources outside the managed network via
the second managed forwarding element and transmit
packets to the sources outside the managed network di-
rectly via connections between the host machines and
the physical network element.

[0030] Inoneexample communication between the vir-
tual machine and the particular source is initiated by the
virtual machine.

[0031] Inone example communication between the vir-
tual machine and the particular source is initiated by the
particular source.

[0032] The preceding Summary is intended to serve
as a brief introduction to some embodiments of the in-
vention. It is not meant to be an introduction or overview
of allinventive subject matter disclosed in this document.
The Detailed Description that follows and the Drawings
that are referred to in the Detailed Description will further
describe the embodiments described in the Summary as
well as other embodiments. Accordingly, to understand
all the embodiments described by this document, a full
review of the Summary, Detailed Description and the
Drawings is needed. Moreover, the claimed subject mat-
ters are not to be limited by the illustrative details in the
Summary, Detailed Description and the Drawings, but
rather are to be defined by the appended claims, because
the claimed subject matters can be embodied in other
specific forms without departing from the scope of the
subject matters.

BRIEF DESCRIPTION OF THE DRAWINGS

[0033] The novelfeatures of the invention are set forth
in the appended claims. However, for purpose of expla-
nation, severalembodiments of the invention are set forth
in the following figures.

Figure 1 conceptually illustrates a managed logical
network with DHR ports according to some embod-

iments.

Figure 2 conceptually illustrates a managed physi-
cal network according to some embodiments.

Figure 3 conceptually illustrates a packet transmis-
sion process of some embodiments.

Figure 4 conceptually illustrates an example packet
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transmission from one entity on a managed network
to another entity on the managed network.

Figure 5 conceptually illustrates an example packet
transmission from one entity on a managed network
to a remote destination using a gateway.

Figure 6 conceptually illustrates an example packet
transmission from one entity on a managed network
to a remote destination using a DHR port of some
embodiments.

Figure 7 conceptually illustrates an architecture of
a managed forwarding element of some embodi-
ments.

Figure 8 illustrates an architecture of a network con-
troller of some embodiments.

Figure 9 conceptually illustrates a conversion from
logical control plane data to universal physical con-
trol plane data performed at a network controller of
some embodiments.

Figure 10 conceptually illustrates an electronic sys-
tem with which some embodiments of the invention
are implemented.

DETAILED DESCRIPTION

[0034] In the following detailed description of the in-
vention, numerous details, examples, and embodiments
of the invention are set forth and described. However, it
will be clear and apparent to one skilled in the art that
the invention is not limited to the embodiments set forth
and that the invention may be practiced without some of
the specific details and examples discussed.

[0035] Some embodiments provide a managed net-
work (e.g., within a data center) in which managed for-
warding elements operating on host machines receive
packets from an external network through designated
gateway machines but send packets out onto the external
network through a direct connection that bypasses the
gateways. In some embodiments, the direct connection
to the external network is enabled through the use of a
specific logical port (called a direct host return ("DHR")
port) of a logical forwarding element implemented by the
managed forwarding elements.

[0036] Insomeembodiments, an administrator defines
a logical network to be implemented within the physical
network in a distributed fashion across the host ma-
chines. This logical network may include several logical
forwarding elements (e.g., logical switches, logical rout-
ers, etc.), which may include ports connecting to one or
more external networks. In some embodiments, these
ports to external networks may include ports to gateways
that handle packets both ingressing from and egressing
to the external network. In addition, the ports may include
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DHR ports, which enable direct egress to the external
network. To implement these ports, the gateway oper-
ates as a separate host with a connection to, e.g., a phys-
ical router of the external network. Managed forwarding
elements, operating in the host machines along with vir-
tual machines (VMs) connected to the logical network,
send packets to and receive packets from the gateways.
For packets sent to a DHR port, the managed forwarding
elements of some embodiments send the packet to a
separate set of forwarding tables (e.g., the routing tables
of a network stack) on the host machine that include for-
warding entries which send the packet through a direct
connection to the external network (e.g., a physical router
of the external network).

[0037] In order to implement a defined logical network
in the physical managed network, in some embodiments
a network controller cluster (e.g., a hierarchical set of
network controllers) configures the managed forwarding
elements, including the gateway machines. Specifically,
the network controller cluster configures a set of edge
managed forwarding elements (i.e., the managed for-
warding elements to which the VMs directly connect) to
process packets received from other managed forward-
ing elements (e.g., for delivery to their local VMs) and
from their local VMs (e.g., for delivery to other managed
forwarding elements). This configuration, in some em-
bodiments, involves flow entries used by the managed
forwarding elements to process the packets. The flow
entries are stored in the forwarding tables of the managed
forwarding elements. These flow entries enable the DHR
ports by instructing the managed forwarding elements to
send packets destined for the external network (e.g., hav-
ing an IP address unknown to the logical router, or in a
set of IP addresses identified as corresponding to the
external network) to the network stack on the physical
host machine. The routing tables of this network stack
are then separately configured (e.g., manually, by the
controller cluster, etc.) to forward the packet to a physical
router of the external network through a connection that
does not pass through any of the other host machines of
the managed network (e.g., avoiding the gateways).
[0038] Figure 1 conceptually illustrates a logical net-
work 100 of some embodiments. This figure illustrates
logical forwarding elements in a logical network and log-
ical links for communicating network traffic between the
logical forwarding elements and an external network 180.
Logical network 100 includes logical switches 110 and
120, logical router 140, and associated logical ports for
use in transmitting network traffic between the listed log-
ical forwarding elements. Logical networks are function-
ally separate networks thatisolate traffic between tenants
(e.g., customers that use the managed network to host
their virtual machines) that use such logical networks.
Logical networks may be implemented in parallel across
several physical machines using virtual switches and oth-
er distributed forwarding elements. In some embodi-
ments, logical networks are configured by network con-
trollers (not shown). While logical network 100 is shown
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managing a network that includes virtual machines (VM
1 131 to VM 4 134 in the figure), the invention is not
limited to the management of virtual machines and can
be applied to hosted machines of different types, such
as physical computers (e.g., x86 boxes).

[0039] Logical network 100 as well as the logical for-
warding elements of logical network 100 are abstractions
rather than physical objects. The logical forwarding ele-
ments and the logical network are implemented by man-
aged forwarding elements hosted on physical hosts (e.g.
as shown in Figure 2). The virtual machines 131-134 are
hosted on the physical hosts of a managed network. The
virtual machines 131-134 are also connected to the man-
aged forwarding elements 215 and 225. In some embod-
iments, the virtual machines simulate the performance
of an actual machine.

[0040] As shown in Figure 1, logical switch 1 110 pro-
vides OSI layer 2 (hereinafter "L2") switching services
forVM 1131 and VM 2 132. Logical switch 2 120 provides
L2 switching services for VM 3 133 and VM 4 134. Logical
switches are implemented by managed forwarding ele-
ments on physical machines. Logical switch 1 110 and
logical switch 2 120 include ports for links between virtual
machines 131-134 and to logical router 140. The ports
on logical switches 110 and 120 are conceptually illus-
trated in Figure 1 as black boxes with arrowed lines to
indicate links to other components in logical network 100.
These ports are constructs that serve as communication
endpoints within logical network 100. Typically, a network
packet that is being processed through a logical forward-
ing element will have an ingress port that indicates from
which port the network packet was received and an
egress port to which the network packet is addressed. In
some embodiments that will be discussed in greater de-
tail below, logical processing is applied to such network
packets to map them to different logical or physical ports.
Processing of network packets at the first hop in logical
networks is referred to as "edge networking". Edge net-
working enables physical networks to be designed with-
out concern for the functionality of "core" physical appli-
ances that are not adjacent to the hosted machines.
[0041] Logical router 140 provides OSI layer 3 (here-
inafter "L3") routing services for packets originating from
or directed to for logical switches 110 and 120. Similarly
to logical switches 110 and 120, logical router 140 is im-
plemented by managed forwarding elements on physical
machines. Logical router 140 includes several ports it
uses in communicating network packets within logical
network 100. Logical router 140 includes two ports for
receiving network traffic from and sending network traffic
to logical switches 110 and 120.

[0042] In addition, logical router 140 includes a Direct
Host Return port 150 (hereinafter "DHR port") and a gate-
way port 160 (abbreviated in the figure as "GW port").
Packets can be sent to or received from L3 gateway 170
through gateway port 160. As shown, L3 gateway 170 is
not a part of logical network 100, rather it is maintained
as a separate physical entity that implements aspects of
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logical network 100 for communication to the external
network 180. L3 gateway 170 allows for communication
between external network 180 and the logical network
100. Forexample, the external network 180 could include
tenantenterprise networks that communicate with logical
network 100 or otherremote networks outside of the man-
aged network. L3 gateway 170 also serves as the default
exit and entry point for logical network 100. L3 gateway
170 performs initial processing of network packets en-
tering logical network 100 and, by default, performs final
packet processing of network packets exiting logical net-
work 100. In some embodiments, L3 gateway 170 imple-
ments logical forwarding elements from logical network
100 (e.g., logical router 140).

[0043] As will be described in greater detail below, the
first logical forwarding element that receives network
packets originating from any of VMs 131-134 processes
the packets by adding a logical context and logical for-
warding information to the network packets. In some em-
bodiments, as mentioned above, the logical network is
an abstraction that is implemented by physical devices.
In some embodiments, the logical forwarding elements
are implemented by managed forwarding elements that
are hosted on physical devices.

[0044] Inthe example shown in Figure 1, logical router
140 is the only logical router of the logical network. How-
ever, in some embodiments, multiple levels of logical
routers are provided in a logical network. In such embod-
iments, DHR ports can be opened on logical routers that
are not the highest level logical router in a multiple level
logical network. In some such embodiments, the highest
level logical router is a centralized router which spans a
gateway service (e.g., a data center provider router). The
lower level logical routers are distributed routers that do
not contain a gateway service (e.g., individual tenant
routers). In some embodiments, to create a DHR port on
the tenant routers, the default route from tenant routers
to the provider router must be changed to the created
DHR port. In other embodiments, to use a DHR port for
a selected group of subnets, the selected subnets can
be routed to the DHR port and at the same time a default
route for the non-selected group of subnets can be main-
tained that points to the provider router. Subnets are log-
ical subdivisions of tenant networks (e.g., IP subnets). In
some embodiments, the tenant router services several
subnets of a tenant network in order to route packets
from one subnet to another.

[0045] L3 gateway 170 regulates network traffic be-
tween logical network 100 and external network 180. Ex-
ternal network 180 includes addressable remote desti-
nations (not shown in the figure) outside of the logical
network 100. One of ordinary skill in the art would under-
stand thatthe external network 180 can be many different
types of computer networks, such as remote site net-
works, the Internet, etc. In some embodiments, L3 gate-
way 170 processes all traffic entering logical network
100.

[0046] Some embodiments ofthe invention provide the
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DHR port 150 as an alternative pathway out of logical
network 100. Unlike network packets communicated us-
ing gateway port 160, packets sent from DHR port 150
are communicated directly to remote destinations
through external network 180 without any further opera-
tions by intervening managed forwarding elements.
Gateway port 160 receives traffic from and sends traffic
to the external network outside of the logical network. In
contrast to the gateway port 160, the DHR port 150 can
only send traffic outside of the logical network, in some
embodiments. In some embodiments, ingress traffic
needs logical processing to gain logical context informa-
tion. Accordingly, ingress traffic is taken in at the logical
gateways, not through DHR ports on logical forwarding
elements in some embodiments. In some embodiments,
when a managed forwarding element that implements a
logical router sends a packet out on a DHR port, the man-
aged forwarding element strips all logical context from
the network packet. Managed forwarding elements can
safely remove logical context from egressing packets in
that case because the logical forwarding element trans-
mitting the context-removed network packets will be the
last hop in the logical network.

[0047] As mentioned above, the logical networks of
some embodiments are implemented by managed for-
warding elements on managed networks of host ma-
chines. The following discussion will cover aspects of the
invention at the physical level in a managed network.
[0048] Figure 2 conceptually illustrates a managed
network 200 of physical machines of some embodiments.
Managed network 200 includes a first host 210, a second
host 220, and gateway providers 250. These elements
and links between them implement logical network 100
of Figure 1 based on instructions received from network
controllers 295. In some embodiments, these links are
tunnels that allow traffic to be sent through other forward-
ing elements, such as unmanaged switches and routers.
Managed network 200 provides networking services for
hosted virtual machines and enables their communica-
tion with remote hosts 290 through physical network el-
ement 230 and external network 280.

[0049] The first host 210 and the second host 220 are
computing devices running managed forwarding ele-
ments (e.g., virtual switching applications) of some em-
bodiments. A managed forwarding element, in some em-
bodiments, is a forwarding element managed by network
controllers 295, and includes both the managed forward-
ing elements 215 and 225 as well as the gateway pro-
viders 250.

[0050] Network controllers 295 control how network
packets will be forwarded to and from the managed virtual
machines. In some embodiments the network controllers
295 provide this control by distributing flow entries to the
managed forwarding elements 215 and 225 and gateway
providers 250. The flow entries define actions to be per-
formed on packets and the conditions under which those
actions should be performed (i.e., packet characteristics
that match the flow entry). Flow entries are stored in for-
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warding tables maintained by the managed forwarding
elements 215 and 225 and gateway providers 250.
[0051] As shown in Figure 2, both managed forward-
ing elements 215 and 225 are implementing logical for-
warding elements 270. Logical forwarding elements 270
includes a first logical switch (abbreviated as "LS 1" in
the figure), a second logical switch (abbreviated as "LS
2" in the drawing), and a logical router (abbreviated as
"LR" in the drawing). LS 1, LS 2, and LR of logical for-
warding elements 270 correspond to the logical switches
110 and 120 and logical router 140 of network 100 of
Figure 1.

[0052] Insome embodiments, a set of virtual machines
serviced by a particular logical switch can be distributed
across multiple host machines. In order to process traffic
to and from the virtual machines distributed across mul-
tiple host machines, managed forwarding elements 215
and 225 simultaneously implement separate instances
of the same logical forwarding elements 270. For exam-
ple, in the illustrated embodiment, VM 1 and VM 2 are
both served by LS 1, yet VM 1 and VM 2 are hosted on
different host machines. In order to send traffic between
virtual machines located on disparate hosts, managed
forwarding elements 215 and 225 are connect by link
240. In some embodiments, link 240 is a tunnel between
host machines of a physical network. In at least some
managed networks that operate logical networks over a
physical network, packets are sent across the physical
network in tunnels between managed forwarding ele-
ments. These tunneled packets are passed through the
unmanaged physical forwarding elements (e.g., stand-
ard switches and routers) with minimal processing.
[0053] While only two managed forwarding elements
are shown in managed network 200, in some embodi-
ments any number of managed forwarding elements with
any number of interconnecting links can be used. In some
embodiments, logical forwarding elements 270 can in-
clude additional logical forwarding elements besides LS
1,LS 2, and LR (e.g., for other logical networks that con-
nected VM 5 and VM 6).

[0054] As mentioned above, both managed forwarding
elements 215 and 225 receive flow entries from network
controllers 295 and populate forwarding tables used to
implement logical forwarding elements 270. As de-
scribed above the logical forwarding elements are ab-
stractions that are implemented by the flow entries in the
forwarding tables maintained by the managed forwarding
elements.

[0055] The gateway providers 250 implement L3 gate-
ways for logical networks (e.g., L3 gateway 170). When
network traffic is addressed outside of the managed net-
work 200, gateway providers 250 provide egress packet
processing. When network trafficis received from outside
the managed network 200, gateway providers 250 pro-
vide ingress packet processing. In some embodiments,
gateway providers 250 are host machines (e.g., x86 box-
es). Gateway providers 250 provide L3 gateways in an
active-standby fashion, in some embodiments. For ex-
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ample, two host machines implement an L3 gateway with
one being an active-master gateway and the other being
a standby-backup gateway. In some embodiments, gate-
way providers 250 may be implemented by a single host
machine.

[0056] Gateway providers 250 transmit network traffic
to network entities outside of managed network 200. As
shown in Figure 2, gateway providers 250 communicate
with physical network element 230. In some embodi-
ments, gateway providers 250 communicate with remote
hosts, remote routers, remote switches, or even local net-
work elements that are outside of the local managed net-
work. In the illustrated case, physical network element
230is a network router for external network 280. Physical
network element 230 communicates with remote hosts
290 through external network 280. Remote hosts 290
and physical network element 230 are outside of man-
aged network 200, and are therefore outside of any log-
ical context present in managed network 200. Accord-
ingly, when physical network element 230 transmits net-
work packets to managed network 200, gateway provid-
ers 250 handle ingress processing of these packets to
add logical context (e.g., forwarding information that
identifies the packet’s status within the logical network
such as a logical egress port of a logical forwarding ele-
ment) to these packets.

[0057] However, gateway providers 250 are not the
only forwarding element that sends egress packets to
physical network element 230. In some embodiments,
managed forwarding elements communicate egress traf-
fic to the physical network using DHR ports. In some em-
bodiments, managed forwarding elements 215 and 225
can implement DHR ports on any number of the logical
forwarding elements 270. By transmitting egress packets
over the DHR ports, managed forwarding elements 215
and 225 reduce the processing load on gateway provid-
ers 250. As mentioned above, managed forwarding ele-
ments 215 and 225 can safely remove logical context
from egressing packets (e.g., when transmitting them to
DHR ports) because the managed forwarding element
transmitting the context-removed network packets will be
the last hop in the logical network implemented by the
managed forwarding elements. In some embodiments,
DHR ports are used when there is substantially more
egress traffic than ingress traffic, such as when the host-
ed virtual machines are web servers transmitting sub-
stantially more data to end users than the virtual ma-
chines are receiving from the end users. In some em-
bodiments, the routes to the physical network element
230 from managed forwarding elements 215 and 225
through the DHR ports are configured as static routes.
In some such embodiments, the DHR ports cannot be
created to use dynamic routing. However, even in such
embodiments, the portions of any routes beyond the first
external physical network entity connected to a route
through a DHR port can be either static or dynamic
routes.

[0058] In the above description of Figures 1 and 2,
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reference to "physical" components (e.g., physical
switching element, physical ports, etc.) refers to the man-
aged forwarding elements in the managed network. As
explained above, a managed forwarding element may
be a hardware switching element, a software switching
element, or a virtual switching element. Thus, one of or-
dinary skill in the art will realize that the reference to a
physical component is not meant to refer to an actual
physical component, but rather the reference is meant
to distinguish from logical components (e.g., a logical for-
warding element, a logical port, etc.). In addition, the ex-
ample networks provided include network elements in
example quantities (e.g. two managed forwarding ele-
ments and four VMs) that are merely provided for dem-
onstration. One of ordinary skill in the art will realize that
the invention is not limited to the example quantities of
network elements shown in the figures.

[0059] Many examples of forwarding network traffic in
managed networks using direct host return ports are de-
scribed below. Section | describes packet transmission
in managed networks with DHR ports. Section Il de-
scribes a managed forwarding element for implementing
DHR ports in logical networks. Section Ill describes how
a network controller of some embodiments configures
managed forwarding elements to use DHR ports. Finally,
Section IV describes an electronic system with which
some embodiments of the invention are implemented.

. PACKET TRANSMISSION USING DHR PORTS

[0060] Figure 3 conceptually illustrates a process 300
performed by a managed forwarding element of some
embodiments. In some embodiments, the managed for-
warding element performing process 300 is a managed
forwarding element in a managed network such as those
described in Figure 2. The managed forwarding element
of some embodiments performs this process using flow
tables that implement logical forwarding elements. The
logical forwarding elements of the described logical net-
works are abstractions implemented by managed for-
warding elements. In some embodiments, some or all of
the transmissions through the logical networks involve
no physical transmission of packets as packets traverse
the logical network within processing performed by a sin-
gle managed forwarding element.

[0061] As shown in Figure 3, the process 300 begins
by receiving (at 310) a packet. In some embodiments,
the packet is a network packet with a header and a pay-
load. The packet header indicates source and destination
addresses, as well as logical context in some embodi-
ments of the invention. As mentioned above, logical con-
text can include processing information that identifies the
packet’s status within the logical network such as a logical
egress port. The packet payload contains the information
to be delivered by the packet. The term "packet" is used
herein to describe any collection of bits organized in a
particular format for transmission.

[0062] Next, the process 300 performs (at 320) logical
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processing on the packet. In some embodiments, logical
processing (at 320) will entail passing a packet through
a logical processing pipeline. The logical processing
pipeline of some embodiments sequentially performs a
series of mapping operations to implement the actions
of the logical forwarding elements. Such actions include
forwarding a packet, modifying a packet, dropping a
packet, etc. Examples of logical processing pipelines will
be discussed in detail below in connection with Figures
4-6.

[0063] As aresult of performing logical processing (at
320) on the received packet, the managed forwarding
element will assign a logical egress port of a logical for-
warding element to the packet. A logical egress port is a
logical construct that corresponds to a physical interface
(e.g., an interface to a virtual machine, a particular con-
nection to an external network, etc.). The logical egress
port will affect how the packet is handled at determina-
tions 330, 340, 350, and 360.

[0064] After performing logical processing onthe pack-
et, the process 300 then determines (at 330) whether to
drop the packet. In some embodiments, the decision to
drop a packet is made during the logical processing op-
erations performed at step 320. For example, access
control list (abbreviated "ACL") operations performed as
part of the logical processing may specify to drop a pack-
et. When a packet is to be dropped, the process 300
proceeds todrop (at 335) the packet and then the process
ends.

[0065] When the process 300 does not drop the pack-
et, the process 300 determines (at 340) whether the pack-
et’s logical egress port corresponds to an entity in the
managed network (e.g., a virtual machine hosted in the
managed network). When the packet's logical egress
port corresponds to an entity in the managed network,
the process 300 sends the packet through a tunnel to a
destination in managed network (e.g., a managed for-
warding element at the host machine on which the des-
tination virtual machine resides).

[0066] When the packet’s logical egress port does not
correspond (at 340) to an entity in the managed network,
then the process 330 determines (at 350) whether the
packet’s logical egress port corresponds to an external
entity reachable through a direct path to an external net-
work. In some embodiments, this direct path is through
a DHR port of a logical forwarding element implemented
by the managed forwarding element performing process
300. When the packet’s logical egress port corresponds
to such an external entity, the process 300 sends (at 355)
the packet through the direct connection to the external
entity. By transmitting the packet through the direct con-
nection, the managed forwarding element bypasses any
additional managed forwarding elements, such as gate-
way providers 250 shown in Figure 2. Bypassing any
additional managed forwarding elements is possible be-
cause packets to an external entity don’t need any further
logical processing in the logical network. These direct
connections are especially useful when a hosted VM
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sends large quantities of traffic to external entities. This
is a common scenario for web servers.

[0067] When the packet’s logical egress port does not
correspond to an external entity reachable through a di-
rect connection, the process 300 determines (at 360)
whether the packet’s logical egress port corresponds to
an entity only reachable through a gateway provider. As
mentioned above, a gateway provider allows for integra-
tion of a managed network with external networks. In
some embodiments, the gateway provider will be the last
managed forwarding element to handle a packet before
the packetleaves the managed network. When the pack-
et’s logical egress port corresponds to an entity only
reachable through a gateway provider (i.e., the logical
egress port is the port of an L3 router that connects to
an L3 gateway), the process 300 sends (at 365) the pack-
etthrough a tunnel to a gateway provider. Once the pack-
et is at the gateway provider, the gateway provider will
perform the final transmission of the packet outside of
the managed network (not shown).

[0068] The above process indicates three different
scenarios based on different logical processing results
for a packet. These three scenarios are illustrated below
in Figures 4-6. Figure 4 conceptually illustrates an ex-
ample transmission of a packet from a first virtual ma-
chine hosted on a first host to a second virtual machine
hosted on a second host. The packet is transmitted
through a logical network that is implemented by man-
aged forwarding elements hosted on both the first host
and the second host. The managed forwarding elements
implement the logical network using flow entries that de-
fine actions to be taken on packets and conditions under
which to take those actions. Each flow entry corresponds
to an operation in a logical processing pipeline for trans-
mitting the packet through the logical network. The logical
processing pipeline directs the first managed forwarding
element to transmit the packet to the second managed
forwarding element. Once the packetreaches the second
managed forwarding element on the second host, the
second managed forwarding element forwards the pack-
et to second virtual machine.

[0069] As shown in the top half of Figure 4, this exam-
ple demonstrates a transmission of a packet 430 from
VM 1 401 on managed forwarding element 1 410 to VM
4 404 on managed forwarding element 2 420 through a
logical network 400. This transmission is conceptually
illustrated by the dashed arrow beginning at the hollow
circle over VM 1 401. To traverse the logical network, the
packet 430 will have to pass through logical switch 1 415,
logical router 435, and logical switch 2 425. Similar to the
logical network 100 shown in Figure 1 and the managed
network 200 shown in Figure 2, VM 1 401 is connected
to managed forwarding element 1 410 on a first host ma-
chine, whereas VM 4 404 is connected to managed for-
warding element 2 420 on a second host machine. This
figure (and the subsequent Figures 5 and 6) illustrates
the logical network conceptually shown within the man-
aged forwarding elements, as traversed by the packet.
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Thus, because logical switch 2 425 processing takes
place in both managed forwarding element 1 and man-
aged forwarding element 2, it is shown on both. One of
ordinary skill would recognize that, e.g., managed for-
warding element 2 420 alsoimplements the logical switch
1 415 and the logical router 435, but that these flow en-
tries are not involved in the processing of the illustrated
packet.

[0070] Logical network 400 is implemented by both
managed forwarding element 1 410 and managed for-
warding element 2 420. As mentioned above, logical net-
works and logical forwarding elements are abstractions
implemented by managed forwarding elements hosted
on host machines. Accordingly, for packet 430 from VM
1401 on the first host to reach VM 4 404 on the second
host, managed forwarding element 410 on the first host
will have to transmit the packet 430 to managed forward-
ing element 420 on the second host.

[0071] The bottom half of Figure 4 conceptually illus-
trates a logical processing pipeline 405 implemented by
managed forwarding element 1 410 that will receive the
packet 430 from VM 1 401, perform logical processing
on packet 430, and then forward the packet to managed
forwarding element 2 420. Processing pipeline 405 illus-
trates the logical processing operations performed by
managed forwarding element 410 before physically
transmitting packet 430 to managed forwarding element
420 for subsequent transmission to VM 4 404. This
processing pipeline is implemented by the managed for-
warding element 410 using flow entries in the forwarding
table 411 of managed forwarding element 410. As de-
scribed above, a flow entry contains actions to be taken
on a packet (e.g., modifying, forwarding, or dropping a
packet etc.) and conditions under which to take those
actions (e.g., characteristics of incoming packets).
[0072] In some embodiments, each operation per-
formed on a packet in the logical network is represented
by one or more flow entries in the forwarding table 411.
The managed forwarding element 410 checks the char-
acteristics of the packet against the conditions of each
flow entry in the forwarding table 411 and performs the
actions dictated by a flow entry whose conditions match
the characteristic of the packet. For simplicity, the proc-
ess by a managed forwarding element of checking the
packet against the flow entries and performing the indi-
cated actions is referred to herein as "submitting" the
packets to the forwarding table.

[0073] In some cases, the action of a flow entry may
change the packet's characteristics and direct the man-
aged forwarding element 410 to resubmit the changed
packet to the forwarding table 411 (e.g., when the actions
include "sending" the packet to a dispatch port). A dis-
patch port is a software construct that corresponds to a
port in the logical network between elements implement-
ed on the same host machine. The dispatch port does
not correspond to a physical port. When the managed
forwarding element determines that a flow entry (the con-
ditions of which match a packet’s characteristics) indi-
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cates that the packet is to be routed to a dispatch port,
the managed forwarding element changes the packet’'s
characteristics (e.g., the packet’s header, or information
stored about the packet in registers) as indicated by the
flow entry and then compares the new characteristics of
the packet against the flow entries to determine what new
action is warranted. The managed forwarding elements
of some embodiments repeatedly change the packet and
compare the packet’s characteristics to the flow entries
until the packet’s characteristics match a flow entry that
dictates that the packet be either dropped or forwarded
to one or more physical egress ports. In some embodi-
ments, the managed forwarding element 410 (of Figure
4) may submit the packet to the forwarding table 411
multiple times to implement a multi-operation logical
processing pipeline.

[0074] In the illustrated example, the packet 430 is re-
peatedly resubmitted to forwarding table 411 to imple-
ment logical processing pipeline 405. As mentioned
above, in some embodiments, the managed forwarding
element 410 uses software elements called "dispatch
ports" to resubmit a packet to the forwarding table 411.
The managed forwarding element 410 repeatedly sub-
mits the packet 430 to logical forwarding table 411 until
the managed forwarding element 410 determines that a
flow entry dictates that the packet should be either
dropped or forwarded to one or more physical egress
ports (e.g., sent to another host machine or out of the
network). This resubmission process is conceptually il-
lustrated by the dashed re-circling arrows leading from
the right side of forwarding table 411 to the left side of
forwarding table 411. Forwarding table 411 is a single
table of flow entries. However, in some embodiments,
managed forwarding elements use multiple forwarding
tables instead of a single forwarding table.

[0075] Initially, managed forwarding element 410 re-
ceives packet 430 from VM 1 401 at a physical ingress
port 412 of the managed forwarding element 410. As
described herein, the term "physical ingress port" is a
virtual interface between a virtual machine implemented
on a host and a managed forwarding element on the
same host. From the perspective of the virtual machine,
the virtual interface functions as a physical network port.
In some embodiments, the managed forwarding element
410 stores an indicator of the physical ingress port 412
of the packet in a temporary storage on the managed
forwarding element 410 (e.g., a register). The managed
forwarding element 410 then begins processing the pack-
et430 by attempting to match the packet’s characteristics
to conditions of flow entries in forwarding table 411.
[0076] Atthefirststage 440 of processing pipeline 405,
the managed forwarding element 410 identifies a flow
entry indicated by an encircled 1 (referred to as "flow
entry 1") in the forwarding table that implements ingress
context mapping. This identification is based on fields
stored in a header of packet 430 and data for the packet
(e.g., physical ingress port 412) that has been stored in
registers on the managed forwarding element 410. Flow
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entry 1 then maps the stored physical ingress port 412
to a logical ingress port on logical switch 415. Flow entry
1 also assigns the packet 430 a logical context. At this
stage, the assigned logical context will be the logical in-
gress port of the particular logical switch. In some em-
bodiments, the assigned logical context will include in-
formation indicating the packet’s status within a logical
network. The flow entry 1 also specifies that the packet
430 should be sent to a dispatch port (i.e., resubmitted
to the forwarding table 411 by managed forwarding ele-
ment 410) as illustrated by the curved dashed arrows
leading from flow entry 1 to flow entry 2.

[0077] Atthe second stage 450 of processing pipeline
405, the managed forwarding element 410 identifies a
flow entry indicated by an encircled 2 (referred to as "flow
entry 2") in the forwarding table. Based on flow entry 2,
the managed forwarding element 410 implements the L2
processing that corresponds to the forwarding actions of
logical switch 1 415 in logical network 400. In some em-
bodiments, the L2 processing includes several flow en-
tries followed by resubmits and includes performing in-
gress ACL functions before the switching decision and
egress ACL functions after the switching decision. If a
packet fails to pass the ingress ACL or the egress ACL,
then the packet will be dropped. In this case, the L2
processing of stage 450 results in the packet 430 being
"forwarded" from logical switch 1 415 to logical router
435 based on the destination MAC address of the packet
corresponding to the egress port of the logical switch 415
that attaches to the logical router. In some embodiments,
the managed forwarding element stores this forwarding
decision in the packet registers. The flow entry 2 also
specifies that the packet should be resubmitted to the
forwarding table 411 (e.g., by sending the packet 430 to
a dispatch port, as conceptually illustrated by the curved
dashed arrows leading from flow entry 2 to flow entry 3).
[0078] At the third stage 460 of processing pipeline
405, the managed forwarding element 410 identifies a
flow entry indicated by an encircled 3 (referred to as "flow
entry 3") in the forwarding table that implements the log-
ical L3 processing of the packet. As with the L2 process-
ing, this may actually involve several flow entries (e.g.,
ingress ACL, logical L3 routing, and egress ACL). The
managed forwarding element 410 uses flow entry 3 to
implement the L3 processing of the stage 460 that cor-
responds to the forwarding actions of logical router 435
in logical network 400. In this case, the L3 processing of
stage 460 will result in the packet 430 being forwarded
from the logical router 435 to logical switch 2 425 based
on the destination IP address of the packet. In addition,
the logical router 435 willmodify to change the destination
MAC address to the address corresponding to this des-
tination IP address (performing address resolution if nec-
essary). In some embodiments, the managed forwarding
element stores this forwarding decision in the packet reg-
isters. The flow entry 3 also specifies that the packet 430
should be resubmitted to the forwarding table 411 (e.g.,
by sending the packet 430 to a dispatch port, as concep-
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tually illustrated by the curved dashed arrows leading
from flow entry 3 to flow entry 4).

[0079] At the fourth stage 470 of processing pipeline
405, the managed forwarding element 410 identifies a
flow entry indicated by an encircled 4 (referred to as "flow
entry 4") in the forwarding table that implements the L2
processing of stage 470. The managed forwarding ele-
ment 410 uses flow entry 4 to implement L2 processing
that corresponds to the forwarding actions of logical
switch 2 425 in logical network 400. Again this may entail
several flow entries for different operations of the L2
processing. In this case, the L2 processing of stage 470
results in the packet being logically forwarding to a logical
egress port 426 of logical switch 425 that corresponds
to VM 4 404, based on the destination MAC address of
the packet as modified by the L3 operations 460. How-
ever, the flow entry 4 still indicates that the packet should
be sent to a dispatch port because the managed forward-
ing element 410 will use further flow entries in forwarding
table 411 to determine how to send the packet 430 to the
physical destination corresponding to this logical egress
port 426.

[0080] In the fifth stage 480 of processing pipeline 405,
the managed forwarding element 410 identifies, based
on the logical egress port 426, a flow entry indicated by
an encircled 5 (referred to as "flow entry 5") in the for-
warding table 411. The managed forwarding element410
uses the flow entry toimplement egress contextmapping.
In this example, the egress context mapping maps the
logical egress port 426 to a physical destination (i.e., the
managed forwarding element 420) for the packet 430.
The flow entry 5 additionally specifies for the packet 430
to be further processed by the forwarding table (e.g., by
sending the packet 430 to a dispatch port, as conceptu-
ally illustrated by the curved dashed arrows leading from
flow entry 5 to flow entry 6).

[0081] At the sixth stage 490 of processing pipeline
405, the managed forwarding element 410 identifies a
flow entry indicated by an encircled 6 (referred to as "flow
entry 6")in the forwarding table. The managed forwarding
element 410 uses flow entry 6 to implement the physical
mapping of the stage 490. The managed forwarding el-
ement 410 uses flow entry 6 to map the physical desti-
nation (e.g., managed forwarding element 420) identified
in the previous stage to a physical port 427 used by man-
aged forwarding element 410 to reach managed forward-
ing element 420. This may involve adding tunnel encap-
sulation to the packetin some embodiments. In this case,
no more resubmissions are necessary and the managed
forwarding element 410 sends the packet 430 out of the
identified physical port 427 of managed forwarding ele-
ment410thatreaches managed forwarding element420.
[0082] When the managed forwarding element 420 re-
ceives the packet 430 from the managed forwarding el-
ement 410, the managed forwarding element 420 begins
processing the packet 430 based on a forwarding table
of the managed forwarding element 420 (not shown).
Based on the logical egress port 426 for the packet iden-
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tified in stage 470 (i.e. a port on logical switch 2 425) the
managed forwarding element 420 identifies a physical
port428 of the managed forwarding element 420 to which
the VM 4 404 is coupled as the port to which the packet
430 is to be forwarded. As illustrated, logical egress port
426 on logical switch 2 425, is present in logical network
400 on both managed forwarding element 1 410 and
managed forwarding element 2 420. Though logical
egress port 426 is illustrated twice, it is in fact the same
logical port implemented by both of the managed for-
warding elements. The managed forwarding element
420 then forwards the packet 430 to VM 4 404 over the
identified physical port 428 used by managed forwarding
element 420 (e.g., a virtual interface of the VM 4 404.

[0083] Figure 5 conceptually illustrates an example
transmission of a packet from a virtual machine hosted
on a host to a remote destination using an L3 gateway.
The packet is transmitted through a logical network that
is implemented by managed forwarding elements hosted
on several physical hosts, as well as at least in part by
the L3 gateway. The managed forwarding elements im-
plement the logical network using flow entries that define
actions to be taken on packets and conditions under
which to take those actions. Each flow entry corresponds
to an operation in a logical processing pipeline for trans-
mitting the packet through the logical network. The logical
processing pipeline directs the managed forwarding el-
ement to transmit the packet to a gateway for transmis-
sion outside of the logical network. Once the packet
reaches the gateway, the gateway forwards the packet
to the remote destination outside of the logical network.
[0084] Asshowninthetop half of Figure 5this example
demonstrates an example conceptual transmission of a
packet 530 from VM 1 501 to remote destination 555.
This transmission is conceptually illustrated by the
dashed arrow beginning at the hollow circle over VM 1
501. To traverse the logical network, the packet 530 will
have to pass through logical switch 1 515, logical router
535, and L3 gateway 520. Similar to the logical network
100 shown in Figure 1 and the managed network 200
shown in Figure 2, VM 1 501 is connected to managed
forwarding element 1 510 on a host machine. Gateway
520 is, e.g., one of the gateway providers 250 in Figure
2 (e.g., amaster L3 gateway for the logical network 500).
As mentioned above, logical networks and logical for-
warding elements are abstractions being implemented
by managed forwarding elements hosted on host ma-
chines. Accordingly, for packet 530 from VM 1 501 on
the host to reach remote destination 555, managed for-
warding element 510 on the host will have to transmit the
packet 530 to L3 gateway 520. This figure illustrates the
logical network conceptually shown within the managed
forwarding elements (including within gateway 520), as
traversed by the packet. Thus, because logical router
535 processing takes place in both managed forwarding
element 1 510 and L3 gateway 520, it is shown on both.
[0085] The bottom half of Figure 5 conceptually illus-
trates a logical processing pipeline 505 implemented by
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managed forwarding element 1 510 that will receive the
packet 530 from VM 1 501, perform logical processing
on packet 530, and then forward the packet to gateway
520. Processing pipeline 505 illustrates the logical
processing operations performed by managed forward-
ing element 510 before physically transmitting packet
530 to gateway 520 for subsequent transmission to re-
mote destination 555. This processing pipeline is imple-
mented by the managed forwarding element 510 using
flow entries in the forwarding table 511 of managed for-
warding element 510. As described above, a flow entry
contains actions to be taken on a packet (e.g., modifying,
forwarding, or dropping a packet etc.) and conditions un-
der which to take those actions (e.g., characteristics of
incoming packets).

[0086] In some embodiments, each operation per-
formed on a packet in the logical network is represented
by one or more flow entries in the forwarding table 511.
The managed forwarding element 510 checks the char-
acteristics of the packet against the conditions of each
flow entry in the forwarding table 511 and performs the
actions dictated by the flow entry whose conditions match
the characteristic of the packet. For simplicity, the proc-
ess by a managed forwarding element of checking the
packet against the flow entries and performing the indi-
cated actions is referred to herein as "submitting" the
packets to the forwarding table.

[0087] In some cases, the action of the flow entry may
change the packet’s characteristics and direct the man-
aged forwarding element 510 to resubmit the changed
packet to the forwarding table 511 (e.g., when the actions
include "sending" the packet to a dispatch port). In some
embodiments, the managed forwarding element 510 (of
Figure 5) may submit the packet to the forwarding table
511 multiple times to implement a multi-operation logical
processing pipeline.

[0088] In the illustrated example, the packet 530 is re-
peatedly resubmitted to forwarding table 511 to imple-
ment logical processing pipeline 505. As mentioned
above, in some embodiments, the managed forwarding
element 510 uses software elements called "dispatch
ports" to resubmit a packet to the forwarding table 511.
The managed forwarding element 510 repeatedly sub-
mits the packet 530 to logical forwarding table 511 until
the managed forwarding element 510 determines that a
flow entry dictates that the packet should be either
dropped or forwarded to one or more physical egress
ports (e.g., sent to another host machine or out of the
network). This re-submission process is conceptually il-
lustrated by the dashed re-circling arrows leading from
the right side of forwarding table 511 to the left side of
forwarding table 511. Forwarding table 511 is a single
table of flow entries. However, in some embodiments,
managed forwarding elements use multiple forwarding
tables instead of a single forwarding table.

[0089] Initially, managed forwarding element 510 re-
ceives packet 530 from VM 1 501 at a physical ingress
port 512 of the managed forwarding element 510. In
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some embodiments, the managed forwarding element
510 stores an indicator of the physical ingress port 512
of the packet in a temporary storage on the managed
forwarding element 510 (e.g., a register). The managed
forwarding element 510 then begins processing the pack-
et 530 by attempting to match the packet’s characteristics
to conditions of flow entries in forwarding table 511.
[0090] Atthe first stage 540 of processing pipeline 505,
the managed forwarding element 510 identifies a flow
entry indicated by an encircled 1 (referred to as "flow
entry 1") in the forwarding table that implements ingress
context mapping. This identification is based on fields
stored in a header of packet 530 and data for the packet
(e.g., physical ingress port) that has been stored in reg-
isters on the managed forwarding element 510. Flow en-
try 1 then maps the stored physical ingress port to a log-
ical ingress port on logical switch 515. Flow entry 1 also
assigns the packet 530 a logical context. At this stage,
the assigned logical context will be the logical ingress
port of the particular logical switch. In some embodi-
ments, the assigned logical context will include informa-
tionindicating the packet’s status within alogical network.
The flow entry 1 also specifies that the packet 530 should
be sent to a dispatch port (i.e., resubmitted to the for-
warding table 511 by managed forwarding element 510)
as illustrated by the curved dashed arrows leading from
flow entry 1 to flow entry 2.

[0091] At the second stage 550 of processing pipeline
505, the managed forwarding element 510 identifies a
flow entry indicated by an encircled 2 (referred to as "flow
entry 2") in the forwarding table. Based on flow entry 2,
the managed forwarding element 510 implements the L2
processing that corresponds to the forwarding actions of
logical switch 1 515 in logical network 500. This identifi-
cation is based on the logical context and/or other fields
stored in the header of packet 530. In some embodi-
ments, the L2 processing includes several flow entries
followed by resubmits and includes performing ingress
ACL functions before the switching decision and egress
ACL functions after the switching decision. If a packet
fails to pass the ingress ACL or the egress ACL, then the
packet will be dropped. In this case, the L2 processing
of stage 550 results in the packet 530 being "forwarded"
from logical switch 1 515 to logical router 535 based on
the destination MAC address of the packet correspond-
ing to the egress port of the logical switch 515 that at-
taches to the logical router. In some embodiments, the
managed forwarding element stores this forwarding de-
cision in the packet registers. The flow entry 2 also spec-
ifies that the packet should be re-submitted to the for-
warding table 511 (e.g., by sending the packet 530 to a
dispatch port, as conceptually illustrated by the curved
dashed arrows leading from flow entry 2 to flow entry 3).
[0092] At the third stage 560 of processing pipeline
505, the managed forwarding element 510 identifies a
flow entry indicated by an encircled 3 (referred to as "flow
entry 3") in the forwarding table that implements the log-
ical L3 processing of the packet. The managed forward-
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ing element 510 uses flow entry 3 to implement the L3
processing of the stage 560 that corresponds to the for-
warding actions of logical router 535 in logical network
500. As in the previous cases, this stage may involve
several flow entries, e.g. to perform L3 ingress ACL, log-
ical L3 forwarding, and L3 egress ACL. In this case, the
L3 processing of stage 560 results in the packet 530 be-
ing logically forwarded to the logical port of the logical
router 535 that connects to the L3 gateway 520. That is,
the L3 processing identifies the gateway port 575 as the
logical egress port of the logical router 535. In some em-
bodiments, this decision is based on (i) the destination
IP address of the packet not matching any of the subnets
served by the other logical router ports and (ii) the source
IP address of the packet matching a subnet that sends
packets to external networks through a gateway. In ad-
dition, flow entry 3 specifies to resubmit the packet to the
dispatch port of the managed forwarding element 510 for
additional processing in order to effectuate this logical
forwarding decision.

[0093] In the fourth stage 570 of processing pipeline
505, the managed forwarding element 510 identifies,
based on the logical egress portidentified in the previous
stage (e.g., gateway port 575), a flow entry indicated by
an encircled 4 (referred to as "flow entry 4") in the for-
warding table 511. The managed forwarding element510
uses the flow entry toimplement egress contextmapping.
Whereas in the previous example of VM to VM traffic,
the L3 processing resulted in subsequent L2 processing,
in this case the L3 forwarding decision sends the packet
out of the managed network via a gateway, and therefore
the packet will never be processed by the flow entries for
a secondlogical switch. Instead, because the L3 forward-
ing decision results in a logical egress port that maps to
a gateway, the next flow entry identified (flow entry 4) is
an egress context mapping operation that maps the log-
ical egress port to a physical destination. Specifically,
this physical destination is a physical L3 gateway used
to implement a gateway connection to the external net-
work (e.g., by stripping the logical context off of the packet
and sending the packetto a physical router of the external
network).

[0094] Atthefifth stage 580 of processing pipeline 505,
the managed forwarding element 510 identifies a flow
entry indicated by an encircled 5 (referred to as "flow
entry 5")inthe forwarding table. The managed forwarding
element 510 uses flow entry 5 to implement the physical
mapping of the stage 580. This may involve adding tunnel
encapsulation to the packet in some embodiments. In
this case, no more resubmissions are necessary and the
managed forwarding element 510 sends the packet 530
out of the identified port 527 of managed forwarding el-
ement 510 that reaches gateway 520.

[0095] When the gateway 520 receives the packet 530
from the managed forwarding element 510, the gateway
520 begins processing the packet 530 based on a for-
warding table of the gateway 520. Based on the logical
egress port 575 for the packet identified in stage 570, the
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gateway 520 identifies a physical port that connects to
the next hop for reaching remote destination 555 (e.g.,
a physical router of the external network). The gateway
520 then removes logical context stored with the packet
and forwards the packet 530 to the identified next hop
destination.

[0096] Figure 6 conceptually illustrates an example
transmission of a packet from a first virtual machine host-
ed on a first host to a remote destination using a DHR
port. The packet is transmitted through a logical network
that is implemented by managed forwarding elements
hosted on several physical hosts. The managed forward-
ing elements implement the logical network using flow
entries that define actions to be taken on packets and
conditions under which to take those actions. Each flow
entry corresponds to an operation in a logical processing
pipeline for transmitting the packet through the logical
network. The logical processing pipeline directs the man-
aged forwarding element to transmit the packet to a re-
mote destination outside of the managed network.
[0097] Asshowninthetop half of Figure 6 thisexample
demonstrates an example conceptual transmission of a
packet 630 from VM 1 601 to remote destination 655
through the network 600. This transmission is conceptu-
ally illustrated by the dashed arrow beginning at the hol-
low circle over VM 1 601. To traverse the logical network,
the packet 630 will have to pass through logical switch 1
615, logical router 635, and DHR port 675. Similar to the
logical network 100 shown in Figure 1 and the managed
network 200 shown in Figure 2, VM 1 601 is connected
to managed forwarding element 1610 on a host machine.
As mentioned above, logical networks and logical for-
warding elements are abstractions implemented by man-
aged forwarding elements hosted on host machines. This
figure illustrates the logical network conceptually shown
within the managed forwarding element 1 610 traversed
by the packet. In this case, because the packet 630 exits
the logical network through the DHR port 675, it is not
processed by any further managed forwarding elements
implementing any logical forwarding elements after leav-
ing managed forwarding element 1 610, unlike the pre-
vious examples.

[0098] The bottom half of Figure 6 conceptually illus-
trates a logical processing pipeline 605 implemented by
managed forwarding element 1 610 that will receive the
packet 630 from VM 1 601, perform logical processing
on packet 630, and then forward the packet to remote
destination 655. Processing pipeline 605 illustrates the
logical processing operations performed by managed
forwarding element 610 before physically transmitting
packet 630 to remote destination 655. This processing
pipeline is implemented by the managed forwarding el-
ement 610 using flow entries in the forwarding table 611
of managed forwarding element 610. As described
above, a flow entry contains actions to be taken on a
packet (e.g., modifying, forwarding, or dropping a packet
etc.) and conditions under which to take those actions
(e.g., characteristics of incoming packets).
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[0099] In some embodiments, each operation per-
formed on a packet in the logical network is represented
by one or more flow entries in the forwarding table 611.
The managed forwarding element 610 checks the char-
acteristics of the packet against the conditions of each
flow entry in the forwarding table 611 and performs the
actions dictated by the flow entry whose conditions match
the characteristic of the packet. For simplicity, the proc-
ess by a managed forwarding element of checking the
packet against the flow entries and performing the indi-
cated actions is referred to herein as "submitting" the
packets to the forwarding table.

[0100] In some cases, the action of the flow entry may
change the packet's 630 characteristics and direct the
managed forwarding element 610 to resubmit the
changed packet to the forwarding table 611 (e.g., when
the actions include "sending" the packet to a dispatch
port). In some embodiments, the managed forwarding
element 610 (of Figure 6) may submit the packet to the
forwarding table 611 multiple times to implement a multi-
operation logical processing pipeline.

[0101] In the illustrated example, the packet 630 is re-
peatedly resubmitted to forwarding table 611 to imple-
ment logical processing pipeline 605. As mentioned
above, in some embodiments, the managed forwarding
element 610 uses software elements called "dispatch
ports" to resubmit a packet to the forwarding table 611.
The managed forwarding element 610 repeatedly sub-
mits the packet 630 to logical forwarding table 611 until
the managed forwarding element 610 determines that a
flow entry dictates that the packet should be either
dropped or forwarded to one or more physical egress
ports (e.g., sent to another host machine or out of the
network). This re-submission process is conceptually il-
lustrated by the dashed re-circling arrows leading from
the right side of forwarding table 611 to the left side of
forwarding table 611. Forwarding table 611 is a single
table of flow entries. However, in some embodiments,
managed forwarding elements use multiple forwarding
tables instead of a single forwarding table.

[0102] Initially, managed forwarding element 610 re-
ceives packet 630 from VM 1 601 at a physical ingress
port 612 of the managed forwarding element 610. The
managed forwarding element 610 stores an indicator of
the physical ingress port 612 of the packetin a temporary
storage on the managed forwarding element 610 (e.g.,
a register). The managed forwarding element 610 then
begins processing the packet 630 by attempting to match
the packet’s characteristics to conditions of flow entries
in forwarding table 611.

[0103] Atthefirststage 640 of processing pipeline 605,
the managed forwarding element 610 identifies a flow
entry indicated by an encircled 1 (referred to as "flow
entry 1") in the forwarding table that implements ingress
context mapping. This identification is based on fields
stored in a header of packet 630 and data for the packet
(e.g., physical ingress port) that has been stored in reg-
isters on the managed forwarding element 610. Flow en-
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try 1 then maps the stored physical ingress port to a log-
ical ingress port on logical switch 615. Flow entry 1 also
assigns the packet 630 a logical context. At this stage,
the assigned logical context will be the logical ingress
port of the particular logical switch. In some embodi-
ments, the assigned logical context will include informa-
tionindicating the packet’s status within alogical network.
The flow entry 1 also specifies that the packet 630 should
be sent to a dispatch port (i.e., resubmitted to the for-
warding table 611 by managed forwarding element 610)
as illustrated by the curved dashed arrows leading from
flow entry 1 to flow entry 2.

[0104] At the second stage 650 of processing pipeline
605, the managed forwarding element 610 identifies a
flow entry indicated by an encircled 2 (referred to as "flow
entry 2") in the forwarding table. Based on flow entry 2,
the managed forwarding element 610 implements the L2
processing that corresponds to the forwarding actions of
logical switch 1 615 in logical network 600. This identifi-
cation is based on the logical context and/or other fields
stored in the header of packet 630. In some embodi-
ments, the L2 processing includes several flow entries
followed by resubmits and includes performing ingress
ACL functions before the switching decision and egress
ACL functions after the switching decision. If a packet
fails to pass the ingress ACL or the egress ACL, then the
packet will be dropped. In this case, the L2 processing
of stage 650 results in the packet 630 being "forwarded"
from logical switch 1 615 to logical router 635 based on
the destination MAC address of the packet correspond-
ing to the egress port of the logical switch 615 that at-
taches to the logical router. In some embodiments, the
managed forwarding element stores this forwarding de-
cision in the packet registers. The flow entry 2 also spec-
ifies that the packet should be re-submitted to the for-
warding table 611 (e.g., by sending the packet 630 to a
dispatch port, as conceptually illustrated by the curved
dashed arrows leading from flow entry 2 to flow entry 3).
[0105] At the third stage 660 of processing pipeline
605, the managed forwarding element 610 identifies a
flow entry indicated by an encircled 3 (referred to as "flow
entry 3") in the forwarding table that implements the log-
ical L3 processing of the packet. The managed forward-
ing element 610 uses flow entry 3 to implement the L3
processing of the stage 660 that corresponds to the for-
warding actions of logical router 635 in logical network
600. As in the previous cases, this stage may involve
several flow entries, e.g. to perform L3 ingress ACL, log-
ical L3 forwarding, and L3 egress ACL. In this case, the
L3 processing of stage 660 results in the packet 630 be-
ing logically forwarded to DHR port 675 of the logical
router 635. That is, the L3 processing identifies the DHR
port 675 as the logical egress port of the logical router
635 for the packet 630. In addition, flow entry 3 specifies
to resubmit the packet to the dispatch port of the man-
aged forwarding element 610 for additional processing
in order to effectuate this logical forwarding decision.
[0106] Different embodiments may use different rout-
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ing entries to identify when packets should be forwarded
to the DHR port. In some embodiments, certain statically-
specified prefixes, either of the destination IP address or
source IP address, are forwarded to the DHR port. For
instance, some embodiments base the decision on (i)
the destination IP address of the packet not matching
any of the subnets served by the other logical router ports
and (ii) the source IP address of the packet matching a
subnet that sends packets to external networks through
the DHR port 675 (and therefore through a direct con-
nection to an external network that does not involve
processing by any additional managed forwarding ele-
ments). This may be implemented by having higher-pri-
ority flow entries that forward packets by destination IP
address to the other logical router ports (i.e., to the var-
ious logical switches), and then lower-priority flow entries
that forward packets based on the source IP address to
the DHR port. Thus, the lower-priority DHR flow entry will
be matched only if the packet is not first sent to a logical
switch. In some embodiments, the decision to send a
packet to the DHR port may be based on the destination
IP address of the packet matching a particular address
or range of addresses. For example, the flow entries
might specify that specific subnets should always be ac-
cessed through the DHR port, and therefore packets
matching the prefix for one of these subnets are sent to
the DHR port.

[0107] In the fourth stage 670 of processing pipeline
605, the managed forwarding element 610 identifies,
based on the logical egress portidentified in the previous
stage, a flow entry indicated by an encircled 4 (referred
to as "flow entry 4") in the forwarding table 611. The man-
aged forwarding element 610 uses the flow entry to im-
plement egress context mapping. In both of the previous
examples, the logical egress port mapped to a different
managed forwarding element (another forwarding ele-
mentin a VM host in the first example, and a L3 gateway
in the second example). However, in this case, the DHR
port 675 does not map to a managed forwarding element.
[0108] Instead, in some embodiments, the DHR port
maps to an IP stack of the host, as far as the managed
forwarding element is concerned. That s, the flow entries
stored in the managed forwarding element 610 do not
view the DHR port 675 as mapping to an external network
or a particular remote destination, but rather as mapping
to an IP stack that stores its own routing table and will
handle the packet after it leaves the managed forwarding
element (and the managed network). Thus, the physical
egress port 613 is a virtual interface between the man-
aged forwarding element 610 and the IP stack of the host
machine on which the managed forwarding element re-
sides.

[0109] Atthefifth stage 680 of processing pipeline 605,
the managed forwarding element 610 identifies a flow
entry indicated by an encircled 5 (referred to as "flow
entry 5")inthe forwarding table. The managed forwarding
element 610 uses flow entry 5 to implement the physical
mapping of the stage 680. In this case, rather than tun-
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neling the packet to another managed forwarding ele-
ment, the managed forwarding element simply strips any
logical context from the packet, and drops the packet to
the IP stack via the interface with this IP stack.

[0110] The IP stack routes the packet 630 based on
its own routing tables. In some embodiments, these are
static routing tables preconfigured by a network admin-
istrator to send packets to a particular physical router of
the external network. The IP stack then directs the packet
630 to the Network Interface Controller (hereinafter
"NIC") of the host without any encapsulation (e.g., without
a logical context relating to the logical network and with-
out any tunneling encapsulation).

[0111] Unlike the examples discussed above, there
are no further logical processing operations at any other
managed forwarding elements after managed forwarding
element 610 passes the packet 630 to the IP stack of the
host. Having discussed several examples of forwarding
packets in managed networks that have DHR ports, an
example architecture of a managed forwarding element
of some embodiments will now be described.

Il. MANAGED FORWARDING ELEMENT ARCHITEC-
TURE

[0112] Figure 7 conceptually illustrates an architectur-
al diagram of a managed forwarding element of some
embodiments that is implemented as a software switch-
ing element (e.g., Open Virtual Switch) in a host 700. The
software switching element is implemented within virtu-
alization software 785. In this example, the software
switching element includes three components - a virtual
switch kernel module 745, which runs in the kernel 720
of the virtualization software 785, and a virtual switch
daemon 765 and a virtual switch database daemon 767,
which run in the user space 721 of the virtualization soft-
ware 785. While Figure 7 illustrates the software switch-
ing elements as two components for the purpose of ex-
planation, the virtual switch kernel module 745, the virtual
switch daemon 765, and the virtual switch database dae-
mon 767 collectively form the software switching element
implemented within the virtualization software 785. Ac-
cordingly, the virtual switch kernel module 745, the virtual
switch daemon 765, and the virtual switch database dae-
mon 767 may be referred to as the software switching
element and/or the virtual switch in the description of Fig-
ure 7. In some embodiments, the virtualization software
785 collectively represents software sued to virtualize
the resources of the host machines (e.g., a hypervisor,
virtual machine monitor, etc.)

[0113] Asiillustrated in Figure 7, the host 700 includes
hardware 705, kernel 720, user space 721, virtualization
software 785, and VMs 790-795. The hardware 705 may
include typical computer hardware, such as processing
units, volatile memory (e.g., random access memory
(RAM)), non-volatile memory (e.g., hard disk drives, flash
memory, optical discs, etc.), network adapters, video
adapters, or any other type of computer hardware. As
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shown, the hardware 705 includes NICs 710 and 715,
which in some embodiments are typical network interface
controllers for connecting a computing device to a net-
work.

[0114] As shown in Figure 7, the host machine 700
includes a kernel 720 and a user space 721. In some
embodiments, the kernel 720 is the most basic compo-
nentof an operating systemthatruns on a separate mem-
ory space and is responsible for managing system re-
sources (e.g., communication between hardware and
software resources). In contrast, the user space 721 is
a memory space where all user mode applications may
run.

[0115] The kernel 720 of some embodiments is a soft-
ware abstraction layer that runs on top of the hardware
705 and runs below any operating system. In some em-
bodiments, the kernel 720 performs virtualization func-
tionalities (e.g., to virtualize the hardware 705 for several
virtual machines operating on the host machine). The
kernel 720 is then part of a hypervisor, in some embod-
iments. The kernel 720 handles various management
tasks, such as memory management, processor sched-
uling, or any other operations for controlling the execution
of the VMs 790 and 795 operating on the host machine.
[0116] As shown, the kernel 720 includes device driv-
ers 725 and 730 for the NICs 710 and 715, respectively.
The device drivers 725 and 730 allow an operating sys-
tem (e.g., of a virtual machine) to interact with the hard-
ware of the host 700. In this example, the device driver
725 allows interaction with the NIC 710, while the driver
730 allows interaction with the NIC 715. The kernel 720
may include other device drivers (not shown) for allowing
the virtual machines to interact with other hardware (not
shown) in the host 700.

[0117] The virtual machines 790 and 795 are inde-
pendent virtual machines running on the host machine
700, using resources virtualized by the kernel 720. As
such, the VMs run any number of different operating sys-
tems. Examples of such operations systems include So-
laris, FreeBSD, or any other type of Unix-based operating
system. Other examples include Windows-based oper-
ating systems as well.

[0118] As shown, the user space 721 of the virtualiza-
tion software 785 includes the virtual switch daemon 765
and the virtual switch database daemon 767. Other ap-
plications (not shown) may be included in the user space
721 of the virtualization software 785 as well. The virtual
switch daemon 765 is an application thatruns in the back-
ground ofthe user space 721 ofthe virtualization software
785. Some embodiments of the virtual switch daemon
765 communicate with a network controller 780 in order
to process and route packets that the virtualization soft-
ware 785 receives. For example, the virtual switch dae-
mon 765 receives commands from the network controller
780 regarding operations for processing and routing
packets that the virtualization software 785 receives. The
virtual switch daemon 765 communicates with the net-
work controller 780 through the flow protocol. In some
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embodiments, the flow protocol is the Openflow protocol,
while in other embodiments; another type of communi-
cation protocol is used. Additionally, some embodiments
of the virtual switch daemon 765 receive configuration
information from the virtual switch database daemon 767
to facilitate the processing and routing of packets.
[0119] In some embodiments, the virtual switch data-
base daemon 767 is also an application that runs in the
background of the user space 721 of the virtualization
software 785. The virtual switch database daemon 767
of some embodiments communicates with the network
controller 780 in order to configure the virtual switching
element (e.g., the virtual switch daemon 765 and/or the
virtual switch kernel module 745). Forinstance, the virtual
switch database daemon 767 receives configuration in-
formation from the network controller 780 for configuring
DHR ports, ingress ports, egress ports, QoS configura-
tions for ports, etc., and stores the configuration informa-
tion in a set of databases. In some embodiments, the
virtual switch database daemon 767 communicates with
the network controller 780 through a database commu-
nication protocol (e.g., a JavaScript Object Notation
(JSON) remote procedure call (RPC)-based protocol). In
some embodiments, another type of communication pro-
tocol is utilized. In some cases, the virtual switch data-
base daemon 767 may receive requests for configuration
information from the virtual switch daemon 765. The vir-
tual switch database daemon 767, in these cases, re-
trieves the requested configuration information (e.g.,
from a set of databases) and sends the configuration
information to the virtual switch daemon 765.

[0120] The network controller 780 is similar to the var-
ious network controllers described in this application,
such as the ones described by reference to Figure 2.
Thatis, the network controller 780 manages and controls
the software switching element running on the virtualiza-
tion software 785 of the host 700.

[0121] Figure 7 also illustrates that the virtual switch
daemon 765 includes an flow protocol module 770 and
aflow processor 775. The flow protocol module 770 com-
municates with the network controller 780 through the
flow protocol. For example, the flow protocol module 770
receives configuration information from the network con-
troller 780 for configuring the software switching element.
Configuration information may include flows that specify
rules (e.g. flow entries) for processing and routing pack-
ets. When the flow protocol module 770 receives config-
uration information from the network controller 780, the
flow protocol module 770 may translate the configuration
information into information that the flow processor 775
can understand. In some embodiments, the flow protocol
module 770 is a library that the virtual switch daemon
765 accesses for some or all of the functions described
above.

[0122] The flow processor 775 manages the rules for
processing and routing packets. For instance, the flow
processor 775 stores rules (e.g., in a storage medium,
such as a disc drive) that the flow processor 775 receives
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from the flow protocol module 770 (which, in some cases,
the flow protocol module 770 receives from the network
controller 780). In some embodiments, the rules are
stored as a set of forwarding tables that each includes a
set of flow entries (also referred to collectively as "con-
figured flow entries"). As noted above, flow entries spec-
ify operations for processing and/or routing network data
(e.g., packets) based onrouting criteria. In addition, when
the flow processor 775 receives commands from the flow
protocol module 770 to remove rules, the flow processor
775 removes the rules.

[0123] In some embodiments, the flow processor 775
supports different types of rules. For example, the flow
processor 775 of such embodiments supports wildcard
rules and exact match rules. In some embodiments, an
exact match rule is defined to match against every pos-
sible field of a particular set of protocol stacks. A wildcard
rule is defined to match against a subset of the possible
fields of the particular set of protocol stacks. As such,
different exact match rules and wildcard rules may be
defined for different set of protocol stacks.

[0124] The flow processor 775 handles packets for
which integration bridge 750 does not have a matching
rule. For example, the flow processor 775 receives pack-
ets from the integration bridge 750 that does not match
any of the rules stored in the integration bridge 750. In
such cases, the flow processor 775 matches the packets
against the rules stored in the flow processor 775, which
include wildcard rules as well as exact match rules. When
a packet matches an exact match rule or a wildcard rule,
the flow processor 775 sends the exact match rule or the
wildcard rule and the packet to the integration bridge 750
for the integration bridge 750 to process.

[0125] In some embodiments, when a packet matches
a wildcard rule, the flow processor 775 generates an ex-
act match rule based on the wildcard rule to which the
packet matches. As mentioned above, a rule, in some
embodiments, specifies an action to perform based on a
qualifier. As such, in some embodiments, the generated
exact match rule includes the corresponding action spec-
ified in the wildcard rule from which the exact match rule
is generated.

[0126] In other embodiments, when a packet matches
a wildcard rule, the flow processor 775 generates a wild-
card rule that is more specific than the wildcard rule to
which the packet matches. Thus, in some embodiments,
the generated (and more specific) wildcard rule includes
the corresponding action specified in the wildcard rule
from which the exact match rule is generated.

[0127] In some embodiments, the flow processor 775
may not have a rule to which the packet matches. In such
cases, some embodiments of the flow process 775 send
the packet to the network controller 780 (through the flow
protocol module 770). However, in other cases, the flow
processor 775 may have received from the network con-
troller 780 a catchall rule that drops the packet when a
rule to which the packet matches does not exist in the
flow processor 775.
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[0128] After the flow processor 775 generates the ex-
act match rule based on the wildcard rule to which the
packet originally matched, the flow processor 775 sends
the generated exact match rule and the packet to the
integration bridge 750 for the integration bridge 750 to
process. This way, when the integration bridge 750 re-
ceives a similar packet that matches generated the exact
match rule, the packet will be matched against the gen-
erated exact match rule in the integration bridge 750 so
the flow processor 775 does not have to process the
packet.

[0129] Some embodiments of the flow processor 775
support rule priorities for specifying the priority for a rule
with respect to other rules. For example, when the flow
processor 775 matches a packet against the rules stored
in the flow processor 775, the packet may match more
than one rule. In these cases, rule priorities may be used
to specify which rule among the rules to which the packet
matches that is to be used to match the packet.

[0130] The flow processor 775 of some embodiments
is also responsible for managing rules in the integration
bridge 750. As explained in further detail below, the in-
tegration bridge 750 of some embodiments stores only
active rules. In these embodiments, the flow processor
775 monitors the rules stored in the integration bridge
750 and removes the active rules that have not been
access for a defined amount of time (e.g., 1 second, 3
seconds, 5, seconds, 10 seconds, etc.). In this manner,
the flow processor 775 manages the integration bridge
750 so that the integration bridge 750 stores rules that
are being used or have recently been used.

[0131] Although Figure 7 illustrates one integration
bridge, the virtual switch kernel module 745 may include
multiple integration bridges. For instance, in some em-
bodiments, the virtual switch kernel module 745 includes
an integration bridge for each logical forwarding element
that is implemented across a managed network to which
the software switching element belongs. That is, the vir-
tual switch kernel module 745 has a corresponding inte-
gration bridge for each logical forwarding element that is
implemented across the managed network. Forinstance,
in the example managed network 200 shown in Figure
2, managed forwarding element 215 would maintain an
integration bridge for each of logical forwarding elements
270 (e.g., LS 1, LS 2, LR), and any further logical for-
warding elements (e.g., forwarding elements for other
logical networks)

[0132] As illustrated in Figure 7, the kernel 720 in-
cludes a Internet Protocol (IP) stack 740 and a virtual
switch kernel module 745. In some embodiments, the IP
stack 740 is a hypervisor network stack that runs on the
virtualization software 785. The IP stack 740 processes
and routes IP packets that are received from the virtual
switch kernel module 745 and the PIF bridges 755 and
760. When processing a packet that is destined for a
network host external to the host 700, the IP stack 740
determines to which of physical interface (PIF) bridges
755 and 760 the packet is to be sent. The IP stack 740
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may make such determination by examining the desti-
nation IP address of the packet and a set of routing tables
741.

[0133] The IP stack 740 further performs certain oper-
ations in forwarding packets that have been sent out from
a DHR port. As mentioned above in connection with Fig-
ure 6, when a packet has a logical egress port corre-
sponding to a DHR port, the packet is dropped to the IP
stack 740. In some embodiments, the DHR logical egress
port is an abstraction attached to a logical forwarding
elements being running on an integration bridge 750.
When the IP stack 740 receives the packet, the IP stack
740 will route the packet using forwarding tables 741. In
some embodiments, forwarding tables 741 are main-
tained by the host machine that hosts the IP stack 740.
In routing the packet, the IP stack 740 looks up the MAC
address of the next-hop and sends the packetto the prop-
er physical NIC unencapsulated. In some embodiments,
NIC 710 or NIC 715 can be the proper physical NIC.
When the packet is transmitted to the next-hop (e.g., us-
ing an ARP table), its source MAC address will be that
of physical NIC. In some embodiments, when a logical
forwarding element has a DHR port added, the routing
table 741 associated with the host of the logical forward-
ing element is automatically or manually populated with
a connected route to the intended remote destination. In
some embodiments, when the IP stack 740 has finished
processing a packet received from a DHR logical egress
port, the IP stack then directly sends the packet it has
finished processing to NIC 710 or NIC 715 without send-
ing the packet back to a PIF bridge or an integration
bridge.

[0134] The virtual switch kernelmodule 745 processes
and routes network data (e.g., packets) between VMs
running on the host 700 and network hosts external to
the host 700 (i.e., network data received through the NICs
710and 715). For example, the virtual switch kernel mod-
ule 745 of some embodiments routes packets between
VMs running on the host 700 and network hosts external
tothe host 700 (e.g., when packets are not routed through
a tunnel) through a set of patch ports (not shown) that
couple the virtual switch kernel module 745 to the PIF
bridges 755 and 760. In several of the figures in this ap-
plication (e.g., Figures 4-6), forwarding tables are illus-
trated as part of a forwarding plane of a software switch-
ing element. However, the forwarding tables may be con-
ceptual representations and may be implemented by the
virtual switch kernel module 745, in some embodiments.
[0135] To facilitate the processing and routing of net-
work data, the virtual switch kernel module 745 commu-
nicates with virtual switch daemon 765. For example, the
virtual switch kernel module 745 receives processing and
routing information (e.g., flow entries) from the virtual
switch daemon 765 that specifies how the virtual switch
kernel module 745 is to process and route packets when
the virtual switch kernel module 745 receives packets.
Some embodiments of the virtual switch kernel module
745 include a bridge interface (not shown) that allows
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the IP stack 740 to send packets to and receiving packets
from the virtual switch kernel module 745. In other em-
bodiments, the IP stack 740 sends packets to and re-
ceives packets from the bridges included in virtual switch
kernel module 745 (e.g., integration bridge 750 and/or
PIF bridges 755 and 760).

[0136] Figure 7 illustrates that the virtual switch kernel
module 745 includes an integration bridge 750 and the
PIF bridges 755 and 760. The integration bridge 750
processes and routes packets received from the IP stack
740, the VMs 790 and 795 (e.g., through VIFs), and the
PIF bridges 755 and 760. In some embodiments, a set
of patch ports is directly connects two bridges. The inte-
gration bridge 750 of some such embodiments is directly
coupled to each of the PIF bridges 755 and 760 through
a set of patch ports. In some embodiments, the integra-
tion bridge 750 receives packets from the IP stack 740
through a default hypervisor bridge (not shown) that han-
dles packet processing and routing. However, in such
embodiments, a function pointer (also referred to as a
bridge hook) that instructs the hypervisor bridge to pass
packets to the integration bridge 750 is registered with
the hypervisor bridge.

[0137] In some embodiments, the set of rules that the
integration bridge 750 stores are only exact match rules.
The integration bridge 750 of some such embodiments
stores only active exact match rules, which are a subset
of the rules stored in the flow processor 775 (and/or rules
derived from rules stored in the flow processor 775) that
the integration bridge 750 is currently using or was re-
cently using to process and route packets. The integra-
tion bridge 750 of some embodiments stores a set of
rules (e.g., flow entries) for performing mapping lookups
and logical forwarding lookups. Some embodiments of
the integration bridge 750 may also perform standard
layer 2 packet learning and routing.

[0138] Insome embodiments, the virtual switch kernel
module 745 includes a PIF bridge for each NIC in the
hardware 705. For instance, if the hardware 705 includes
four NICs, the virtual switch kernel module 745 would
include four PIF bridges for each of the four NICs in the
hardware 705. In other embodiments, a PIF bridge in the
virtual switch kernel module 745 may interact with more
than one NIC in the hardware 705.

[0139] ThePIF bridges 755 and 760 route network data
between the IP stack 740 and network hosts external to
the host 700 (i.e., network data received through the NICs
710 and 715). As shown, the PIF bridge 755 routes net-
work data between the IP stack 740 and the NIC 710 and
the PIF bridge 760 routes network data between the IP
stack 740 and the NIC 715. The PIF bridges 755 and 760
of some embodiments perform standard layer 2 packet
learning and routing. In some embodiments, the PIF
bridges 755 and 760 performs physical lookups/map-
ping.

[0140] In some embodiments, the virtualization soft-
ware 785 provides and controls the PIF bridges 755 and
760. However, the network controller 780 may, in some
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embodiments, control the PIF bridges 755 and 760 (via
the virtual switch daemon 765) in order to implement var-
ious functionalities (e.g., quality of service (QoS)) of the
software switching element.

[0141] In several of the figures in this application (e.g.,
Figures 4-6), forwarding tables are illustrated as part of
aforwarding plane of a software switching element. How-
ever, these forwarding tables may be, in some embodi-
ments, conceptual representations that can be imple-
mented by the virtual switch kernel module 745. In some
embodiments, a managed forwarding element is imple-
mented by the virtual switch daemon 765 and the virtual
switch kernel module 745.

[0142] The architectural diagram of the software
switching element and the host illustrated in Figure 7 is
one exemplary configuration. One of ordinary skill in the
art will recognize that other configurations are possible.
For instance, some embodiments may include several
integration bridges in the virtual switch kernel module
745, additional NICs and corresponding PIF bridges, and
additional VMs.

[0143] The following will describe an exemplary oper-
ation of the virtual switching elementiillustrated in Figure
7 according to some embodiments of the invention. Spe-
cifically, a packet processing operation performed by the
virtual switching element will be described. As described
above, the virtual switch kernel module 745 processes
packets and routes packets. The virtual switch kernel
module 745 can receive packets in different ways. For
instance, the virtual switch kernel module 745 can re-
ceive a packet from the VM 790 or the VM 795 through
the VM’s VIF. In particular, the virtual switch kernel mod-
ule 745 receives the packet from the VM 790 or the VM
795 at the integration bridge 750.

[0144] Furthermore, the virtual switch kernel module
745 can receive a packet from a network host external
to the host 700 through one of the NICs 710 and 715,
the NIC’s corresponding PIF bridge (i.e., PIF bridge 725
or PIF bridge 730), and the IP stack 740. Examples of
such external hosts are shown in Figure 2, namely the
other host devices 210 or 220, the gateway providers
250, or potentially the physical network element 230 if
virtualization software 785 is being executed on one of
the gateway providers 250. The IP stack 740 then sends
the packets to the integration bridge 750 of the virtual
switch kernel bridge 745. In some cases, the packet is
received from a network host external to the host 700
through a tunnel. In some embodiments, the tunnel ter-
minates at the IP stack 740. Thus, when the IP stack 740
receives the packet through the tunnel, the IP stack 740
unwraps (i.e., decapsulates) the tunnel header and de-
termines, based on the tunnel information (e.g., tunnel
ID), which integration bridge of the virtual switch kernel
module 745 to which to send the unwrapped packet. As
mentioned above, the virtual switch kernel module 745
of some embodiments may include an integration bridge
for each logical forwarding element that is implemented
across the managed network to which the virtual switch-
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ing element belongs. Accordingly, the IP stack 740 de-
termines the logical forwarding element to which the tun-
nel belongs, identifies the integration bridge that corre-
sponds to the determined logical forwarding element, and
sends the packet to the identified integration bridge.
[0145] In addition, the virtual switch kernel module 745
can receive a packet from a network host external to the
host 700 through one of the NICs 710 and 715, the NIC’s
corresponding PIF bridge (i.e., PIF bridge 725 or PIF
bridge 730), and a set of patch ports (not shown) that
couple the PIF bridge to the virtual switch kernel module
745. As noted above, the virtual switch kernel module
745 of some embodiments may include an integration
bridge for each logical forwarding element that is imple-
mented across the managed network to which the virtual
switching element belongs. Accordingly, the NIC’s cor-
responding PIF bridge determines the logical forwarding
element to which the tunnel belongs, identifies the inte-
gration bridge that corresponds to the determined logical
forwarding element, and sends the packet to the identi-
fied integration bridge.

[0146] When the integration bridge 750 receives a
packet in any of the manners described above, the inte-
gration bridge 750 processes the packet and routes the
packet. As noted above, some embodiments of the inte-
gration bridge 750 stores only active exact match rules,
which are a subset of the rules stored in the flow proc-
essor 775 (and/or rules derived from rules stored in the
flow processor 775) that the integration bridge 750 is cur-
rently using or was recently using to process and route
packets. The integration bridge 750 performs a lookup
based on a set of fields in the packet’s header (e.g., by
applying a hash function to the set of fields). In some
embodiments, the set of fields may include a field for
storing metadata that describes the packet. If the lookup
returns arule to which the packet matches, the integration
bridge 750 performs the action (e.g., forward the packet,
drop the packet, reprocess the packet, etc.) specified in
the rule. However, if the lookup does not return a rule,
the integration bridge 750 sends the packet to the flow
processor 775 to process.

[0147] As explained above, the flow processor 775
handles packets for which the integration bridge 750
does not have a matching rule. When the flow processor
775 receives the packet from the integration bridge 750,
the flow processor 775 matches the packet against the
rules stored in the flow processor 775, which include wild-
card rules as well as exact match rules. When a packet
matches an exact match rule, the flow processor 775
sends the exact match rule and the packet to the inte-
gration bridge 750 for the integration bridge 750 to proc-
ess. When a packet matches a wildcard rule, the flow
processor 775 generates an exact match rule based on
the wildcard rule to which the packet matches, and sends
the generated exact match rule and the packet to the
integration bridge 750 for the integration bridge 750 to
process.

[0148] Although Figure 7 illustrates the virtualization
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software 785 as a virtual machine, differentembodiments
may implement the virtualization software 785 differently.
In such embodiments, the virtualization software 785 per-
forms the same or similar functions as those described
above with respect to the virtualization software 785.
Having discussed a virtual switch of some embodiments,
a discussion regarding how network controllers of some
embodiments configure managed forwarding elements
will follow below.

lll. CONFIGURING MFES TO USE DHR PORTS

[0149] The above figures illustrate various physical
and logical network controllers. Figure 8 illustrates ex-
ample architecture of a network controller (e.g., a logical
controller or a physical controller) 800. The network con-
troller of some embodiments uses a table mapping en-
gine to map data from an input set of tables to data in an
output set of tables. The input set of tables in a controller
include logical control plane (LCP) data to be mapped to
logical forwarding plane (LFP) data, LFP data to be
mapped to universal physical control plane (UPCP) data,
and/or UPCP data to be mapped to customized physical
control plane (CPCP) data. The network controller 800,
as shown, includes input tables 815, a rules engine 810,
output tables 820, an importer 830, an exporter 835, a
translator 835, and a persistent data storage (PTD) 840.
[0150] In some embodiments, the input tables 815 in-
clude tables with different types of data depending on
the role of the controller 800 in the network control sys-
tem. For instance, when the controller 800 functions as
a logical controller for a user’s logical forwarding ele-
ments, the input tables 815 include LCP data and LFP
data for the logical forwarding elements. When the con-
troller 800 functions as a physical controller, the input
tables 815 include LFP data.

[0151] In addition to the input tables 815, the control
application 800 includes other miscellaneous tables (not
shown) that the rules engine 810 uses to gather inputs
for its table mapping operations. These miscellaneous
tables include constant tables that store defined values
for constants that the rules engine 810 needs to perform
its table mapping operations (e.g., the value 0, a dispatch
port number for resubmits, etc.). The miscellaneous ta-
bles further include function tables that store functions
that the rules engine 810 uses to calculate values to pop-
ulate the output tables 825.

[0152] The rules engine 810 performs table mapping
operations that specifies one manner for converting input
data to output data. Whenever one of the input tables is
modified (referred to as an input table event), the rules
engine performs a set of table mapping operations that
may result in the modification of one or more data tuples
in one or more output tables.

[0153] Insome embodiments, the rules engine 810 in-
cludes an event processor (not shown), several query
plans (not shown), and a table processor (not shown).
Each query plan is a set of rules that specifies a set of
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join operations that are to be performed upon the occur-
rence of an input table event. The event processor of the
rules engine 810 detects the occurrence of each such
event. In some embodiments, the event processor reg-
isters for callbacks with the input tables for notification of
changes to the records in the input tables 815, and de-
tects an input table event by receiving a notification from
an input table when one of its records has changed.
[0154] Inresponse to a detected input table event, the
event processor (1) selects an appropriate query plan for
the detected table event, and (2) directs the table proc-
essor to execute the query plan. To execute the query
plan, the table processor, in some embodiments, per-
forms the join operations specified by the query plan to
produce one or more records that represent one or more
sets of data values from one or more input and miscel-
laneous tables. The table processor of some embodi-
ments then (1) performs a select operation to select a
subset of the data values from the record(s) produced
by the join operations, and (2) writes the selected subset
of data values in one or more output tables 820.

[0155] Some embodiments use a variation of a datalog
database language to allow application developers to
create the rules engine for the controller, and thereby to
specify the manner by which the controller maps logical
datapath sets to the controlled physical switching infra-
structure. This variation of the datalog database lan-
guage is referred to herein as nLog. Like datalog, nLog
provides a few declaratory rules and operators that allow
a developer to specify different operations that are to be
performed upon the occurrence of different events. In
some embodiments, nLog provides a limited subset of
the operators that are provided by datalog in order to
increase the operational speed of nLog. For instance, in
some embodiments, nLog only allows the AND operator
to be used in any of the declaratory rules.

[0156] The declaratory rules and operations that are
specified through nLog are then compiled into a much
larger set of rules by an nLog compiler. In some embod-
iments, this compiler translates each rule that is meant
to address an event into several sets of database join
operations. Collectively the larger set of rules forms the
table mappingrules engine that is referred to as the nLog
engine.

[0157] Some embodiments designate the first join op-
eration that is performed by the rules engine for an input
eventto be based on the logical datapath set parameter.
This designation ensures that the rules engine’s join op-
erations fail and terminate immediately when the rules
engine has started a set of join operations that relate to
a logical datapath set (i.e., to a logical network) that is
not managed by the controller.

[0158] Like the input tables 815, the output tables 820
include tables with different types of data depending on
the role of the controller 800. When the controller 800
functions as a logical controller, the output tables 815
include LFP data and UPCP data for the logical switching
elements. When the controller 800 functions as a phys-
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ical controller, the output tables 820 include CPCP data.
The output tables 815 may include a slice identifier when
the controller 800 functions as a physical controller.
[0159] In some embodiments, the output tables 820
can be grouped into several different categories. For in-
stance, in some embodiments, the output tables 820 can
berules engine (RE) input tables and/or RE output tables.
An output table is a RE input table when a change in the
output table causes the rules engine to detect an input
event that requires the execution of a query plan. An out-
put table can also be an RE input table that generates
an event that causes the rules engine to perform another
query plan. An output table is a RE output table when a
change in the output table causes the exporter 825 to
export the change to another controller or a managed
forwarding element. An output table can be an RE input
table, a RE output table, or both an RE input table and a
RE output table.

[0160] The exporter 825 detects changes to the RE
output tables of the output tables 820. In some embodi-
ments, the exporter registers for callbacks with the RE
output tables for notification of changes to the records of
the RE output tables. In such embodiments, the exporter
825 detects an output table event when it receives noti-
fication from a RE output table that one of its records has
changed.

[0161] In response to a detected output table event,
the exporter 825 takes each modified data tuple in the
modified RE output tables and propagates this modified
data tuple to one or more other controllers or to one or
more managed forwarding elements. When sending the
output table records to another controller, the exporter in
some embodiments uses a single channel of communi-
cation (e.g., a RPC channel) to send the data contained
inthe records. When sending the RE output table records
to managed forwarding elements, the exporter in some
embodiments uses two channels. One channel is estab-
lished using a switch control protocol (e.g., OpenFlow)
for writing flow entries in the control plane of the managed
forwarding element. The other channel is established us-
ing a database communication protocol (e.g., JSON) to
send configuration data (e.g., port configuration, tunnel
information).

[0162] In some embodiments, the controller 800 does
not keep in the output tables 820 the data for logical da-
tapath sets that the controller is not responsible for man-
aging (i.e., for logical networks managed by other logical
controllers). However, such data is translated by the
translator 835 into a format that can be stored in the PTD
840 and is then stored in the PTD. The PTD 840 propa-
gates this data to PTDs of one or more other controllers
so that those other controllers that are responsible for
managing the logical datapath sets can process the data.
[0163] In some embodiments, the controller also
brings the data stored in the output tables 820 to the PTD
for resiliency of the data. Therefore, in these embodi-
ments, a PTD of a controller has all the configuration data
for all logical datapath sets managed by the network con-
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trol system. That is, each PTD contains the global view
of the configuration of the logical networks of all users.
[0164] The importer 830 interfaces with a number of
different sources of input data and uses the input data to
modify or create the input tables 810. The importer 820
of some embodiments receives the input data from an-
other controller. The importer 820 also interfaces with
the PTD 840 so that data received through the PTD from
other controller instances can be translated and used as
input data to modify or create the input tables 810. More-
over, the importer 820 also detects changes with the RE
input tables in the output tables 830.

[0165] Insomeembodiments, asingle layer of network
controller (either a single network controller or a network
controller cluster) communicates directly with the man-
aged forwarding elements (e.g., the edge forwarding el-
ements, the poolnode(s), and the extender(s)). However,
in other embodiments, several layers of network control-
lers process and generate flow entries in the network
control system. For example, in some embodiments,
each logical datapath set (i.e., each logical forwarding
element) is assigned to a single logical (higher-level) net-
work controller. This logical controller receives logical
control plane (LCP) data and converts the LCP data into
logical forwarding plane (LFP) data. The logical controller
also subsequently converts the LFP data into universal
physical control plane (UPCP) data.

[0166] In some embodiments, the UPCP data is pub-
lished by the logical controller to a second level of network
controller (referred to as a physical controller). In some
embodiments, different physical controllers manage dif-
ferent physical forwarding elements (e.g., edge forward-
ing elements, pool nodes, gateways, etc.). Furthermore,
the physical controller of some embodiments converts
the UPCP data into customized physical control plane
(CPCP) data. In other embodiments, however, the phys-
ical controller passes the UPCP data to a conversion
mechanism operating at the forwarding element itself (re-
ferred to as a chassis controller).

[0167] The LCP data, in some embodiments, de-
scribes the logical network topology (e.g., as a set of
bindings that map addresses to logical ports). In some
embodiments, the LCP data is expressed as a set of da-
tabase table records (e.g., in the nLog language). An
entry in the control plane describing the attachment of a
particular virtual machine to the network might state that
a particular MAC address or IP address is located at a
particular logical port of a particular logical switch. In
some embodiments, the LFP data derived from the LCP
data consists of flow entries described at a logical level.
That is, a flow entry might specify that if the destination
of a packet matches a particular IP address, to forward
the packet to the logical port to which the IP address is
bound.

[0168] The translation from LFP to physical control
plane (PCP) data, in some embodiments, adds a layer
to the flow entries that enables a managed forwarding
element provisioned with the flow entries to convert pack-
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ets received at a physical layer port (e.g., a virtual inter-
face) into the logical domain and perform forwarding in
this logical domain. That is, while traffic packets are sent
and received within the network at the physical layer, the
forwarding decisions are made according to the logical
network topology entered by the user. The conversion
from the LFP to the PCP enables this aspect of the net-
work in some embodiments.

[0169] As mentioned, the logical controller converts
the LFP data into the UPCP, which is subsequently con-
verted to CPCP data. The UPCP data of some embodi-
ments is a data plane that enables the control system of
some embodiments to scale even whenitcontains alarge
number of managed forwarding elements (e.g., thou-
sands) to implement a logical datapath set. The UPCP
abstracts common characteristics of different managed
forwarding elements in order to express PCP data with-
out considering differences in the managed forwarding
elements and/or location specifics of the managed for-
warding elements. The UPCP to CPCP translation in-
volves a customization of various data in the flow entries.
While the UPCP entries are applicable to any managed
forwarding element because the entries include generic
abstractions for any data that is different for different for-
warding elements, the CPCP entries include substituted
data specific to the particular managed forwarding ele-
ment to which the entry will be sent (e.g., specific tun-
neling protocols, virtual and physical interface, etc.).
[0170] Figure 9 conceptually illustrates the conver-
sions from LCP data to UPCP data performed at the log-
ical controller of some embodiments, by showing input
and output tables for each of these conversions. In some
embodiments, these input and output tables are nLog
tables. In some embodiments, the LCP to LFP conver-
sion is performed by a control application, while the LFP
to UPCP conversion is performed by a virtualization ap-
plication. As shown, the control application 905 includes
an application programming interface (API) 915, input
tables 920, a rules engine 925, output tables 930, and a
publisher 935.

[0171] The API 915 provides an interface for translat-
ing input into the control plane input tables 920. This API
915 may be used by various types of management tools
with which a user (e.g., a network administrator for a par-
ticulartenant) can view/and or modify the state of alogical
network (in this case, the logical network that spans both
the data center and the tenant’s remote site). In some
embodiments, the management tools provide a user in-
terface such as a graphical user interface that allows a
visual configuration of port bindings, ACL rules, etc. (e.g.,
through a web browser). Alternatively, or in conjunction
with the graphical user interface, some embodiments
provide the user with a command line tool or other type
of user interface.

[0172] Based on the information received through the
API, as well as updates to the network state received
from the managed forwarding elements (not shown), the
control application generates the input tables 920. The
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input tables represent the state of the logical forwarding
elements managed by the user in some embodiments.
In some embodiments, the input tables will include the
binding of destination IP addresses (or destination sub-
nets) to logical ports of a logical router. However, the
DHR port will be handling traffic for remote destinations
thathave IP addresses unknown to the controller in some
embodiments (e.g., an end user sending a request for a
web page). Thus, in some embodiments, the routing to
the DHR portis performed based on source IP addresses
(e.g., particular subnets). In other cases, the routing to
the DHR port is performed based on destination IP ad-
dresses, or based on a combination of source and des-
tination IP addresses. Generally, in some embodiments
a static route in a routing table forwards certain IP ad-
dress prefixes (source and/or destination) to the DHR
port.

[0173] Therefore, as shown in this figure, some of the
input tables 920 include the bindings of IP addresses to
the DHR ports. Specifically, this example illustrates the
binding of certain source IP addresses to the DHR port.
An additional input table would bind known destination
IP addresses (e.g., the different subnets of the logical
network) to their own logical ports in some embodiments.
In other examples, a set of destination IP addresses
would be bound to the DHR port. Furthermore, for asingle
logical router definition, both source and IP addresses
could be bound to the DHR port.

[0174] In some embodiments, the input tables to the
LCP to LFP conversion may alsoinclude bindings of MAC
addresses with logical ports (for L2 logical forwarding),
as well as ACL rules set by the user. In the case shown
in Figure 9, the logical port DHR is associated with cer-
tain source IP addresses (e.g., certain subnets, individual
IPs, etc.), which include a set of IP addresses {B}. The
logical port DHR is an example of a DHR port of some
embodiments.

[0175] The rules engine 925 of some embodiments
performs various combinations of database operations
on different sets of input tables 920 to populate and/or
modify different sets of output tables 930. In the example
shown in Figure 9, output tables 930 include an entry
that directs a managed forwarding element to assign an
L3 egress port of a packet to be the DHR port when the
packet’s source IP address is in the set {B} (e.g., one of
the subnets that forwards packets through the DHR port
rather than the gateways). Some embodiments addition-
ally require that the destination IP address be unknown
so that packets sent from one of the subnets that forwards
packets through the DHR port to one of the other logical
switches that attaches to the logical router will not be sent
to the DHR port. In other embodiments, the flow entries
for sending these packets to the DHR port have a lower
priority, so that the MFE implementing the logical router
will only send a packet to the DHR port if the source
address is in the range {B} and the packethas not already
been forwarded to a logical switch. When the DHR port
is bound to a set of destination IP addresses, the output
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tables include an entry that directs a managed forwarding
element to assign the L3 egress port of a packet to be
the DHR port when the packet's destination IP is in that
set of addresses.

[0176] Asdescribedinfurtherdetailin U.S. PatentPub-
lication 2013/0058350, incorporated herein by reference,
in some embodiments the rules engine is an nLog table
mapping engine that maps a first set of nLog tables into
a second set of nLog tables. The output tables 930 pop-
ulated by the rules engine 925 include logical forwarding
plane lookups (e.g., mapping the set of IP addresses to
a destination output port).

[0177] The publisher 935 is also described in further
detailin U.S. Patent Publication 2013/0058350, and pub-
lishes or sends the output tables 930 to the virtualization
application 910, in order for this application to use the
output tables 930 among its input tables. In some em-
bodiments, the publisher 935 also outputs the tables to
a data structure (e.g., a relational database) that stores
network state information.

[0178] The virtualization application 910 receives the
output tables 930 (LFP data) of the control application
905, and converts this data to UPCP data. As shown, the
virtualization application 910 includes a subscriber 940,
input tables 945, a rules engine 950, output tables 955,
and a publisher 960. The subscriber 940 of some em-
bodiments is responsible for retrieving tables published
by the publisher 935. In some embodiments, the sub-
scriber 940 retrieves these tables from the same data
structure to which the publisher stores the table informa-
tion. In other embodiments, a change in the tables is de-
tected by the conversion modules in order to initiate the
processing.

[0179] The input tables 945 include, in some embodi-
ments, at least some of the output tables 930, in addition
to other tables. As shown, in addition to the logical for-
warding plane data generated by the control application
905, the input tables 945 include additional port binding
information (matching logical ports with the universally
unique identifier (UUID) of particular source or destina-
tion managed forwarding elements). The example port
binding shows that the logical port DHR is bound to the
IP stack (i.e., that packets sent to logical port DHR should
be dropped to the IP stack). As mentioned above, input
tables 945 includes tables from output tables 930. Ac-
cordingly, in Figure 9, input tables 945 include the entry
that directs a managed forwarding element to assign an
L3 egress port of a packet to be the DHR port when the
packet’s source IP address is in the set {B}.

[0180] In some embodiments, the rules engine 950 is
the same as the rules engine 925. That is, the control
application 905 and the virtualization application 910 ac-
tually use the same rules engine in some embodiments.
As indicated, the rules engine performs various combi-
nations of database operations on different sets of input
tables 945 to populate and/or modify different sets of out-
put tables 955. In some embodiments, the rules engine
is an nLog table mapping engine that maps a first set of
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nLog tables into a second set of nLog tables.

[0181] The output tables 955 populated by the rules
engine 950 include different lookup entries for different
managed forwarding elements. For instance, in some
embodiments that perform all logical processing at the
first hop (i.e., the edge forwarding element), the physical
control plane entries implementing the logical forwarding
element will be sent to the edge forwarding elements that
might receive a packet destined for one of the machines
at the remote tenant site without logical context and need
tobe able to perform logical forwarding to send the packet
to the remote tenant site. In Figure 9, the output tables
955 include an entry that directs managed forwarding
elements to assign the L3 egress port of a packet to be
the DHR port when the source IP address of the packet
is in the set {B} and when the packet has matched the
logical router that includes the particular DHR port (e.g.,
using information stored in the registers for the packet).
As indicated above, in some embodiments this entry has
a lower priority than other entries that route packets
based on the destination IP address, so that effectively
the flow entry is only matched and acted upon when the
destination IP address is unknown to the implementation
of the logical router. In other examples, when the DHR
port is bound to a set of destination IP addresses, the
output tables will include an entry that directs a managed
forwarding elementto assignthe L3 egress port of a pack-
et to be the DHR port when the destination IP address
is in the bound range of IP addresses and when the pack-
et has matched the logical router that includes the par-
ticular DHR port.

[0182] In addition, the UPCP will include entries that
direct a managed forwarding element to map the L3 log-
ical egress port of a packet to a physical port through
which to send the packet. In this example, the output
tables 955 include an entry directing a managed forward-
ing element to remove any logical context from a match-
ing packet and transmit the matching packet to the IP
stack for routing to a physical next-hop when the packet’s
L3 logical egress port is the DHR port. When the packet
is transmitted to the next-hop, its source MAC address
will be that of physical NIC that transmitted the packet.
[0183] The publisher 960 is similar to the publisher 935
in some embodiments. The publisher 960 publishes
and/or sends the output tables 955 to the physical con-
trollers. In some cases, certain flow entries (e.g., the entry
shown for the edge forwarding elements) may be sent to
multiple different physical controllers while other entries
are sent to only one physical controller. In some embod-
iments, the publisher 960 outputs the tables to a data
structure (e.g., arelational database) that stores network
state information.

IV. ELECTRONIC SYSTEM
[0184] Many of the above-described features and ap-

plications are implemented as software processes that
are specified as a set of instructions recorded on a com-
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puter readable storage medium (also referred to as com-
puter readable medium). When these instructions are ex-
ecuted by one or more processing unit(s) (e.g., one or
more processors, cores of processors, or other process-
ing units), they cause the processing unit(s) to perform
the actions indicated in the instructions. Examples of
computer readable media include, but are not limited to,
CD-ROMs, flash drives, RAM chips, hard drives,
EPROMSs, etc. The computer readable media does not
include carrier waves and electronic signals passing
wirelessly or over wired connections.

[0185] In this specification, the term "software" is
meant to include firmware residing in read-only memory
or applications stored in magnetic storage, which can be
read into memory for processing by a processor. Also,
in some embodiments, multiple software inventions can
be implemented as subparts of a larger program while
remaining distinct software inventions. In some embod-
iments, multiple software inventions can also be imple-
mented as separate programs. Finally, any combination
of separate programs that togetherimplement a software
invention described here is within the scope of the inven-
tion. In some embodiments, the software programs,
when installed to operate on one or more electronic sys-
tems, define one or more specific machine implementa-
tions that execute and perform the operations of the soft-
ware programs.

[0186] Figure 10 conceptually illustrates an electronic
system 1000 with which some embodiments of the in-
vention are implemented. The electronic system 1000
can be used to execute any of the control, virtualization,
or operating system applications described above. The
electronic system 1000 may be a computer (e.g., a desk-
top computer, personal computer, host machine, tablet
computer, server computer, mainframe, a blade compu-
ter etc.), phone, PDA, or any other sort of electronic de-
vice. Such an electronic system includes various types
of computer readable media and interfaces for various
other types of computer readable media. Electronic sys-
tem 1000 includes a bus 1005, processing unit(s) 1010,
a system memory 1025, a read-only memory 1030, a
permanent storage device 1035, inputdevices 1040, and
output devices 1045.

[0187] Thebus 1005 collectively represents all system,
peripheral, and chipset buses that communicatively con-
nect the numerous internal devices of the electronic sys-
tem 1000. For instance, the bus 1005 communicatively
connects the processing unit(s) 1010 with the read-only
memory 1030, the system memory 1025, and the per-
manent storage device 1035.

[0188] From these various memory units, the process-
ing unit(s) 1010 retrieve instructions to execute and data
to process in order to execute the processes of the in-
vention. The processing unit(s) may be a single proces-
sor or a multi-core processor in different embodiments.
[0189] Theread-only-memory (ROM) 1030 stores stat-
ic dataandinstructions that are needed by the processing
unit(s) 1010 and other modules of the electronic system.
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The permanent storage device 1035, on the other hand,
is a read-and-write memory device. This device is a non-
volatile memory unit that stores instructions and data
even when the electronic system 1000 is off. Some em-
bodiments of the invention use a mass-storage device
(such as a magnetic or optical disk and its corresponding
disk drive) as the permanent storage device 1035.
[0190] Other embodiments use a removable storage
device (such as a floppy disk, flash drive, etc.) as the
permanent storage device. Like the permanent storage
device 1035, the system memory 1025 is a read-and-
write memory device. However, unlike storage device
1035, the system memory is a volatile read-and-write
memory, such a random access memory. The system
memory stores some of the instructions and data that the
processor needs at runtime. In some embodiments, the
invention’s processes are stored in the system memory
1025, the permanent storage device 1035, and/or the
read-only memory 1030. From these various memory
units, the processing unit(s) 1010 retrieve instructions to
execute and data to process in order to execute the proc-
esses of some embodiments.

[0191] The bus 1005 also connects to the input and
output devices 1040 and 1045. The input devices enable
the user to communicate information and select com-
mands to the electronic system. The input devices 1040
include alphanumeric keyboards and pointing devices
(also called "cursor control devices"). The output devices
1045 display images generated by the electronic system.
The output devices include printers and display devices,
such as cathoderay tubes (CRT) or liquid crystal displays
(LCD). Some embodiments include devices such as a
touchscreen that function as both input and output de-
vices.

[0192] Finally, as shown in Figure 10, bus 1005 also
couples electronic system 1000 to a network 1065
through a network adapter (not shown). In this manner,
the computer can be a part of a network of computers
(such as a local area network ("LAN"), a wide area net-
work ("WAN"), or an Intranet, or a network of networks,
such as the Internet. Any or all components of electronic
system 1000 may be used in conjunction with the inven-
tion.

[0193] Some embodiments include electronic compo-
nents, such as microprocessors, storage and memory
that store computer program instructions in a machine-
readable or computer-readable medium (alternatively re-
ferred to as computer-readable storage media, machine-
readable media, or machine-readable storage media).
Some examples of such computer-readable media in-
clude RAM, ROM, read-only compact discs (CD-ROM),
recordable compact discs (CD-R), rewritable compact
discs (CD-RW), read-only digital versatile discs (e.g.,
DVD-ROM, dual-layer DVD-ROM), a variety of recorda-
ble/rewritable DVDs (e.g., DVD-RAM, DVD-RW,
DVD+RW, etc.), flash memory (e.g., SD cards, mini-SD
cards, micro-SD cards, etc.), magnetic and/or solid state
hard drives, read-only and recordable Blu-Ray® discs,
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ultra density optical discs, any other optical or magnetic
media, and floppy disks. The computer-readable media
may store a computer program that is executable by at
leastone processing unitand includes sets of instructions
for performing various operations. Examples of computer
programs or computer code include machine code, such
as is produced by a compiler, and files including higher-
level code that are executed by a computer, an electronic
component, or a microprocessor using an interpreter.
[0194] While the above discussion primarily refers to
microprocessor or multi-core processors that execute
software, some embodiments are performed by one or
more integrated circuits, such as application specific in-
tegrated circuits (ASICs) or field programmable gate ar-
rays (FPGASs). In some embodiments, such integrated
circuits execute instructions that are stored on the circuit
itself.

[0195] Asused in this specification, the terms "compu-
ter", "host", "machine", "server", "processor", and "mem-
ory" all refer to electronic or other technological devices.
These terms exclude people or groups of people. For the
purposes of the specification, the terms display or dis-
playing means displaying on an electronic device. As
used in this specification, the terms "computer readable
medium," "computer readable media," and "machine
readable medium" are entirely restricted to tangible,
physical objects that store information in a form that is
readable by a computer. These terms exclude any wire-
less signals, wired download signals, and any other
ephemeral signals.

[0196] Whiletheinvention hasbeen described with ref-
erence to numerous specific details, one of ordinary skill
in the art will recognize that the invention can be embod-
ied in other specific forms without departing from the spirit
of the invention. In addition, a number of the figures (in-
cluding Figure 3) conceptually illustrate processes. The
specific operations of these processes may not be per-
formed in the exact order shown and described. The spe-
cific operations may not be performed in one continuous
series of operations, and different specific operations
may be performed in different embodiments. Further-
more, the process could be implemented using several
sub-processes, or as part of a larger macro process.

Claims

1. A method of processing packets associated with a
logical network (100) that comprises a logical for-
warding element, LFE, (270) implemented by a plu-
rality of managed forwarding elements, MFEs, (215,
610; 225) in a physical network (200), the method
comprising, at a particular one of the MFEs (215,
610):

receiving a first packet encapsulated with a log-
ical overlay header, directed to a first machine
(260, 601) of the logical network (100) and orig-
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inating from a second machine (290, 655) not in
the logical network (100);

decapsulating the first packet and providing the
decapsulated packet to the first machine (260,
601);

receiving a second packet from the firstmachine
(260, 601) that is addressed to the second ma-
chine (290, 655); and

transmitting the second packet to the physical
network (200) without any logical overlay header
in order for the physical network (200) to forward
the second packet to the second machine (290,
655).

The method of claim 1, wherein the particular MFE
(215, 610) and the first machine (260, 601) execute
on a same host computer (210).

The method of claim 1, wherein the particular MFE
(215, 610) is a first MFE, wherein receiving the first
encapsulated packet comprises receiving the first
encapsulated packet from a second MFE (250) that
(i) implements a gateway for the logical network, (ii)
received the first packet without the logical overlay
header, and (iii) encapsulated the first packet with
the logical overlay header before transmitting the en-
capsulated first packet to the particular MFE (215,
610).

The method of claim 1, wherein the LFE is a logical
router (140) with (i) a first logical port (160) for re-
ceiving data messages directed to the logical net-
work (100) and transmitting data messages from the
logical network (100) to a network (280) external to
the logical network (100) and (ii) a second logical
port (150) for transmitting data messages to the ex-
ternal network (280).

The method of claim 4, wherein the second logical
port (150) does not receive data messages directed
to the logical network (100).

The method of claim 4, wherein the particular MFE
(215, 610) is a first MFE, wherein a second MFE
(250) receives the first packet at an interface corre-
sponding to the first logical port (160) and uses a
destination address of the first packet to identify a
third logical port of the logical router (140) as a logical
egress port of the logical router (140) for the first
packet.

The method of claim 6, wherein the third logical port
corresponds to a logical switch (110, 120) to which
the firstmachine (260, 601) logically couples, where-
in the second MFE (250) identifies a logical port of
the logical switch (110, 120) as a logical egress port
of the logical switch (110, 120) for the first packet
and maps the logical port of the logical switch (110,
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120) to the first MFE (215, 610).

The method of claim 7, wherein providing the decap-
sulated packet to the first machine (260, 601) com-
prises mapping the logical port of the logical switch
(110, 120) to the first machine (260, 601).

The method of claim 4, wherein transmitting the sec-
ond packet to the physical network element compris-
es:

receiving the second packet at an interface with
the first machine (260, 601) corresponding to a
logical port of a logical switch (110, 120), where-
inthelogical switch (110, 120) logically connects
to the logical router (140);

identifying the second port (150) as a logical
egress port of the logical router (140) for the sec-
ond packet based on (i) a destination address
of the second packet not mapping to any subnet
handled by the logical router (140) and (ii) a
source address of the second packet matching
a set of source addresses that use the second
port (150) for egress traffic; and

based on the identification of the logical egress
port, sending the second packet without any log-
ical overlay header to an IP stack that executes
on a host computer (210) along with the first ma-
chine (260, 601) and the particular MFE (215,
610).

The method of claim 9, wherein the IP stack com-
prises routing tables for routing the second packet
to the physical network (200).

The method of claim 1, wherein the logical network
(100) is implemented by a plurality of MFEs (215,
610; 225) on a plurality of different host computers
(210, 220) that each (i) receive packets from sources
outside the logical network (100) via a second MFE
(250) that implements a logical gateway for the log-
ical network (100) and (ii) transmit packets to the
sources outside the logical network (100) directly via
connections between the host computers (210, 220)
and the physical network (200).

The method of claim 1, wherein communication be-
tween the first and second machines (260, 601, 290,
655) is initiated by the first machine (260, 601).

The method of claim 1, wherein communication be-
tween the first and second machines (260, 601, 290,
655) is initiated by the second machine (290, 655).

A machine readable medium storing a program for
execution by at least one processing unit, the pro-
gram comprising sets of instructions for implement-
ing the method according to any of claims 1-13.
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15. An electronic device comprising:

a set of processing units; and

a machine readable medium storing a program
for execution by at least one of the processing
units, the program comprising sets of instruc-
tions for implementing the method according to
any of claims 1-13.
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