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(54) METHOD AND SYSTEM FOR SELF-OPTIMIZING, PATH-BASED OBJECT ALLOCATION

TRACKING

(67)  The invention relates to a computer-implement-
ed method for monitoring memory allocation during ex-
ecution of an application in a distributed computing en-
vironment, comprising: intercepting, by an agent, byte-
code for the application while the application is being
loaded, where the agent resides on the computing de-
vice; and extracting, by the agent, a control flow graph
from the bytecode before the step of identifying execution
paths in the application, where each node in the control
flow graph belongs to only one identified execution path
and the application resides on a computing device; iden-
tifying execution paths in the application using the control
flow graph; for each identified execution path in the ap-
plication, determining memory allocations which occur
during execution of a given execution path; for each iden-
tified execution path in the application, determining only
one location for an allocation counter in the given exe-
cution path, where the allocation counter in the given
execution path increments in response to execution of
the given execution path; for each identified execution
path in the application, instrumenting the given execution
path with an allocation counter at the location, where the
allocation counter is placed at the location in the given

execution path and the allocation counter reports a count
value for the allocation counter; receiving, by the agent,
the count value reported by the allocation counter; for-
mulating, by the agent, memory allocation data for the
given execution path, where the memory allocation data
includes the count value reported by the allocation coun-
ter; sending, by the agent, the memory allocation data to
a monitoring server located remotely from the first com-
puting device; monitoring, by a sensor instrumented in
the application, execution of a transaction which per-
formed the memory allocations; sending, by the sensor,
transaction data to the monitoring server, where the
transaction data includes an identifier for the transaction;
and correlating, by the monitoring server, the transaction
data with the memory allocation data, wherein the mem-
ory allocation data includes at least one of the identifier
for the transaction or an identifier for a thread which ex-
ecuted the application. Further, a computer-implemented
system for monitoring memory allocation during execu-
tion of an application in a distributed computing environ-
ment is provided.
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Description

Cross reference to related applications

[0001] This application claims the benefit of U.S. Provisional Application No. 62/574,490, filed on October 19, 2017.
The entire disclosure of the above application is incorporated herein by reference.

Field

[0002] The invention relates generally to the monitoring of memory allocations during the execution of code by instru-
menting the code with allocation counters and specifically to the optimized monitoring of memory allocations by deter-
mining a control flow graph of the code, identifying and prioritizing paths through the control flow graph according to
their execution probability, selecting paths that perform allocations and placing for each allocating path an allocation
counter in the code that represents and counts all allocations of the path.

Background

[0003] Modern automated memory management systems like garbage collectors ease the lifetime management of
heap-allocated objects, as the garbage collection system automatically detects and reclaims heap objects that are no
longer reachable by currently executing code. This automatism encourages software developers to utilize heap-allocated
objects, as the later deletion of those objects and the reclaiming of memory used by those objects is performed auto-
matically and is therefore not adding complexity to the code.

[0004] However, automated memory management comes at a price in form of higher CPU usage caused by garbage
collection tasks, or temporal suspensions of the execution of user code during some critical garbage collection activities.
[0005] To reduce those adverse effects of automated memory management, first portions of code that are responsible
for excessive creation of heap-allocated objects needs to be identified. After those code portions are identified, they
may be redesigned to cause less heap-allocations.

[0006] A prerequisite of this optimization task is the visibility of performed object allocations by executing code, while
the code is executed under "real-world" or production environments. A wide variety of commercial and non-commercial
allocation monitoring tools exist, which either use a heap sampling-based or an instrumentation-based approach.
[0007] The heap-sampling approach is based on cyclic heap snapshots of the monitored heap memory, e.g. form of
the types and quantities of objects that exist in the heap memory when the snapshot was acquired. Statistical data may
be extracted from a sequence of heap snapshot, which may be used to identify memory usage tendencies, like a
constantly rising number of objects of a specific type which can be used as an indicator of a memory leak. Variants of
heap-sampling approaches may fetch additional information about the objects residing in the heap-memory, including
references between objects and create a detailed model of the heap at sampling time. This detailed model may be used
to identify undesired object references that keep objects from being collected by the garbage collector. The drawbacks
of the sampling-based approach include arelatively high impact on the monitored system, as creating a memory snapshot
may require to temporarily suspend all current code executions of the monitored process or application, a relatively high
level of inaccuracy as objects allocated and reclaimed between two samples are not reported, and the lack of data
describing the exact code portions that caused allocation activities. Due to those shortcomings, a sampling-based
monitoring approach is capable to determine whether a heap-allocation caused problem exists or not, but it provides no
data to identify and fix the root cause of such a problem.

[0008] The instrumentation-based approach scans code before its execution to identify allocation activities and places
an allocation counter for each allocation activity that records the number of allocations performed, the type of object that
was allocated and the position at which the allocation was performed, e.g. in form of a code line number of the allocation,
a name of the method or function containing the allocation and a name of the class containing the method or function.
The position data may also contain data identifying a thread context. Instrumentation-based approaches provide sufficient
data to track down individual object allocations to the portion of code that caused those allocations, which is a prerequisite
for efficient identification and correction of heap allocation caused performance problems.

[0009] However, the instrumentation-based approaches known in the art generate an amount of overhead that is not
acceptable in production environments. The monitoring overhead can easily reach 100% or more in terms of CPU usage
or response time and may even distort the allocation behavior of the monitored application. One reason for this high
overhead is that automated memory management systems typically maintain a "compacted" heap memory layout that
supports fast allocations. In a compacted heap, all allocated objects are aligned sequentially in the heap memory, and
a pointer to a first memory address not used by an object is maintained. To reserve memory space for a new allocated
object it is sufficient to increase this pointer by the size of the object. In such an optimized allocation environment, even
a relatively small individual monitoring overhead like incrementing a counter may sum up to an intolerable amount of
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overall overhead.

[0010] Consequently, there is need in the art for an allocation monitoring approach that provides the same quality of
data as conventional instrumentation-based approaches without causing the same amount of monitoring overhead.
[0011] This section provides background information related to the present disclosure which is not necessarily prior art.

Summary

[0012] This section provides a general summary of the disclosure, and is not a comprehensive disclosure of its full
scope or all of its features.

[0013] The disclosed technology is directed to the instrumentation-based monitoring of heap allocation, where the
instrumentation process utilized control flow data to optimize the instrumentation for minimal monitoring overhead. The
disclosed instrumentation process also considers the execution probability of individual paths of the control flow graph
to further optimize the instrumentation to cause the least monitoring overhead for the paths with the highest execution
probability.

[0014] An agentis injected into an execution environment running a monitored application, which is configured to get
notified when code is loaded by the execution environment for execution. The agent captures and analyzes the original
code to create a control flow chart of the code.

[0015] Typically, code consists in instructions which are executed sequentially, and instructions that jump from the
current position of the code to a target position. Those jump instructions are used to map high-level control flow structures
like branches (e.g. "if" or "switch" statements) or loops (e.g. "while" or "for/each" statement) to lower level representations
like bytecode.

[0016] A control flow graph is an abstract representation of a code sequence that represents all possible execution
paths through the code sequence, where the code sequence has exactly one entry point and at least one exit point. It
consists in control flow nodes representing portions of the code sequence that are executed in a strictly sequential order
and in directed control flow edges representing transitions between those sequential code portions. Jump instructions
transfer the execution sequence from the current position to the position of a jump target. Therefore, the position of a
jump instruction represents the end of a control flow node. Control flow-nodes are started either at the entry point of the
code sequence or at the position of jump targets. In case a control flow node starts with a jump target and this jump
target is also reachable by its direct sequential predecessor instruction, the control flow node ending with the predecessor
instruction and the control flow node starting with the jump target are connected with a control flow edge directed from
the control flow node ending with the predecessor instruction to the control flow node starting with the jump target. Jump
instructions are represented as control flow edges directed from the control flow node ended by the jump instruction to
the control flow node started by the target of the jump instruction.

[0017] The created control flow graph is analyzed to first determine the most probable execution path and then all
other, less probable execution paths using heuristics. The used heuristics e.g. contain the assumptions that for an "if"
statement, the code block corresponding to the positive evaluation of the condition of the "if" statement is less likely than
the code block corresponding to the alternative evaluation ("else" block), or that a code block that throws an exception
is less likely than an alternative block that throws no exception.

[0018] For each identified execution path, an optimal position for an allocation counter is selected by calculating the
control flow edge of the path that is least shared with other paths. A control flow edge is shared between two paths if it
is execution is caused by the execution of each of the two paths. The optimization goal for the counter placement is a
minimal overall number of allocation counter updates for all paths.

[0019] Based on the counter positions and the allocations performed by the paths, the semantics of the counter is
calculated. The semantic of a counter is first determined by the allocations performed by the path it is deployed to and
second by the influences of counters of other paths. As an example, a specific path may branch from its branch path at
a specific branch point. The counter of the branch path may count allocations before and after the branch point. Depending
on the position of the counter of the branch path relative to the branch point, the semantic of the counter of the current
path may need to compensate either allocations that were counted but not performed (i.e. counter of branch path is
before branch point and counts not performed allocations after branch point) or allocations that were performed but not
counted (i.e. counter of branch path is after branch point and counts of allocations before branch point are missed).
[0020] After counter positions and semantics are calculated, the code may be instrumented by adding code that counts
the execution of the identified paths to create instrumented code which is provided to the execution environment for
execution instead of the original code.

[0021] During execution, the instrumented code increments the counters which describe the performed allocations.
[0022] Some embodiments may use the counter updates to determine a path execution frequency and use the path
execution frequency instead of heuristics to determine the execution probability of paths, calculate optimal counter
positions and semantics based on the frequency data and then re-instrument code using the new counter position and
semantic data. Some variants of this embodiment may perform the execution frequency-based optimization once, other
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variants may cyclically examine the execution frequency data calculate optimal instrumentation data and then re-instru-
ment the code. Re-instrumentation may be performed by adding counter execution code according to new calculated
counter position data to the original code. The currently existing version of instrumented code may be discarded and
replaced by the re-instrumented code.

[0023] Other embodiments may also monitor events that cause unexpected termination of the execution of monitored
code, like exceptions. An exception causes the termination of the current code execution sequence and a jump to a
code sequence that handles this exception. Therefore, not all intended and counted allocations of a code sequence may
be executed due to an exception. Those other embodiments may place sensor code into monitored code that detects
the occurrence of exceptions and records the position at which the exception terminated a monitored code execution
sequence. This recorded position data may be used to correct allocation count data that incorrectly represents allocations
that would have been performed after the unexpected execution termination.

[0024] In one example embodiment, the computer-implemented method for monitoring memory allocation during
execution of an application in a distributed computing environment comprises: identifying execution paths in an application
using a control flow graph, where each node in the control flow graph belongs to only one identified execution path and
the application resides on a computing device; for each identified execution path in the application, determining memory
allocations which occur during execution of a given execution path; for each identified execution path in the application,
determining only one location for an allocation counter in the given execution path, where the allocation counter in the
given execution path increments in response to execution of the given execution path; and for each identified execution
path in the application, instrumenting the given execution path with an allocation counter at the location, where the
allocation counter is placed at the location in the given execution path and the allocation counter reports a count value
for the allocation counter.

[0025] The location for the allocation counter in the given execution path may be an edge in the control flow graph
along the given execution path that is least shared amongst the identified execution paths.

[0026] In one aspect, bytecode for the application is intercepted by an agent while the application is being loaded,
and the control flow graph is extracted from the bytecode before the step of identifying execution paths in the application.
The method further includes: receiving, by the agent, the count value reported by the allocation counter; formulating, by
the agent, memory allocation data for the given execution path, where the memory allocation data includes the count
value reported by the allocation counter; and sending, by the agent, the memory allocation data to a monitoring server
located remotely from the first computing device. The method also includes: monitoring, by a sensor instrumented in
the application, execution of a transaction which performed the memory allocations; sending, by the sensor, transaction
data to the monitoring server, where the transaction data includes an identifier for the transaction; and correlating, by
the monitoring server, the transaction data with the memory allocation data, wherein the memory allocation data includes
at least one of the identifier for the transaction or an identifier for a thread which executed the application. The memory
allocation data formulated by the agent includes an identifier for the allocation counter, location of the allocation counter
in the given execution path, the count value for the allocation counter, and semantics of a counter increment in form of
allocations represented by one counter increment.

[0027] For the given execution path, semantics of an increment of the allocation count of the given execution path are
determined as sum of memory allocation performed by the given execution path and corrections for memory allocations
reported by another allocation counter in an execution path different than the given execution path. The corrections for
quantities of memory allocations are further defined as subtracting memory allocations from sum of memory allocation
performed in a predecessor execution path that precedes the given execution path when the given execution path
branches from the predecessor execution path after the allocation counter in the predecessor execution path, where
the memory allocation subtracted from the sum are the memory allocations situated after the given execution path
branches from the predecessor execution path; adding memory allocations to sum of memory allocation performed in
a predecessor execution path that precedes the given execution path when the given execution path branches from the
predecessor execution path before the allocation counter in the predecessor execution path, where the memory allocation
added to the sum are the memory allocations situated before the given execution path branches from the predecessor
execution path; subtracting memory allocations from sum of memory allocation performed in a joined execution path
that follows the given execution path when the given execution path joins the joined execution path before the allocation
counter in the joined execution path, where the memory allocation subtracted from the sum are the memory allocations
situated before the given execution path joins the joined execution path; and adding memory allocations to sum of
memory allocation performed in the joined execution path that follows the given execution path when the given execution
path joins from the joined execution path after the allocation counter in the joined execution path, where the memory
allocation added to the sum are the memory allocations situated after the given execution path joins the joined execution
path.

[0028] In another aspect, a location for an allocation counter is determined by counting, for each edge in the given
execution path, a number of other paths that join the given execution path before the edge; counting, for each edge in
the given execution path, the number of other paths that branch from the given execution path after the edge; summing,
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for each edge in the given execution path, the counts; and selecting the edge in the given execution path having the
lowest sum as the location for the allocation counter. Identifying edges in the given execution path that are connected
to at least one node in the control flow graph that performs a memory allocation; and selecting the edge in the given
execution path having the lowest sum and identified as being connected to at least one node in the control flow graph
that performs a memory allocation.

[0029] Identifying execution paths in an application may include determining a main execution path by starting at an
entry point and traversing the control flow graph until an exit point is reached, where the main execution path is most
likely path executed in the application; determining one or more secondary execution paths for the application by starting
at a branch point along the main execution path and traversing the control flow graph until joining an identified execution
path or an exit point is reached; determining additional secondary execution paths for the application by starting at a
branch point along one of the secondary execution paths and traversing the control flow graph until joining an identified
execution path or an exit point is reached; and repeating the determining of additional secondary execution paths for all
of the branch points along the secondary execution paths. Traversing the control flow graph further comprises recording
frequency at which the identified execution paths are being executed during execution of the application and, upon
reaching a branch point along the control flow graph, selecting a branch exiting the branch point having largest execution
frequency.

[0030] Identifying execution paths in an application may also include recording frequency at which the identified exe-
cution paths are being executed during execution of the application; identifying execution paths in the application using
a static rule set when the recorded frequency is less than a threshold; and identifying execution paths in the application
using the recorded frequency when the recorded frequency data is not available.

[0031] In another aspect, the method includes detecting unexpected execution termination along the given execution
path before execution of the given execution path is completed; identifying the given execution path affected by the
termination; determining whether the allocation counter in the given execution path was executed before the termination;
identifying memory allocations performed in the given execution path after the termination and adjusting quantities of
memory allocations reported by the agent by subtracting counts of memory allocations that were not performed when
the allocation counter in the given execution path was executed before the termination; and identifying memory allocations
performed in the given execution path before the termination and adjusting quantities of memory allocations reported
by the agent by adding counts of memory allocations that were performed when the allocation counter in the given
execution path was not executed before the termination.

[0032] In yet another aspect, the method includes: collecting count values from the allocation counters instrumented
in the first set of execution paths; identifying a second set of execution paths in the application using the count values
collected from the allocation counters instrumented in the first set of execution paths, where the second set of execution
paths includes one or more execution paths that differ from the execution paths in the first set of execution paths; for
each identified execution path in the second set of execution paths, determining a location for an allocation counter in
an identified execution path, where the location for the allocation counter in the identified execution path is an edge in
the control flow graph along the identified execution path that is least shared amongst the identified execution paths;
and for each identified execution path in the second set of execution paths, re-instrumenting the identified execution
path with only one allocation counter.

[0033] Inansecondexample embodiment, the computer-implemented method for monitoring memory allocation during
execution of an application in a distributed computing environment comprises: identifying a first set of execution paths
in an application using a control flow graph, where each node in the control flow graph belongs to only one identified
execution path and the application resides on a computing device; for each identified execution path in the first set of
execution paths, instrumenting a given execution path with an allocation counter, where the allocation counter in the
given execution path increments in response to execution of the given execution path and the allocation counter reports
a count value of the allocation counter; collecting count values from the allocation counters instrumented in the first set
of execution paths; identifying a second set of execution paths in the application using the count values collected from
the allocation counters instrumented in the first set of execution paths, where the second set of execution paths includes
one or more execution paths that differ from the execution paths in the first set of execution paths; for each identified
execution path in the second set of execution paths, determining a location for an allocation counter in an identified
execution path, where the location for the allocation counter in the identified execution path is an edge in the control
flow graph along the identified execution path that is least shared amongst the identified execution paths; and for each
identified execution path in the second set of execution paths, re-instrumenting the identified execution path with only
one allocation counter.

[0034] The location for the allocation counter in the given execution path is an edge in the control flow graph along
the given execution path that is least shared amongst the identified execution paths.

[0035] In one aspect, the method includes receiving, by an agent, the count value reported by the allocation counter,
where the agent resides on the computing device; formulating, by the agent, memory allocation data for the given
execution path, where the memory allocation data includes the count value reported by the allocation counter; and
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sending, by the agent, the memory allocation data to a monitoring server located remotely from the first computing
device. The method also includes: monitoring, by a sensor instrumented in the application, execution of a transaction
which performed the memory allocations; sending, by the sensor, transaction data to the monitoring server, where the
transaction data includes an identifier for the transaction; and correlating, by the monitoring server, the transaction data
with the memory allocation data, wherein the memory allocation data includes at least one of the identifier for the
transaction or an identifier for a thread which executed the application.

[0036] The memory allocation data formulated by the agent includes an identifier for the allocation counter, location
of the allocation counter in the given execution path, the count value for the allocation counter, and semantics of a
counter increment in form of allocations represented by one counter increment.

[0037] Theasecond setofexecution pathsinthe applicationisidentified only when the count values exceed a threshold.
[0038] Prior to the step of identifying a second set of execution paths, count values to nodes and edges in the control
flow graph with unknown count values are propogated using a propagation rule set.

[0039] In another aspect, the method includes recursively propagating count values to nodes and edges in the control
flow graph with unknown count values using a propagation rule set; identifying one or more nodes or edges in the control
flow graph with unknown count values; recursively propagating count values to nodes and edges in the control flow
graph with unknown count values using dominance relationships between nodes and post dominance relationships
between nodes when one or more nodes or edges in the control flow graph are identified with unknown count values;
determining whether new count values were propagated using dominance relationships and post dominance relationships
and repeating the steps of recursively propagating count values when new count values were propagated using domi-
nance relationships and post dominance relationships. The method further includes: recursively propagating ranges for
count values to nodes and edges in the control flow graph with unknown count values using dominance relationships
between nodes and post dominance relationships between nodes; identifying one or more nodes or edges in the control
flow graph with unknown count values; and recursively propagating ranges for count values to nodes and edges in the
control flow graph with unknown count values using the propagation rule set.

[0040] Count values to nodes and edges in the control flow graph are propogated using dominance relationships
between nodes and post dominance relationships between nodes by generating a dominance tree from the control flow
graph; generating a post dominance tree from the control graph; identifying pairs of nodes that are in both a dominance
relationship and a post dominance relationship; and propagating the count values between the identified pair of nodes.
[0041] A computer-implemented system is also provided for monitoring memory allocation during execution of an
application in a distributed computing environment. An agent is instrumented on a host computing device, where the
application resides on the host computing device and is executed by a processor of the host computing device. The
agent includes: a control flow extractor configured to receive bytecode for the application and construct a control flow
graph for the application from the bytecode; a path builder configured to identify execution paths in the application such
that each node in the control flow graph belongs to only one identified execution path; a counter positioner configured
to receive the identified execution paths from the path builder and, for each identified execution path, determines a
location for an allocation counter in a given execution path; and instrumentor configured to receive the determined
locations of the allocation counters and, for each identified execution path, instruments the given execution path with
an allocation counter at the determined location for the given execution path, where the allocation counter increments
in response to execution of the given execution path and reports a count value for the allocation counter.

[0042] The counter positioner determines a location for the allocation counter in the given execution path that is an
edge in the control flow graph along the given execution path that is least shared amongst the identified execution paths.
[0043] In one aspect, the counter positioner determines a location for the allocation counter in the given execution
path by counting, for each edge in the given execution path, a number of other paths that join the given execution path
before the edge; counting, for each edge in the given execution path, the number of other paths that branch from the
given execution path after the edge; summing, for each edge in the given execution path, the counts; and selecting the
edge in the given execution path having the lowest sum as the location for the allocation counter.

[0044] The agent further includes a counter semantic calculator that determines semantics of an increment of the
allocation count of the given execution path as sum of memory allocation performed by the given execution path and
corrections for memory allocations reported by another allocation counter in an execution path different than the given
execution path. The counter semantics calculator corrects for memory allocations by subtracting memory allocations
from sum of memory allocation performed in a predecessor execution path that precedes the given execution path when
the given execution path branches from the predecessor execution path after the allocation counter in the predecessor
execution path, where the memory allocation subtracted from the sum are the memory allocations situated after the
given execution path branches from the predecessor execution path; adding memory allocations to sum of memory
allocation performed in a predecessor execution path that precedes the given execution path when the given execution
path branches from the predecessor execution path before the allocation counter in the predecessor execution path,
where the memory allocation added to the sum are the memory allocations situated before the given execution path
branches from the predecessor execution path; subtracting memory allocations from sum of memory allocation performed
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in a joined execution path that follows the given execution path when the given execution path joins the joined execution
path before the allocation counter in the joined execution path, where the memory allocation subtracted from the sum
are the memory allocations situated before the given execution path joins the joined execution path; and adding memory
allocations to sum of memory allocation performed in the joined execution path that follows the given execution path
when the given execution path joins from the joined execution path after the allocation counter in the joined execution
path, where the memory allocation added to the sum are the memory allocations situated after the given execution path
joins the joined execution path.

[0045] In another aspect, the agent receives the count value reported by the allocation counter and stores the count
value in a counter repository.

[0046] A monitoring server may be located remotely across a network from the host computing device, where the
agent periodically retrieves the count value from the counter repository, formulates memory allocation data for the given
execution path and send the memory allocation data to the monitoring server, where the memory allocation data includes
the count value. A sensor is instrumented in the application, where the sensor monitors execution of a transaction which
performs memory allocations and sends transaction data over the network to the monitoring node. The transaction data
may include at least one of an identifier for the transaction or an identifier for a thread which executed the application.
[0047] Variants of above embodiments may record allocation count data on a global, process level to provide overall
allocation count data representing the whole runtime of the process. Other variants may provide allocation count on a
thread level and still other variants may combine allocation monitoring with transaction execution monitoring and provide
allocation count data with a per transaction Further areas of applicability will become apparent from the description
provided herein. The description and specific examples in this summary are intended for purposes of illustration only
and are not intended to limit the scope of the present disclosure.

Description of embodiments

[0048] The drawings described herein are for illustrative purposes only of selected embodiments and not all possible
implementations, and are not intended to limit the scope of the present disclosure.

Fig. 1 provides a block diagram showing a monitoring system consisting in a monitoring server and an agent
deployed to a monitored application, where the agent uses control path optimized allocation counters
to monitor memory allocations.

Fig. 2 shows a block diagram of an agent that illustrates the interaction of different components like a control
flow extractor, a path graph builder, a counter positioner and an instrumentor to convert original
bytecode into instrumented byte code for the optimized monitoring of memory allocations.

Fig. 3 describes sequential conversion steps to create instrumented byte code from original byte code.

Fig. 4 contains a flow chart that describes the initial creation of instrumented byte code from original byte
code and the continuous monitoring of control flow frequency data and adaptation of the instrumented
byte code to changed control flow frequencies.

Figs. 5A-5D conceptually describe data records that may be used to model control flow graphs, execution paths
and per execution path allocation counters.

Fig. 6 contains a flow chart that describes the processing of original byte code of a method to create a control
flow graph describing the original byte code.

Fig. 7 provides a flow chart of the process that identifies the most probable path through the control flow
graph of a method.

Figs. 8A, 8B depict a process that identifies all other paths through the control flow of a method besides the most
probable path.

Fig. 9 shows a process that finds an optimal location for an allocation counter within the edges of a single
execution path.

Fig. 10 provides the flow chart of a process that calculates the semantic of an allocation counter of a path.

Fig. 11 describes the determining of the semantic of an allocation counter by considering the allocation counter
semantic of adjacent paths by an example.

Fig. 12 shows the flow chart of a process that uses measured execution frequency data describing the exe-
cution frequency of portions of the control flow graph of a method to calculate execution frequencies
for portions of the control path for which no measured execution frequency is available.

Figs. 13A, 13B  exemplary describes the calculation of execution frequency data using trivial propagation rules.

Fig. 14 shows an exemplary calculation of exact execution frequency data using dominance trees.

Fig. 15A, 15B describes the calculation of execution frequency range data using dominance trees by an example.

Figs. 16A, 16B  conceptually describes the correction of allocation count data in case of an exception.
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[0049] Corresponding reference numerals indicate corresponding parts throughout the several views of the drawings.

Detailed Description

[0050] Example embodiments will now be described more fully with reference to the accompanying drawings.
[0051] The present technology monitors memory allocations executed during the execution of code and provides
details about those allocations consisting in data describing the allocation e.g. in form of the type of allocated element
and in data describing the context of the allocation, like data describing the position of the allocation in the code consisting
e.g.inclass name, method name and line number or an identifier of a thread or transaction which performed the allocation.
[0052] Instrumentation technologies are used to acquire data about executed memory allocations, but instead of
instrumenting each allocation instruction with a counter to gather allocation data, the present technology analyzed the
control structure of the monitored code to identify portions of code that are executed in a strictly sequential way and
which contain at least one allocations. One counter may be placed in such identified code portions which then represents
and counts all allocations performed by a code portion. Therefore, one counter increment may count multiple memory
allocations which considerably reduces the monitoring overhead.

[0053] A conceptual overview of an allocation monitoring system is depicted in Fig. 1. The system consists in an agent
104 injected into a virtual machine 100 that executes an application 102, and a monitoring server 120 that communicates
with the agent 104 to receive allocation monitoring data. The virtual machine may be an Oracle Java® virtual machine
executing bytecode.

[0054] The agent 104 monitors and intercepts the loading of original bytecode 105 by a native loader 103. The native
loader may load the original byte code from a persistent storage like a hard disc when it is required for the execution of
the application. The agent 104 receives the original bytecode, analyzes it to extract the control flow graph of the byte
code and uses this control flow graph data to determine data describing an overhead optimal allocation instrumentation
for the original bytecode that minimizes the number of counter increments required to monitor all allocations performed
by the original bytecode. Determining the optimal instrumentation may also include the identification of a most probable
execution path using heuristics. The instrumentation may be performed in a way that the most probable execution path
contains the least counters to further reduce the monitoring overhead.

[0055] The original bytecode is transformed into instrumented bytecode using the previously determined instrumen-
tation description data and the instrumented bytecode is forwarded to the execution engine 101 of the virtual machine
instead of the original bytecode.

[0056] The application 102 executes the instrumented bytecode which in turn executes the allocation counters which
create allocation counter data 107 which is received by the agent. The agent 104 uses the counter allocation data to
create allocation monitoring data 110 describing observed allocations, which is sent to the monitoring server 120 for
analysis. The allocation counter data 107 is further used to calculate execution frequencies of different execution paths
through the instrumented bytecode. The execution frequency data may be used to determine if the assumption about
the most probable execution path used for the last instrumentation is still valid, e.g. by checking if this execution path
has the highest execution frequency. In case another path has the highest execution frequency, a new variant of instru-
mented bytecode is created that is optimized for the path with the highest execution frequency. This re-instrumented
bytecode 108 is then used for further executions.

[0057] Allocation monitoring data 110 may contain multiple allocation event records 111, each allocation event con-
taining data describing the allocation, e.g. in form of a type 112 of the allocated element, and data describing the context
of the allocation 113, e.g. in form of data describing the position of the allocation in source code like consisting in the
name of a method in which the allocation occurs, the name of the class containing the allocating method, and a line
number describing the exact position of the allocation within the method. The context data may also contain data
describing the runtime context of the monitored allocation, like an identifier for a thread or a transaction which performed
the allocation.

[0058] The allocation monitoring data is received by the monitoring server 120 which forwards it to an allocation data
analysis and visualization module for further processing.

[0059] The allocation monitoring concepts and mechanisms described herein may also be combined with a transaction
tracing system as e.g. described in U.S. patent 8,234,631 "Method and System for Tracing Individual Transactions at
the Granularity Level of Method Calls Throughout Distributed Heterogeneous Applications without Source Code Modi-
fications" by Greifeneder et al. Basically, the transaction tracing system monitors detects when the execution of a
transaction enters and exits a thread and stores correlation and measurement data in a thread-global storage area (e.g.
a ThreadLocal object in the Java® programming environment.). To combine the described allocation monitoring approach
with such a transaction tracing system it would be sufficient to store allocation counter update data in a thread-global
storage area that is accessible for the transaction tracing system, to capture an allocation count state for a thread when
amonitored transaction enters and exits the thread and to calculate the allocations performed by the monitored transaction
within the thread as difference of the allocation counts at thread entry and exit.
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[0060] The agent 110 may employ various strategies to send allocation monitoring data to the monitoring server.
Those strategies may contain but are not limited to sending allocation monitoring data with every counter update, sending
it cyclically like e.g. every 10, 30 or 60 seconds, sending it when a thread is terminated or sending it only once, before
the process running the agent is terminated. In case the herein described allocation monitoring technology is combined
with a transaction tracing technology, sending send allocation monitoring data may be performed when a monitored
transaction exits a thread of the application or if the monitored transaction terminates or exits the monitored process.
[0061] Referring now to Fig. 2, which shows a block diagram of the agent 104 illustrating the components used to
analyze incoming original bytecode, to generate instrumented bytecode with optimal allocation instrumentation, and to
store, process and forward allocation counter data.

[0062] The agent 104 receives original bytecode 105 which is forwarded to a control flow extractor module 200. The
control flow extractor module analyzes the received bytecode to create a corresponding control flow graph 211. Typically,
bytecode and other code consists in a sequence of instructions that perform tasks like arithmetical or logical operations
and instructions that transfer the execution to another position in the execution sequence, like jumps. Those jump
instructions may be used to implement loops or conditional executions. A control flow graph consists in nodes which
represent sequences of instructions and directed edges that represent transitions between those sequences. It describes
all possible execution paths of the received original bytecode. The extracted control flow graph 211 is forwarded to a
path graph builder 201.

[0063] The path graph builder 201 analyzes the received control flow graph 211 to identify paths through the control
flow graph. A path represents an alternating sequence of nodes, starting with a start node and ending with an end node.
Each node in the control flow graph belongs to exactly one path. On a branch in the control flow graph (i.e. a node with
more than one outgoing edges), the incoming path (i.e. the path to which the node with more than one outgoing edges
belongs) is continued at one of the arms of the branch and new paths are started with each other arm. On a join in the
control flow graph (i.e. a node with more than one incoming edges), the outgoing path (i.e. the path to which the node
with the more than one incoming edges belongs) is continued and the paths of all other incoming arms end.

[0064] There exist various ways to identify such paths through the control flow graph. The path graph builder uses an
approach that prioritizes paths with high execution probability. The path graph builder may first identify the path with the
highest execution probability or "hot" path, e.g. by starting at the entry edge of the control flow graph and then following
at each branch the most probable arm until a node with no outgoing edge is found. After the "hot" path is detected, the
path graph builder may, to identify all the other paths through the control flow graph, follow all lower priority arms of
branches until either a node with no outgoing edges or a join with an already existing path is found.

[0065] The control flow graph is enriched with the determined path data to create a path graph 213. The path graph
builder may use code structure based heuristics to identify the hot path if no counter data to calculate path execution
frequencies is available. Those heuristics may include but are not limited to the assumption that for "if" statements the
"if" block is less probable than the "else" block, or that blocks throwing exceptions are less probable than blocks throwing
no exception.

[0066] The path graph builder assigns each node of the control flow graph to exactly one path. As a control flow graph
of a method has only one entry block, only one path (the hot path) may contain this entry block. All other paths branch
of from another path and may end by either join into another path or by a block with no predecessor, i.e. a block that
has no predecessor. Therefore, a path that is not the hot path may start at any position of the control flow graph except
the entry block.

[0067] In case corresponding counter data is available in the counter repository 205 of the agent, the path graph
builder 201 fetches this counter data, uses the counter data to calculate execution frequency data for all nodes of the
control flow graph and determines the hot path and other paths based on the execution frequency data.

[0068] The created path graph 213 is sent to the counter positioner 202 which calculates an optimized counter position
for each identified path, in form of the control flow graph edge of the path in which the counter should be placed. The
counter positions are calculated with the optimization goal of overall minimal counter increments. This may be performed
by placing counters on those edges of paths that are least shared with other paths. As an example, the counter path
graph 215 has a node at the top which belongs to path "0", but this node is also executed with path "1", therefore this
node is shared between path "0" and "1". The two nodes in the middle are only executed either with path "0" or path "1"
and are therefore not shared.

[0069] The path graph 213 is enriched with the counter position data to create a counter path graph 215.

[0070] The counter path graph is used by the instrumentor component 204 to create instrumented bytecode 106. In
case an instrumented version of the bytecode is already available, but execution frequency data indicated that the hot
path assumption used to create this instrumented version of the bytecode is no longer valid, the instrumentor component
creates new instrumented bytecode optimized for the current hot path. This new instrumented bytecode may be referred
to as re-instrumented bytecode 108.

[0071] Inaddition to the instrumentor component, the counter path graph 215 is also processed by the counter semantic
calculator 203, which creates or updates 217 counter records 206 for each counter position identified by the counter
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positioner. Counter records 206 are stored in the counter repository 205 of the agent and may be used to store data
identifying a counter, the position of the counter within the counter path graph, the semantic of the counter (i.e. the
allocations that are represented by the counter) and a counter value.

[0072] Instrumented bytecode 106 is created by adding code that identifies a counter record 206 and increments the
counter value of the identified counter. Executing instrumented bytecode causes counter increments 107.

[0073] Coming now to Fig. 3 which visualizes the processing stages that are executed by the agent to create instru-
mented bytecode 106 from original bytecode 105. The processing starts with step 300 which fetches the original bytecode.
[0074] It should be noted that the illustrations of step 300 and 360 do not show original bytecode and instrumented
bytecode but show original and instrumented source code of a programing language like Oracle Java®. lllustrations
showing source code instead of bytecode were chosen because a source code representation is more expressive and
better understandable for the reader. The concepts described in Fig. 3 may be applied on bytecode and source code
with the same results.

[0075] Following step 310 creates a control flow graph 211 that represents the previously fetched bytecode. The
illustration of the created control flow graph starts with a node "A" which corresponds to line "new A();" in the bytecode
representation. The evaluation of the condition of the "if (...)" statement (e.g. the code represented by "...") is also part
of node "A", as this condition is always evaluated and a branch to one of the alternative successor blocks is performed
afterwards. Two outgoing edges connect node "A" with nodes "B" and "C". The outgoing edges represent the "if (...) {"
and "else" statements in the code representation and the nodes "B" and "C" represent the lines "new B();" and "new
C();". Nodes "B" and "C" are connected with two outgoing edges with node "D" which represents the code line "new
D();". The control flow graph shows that each execution of the received bytecode first executes node or block "A",
followed by either "B" or "C" and that after "B" or "C" block "D" is executed.

[0076] The subsequent branch probability analysis step 320 determines for each branch in the control flow graph (i.e.
nodes with multiple outgoing edges) the probability that a specific outgoing edge is followed. This determination may
be based on execution frequency data if it is available, or in case such data is not available may use certain heuristics.
More specific and by example of the control flow graph illustration 310, execution frequency data may show that of all
executions of the received bytecode, 70% followed the path "A" -> "B" -> "D" and 30% followed the path "A"->"C" ->
"D". A possible applicable heuristic for the case of missing frequency data would be the assumption that the execution
of an "if" branch is less probable than the execution of the corresponding "else" branch, leading to the result that "A" -
>"C"->"D" is more probable than the sequence "A" -> "B" -> "D".

[0077] The result of the branch probability analysis is used by the following path identification step 330 to first identify
a "hot" or most probable path through the control flow graph and then all other paths. It is noteworthy that only the "hot"
path represents a complete path through the control flow graph from the start node of the graph to one of its end nodes,
all other paths start at a branch point but do not contain the start node. In the example shown in the illustration, the "hot"
path P1 starts with node "A", then executes node "B" and ends after the execution of node "D". The only other path P2
starts atthe branch from node "A" to node "C" and ends with the join of the execution into node "D" after the execution of "C".
[0078] Atfterall paths throughthe control flow graph are detected, the following counter location and semantic calculation
350 step is executed to calculate counter placement and semantic data for each identified path. In the illustrative control
flow graph, a counter cnt1 for path P1 is located at the branch to node "B" and a counter cnt2 for path P2 is located at
the branch to node "C". The semantic of those counters represents the allocations that occur when the counter is
incremented. For cnt1, the semantic is an allocation of "A", "B" and "D", and for cnt2 the semantic is "A", "C" and "D" as
those allocations occur every time cnt1 or cnt2 are executed.

[0079] The calculated counter positions are used by the final instrumentation step 360 that enriches the original
bytecode with counter increment calls. In the illustrative instrumented bytecode, the line "inc(cntl);" in the "if* block
corresponds to counter cnt1 and the line "inc(cnt2)" in the "else" block corresponds to counter cnt2.

[0080] A flowchart describing the instrumentation process, the execution frequency monitoring and re-instrumentation
on a change of the "hot" path is shown in Fig. 4.

[0081] The process starts with step 400 when the loading of original bytecode 105 is requested e.g. by the execution
engine 101. Typically, bytecode is loaded in units of classes and each class may contain multiple methods. A method
represents an enclosed sequence of bytecode instructions with one defined entry and one or more exits. The process
is executed for each method contained in the original bytecode.

[0082] Subsequent step 401 extracts the control flow graph of the currently analyzed method. Extraction of the control
flow graph may be performed by sequentially analyzing each bytecode instruction of the method to identify instructions
performing jump operations and operations performing arithmetical, logical or other non-jump operations. Sequences
of non-jump operations may be represented as nodes in the control flow graph. Jump operations and sequential transitions
between nodes may be represented as edges in the graph. A detailed description of this process can be found in Fig. 6.
[0083] Following step 402 estimates the most probable path through the control flow graph as "hot" path and based
on the "hot" path determines all other paths through the control-flow graph. As there is no execution frequency data
available for new loaded bytecode, the path identification uses heuristics that are based on features of the loaded
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bytecode.

[0084] Afterwards, step 403 determines an optimal position for an allocation counter for each path identified in step
402. The optimization goal of step 403 is to minimize the number of counter increments during a single method call. As
aconsequence, the average number of monitored allocations per counter increment is maximized and the overall number
of counter increments is minimized. Step 403 may calculate a share count for each element of the control-flow graph
as the number of paths that cause an execution of the control-flow graph and then identify for each path the control-flow
graph element with the lowest share count as optimal counter position. A detailed description of the counter positioning
process can be found in Fig. 9.

[0085] Step 404 calculates the semantic of each counter determined in step 403. The semantic of a counter specifies
the allocations represented by the counter. Input for the calculation of the counter semantics are the allocations of control-
flow block belonging to the path of the counter and influences of counters belonging to its branch and join path. The
counter semantic calculation is described in more detail in Fig 10.

[0086] After counter positions and semantics are calculated, step 405 is executed which transforms the original byte-
code into instrumented bytecode by enriching the original bytecode with code that performs counter updates. Counter
update code is inserted into the original bytecode according to the optimal positions calculated step 403. The execution
of counter update code first identifies and fetches a counter record 206 stored in the counter repository 205 of the agent
104 and then increments the count value 534 of the fetched counter record. In addition to instrumenting original bytecode
with counter updates, step 405 may also add corresponding counter records 206 to the counter repository 205. Counter
records may next to a count value contain further data describing the counter, like the allocations recorded by the counter.
Following step 406 forwards the instrumented bytecode to the execution engine for execution instead of the original
bytecode and step 407 start monitoring the executions of the instrumented bytecode using the counter performed updates.
The counter update data may be used to report allocations performed by monitored code. Following decision step 408
check if the instrumented bytecode is unloaded by the virtual machine, e.g. because it is no longer required for the
execution of the application and may therefore be removed. In case the instrumented bytecode is unloaded, the process
ends with step 414. Otherwise, the process continues with step 409 which determines if sufficient new counter data is
available for a re-evaluation of the current hot path assumption. Step 409 may e.g. check if the lowest or average counter
increments of all counters of the current method, or the counter increments of the hot path of the current method since
the last hot-path re-evaluation is above a certain threshold. Exemplary values of this certain threshold include 100, 1000
or 10000 evaluations. In case the threshold is not exceeded, the process continues with step 407.

[0087] Otherwise step 410 is executed which uses the recorded counter increments since the last re-evaluation to
derive execution frequency data for all elements of the control-flow of the current method. The calculation of execution
frequency data is described in detail in Figs. 12 to 15.

[0088] The execution frequency data is used in step 411 to determine if the current hot path assumption is still valid.
To determine if the current hot path assumption is still valid, step 411 may e.g. check if the execution frequency data
calculated by step 410 indicates that the current hot path is still the path with the highest execution frequency. In this
case, the current hot path assumption remains valid and the process continues with step 407.

[0089] Otherwise, step 413 is executed which identifies a new hot path and all other paths according to the current
execution frequency data. Afterwards, the process continues with step 403 to perform a re-instrumentation based on
the new hot path assumption.

[0090] Some execution environments do not provide mechanisms to update the bytecode of a single method, they
only provide mechanism to update the bytecode of a whole class containing multiple methods. In such environments,
the re-instrumentation process must consider that only one or a subset of the methods of a class may be re-instrumented
and e.g. only reset input data for execution frequency calculations for those methods that were re-instrumented.
[0091] Referring now to Fig. 5 which shows data structures that may be used to store control-flow graphs, paths and
counter records.

[0092] A flow graph block 501 as shown if Fig. 5a may be used to represent a node or block of a control-flow graph
and may contain but is not limited to a bytecode start index 502 identifying the first bytecode instruction of the block
which may also serve as identifier of the block within the control-flow graph it belongs to, a bytecode end index 503
identifying the last bytecode instruction of the block and an allocation list 504 containing allocation records 505 that
describe allocations performed by instructions of the described block 501. An allocation record 505 may contain but is
not limited to a type field 506 that may be used to identify the type of object that was allocated and a bytecode index
507 specifying the position of the allocation within the bytecode of a method. The bytecode index 507 of an allocation
entry may also be used to determine the position of an allocation in the corresponding source code.

[0093] A flow graph edge record 510 as shown in Fig. 5b may be used to represent an edge in a control-flow graph
which describes an execution transition from a source block to a destination block. A flow graph edge record may contain
but is not limited to a source block identifier 511 identifying the block 501 at which the edge starts, a destination block
identifier 512 which specifies the block at which the edge ends and a counter identifier 513 specifying the identifier of
the counter associated with the flow graph edge in case a counter should be placed at the edge. The counter identifier
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may be omitted for edges on which no counter is placed.

[0094] Flow graph path records 520 which are shown in Fig. 5¢ may be used to represent paths through a control-
flow graph and may contain but are not limited to an identifier 521 which identifies a path within its control-flow graph,
an branch block identifier 522 which identifies the block 501 at which the path split from another path, a join block identifier
523 identifying the block 501 at which the path joins another path and a list of block identifiers 524 containing block
identifiers 525 of blocks 501 of the path in execution order. The identifier of a flow graph path may also describe the
execution probability or priority of a path, with a value of 0 indicating the most probable or hot path and with increasing
values indicating lower execution probability. Both branch block identifier 522 and join block identifier 523 are optional,
as e.g. the path starting with the first or entry block does not branch from another path and paths e.g. ending with a
block that returns from the current method do not join another path.

[0095] A counterrecord 206 as shown in Fig. 5d may be used to store data describing an allocation counter. A counter
record 206 may contain but is not limited to an identifier 530 which identifies a counter record 206 within the counter
repository 205 of the agent and which is used by counter update code of instrumented byte code to identify its corre-
sponding counter, a position field 531 specifying the bytecode index of the counter, a semantic field 532 defining the
semantic of the counter in terms of allocations represented by the counter, a branch and join correction field 533 that
may be used to temporarily store data describing influences that join and branch path of the current path have on its
semantic, and a count field 534 to store the execution count of the counter.

[0096] The semantic field 532 may contain for each allocation performed by the path monitored by the counter data
describing the type of the allocated object and the position of the allocation, e.g. in form of a bytecode index of the
corresponding allocation instruction. It is noteworthy that the semantic field may also contain data describing corrections
for allocations counted by paths from which the current path branched or into which the current path joins.

[0097] As an example, a first path may perform the allocations "A" and "B", a current path may branch from the first
path between "A" and "B", therefore skipping the allocation of "B". The current path may allocate "C". The counter of the
first path may be placed before the branch and therefore count allocations "A" and "B" regardless if the current path is
executed or not. In case execution branches to the current path, both counters of the first path and the current path are
executed, and would without correction report an allocation of "A", "B" and "C". As execution branched from the first
path to the current path, the allocation of "B" was not performed. To correct this, the semantic of the counter of the
current path may in addition to an allocation of "C" describe a negative allocation of "B" to compensate the incorrect
report of an allocation of "B" by the counter of the first path. A detailed description of the counter semantic calculation
can be found in Fig. 10.

[0098] Coming now to Fig. 6 which provides a flow chart of the process to calculate a control flow graph corresponding
to the bytecode of a method. The process starts with step 600 when the control flow extractor 200 receives original
bytecode 105 of a method. Following step 601 fetches the first instruction of the received bytecode and marks the
bytecode index of the first bytecode instruction as block delimiter. The bytecode of a method consists in a sequence of
bytecode instructions and the bytecode index of an instruction represents the position of the instruction within this
sequence. Marking a bytecode index as block delimiter may be performed by adding the index to a list of block delimiter
indices.

[0099] Afterwards decision step 602 checks if a next bytecode instruction is available. In case it is available, step 603
is executed which fetches the next bytecode instruction form the bytecode sequence. Following decision step 604
analyzes the fetched bytecode instruction and determines if it is a jump instruction. In case it is no jump instruction the
process continues with decision step 611 which determines if the instruction is an allocation instruction. In case the
instruction is no allocation, the process continues with step 602 to analyze the next bytecode instruction. In case the
instruction is an allocation, step 612 is executed which determines the type of allocated object and marks the bytecode
index as allocation of that type. Typically, an allocation instruction is parameterized with the type of an object that should
be allocated and the allocation instruction reserves the amount of heap memory that is required to store an object of the
received type. This object type is herein also referred as allocation type. Marking a bytecode index as allocation may
be performed by adding a tuple containing the index of the allocation instruction and the allocation type to an allocation
list. After step 612 the process continues with step 602 to analyze the next bytecode instruction.

[0100] In case step 604 determines that the current bytecode instruction is a jump instruction, step 605 is executed
which marks the bytecode index of the jump instruction as block delimiter. A jump instruction transfers the execution to
another position and terminates the current sequential instruction execution which also ends the current control flow block.
[0101] Following step 606 determines the jump targets of the jump instruction. Different variants of jump instructions
have different numbers of jump targets. Unconditional jumps have one jump target to which the execution is always
transferred, conditional jumps evaluate an expression and only transfer the execution to the jump target if the result of
the evaluation has a specific value. Otherwise, the execution continues after the conditional jump expression. Some
jump instructions, like "switch" instructions allow to specify multiple jump targets with one jump instruction.

[0102] Following step 607 selects those jump targets that indicate a jump into the currently analyzed bytecode. Other
jump targets would transfer the execution to a bytecode sequence that is outside of the currently analyzed bytecode
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which should not be represented in the control flow graph of the currently analyzed bytecode. Examples for instructions
that transfer the execution to a position outside the analyzed bytecode are "return" instructions that exit the current
method and return to the caller method and "throw" instructions that throw an exception and cause a transition of the
execution to code that handles the thrown exception which is typically also outside the analyzed bytecode.

[0103] Step 608 afterwards marks the bytecode indices of the jump targets selected in step 608 as block delimiters.
A jump target index represents an index to which execution is transferred to start a new execution sequence. Therefore,
a jump target starts a new block of the control flow graph. Following step 609 creates flow graph edges 510 for each
selected jump target and sets the source block identifier 511 to the index of the jump instruction and the destination
block identifier 512 to the index of the corresponding jump target.

[0104] Step 610 analyzes for each selected jump target if its predecessor bytecode instruction is an unconditional
jump. In case the predecessor of the jump target is an unconditional jump to a different position than the index of the
jump target, the index of the jump target cannot be reached by the execution of the instruction with a bytecode position
directly before the jump target. In case the predecessor bytecode instruction is no unconditional jump, the jump target
index can be reached after the execution of its predecessor bytecode instruction. As the jump target can be reached
from its direct predecessor bytecode instruction that belongs to a block ending with this predecessor instruction, a flow
graph edge 510 is created for those jump targets with a predecessor instruction that is not an unconditional jump, its
source block identifier is set to the byte code index of the predecessor instruction and its destination block identifier is
set to the index of the jump target. Afterwards, the process continues with step 602 to determine if a next bytecode
instruction is available. In case no next bytecode instruction is available, the process continues with step 613 which
creates control flow graph blocks 501 for the detected block delimiters and allocations.

[0105] Step 613 starts with the first two block delimiters and creates a block 501 using the first of the two delimiters
for the bytecode start index 502 and the second delimiter for the bytecode end index 503. Afterwards, allocations with
a bytecode index between start and end index are fetched, corresponding allocation records 505 are created and stored
in the allocation list 504 of the created block. Step 613 creates a block for each recorded block delimiter pair. Step 614
selects those created control flow graph edges with a source block identifier pointing to the end index of a block and
changes the source block identifier to point to the start index of the block. Such control flow graph edges were created
by step 609 and 610 which created edges from a jump (end of a block) to a jump target (start of a block), because at
this point the startindex of the block that is ended by the jump instruction is notknown. The process then ends with step 615.
[0106] Following section describes the mapping of specific control flow structures to a control graph.

Forward Jumps

[0107] Jump instructions always are the last instruction of the block they belong to, i.e., the origin block, because they
cause the control flow to jump to another block. We therefore close the working block whenever we encounter a jump
instruction. They also create an edge from the working block to the jump successor, i.e., the block that starts at the index
targeted by the jump instruction. In the case of forward jumps the targeted index is higher than the current index, i.e.,
the iteration has not reached the index yet. We handle jump instructions by closing the working block. The jump instruc-
tion’s index becomes the working blocks end index. In order to connect the block to its successors we parse the target
index. We then check the block map for this index. If the index is marked as unvisited we create a new block starting at
this index. We also mark the block map accordingly, as block start. If the index is marked as block start then we already
handled another forward jump to this index. The targeted block therefore already exists. Either way, we connect the
working block and the target block. Connecting the jump target is the last step of handling unconditional jumps because
they always execute a jump. Conditional jumps, however, do not always execute a jump. If their condition check fails,
execution continues at the sequential successor. We therefore have to check the block map at the index of the following
instruction. Just as before, this index is either unvisited or contains a block start. If it is unvisited, we create a new block
at this index and mark the block map accordingly. If it is marked as block start, a previous jump instruction has already
created a block for this index. Either way, we connect the working block and this block, i.e., its sequential successor.
Connecting the working block’s successors concludes the handling of jump instructions. Unconditional jumps always
have one successor, the jump target. Conditional jumps always have two successors, the jump target and the sequential
successor. However, there are cases where the jump target and the sequential successor are identical, e.g., if(...) {}. In
these cases the control flow graph only shows a single edge between the origin block and the target block. This is correct
in the sense that the control flow can only reach the target block when it leaves the origin block. It can, however, reach
the target block in two different ways, i.e., by either executing or not executing the jump. It assumes that an edge is
either a jump or a sequential connection. Fortunately, identifying these cases is simple. If we know the index of a jump
instruction, we also know the index of its sequential follower. We identify these cases by checking if jump target and
sequential follower are equal.
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Switches

[0108] For the purpose of building the control flow graph, switches are forward jumps with multiple targets. Switch
instructions do not have a single jump target index. Instead they encode a table of key value pairs. The values in the
table are jump target indices. During execution, switch instructions us their provided parameter as key. They then cause
a jump to the target index mapped to this key in their table. The two existing types of switch instruction only differ in how
they use the keys to access the values in the table. The tableswitch instruction maps one key to one value. The parameter
is used as an index to directly access the value. The lookupswitch instruction maps key ranges to one value. The
parameter has to be compared to every range to access the value. In addition to the table, switch instructions also
contain a default target index. If the provided parameter does not match any of the table’s keys then the switch statement
causes a jump to this default target index. Handling a switch instruction is similar to handling an unconditional jump. The
switch instruction becomes the last instruction of the working block and closes the working block. Instead of one target
index, we have to handle every target index in the table as well as the default target index. We connect each of these
targets to the working block. Since a switch instruction always causes a jump, we do not connect the working block’s
sequential successor.

Backward Jumps

[0109] So far, we assumed that every handled jump targets an index higher than the current index. Consequently,
these jumps either target unvisited instructions or block starts. This is different for jumps that target indices lower than
the currently handled index, i.e., backward jumps. Backward jumps always target indices that are either the start, or part
of a closed block. Every block starting before the working block must be closed, otherwise it would still be the working
block itself. The working block itself is also closed due to the currently handled (backward) jump instruction. The block
map reflects this. If the jump target entry is marked as block start, we handle the backward jump like any forward jump
to an existing block. If the jump target entry is marked as handled, then the jump target is part of a block that starts at
aprevious address. Since, per definition, a block can only be entered at its block start, we have to split the block containing
the jump target, i.e., the base block.

Returns and Throws

[0110] Unlike jump instructions, return and throw instructions do not just redirect control flow to a designated index
within the method. Return instructions terminate the method, i.e., control flow leaves the method’s bytecode. Throw
instructions throw a new exception. This causes the control flow to continue at a handling catch block. The VM determines
the handling catch block at run time, by checking the methods on the call stack. It first checks if the throwing method
has a suitable catch block, if not it continues at its caller and so on. This means that control flow may leave the method
after a throw instruction is executed. We therefore treat them like return instructions, i.e., assume that the throw instruction
terminates the method. In cases where the handling catch block is in the same method, our default catch block handling
correctly represents the control flow. Handling return and throw instructions is similar to handling unconditional jump
instructions. The return or throw instruction becomes the last instruction of the working block, and we close the working
block. However, return and throw instructions cause control flow to exit the method. The closed working block therefore
does not have any successors within the method.

Exception Catch Blocks, JSR and RET

[0111] Java’s exception handling poses a problem for our control flow graphs. Up to this point, we have assumed that
control flow enters a method at a single point of entry, i.e., the first instruction of the method. The block starting at this
instruction is the methods entry block. It then traverses the bytecode until it reaches areturninstruction or throw instruction.
This assumption is broken by catch blocks. Catch blocks are sequences in a methods bytecode that cannot be reached
by the regular control flow of a method. Instead, every method has a table containing the index of the first instruction of
every catch block. In addition, this table contains information which exceptions each particular block handles. When an
exception occurs the JVM checks this exception table. It then directs control flow to the first instruction of the handling
catch block. Adding these catch blocks to the control graph does not require specialized handling. Since the catch blocks
are part of the method’s bytecode we detect them in the same way we detect any other block. Each catch block creates
a subgraph that cannot be reached from the main method graph. This is accurate because catch blocks are only executed
in case an exception occurs. We keep track of the entry blocks for these unreachable subgraphs. These entry blocks
are starting points for paths during the subsequent path building process. The main graph may be reachable from each
catch block subgraph because control flow can return to the main method after a catch block has been executed.

[0112] In earlier versions of Java, the instructions jsr (jump to subroutine) and ret handled finally blocks. As the name
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implies they create a subroutine, i.e., a method within a method. Although these instructions are deprecated they still
occur at times. The jsr instruction performs an unconditional jump to a given target index. Before jumping it places the
index of the following instruction on the operand stack. Its original purpose was entering finally blocks. The jsr instruction
is paired with the ret instruction. The ret instruction expects a target index on top of the operand stack, i.e., the index
the jsr instruction placed there. It therefore pops the top value from the operand stack and jumps to it. The purpose of
this instruction pair was to make a subroutine reachable from different locations in the method. Once the subroutine was
executed, control flow would then return to the location from which it was "called" instead of a statically fixed location.
Creating the control flow graph for method’s with jsr and ret instructions used for their initial intention is possible. However,
jsr and ret instructions are also used by code obfuscaters to obscure a method’s control flow. Since the jsr instruction
places the return address on the operand stack, it can be replaced or removed by other instructions before aretis called.
Breaking code obfuscation is not within the scope of this work. We therefore assume that any occurrence of jsr and ret
behaves as originally intended, i.e., jumps to a subroutine and returns back to the instruction after the jsr. This assumption
makes handling jsr and ret simple. We treat jsr instructions as an instruction that does not affect control flow. We treat
ret instructions the same as return instructions, i.e., assume that they cause control flow to leave the method. Subroutines
are only reached by jsr jumps and cannot be reached by regular control flow. This leads to subroutines becoming
disconnected subgraphs, just as catch blocks. Unlike catch blocks, however, subroutines are always completely dis-
connected from the main graph, i.e., the main graph is never reachable from a subroutine. This correctly represents the
original intention of jsr and ret, i.e., creating a method within a method.

[0113] Referring now Fig. 7 which provides a flow chart of the process to identify the most probable execution path
through a control flow graph. The process starts with step 700 when a control flow graph of a method is received.
Following step 701 creates a flow graph path record 520 and sets its identifier/priority field 521 to a value indicating the
hot or most probable path. A value of 0 may be used to indicate the hot path. Subsequent step 702 fetches the block of
the control flow graph that contains the method entry. The method entry is always executed when a method is executed,
therefore the block containing the method entry always belongs to the hot path. To find the block with the method entry,
the control flow graph may either be queried for a block without a predecessor block, or for a block with a start bytecode
index of 0. The block containing the method entry is appended to the block list 524 of the earlier created flow graph path
record.

[0114] Following step 703 fetches the descending blocks of the current block by identifying those blocks that are
connected to the current block with a control flow edge going out of the current block. Decision step 704 checks if
descendingblocks are available. In case descending blocks are available, decision step 705 checks if execution frequency
data is available. In case no frequency data is available, step 706 is executed which determines the most probable
descending block using heuristics. Otherwise, step 707 is executed which uses execution frequency data to determine
the most probable descending block. After step 706 or 707 step 708 is executed which appends the most probable
descending block to the block list 524 of the flow graph path 520 created in step 701. The other descending blocks are
added to a branch block list for later processing. After step 709, the process continues with step 703 which fetches the
descending block of the block identified in step 706 or 707 as most probable descending block. In case subsequent
decision step 704 determines that no more descending blocks are available, the hot path is finished and the process
continues with step 710 to process the branch block list to calculate the other paths through the control flow graph (for
details see Figs. 8a and 8b). The process then ends with step 711.

[0115] Processes that may be used to create secondary paths after the creation of a hot path are described in Fig.
8., Fig. 8a describes the processing of a branch block list as created by the process described in Fig. 7 or the process
described in Fig. 8b. A branch block list contains blocks that branch of from an already identified path. The process is
executed for each created branch block list and starts with step 800 when a new branch block list is received. Following
step 801 sorts the branch block list by the branch probability, from highest to lowest branch probability and subsequent
step 802 creates a secondary path (for details see Fig 8b) for each branch block, starting with the most probable branch
block. The process then ends with step 803.

[0116] The process of creating a secondary path is described in Fig. 8b. The process is executed for each block in
each branch block list and starts with step 810 when a branch block is selected for processing. Following step 811
creates a flow graph path 520 and sets its identifier/priority to the value indicating the next lower priority. Flow graph
paths may be assigned incrementing identifiers, with higher values indicating a lower priority or execution probability.
Step 811 further determines the branch block identifier 522 for the created flow graph path by first fetching the predecessor
blocks of the incoming branch block, selecting the predecessor block which belongs to the path from which the currently
analyzed path branched and setting the block identifier 522 of the created flow graph path 520 to the identifier 502 of
the selected predecessor block. To ease the selection of the correct predecessor block, a branch block list may not only
contain data describing the branch blocks of a path but also an identifier of the path for which the branch block list was
created. To identify the correct predecessor block, step 811 may select the predecessor block of the incoming branch
block that belongs to the path that has an identifier equal to the path identifier stored in the branch blocks list.

[0117] The incoming branch block is appended to its block list 524 of the created flow graph path 520. Afterwards, a
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local branch blocks list to store the branch blocks of the currently created path is created.

[0118] Following step 812 fetches the descending blocks of the current block (i.e. the incoming branch block) and
subsequent decision step determines if descending blocks are available. If no descending blocks are available, the
current path is finished and the process continues with step 821 to process the local branch blocks list (see Fig. 8a).
The process then ends with step 822. In case descending blocks are available, steps 814, 815 or 816 and 817 are
executed which determine the most probable descending block either using execution frequency data or heuristics and
add other descending blocks to the local branch blocks list, identical to steps 705, 706 or 707 and 709 of the process
described in Fig. 7. After the most probable descending block is identified, decision step 818 check if this block is free.
The block is free if it does not already belong to another, earlier identified path. In case the block is free, it is appended
to the block list in step 819 and the process continues with step 812 to fetch the next descendant blocks. In case step
818 detects that the most probable descendant block is not free, its identifier is set as the join block identifier 523 of the
created flow graph path by step 820. With the identification of its join block, the current path is finished the process
continues with step 821 to identify further paths using the branch blocks stored in the local branch block list. The process
then ends with step 822.

[0119] Following section describes additional details of the path graph creation process.

Looping Path Handling

[0120] We detect loops during path building when the currently built path, i.e., the detecting path, chooses a successor
block that already belongs to the path. We call this block the header block of the detected loop. The looping path segment
following the header block is the detected loop’s body.

[0121] We handle these loops by branching off the loop’s body into a separate path, the lasso. However, lassos may
contain unhandled branching blocks from which other paths may branch off from. We created these unhandled branching
blocks when the lasso was still part of the detecting path. Since the detecting path itself is unfinished we postpone
handling these branching blocks. We add any lasso split off from the detecting path to a list. We handle the entries in
this list once the detecting path is finished. The header block is now the detecting path’s tail block. We continue building
the detecting path as before by choosing a successor for the header block. The presence of lassos restricts this selection.
The detecting path can not pick a block that belongs to one of its lassos as successor. Doing so would cause the detecting
path to join a path that branched off from itself. This would make creating a counter for either path impossible. We build
path counters in the same order as we created the paths. This should ensure that when we build a path counter, any
other path counters required are already finished. Lassos break this assumption. They are created after the detecting
path, but before the detecting path is completed. Their counters, however, are created after the detecting path’s counters.
If the detecting path would be allowed to join its own lasso, we therefore could not create either counter. Each counter
would require the other to be created first. We therefore introduce another invariant. A detecting path can never choose
a successor that is part of one of its lassos. This ensures that counters can be constructed for sequential as well as
looping control flow. The restriction on possible successors can lead to situations where a path’s tail block only has
successors belonging to lassos. Since every successor is therefore invalid we have to end the path. In these cases, we
still have to ensure that the edges from the tail block to the invalid successors are assigned to a path. The tail block
therefore becomes the last open branching block of the path. When this open branching block is handled, it creates
empty paths to all invalid successors. Splitting off lassos and restricting the possible successors are the only changes
required to the path building process. Once we complete the detecting path we handle its open branching blocks. We
also handle the open branching blocks of its lassos, like any other open branching blocks. The resulting side paths are
not restricted in their choice of successors since they are created after the detecting path is finished.

[0122] Coming now to Fig. 9 which shows the flow chart of a process that may be used to identify optimal counter
locations for identified paths through a control flow graph. The process is executed for each identified path and starts
with step 900 when a new path is received for which a counter position should be calculated. Subsequent step 901
identifies for each edge of the current path the number of other paths that join the current path before the edge and the
number of other paths that branch from the current path after the edge. The paths joining before or branching after the
edge also cause an execution of the edge, therefore the edge is "shared" with those paths. The sum of paths joining
before and branching after the edge is referred to as "share count" of the edge. It is desired to place a counter at the
edge with the lowest share count, as this is the most unique edge of the path and placing counters at edges with the
lowest share count helps to decrease the average counter increments per method execution, in the best case to one
counter increment for each allocating method execution.

[0123] Calculating the share counts of edges may be performed by first initializing the share count of each edge of
the control flow graph with the value 1. Afterwards, the identified paths of the control flow graph are processed sequentially
by iterating over the blocks of the paths and processing detected branch and join blocks of each path.

[0124] Whenever a branch block is detected (i.e. a block with more than one outgoing edge) then the share count of
all edges of the path that are preceding the branch block is increased by the number of branching off paths (i.e. number
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of outgoing edges of the path minus one as one outgoing edge belongs to the currently processed path). The share
count of preceding edges of the predecessor paths of the currently processed path is also increased by the number of
branching off paths.

[0125] When a join block is detected (i.e. a block with more than one incoming edge) then the share count of all edges
of the path that are succeeding the join block are increased by the number of joining paths (i.e. the number of incoming
paths minus one). The share count of the succeeding edged of the successor paths of the currently processed path is
also increased by the number of joining paths.

[0126] After the share count of every edge is determined, step 902 is executed which selects those edges that are
adjacent to an allocating block as edge candidates for counter placement. The process described in Fig. 6 creates the
whole control flow graph of a method. This control flow graph may also contain blocks that perform no allocations. Placing
a counter in an edge that connects two blocks that perform no allocation is not desired, because it increases the likelihood
that other paths have to correct this counter because the counter assumes that all of its allocations will be reached
eventually, or have been reached on the way to the counter. Placing the counter adjacent to one of the path’s allocating
blocks reduces the probability that other counters having to correct because the adjacent allocation(s) are reached via
the edge the counter is placed on. When no edge with an adjacent allocating block is found, the currently analyzed path
performs no allocation. As the path performs no allocation, there is also no counter placed in it.

[0127] Following step 903 selects the edge with the lowest share count from the edge candidates identified by step
902. The process then ends with step 904.

Coming now to Fig. 10 which shows the flow chart of a process that calculates counter semantics for counters of paths
through a control flow graph. The counter semantic calculation for a method is performed after the positions for the
counters of all paths through the control flow graph of the method are calculated and corresponding counter records
206 are available.

[0128] The process is executed for each identified path and starts with step 1000 for a path for which the semantics
of its predecessor and successor paths are already calculated. The predecessor path of a given path is defined as the
path from which the given path branches and the successor path of the given path is defined as the path into which the
given path joins. As the hot path has no predecessor and successor per definition, semantic calculation may start with
the hot path.

[0129] Following step 1001 determines the allocations performed by the current path, e.g. by selecting all allocation
records 505 of all blocks 501 referred in the block list 524 of the currently processed flow graph path and by setting the
semantic field 532 of the corresponding counter record 206 to a value representing the allocations performed by the path.
[0130] The semantic field 532 of a counter may be used to represent allocations performed by the path corresponding
to the counter and corrections of allocations counted by counters of other paths that are not performed when the current
path is executed.

[0131] Allocation corrections may contain positive and negative allocation counts, as counters of branch or join path
of a current path may be skipped in case the current path is executed and allocations performed by those paths are
incorrectly not counted. This may be corrected by positive allocation count corrections. In case counters of branch or
join path of a current path are executed, they may incorrectly count allocations that are not performed when the current
path is executed. This may be corrected by negative allocation count corrections.

[0132] To represent both allocation and correction data, some embodiments may provide semantic fields 532 that
contain a list of positive allocations and a list of negative allocations, both lists containing allocation records 505.
[0133] In such embodiments, step 1001 may add the allocation records describing the allocations of the current path
to the list of positive allocations.

[0134] Following step 1002 determines the position of the counter of the predecessor or branch path in relation to the
location of the branch that started the current path and subsequent decision step 1003 checks whether the counter
position of the predecessor path is before or after the branch. In case the predecessor counter is placed before the
branch to the current path, which indicates that the predecessor counter is executed with the current path, step 1004 is
executed. Step 1004 determines those allocations that are incorrectly counted by the counter of the predecessor because
they are not performed in case the current path is executed. Those allocations include all allocations counted by the
predecessor counter that occur after the branch to the current path. This contains allocations of the predecessor path
performed after the branch, and allocations contained in the join correction of the predecessor path, i.e. corrections of
the predecessor path to compensate counts of the path into which the predecessor joins.

[0135] Step 1004 may negate the identified incorrect allocations and add them to the branch portion of the branch
and join correction field 533 of the counter corresponding to the current counter. The branch and join correction field
533 may contain lists for positive and negative branch corrections and lists for positive and negative join corrections.
Negating the identified incorrect allocations and adding them to the branch correction lists may be performed by adding
those identified allocations of the predecessor counter that are in a positive allocation list to the negative allocation list
of the current branch correction of the current counter and vice versa.

[0136] Incase step 1003 determines that the counter of the predecessor path is located after the branch to the current
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path and the predecessor counter is not executed with the current path, step 1005 is executed which identifies those
allocations that are performed in case the current path is executed but that are not counted because the counter of the
predecessor path is not executed. Those allocations include allocations of the predecessor path that occurred before
the branch to the current path and the allocations contained in the branch correction of the predecessor path. Those
allocations are added to the branch portion of the branch and join correction of the current path.

[0137] Step 1006 is executed after step 1004 or 1005 and determines the position of the counter corresponding to the
successor path in relation to the position of the join of the current path into its successor path. Subsequent decision step
1007 determines if the position of the counter corresponding to the successor path is before or after the join of the current
path and in case the successor counter is before the join, continues the process with step 1008. If the successor counter
is located before the join, it is not executed in case the current path is executed and step 1008 identifies those allocations
that were performed but are not counted by the successor counter because it is not executed. Those allocations contain
the allocations performed by the successor path after the current path joined into it and the join correction of the successor
path. Those allocations are added to the branch and join correction field 533 of the counter corresponding to the current
path.

[0138] In case the counter of the successor path is located after the join which means that the counter of the successor
path is executed with the execution of the current path, step 1009 is executed which identifies those allocations that
were counted by the counter of the successor path which are not performed in case of the execution of the current path.
Those allocations are all allocations of the successor path that are located before the join and all allocations of the branch
correction of the current path. Those allocations are negated and added to the join portion of the branch and join correction
533 of the counter of the current path.

[0139] After step 1008 or 1009 step 1010 is executed which calculates the semantic of the current counter as the sum
of the allocations of the current path and the calculated branch and join correction.

[0140] Calculating the sum of those allocations may be performed by appending the positive allocations of the branch
and join correction to the positive allocation list of the semantic field and appending the negative allocations of branch
and join to the negative allocations list of the semantic field. Allocations that are contained in both positive and negative
allocation list of the semantic field may be removed from both lists.

[0141] The process then ends with step 1011. After the counter semantics of all paths of a method are calculated, the
value of branch and join correction field 533 of the corresponding counters is no longer needed and may be cleared. It
is noteworthy that some paths may have no predecessor or successor path (e.g. the hot path). In this case, the steps
to calculate the corresponding branch correction (e.g. step 1003, 1004 and 1005) or join correction (e.g. step 1007, 1008
and 1009) may be omitted.

[0142] As each counter increment represents multiple positive or negative memory allocation according to the calcu-
lated semantics of the counters, a counter value interpretation or transformation process that uses the calculated counter
semantics to calculate the memory allocations corresponding to a given set of counter values. This interpretation process
may in some embodiments be performed by the agent 104 and the allocation monitoring data 110 created by the agent
already contains data describing performed allocations. In alternative embodiments, the agent 104 may send calculated
counter semantics to the monitoring server 120 and subsequently send allocation monitoring data that only contains the
recorded counter updates. In those alternative embodiments, the monitoring server may use received counter data and
counter semantics to calculate the corresponding memory allocations.

[0143] Referring now to Fig. 11 which visualizes the four basic variants of counter semantic correction by a simple
example. The figure is divided into four quadrants, each quadrant showing the same configuration of a current path and
its predecessor and successor path but with different location of the counter of the predecessor and successor path in
relation to the branch and join position of the current path.

[0144] The predecessor path (solid lines) contains allocation "A" 1101 and "B" 1102 before the branch point 1120 and
allocation "C" after the branch point. The current path (dash-dotted lines) branches 1120 from the predecessor path
between allocation "B" and "C", performs allocation "D" 1104 and joins 1121 the successor path between allocation "E"
1105 and "F" 1106. The successor path (dashed lines) performs allocation "E" 1105 before the join point 1121 and
allocations "F" 1106 and "G" 1107 after the join point.

[0145] The allocations performed by the current path are independent of the positions of the counter of predecessor
and successor path. They consist in the allocation "D" 1104 in all quadrants.

[0146] The upper left quadrant shows a situation with predecessor counter 1110 located before the branch point 1120
and successor counter 1112 located before the join point 1121. In this case, the counter 1110 of the predecessor path
is executed and counts the allocation "A", "B" and "C". In case the current path is executed, the execution diverts from
the predecessor path after the execution of its counter and before allocation "C" is performed. To correct this, the branch
correction of the current counter is "-C" (see legend 1131).

[0147] The counter 1112 of the successor path is before the join point 1112, therefore it is not executed with the current
path. The counter for the successor path would count allocations "E" 1105, "F" 1106 and "G" 1107. Allocation "E" is
situated before the join point and is therefore not performed with the current path, whereas "F" and "G" which are after
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the join point are performed when the current path is executed. Therefore, the join correction for the current path is "F"
and "G". The semantic of the current counter as combined by the allocations of the current path and its branch and join
correction is "-C" (from the branch correction), "D" (allocations of current path), "F" and "G" (from the join correction).
[0148] The calculated semantic for the current counter may be verified by checking that the allocations performed in
case the current path is executed are identical with the allocations reported by the counters executed in this case. The
allocations performed when the current path is executed are "A", "B", "D", "F" and "G". In the situation of the left upper
quadrant, the counters of predecessor and current path are executed. The predecessor counter records allocation "A",
"B" and "C", the current counter records "-C", "D", "F" and "G". the allocations "C" and "-C" cancel each other out and
the remaining counted allocations are "A", "B", "D", "F" and "G" as expected.

[0149] The situation in the lower left quadrant differs from the one in the upper left quadrant by the position of the
counter 1113 of the successor path which is now after the join position 1121. In this scenario, the join correction of the
current path must consider that the counter of the successor path is executed which also counts allocation "E" before
the join point 1121. Therefore, the join correction is "-E", see legend 1132. The semantic of the current counter is in this
situation"-C", "D" and "-E" and the allocations counted by all executed counters are "A", "B", "D", F" and "G" as expected.
[0150] The upper right quadrant shows a scenario with the counter 1114 of the predecessor path located after the
branch point 1120 and the counter 1112 of the successor path located before the branch point. In this case, neither the
counter of the predecessor path, nor the counter of the successor path is executed with the current path. The branch
correction contains the executed but not counted allocations of the predecessor path "A" and "B" and the join correction
contains the executed but not counted allocations of the successor path "F" and "G". The combined semantic of the
current path is "A", "B", "D", "F" and "G" as expected.

[0151] The lower right quadrant shows a scenario with the counter 1114 of the predecessor path after the branch point
1120 which is therefore not executed and the counter 1113 of the successor path after the join point which is therefore
executed. The calculated semantic of the current counter is "A", "B", "D" and "-E", see legend 1134 and the combined
counted allocations by the executed counters of the current path and the successor path are "A", "B", "D", "F" and "G"
as expected.

[0152] Coming now to Fig. 12 which shows the flow chart of a process that calculates execution frequency data for
all elements of the control flow graph of a method using measured execution frequency data that is only available for a
subset of the elements of the control flow graph.

[0153] The measured execution frequency data may be provided by allocation counters instrumented to the code of
the method. It is desired to reduce the number of instrumented allocation counters to a minimum to also reduce the
overhead generated by allocation monitoring, therefore measured execution frequency data is typically only available
for a small subset of the control flow graph. In most cases, this reduced execution frequency data is not sufficient for
the execution frequency based identification of a hot path. Therefore, the structure of the control flow graph and knowledge
about the propagation of execution frequency between connected elements of the control flow graph is used to calculate
additional execution frequency data until the identification of a hot path is possible.

[0154] The process starts with step 1200 when sufficient method executions for a reevaluation of the hot path are
recorded for a specific method. The number of method executions required may be manually configured, exemplary
values are 10, 50, 100 or 1000 executions. Alternatively, the complexity of the control flow graph of the method (i.e.
number of control flow blocks, edges, number of branches or loops etc.) may be used to determine a minimal number
of method executions for a reevaluation of the hot path.

[0155] The number of method executions may be measured by a separate counter placed at the entry of the method,
which counts every invocation. Alternatively, the allocation counters of the method may be monitored, and a minimum,
maximum or average counter value may be used as approximation of the method execution count.

[0156] Following step 1201 uses a set of trivial control flow propagation rules to recursively calculate additional fre-
quency data for control flow graph elements that are adjacent to control flow graph elements with known execution
frequency data. The set of trivial control flow propagation rules may contain but is not limited to "executions entering a
block must also leave the block unless the block has no successor", "executions leaving a block must also have entered
the block", "the execution count of a block equals the sum of the execution counts of its incoming edges" and "the
execution count of a block equals the sum of the execution count of its outgoing edges". The application of those rules
on a control flow graph is shown in Fig. 13b by example. Step 1201 recursively applies those rules to elements of the
control flow graph with unknow frequency data that are adjacent to elements with known frequency data until either
frequency data for the whole control flow graph is available or none of the above rules can be applied.

[0157] Following decision step 1202 checks if all frequency data of the graph is now known. If all frequency data is
available, the process ends with step 1209. Otherwise, the processing continues with step 1203 which recursively uses
dominance/post-dominance relationships of control flow blocks to calculate further frequency data. Step 1203 creates
a dominance tree and a post-dominance tree of the control flow graph and identifies those blocks that are in dominance
and post-dominance relationship. Dominance trees and post-dominance trees of a control flow graph describe dominance
and post-dominance relationships between its blocks. A block "sub" is dominated by a block "dom" if block "sub" can

20



10

15

20

25

30

35

40

45

50

55

EP 3 474 144 A2

only be reached from the method entry by passing through block "dom" first. A block "postdom" post-dominates another
block "postsub” if an exit of the method can only be reached from "postsub" after passing "postdom".

[0158] Step 1203 identifies pairs of blocks that are both in a dominance and in a post-dominance relationship, where
frequency data is only known for one block and propagates the frequency data to the other block. Dominance/post-
dominance relationship based frequency data propagation is described by an example in Fig. 14. Step 1203 recursively
performs dominance/post-dominance based frequency data propagation until no more pairs of blocks that are both in
a dominance and in a post-dominance relationship where frequency data is only known for one block are available. It
is noteworthy that dominance/post-dominance propagation can only be applied to blocks that are on the same loop level,
otherwise this technique could generate incorrect results. Two blocks are on the same loop level if both contain to no
loop, or if they belong to the body of the same loop. As an example, a method may start with blocks A and B, followed
by a first loop in which blocks C and D are executed. The first loop may contain a nested loop in which blocks E and F
are executed. A second loop may follow the first loop in which blocks G and H are executed. After the second loop block
I may be executed. In this example, blocks A, B and | are on the same loop level because they are in no loop. C and D,
E and F and G and H are on the same loop level because they are parts of the same loop body.

[0159] Afterwards, decision step 1204 is executed which checks if all frequency data of the graph is now known and
in this case, ends the process with step 1209. Otherwise, decision step 1205 is executed which determines if the
dominance/post-dominance based propagation step provided new frequency data. In case step 1203 calculated new
frequency data, step 1201 is executed to further propagate frequency data using trivial propagation rules. This way,
trivial propagation and dominance/post-dominance propagation are executed in an alternating way until both techniques
provide no more additional frequency data.

[0160] Incase steps 1201 and 1203 are exhausted, the process continues with step 1206 which uses dominance/post-
dominance relationships to calculate execution frequency ranges for blocks with yet unknown frequency data.

[0161] Anexecutionfrequency rangeis defined by a minimum and a maximum execution count. The minimum execution
count may initially set to 0, as there cannot be less than 0 executions and the maximum execution count may be initialized
with a value indicating an unknown execution count.

[0162] Step 1206 uses multiple approaches in multiple iterations to calculate execution range values, therefore multiple
minimum or maximum execution values may be calculated for the same block or edge. In case a new minimum execution
count is calculated for an element of the control flow graph, this new minimum count will only be used if it is higher than
the already stored minimum execution count of the element. Similar, a new calculated maximum execution count will
only be used if it is lower than the current maximum count, or the current maximum count indicates an unknown value.
[0163] Step 1206 uses dominance/post-dominance relationships to propagate maximum values of execution frequency
data from given blocks to blocks that are dominated/post-dominated by the given block, and reverse dominance/post-
dominance relationships to propagate minimum execution frequency data from given blocks to the block dominating/post-
dominating the given block.

[0164] Propagating maximum execution frequency values exploits the fact that executions can only reach a given
blocks via the blocks that dominate the given block. If according to the domination tree block "dom" dominates a block
"sub" then every path from the method entry to block "sub" passes through block "dom". Block "sub’s" maximum frequency
value must be less or equal than block "dom’s" frequency value, since block "sub" can only be reached by passing block
"dom". We can therefore propagate the maximum value of block "dom" downward to all its children, i.e., to all blocks it
is directly or indirectly connected to, in the dominator tree.

[0165] Minimum execution frequency values are propagated from blocks to their directly dominating block and the
propagation process exploits the fact that the minimum frequency of a block must be equal or greater than the sum of
the minimum frequencies of the blocks it directly dominates. Therefore, the sum of the minimum frequency of blocks
directly dominated by a given block can be propagate to the minimum frequency of the given block.

[0166] Propagating frequency range values using post-domination relationships works identically, expect that relations
from the post-domination tree are used.

[0167] Step 1206 may alternately perform maximum and minimum value propagation based on dominance and post-
dominance relationships until no more changes occur e.g. during a complete propagation round.

[0168] It is noteworthy that dominance/post-dominance based execution frequency range propagation is restricted to
blocks that are on the same loop level.

[0169] Following decision step 1207 checks if execution frequency data is available for all elements of the control flow
graph. In case all frequency data is available, the process ends with step 1209.

[0170] Otherwise, step 1208 is executed which applies trivial control flow rules to propagate and improve frequency
range data calculated by step 1206. Like the dominance/post-dominance frequency range propagation, the trivial rule
based frequency range propagation is an incremental process that may in a first iteration calculate a specific frequency
range for a block or edge which may then be improved in a subsequent iteration, e.g. by setting a higher minimum value
and/or lower maximum value to specify a more precise frequency range.

[0171] Asthe precise propagationrules, the range propagation rules are derived from the knowledge that the frequency
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of a block is equal to the sum of the frequencies of its incoming edges and equal to the sum of the frequencies its outgoing
edges. However, since now the input data are not exact frequency values but value ranges, the derived rules are more
complex and the number of rules is larger than in the precise case. The rules for the frequency range case may include
but are not limited to the rule that the maximum frequency of a block is at most as big as the sum of the maximums of
its outgoing (or incoming) edges, the rule that the minimum frequency of a block is least as big as the sum of the minimum
values of its outgoing (or incoming) edges, the rule that the maximum value of an outgoing (or incoming) edge of a block
can be set to the maximum value of the block minus the sum of the minimum values of it sibling edges (other outgo-
ing/incoming edges of the block) or the rule that the minimum value of an outgoing (incoming) edge of a block can be
calculated as the minimum value of the block minus the sum of the maximum values of its sibling edges if those maximum
values are known.

[0172] The range based propagation rules may repeatedly applied to all elements of the control flow graph with
unknown or range frequency data until all required frequency data is known, one iteration (i.e. application of the rules
to all elements with not yet precise frequency data) provides no more improvement or until a specific maximum iteration
count is reached. An example describing the trivial range propagation process can be found in Fig. 13b.

[0173] Following section describes above frequency propagation mechanisms in more detail.

Precise Control Flow Graph Propagation

[0174] The propagation process loops over a queue of marked edges. At the start, this queue contains all the edges
marked during initialization. Each iteration removes the marked edge at the head of the queue and attempts to propagate
its value. A successful propagation precisely marks one unmarked block or one unmarked edge. Whenever we mark
an unmarked edge we add it to the end of the work queue. This ensures that we handle it later, thereby propagating its
value further. Whenever we mark an unmarked block we immediately propagate its value further. The loop terminates
when the queue of marked edges is empty. This means that we have exhausted all possible propagation options. Control
flow graph propagation is based on four invariants for the control flow through a method.

Invariant I whenever control flow enters a block, it must also leave the block unless the block does not have
SuCCessors.

Invariant Il: Whenever control flow leaves a block, it must also have entered the block before.

Invariant ll: The frequency value of a block equals the sum of the frequency values of its incoming edges.

Invariant IV: The frequency value of a block equals the sum of the frequency values of its outgoing edges.

[0175] These four invariants form the basis of our propagation rules. We propagate the value of a marked edge or of
a marked block by checking if any of our rules apply. If so we propagate the value by applying our propagation rules. If
not then the value cannot be propagated and we continue with the next edge in our work queue.

Precise Dominance Tree Propagation

[0176] Dominance trees represent dominance relationships between the blocks of a directed graph. We distinguish
two kinds of dominance trees, i.e., dominator tree and postdominator tree. A dominator tree shows how the blocks in a
control flow graph dominate each other. A block dom dominates another block sub iff block sub can only be reached
from the method entry by passing through block dom first. In other words, if the control flow passes through block sub
then it must have passed through block dom first. The dominator tree represents this with a directed edge from block
dom to block sub. A postdominator tree shows how the blocks in a directed graph postdominate each other. A block
postdom postdominates another block postsub iff the control flow can only reach a method exit point after passing block
postsub by passing through block postdom. In other words, if the control flow passes through block postsub then it must
pass through block postdom in order to leave the method. The postdominator tree represents this with a directed edge
from block postdom to block postsub.

[0177] We use this dominate-postdominate relation to establish a new propagation rule. We apply this rule whenever
we exhausted our regular propagation options without completely marking the frequency graph. We start by selecting
one of our already marked blocks. We then check if there exists another, unmarked block in a dominatepostdominate
relation with our marked block. If we find such a block, we mark it with the frequency value of our marked block. We
then continue regular propagation from this marked block. If we find no such block we select another marked block and
repeat the search. If no dominate-postdominate pair exists, then the precise marking process terminates.

[0178] Loops inthe control flow graph restrict propagation between dominatepostdominate pairs. Dominance relations
do not consider how often each block in a dominate-postdominate relation is passed during one execution. As long as
the dominating/postdominating block is passed at least once the relation holds. This causes a problem for our use of
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these relations as it causes incorrect frequency values. To prevent this kind of error, we check if either block is part of
a loop by traversing every possible path originating from the block. If we encounter the block itself on one of these paths
then the path is a loop. We only propagate between two blocks if neither block is part of a loop or if both blocks are part
of the same loops.

Range Dominance Tree Propagation

[0179] We already established that in order to propagate precise frequency values between two blocks, the blocks
must be in a dominate-postdominate relation. For the purpose of range marking we can now exploit additional properties
of dominance trees. These properties do not require a dominate-postdominate relation. However, they still require loop
checks as described before.

[0180] We propagate range values separately, i.e., we either propagate the minimum or the maximum value, not both
at once. If a block dom dominates a block sub then every path from the method entry to block sub passes through block
dom. Block sub’s maximum frequency value must be less or equal than block dom’s frequency value, since block sub
can only be reached by passing block dom. We can therefore propagate the maximum value of block dom downward
to allits children, i.e., blocks it is directly or indirectly connected to, in the dominator tree. If a block dom directly dominates,
i.e., has an outgoing edge in the dominator tree to, a block sub then every path from the method entry to block sub
passes through block dom. Block dom’s frequency value therefore must be bigger or equal than the sum of the minimum
values of the blocks it directly dominates. We can therefore propagate the minimum value of a block upward to its
dominator.

[0181] Propagating range values in the postdominator tree works identically. Since different blocks are connected in
the two trees we use them alternately. Since a successful propagation in one tree may enable additional propagations
in the other we continue propagating until no more changes occur. This maximizes the potential propagation options.

Range Control Flow Graph Propagation

[0182] Propagating range values through the control flow graph is not as straightforward as propagating precise values.
Precise values are final since we are able to precisely calculate them. Range values on the other hand remain changeable
since changing one range value can enable us to make another range value more precise. During the range marking
process we have to recalculate the range marking of both blocks and edges. A block’s maximum value is at most as big
as the sum of the maximum values of its outgoing edges. A block’s minimum value is at least as big as the sum of the
minimum values of its outgoing edges. In order to propagate a block’s minimum value to an edge, the maximum values
of the edge’s siblings must be known, i.e,. must not be '?’. If that is the case then the edges minimum value equals the
block’s minimum value minus the sum of the edge’s siblings maximum values. During the precise marking process we
only need to consider the value of either the incoming or the outgoing edges when marking a block. If either set of edges
would provide a precise value we knew that this value was correct and marked the block accordingly. During the range
marking process we always have to calculate the resulting value of both sets of edges. We then have to combine them
in order to mark the block range as accurately as possible. The same principle applies when marking an edge.

[0183] During the precise marking process we marked an edge with a value derived from either its origin block or its
target block. During the range marking process we have to calculate both values and combine them to a more accurate
one. This covers the calculations required for range marking blocks and edges in the control flow graph. These calculations
arerequired whenever an edge has siblings. If an edge has no siblings than the edge’s marking can be directly propagated
to the block and vice versa. We range mark the control flow graph by iterating over the graph’s blocks, starting with the
method entry block. We handle each block by first recalculating the block’s range value. We then propagate the block’s
value downward in the graph, i.e., propagate the value to the block’s outgoing edges. We therefore iterate over the
outgoing edges of the current block and recalculate each edge’s value. Every change in an edge’s value in turn affects
the value of the edge’s target block. This means that we have to recalculate the target block’s value recursively. The
process is finished once every block has been handled. This ensures that every change is immediately propagated
downward throughout the whole control flow graph. Later steps then further improve these values. The range marking
process concludes construction of the frequency graph. The resulting frequency graph ideally gives exact information
of branch likelihood. When existing counter data is insufficient to construct a precise frequency graph then range marking
still provides a reasonable estimate of branch likelihood.

[0184] Referring now to Fig. 13 which demonstrates the concepts of precise and range frequency data propagation
using trivial propagation rules by examples. Fig. 13a shows a precise propagation example and Fig.13b describes range
propagation.

[0185] The upper part of Fig. 13a shows a control flow graph with measured execution frequency data as input for the
precise frequency propagation process. Frequency data is only available for the ingoing edge 1300 of block A 1310, the
edge 1301 between block C 1315 and G 1322 and for the edge 1302 between block F 1321 and H 1324. Frequency
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data is unknown for all other edges and for all blocks of the control flow graph. The lower part of Fig. 13a shows the
same control flow graph after the precise propagation process with all frequency data calculated by the propagation
process. Known frequency values of a block or edge are denoted as a number in brackets next to the respective block
or edge. Unknown frequency values are denoted by a question mark. The sequential steps performed by the propagation
process are identified by a number.

[0186] In afirst step 1331 the frequency of edge 1300 is propagated to its ingoing block A 1310 because block A has
no other ingoing block, therefore its frequency is only determined by edge 1300. After step 1331, the frequency of block
Ais known and step 2) 1332 propagates this frequency to the only outgoing edge 1311 of block A. Step 3) 1333 propagates
the frequency of edge 1311 to block B 1312 which also has only one incoming edge. Block B has two outgoing edges
1313 and 1314 and the propagation process cannot yet decide how the frequency of block B is distributed between its
two outgoing edges.

[0187] The propagation process continues with step 4) 1334 which propagates the frequency of edge 1301 to block
C 1315 as edge 1301 is the only outgoing edge of block C. Step 5) 1335 propagates the frequency of C to its only
incoming edge 1313.

[0188] Afterwards, the propagation process continues with step 6) 1336 and 7) 1337 which propagate the frequency
of edge 1302 to block H 1324 and F 1321 as those blocks have no other incoming or outgoing edge Step 7) further
propagates the frequency of block F 1321 to edge 1318 as edge 1318 is the only incoming edge of block F. Following
step 8) 1338 calculates the frequency of the edge 1314 between block B 1312 and D 1316. The frequency of block B
is known (step 3) and the frequency of all other outgoing edges of block B is known (step 5). Therefore, the frequency
of edge 1314 may be calculated as frequency of its outgoing block B minus the frequency of all other outgoing edges
of block B. Step 9) 1339 propagates the frequency of edge 1314 to block D and step 10) 1340 calculates the frequency
of edge 1317 as frequency of block D minus the frequency of edge 1318. Step 11) 1341 propagates from edge 1317 to
block E 1319 and step 12) 1342 propagates the frequency of block E to its only outgoing edge 1320. Step 13) calculates
the frequency of block G 1322 as sum of the frequencies of its incoming edged 1301 and 1320. After step 13), the
frequency of all elements of the control flow graph are calculated and the process ends. It is noteworthy that the prop-
agation process may also be terminated when no more trivial precise rule can be applied, even if there still exist blocks
or nodes with unknown frequency.

[0189] Rule based frequency range propagation starts with a control flow graph that may contain in addition to edges
and nodes with precise frequency data, elements with frequency ranges (as e.g. calculated by a prior dominance/post-
dominance based frequency range calculation step). The upper part of Fig 13b shows a control flow graph with nodes
A 1360, G 1363 and E 1371 and edges 1350, 1351 and 1352 with precise frequency data, nodes B 1367, C 1362, D
1370 and F 1365 with range frequency data and edges 1361, 1364,1366, 1368 and 1369 with unknown frequency range
data (a range of [0,7] as 0 is the lower bound for the minimum frequency).

[0190] The lower part of Fig. 13b displays a sequence of range propagation steps applied to the control flow graph to
improve the frequency data. Steps 1) 1381 and 2) 1382 propagate the frequency of block A 1360 to the maximum
frequency of its outgoing edges 1366 and 1361, step 3) 1383 propagates the maximum frequency of block B 1367 to
its outgoing edge 1369, step 4) 1384 propagates the maximum frequency of block C to its outgoing edge 1368 because
the only other outgoing edge of block C has a known frequency of 0, therefore the maximum frequency of block C must
be equal to the maximum frequency of edge 1368. Step 5) 1385 calculates the maximum frequency of the outgoing
edge 1364 of block D 1370 as the maximum frequency of block D minus the minimum or precise frequency of all other
outgoing edges of block D. Step 6) 1386 updates the maximum frequency of block F to the now known maximum
frequency of its only incoming edge 1364. No further improvements are possible after step 6 and the frequency range
propagation process terminates.

[0191] Fig. 14 describes the steps of the precise dominance/post-dominance based frequency propagation by an
example. The first step 1430 consists in the receiving of a control flow graph of a method with measured and calculated
precise frequency data. In the described example, the control flow graph starts with an incoming edge 1400 to a block
A 1401, both with known frequency, afterwards the graph branches to blocks B 1402 and C 1403. The graph joins in
block D 1404 with unknown frequency after block B or C and after block D 1404 branches to blocks E 1406 with known
frequency and block F 1407 with unknown frequency. The method is exited after block E or F.

[0192] Step 1431 calculates the dominance trees in execution order 1410 and in reverse execution order 1420 (post-
dominance tree) for the control flow graph.

[0193] As explained earlier, a given block is dominated by another block if the given block can only be reached via
the other block. As every execution of the method starts with the entry to the method, the dominator tree 1410 starts
with a virtual <entry> block 1411. As block A 1401 is always executed as first block of the method, only block A is directly
dominated by the entry block. Blocks B 1402 and C 1403 are dominated by A as each execution of B or C first executed
A. Block D may be reached via B or C, so neither B or C dominate D, but each execution of D first executes A, therefore
A also dominates D. Blocks E 1406 and F 1407 are always executed after block D, therefore D dominates those blocks.
[0194] The dominance tree in reverse execution order or post-dominance tree 1420 starts with a virtual <exit> block
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1421. As blocks E 1406 or F 1407 are executed directly before each method exit, E and F are post-dominated by the
exit block. Block D 1404 may be reached from the method exit in reverse order either via block E or block F. Therefore,
neither E nor F post-dominate D, only the exit block 1421. Blocks B and C are only reachable from the exit block via
block D, therefore D post-dominates blocks B and C. Block A can only be reached from the exit block via block D,
therefore A is post-dominated by block D.

[0195] Afterboth dominatortree variants are calculated the propagation process continues to step 1432, which identifies
pairs of blocks that are both a dominance relationship (e.g. A->B, A->D, A->C or D->F) and in a post-dominance rela-
tionship (e.g. D->B, D->A or D->C). The only blocks in the example that are both in a dominance 1412 and a post-
dominance 1422 relationship are the blocks A and D.

[0196] The domination of block B by block A implies that each execution that enters the method and passes block B
also passed block A. The post-domination of block A by block B implies that each execution that passes block A also
passes block B before the method is exited.

[0197] In combination, this implies that an execution of the method either contains both block A and B or none of them,
which further implies that the execution frequency of both blocks is the same. Step 1432 further uses the identified
combined dominance/post-dominance relationships to propagate frequency values. In the described example, the fre-
quency of block A 1401 is propagated to block D 1404. After all identified dominance/post-dominance relationships are
processed and corresponding frequency propagation is finished, a next rule based propagation round 1433 is started
which uses trivial propagation rules on the new calculated frequency data.

[0198] Coming now to Fig. 15A and 15B which illustrate dominance/post-dominance relationship based frequency
range propagation by an example. The propagation starts with two steps 1540 and 1541 that receive a control flow graph
and create the two dominance tree variants as described in Fig 14. The subsequent propagation step 1542 is subdivided
into four sub steps that alternatingly and iteratively use dominance and post-dominance relationships to propagate
minimum and maximum frequency values until no further improvements of the frequency data are possible. The prop-
agation step 1542 may be terminated when a full sequence of all four sub steps creates no frequency data update or if
the number of iterations of the four steps exceeds a certain threshold.

[0199] Substep 1530 propagates maximum frequency values from dominating blocks to the blocks they are dominating.
In the concrete example, the maximum value of block A 1501 is propagated to block D 1505, B 1502 and C 1503. As
all executions passing a dominated block also pass the dominating block, the maximum execution count of the dominated
block cannot be larger than the maximum execution count of the dominating block.

[0200] The maximum frequency value of block D is further propagated to the blocks it dominates. Those blocks are
E 1508 and F 1509. Block E already has a precise frequency value. Therefore, the maximum frequency value of D is
not propagated to block E, only to block F. Block G also already has a precise frequency value and the maximum
frequency value of its dominating block is not propagated.

[0201] Afterall maximum frequency values are propagated down the dominance tree, sub step 1531 is executed which
propagates minimum frequency from dominated blocks up to their dominating blocks. All executions of a dominated
blocks also pass the dominating block. Therefore, the minimum execution count of a dominating block is at least as high
as the sum of the minimum execution counts of the blocks it dominates. In the example, block D 1505 dominates block
E and F where, block E has a precise frequency of 10 which can also be interpreted as a frequency range with a minimum
value equal to the maximum value and F has a minimum value of 0. The sum of the minimum values of E and F is 10
which is propagated to the minimum value of block D.

[0202] Following sub step 1532 uses the post-dominance tree to propagate maximum frequency values. Maximum
frequency values are propagated from the top to the bottom of the tree, in the example the maximum value of block D
1505 would be propagated to block B 1502. The maximum value of B is already equal to the maximum value of block
D. Therefore, the maximum value of block B is not changed.

[0203] Sub step 1533 propagates minimum frequency values up from the bottom of the post-dominance tree. In the
example, the minimum value of block B 1502 would be propagated to block D 1505 but D already has a minimum value
that is higher than the minimum value of block B. Consequently, the minimum value of block D is not changed.

[0204] After the iterative dominance tree based range propagation step 1542 is finished a final step 1543 provides the
control flow graph with the improved frequency data for the next processing step.

[0205] Referring now to Fig. 16 which describes processes that may be used to correct allocation counter values in
case of unexpected execution terminations like exceptions. An exception may terminate a monitored method at an
arbitrary point. Allocation counters as described herein are corresponding to a path and count all allocations performed
by the path. Those counters may create incorrect values when a path is terminated earlier than expected.

[0206] Fig. 16a describes the flowchart of a process that improves the instrumentation of a method to detect exceptions
that occur during method execution that cause an unexpected termination of the method. The process starts with step
1600 when the instrumentation of allocation counters as described earlier is finished.

[0207] Subsequent step 1601 adapts the method in a way that uncaught exceptions that occur during the method
execution are redirected to code that handles the exception. Typically, this is performed by surrounding the code of the
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method with a try/catch block where the catch portion is configured to catch all exceptions. Basically, try/catch block
consists in a "try" statement that delimits the start of a code portion that is observed for occurring exceptions and a
"catch" statement that delimits the end of the observed code portion. In addition, the "catch" statement defines the
exceptions that are covered by the try/catch block and contains code that handles those exceptions.

[0208] Following step 1602 creates exception handling code for the previously created catch block that executes an
exception correction sensor (for details see Fig 16b) and then rethrows the caught exception. A try/catch block "consumes”
the exceptions that occurred within the try/catch block, therefore exceptions caught by the instrumented try/catch block
need to be rethrown to not change the behavior of the application. A call to the exception correction sensor may also
be injected into already existing exception handling code of the method.

[0209] The process then ends with step 1603.

[0210] Some alternative embodiments may only add exception correction code to already existing exception handling
code like existing try/catch blocks or thread global handlers for uncaught exceptions. Such embodiments may be more
efficient as adding exception handlers may introduce adverse effects to the performance of the monitored code as e.g.
adding exception handlers to a method disables some optimization features of the Java® JIT compiler. However, the
generated exception monitoring data is less suitable for the correction of allocation counter data because exceptions
may only be detected after already multiple monitored methods were terminated and corresponding allocation data
correction may be more complicated as it may have to consider multiple methods.

[0211] Coming now to Fig. 16b which describes the execution of an exception correction sensor. The process starts
with step 1610, e.g. when an exception that unexpectedly terminated a method execution occurred, and the execution
correction sensor which is injected into code that handles the occurred exception is executed.

[0212] Subsequent step 1611 gathers data describing the occurred exception, e.g. in form of call stack data. The call
stack data describes the method in which the exception occurred together with data describing the position within the
method at which the exception occurred (e.g. a line number or bytecode index). Code before the reported position of
the exception was executed, code after this position was skipped due to the exception.

[0213] Following step 1612 determines the path affected by the exception and whether the counter of the affected
path was executed. This may be performed by first determining the currently executed path, e.g. by identifying the block
501 in which the exception occurred and in turn identify the path 520 to which the identified block belongs and the position
of the counter of this path. The position of the counter together with the position of the exception may be used to determine
if the exception occurred before the counter execution and the counter increment was skipped or the exception occurred
after the counter execution and the counter increment was executed.

[0214] Following decision step 1613 continues with step 1614 in case the counter was not executed and with step
1615 otherwise.

[0215] If the counter of the affected path was not executed, then allocations between the branch point of the affected
path and the position of the exception were performed but not counted. Step 1614 identifies those allocations and adapts
counter values to also represent those allocations missed due to the exception.

[0216] In case the counter of the affected path was executed, then allocations after the exception, including both
allocations performed by the affected path after the exception and all allocations of the join correction of the affected
path were counted but not performed. Step 1615 identifies counted but not performed allocations as those allocations
of the affected path that are situated after the position of the exception and before the join point of the affected path plus
the join correction of the affected path. Afterwards, counter values are adapted to not represent the previously counted
but not performed allocations. After step 1614 or 1615 the process ends with step 1616.

[0217] In variant embodiments in which an exception correction sensor and a corresponding try/catch block is placed
at every monitored method, process 16b may be performed by each placed exception correction sensor for the method
to which it is deployed. In alternative variants in which exception correction sensors are only placed in already existing
try/catch blocks, an exception correction sensor may perform process 16b for the method to which is deployed and may
in addition use call stack data to identify other nested methods that were also terminated by the exception and perform
process 16b also for those other methods.

[0218] Some variant embodiments may further improve the ratio between increments and allocations through hot path
counter inlining. In Java bytecode calls to constructors, static methods, and private methods are statically bound. This
means that we can identify the method targeted by these calls. We then inline these method’s hotpath counter by
calculating the hot path’s counter semantics without instrumenting the hot path counter. Whenever we find a call to such
an inlined method in a path of another method, we add the inlined hot path counter's semantics to the semantics of the
calling path’s counter. This eliminates one increment without sacrificing precision.

[0219] Some other variant embodiments may combine the generated allocation data with method call stack monitoring
data. project. This approach may sample method call stack traces and allocation data at set intervals. For every sample
it then maps allocations to call stacks. This extends our tracked allocation sites by adding the caller chain leading to the
allocating method of each the allocation site.

[0220] The techniques described herein may be implemented by one or more computer programs executed by one
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ormore processors. The computer programs include processor-executable instructions that are stored on a non-transitory
tangible computer readable medium. The computer programs may also include stored data. Non-limiting examples of
the non-transitory tangible computer readable medium are nonvolatile memory, magnetic storage, and optical storage.
[0221] Some portions of the above description present the techniques described herein in terms of algorithms and
symbolic representations of operations on information. These algorithmic descriptions and representations are the means
used by those skilled in the data processing arts to most effectively convey the substance of their work to others skilled
in the art. These operations, while described functionally or logically, are understood to be implemented by computer
programs. Furthermore, it has also proven convenient at times to refer to these arrangements of operations as modules
or by functional names, without loss of generality.

[0222] Unless specifically stated otherwise as apparent from the above discussion, it is appreciated that throughout
the description, discussions utilizing terms such as "processing" or "computing" or "calculating" or "determining" or
"displaying" or the like, refer to the action and processes of a computer system, or similar electronic computing device,
that manipulates and transforms data represented as physical (electronic) quantities within the computer system mem-
ories or registers or other such information storage, transmission or display devices.

[0223] Certain aspects of the described techniques include process steps and instructions described herein in the
form of an algorithm. It should be noted that the described process steps and instructions could be embodied in software,
firmware or hardware, and when embodied in software, could be downloaded to reside on and be operated from different
platforms used by real time network operating systems.

[0224] The present disclosure also relates to an apparatus for performing the operations herein. This apparatus may
be specially constructed for the required purposes, or it may comprise a general-purpose computer selectively activated
or reconfigured by a computer program stored on a computer readable medium that can be accessed by the computer.
Such a computer program may be stored in a tangible computer readable storage medium, such as, but is not limited
to, any type of disk including floppy disks, optical disks, CD-ROMs, magnetic-optical disks, read-only memories (ROMs),
random access memories (RAMs), EPROMs, EEPROMSs, magnetic or optical cards, application specific integrated
circuits (ASICs), or any type of media suitable for storing electronic instructions, and each coupled to a computer system
bus. Furthermore, the computers referred to in the specification may include a single processor or may be architectures
employing multiple processor designs for increased computing capability.

[0225] The algorithms and operations presented herein are not inherently related to any particular computer or other
apparatus. Various general-purpose systems may also be used with programs in accordance with the teachings herein,
or it may prove convenient to construct more specialized apparatuses to perform the required method steps. The required
structure for a variety of these systems will be apparent to those of skill in the art, along with equivalent variations. In
addition, the present disclosure is not described with reference to any particular programming language. It is appreciated
that a variety of programming languages may be used to implement the teachings of the present disclosure as described
herein.

[0226] The foregoing description of the embodiments has been provided for purposes of illustration and description.
It is not intended to be exhaustive or to limit the disclosure. Individual elements or features of a particular embodiment
are generally not limited to that particular embodiment, but, where applicable, are interchangeable and can be used in
a selected embodiment, even if not specifically shown or described. The same may also be varied in many ways. Such
variations are not to be regarded as a departure from the disclosure, and all such modifications are intended to be
included within the scope of the disclosure.

[0227] The features disclosed in this specification, the figures and / or the claims may be material for the realization
of the invention in its various embodiments, taken in isolation or in various combinations thereof.

Claims

1. Acomputer-implemented method for monitoring memory allocation during execution of an application in a distributed
computing environment, comprising:

- intercepting, by an agent, bytecode for the application while the application is being loaded, where the agent
resides on the computing device; and

- extracting, by the agent, a control flow graph from the bytecode before the step of identifying execution paths
in the application, where each node in the control flow graph belongs to only one identified execution path and
the application resides on a computing device;

- identifying execution paths in the application using the control flow graph;

- for each identified execution path in the application, determining memory allocations which occur during
execution of a given execution path;

- for each identified execution path in the application, determining only one location for an allocation counter in
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the given execution path, where the allocation counter in the given execution path increments in response to
execution of the given execution path;

- for each identified execution path in the application, instrumenting the given execution path with an allocation
counter at the location, where the allocation counter is placed at the location in the given execution path and
the allocation counter reports a count value for the allocation counter;

- receiving, by the agent, the count value reported by the allocation counter;

- formulating, by the agent, memory allocation data for the given execution path, where the memory allocation
data includes the count value reported by the allocation counter;

- sending, by the agent, the memory allocation data to a monitoring server located remotely from the first
computing device;

- monitoring, by a sensor instrumented in the application, execution of a transaction which performed the memory
allocations;

- sending, by the sensor, transaction data to the monitoring server, where the transaction data includes an
identifier for the transaction; and

- correlating, by the monitoring server, the transaction data with the memory allocation data, wherein the memory
allocation dataincludes at least one of the identifier for the transaction or an identifier for a thread which executed
the application

2. The method of claim 1 wherein location for the allocation counter in the given execution path is an edge in the control
flow graph along the given execution path that is least shared amongst the identified execution paths.

3. The method of claim 1 wherein the memory allocation data formulated by the agent includes an identifier for the
allocation counter, location of the allocation counter in the given execution path, the count value for the allocation
counter, and semantics of a counter increment in form of allocations represented by one counter increment.

4. The method of claim 3 further comprises determining, for the given execution path, semantics of an increment of
the allocation count of the given execution path as sum of memory allocation performed by the given execution path
and corrections for memory allocations reported by another allocation counter in an execution path different than
the given execution path.

5. The method of claim 4 wherein corrections for quantities of memory allocations are further defined as

- subtracting memory allocations from sum of memory allocation performed in a predecessor execution path
that precedes the given execution path when the given execution path branches from the predecessor execution
path after the allocation counter in the predecessor execution path, where the memory allocation subtracted
from the sum are the memory allocations situated after the given execution path branches from the predecessor
execution path;

- adding memory allocations to sum of memory allocation performed in a predecessor execution path that
precedes the given execution path when the given execution path branches from the predecessor execution
path before the allocation counter in the predecessor execution path, where the memory allocation added to
the sum are the memory allocations situated before the given execution path branches from the predecessor
execution path;

- subtracting memory allocations from sum of memory allocation performed in a joined execution path that
follows the given execution path when the given execution path joins the joined execution path before the
allocation counter in the joined execution path, where the memory allocation subtracted from the sum are the
memory allocations situated before the given execution path joins the joined execution path; and

- adding memory allocations to sum of memory allocation performed in the joined execution path that follows
the given execution path when the given execution path joins from the joined execution path after the allocation
counter in the joined execution path, where the memory allocation added to the sum are the memory allocations
situated after the given execution path joins the joined execution path.

6. The method of claim 1 wherein determining a location for an allocation counter includes

- counting, for each edge in the given execution path, a number of other paths that join the given execution path
before the edge;

- counting, for each edge in the given execution path, the number of other paths that branch from the given
execution path after the edge;

- summing, for each edge in the given execution path, the counts; and
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- selecting the edge in the given execution path having the lowest sum as the location for the allocation counter.
7. The method of claim 6 further comprises

- identifying edges in the given execution path that are connected to at least one node in the control flow graph
that performs a memory allocation; and

- selecting the edge in the given execution path having the lowest sum and identified as being connected to at
least one node in the control flow graph that performs a memory allocation.

8. The method of claim 1 wherein identifying execution paths in an application includes

- determining a main execution path by starting at an entry point and traversing the control flow graph until an
exit point is reached, where the main execution path is most likely path executed in the application;

- determining one or more secondary execution paths for the application by starting at a branch point along the
main execution path and traversing the control flow graph until joining an identified execution path or an exit
point is reached;

- determining additional secondary execution paths for the application by starting at a branch point along one
of the secondary execution paths and traversing the control flow graph until joining an identified execution path
or an exit point is reached; and

- repeating the determining of additional secondary execution paths for all of the branch points along the sec-
ondary execution paths.

9. The method of claim 8 wherein traversing the control flow graph further comprises recording frequency at which the
identified execution paths are being executed during execution of the application and, upon reaching a branch point

along the control flow graph, selecting a branch exiting the branch point having largest execution frequency.

10. The method of claim 1 wherein identifying execution paths in an application includes
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- recording frequency at which the identified execution paths are being executed during execution of the appli-
cation;

- identifying execution paths in the application using a static rule set when the recorded frequency is less than
a threshold; and

- identifying execution paths in the application using the recorded frequency when the recorded frequency data
is not available.

11. The method of claim 1 further comprises

- detecting unexpected execution termination along the given execution path before execution of the given
execution path is completed;

- identifying the given execution path affected by the termination;

- determining whether the allocation counter in the given execution path was executed before the termination;
- identifying memory allocations performed in the given execution path after the termination and adjusting
quantities of memory allocations reported by the agent by subtracting counts of memory allocations that were
not performed when the allocation counter in the given execution path was executed before the termination; and
- identifying memory allocations performed in the given execution path before the termination and adjusting
quantities of memory allocations reported by the agent by adding counts of memory allocations that were
performed when the allocation counter in the given execution path was not executed before the termination.

12. The method of claim 1 further comprises

- collecting count values from the allocation counters instrumented in the first set of execution paths;

- identifying a second set of execution paths in the application using the count values collected from the allocation
counters instrumented in the first set of execution paths, where the second set of execution paths includes one
or more execution paths that differ from the execution paths in the first set of execution paths;

- for each identified execution path in the second set of execution paths, determining a location for an allocation
counter in an identified execution path, where the location for the allocation counter in the identified execution
path is an edge in the control flow graph along the identified execution path that is least shared amongst the
identified execution paths; and
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- for each identified execution path in the second set of execution paths, re-instrumenting the identified execution
path with only one allocation counter.

A computer-implemented system for monitoring memory allocation during execution of an application in a distributed
computing environment, comprising:

- an agent instrumented on a host computing device, where the application resides on the host computing device
and is executed by a processor of the host computing device, where the agent includes:

- a control flow extractor configured to receive bytecode for the application while the application is being loaded
and construct a control flow graph for the application from the bytecode;

- a path builder configured to identify execution paths in the application such that each node in the control flow
graph belongs to only one identified execution path;

- a counter positioner configured to receive the identified execution paths from the path builder and, for each
identified execution path, determines a location for an allocation counter in a given execution path;

- instrumentor configured to receive the determined locations of the allocation counters and, for each identified
execution path, instruments the given execution path with an allocation counter at the determined location for
the given execution path, where the allocation counterincrements in response to execution of the given execution
path and reports a count value for the allocation counter, wherein the agent receives the count value reported
by the allocation counter and stores the count value in a counter repository;

- a monitoring server located remotely across a network from the host computing device, wherein the agent
periodically retrieves the count value from the counter repository, formulates memory allocation data for the
given execution path and send the memory allocation data to the monitoring server, where the memory allocation
data includes the count value; and

-asensor instrumented in the application, wherein the sensor monitors execution of a transaction which performs
memory allocations and sends transaction data over the network to the monitoring node, where the transaction
data include at least one of an identifier for the transaction or an identifier for a thread which executed the
application.

The system of claim 13 wherein counter positioner determines a location for the allocation counter in the given
execution path that is an edge in the control flow graph along the given execution path that is least shared amongst
the identified execution paths.

The system of claim 13 wherein counter positioner determines a location for the allocation counter in the given
execution path by counting, for each edge in the given execution path, a number of other paths that join the given
execution path before the edge; counting, for each edge in the given execution path, the number of other paths that
branch from the given execution path after the edge; summing, for each edge in the given execution path, the counts;
and selecting the edge in the given execution path having the lowest sum as the location for the allocation counter.
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as the sum of join share count and branch share count
902 o : .
N identify edges that are adjacent to an allocating block
90&/__ determine counter location for current path as edge of current path with lowest
share count that is adjacent to an allocating block

Fig. 9

40



EP 3 474 144 A2

01 B4

LLOL
UON1921102 U0l pUe Uo281102 Youeriq ‘sucneoo||e yied o UoneuIguod Se 1ajunod JUsLINg JOo SOUBLISS slejnajed ._\ 0L0}
uon2s1i02 ulol 01 yied 1055820n8 <4 600} Uon031109 Uiol o)
J0 Uol9a1102 Youeiq pajebau pue uiol alojaq 100} ped 1058900N5s JO UON981102 Ulol pue 0] 4800}
yied J0ss820ns Jo sUoneso||e pajebau ppe uiol saye yied 1055922NS JO SUOIED0||E ppE

Iy mLC_O_. F Y
M 210j2q Uied 1055200N5 JO
18IUN0Y A
Yied J0s5899nS Jo uolsod Je1unod suluwisiep + 900}
%
[ _
101081102 Youelq o} yjed , 1011991102 Youelq o} yied Josssoapald
lossadapald Jo UoN981109 Youelq pue Louelq 1500k €00} 40 U023 Uiol pajeBau pue youelq laje 4~ 00l
8l0jeq yled Jossetspald |0 SUOIBIO|E PPEe Ured J0sss20pald JO sUoIR00||B palebiau ppe
Zyouelq’ F
__, T<<loeq yred Josssoapald 1g
181UNoY A

Ued J0ss808pald Jo Uolisod Jajinod sullielop }-¢00
t
yed jusiino Aq pewiopiad suonesole yied suilis}ep }- Lool
0001

pale|nojes Apealje yied pazAjeue Ajjusiing jo syed
1085920Ns pue syjed Jossanspaid Jo sonuewas ‘yied palyuspl Yoes 10} ‘paysiul sl juswaoe|d Jajunog isye

41



EP 3 474 144 A2

B4

painoaxs sl yjed pajop-Uysep uayi paddiys Jajunos) m
painsexe sl Uied palop-ysep Usym paisbbly isjunos) e

42

pusbeT
5 L1011
..... —0¢} |
{3-'a+ g+ v+ sonuewes K I3 0+ 01 sonueWeg
A Hm%oﬁ 7201} mm%oﬁ
g+ v+ 08 et
__{a+} sucieoaiy 7 ou L {Q+} :suoieno]ly
N o N
9 L-£01}
meeed—0ZL)
g g, I
{O+ 4+ 'Q+ g+ Y+ solUBWeS * <z011 {o+ 4+ g+ O-Wm”vmo__ycmwtmm
{o+ '3} 01 T e
£ yels ; ; \ ; . oL} {0} 09
. a%wc%_awoﬂm ;“--.m._-aﬂm_: T “--m-u.ﬂs: Wi L7  {a+} :suoneooly
C G0k 0L GOl 01 N
£ell Vel



EP 3 474 144 A2

21 b

60¢) =
sa|nu
MOy} jo4u09 [Bl1A) Buisn syoojq pue sabipa Juzoelpe o) elep Jejunod abuel sjebedoid Ajpaisinoal T
A 8021
1021 (OUnSIX
UNOD UMOUNUN YYMm ¥20[q 40
obpa u
suope|al 9auj ssueuwop jsod/aoueulwop Buisn
|eas| doo| swes ay) uo syo0(q pue sabps Jusoeipe o) ejep Jajunod abues sjebedoid AjeAisinosl —
9021

PRl ITETE)
yde.b meu payJew
_uonebedoud soueuiwop isod

[eouBUIWOp woel

suope|jal saJ) soueulwop jsod/eoueliop Buisn
[oAs| doo| Swes ay} uo sxy20|q pue sabipa juaselpe o) e1ep Jajunod aspaid ajebedoid Ajaaisinoal +\

£0cl

¢ Bunsixe

UNOS UMOLUN LM %00|q IO
abipa

$3|N1 MOJ}
Jo43u00 el Buisn s300q pue sobipe jusoelpe o) ejep Jajunod ssioa.d sjebedoid Apaisinoal

m 243
00Z1

pouiaw oyioads e Joj ajqe|ieAe uoien[eAsal
1o} suaynosxe poyjew jusyns Buiquossp ejep Jajuncd pue ydelb moy jonues

43



EP 3 474 144 A2

1 [50F—~——1300
1310

1311

A7)
5

1318— [ [—131

!

1315——

7]

|

1301——{10]

D[7]

'

r—1316
[—1318

F[7]

—1321

1322 N G[7]

1315—_ 4

[20p—1302

A7

—— 1324

l [504——1300
1310

1334—"4)

"Cl10]

1301=110] (

341 {4317

1342 10) (201 | Y120 4a1q

11| Ef20]

12) (201 1319
1320

1343 —13)

G[30]

\
1322

6
13367

—
O
=

[10]
[7]
[10,40]
[2,50]
1)

Legend

Measured or calculated precise frequency
Unknown frequency

Frequency range with known bounds
Frequency range with unknown bound
Sequence humber of propagation step

Fig. 13A

44




1366~—J0,7]

EP 3 474 144 A2

| BoF—1350

AB0]

L1360
[0,4—~1361

|

1367—F BJ0,50]

1369—10.71
1370——

1352T~E10]

}

C[0,50] ]

~1362
O~ 1351

368 ¢\_LO,?] I

FD10,50]

:

G0] 1363

| 0% ~1364

13711 E[10]

1366
1381——"1) 105

!

F[0.50] |

L

~—1365

l [50L—1350

0]

1367—F B[0.50]

1387

A[B0] 1— 1360
2) 10,90~ 1351

1368
A}

C[0,50] T™~1362

1383——3) J0.50L_]

1369

1370
1350—110] |

84~_4) [050]

[0—1351

v

FD[10,50]

v

G0l T~1363

5) 10,40

L— 1364

1371—T

E[10]

1385
6

[ F10,40] F~ 1365

J

1386

1)

[10]
[7]
[10,40]
[250]

Legend

Measured or calculated precise frequency
Unknown frequency

Frequency range with known bounds
Frequency range with unknown bound
Sequence number of propagation step

Fig. 13B

45




EP 3 474 144 A2

L0} 901
lop1 IGnE]
[ov] 01—

YOV [ogla ol

2ok L

10r b ~fTogly] corl
00y} —fog]

eevl

A

uoiiebedold asioaid
paseq a|nl Jusnbasgns

cevl
N

uonebedoid
aspaid paseq uoneuIwop

vl b4

8oUBUILIOP-JS0d pue souRUIWOP |
B Ul Ljog 8IB JBUj SY20|q Salljusp| &,

diysuonejl -~

b3
! 1
]
1
4

-t

pushisT
a
FOﬁr,;A--, !
eov~f o]/ ﬁ.uw._ Y [Ledg]
sovy~ el | [Tl [lo]3
Ll 107}
2n ~F e voﬁmoﬁ L 4] S0vi~[n1]3

Oert /(‘_mb‘_o Uonnosxs sslohsl

107} 907}
N {

18plIo co_ﬁzomxm\

$991} JOJBUILIOP B1B|NJJeD

[0 :

KAHHQ yorl~FTea] “-sorl
€0rl corl

Vo7 —Hogly
oop1—"Tog]

0EYl

5

|nsal uoljebedoid sleipaluls)ul

46



EP 3 474 144 A2

directian

direction

A

wcm_. momF wom_‘/
Wmom_. \

205l

afiueyo ou <- 0 > 0%

vs1 B4

£0S1 _.om_‘

,_ew

_om ol4}{ [ov13 | [os‘0i1dl[los‘clo

_8? _

I T T 1

025k~ <ix3>

uoiebedoid abuei

WNWIXEW JOpIo LUONNIaXe 8SioAsl

®

9051 mcmv 805}

[0

S \ 5
o | |los'old] [Iloua]

Nom_‘ r_L

lTos

0lo] __8 %_ lfog‘ola

T T 505

_ [oslv L—~10S1

<KuTs] 01G)

uonehedoid ebuei

LUNLUIXELU JPIO LoNnoaxa

N

0€S}

®

c0S1 2051
9051 6061 80gI\ [ll8] gog)

l

051
_ﬂm_ ﬁ_"_ _Wlm__ a_n_ _aﬂ

0zs1 FIXT>)

JapI0 UONNoAXS asIanal

9051 6061 8051
N N

[olo [c)4]

E]

No,F/, t 1

momr
106}

08— )

Japio uopnoaxa

Sl

f

$93J) JOjeulLOp 3)e|NJJeD

Eo g |ldar
_JL P goel

6051 womf,
~ _w.n"_ R ER
T 2051
ot [Toi—~
['lolo | | [:la 1-5081
1 2081
y061 | .[elD

0¥S1

f

ynsai uonebedoid sjeipawisul

\xa _

47



EP 3 474 144 A2

g5} 614

uoljebedoid abuel

uonebedoid sbuel
PaSEq Uoljeuiwop

POSEQ UOIBUILIOP JO J|nsal

2051
: aBueya ou <- Q] > )
w 909 f LOG )
m /_ %,.m_ %m_ o m.we {
i < | Llolo Jllog ol foya {fios oMafffog olof] foglv
L3 T 1 i i 1
L 5
P Lues 08~ ax3> o
605 womj m £eG| ———, Uolebedoid sbuel ~
[os‘0l4 E v Wwnwiuiw Japlo uonnoaxs asianal ®
905} T106)
N | o= |
s_@ smm: sogh ! 905! %m: wo@
cosl [Ce]  [osod] [lon3]
SQL :
[0 g _ [og 0l g E—
£0G1 . log'olo] [iog ol {[og orlar—»
" ; A 5061
_” ! c " 4 % /
051V 105} i< €05} 0L =bl+0 5
N T ke 1061~ [oglv 5
[} e
e EImER SR
m v uonebedoid abuel ©
; WNWIUIW JSpIo uoinoaxs
Qﬂv w LG Nﬁ_

48



EP 3 474 144 A2

instrumentation of allocation counters for methad is finished

V\ 1600

surround method with try/catch block that catches any
uncaught exception thrown during method execution

T 1601

'

inject exception handling code to try/catch block that executes
the exception correction sensor and then rethrows the
caught exception

t

[T 1602

1603

Fig. 16A
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exception unexpectedly terminating
method execution occurred

?\ 1610

examine exception data like call stack data to
determine bytecode index of method on which T~1611
the exception terminated execution

h 4

determine path affected by the exception,
determine whether counter of affected path “T~<161
was executed

counter
of affected path was -
incremented?

h 2

identify allocations performed by affected path Identify allocations performed by affected path
before exception, adapt counter values to also after exception, determine join correction of
represent identified allocations before exception affected path: adapt counter values to not
represent identified allocations after exception

and to not represent allocations of join
1614 correction of affected path

1615
N 16\15

o

Fig. 16B
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