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(54) RFID SCANNING DEVICE

(57) Systems, devices and methods for performing
inventory management using RFID technology. The sys-
tem includes a double-door box for receiving one or more
items containing RFID tags. Items are scanned against
a baseline content data to confirm all items are present
and whether any items have expired. The box has secu-
rity features to prevent unauthorized access to its con-
tents and create an audit trail of access. Access to the
box may be granted when two users present separate

authorized RFID-enabled cards, wrist bands, or other
items. Multiple locking features provide for additional se-
curity. A drop box mechanism on top of the housing al-
lows for items to be deposited into the box without the
same security protocols needed for accessing items.
Scanning, authorization, and notification functions may
be controlled remotely by an outside server or locally by
a processing unit contained within the box itself.
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Description

TECHNICAL FIELD

[0001] Exemplary embodiments of the present inven-
tion relate generally to RFID scanning systems, devices
and methods, and more specifically those used for man-
aging and securing critical inventories, such as medica-
tion kits, narcotics, and other prescription drugs.

BACKGROUND OF THE INVENTION

[0002] RFID (radio-frequency identification) technolo-
gy has seen adoption for many uses, such as advertising,
transportation, shipping and general inventory manage-
ment, for instance. Tagging and tracking items with RFID
technology in inventory stock is generally done to de-
crease latency in the reporting of inventory information
and to increase the accuracy in the information being
reported. In many use cases, the application of RFID
technology to inventory management procedures can
produce significant gains in a business’s efficiency and
speed of operations, and further permits the use of elec-
tronic tracking and large-scale inventory information
analysis often used for further improvements systemical-
ly.
[0003] RFID technology in general, however, has
some disadvantages that can be magnified in certain po-
tential use cases. In some industries, coping with these
types of issues has led to a slower rate of deployment of
the technology in general. For example, in the medical
industry, accuracy of the objects being inventoried (typ-
ically medication) is critical.
[0004] The medical professionals using the inventoried
medication need to consistently have particular medica-
tions available to them. Known RFID inventory technol-
ogy is insufficient, however, due to problem with the la-
bor-intensive creation of such RFID devices, inability to
provide bulk scanning, and the actual or potential inac-
curate RFID readings due to electromagnetic interfer-
ence and leakage which can cause inaccuracies in the
gathered data.
[0005] There is, therefore, an unmet need in the prior
art for a highly accurate bulk scanning RFID inventory
device that is relatively easy and cost efficient to manu-
facture. There is also an unmet need for a scanning RFID
inventory device that is secure. Pain killers and other
medications are commonly subject to theft. Furthermore,
there are many settings outside of the traditional hospital
or medical office that store medications or supplies. For
example, fire stations often store pain killers and/or sed-
atives for use in their ambulances. There is an increasing
amount of theft of pain killers and other medications from
fire stations and other facilities. It is, therefore, desirable
to have a secure scanning device that limits access to
authorized users. It is also desirable to have a scanning
device that is compact and can be utilized in a variety of
environments without the need for a pharmacy computer

or computer station nearby. It is also desirable to have a
scanning system that can communicate basic informa-
tion in a simple way that can be understood by both med-
ical and non-medical personnel.

BRIEF SUMMARY OF THE INVENTION

[0006] The present invention provides a device for se-
curing and tracking RFID-tagged inventory as claimed in
claim 1.
[0007] Exemplary embodiments of the present disclo-
sure pertain to an RFID box that is comprised of a con-
ductive metallic material so as to insulate it from electro-
magnetic interference. The RFID box comprises a hinged
door that is biased open but held shut by latches. Pref-
erably, the door is hinged at the top of the RFID box. The
RFID box may comprise an RFID antenna and a RFID
antenna/reader, both of which are configured to read
RFID tags placed within the RFID box. A pass-through
device is preferably located on the rear wall of the RFID
box which provides a channel for the passage of a com-
munications wire and power supply.
[0008] The box may be formed by one C-shaped en-
closure and a pair of open top box shaped side panels
such that the enclosure and the side panels form a lip
around the front aperture of the RFID box. The hinged
door may be hung from the top of the enclosure such that
it covers said front aperture when placed in the closed
position. A gasket may run the perimeter of the lip to
prevent electromagnetic leakage.
[0009] The RFID box may be in communication with a
remote server and electronic device. The RFID box may
transmit baseline data regarding the inventory placed
within the RFID box and current content data regarding
the inventory current located in the RFID box to the re-
mote server. The remote server may compare the data
and send a summary of the comparison to the electronic
device.
[0010] In an alternative embodiment, the RFID box
may comprise a housing surrounding an interior cavity,
where the housing has a front side with an aperture for
receiving one or more items into said interior cavity. The
housing may have a door adapted to move between an
open position (allowing access to the interior cavity) and
a close position where such access is prohibited. The
RFID box may have an antenna and an antenna/reader
for communicating with and receiving information from
one or more RFID tags located within the interior cavity.
The RFID box may have a local processor that is within
the housing. The processor may communicate with the
antenna and antenna/reader to direct scanning of the
items in the interior cavity and obtain RFID information
that comprises, among other things, unique identifiers of
each of the items. The processor may compare the re-
sults of a scan against baseline information previously
received to determine if any items are missing and/or
expired. The processor may also control access to the
box by locking the box until and unless an authorized
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user, as identified by an RFID bracelet, badge, card, or
other item, is recognized by an RFID reader located on
the device. The processor may achieve this by being in
electronic communication with an access control or audit
system comprising one or more lock mechanisms, au-
thentication mechanisms, access control units, and as-
sociated communicative coupling means. Magnetic
and/or mechanical latches and locks may be used to keep
the door securely shut when an authorized user is not
accessing the box. The processor may further store ac-
cess information in local memory and communicate such
information to a remote server in order to create an audit
trail of users that have obtained access to the interior
cavity. Information regarding items scanned and the audit
trail may be transmitted to a web portal or to electronic
devices. In various embodiments the RFID box may have
a variety of shapes and sizes as desired. In some em-
bodiments the RFID box may be sized to receive a single
tray of items, such as a crash cart tray, while in other
embodiments the RFID box may be sized and shaped to
receive multiple trays at the same time. The RFID box
may have brackets, tabs, or other features that allow it
to be secured to a wall for easy access. The box may
also have a light that can visually communicate informa-
tion to users including, for example, whether an item is
missing, an item is expired, or whether an unauthorized
user has accessed the device.
[0011] In an alternative embodiment, the RFID box
may comprise a housing with dual doors that limit access
to an interior cavity. The outer door may be connected
to the front side of the housing via a hinge mechanism
that allows it to move between and open position and a
closed position. An inner door may be located behind the
outer door in a recess in the front side of the housing.
The inner door may also be connected to the housing via
a hinge mechanism that allows it to move between an
open position and a closed position. The inner door may
be prevented from being opened until the outer door is
opened. Both doors may have lips on them or other fea-
tures to aid in manually opening and closing the doors,
and both doors may be spring biased in an open position.
Both doors may have electromechanical locking mech-
anisms that keep the doors securely closed by latches
that inserts into apertures in the housing when the doors
are closed. While opening of the doors may be achieved
electronically when authorized permission is granted by
an internal processor in communication with an access
reader unit, the locking mechanisms may include me-
chanical override locks that allow the doors to be un-
locked and locked in the event that the RFID box has no
power. The internal processor may instruct an internal
antenna in communication with an internal RFID reader
to scan the contents of the interior cavity to read RFID
tags when one or both of the doors are closed. In order
for the RFID box to allow access when in receipt of elec-
trical power, the access reader unit will read a first RFID
card associated with an authorized user to open the outer
door, and then read a second RFID card presented by a

second authorized user in order to open the outer door.
This dual authorization process may achieve desired se-
curity concerns for storing and accessing narcotics and
other sensitive items.
[0012] This alternative embodiment may also com-
prise a drop box mechanism located on the top side of
the RFID box, the drop box mechanism may allow items
to be deposited into the interior cavity even when the
inner door is closed, as long as the outer door has been
opened. The drop box mechanism includes a mechanical
internal locking feature comprising a spring pin, a lever
and a slot on the drawer that secures the drawer in a
closed position when the outer door is in a closed posi-
tion. The drawer may also comprise an electrically actu-
ated lock in addition to, or in lieu of, the mechanical in-
ternal locking feature.
[0013] The double door RFID box may be in electronic
communication with a remote server associated with a
database. The remote server may grant or deny requests
for authorization, maintain audit records related to past
access to the RFID box and which items were removed
or added in connection with authorized users, may main-
tain an overall inventory of items stored in the RFID box
and push alerts and notifications to users regarding ac-
cess, attempts to access, and inventory. RFID informa-
tion relayed to the remote server from the RFID box sup-
ports the tracking of items, access requests, and author-
izations. The remote server may also support an online
portal that users can access on a variety of devices in
order to update permissions, search for particular items
(such as those that may be subject to a recall or are
expired), manage expiration date information, and per-
form other maintenance on the system. The remote serv-
er may communicate with and serve multiple RFID de-
vices, with the ability to monitor overall inventory and
track the movement of items from one RFID device to
another.
[0014] The RFID tags may comprise a thin tail section
for attachment to the objects to be inventoried and a pair
of tabs separated from one another by a perforation. The
tabs may include an RFID antenna and indication mark-
ers such as serial number, bar codes, and QR codes.
Furthermore, the tabs may be configured to be folded
against one another such that they create a flag. Alter-
natively, the second tab, which has the RFID antenna,
may be torn from the first tab and adhered directly to the
object to be inventoried.
[0015] An object of the present invention is to provide
an RFID bulk scanning device that can be manufactured
with relatively minimal labor effort and cost.
[0016] It is a further object of this invention to provide
an RFID bulk scanning device that can scan objects to
be inventoried located therein with a high degree of ac-
curacy.
[0017] It is a further object of this invention to provide
an RFID bulk scanning device that prevents electromag-
netic leakage and interference.
[0018] It is a further object of this invention to provide
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an RFID bulk scanning system that can compare the cur-
rent contents of the RFID bulk scanning device with a
baseline data to determine, among other things, whether
an item is missing or expired.
[0019] It is a further object of this invention to provide
an RFID tag that can work efficiently with said RFID bulk
scanning device and system.
[0020] It is a further object of this invention to provide
an RFID scanning device that is compact and has wide
utility.
[0021] It is a further object of this invention to provide
RFID scanning devices of the type generally described
herein, being adapted for the purposes set forth herein,
and overcoming disadvantages found in the prior art.
These and other advantages are provided by the inven-
tion described and shown in more detail below.

BRIEF DESCRIPTION OF THE DRAWINGS

[0022] Novel features and advantages of the present
invention, in addition to those mentioned above, will be-
come apparent to those skilled in the art from a reading
of the following detailed description in conjunction with
the accompanying drawings wherein identical reference
characters refer to identical parts and in which:

Figure 1 is a perspective view of an exemplary em-
bodiment of RFID box in accordance with the present
invention;
Figure 2 is a perspective view of the device of the
RFID box of Figure 1 illustrated with the door re-
moved to show in the interior of the RFID box;
Figure 3 is a perspective view similar to Figure 2
shown with some of the interior elements removed
to further illustrate the interior of the RFID box;
Figure 4 is a front perspective view of the RFID box
of Figure 1 illustrated with the door removed to show
the interior of the RFID box;
Figure 5 is a bottom view of the RFID box of Figure 1;
Figure 6 is a rear view of the RFID box of Figure 1
indicating section line A-A;
Figure 7A is a side sectional view taken along section
line A-A of Figure 6 and indicating Detail A;
Figure 7B is a detailed side sectional view of Detail
A shown in Figure 7A;
Figure 8 is a plan view of an exemplary system in
accordance with the present invention;
Figure 9 is a flow chart of exemplary logic for use
with the system of Figure 8 and in accordance with
the present invention;
Figure 10 is a front perspective view of another ex-
emplary embodiment of the RFID box of the present
invention;
Figure 11 is a front perspective view of the device of
Figure 10 shown with the door in an opened position
and indicating Detail B and Detail C;
Figure 12 is a detailed front perspective view of Detail
B shown in Figure 11;

Figure 13 is a detailed front perspective view of Detail
C shown in Figure 11;
Figure 14 is a detailed front perspective view of an
exemplary pass through device used with the RFID
box of Figure 10;
Figure 15 is a perspective view of an inventory basket
used with the RFID box of Figure 10;
Figure 16 is a perspective view of the RFID box of
Figure 11 with the inventory basket of Figure 15 lo-
cated therein;
Figure 17A is a rear view of an exemplary RFID tag
for use with the present invention;
Figure 17B is a front view of the RFID tag of Figure
17A;
Figure 18 is a perspective view of an exemplary RFID
distribution box;
Figure 19 is a perspective partially transparent view
of the device of Fig. 18;
Figure 20 is an exploded view of the device of Fig. 18;
Figure 21 is a top plan view of the device of Fig. 18
with transparency;
Figure 22 is a front elevation view of the device of
Fig. 18 with transparency;
Figure 23 is a side elevation section view taken
through line 23-23 of Fig. 22;
Figure 24 is a front elevation view of the device of
Fig. 18 with transparency;
Figure 25 is a side elevation section view taken
through line 25-25 of Fig. 24;
Figure 26 is a perspective view of a further exemplary
RFID distribution box;
Figure 27 is a further perspective view of the device
of Fig. 26;
Figure 28 is another perspective view of the device
of Fig. 26;
Figure 29 is another perspective view of the device
of Fig. 26;
Figure 30 is another perspective view of the device
of Fig. 26;
Figure 31 is another perspective view of the device
of Fig. 26;
Figure 32 is a plan view of an element of a process
control unit of the device of Fig. 26;
Figure 33 is a plan view of an element of a process
control unit of the device of Fig. 26.
Figure 34 is a perspective view of a further exemplary
RFID distribution box;
Figure 35 is another perspective view of the device
of Fig. 34;
Figure 36 is a front elevation view of the device of
Fig. 34;
Figure 37 is another perspective view of the device
of Fig. 34;
Figure 38 is a perspective view of an exemplary em-
bodiment of a double door RFID box;
Figure 39 is a perspective view of the exemplary em-
bodiment of Fig. 38, with the outer door in an open
position;

5 6 



EP 3 493 129 A1

5

5

10

15

20

25

30

35

40

45

50

55

Figure 40 is a perspective view of the exemplary em-
bodiment of Fig. 38, with both the outer and inner
doors in an open position;
Figure 41 is a top plan view of the exemplary em-
bodiment of Fig 38; with the doors in a closed posi-
tion;
Figure 42 is a left side elevational view of the exem-
plary embodiment of Fig. 38 with the doors in a
closed position;
Figure 43 is a perspective view of the exemplary em-
bodiment of Fig. 38, with the doors in an open posi-
tion and the drop box in and open position;
Figure 44 is a top plan view of the exemplary em-
bodiment of Fig. 38, with the doors in an open posi-
tion and the drop box in an open position;
Figure 45A is a front elevational view of the exem-
plary embodiment of Fig. 38;
Figure 45B is a side sectional view taken along sec-
tion line A-A of Fig. 45A;
Figure 45C is a side sectional view of Detail B shown
in Fig. 45B;
Figure 46 is a front elevational view of the exemplary
embodiment of Fig. 38 with transparency.

DETAILED DESCRIPTION OF THE INVENTION

[0023] Figure 1 though Figure 7B illustrate an exem-
plary embodiment of an RFID box 100 in accordance with
the present invention. In exemplary embodiments of the
present invention, the RFID box 100 is rectangular in
shape and comprises a housing. The housing may com-
prise a door 114, an enclosure 110, and a pair of side
panels 112. This is merely exemplary, as any size and
shape RFID box 100 is contemplated along with any
number of components constituting the housing of said
RFID box 100.
[0024] The enclosure 110 may be C-shaped such that
it forms the top, rear, and bottom surfaces of the housing
and surrounds an interior cavity 113 that is accessible
through the door 114. The enclosure 110 may addition-
ally include a lip that extends vertically from the top and
the bottom surfaces such that it forms a portion of the
front surface of the housing and partially defines an ap-
erture in the front surface of the housing. The pair of side
panels 112 may be configured to fit within the enclosure
110 on either side thereof such that the side panels 112
forms the side surfaces of the RFID box 100. In exem-
plary embodiments of the present invention, the side pan-
els 112 may be open top box shaped such that they like-
wise create a lip that protrudes inwardly from the left and
right side panels such that it forms a portion of the front
surface of the housing and partially defines an aperture
in the front surface of the housing.
[0025] One or more hinges 118 may connect the door
114 to the housing such that the RFID box 100 is com-
pletely enclosed. In exemplary embodiments of the
present invention, a pair of hinges 118 are located on the
lip formed along the upper edge of the enclosure 110 and

connect the door 114 to the enclosure 110. This may
reduce sagging of the door 114 otherwise resulting from
placing the hinges on the side of the RFID box 100. Sag-
ging of the door 114 may create gaps in the RFID box
100 housing and result in electromagnetic leakage.
[0026] In exemplary embodiments of the present in-
vention, the hinges 118 are continuous tension hinges
that are configured to bias the door 114 in the opened
position, preferably at a 170° angle from the front surface
of the RFID box 100. The door 114 may be sized and
located to cover the front of the RFID box 100 and be
substantially flush with the side and bottom edges there-
of, thereby preferably overlapping with at least a portion
of the lip created by the enclosure 110 and the side panels
112. In exemplary embodiments of the present invention,
the door 114 may comprise one or more tabs 116 that
protrude beyond the side panels 112 to facilitate a user
manipulating the door 114 between a closed position and
an opened position. In other exemplary embodiments of
the present invention, the door 114 may comprise pull
handles, knobs, or other devices for opening and closing
the door 114.
[0027] As best shown in Figure 2 through Figure 4, the
lip extending around the front of the RFID box 100 may
further comprise a number of latches 120. These latches
120 may be configured to temporarily secure the door
114 in the closed position against the housing. The latch-
es 120 may be magnetic devices configured to interact
with the door 114 itself or magnets located thereon such
that the door 114 is held securely in place against the
housing until acted upon by a user.
[0028] Figure 2 through Figure 4 also illustrates the
interior of the RFID box 100. A pair of guide rails 122 may
be used to guide an inventory basket 238 (best shown
in Figures 15-16), tray, or other container for various ob-
jects to be inventoried. Any number, size, shape, or lo-
cation of guide rails 122 are contemplated. In exemplary
embodiments of the present invention, the guide rails 122
are configured to mate with the inventory basket 238 or
other container and keep it centered as it is placed within
the RFID box 100.
[0029] A gasket 132 may be located along the perim-
eter of the front surface of the housing for the RFID box
100. In exemplary embodiments, the gasket 132 may
extend along the lip created by the enclosure 110 and
the side panels 112. The gasket may be comprised of a
conductive material and may be a foam, tape, pad, or
the like. An RFID antenna 124 may be located along the
bottom surface of the RFID box 100. The RFID antenna
124 may be configured to communicate with a series of
RFID tags 300 (as shown in Figures 17A-C, for example).
Preferably, the guide rails 122 are configured to keep the
inventory basket 238 or other container above the RFID
antenna 124 and thus prevent inadvertent contact or
damage.
[0030] As best illustrated in Figure 7A, an RFID anten-
na/reader 128 may be located along the top of the RFID
box 100. The location of the RFID antenna 124 and RFID
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antenna/reader 128 are merely exemplary, any location
is contemplated. Further, any number of RFID antennas
124 and RFID antenna/reader 128 are contemplated.
The RFID antenna 124 and the RFID antenna/reader 128
may be electrically connected, preferably by a wire 130.
The wire 130 may comprise wire for supplying power to
components of the RFID box 100, including, but not lim-
ited to, the RFID antenna 124 and the RFID anten-
na/reader 128, as well as wire for facilitating the commu-
nication of data to and from components of the RFID box
100, including but not limited to the RFID antenna 124
and the RFID antenna/reader 128. In order to minimize
electromagnetic leakage, the wire 130 may exit the RFID
box 100 thorough a pass through device 126.
[0031] In exemplary embodiments of the present in-
vention, the pass through device 126 may be configured
to cover the aperture in the RFID box 100 where the wire
130 passes outside of the RFID box 100. The pass-
through device 126 may comprise an enclosure defining
a channel which extends along the rear wall of the RFID
box 100 for the wire 130 to pass through. The pass
through device 126 may be fastened, welded, or other-
wise adhered to the inside rear wall of the RFID box 100.
Preferably, conductive tape is used along the seams be-
tween the pass through device 126 and the RFID box
100 to minimize electromagnetic leakage. The pass
through device 126 may comprise a coupler 134 (as best
illustrated in Figure 7B) that connects the internal wire
130 to an external wire 131. The coupler 134 may be
configured to substantially seal the aperture otherwise
required to allow the wire 130 to pass outside of the RFID
box 100. In exemplary embodiments of the present in-
vention, the coupler 134 may be a female to female Eth-
ernet and power connector.
[0032] One or more mechanical stops 119 may be lo-
cated along the rear wall of the RFID box 100, though
such is not required. The mechanical stops 119 may be
configured to prevent the inventory basket 238 or other
container from contacting the pass through device 126
and/or the rear wall of the RFID box. In other exemplary
embodiments of the present invention, the pass through
device 126 may act as a mechanical stop 119.
[0033] The components of the RFID box 100, includ-
ing, but not limited to, the enclosure 110, the side panels
112, and the pass-through device 126 may be fastened,
welded, adhered, or otherwise secured in their respective
locations preferably by conductive materials. Conductive
tape or other conductive material may be additionally
placed along the seams of the components of the RFID
box 100 so as to minimize RFID leakage. These compo-
nents may be comprised of a metallic, conductive mate-
rial such as, but not limited to, aluminum. Specifically,
they may be comprised of 1/8" thick aluminum, though
any thickness is contemplated. The use of a conductive
material may serve to substantially
electromagnetically "seal" the RFID box 100, thus mini-
mizing RFID leakage, which thereby ensures accuracy
in RFID readings by ensuring that the RFID antenna 124

and RFID antenna/reader 128 only detect RFID signals
being emitted from within the RFID box 100.
[0034] Figure 8 is a plan view of an exemplary system
in accordance with this invention. The system may com-
prise the RFID box 100, a server 140, and an electronic
device 150. The RFID box 100 may be electrically con-
nected to the server 140, which may be electrically con-
nected to the electronic device 150. The electrical con-
nection may be wired or wireless. In exemplary embod-
iments of the present invention, the server 140 is located
remote from the RFID box 100 and the electronic device
150. For example, without limitation, the server 140 may
be a cloud based data storage and processing server.
Likewise, the electronic device 150 may be located re-
mote from the server 140 and the RFID box 100. The
RFID box 100, server 140, and electronic device 150 may
be connected via the world wide web, the internet, intran-
et, or other communications network. The electronic de-
vice 150 may be a laptop, personal computer, tablet,
smart phone, or the like.
[0035] Figure 9 is a flow chart of exemplary logic for
use with the system of Figure 8. Initially, the RFID box
100 may perform a scan of the inventory located therein.
This may be accomplished by known methods. The data
pertaining to contents of the RFID box 100 and related
information are hereinafter referred to as the baseline
box content data. In other exemplary embodiments of
the present invention, the baseline box content data may
be generated in whole or part by manual entry. This base-
line box content data may include the contents of the
RFID box 100, names for the contents, serial numbers,
and the like. For example, but without limitation, the RFID
box 100 may be used in a medical setting for the inventory
of medications. In such a case, the baseline box content
data may include the number, type, name, expiration
date, prescribing physician, date stored, date removed,
and the like for each medication in the RFID box 100. Of
course, this application is merely exemplary and is not
intended to be limiting. Any application for the RFID box
100 is contemplated.
[0036] The baseline box content data may be trans-
mitted to and stored on the server 140. At a later time,
the contents of the RFID box 100 may be scanned and
the data recorded, this data is hereinafter referred to as
the current box content data. The current box content
data may then be transmitted to the server 140 for storage
and processing. The server 140 may compare the current
box content data with the baseline box content data and
produce summary of the comparison, hereinafter re-
ferred to as the comparison data. The comparison data
may then be transmitted to the electronic device 150 for
display.
[0037] Figure 10 through Figure 16 illustrates another
exemplary embodiment of the present invention. In these
figures, like elements have been labeled similarly to the
first embodiment (e.g., RFID box 200, interior enclosure
213, door 214, tabs 216, guide rails 222, etc.). Figure 11
through Figure 13 illustrate how the latches 220 may in-
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teract. For example, the latches 220 may be magnetic
devices placed on the lip of the RFID box 200 and may
be configured to interact with a series of magnets 221
placed on the door 214. The magnets may be located
and oriented such that they are attracted to one another
and hold the door 214 shut when the door 214 is located
in a closed position.
[0038] Figure 14 illustrates the rear view of and interior
of another exemplary pass through device 226. In the
present embodiment, the pass-through device 226 may
be substantially rectangular in shape and contain the
coupler 234 positioned on a bottom portion thereof and
extended between a plate that substantially fills the inte-
rior of the pass-through device 226.
[0039] In exemplary embodiments of the present in-
vention, as illustrated in Figures 15 and 16, the inventory
basket 238 may be sized and configured to substantially
fill the interior cavity of the RFID box 200. The inventory
basket 238 may comprise grab handles 239 for ease of
use.
[0040] Figures 17A and 17B illustrate an exemplary
RFID tag 300 for use with the present invention. The RFID
tag 300 may comprise a tail section 302 connected to a
first tab 304, which is connected to a second tab 306.
The first tab 304 and the second tab 306 may be sepa-
rated by a perforation 308. Some or all of the rear surface
of the RFID tag 300 may comprise an adhesive such that
the RFID tag 300 may be placed on an object to be in-
ventoried, such as, but not limited to, a medication con-
tainer. The tail section 302 may be sized and configured
to wrap around an object to be inventoried such that the
first tab 304 sticks out from the object to be inventoried.
Preferably, the tail section 302 has a reduced thickness
relative to the first and second tabs 304 and 306 such
that the object to be inventoried can be clearly seen. For
example, without limitation, if placed around a medicine
container, the label on the container and the drug itself
can be clearly viewed. The second tab 306 may be re-
moved, preferably along the perforation 308, and ad-
hered to an object to be inventoried. In other exemplary
embodiments, the second tab 306 may be folded onto
the first tab 304 along the perforation 308 to form a flag.
[0041] The first tab 304 and the second tab 306 may
each comprise an identification number 312 and/or a
code 314 such as, but not limited to, a bar code, QR code,
or the like. The second tab 306 may further comprise an
RFID antenna 310 configured to communicate with the
RFID antennas 124 and the RFID antenna/reader 128.
[0042] In an exemplary embodiment, each tab 306,
304 has a length of approximately 1.189 inches and a
height of .6 inches. The tail has a height of .188 inches.
The RFID tag 300 has an overall length of 4.75 inches,
prior to any folding. The RFID tag has a thickness of .005
inches. In other embodiments, the dimensions of the
RFID tag may vary as desired. Any size, shape, or design
of the RFID tag 300 is contemplated.
[0043] A further exemplary embodiment of the inven-
tion that includes access control and auditing features is

depicted in connection with Figures 18-25. In applications
in which the present invention is deployed in connection
with control substance inventories and other similarly
controlled and dangerous items, it may be desirable for
access to such inventories to be monitored and control-
led. In the case of pharmaceutical deployment, for in-
stance, such as at a healthcare facility, drugs inventoried
utilizing the RFID box discussed herein may be distrib-
uted about the facility for use and expedient access dur-
ing the provision of healthcare services. For example,
distribution boxes such as box 400 may be placed in con-
venient locations throughout a facility for access by
healthcare professionals, patients and the like, as need-
ed.
[0044] In some embodiments, the distribution boxes
may be networked with an inventory system such as
shown in connection with Fig. 8 above, and may log de-
posits and withdraws of an inventory kit or basket and
the contents thereof at each event. In other embodi-
ments, the distribution boxes may be configured to au-
thenticate a user attempting to access the box before
access is granted. In some of these embodiments, the
distribution boxes may further or separately track box
access for audit purposes or regulatory compliance, for
example, such as for use in furthering Joint Commission
(JCAHO) compliance goals.
[0045] An exemplary embodiment of the distribution
box 400 is shown with Faraday cage construction shield-
ing methods similar to those described in connection with
the RFID box 100. An enclosure 410 may be C-shaped
such that it forms the top 402, rear 404, and bottom 406
surfaces of the housing. The enclosure 410 may addi-
tionally include lips 408 and 409 that extend vertically
from the top 402 and the bottom 406 surfaces such that
it forms a portion of the front surface of the housing and
partially defines an aperture 411 in the front surface of
the housing. In some embodiments, it may be convenient
to mount the invented distribution box 400 on a vertical
surface, such as the wall of a hospital operating room or
patient room, such that mounting brackets 413 are pro-
vided for securing said box 400 to said vertical surface.
A pair of side panels 412 may be configured to fit within
the enclosure 410 on either side thereof such that the
side panels 412 forms the side surfaces of the distribution
box 400. In exemplary embodiments of the present in-
vention, the side panels 412 may be open top box shaped
such that they likewise create a lip that protrudes inwardly
from the left and right side panels such that it forms a
portion of the front surface of the housing and partially
defines an aperture 411 in the front surface of the hous-
ing.
[0046] One or more hinge mechanisms 418 may con-
nect the door 414 to the housing such that the distribution
box 400 is completely enclosed. In an exemplary embod-
iment of the present invention, one or more hinges 418
are located on the lip formed along the upper edge of the
enclosure 410 and connect the door 414 to the enclosure
410. This may reduce sagging of the door 414 otherwise
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resulting from placing the hinges on the side of the dis-
tribution box 400. Sagging of the door 414 may create
gaps in the distribution box 400 housing and result in
electromagnetic leakage, which is undesirable in appli-
cations in which the inventory items in a kit are being
logged.
[0047] In exemplary embodiments of the present in-
vention, the hinges 418 are continuous tension hinges
that are configured to bias the door 414 in the opened
position, preferably at a 170° angle from the front surface
of the distribution box 400. The door 414 may be sized
and located to cover the front of the distribution box 400
and be substantially flush with the side and bottom edges
thereof, thereby preferably overlapping with at least a
portion of the front face of the box 400 created by the lips
of the enclosure 410 and the side panels 412. In exem-
plary embodiments of the present invention, the door 414
may comprise one or more tabs 416 that protrude beyond
the side panels 412 to facilitate a user manipulating the
door 414 between a closed position and an opened po-
sition. In other exemplary embodiments of the present
invention, the door 414 may comprise pull handles,
knobs, or other devices for opening and closing the door
414.
[0048] As best shown in Fig. 20, the lip extending
around the front of the distribution box 400 may further
comprise a number of latches 420. The latches 420 may
be configured to temporarily secure the door 414 in the
closed position against the housing. The latches 420 may
be magnetic devices configured to interact with the door
414 itself, magnets located thereon such that the door
414 is held securely in place against the housing until
acted upon by a user, or similar spring-biased mechan-
ical equivalents, for example.
[0049] A gasket 432 may be located along the perim-
eter of the front surface of the housing for the distribution
box 400. In exemplary embodiments, the gasket 432 may
extend along the lip created by the enclosure 410 and
the side panels 412. The gasket 432 may be comprised
of a conductive material and may be a foam, tape, pad,
or the like. The door 416 may further be provided with
additional insulation or electromagnetic shielding mate-
rial, as at 417. Similarly, an interior enclosure 419 with
an open face may be affixed within the enclosure 410
and generally within the box 400, wherein the open face
421 is aligned with the aperture 411. The interior enclo-
sure 419, which surrounds the interior cavity 415, may
be used to provide additional electromagnetic insulative
capacity to the box 400, and provide a smooth working
surface for inventory storage.
[0050] A control system 450 is also provided in the ex-
emplary embodiment shown in connection with Figs.
18-25. In some embodiments, the control system 450 is
utilized as an access control or audit system, an inventory
tracking system, or a combination thereof. In some em-
bodiments, the distribution box 400 may be configured
with an access control or audit system 450 that includes
a lock mechanism 452, and authentication mechanism

454, an access control unit 456 and associated commu-
nicative coupling means 458. The distribution box 400
may also be provided with a latch 420 secured to the
door 416 corresponding to and complementary to said
locking mechanism 452, whereupon the door 416 is se-
cured in default a closed position in which the box 400
cannot be opened to access its contents without proper
authentication via the authentication means 454.
[0051] Depending upon the deployment environment,
the authentication means 454 may be provided in a man-
ner conducive and complementary to existing authenti-
cation means already in use at a location. For example,
a lock access point may be provided which includes an
RFID antenna located at a surface of the distribution box
400. The RFID antenna may be configured to communi-
cate with a series of RFID tags 300 (as shown in Figures
17A-C, for example), an ID badge, or wrist band, such
as the wrist band 460 depicted in connection with Fig.
20. In some embodiments, the authentication means 454
is an RFID antenna secured to the distribution box 400
outside of the shielded envelop of the box 400. When a
user wearing an RFID-enabled wrist band 460 or other
similar device passes the device 460 in close proximity
to the lock access point 454, the RFID antenna receives
the ID transmitted by the band 460, and passes the signal
via conductive wire 458 to an access control unit 456 for
further processing.
[0052] An electronic lock mechanism 452 is provided
to couple to the door latch 420 to prevent unauthorized
access to the contents of the distribution box 400. This
lock receives actuation signals from the access control
unit 456 via conductive wires 458, which in turn receives
and processes inputs from the lock access mechanism
454. In some embodiments, RFID-enabled cards, badg-
es, wrist bands, or bracelets 460 are provided to users,
such as hospital staff, and the access control unit 456 is
programmed to open the lock mechanism 452 upon a
successful scan of a predetermined ID range received
at the lock access device 454. In other embodiments, the
distribution box 400 may be networked with the RFID
inventory box system (see, e.g., Fig. 8) which it may query
to determine authorized ID ranges. In the latter case,
temporary ID bracelets 460 may be issued, such as for
patients, wherein access to a distribution box 400 is re-
stricted to a particular location (e.g., the patient’s room)
or a particular length of time (e.g., during a hospital stay).
[0053] Importantly, the invented distribution box 400
and access control system 450 may be configured to log
access to the distribution box 400, either locally in a mem-
ory unit of the access control unit 456 or remotely (e.g.,
150 in Fig. 8). Therefore, the distribution box 400 ensures
an audit trail is created of inventory access at a granular
level. A user desiring to view the audit trail may do so by
accessing a web portal that provides information about
the status and history of items in the box, as well as the
users that have accessed the box. The web portal may
also be used to change settings, including which users
(RFID-enabled cards, wrist bands, or bracelets) are au-
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thorized to access the box.
[0054] In some embodiments, the lock access mech-
anism 454 may be configured with other alternative types
of access readers, as is desired in a particular application.
For example, the lock access mechanism could be pro-
vided as an RFID antenna, a biometric reader, a proximity
induction-based card reader, a mag-stripe reader, a key-
pad, or a combination thereof.
[0055] In some cases, the distribution box 400 may
further include an internal RFID antenna as part of the
access control unit 456 for tracking and logging inventory
items present both before and after an access event.
While the box 400 may be configured with a targeted RF
leak at the location of the lock access mechanism 454,
exemplary embodiments may include two antennas (in-
ternal and external) shielded from one another to track
box access and inventory levels. Network access, power
source or both for the access control unit 456 may be
achieved, for example, via an Ethernet pass-through 462
in the housing 410. Those skilled in the art will appreciate
that, while an exemplary configuration of the lock 452
and latch 420 mechanism, lock access reader mecha-
nism 454, access control unit 456 and pass-through 462
is shown in connection with Figs. 18-25, other suitable
configurations are possible without departing from the
scope of the instant invention as needed for a particular
application. Those skilled in the art will also appreciate
that in other exemplary embodiments the box 400 may
include a mechanical lock that can be accessed with a
physical key in addition to the lock access mechanism.
The mechanical lock may provide secondary security or
be configured to override the lock access mechanism
454. In such an embodiment, the key may be used to
open the box when the power is out.
[0056] The components of the distribution box 400, in-
cluding but not limited to the enclosure 410 and the side
panels 412, may be fastened, welded, adhered, or oth-
erwise secured in their respective locations preferably
by conductive materials. Conductive tape or other con-
ductive material may be additionally placed along the
seams of the components of the RFID box 400 so as to
minimize RFID leakage. These components may be
comprised of a metallic, conductive material such as, but
not limited to, aluminum. Specifically, they may be com-
prised of 1/8" thick aluminum, though any thickness is
contemplated. The use of a conductive material may
serve to substantially electromagnetically "seal" the dis-
tribution box 400 thus minimizing RFID leakage, which
thereby ensures accuracy in RFID readings by ensuring
that an RFID antenna and RFID antenna/reader only de-
tect RFID signals being emitted from within the RFID box
400 for accuracy and efficacy in inventory tracking pro-
cedures.
[0057] A second exemplary embodiment of a distribu-
tion box 500 and its components are shown in connection
with Figs. 26-33. Figure 26 depicts the exterior of the
exemplary box 500, which is formed of a C-shaped hous-
ing 510, side panels 512 and a door 514. A lock access

mechanism 554 is mounted to the side panel 512, and
in this embodiment is an HID-brand proximity card reader
unit. In other embodiments, other alternative access
mechanisms may be substituted or used in conjunction
with such an element as discussed above. Ethernet 564
and power 566 are shown leading to the control unit 556
inside of the enclosure 510. Figure 30 also depicts the
box 500 from a rearward side perspective, and illustrates
the entry point of the network cable 564 and mounted
reader unit 554.
[0058] Figure 27 illustrates the box 500 with the door
514 in the open position, hinged to the left side of the
enclosure 510. The latch 520 is fixed to the right side of
the door 514 in a position for complementary mating reg-
istration with the electronic latch 552 secured to the box
500 at the lower end of the right side panel 512, below
the access reader unit 554. An interior enclosure 519
with an open face is affixed within the enclosure 510 and
generally within the box 500. Figure 28 is a perspective
view of the right interior side of the box 500 with the in-
terior enclosure removed. The electronic lock strike 552
is shown mounted therein.
[0059] Figure 29 is a further perspective view of the
interior of the box 500 with the interior enclosure 519
removed, primarily focused on the upper portion of the
box interior. Here, the elements of the access control unit
556 can be seen, as well as electric connections 558
coupling the components of the control system generally.
In this exemplary embodiment, the control unit of the box
500 can be seen to include a processing unit 570, a lock
mechanism 552, connections 558, RFID reader 572 and
access reader unit 554. In this embodiment, the box 500
is provided with a ThingMagic M6E-MICRO RFID reader
unit 572, which is used to receive RFID signals from in-
ventory items and kit baskets placed within or removed
from the box 500. The processing unit 570 utilizes a
Raspberry Pi 3 Model B Motherboard for processing the
RFID information received from the reader 572 and the
access reader unit 554, and handling network commu-
nications and lock mechanism 552 actuation. Figure 31
shows a second view of the reader unit 572 for clarity.
[0060] Figures 32 and 33 depict components of the
processing unit 570 used in this exemplary embodiment.
The Raspberry Pi 3 Model B Motherboard 580 is shown
in Fig. 32, and a daughter card 582 is shown in Fig. 33.
The daughter card 582 is secured to the motherboard
580 via threaded fasteners (not shown) screwed into the
threaded mounts 584 on the motherboard, via apertures
586 in the daughter card. The daughter card provides
the necessary circuitry for actuation of the lock mecha-
nism 552 with suitable boosts to voltage.
[0061] In certain embodiments, the processing unit
570 allows for local processing of authorization requests
and comparison of baseline information against invento-
ry scans. While changes in user roles and changes to
baseline information may be effected through a web por-
tal, the box 500 can perform many operations locally,
allowing it to maintain operability even when network/in-
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ternet connection is unavailable.
[0062] Another embodiment of a distribution box 600
having different shape and size is shown in connection
with Figures 34 through 37. Figure 34 depicts the exterior
of the exemplary box 600, which is formed of a housing
610 and a door 614. In this embodiment, and as best
seen in Fig. 37, the door hinges are comprised of tabs
620 formed from the same sheets of metal as the door
and cabinet, with a bearing 622 in-between, providing for
a seamless appearance. A lock access mechanism (not
shown) and card reader unit (not shown) may be mounted
to the housing 610 as desired. An interior enclosure 612
defines an interior cavity 613 for receiving items. The box
and cavity may be sized to receive a single tray containing
pharmaceutical items and/or other items. In an exempla-
ry embodiment, the dimensions of the interior cavity 613
may be 24.5 inches in width, 3.875 inches in height, and
16.7 inches in depth. Of course, in other embodiments
the dimensions of the interior cavity 613 may vary as
desired. While this embodiment could be attached to a
wall, it may also be placed on a surface such as a counter
top or on top of a cabinet 700, as shown in Fig. 37. In
some embodiments the box may contain bottom brackets
allowing it to be secured to surface. The compact nature
of the box allows it to be used in locations that may have
little space available, such as a fire station.
[0063] As shown in Figs. 35 and 36, the box 600 has
four adjustable feet 615, each located at a bottom corner
of the box, which may be adjusted as necessary to allow
the box 600 to be level or avoid wobbling when in use.
[0064] The box 600 may have a status light 617 located
on the housing. The status light 617 may display one or
more colors that communicate information to a user. In
an exemplary embodiment, the light can turn green, or-
ange and red. When a scan reveals that all items are
present, and all items are unexpired, the light 617 may
be green. A user can take one look at the box and upon
seeing the green light know that there is no need to re-
place any expired items, and that all items are present.
The light 617 turns orange when one or more items are
expired, providing a visual notification to the user that
restocking is necessary. When the scan indicates that
according to baseline box content data an item is missing,
the box may turn red, again providing a visual notification
to the user that restocking is necessary and possibly a
review of the audit records is necessary as well to see
what user removed the item. Of course, in different em-
bodiments, the light may be configured in different ways.
The light may be an LED light in electronic communica-
tion with the motherboard 580. The box 600 may be pow-
ered by PoE (power over ethernet) or other means. An
ethernet port may be located on its back side or other
surface. In some embodiments, the box may include a
battery to allow it to remain operable when the power
goes out or during transport.
[0065] This embodiment may have a mechanical lock
in addition to the lock operated by the lock access mech-
anism. The mechanical lock may be completely separate

to and provide a secondary level of security to the lock
access mechanism. This may allow for increased secu-
rity. The mechanical lock may also be configured to over-
ride the lock access mechanism in times when the power
is out or in other emergency situations.
[0066] Different embodiments may also have a display
screen integrated into the box itself to provide written
notifications to users. For example, the screen may dis-
play the name of a pharmaceutical item that has expired
along with its expiration date. In some embodiments, the
screen may display the name of the last user that has
accessed the box. The screen may be sized such that it
can only provide a few words to a user or it may be larger
and even have touch-screen capabilities to allow users
to configure settings, enter queries, or otherwise obtain
information about contents and access history.
[0067] It will be appreciated by one of ordinary skill in
the art that a box shaped like the embodiment in Figs.
34 through 37 may contain many of the features shown
in other embodiments of the figures as desired to provide
a convenient solution to a consumer.
[0068] Figs. 38 through 46 illustrate an exemplary em-
bodiment of a double door RFID box 700. In this exem-
plary embodiment, the RFID box 700 is rectangular in
shape and comprises a housing 710. The housing 710
is comprised of a front side 712, left side 714, right side
716, top side 718, bottom side 720, and back side 722,
surrounding an inner cavity 724.
[0069] Located on the front side 712 of the housing
710 is an outer door 726 which may be attached to the
housing 710 by a hinge mechanisms 728. In the exem-
plary embodiment of Figs. 38-46, the hinge mechanism
728 movably connects the left side of the outer door 726
to the left edge of the front side 712 of the housing 710.
In other embodiments, different means may be used to
connect the outer door 726 to the housing in a variety of
ways. As shown at least in Figs. 38, 41 and 44, the outer
door 726 may have a lip 729 on the end opposite the
hinge mechanism 728 that extends away from the outer
door 726 in a curving fashion in order to aid a user in
manually opening and closing the outer door 726.
[0070] While in Fig. 38 the outer door 726 is shown in
a closed position, in Fig. 39 the outer door 726 is shown
in a substantially open position, wherein a user can view
and access an inner door 730 located in a recess 731 in
the front side 712 of the housing 710. The inner door 730
is connected to the recessed wall via a hinge mechanism.
The inner door also has a lip 727 that can be used to
manually move the door. Figs. 40, 43, and 44 show the
box 700 with both the outer door 726 and inner door 730
in open positions, allowing a user access to the inner
cavity 724 of the box 700.
[0071] In this exemplary embodiment both the outer
door 726 and inner door 730 are associated with elec-
tromechanical lock access mechanisms 732, 734 to allow
for access into the RFID box. Each of the lock access
mechanisms 732, 734 are electrically actuated, but also
contain manual override locks 733, 735 that can bypass
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the electric actuation. The manual override locks 733,
735 can be accessed from the front face of the outer and
inner doors 726, 730. The manual override locks 733,
735 may be keyed differently such that two different keys
are needed to open both the outer and inner doors. Man-
ual access may be necessary in the event of an electrical
outage or the box 700 otherwise loses access to a power
supply. Each lock access mechanism 732, 734 compris-
es a latch 738, 740 on the back side of its respective door
that insertably engages with an aperture located in the
housing 710 when in the "locked" orientation (apertures
not shown). The apertures may be located within the re-
cess 731 on the front side 712 of the housing.
[0072] The RFID box 700 includes an internal process-
ing unit for controlling operations of the box 700, including
access to the inner cavity. Referring to Fig. 46, the inter-
nal processing unit 736 is located within the housing, and
in an exemplary embodiment may be located between
the bottom side 720 of the housing 710 and the inner
cavity 724. The internal processing unit may comprise a
single board computer (SBC) associated with a printed
circuit board (PCB). In an exemplary embodiment, the
SBC may be a Raspberry PI Model 3, although other
embodiments may use a variety of commercially-availa-
ble processing units to perform the same functions. The
SBC includes wireless capabilities that permit wireless
connectivity to a wireless network via an external wireless
antenna 741 located on the box 700. While shown in
Figs. 38 - 42, the wireless antenna 741 is not shown in
Figs. 43 - 46. The PCB may interface the low voltage
signals of the SBC with the other devices, including an
RFID radio module connected directly to the PCB, the
electromechanical lock access mechanisms 732, 734,
the access reader unit 737 located on the right side of
the housing, and the LED light 750.
[0073] The access reader unit 737 is the source of au-
thentication for the electronic actuation of the lock access
mechanisms 732, 734. In some embodiments, the ac-
cess reader unit 737 may be a proximity card reader. The
PCB is also in electronic communication with an RFID
antenna 743 located in the housing 710 of the box 700.
As illustrated in Figs. 45B and 46, the RFID antenna 734
is located between the back side 722 of the housing the
inner cavity 724. The RFID antenna 743 may be con-
nected by coaxial cable to an RFID reader module con-
nected to PCB. In an exemplary embodiment, the RFID
reader module may be a ThingMagic Micro Embedded
RFID Reader Module, however in other embodiments a
variety of other commercially-available RFID reader
modules may be used.
[0074] As with other embodiments disclosed herein,
one or more wires (not shown) may be used to facilitate
communication between the various components of the
box 700 and the internal processing unit, as well as sup-
ply power. The box 710 may be mains-powered and may
be powered by PoE or other means. Referring to Fig. 46,
an internal power supply 760 is also shown.
[0075] One or ordinary skill in the art will recognize that

any location, variation, or combination of RFID antenna
and RFID readers is contemplated, including versions
described in other embodiments herein. Additionally, al-
though a single antenna may be used to scan the entire
volume of the inner cavity 724, in other embodiments
multiple antennas, readers, or antenna/readers may be
used to read RFID tags located in the box 700.
[0076] Referring to Figs 41- 45, located on the top side
718 of the box is a lockable drop box mechanism 744.
The drop box mechanism 744 comprises a pivotable
drawer 746 with a finger slot 748 that allows for manual
opening of the drawer 746 when the drawer 746 is in a
closed and unlocked state. The drawer 746 allows items
to be placed into the inner cavity 724 of the box 700 when
the inner door 730 is closed. When the drawer 746 is in
an open position an item can be placed into the drawer
746 by a user. The drawer 746 can then be manually
pushed into a closed position, when the item will drop
into the inner cavity 724. The drawer 746 may also close
shut under the force of gravity, such that it is only in an
open position when a user is holding it open. In some
embodiments, the drawer 746 may have a lip, handle,
knob, or other feature that aids a user in opening and
closing the drawer 746. In some embodiments, the drop
box mechanism 744 may be automated such that the
opening and closing of the drawer 746 can be initiated
by manipulating a button or switch.
[0077] As illustrated in Figs. 45B and 45C, the drop
box 746 may contain a locking mechanism 752 that pre-
vents the drawer from being opened when the inner door
730 is locked. In an exemplary embodiment, the locking
mechanism 752 is comprised of a pin 754 that extends
into the inner cavity 724 through the front side of the
housing 712. The pin 754 is a spring pin biased to extend
out of the front side of the housing 712 (its "initial" posi-
tion). When the outer door 726 is in a closed position,
the back side of the outer door 726 forces the pin 754 to
move from its initial position into an extended position
where the pin 754 shifts further into the inner cavity 724.
In some exemplary embodiments, the outer door 726
may have a protrusion on its back side that lines up with
the pin 754 when the outer door 726 is in the closed
position and helps to push the pin 754 into an extended
position when the door 726 is closed.
[0078] In its extended position, the pin 754 makes con-
tact with a lever 756 connected to said housing 710 and
forces the lever 756 to engage with a slot 758 located on
the drawer 746. The lever 756 is spring loaded and biased
into a position that is disengaged from the slot 758. When
the pin 754 is extended, the engagement of the lever 756
into the slot 758 prevents the drawer 746 from being
opened from the top side of the box 700. When the outer
door 726 opens, the pin 754 springs from the extended
position back to its initial position. Returned to its initial
position the pin 754 is no longer in contact with the lever
756, and the lever 756 springs into a disengaged position
in which it is no longer engaged with the slot 758 on the
drawer 746. Accordingly, the drop box 744 can be opened

19 20 



EP 3 493 129 A1

12

5

10

15

20

25

30

35

40

45

50

55

by a user, who can then drop items into the inner cavity
724 using the drawer 746.
[0079] In other embodiments, an electrical locking
mechanism may secure the drawer 746 in a closed po-
sition by being insertably received into the surrounding
housing 710 when in a locked state. In such an embod-
iment the locking mechanism may be in electronic com-
munication with the PCB, which controls the locking and
unlocking of the drawer 746.
[0080] The drop box mechanism 744 may be useful in
scenarios where there is far more concern about the re-
moval of items from the box 700 than the addition of items
to the box 700. Also, the drop box 744 allows for more
flexibility in dropping in items as there is not the same
need for authorized users as there is to access the inner
cavity 724. That is, in an exemplary embodiment there
only needs to be authorization for the opening of the outer
door 726. In an exemplary scenario, a drug kit could be
returned to the box 700 at the end of a shift or work day
without requiring an authorized supervisor to open the
inner door 730.
[0081] Although the exemplary embodiment of Figs.
38 - 43 includes a drop box mechanism, in some embod-
iments of the double door RFID box there may be no drop
box mechanism.
[0082] The RFID box includes means for visually indi-
cating alerts to a user. A tri-colored LED (light emitting
diode) 750 may be located the front side of the housing.
In the exemplary embodiment of Figs. 38 - 43 the LED
750 is located in the upper right hand portion of the front
side of the housing 712, but in other embodiments the
exact location may vary. Different colors and/or patterns
of light may be emitted to communication information in-
cluding, but not limited to, the status of contents, access,
and user authorization. In other embodiments, multiple
LED lights may be used, or even a small display screen
may be located on outside of the box 700 in order to
convey information to users. For example, the LED light
may be programmed to be red until access is granted to
an authorized user, at which time the light may change
to green. As another example, the light may turn yellow
to indicate that an item has been removed from the box.
In another example, the light may change color to indicate
that an inventory scan has detected items that are ex-
pired.
[0083] The double door RFID box 700 may be used to
control access to narcotics or other controlled substanc-
es or expensive drugs that require security. The housing
710 and doors 726, 730 may be made of durable steel
construction, and two different authorized users may
need to be recognized by the system before both doors
can be opened and the interior cavity 724 accessed. Au-
thorized users may be recognized by pre-approved RFID
IDs associated with RFID cards, RFID bracelets, or other
RFID items that may be carried by a user. The need for
two authorized users in order to access the inner cavity
724 of the box (each being authorized to open a single
door) may satisfy security requirements in a hospital,

medical facility, emergency medical service facility, fire
station, or other facility that follows high-security proto-
cols for securing and accessing narcotics or other drugs.
[0084] Operations of the box 700 are performed by
software located on the internal processing unit 736, in-
cluding the PCB, as well as software located on a remote
server accessible over a network. In an exemplary em-
bodiment, configuration of access levels, permissions,
notifications, box content/inventory tracking, audit re-
cording, and RFID maintenance levels may be performed
by the remote server. In some embodiments the remote
server may be a cloud based data storage and process-
ing server. In other embodiments the remote server may
simply be located on a local network within the same
facility or campus. In other embodiments the internal
processing unit may instead perform some or all of these
functions, allowing the box 700 greater autonomy to per-
form various tasks even when not connected to a wireless
network In an embodiment where the internal processing
server performs all functions, including maintaining its
own database, there may be no need for a remote server.
[0085] In an exemplary embodiment where a remote
server is used, the remote server is associated with a
database that stores the baseline box content data and
updates it with the current box content data after each
scan. Content data is provided by scans of RFID tags
within the internal cavity, although the system may also
allow manual entry of content data as well when neces-
sary.
[0086] The remote server also stores information re-
garding authorized users, authorization levels, and the
audit records for each box. Although a certain user, as-
sociated with a specific RFID card, may have authoriza-
tion to open the outer door, they may not be authorized
to open the inner door. In some embodiments there may
be no authorization levels, just a requirement that two
separate authorized users, as identified by their RFID
cards, open each of the doors.
[0087] A user on a remote device can change author-
ization levels and perform RFID maintenance using an
online portal supported by the remote server. A remote
user device could be a personal computer, a cell phone,
or any other electronic device able to access the online
portal. The remote server can also push alerts and noti-
fications to user devices when certain activities occur.
For example, if the box is accessed by an authorized
user, a supervisor may receive a text message letting
them know who has accessed the contents of the box,
what time the box was accessed, and what items, if any,
were taken from the box. A user could receive a text
message or email at the end of each day letting them
know the current contents of the box, and whether any
items are expired or under recall. One of ordinary skill in
the art will appreciate that many types of alerts and no-
tifications may be communicated to users in a variety of
ways including email, text message, fax, or even auto-
mated voicemail. Furthermore, a user may check on the
status of a particular box at any time by accessing an
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online portal using a variety of devices. Again, the oper-
ations described herein, and more, may be performed
by the internal processing unit in an exemplary embodi-
ment that does not require a remote server.
[0088] In an exemplary scenario, the RFID box 700 is
stocked with one or more items and both the outer door
726 and inner door 730 are locked. The drop box mech-
anism 744 is shut and locked. A first RFID card associ-
ated with a first authorized user account is placed in close
enough proximity to the access reader unit 737 that it is
detected. The access reader unit 737 communicates with
the PCB in the internal processing unit, which communi-
cates the RFID information with the remote server over
a wireless network. The remote server compares the
RFID information presented by the internal processing
unit with RFID information stored in a database. If au-
thorization is confirmed, the internal processing unit di-
rects the lock access mechanism 732 on the outer door
726 to unlock, allowing the outer door 726 to be opened
by a user. In some embodiments the hinge mechanisms
728 on the outer and inner doors 726, 730 may include
biased springs that cause the door to swing open once
unlocked. The internal processing unit also directs the
locking mechanism for the drop box 744 to unlock so that
a user can open the drawer 746 via the finger slot 748
and drop in any items as desired.
[0089] In order to open the inner door 730, a second
RFID card associated with a second authorized account
is placed in close enough proximity to the access reader
unit 737 that it is detected. The access reader unit 737
again communicates with the PCB in the internal
processing unit, which directs the request to the remote
server. If authorization is granted, the PCB directs the
lock access mechanism 734 on the inner door 730 to
unlock, allowing the inner door 730 to be opened by a
user or swing open. A user may then access the contents
of the inner cavity 724.
[0090] An audit trail of which user accounts were read
by the access reader unit 737 is stored by the remote
server. Records stored by the remote server may include
which users requested access to the box, what time ac-
cess was sought, and whether such access was granted
or denied. In a system where there are two or more boxes,
the audit trail will also include information identifying
which specific box was accessed. The remote server may
push notifications and/or alerts out to users to notify them
of who has requested access to the box and/or received
authorization. The remote server may also transmit such
information to a remote portal to be accessed by users
on a variety of electronic devices.
[0091] When both doors are shut, the latches re-en-
gage with the respective apertures in the housing. In oth-
er embodiments, the doors may not automatically lock
once fully shut, and may require the use of an authorized
RFID card to relock.
[0092] Once both doors are shut, the internal process-
ing unit may initiate a scan of the inner cavity 724 to
detect RFID tags. The results of the scan are transmitted

from the computer to the remote server containing a da-
tabase of information related to previously-scanned
items. The remote server compares the scan results to
the last scan to determine if any items are missing and
if any new items are present. Any expired or recalled
items may also be identified. Notifications regarding
missing items, new items, or users may be communicat-
ed from the remote server. Items determined to be miss-
ing may be noted on the audit trail. For example, the audit
trail may identify that at 12:43pm on a particular day, user
A was granted access through the inner door and re-
moved two unit doses of Hydrocodone tablets from box
A. The audit trail may also identify that user B was granted
access to the outer door at 12:00pm on that same day.
The audit trail could also show that user C sought access
through the inner door at 12:30pm on the same day and
was denied. The audit trail could further show that at
12:50 on that day, user D sought access through the
inner door, which was granted, and left two unit doses of
Fentanyl in the inner cavity.
[0093] It will be appreciated by one of ordinary skill in
the art that various forms of software and hardware could
be used. In exemplary embodiments where there is no
remote server, the internal processing unit stores all in-
formation, including information pertaining to authorized
users, audit records, inventory, content. The internal
processing unit is able to push notifications and alerts to
users, and can support a web portal. Variations including
those systems described in other embodiments herein
may be used as desired without departing from the in-
ventive concept.
[0094] In an exemplary embodiment, the drop box may
include a micro switch that can signal to the internal com-
puter that an item has been deposited into the inner cavity
through the drop box and an inventory scan needs to be
performed in order to update content data. In such an
embodiment, the box will be able to send alerts and no-
tifications regarding items that have been dropped into
the drop box, and will not wait for updates when the outer
door is closed.
[0095] In an exemplary embodiment, the box may ini-
tiate notifications if the doors have been opened for a
certain amount of time, in order to increase security. This
may be achieved through the use of micro switches lo-
cated on each of the doors. This may also be achieved
through the internal processing unit tracking the locking
and unlocking of both doors.
[0096] In an exemplary embodiment, there may not be
double doors, but instead a single door for accessing the
internal cavity. Authorization requirements would vary
accordingly, as only one authorized user would be need-
ed to open this embodiment of the box. However, in this
embodiment the box may still have a drop box mecha-
nism and any of the other features described herein for
the double door RFID box. A single door box may be
beneficial to support delivery confirmation in a hospital
or other large facility setting where drugs that are not
narcotics or otherwise subject to the highest standards
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of security are moved around the facility on a daily basis.
A single door box may be used as a receptacle to hold
such drugs temporarily, yet still serve the function of
tracking the location of the drug, who dropped it off, at
what time it was dropped off, and similar information re-
garding when it is removed.
[0097] Two or more RFID box devices according to the
exemplary embodiments described herein may be used
together in the same system to track the location of items
and user access/authorization. A multi-device system
may be used in a hospital or large clinical setting where
drugs are routinely moved from one location to another
depending upon specific needs. For example, a hospital
with a pharmacy unit that sends drugs to various hospital
floors throughout the day for eventual use. In an exem-
plary embodiment of a multi-device system, the system
may not only detect the removal of items from one RFID
box, but identify when those same items are deposited
in a second RFID box at a later time. The system may
also track, record, and report the time interval between
the removal of an item from one device and the deposit
of the same item in another device. A common remote
server in communication with each RFID box may pro-
vide authorizations, track overall and individual invento-
ries, and monitor the operations of each box and send
notifications and alerts. Each device may have a unique
identifier with the remote server that is associated with
information regarding the specific location of each device
and any other features particular to each device. Accord-
ingly, if a user receives a notification that a certain item
has been taken from a particular device, they will know
where in the facility that device is, and accordingly the
last physical location of the item.
[0098] Although one or more double door RFID boxes
may be part of a multi-device system, in various embod-
iments different combinations of RIFD boxes according
to other embodiments of RFID boxes identified herein
may be used.
[0099] One of ordinary skill in the art will recognize that
any embodiment of the present invention may include
any of the optional or preferred features of the other em-
bodiments of the present invention. The exemplary em-
bodiments herein disclosed are not intended to be ex-
haustive or to unnecessarily limit the scope of the inven-
tion. The exemplary embodiments were chosen and de-
scribed in order to explain the principles of the present
invention so that others skilled in the art may practice the
invention. Having shown and described exemplary em-
bodiments of the present invention, those skilled in the
art will realize that many variations and modifications may
be made to the described invention. Many of those var-
iations and modifications will provide the same result and
fall within the scope of the claimed invention. It is the
intention, therefore, to limit the invention only as indicated
by the scope of the claims. While reference numerals
have been added to the claims, the inclusion of reference
numerals has no effect on the scope of the claims.

Claims

1. A device for securing and tracking RFID-tagged in-
ventory comprising:

a housing (710) surrounding an interior cavity
(724), said housing (710) having a front side
(712), a top side (718), a left and right side
(714,716), a bottom side (720), and a back side
(722);
an outer door (726), said outer door connected
to said front side (712) of said housing (710),
and said outer door (726) adapted for movement
between a closed position and an open position;
an RFID antenna (743) located within said hous-
ing; said RFID antenna configured to communi-
cate with one or more RFID tags located within
said interior cavity (724);
an RFID reader located within said housing
(710), said RFID reader configured to commu-
nicate with one or more RFID tags located within
said interior cavity (724); and
a processor (736), said processor in electronic
communication with said RFID antenna (743)
and said RFID reader;

wherein said processor (736) is adapted to instruct
said RFID antenna (743) and said RFID reader to
perform a scan to identify items present in said inte-
rior cavity (724) upon the closing of said outer door
(726).

2. The device of claim 1 further comprising an inner
door (730), said inner door (730) being adapted for
movement between a closed position and an open
position.

3. The device of claim 2, wherein said inner door (730)
is located in a recess (731) in said front side (712)
of said housing (710).

4. The device of claim 2 or claim 3, wherein said inner
door (730) is located behind said outer door (726)
and said inner door (730) can only be in an open
position when said outer door (726) is in an open
position.

5. The device of any preceding claim, wherein said out-
er door (726) comprises a lip (729) adapted to aid a
user in manually opening and closing the outer door
(726).

6. The device of any of claims 2 to 4, wherein said outer
door (726) and inner door (730) comprise lips
(727,729) adapted to aid a user in manually opening
and closing said inner and outer doors (726,730).

7. The device of any preceding claim, wherein at least
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said outer door (726) is spring biased in an open
position.

8. The device of any preceding claim, wherein said de-
vice further comprises:
an LED light (750) located on said housing (710),
said LED light being adapted to communicate noti-
fications to a user.

9. The device of any preceding claim, further compris-
ing:

a first lock mechanism (732) associated with
said outer door (726), said first lock mechanism
(732) being in electronic communication with
said processor (736);
an access reader unit (737) in electronic com-
munication with said processor (736), said ac-
cess reader unit (737) being adapted to recog-
nize RFID cards associated with authorized us-
ers;
wherein said processor (736) is adapted to direct
said first lock mechanism (732) to unlock said
outer door (726) upon the recognition by said
access reader unit (737) of a first RFID card as-
sociated with a first authorized user, and said
processor (736) is adapted to direct said first
lock mechanism (732) to unlock said outer door
(726) upon the recognition by said access read-
er unit of a second authorized RFID card asso-
ciated with a second authorized user.

10. The device of claim 9 when dependent upon claim
2, further comprising a second lock mechanism (734)
associated with said inner door (730), said second
lock mechanism (734) being in electronic communi-
cation with said processor (736).

11. The device of claim 9 or claim 10, wherein at least
said first lock mechanism (732) comprises a me-
chanical manual override lock.

12. The device of any preceding claim, further compris-
ing a drop box mechanism (744) located in said top
side (718) of said housing (710), said drop box mech-
anism (744) comprising a drawer (746) adapted to
move between an open position and a closed posi-
tion, said drawer (746) being adapted to receive
items to be placed into the inner cavity (724) when
said drawer (746) is in an open position.

13. The device of Claim 12, further comprising:

a locking mechanism (752) adapted to lock said
drawer (746) of said drop box mechanism (744)
in said closed position, said locking mechanism
(752) comprising:

a slot (758) located on said drawer (746);
a lever (756) connected to said housing
(710), said lever (756) being positioned to
engage with said slot (758) when said draw-
er (746) is in said closed position; said lever
(756) being spring loaded and biased in a
position disengaged from said slot (758),
a pin (754) extending through said front side
(712) of said housing (710), said spring pin
(754) being biased to extend out of said front
side (712) of said housing (170); said pin
(754) being adapted to slide through said
housing (710) and make contact with said
lever (756) when said outer door (726) is
moved from said open position to said
closed position;

wherein when said outer door (726) is closed
and said pin (754) engages with said lever (756),
said lever (756) engages with said slot (758) and
prevents said drawer (726) of said drop box
mechanism (744) from being opened.

14. The device of Claim 13, wherein said drawer (746)
of said drop box mechanism (744) includes a finger
slot (748) for opening said drawer (746).
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