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(54) LOG TRANSMISSION DEVICE AND LOG COLLECTION SYSTEM

(57) A log transmission apparatus is a log transmis-
sion apparatus connected to a log collection apparatus
via a communication network, and includes an applica-
tion execution unit which outputs a log, an environment
change management unit which generates an environ-
ment code as information indicating a change in a state
of the log transmission apparatus, and a transmission

unit which transmits the log and the environment code
to the log collection apparatus, in which the environment
change management unit generates the environment
code indicating a change in the state during a period from
a previous output to present output of the log by the ap-
plication execution unit.
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Description

Technical Field

[0001] The present invention relates to a log transmis-
sion apparatus and a log collection system.

Background Art

[0002] When devices have failures, the log information
of the devices is often referred to investigate the causes
of the failures. At this time, sometimes only log informa-
tion of devices having failures is insufficient to conduct
effective investigations. Therefore, log information of an-
other relevant device is also collected to carry out each
investigation.
[0003] PTL 1 discloses a log collection apparatus in-
cluding a graphical user interface configured to cause an
operator to select a device from which logs are to be
collected and logs to be collected, and a combination
management unit configured to identify other logs relat-
ing to the logs selected on the graphical user interface
to bring the other logs relating to the selected logs into a
selected state on the graphical user interface.

Citation List

Patent Literature

[0004] PTL 1: JP 2006-99745 A

Summary of the Invention

Technical Problem

[0005] In the invention described in PTL 1, when a de-
tailed log cannot be obtained from a device having a fail-
ure, it is difficult to investigate the cause of the failure.

Solutions to Problem

[0006] According to a first aspect of the present inven-
tion, a log transmission apparatus is a log transmission
apparatus connected to a log collection apparatus via a
communication network, and includes an application ex-
ecution unit which outputs a log, an environment change
management unit which generates an environment code
as information indicating a change in a state of the log
transmission apparatus, and a transmission unit which
transmits the log and the environment code to the log
collection apparatus, in which the environment change
management unit generates the environment code indi-
cating a change in the state during a period from a pre-
vious output to present output of the log by the application
execution unit.
[0007] According to a second aspect of the present
invention, a log collection system is a log collection sys-
tem including a plurality of log transmission apparatuses

and a log collection apparatus which are connected via
a communication network, the log transmission appara-
tuses each include an application unit which outputs a
log, an environment change management unit which
generates an environment code as information indicating
a change in a state of the log transmission apparatus,
and a transmission unit which transmits the log and the
environment code to the log collection apparatus, in
which the environment change management unit gener-
ates the environment code indicating a change in a state
during a period from a previous output to present output
of the log by the application unit, and the log collection
apparatus includes a failure detection unit which detects
a failure by analyzing the log received from the log trans-
mission apparatus, and a similar environment determi-
nation unit which determines another log transmission
apparatus having the same or similar state by using the
environment code received from the log transmission ap-
paratus.

Advantageous Effects of Invention

[0008] According to the present invention, information
necessary for detection of a failure and reproduction of
a state upon occurrence of an abnormality can be ob-
tained, and even when a detailed log cannot be obtained
from a device having a failure, a log of another device
which has a state similar to that of the device having a
failure when the abnormality occurs can be used to in-
vestigate the cause of the failure.

Brief Description of Drawings

[0009]

FIG. 1 is a diagram illustrating an overall configura-
tion of a log collection system 1.
FIG. 2 is a configuration diagram of a log transmis-
sion apparatus.
FIG. 3 is a configuration diagram of a log collection
apparatus.
FIG. 4 is a table illustrating a configuration of a sum-
mary log DB and stored information.
FIG. 5 is a table illustrating a configuration of a ver-
bose log DB and stored information.
FIG. 6 is a table illustrating an example of environ-
ment ID definition information.
FIG. 7 is an exemplary view of a screen displayed
on a display operation unit by an application execu-
tion unit.
FIG. 8(a) is a diagram illustrating an example of a
verbose log, FIG. 8(b) is a diagram illustrating an
example of a summary log, and FIG. 8(c) is a diagram
illustrating an example of an environment code.
FIG. 9 is a flowchart illustrating the operation of an
environment change management unit.
FIG. 10(a) is a table illustrating environment infor-
mation collected in advance, and FIG. 10(b) is a table
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illustrating newly collected environment information.
FIG. 11 is a flowchart illustrating the operation of a
log output unit.
FIG. 12 is a flowchart illustrating the operation of a
log transmission unit.
FIG. 13 is a flowchart illustrating the operation of a
failure detection unit.
FIG. 14 is a diagram illustrating the outline of envi-
ronment information restoration processing.
FIG. 15(a) is a table illustrating an environment in-
formation list, and FIG. 15(b) is a table illustrating a
similarity calculation result table indicating process-
ing results.
FIG. 16 is tables illustrating examples of verbose
logs.
FIG. 17 is a diagram illustrating requesting user’s
consent of transmission according to a first modifi-
cation.
FIG. 18 is a flowchart illustrating the operation of a
log request reception unit according to the first mod-
ification.
FIG. 19 is a table illustrating an example of a base
ID definition table according to a second modifica-
tion.
FIG. 20 is a diagram illustrating an overall configu-
ration of a log collection system according to a sec-
ond embodiment.
FIG. 21 is a diagram illustrating configurations of a
log indirect transmission apparatus and a log direct
transmission apparatus.
FIG. 22 is a table illustrating a configuration of a sum-
mary log DB and stored information.

Description of Embodiments

(First embodiment)

[0010] Hereinafter, a log transmission apparatus and
a log collection system according to a first embodiment
will be described with reference to FIGS. 1 to 16,

(Overall configuration and outline of invention)

[0011] FIG. 1 is a diagram illustrating an overall con-
figuration of a log collection system 1. The log collection
system 1 includes one log collection apparatus 200 and
a plurality of log transmission apparatuses 1100. The log
collection apparatus 200 and the plurality of log trans-
mission apparatuses 1100 are connected via a network
500. The network 500 is a wide area network, such as
the Internet. Each of the log transmission apparatuses
1100 is, for example, a car navigation system which is
configured to be installed in a vehicle. The log collection
apparatus 200 is a server apparatus which collects and
analyzes logs output by the log transmission apparatus
1100.
[0012] There are two types of logs transmitted from the
log transmission apparatus 1100, namely, a verbose log

and a summary log. Although the summary log has a
smaller amount of information than that of the verbose
log, the summary log includes information from which the
log collection apparatus 200 can detect generation of at
least some kind of failure. The verbose log includes more
detailed information than that of the summary log, for
example, information for investigating the cause of a fail-
ure or overcoming the failure.
[0013] The outline of the first embodiment is as follows.
When detecting an abnormality from collected log infor-
mation, the log collection apparatus 200 requests, for
investigation of the abnormality, verbose logs from the
log transmission apparatus 1100 to which a log having
the detected abnormality is transmitted (hereinafter re-
ferred to as an "apparatus from which an abnormality is
detected"). However, when the log collection apparatus
200 transmits a request for the verbose log, it may be
considered that the verbose log cannot be transmitted,
for example, when a power supply of the apparatus from
which an abnormality is detected is off. Therefore, the
log collection apparatus 200 requests the verbose log
not only from the abnormality detecting device but also
from the log transmission apparatus 1100 having the
same or similar environment as the apparatus from which
an abnormality is detected (hereinafter referred to as
"substitute apparatus"). However, the "environment" of
the log transmission apparatus 1100 is a state of the log
transmission apparatus 1100 including a configuration
of at least one of hardware and software. The log collec-
tion apparatus 200 analyzes the details of an abnormality
using a verbose log received from the substitute appa-
ratus. Details are described below.

(Configuration of log transmission apparatus)

[0014] FIG. 2 is a configuration diagram of the log
transmission apparatus 1100. The log transmission ap-
paratus 1100 includes a storage unit 1101 which stores
a summary log DB 610 and a verbose log DB 620, a
control unit 1102 which executes a series of processes
in the log transmission apparatus 1100, a display oper-
ation unit 1103 which displays, for example, an execution
screen for an application to receive user’s operation, and
a communication unit 1104 which communicates with the
log collection apparatus 200. When a CPU, not illustrat-
ed, executes programs stored in a ROM, not illustrated,
the control unit 1102 serves as an application execution
unit 1110, an environment change management unit
1120, a log output unit 1130, a log transmission unit 1140,
and a log request reception unit 1150. The display oper-
ation unit 1103 is, for example, a liquid crystal touch panel
which has an information presentation function for the
user and an input function for accepting the operation
from the user. The display operation unit 1103 shows
information on the basis of a command from the control
unit 1102 and transmits the user’s input to the control
unit 1102.
[0015] The application execution unit 1110 executes
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one or more applications, for example, a destination
search application, and outputs a message 601 as an
operation log of each application to the log output unit
1130. The message 601 includes a verbose log and a
summary log. When outputting the summary log, the ap-
plication execution unit 1110 always outputs the verbose
log, but in some cases, when the verbose log is output,
the summary log is not output.
[0016] The environment change management unit
1120 monitors a change in the environment of the log
transmission apparatus 1100 and outputs the change in
the environment as an environment code 602, which is
described in detail later, every time the application exe-
cution unit 1110 outputs the summary log. That is, when
only the verbose log is output and the summary log is
not output, the environment change management unit
1120 does not output the environment code 602. For ex-
ample, when the environment of the log transmission ap-
paratus 1100 has a hardware configuration and a soft-
ware configuration, addition or removal of hardware or
update of a software version is detected as an environ-
ment change by the environment change management
unit 1120.
[0017] The log output unit 1130 stores the verbose log
output by the application execution unit 1110, in the ver-
bose log DB 620. The log output unit 1130 stores the
summary log output by the application execution unit
1110 and the environment code 602 output by the envi-
ronment change management unit 1120 in the summary
log DB 610. In the following, the summary log and the
environment code 602 are collectively referred to as
"summary set". The configuration of the summary log DB
610 and the configuration of the verbose log DB 620 will
be described later.
[0018] The log transmission unit 1140 transmits the
summary set 603 stored in the summary log DB 610 to
the log collection apparatus 200 at predetermined time
intervals. Furthermore, the log transmission unit 1140
transmits the verbose log stored in the verbose log DB
620 to the log collection apparatus 200 on the basis of
an operation command from the log request reception
unit 1150.
[0019] Upon receiving a verbose log request from the
log collection apparatus 200, the log request reception
unit 1150 outputs the operation command to the log trans-
mission unit 1140 to cause the log transmission unit 1140
to transmit the verbose log to the log collection apparatus
200.
[0020] Note that the application execution unit 1110,
the environment change management unit 1120, the log
output unit 1130, the log transmission unit 1140, and the
log request reception unit 1150 may be configured to be
achieved as dedicated hardware.

(Configuration of log collection apparatus)

[0021] FIG. 3 is a configuration diagram of the log col-
lection apparatus 200. The log collection apparatus 200

includes a storage unit 201 which stores collected logs,
a control unit 202 which executes a series of processes
in the log collection apparatus 200, and a communication
unit 203 which communicates with a log transmission
apparatus 1100. When a program stored in a ROM, not
illustrated, is executed by a CPU, not illustrated, the con-
trol unit 202 serves as a failure detection unit 210, an
environment information restoration unit 220, and a sim-
ilar environment determination unit 230. Note that the
failure detection unit 210, the environment information
restoration unit 220, and the similar environment deter-
mination unit 230 may be configured to be achieved as
dedicated hardware.
[0022] The failure detection unit 210 detects occur-
rence of a failure on the basis of a summary log received
from the log transmission apparatus 1100 and transmits
a verbose log request to the apparatus from which an
abnormality is detected and the substitute apparatus. De-
tection of occurrence of a failure is determined on the
basis of, for example, a status code of an HTTP response,
which is described later, and a log correlation. The log
correlation represents the presence of a log of response
to a log of requesting and a log of a called function to a
log of calling the function. For example, when the com-
munication unit 1104 of the log transmission apparatus
1100 can use a push notification function such as short
message service (SMS) or the like, the verbose log re-
quest can be transmitted by using push notification. How-
ever, transmission of the verbose log request may be
achieved by repeating polling from the log transmission
apparatus 1100 to the log collection apparatus.
[0023] The environment information restoration unit
220 restores environment information representing an
environment (state) of each log transmission apparatus
1100 by using a history of the environment code 602
contained in the log information and initial environment
information 221. The initial environment information 221
is information indicating the initial environment of each
log transmission apparatus 1100, namely a factory de-
fault environment. Note that the initial environment infor-
mation 221 is stored in the storage unit 201 of the log
collection apparatus 200, but, in FIG. 3, the initial envi-
ronment information 221 is illustrated as being provided
in the environment information restoration unit 220 for
the sake of convenience.
[0024] The similar environment determination unit 230
determines a log transmission apparatus 1100 having a
failure and another log transmission apparatus 1100 hav-
ing similar environment by using the environment infor-
mation of each log transmission apparatus 1100 restored
by the environment information restoration unit 220. That
is, the similar environment determination unit 230 spec-
ifies a substitute apparatus for the apparatus from which
an abnormality is detected by the failure detection unit
210.
[0025] In the storage unit 201, storage areas are allo-
cated for a summary set corresponding to each log trans-
mission apparatus 1100 connected to the log collection

5 6 



EP 3 511 832 A1

5

5

10

15

20

25

30

35

40

45

50

55

apparatus 200 and for a verbose log are secured. FIG.
3 illustrates a configuration of the storage unit 201 when
N log transmission apparatuses 1100 are connected to
the log collection apparatus 200. That is, the storage unit
201 stores N summary DBs storing a summary set trans-
mitted from a log transmission apparatus 1100, and N
verbose DBs storing a verbose log transmitted from a log
transmission apparatus 1100. Each of the summary DBs
has a configuration similar to that of the summary log DB
610 of a corresponding log transmission apparatus 1100,
and each of the verbose DBs has a configuration similar
to that of the verbose log DB 620.

(Configuration of summary log DB)

[0026] FIG. 4 is a table illustrating a configuration of
the summary log DB 610 and stored information. The
summary log DB 610 includes three fields of time 611,
summary message 612, and environment code 613. The
field of time 611 stores time at which a summary log is
output. The field of summary message 612 stores sum-
mary logs output by the application execution unit 1110.
The field of environment code 613 stores the environ-
ment code 602 output by the environment change man-
agement unit 1120. However, when the environment
does not change and the environment code 613 is not
output, "-" is stored to indicate that there is no relevant
information.
[0027] A log on the second line of stored information
illustrated in FIG. 4 indicates that request processing
(hereinafter referred to as "HTTP request") using hyper
text transfer protocol (HTTP) is performed at
03:15:32.765 on October 3, 2015. In addition, "-" is stored
in the field of environment code 613, indicating that there
is no change in environment after the last summary log
was output.
[0028] A log on the third line indicates that a response
(hereinafter referred to as "HTTP response") using HTTP
is received approximately 0.5 seconds later, that is, at
03:15:33.423 on the same day, and the status code is
200. The status code is a code representing the outline
of the HTTP response, and numbers in the 200s indicate
that the processing is normally performed, and numbers
in the 400s represent that the processing is not normally
performed due to a problem caused by a client requesting
the processing.
[0029] The field of environment code 613 in a log on
the third line also stores "-", indicating that there is no
change in the environment at this time. A log on the fourth
line indicates that a screen transition is made approxi-
mately 0.1 second later, and further indicates that the
environment of the log transmission apparatus 1100
changes and an environment code "1001-12" is output.
[0030] A log on the following fifth line indicates that an
HTTP request was made two days later, that is, at
01:00:47.786 on October 5, 2015, and further that the
environment of the log transmission apparatus 1100
changes and an environment code "2-101" is output. A

log on the sixth line indicates that an HTTP response was
received approximately 1 second later, the status code
is 400, and there is no change in the environment. A log
on the seventh line indicates that a screen transition is
made approximately 0.1 second later, and that the envi-
ronment of the log transmission apparatus 1100 changes
and an environment code "1001-14" is output.

(Configuration of verbose log DB)

[0031] FIG. 5 is a table illustrating a configuration of
the verbose log DB 620 and stored information. The ver-
bose log DB 620 includes two fields of time 621 and ver-
bose message 622. The field of time 621 stores time at
which a verbose log is output is stored. The field of ver-
bose message 622 stores verbose logs output by the
application execution unit 1110.
[0032] A log on the second line of the storage informa-
tion illustrated in FIG. 5 indicates that an HTTP request
is transmitted at 03:15:32. 765 on October 3, 2015 by
using the method "GET". Furthermore, an URL request-
ed is specifically indicated. A log on the third line indicates
that an HTTP response with the status code 200 is re-
ceived, and the status code is "OK", that is, which means
that the processing is normally performed. A log on the
fourth line indicates that a screen transition is made and
a screen ID of a transition destination is 12.
[0033] The fifth and seventh lines indicate that descrip-
tions of some logs are omitted. A log on the sixth line
indicates that software is updated from version 100 to
version 101 at 05:15:33.423 on the next day.
[0034] A log on the eighth line indicates that an HTTP
request is transmitted at 01:00:47.786 on October 5,
2015 by using the method "GET". Furthermore, an URL
requested is specifically indicated. A log on the ninth line
indicates that an HTTP response with the status code
400 is received, and the meaning of the status code is
"BadRequest", that is, there is a problem in the HTTP
request transmitted from the log transmission apparatus
1100. A log on the tenth line indicates that a screen tran-
sition is made and a screen ID of a transition destination
is 14.
[0035] When comparing the summary log DB 610 il-
lustrated in FIG. 4 with the verbose log DB 620 illustrated
in FIG. 5, the three logs on each of October 3 and October
5 of the summary log DB 610 correspond to the logs on
the second to fourth lines and the logs on the eighth to
tenth lines of the verbose log DB 620. That is, the sum-
mary log DB 610 does not have at least a log relating to
the updating of the software.

(Environment code)

[0036] The environment code is a predetermined code
indicating a change in the environment of the log trans-
mission apparatus 1100, and is expressed by a combi-
nation of an environment ID indicating the type of
changed environment and an environment value. The
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environment value is a value indicating a changed state
of an item represented by the environment ID. The envi-
ronment ID is defined by environment ID definition infor-
mation. The environment ID definition information is
stored in the environment change management unit 1120
of the log transmission apparatus 1100 and the environ-
ment information restoration unit 220 of the log collection
apparatus 200.
[0037] FIG. 6 is a table illustrating an example of the
environment ID definition information 630 indicating the
meanings of the environment IDs and the environment
values. As illustrated in FIG. 6, an environment ID "1" is
information indicating that a hardware configuration is
changed and an environment value given to the environ-
ment ID is information for specifying the changed hard-
ware configuration. For example, the environment ID "1"
having an environment value "Type-A" indicates that a
hardware configuration is changed to a hardware config-
uration of "Type-A" separately defined. Similarly, an en-
vironment ID "2" indicates that a software version is
changed, and an environment value corresponding to
the environment ID "2" indicates the changed software
version.

(Operation example)

[0038] The above is the configuration of the log collec-
tion system 1. The operation of this system will be de-
scribed below.
[0039] FIG. 7 is an exemplary view of a screen dis-
played on a display operation unit 1103 by an application
execution unit 1110, as a result of making the HTTP re-
quest illustrated in FIGS. 4 and 5. FIG. 7(a) illustrates a
result of access on October 3, 2015, and FIG. 7(b) illus-
trates a result of access on October 5, 2015. Both screens
access the same URL "http://example.com/nearby-res-
taurant.html". This URL searches for restaurants located
near a position from which the HTTP request is transmit-
ted to display the restaurants.
[0040] As can be seen from the status code 200 illus-
trated in FIG. 4 and FIG. 5, when access is made on
October 3, the processing is performed normally, and the
positions of the restaurants are displayed in the display
operation unit 1103, as illustrated in FIG. 7(a). On the
other hand, as can be seen from the status code 400
illustrated in FIG. 4 and FIG. 5, when access is made on
October 5, an error occurs for some reason, and as illus-
trated in FIG. 7(b), no restaurant is displayed and the
contents of the error is displayed on the display operation
unit 1103.
[0041] FIG. 8 illustrates diagrams of the message 601
output by the application execution unit and the environ-
ment code 602 output by the environment change man-
agement unit 1120 which are displayed when the execu-
tion screen is displayed on October 5, 2015. A verbose
log illustrated in FIG. 8(a) indicates that a request to the
URL illustrated in the figure has been made by using the
HTTP GET method. A summary log illustrated in FIG.

8(b) indicates that an HTTP request has been made. An
environment code 602 illustrated in FIG. 8(c) indicates
that the environment code is "2-101". According to the
environment ID definition information 630 illustrated in
FIG. 6, "2" indicates that the environment ID is the soft-
ware version, "101" indicates that the environment value
corresponding to the environment ID "2" is 101. In other
words, the environment code 602 "2-101" indicates that
the software version has changed to "101" after output-
ting a summary log the last time and before outputting
this summary log.

(Operation of environment change management unit)

[0042] FIG. 9 is a flowchart illustrating the operation of
the environment change management unit 1120 which
generates the environment code 602. When the applica-
tion execution unit 1110 outputs a summary log, the en-
vironment change management unit 1120 executes a
program, the operation of which is illustrated in FIG. 9.
The subject executing each step described below is a
CPU, hot illustrated, included in the environment change
management unit 1120, namely the log transmission ap-
paratus 1100.
[0043] Firstly, the environment change management
unit 1120 collects the environment information of the log
transmission apparatus 1100 (step S1121). The environ-
ment information is collected by collecting information on
items defined in the environment ID definition information
630. Next, the environment change management unit
1120 compares each value of the collected environment
information with the environment information previously
collected and stored in the storage unit 1101, and deter-
mines whether there is a change in the environment in-
formation from the time when the information is previous-
ly collected (Step S1122). When it is determined that
there is a change in the environment information, an en-
vironment code is generated by combining a changed
environment ID and an environment value (step S1123),
the changed environment information is stored in the
storage unit 1101 (step S1124), and the flowchart of FIG.
9 is finished. When it is determined that there is no change
in the environment information in step S1122,
the .flowchart of FIG. 9 is finished without any other op-
eration.
[0044] FIGS. 10(a) and 10(b) are tables illustrated for
comparison of the environment information generated
when the HTTP request is made on October 5, 2015 il-
lustrated in FIGS. 4 and 5, and FIG. 10(a) represents the
environment information collected in advance and stored
in the storage unit 1101, and FIG. 10(b) represents newly
collected environment information. FIGS. 10(a) and
10(b) are different in the environment value correspond-
ing to the environment ID "2". The environment value
changes to "101", and the environment code 602 results
in "2-101".

9 10 
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(Operation of log output unit)

[0045] FIG. 11 is a flowchart illustrating the operation
of a log output unit 1130 when receiving the message
601 from the application execution unit 1110. The subject
executing each step described below is a CPU, not illus-
trated, included in the log output unit 1130, namely the
log transmission apparatus 1100.
[0046] Firstly, the log output unit 1130 stores the ver-
bose log included in the message 601 in the verbose log
DB 620 (step S1131). Next, it is determined whether a
summary log is included in the message 601 (step
S1132). When it is determined that the summary log is
included, the summary log included in the message 601
and the environment code 602 received from the envi-
ronment change management unit 1120 are stored in the
summary log DB 610(step S1133), and the flowchart of
FIG. 11 ends. In step S1132, when it is determined that
the summary log is not included, the flowchart of FIG. 11
is finished without any other operation.

(Operation of log transmission unit)

[0047] FIG. 12 is a flowchart illustrating the operation
of a log transmission unit 1140 when transmitting the
contents of the summary log DB 610 and the verbose log
DB 620 stored as described above to the log collection
apparatus 200. The subject executing each step de-
scribed below is a CPU, not illustrated, included in the
log transmission unit 1140, namely the log transmission
apparatus 1100.
[0048] The log transmission unit 1140 performs the fol-
lowing transmission processing at regular time intervals,
such as every five minutes, immediately after activation
of the log transmission unit 1140, or immediately before
operation stop based on an operation stop command
from the user. However, the transmission processing
may be executed on the basis of an operation input by
the user.
[0049] Firstly, the log transmission unit 1140 transmits
the contents of the summary log DB 610 to the log col-
lection apparatus 200 (step S1141). Next, the log trans-
mission unit 1140 deletes the contents of the summary
log DB 610 (step S1142). Then, the log transmission unit
1140 confirms whether a verbose log request is received
from the log collection apparatus 200 (step S1143).
When it is determined that the verbose log request is
received, the contents of the verbose log DB 620 are
transmitted to the log collection apparatus 200 (step
S1144), the contents of the verbose log DB 620 are de-
leted (step S1145), and the flowchart of FIG. 12 is fin-
ished. When the log transmission unit 1140 determines
that the verbose log request is not received, the log trans-
mission unit 1140 finishes the flowchart of FIG. 12 without
any other operation.
[0050] The above is the operation of the log transmis-
sion apparatus 1100 when transmitting the log informa-
tion. The contents of the summary log DB and the ver-

bose log DB transmitted in this manner are stored in the
storage unit 201 of the log collection apparatus 200.

(Operation of log collection apparatus)

[0051] FIG. 13 is a flowchart illustrating the operation
of the failure detection unit 210. The subject executing
each step described below is a CPU, not illustrated, in-
cluded in the failure detection unit 210, namely the log
collection apparatus 200. The failure detection unit 210
executes processing described below for each log of
each log transmission apparatus 1100 connected to the
log collection apparatus 200, every predetermined time,
for example, every 24 hours. Hereinafter, a first summary
DB 640 and a first verbose DB 650 corresponding to a
log transmission apparatus 1100 are described as an
example.
[0052] Firstly, the failure detection unit 210 refers to
the first summary DB 640 stored in the storage unit 201
and acquires a summary log for a predetermined period,
for example, for the last 24 hours (step S211). Next, it is
confirmed whether any error is included in the acquired
summary log (step S212). The presence or absence of
an abnormality is determined, for example, when the sta-
tus code of the HTTP response has a number in the 200s,
it is determined that there is no abnormality, and other-
wise, it is determined there is an abnormality. When the
failure detection unit 210 determines that the abnormality
is included, the failure detection unit 210 restores the
following environment information (step S213), and
specifies a substitute apparatus on the basis of determi-
nation of a similar environment, which is described later
(step S214). Then, the failure detection unit 210 transmits
a verbose log request to the log transmission apparatus
1100 transmitting the log from which the abnormality is
detected, namely the apparatus from which an abnor-
mality is detected, and the substitute apparatus (step
S215), and finishes the flowchart of FIG. 13. When the
failure detection unit 210 determines that no abnormality
is included, the failure detection unit 210 finishes the flow-
chart of FIG. 13 without any other operation.

(Environment information recovery processing per-
formed by log collection apparatus)

[0053] Environment information restoration process-
ing performed by the failure detection unit 210 is process-
ing for restoring the environment information of each log
transmission apparatus 1100 to compare the environ-
ments (states) of the respective log transmission appa-
ratuses 1100 when an abnormality is detected in a sum-
mary log acquired from any of the log transmission ap-
paratuses 1100. In this processing, the initial environ-
ment information 221 of the log transmission apparatus
1100 for which the processing is performed is updated,
that is, overwritten with the environment code 602 includ-
ed in the summary set stored in the summary DB corre-
sponding to the log transmission apparatus 1100. In other
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words, when there is description about a common envi-
ronment ID between the initial environment information
221 and the environment code 602, priority is given to
the description of the environment code 602, and de-
scription about an environment ID included in any one of
the initial environment information 221 and the environ-
ment code 602 is directly restored as environment infor-
mation. When an abnormality is detected from the sum-
mary log in step S212, this processing is sequentially
performed for all of the log transmission apparatuses
1100.
[0054] FIG. 14 is a diagram illustrating an example of
environment information restoration processing. Here,
the environment information restoration processing is de-
scribed, for example, when the summary log illustrated
in FIG. 4 is obtained and the failure detection unit 210
detects an abnormality in the log at 01:00:48.525 on Oc-
tober 5. For example, as illustrated in FIG. 14, when in-
formation corresponding to environment codes "1-
TypeA" and "2-100" is included in the initial environment
information 221, and the environment codes 602 includ-
ed in the summary DB up to the time at which the abnor-
mality is detected are "1001-12" and "2-101", the envi-
ronment information is restored as follows. That is, the
environment information including "1-TypeA", "2-101",
and "1001-12" is restored. That is because the environ-
ment value corresponding to the environment code "1"
is not included in the summary DB and the initial value
is maintained, the environment value corresponding to
the environment code "2" is changed to "101", and the
environment value corresponding to the environment
code "1001" is changed to "12".

(Similar environment determination processing per-
formed by log collection apparatus)

[0055] The similar environment determination
processing by the failure detection unit 210 is performed,
for example, as follows by using the result of the envi-
ronment information restoration processing in step S213.
That is, for all the log transmission apparatuses 1100
other than the apparatus from which an abnormality is
detected, the weight of each item of the environment ID
which is set in advance is used to calculate, as a similarity,
a total value of the weight of an item of the environment
ID having an environment value matching that of the ap-
paratus from which an abnormality is detected. Then, on
the basis of the height of similarity, a substitute apparatus
is determined. The substitute apparatus may be one log
transmission apparatus 1100 having the highest similar-
ity or may be a predetermined number of top-ranked log
transmission apparatuses 1100 having a higher similar-
ity.
[0056] FIG. 15 illustrates exemplary tables of similar
environment determination processing, in which FIG.
15(a) is a table illustrating an environment information
list 706 being a list of environment information as a pre-
requisite for the similar environment determination

processing, and FIG. 15(b) is a table illustrating a simi-
larity calculation result table 707 indicating a processing
result. The example illustrated in FIG. 15 has four log
transmission apparatuses, namely a first to fourth log
transmission apparatuses, and the first log transmission
apparatus of the first to fourth log transmission appara-
tuses is the apparatus from which an abnormality is de-
tected. As illustrated in FIG. 15(a), the respective log
transmission apparatuses have different environment in-
formation, and the environment values are the same as
or different from that of the first log transmission appa-
ratus for each environment ID.
[0057] The field of "weight" illustrated in FIG. 15(b) in-
dicates the weight of each preset environment ID. When
the environment value corresponding to an environment
ID matches that of the first log transmission apparatus
being the apparatus from which an abnormality is detect-
ed, the weight of the environment ID is added. For ex-
ample, the second log transmission apparatus has an
environment value corresponding to the environment ID
"1" matching that of the first log transmission apparatus,
and the value of the environment ID "1" in the similarity
calculation result table 707 is "10", which is the value of
a weight. The second log transmission apparatus also
has an environment value corresponding to the environ-
ment ID "2" matching that of the first log transmission
apparatus, and the value of the environment ID "2" is
"15", which is the value of a weight. However, since the
second log transmission apparatus has an environment
value corresponding to the environment ID "1001" not
matching that of the first log transmission apparatus, the
value of the environment ID "1001" in the similarity cal-
culation result table 707 is zero. Therefore, a total of the
weights, namely the similarity, of the second log trans-
mission apparatus is "25". However, here, only a sum of
the values of the environment IDs "1", "2", and "1001"
are shown. Similarly, the third log transmission apparatus
has a similarity of "15", and the fourth log transmission
apparatus has a similarity of "16".
[0058] Therefore, when only an apparatus having the
highest similarity is defined as the substitute apparatus,
only the second log transmission apparatus becomes the
substitute apparatus, and when the two top ranked de-
vices having higher similarities are defined as the sub-
stitute apparatuses, the second log transmission appa-
ratus and the fourth log transmission apparatus become
the substitute apparatuses.
[0059] FIG. 16 illustrates tables showing verbose logs
received from substitute apparatuses, when the two top
ranked log transmission apparatuses 1100 having higher
similarities, namely the second log transmission appara-
tus and the fourth log transmission apparatus, are de-
fined as the substitute apparatuses. However, in FIG. 16,
only the logs of the software update and the logs of ac-
cess to the URL described above are shown. Since the
log collection apparatus 200 is configured to obtain ver-
bose logs of the substitute apparatuses illustrated in FIG.
16 in addition to the verbose log of the apparatus from
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which an abnormality is detected, the log collection ap-
paratus 200 can predict that there is a high possibility of
generation of an error when the software is updated to
version 101. As described above, collecting logs of an-
other log transmission apparatus having an environment
similar to the environment in which the failure occurs en-
ables investigation of a failure occurrence condition or a
reproduction procedure.
[0060] According to the above-described first embod-
iment, the following operational effects can be obtained.

(1) A log transmission apparatus 1100 is connected
to the log collection apparatus 200 via the network
500. The log transmission apparatus 1100 includes
the application execution unit 1110 which outputs a
summary log, the environment change management
unit 1120 which generates an environment code 602
as information indicating a change in a state of the
log transmission apparatus 1100, and the log trans-
mission unit 1140 which transmits the summary log
and the environment code to the log collection ap-
paratus 200, in which the environment change man-
agement unit 1120 generates the environment code
602 indicating a change in the state, namely a
change in the environment, of the log transmission
apparatus 1100 during a period from a previous out-
put to present output of the summary log by the ap-
plication execution unit 1110.
The log transmission apparatus 1100 transmits not
only the summary log but also the environment code
602 indicating the environment when this summary
log is generated. Therefore, the log collection appa-
ratus 200 receiving the summary log can represent
a detailed generation condition and reproduction
procedure. The environment code 602 is, as it were,
differential information of the environment informa-
tion of the log transmission apparatus 1100, and a
storage area necessary for recording and commu-
nication amount are reduced, compared with the en-
vironment information itself, although the environ-
ment code 602 is detailed information.
Since the log transmission apparatus 1100 is con-
figured to provide the summary log necessary for
detecting a failure and the environment code 602
necessary for reproducing a state upon occurrence
of an abnormality, even when a verbose log cannot
be obtained from the log transmission apparatus
1100 having a failure, the log collection apparatus
200 is configured to investigate the cause of the fail-
ure by using a log of another log transmission appa-
ratus 1100 which has a state similar to that of the log
transmission apparatus 1100 having a failure when
the abnormality occurs.
(2) The log transmission apparatus 1100 includes a
log request reception unit, namely the communica-
tion unit 1104, which transmits a verbose log includ-
ing more detailed information than the summary log,
when receiving a verbose log command from the log

collection apparatus 200.
Therefore, the summary log with a small amount of
information which can be processed with a limited
communication band and low power consumption is
transmitted during normal times, and the verbose log
for investigating details can be transmitted in re-
sponse to a request from the log collection apparatus
200.
(3) The environment code 602 includes an item code,
namely an environment ID, which indicates an item
having a changed state, and a value code, namely
an environment value, which indicates a changed
value of the item represented by the item code.
Therefore, a change in the environment of the log
transmission apparatus 1100 can be briefly repre-
sented.
(4) The log collection system 1 includes a log trans-
mission apparatus 1100 and the log collection ap-
paratus 200 which are connected via the network
500. The log transmission apparatus 1100 includes
the application execution unit 1110 which outputs a
log, the environment change management unit 1120
which generates an environment code 602 as infor-
mation indicating a change in a state of the log trans-
mission apparatus 1100, and the log transmission
unit 1140 which transmits the summary log and the
environment code to the log collection apparatus
200, in which the environment change management
unit 1120 generates the environment code 602 indi-
cating a change in the state, namely a change in the
environment, of the log transmission apparatus 1100
during a period from a previous output to present
output of the summary log by the application execu-
tion unit 1110. The log collection apparatus 200 in-
cludes the failure detection unit 210 which analyzes
a summary log received from a log transmission ap-
paratus 1100 to detect a failure, the environment in-
formation restoration unit 220 which uses the envi-
ronment code 602 received from the log transmis-
sion apparatus 1100 to restore the state, namely the
environment information, of the log transmission ap-
paratus 1100, and the similar environment determi-
nation unit 230 which uses the environment informa-
tion restoration unit 220 to determine another log
transmission apparatus 1100 the same as or similar
to an apparatus from which an abnormality is detect-
ed, in which the apparatus from which an abnormality
is detected is a log transmission apparatus 1100
transmitting a summary log from which the failure
detection unit 210 detects the failure.
The log collection apparatus 200 analyzes received
summary logs to detect a failure and determines an-
other log transmission apparatus 1100 the same as
or similar to an apparatus from which an abnormality
is detected. Therefore, comparing the summary logs
with each other enables investigation of the cause
of the failure in the range of the summary logs.
(5) The log collection apparatus 200 includes a log
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request unit, namely the failure detection unit 210,
which transmits a verbose log command to the other
log transmission apparatus 1100 having the same
or similar environment as the apparatus from which
an abnormality is detected being the log transmis-
sion apparatus transmitting the summary log from
which the failure detection unit 210 detects the fail-
ure. Each log transmission apparatus 1100 includes
the log request reception unit 1150 which transmits
a verbose log including more detailed information
than that of the summary log when receiving a ver-
bose log request from the log collection apparatus
200.

[0061] Therefore, the log collection apparatus 200 is
configured to acquire the verbose log of the other log
transmission apparatus 1100 having a state the same as
or similar to that of the apparatus from which an abnor-
mality is detected. Thus, the log collection apparatus 200
is configured to investigate the influence of a difference
in environment on the failure.

(First modification)

[0062] Each log transmission apparatus 1100 may be
configured to seek the user’s consent of transmission of
the verbose log when receiving a verbose log request
and transmit the verbose log only when the user’s con-
sent is obtained. Means for requesting the user’s consent
of transmission of the verbose log may include making
a voice inquiry using a voice output unit, not illustrated,
or making a display inquiry by using the display operation
unit 1103. Furthermore, a summary log not yet transmit-
ted may be transmitted together with the verbose log re-
quest.
[0063] FIG. 17 is a diagram illustrating an example of
a display inquiry by using the display operation unit 1103.
In the diagram illustrated in FIG. 17, when "Yes" is se-
lected by the user, the verbose log is transmitted, and
when "No" is selected by the user, the verbose log is not
transmitted.
[0064] FIG. 18 is a flowchart illustrating the operation
of the log request reception unit 1150 according to the
first modification. The subject executing each step de-
scribed below is a CPU, not illustrated, included in a log
request reception unit 1150, namely a log transmission
apparatus 1100.
[0065] In step S1151, an inquiry is transmitted to a user
of a log transmission apparatus 1100 to confirm whether
to perform transmission, that is, an inquiry is made to
request the user’s consent of transmission. In the follow-
ing step S1152, it is determined whether a response of
transmission OK, namely the user’s consent, is obtained.
When it is determined that a positive response is ob-
tained, the process proceeds to step S1153, and a sum-
mary set acquired from the summary log DB 610 is trans-
mitted. Subsequently, a verbose log acquired from the
verbose log DB 1155 is transmitted, and the flowchart of

FIG. 18 ends. When it is determined that a negative re-
sponse is obtained in step S1152, the flowchart of FIG.
18 is finished without any other operation.
[0066] Note that when it is determined that the negative
response is obtained in step S1152, the log transmission
apparatus 1100 may transmit the negative response to
the log collection apparatus 200 so that the log collection
apparatus 200 receiving the negative response transmits
the verbose log request to another log transmission ap-
paratus 1100.
[0067] In addition, the log transmission apparatus
1100 may confirm whether the transmission of the ver-
bose log is performed in advance before receiving the
verbose log request so that the result of the confirmation
is stored. In this case, the processing is performed on
the basis of the stored result without performing the dis-
play illustrated in FIG. 17.

(Second modification)

[0068] In the first embodiment described above, the
environment code 602 includes the environment ID and
the environment value, but the environment code 602
may further include a base ID. The base ID represents
a reference code indicating a reference state of a log
transmission apparatus 1100, and initial values of envi-
ronment values corresponding to some environment IDs
of the log transmission apparatus 1100 are defined as
the base IDs. The value of the base ID and the initial
value of an environment value for each environment ID
in environment information corresponding to the value of
the base ID are defined by the base ID definition table
710. The base ID definition table 710 is stored in both of
the log collection apparatus 200 and each log transmis-
sion apparatus 1100.
[0069] FIG. 19 is a table illustrating an example of the
base ID definition table 710. As illustrated in FIG. 19, in
the base ID definition table 710, a combination of an en-
vironment ID and an environment value as the initial value
is defined for each base ID. Although only two environ-
ment IDs are included in the base ID definition table 710
in FIG. 19, three or more environment IDs may be includ-
ed, and at least one environment ID may be included.
[0070] In a second modification, when generating the
first environment code 602, the environment change
management unit 1120 generates an environment ID and
an environment value which represent a difference be-
tween environment information of the log transmission
apparatus 1100 indicated by the reference code and cur-
rent environment information of the log transmission ap-
paratus 1100. When generating the environment code
602 for the second time and after, the environment
change management unit 1120 generates an environ-
ment ID and an environment value representing a change
in the state of the log transmission apparatus 1100 during
a period from previous output to present output of the
summary log by the application execution unit 1110.
[0071] For example, in a case where the environment
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information upon generating the first environment code
602 by the log transmission apparatus 1100 is "1-TypeA,
2-101", when "01" is applied as the base ID, "01-2-101 "is
output as the environment code 602. This is because a
difference in the environment information represented by
the base ID "01" is the environment value corresponding
to the environment ID "2". Then, when the environment
information upon generating a next environment code
602 is "1-TypeB, 2-100", "01-1-TypeB" is output as the
environment code 602. This is because a change in the
environment information after generating the last envi-
ronment code 602 is "1-TypeB".
[0072] The environment information restoration unit
220 restores the environment information of the log trans-
mission apparatus 1100 using the base ID definition table
710 provided in the log collection apparatus 200 and a
received environment code 602.
[0073] According to the second modification, the envi-
ronment information of the log transmission apparatus
1100 is represented by a difference from the environment
information represented by the base ID, and detailed en-
vironment information can be restored while reducing the
amount of information to be recorded as a log.

(Third modification)

[0074] In the first embodiment described above, when
detecting a failure, the failure detection unit 210 of the
log collection apparatus 200 transmits the verbose log
request to the apparatus from which an abnormality is
detected and the substitute apparatus. However, the ver-
bose log request may be transmitted to the substitute
apparatus only when the verbose log cannot be obtained
from the apparatus from which an abnormality is detect-
ed. The case where the verbose log cannot be obtained
from the apparatus from which an abnormality is detected
means that due to, for example, an off-state of a power
supply of the apparatus from which an abnormality is
detected when the log collection apparatus 200 detects
a failure, the log collection apparatus 200 cannot com-
municate with the apparatus from which an abnormality
is detected and the verbose log request cannot be trans-
mitted. Furthermore, the case where the verbose log can-
not be obtained also represents that the log collection
apparatus 200 can transmit the verbose log request but
the verbose log is not transmitted from the apparatus
from which an abnormality is detected within a predeter-
mined time, for example, within 10 seconds. Note that
when the verbose log request cannot be transmitted to
the apparatus from which an abnormality is detected, the
power supply may be turned on from a remote place by
using a technique such as Wake On LAN.

(Fourth modification)

[0075] In the first embodiment described above, when
detecting the occurrence of a failure, the verbose log re-
quest is transmitted to the log transmission apparatus

1100, but environment information indicating occurrence
of a failure may be identified by using only the summary
log without transmitting the verbose log request. For ex-
ample, it is possible to determine, from the summary log
of the substitute apparatus, whether a failure the same
as that of the apparatus from which an abnormality is
detected is found, and perform the determination for a
plurality of substitute apparatuses to determine environ-
ment information indicating occurrence of a failure.

(Fifth modification)

[0076] In the first embodiment described above, the
application execution unit 1110 outputs the verbose log
and the summary log. However, the log output unit 1130
may generate the summary log on the basis of the ver-
bose log output by the application execution unit 1110.
For example, a template of a summary log corresponding
to a verbose log is prepared in advance, and only when
the verbose log corresponding to a prepared pattern is
output, the log output unit 1130 generates the summary
log. In this case, the environment change management
unit 1120 outputs an environment code 602 only when
the log output unit 1130 generates the summary log.

(Sixth modification)

[0077] In the first embodiment described above, the
"environment" of the log transmission apparatus 1100
represents at least one of the hardware configuration and
the software configuration. However, the "environment"
of the log transmission apparatus 1100 may include re-
source of the log transmission apparatus 1100, that is,
the load factor of unillustrated CPU, the free space of
unillustrated storage area, the usage of unillustrated
RAM, or the like. The "environment" of the log transmis-
sion apparatus 1100 may further include information that
may contribute to investigation of the cause of a failure,
such as the temperature or operation time of the log trans-
mission apparatus 1100.

(Second embodiment)

[0078] A second embodiment of the log transmission
apparatus and the log collection system will be described
with reference to FIGS. 20 to 22. In the following descrip-
tion, the same reference numerals are given to the same
constituent elements as those of the first embodiment,
and a difference will mainly be described. The points not
particularly described in the following are the same as
those in the first embodiment. In the present embodi-
ment, a log transmission apparatus (hereinafter referred
to as "log direct transmission apparatus") including a di-
rect communication unit communicating with the log col-
lection apparatus 200 and a log transmission apparatus
(hereinafter referred to as "log indirect transmission ap-
paratus") including no direct communication unit com-
municating with the log collection apparatus 200 are com-
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bined and used, and that point is different from the first
embodiment.
[0079] FIG. 20 is a diagram illustrating an overall con-
figuration of a log collection system 1A according to a
second embodiment. The log collection system 1A in-
cludes one log collection apparatus 200, a plurality of log
indirect transmission apparatus 1200, and a plurality of
log direct transmission apparatuses 1300. Each of the
log direct transmission apparatuses 1300 is connected
to the log collection apparatus 200 via a network 500.
Each of the log indirect transmission apparatuses 1200
is connected to the log collection apparatus 200 via the
log direct transmission apparatus 1300 and the network
500. The log indirect transmission apparatus 1200 is, for
example, a car navigation system which is configured to
be installed in a vehicle. The log direct transmission ap-
paratus 1300 is, for example, a mobile phone, a smart-
phone, or a dedicated communication module.
[0080] Since the configuration and operation of the log
collection apparatus 200 are the same as those of the
first embodiment, a description thereof will be omitted.
[0081] FIG. 21 is a diagram illustrating configurations
of the log indirect transmission apparatus 1200 and the
log direct transmission apparatus 1300. The configura-
tions and operations of the log indirect transmission ap-
paratus 1200 and the log direct transmission apparatus
1300 are the same as those of the log transmission ap-
paratus 1100 in the first embodiment, unless otherwise
specified. That is, as described in the first embodiment,
the log indirect transmission apparatus 1200 transmits a
summary set 623 at predetermined time intervals. As will
be described later, the summary set 623 to which an en-
vironment code 1632 of the log direct transmission ap-
paratus 1300 is added is transmitted to the log collection
apparatus 200.
[0082] The log indirect transmission apparatus 1200
is different from the log transmission apparatus 1100 ac-
cording to the first embodiment in that the communication
destination of a communication unit 1204 is limited. The
communication unit 1204 communicates with a short-
range communication unit 1306 of the log direct trans-
mission apparatus 1300. The communication unit 1204
and the short-range communication unit 1306 communi-
cates with each other by using Bluetooth (registered
trademark), Wi-Fi (registered trademark), or the like. That
is, the log indirect transmission apparatus 1200 outputs,
as the summary set 623, a summary log output by the
application execution unit 1110 and an environment code
1622 output by the environment change management
unit 1220, to the log direct transmission apparatus 1300.
[0083] The log direct transmission apparatus 1300 is
different from the log transmission apparatus 1100 ac-
cording to the first embodiment in that the short-range
communication unit 1306 is further provided. Applica-
tions executed by an application execution unit 1310 in-
clude a transfer application, which is described later. Fur-
thermore, a communication unit 1304 corresponds to a
plurality of communication standards, and the change of

communication standards to be used is reflected in the
environment code 1632. For example, an environment
ID "2001" indicates that a communication standard used
by the communication unit 1304 is changed, and when
the value of the environment ID "2001" is "zero", it indi-
cates that the communication standard is switched to 3G,
and when the value is "1", it indicates that the communi-
cation standard is switched to LTE.
[0084] The short-range communication unit 1306 com-
municates with the log indirect transmission apparatus
1200 by using Bluetooth (registered trademark), Wi-Fi
(registered trademark), or the like. An operation of the
short-range communication unit 1306 is switched be-
tween an on state and off state on the basis of a user’s
instruction or the like. When the operation of the short-
range communication unit 1306 is switched to the off
state, communication with the log indirect transmission
apparatus 1200 is disabled, but the power consumption
of the log direct transmission apparatus 1300 is reduced.
When the operation of the short-range communication
unit 1306 is switched to the on state, communication with
the log indirect transmission apparatus 1200 is allowed,
but the power consumption of the log direct transmission
apparatus 1300 increases. A change in the operation
state of the short-range communication unit 1306 is re-
flected in the environment code 1632. For example, an
environment ID "2002" indicates that the operation state
of the short-range communication unit 1306 is changed,
and when the value of the environment ID "2002" is "ze-
ro", it indicates that the operation of the short-range com-
munication unit 1306 is switched to the off state, and
when the value is "1", it indicates that the operation of
the short-range communication unit 1306 is switched to
the on state.
[0085] The transfer application acquires the summary
set 623 output from the log indirect transmission appa-
ratus 1200 and outputs the contents of the summary set
623, as a summary log of the application, to a log output
unit 1330. Similarly to the log indirect transmission ap-
paratus 1200, the log direct transmission apparatus 1300
also adds the environment code 1632 output by an en-
vironment change management unit 1320 to the summa-
ry log output by the application execution unit 1310 and
generates a summary set. That is, when an application
execution unit 1210 of the log indirect transmission ap-
paratus 1200 outputs the summary log, the environment
code 1622 of the log indirect transmission apparatus
1200 and the environment code 1632 of the log direct
transmission apparatus 1300 are added thereto, and a
summary set 633 is formed. However, since there are
applications executed by the application execution unit
1310, not limited to the transfer application for processing
the summary set 623, some of the summary sets 633
output from the log direct transmission apparatus 1300
may not include the environment code 1622 of the log
indirect transmission apparatus 1200.
[0086] Upon receiving a verbose log request from the
log collection apparatus 200, a log request reception unit
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1350 not only transmits a verbose log stored in a verbose
log DB 620B to the log collection apparatus 200, but also
transmits the verbose log request to the log indirect trans-
mission apparatus 1200. In response to this request, the
verbose log transmitted from the log indirect transmission
apparatus 1200 is also transmitted to the log collection
apparatus 200. However, when communication with the
log indirect transmission apparatus 1200 cannot be per-
formed due to, for example, the off state of the operation
of the short-range communication unit 1306, the verbose
log request is not transmitted to the log indirect transmis-
sion apparatus 1200.
[0087] FIG. 22 is a table illustrating a configuration of
a summary log DB 610B and stored information. FIG. 22
illustrates logs based on the operation of the transfer ap-
plication, that is, logs based on the summary sets 623
output from the log indirect transmission apparatus 1200.
As illustrated in FIG. 22, the environment code 1622 gen-
erated by the log indirect transmission apparatus 1200
and the environment code 1632 generated by the log
direct transmission apparatus 1300 are added to a sum-
mary message output by the application execution unit
1210 of the log indirect transmission apparatus 1200. For
example, a log on the fifth line indicates an environment
code "2001-1", that is, the communication standard to be
used by the communication unit 1304 of the log direct
transmission apparatus 1300 is switched to LTE during
a period from receiving an HTTP response to transition
of a screen. Therefore, the log collection apparatus 200
can obtain not only the environment information of the
log indirect transmission apparatus 1200 but also the en-
vironment information of the log direct transmission ap-
paratus 1300.
[0088] According to the above-described second em-
bodiment, the following operational effects can be ob-
tained.

(1) Each log direct transmission apparatus 1300 in-
cludes the short-range communication unit 1306
which communicates with another log transmission
apparatus, that is, a log indirect transmission appa-
ratus 1200. The application execution unit 1310 out-
puts a summary log received from the log indirect
transmission apparatus 1200 and an environment
code 1622 received from the log indirect transmis-
sion apparatus 1200, as a summary log.
Therefore, the log direct transmission apparatus
1300 transmits, to the log collection apparatus 200,
a summary set 633 obtained by adding an environ-
ment code 1632 output by the environment change
management unit 1320 to the summary log and en-
vironment code 1622 received from the log indirect
transmission apparatus 1200. Thus, the log collec-
tion apparatus 200 can also restore not only the en-
vironment information of the log indirect transmis-
sion apparatus 1200 but also the environment infor-
mation of the log direct transmission apparatus 1300.
(2) The log direct transmission apparatus 1300 in-

cludes the log request reception unit 1350 which out-
puts a verbose log command received from the log
collection apparatus 200 to the log indirect transmis-
sion apparatus 1200, and transmits a verbose log
received from the log indirect transmission appara-
tus 1200 to the log collection apparatus 200.
Therefore, the log collection apparatus 200 can ac-
quire not only the verbose log of the log direct trans-
mission apparatus 1300 but also the verbose log of
the log indirect transmission apparatus 1200.
(3) Operation of the short-range communication unit
1306 is switchable between an on state and off state,
and the switching of the operation state of the short-
range communication unit is reflected in the environ-
ment code 1632 output by the environment change
management unit 1320. Therefore, when a problem
arises due to the off state of the operation of the
short-range communication unit 1306, it is easy to
investigate the cause thereof.

(First modification of second embodiment)

[0089] The log indirect transmission apparatus 1200
may transmit the verbose log to the log direct transmis-
sion apparatus 1300 without receiving the verbose log
request. The log indirect transmission apparatus 1200
may transmit the verbose log to the log direct transmis-
sion apparatus 1300 at any timing, for example, every
predetermined time intervals or every time the verbose
log is output from the application execution unit 1210.
[0090] Upon receiving the verbose log from the log in-
direct transmission apparatus 1200 at timing at which the
verbose log request is not received, the log direct trans-
mission apparatus 1300 does not transmit the verbose
log to the log collection apparatus 200 but stores the ver-
bose log in the verbose log DB 620B. When the verbose
log request is received from the log collection apparatus
200, the verbose log is transmitted to the log collection
apparatus 200.
[0091] According to this modification, even when the
log collection apparatus 200 transmits the verbose log
request while the log indirect transmission apparatus
1200 cannot communicate with the log direct transmis-
sion apparatus 1300, the log collection apparatus 200
can obtain the verbose log which has been transmitted
to the direct transmission apparatus 1300 by the log in-
direct transmission apparatus 1200. The present modi-
fication is particularly effective when the log indirect
transmission apparatus 1200 and the log direct transmis-
sion apparatus 1300 are not always used at the same
place or when power of the log indirect transmission ap-
paratus 1200 is often turned off. The present modification
is particularly effective when the log indirect transmission
apparatus 1200 is a car navigation system installed in a
vehicle and the log direct transmission apparatus 1300
is a mobile terminal.
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(Second modification of second embodiment)

[0092] Each log indirect transmission apparatus 1200
may be configured to seek the user’s consent of trans-
mission of the verbose log when receiving a verbose log
request and transmit the verbose log only when the user’s
consent is obtained. At this time, to request the user’s
consent of transmission of the verbose log, an inquiry
may be displayed on a display operation unit 1203 of the
log indirect transmission apparatus 1200 or on a display
operation unit 1303 of the log direct transmission appa-
ratus 1300.
[0093] Furthermore, the verbose log request may be
transmitted together with a summary log not yet trans-
mitted.
[0094] Although the programs are stored in the ROM,
not illustrated, the programs may be stored in a nonvol-
atile memory, not illustrated. In addition, each log trans-
mission apparatus 1100 may include an input/output
interface , not illustrated, to read a program from another
apparatus via a medium used by the input/output inter-
face and the log transmission apparatus 1100 when nec-
essary. Here, the medium represents, for example, a
storage medium detachable from an input/output inter-
face, a communication medium, such as, a wired, wire-
less, or optical network, or a carrier wave or a digital
signal propagating through the network. In addition,
some or all of functions achieved by the programs may
be achieved by a hardware circuit or an FPGA.
[0095] The embodiments and modifications described
above may be combined to each other.
[0096] Various embodiments and modifications have
been described above, but the present invention is not
limited thereto. Other embodiments conceivable within
the technical scope of the present invention are also in-
cluded in the scope of the present invention.
[0097] This application claims priority from the follow-
ing disclosure, and the entire contents of which are in-
corporated herein by reference.
[0098] Japanese Patent Application No. 2016 177323
(filed on September 12, 2016)

Reference Signs List

[0099]

1, 1A log collection system
1100 log transmission apparatus
200 log collection apparatus
210 failure detection unit
220 environment information restora-

tion unit
230 similar environment determination

unit
602, 1622, 1632 environment code
603, 623, 633 summary set
612 summary message
622 verbose message

630 environment ID definition informa-
tion

710 base ID definition table
1100 log transmission apparatus
1110, 1210, 1310 application execution unit
1120, 1220, 1320 environment change management

unit
1140, 1240, 1340 log transmission unit
1150, 1250, 1350 log request reception unit
1200 log indirect transmission apparatus
1300 log direct transmission apparatus
1306 short-range communication unit

Claims

1. A log transmission apparatus connected to a log col-
lection apparatus via a communication network com-
prising:

an application execution unit which outputs a
log;
an environment change management unit which
generates an environment code as information
indicating a change in a state of the log trans-
mission apparatus; and
a transmission unit which transmits the log and
the environment code to the log collection ap-
paratus,
wherein the environment change management
unit generates the environment code which in-
dicates the change in the state during a period
from a previous output to present output of the
log by the application execution unit.

2. The log transmission apparatus according to claim
1, further comprising
a log request reception unit which transmits a ver-
bose log including more detailed information than
the log, when receiving a verbose log command from
the log collection apparatus.

3. The log transmission apparatus according to claim
1, wherein
the environment code includes an item code which
indicates an item having a changed state, and a val-
ue code which indicates a changed value of the item
represented by the item code.

4. The log transmission apparatus according to claim
1, wherein
the environment code includes a reference code
which indicates a state of a log transmission appa-
ratus serving as a reference, an item code which
indicates an item having a changed state, and a val-
ue code which indicates a changed value of the item
represented by the item code,
the environment change management unit gener-
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ates the item code and the value code which indicate
a difference between a state of the log transmission
apparatus indicated by the reference code and a cur-
rent state of the log transmission apparatus, when
generating the environment code for the first time,
and
the environment change management unit gener-
ates the item code and the value code which indicate
the change in the state during a period from a pre-
vious output to present output of the log by the ap-
plication execution unit, when generating the envi-
ronment code for the second time and after.

5.  The log transmission apparatus according to claim
1, further comprising
a short-range communication unit which communi-
cates with another log transmission apparatus,
wherein the application execution unit outputs, as
the log, the log received from the other log transmis-
sion apparatus and the environment code received
from the other log transmission apparatus.

6. The log transmission apparatus according to claim
5, further comprising
a log request reception unit which outputs the ver-
bose log command to the other log transmission ap-
paratus, when receiving a verbose log command
from the log collection apparatus, and transmits a
verbose log including detailed information than the
log received from the other log transmission appa-
ratus to the log collection apparatus.

7. The log transmission apparatus according to claim
5, wherein
operation of the short-range communication unit is
switchable between an on state and off state, and
the change in the state includes the switching of the
operation of the short-range communication unit.

8.  A log collection system comprising:

a plurality of log transmission apparatuses; and
a log collection apparatus,
the log transmission apparatuses and the log
collection apparatus being connected via a com-
munication network,
wherein each of the log transmission apparatus-
es includes:

an application unit which outputs a log;
an environment change management unit
which generates an environment code as
information indicating a change in a state of
the log transmission apparatus; and
a transmission unit which transmits the log
and the environment code to the log collec-
tion apparatus,
the environment change management unit

generates the environment code which in-
dicates the change in the state during a pe-
riod from a previous output to present output
of the log by the application unit, and
the log collection apparatus includes:

a failure detection unit which analyzes
the log received from the log transmis-
sion apparatus to detect a failure;
an environment information restoration
unit which restores the state of the log
transmission apparatus by using the
environment code received from the log
transmission apparatus, and
a similar environment determination
unit which determines another log
transmission apparatus having a state
the same as or similar to that of an ap-
paratus from which an abnormality is
detected being the log transmission ap-
paratus transmitting the log from which
a failure is detected by the failure de-
tection unit, by using the state of the log
transmission apparatus restored by the
environment information restoration
unit.

9. The log collection system according to claim 8,
wherein
the log collection apparatus further includes a log
request unit which transmits a verbose log command
to the other log transmission apparatus determined
to have a state the same as or similar to that of the
apparatus from which an abnormality is detected, by
the similar environment determination unit, and
the log transmission apparatus further includes a log
request reception unit which, when receiving the ver-
bose log command from the log collection apparatus,
transmits a verbose log including detailed informa-
tion than the log.

10. The log collection system according to claim 8,
wherein
the environment code includes an item code which
indicates an item having a changed state, and a val-
ue code which indicates a changed value of the item
represented by the item code.

11. The log collection system according to claim 8,
wherein
the environment code includes a reference code
which indicates a state of a log transmission appa-
ratus serving as a reference, an item code which
indicates an item having a changed state, and a val-
ue code which indicates a changed value of the item
represented by the item code,
the environment change management unit of the log
transmission apparatus generates the item code and
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the value code which indicate a difference between
a state of the log transmission apparatus indicated
by the reference code and a current state of the log
transmission apparatus, when generating the envi-
ronment code for the first time, and
the environment change management unit of the log
transmission apparatus generates the item code and
the value code which indicate the change in the state
during a period from a previous output to present
output of the log by the application unit, when gen-
erating the environment code for the second time
and after.

12. The log collection system according to claim 8,
wherein
the log transmission apparatuses are classified into
a log indirect transmission apparatus connected to
the communication network via another log trans-
mission apparatus and a log direct transmission ap-
paratus connected to the communication network
not via another log transmission apparatus, and
the log direct transmission apparatus further in-
cludes:

a short-range communication unit which com-
municates with the log indirect transmission ap-
paratus; and
a log request reception unit which, when receiv-
ing a verbose log command from the log collec-
tion apparatus, outputs a verbose log command
to the log indirect transmission apparatus, and
transmits a verbose log including detailed infor-
mation than the log received from the log indirect
transmission apparatus to the log collection ap-
paratus.

13. The log collection system according to claim 9,
wherein
the log request unit transmits the verbose log com-
mand to the other log transmission apparatus deter-
mined to have a state the same as or similar to that
of the apparatus from which an abnormality is de-
tected, by the similar environment determination
unit, when the verbose log is not obtained from the
apparatus from which an abnormality is detected.
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