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(54) AN ALARM SYSTEM AND A METHOD SUITABLE FOR MONITORING A HOME

(67)  An alarm system and method suitable for mon-
itoring a home, the alarm system comprising: central unit
and an alarm unit arranged remote from and arranged
to communicate with the central unit; and, a detector ar-
ranged to communicate with the central unit and ar-
ranged to provide an alert signal upon detecting a pos-

sible but unconfirmed alarm event. The alarm system is
configured, inresponse to an alert signal, to set the alarm
unit to activate an alarm after a predetermined period of
time has elapsed in the event that communication be-
tween the alarm unit and the central unit is lost during
the predetermined period.
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Description
TECHNICAL FIELD

[0001] The invention relates to an alarm system suit-
able for monitoring a home. The invention also relates to
a method suitable for monitoring of home.

SUMMARY OF THE INVENTION

[0002] The presentapplication discloses an alarm sys-
tem in accordance with the independent system claim,
and a method according to the independent method
claim.

[0003] In various embodiments, the alarm system
comprises a central unit (CU) supervising a plurality of
peripheral units that are associated with the CU after a
login procedure. Most peripheral units in the alarm sys-
tem are detectors arranged to detect different kinds of
intrusions or intrusion attempts and to send by wireless
communication an alert signal to the CU when an alarm
event occurs. The CU will send signals to some types of
peripheral units, such as alarm units comprising a siren,
a lamp and a smoke generating device for generating a
local alarm signal. Such peripheral units can be referred
to as alarm units. Some peripheral units are detectors
arranged to provide an alert signal when there is a pos-
sible but unconfirmed alarm event, such as if a person
opens adoor monitored by a premises perimeter detector
or enters an area monitored by an infrared (IR) detector.
The CU also can send an alarm signal further on to a
central monitoring system where different steps such as
sending guards or watchmen to the site are initiated.
[0004] According to a first aspect, there is provided an
alarm system suitable for monitoring of home, the system
comprising:

acentralunitand an alarm unitarranged remote from
and arranged to communicate with the central unit;
and, a detector arranged to communicate with the
central unit and arranged to provide an alert signal
upon detecting a possible but unconfirmed alarm
event,

the system being configured, in response to the alert
signal, to set the alarm unit to activate an alarm after
a predetermined period of time has elapsed in the
event that communication between the alarm unit
and the central unit is lost during the predetermined
period.

[0005] In accordance with this aspect, alarms can be
activated also in situations where the alarm unit does not
receive a signal from the central unitdirecting itto activate
the alarm. Such situations may occur if communication
in the alarm system is exposed to jamming or radio dis-
turbance measures. Intentional radio disturbance meas-
ures or interference can be caused by a radio jammer
thatis a device that deliberately blocks, jams or interferes
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with authorized wireless communications. In some cas-
es, jammers work by the transmission of radio signals
that disrupt communications by decreasing the signal-to-
noise ratio. A signal directing the alarm unit to activate
the alarm can be prevented from being generated, for
instance if the central unit is tampered with.

[0006] In various embodiments, there is provided an
alarm system wherein the detector is a premises perim-
eter detector arranged to provide the alert signal when
an entrance door is opened. In various embodiments,
the detectoris aradio frequency signal to noise ratio (S/N)
meter arranged to provide an alert signal when radio fre-
quency signal to noise ratio drops below a predetermined
threshold.

[0007] Thereis provided also an alarm system wherein
the detector is a presence detector arranged to monitor
an alert area, and wherein the presence detector is ar-
ranged to provide an alert signal when intrusion in the
alert area is detected. The alarm system can comprise
a plurality of similar or different detectors and combina-
tions of detectors.

[0008] In various embodiments, there is provided an
alarm system wherein the alarm unit is arranged to pro-
vide at least one of an audible alarm, a visible alarm, or
to provide smoke as the alarm.

[0009] According to a further aspect, there is provided
a method suitable for monitoring of home, comprising:

generating an alert signal indicating a possible but
unconfirmed alarm event, communicating the alert
signal to a central unit, and

setting an alarm unit to activate an alarm after a pre-
determined period of time has elapsed in the event
that communication between the alarm unit and the
central unit is lost during the predetermined period.

[0010] In various embodiments, there is provided an
alarm method wherein the alert signal is provided after
detecting opening of an entrance door. In various em-
bodiments, there is provided an alarm method wherein
the alert signal is provided after detecting a radio fre-
quency signal to noise ratio drop below a predetermined
threshold value.

[0011] Thereisalso provided analarm method wherein
the alert signal is provided after detecting intrusion in an
alert area.

[0012] Additional advantages will be set forth in part in
the description which follows or may be learned by prac-
tice. The advantages will be realized and attained by
means of the elements and combinations particularly
pointed out in the appended claims.

BRIEF DESCRIPTION OF THE DRAWINGS

[0013] The accompanying drawings, which are incor-
porated in and constitute a part of this specification, il-
lustrate embodiments and together with the description,
serve to explain the principles of the systems and meth-
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ods. In the drawings,

Fig. 1 is a schematic diagram of a wireless alarm
system having a central unit, at least one detector
and at least one alarm unit, and

Fig. 2 is a flowchart showing steps of a method of
an alarm system according to Fig. 1.

DETAILED DESCRIPTION

[0014] The CU andanalarm unitare in communication
and the CU is arranged to prevent the alarm unit from
triggering an alarm. This is by repeatedly resetting the
alarm unit before it reaches triggering of an alarm, when
the alarm would otherwise be triggered. However, if the
communication is broken then the resetting function can-
not happen. As a consequence, the alarm is triggered.
Thus, this approach pre-empts future jamming and tam-
pering activities that might interfere with or prevent the
communication between the CU and the alarm unit.
[0015] Fig.1 shows a schematic diagram of a wireless
alarm system 100 having a central unit, CU, 110. The
alarm system 100 covers premises, such as a building
with a plurality of rooms. The central unit 110 comprises
wireless radio communication means arranged to com-
municate with corresponding wireless radio communica-
tion means in peripheral units provided within or adjacent
to the premises. Peripheral units comprise detectors and
alarm units. The central unit 110 is connected to a central
monitoring station 80 either by wire, such as a telephone
line as indicated in Fig. 1 with a dashed line 82, or by a
wireless telecommunications system such as GSM or
other radio frequency systems. The connection also can
be through an internet connection 84. When a detector
detects a confirmed alarm event, an alert signal is sent
to the central unit 110. The central unit 110 communicate
a signal to available alarm units to produce an alarm sig-
nal, and to the central monitoring system 80.

[0016] A first peripheral unit 90 comprises a presence
detector such as an IR detector 250 and is arranged to
monitor a first monitored area, such as an area where
the central unit 110is arranged. In various embodiments,
the central unit 110 is provided with a signal-to-noise me-
ter 140 configured to output an alert signal signal based
on the signal-to-noise ratio of a wireless communication
180 between the central unit 110 and peripheral units,
falling below a predetermined threshold.

[0017] The alarm system 100 can be turned on and off
by means of a keypad 50 arranged close to an entrance
door 60. Keypad 50 is connected to the central unit 110
through wireless communication means. At the entrance
door 60 there is provided a second peripheral unit 30
comprising a premises perimeter detector, such as a
magnet sensor 70. The second peripheral unit is con-
nected to the central unit 110 through wireless commu-
nication means. The magnet sensor willgenerate an alert
signal indicating a possible but unconfirmed alarm event
when entrance door 60 is opened. Further premises pe-
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rimeter detectors 70 are arranged at windows 72.
[0018] In various embodiments, the central unit 110 is
connected also to a third peripheral unit 225 comprising
a presence detector provided with an IR detector 250,
for monitoring an alert area in the vicinity of an area the
alarm system is intended to protect. The third peripheral
unit 225 is configured to generate and communicate by
wireless connection 180, an an alert signal indicating a
possible but unconfirmed alarm event based on a detec-
tion made by the IR detector 250.

[0019] The wireless alarm system further comprises at
least one peripheral unitbeing an alarm unitand arranged
to produce an alarm. The central unit 110 is arranged to
control triggering of the alarm based on signals from dif-
ferent detectors. The central unit 110 is also arranged to
set the alarm unit to activate an alarm after a predeter-
mined period of time has elapsed from the signal from
the detector. When there is a possible but unconfirmed
alarm event, the central unit prevents the alarm from trig-
gering. This is by repeatedly resetting the alarm before
the predetermined period of time has elapsed, when the
alarm would otherwise be triggered.

[0020] However, if communication between the central
unit 110 and the alarm unit is broken then the resetting
function cannot happen. The communication can be bro-
ken for different reasons, such as a result of jamming
measures preventing or disturbing radio communication,
or as aresult of tampering measures, such as destroying
the central unit. In various embodiments, the alarm units
are provided with a countdown timer 150. The central
unit 110 is configured to restart, repeatedly, the count-
down timer of the alarm units before it expires. In the
embodiment showninFig. 1thereis provided afirstalarm
unit 120 configured to produce an audible alarm signal,
triggered by the countdown timer, with the aid of a siren
160.

[0021] The central unit 110 is further configured to
communicate with the countdown timer 150 of a second
alarm unit 220, to start to count down from a predeter-
mined time, triggered by the output of the alert signal.
The second alarm unit 220 is further configured to pro-
duce a visible alarm signal, triggered by the countdown
timer, with the aid of a flashing light 260.

[0022] A third alarm unit 270 comprises a smoke gen-
erating device, such a smoke bomb 280. The third alarm
unit 270 comprises also a countdown timer 150, and the
central unit 110 is further configured to communicate with
the third alarm unit 270, to start to count down from a
predetermined time, triggered by the output of the alert
signal. The central unit is configured to restart, repeat-
edly, the timer of the third alarm unit 270 before it expires.
[0023] Invariousembodiments, asingle peripheral unit
provides the functionality of both the alarm unit and the
detector. For instance, a peripheral unit comprising a
presence detector provided with an IR detector 250 could
be combined with an alarm unit configured to produce
an audible alarm signal, triggered by the countdown tim-
er, with the aid of a siren 160.



5 EP 3 537 404 A1 6

[0024] The method of the alarm system as shown in
Fig. 2 comprises the following steps:

- generating 310 an alert signal indicative of sign(s)
of a possible but unconfirmed alarm event,

- receiving 320 the alert signal by a central unit;

- starting 330 a count-down timer in an alarm unit, the
alarm unit also being capable of producing an alarm
signal;

- restarting 340 repeatedly the count-down timer be-
fore it counts down to zero;

- producing 360 a perceivable audio alarm signal upon
detecting 350 the count-down timer counting down
to zero.

[0025] Generation of the alert signal can be based on
a detector output of a detector unit, such as a premises
perimeter detector or an infrared detector.

[0026] It will be apparent to those skilled in the art that
various modifications and variations can be made without
departing from the inventive concept. Other embodi-
ments will be apparent to those skilled in the art from
consideration of the specification and practice disclosed
herein. ltis intended that the specification and examples
be considered as exemplary only.

Claims

1. Analarm system suitable for monitoring a home, the
alarm system comprising: central unit and an alarm
unit arranged remote from and arranged to commu-
nicate with the central unit; and, a detector arranged
to communicate with the central unit and arranged
to provide an alert signal upon detecting a possible
but unconfirmed alarm event,
the system being configured, in response to an alert
signal, to set the alarm unit to activate an alarm after
a predetermined period of time has elapsed in the
event that communication between the alarm unit
and the central unit is lost during the predetermined
period.

2. The alarm system of claim 1, wherein the detector
is a premises perimeter detector arranged to provide
the alert signal when an entrance door is opened.

3. The alarm system of claim 1, wherein the detector
is presence detector arranged to monitor an alert
area, and wherein the presence detector is arranged
to provide an alert signal when intrusion in the alert
area is detected.

4. The alarm system of claim 1, wherein the detector
is a radio frequency signal to noise ratio (S/N) meter
arranged to provide an alert signal when radio fre-
quency signal to noise ratio drops below a predeter-
mined threshold value.
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5.

10.

1.

12.

13.

14.

15.

16.

17.

The alarm system of any of the preceding claims,
wherein the alarm unit comprises a countdown timer
set at the predetermined period of time and wherein
the central unit is configured to reset the countdown
timer at time intervals that are shorter than the pre-
determined period of time.

The alarm system of any of the preceding claims,
wherein the alarm unit comprises a siren.

The alarm system of any of the preceding claims,
wherein the alarm unit is arranged to produce a vis-
ible alarm signal.

The alarm system of any of the preceding claims,
wherein the alarm unit is arranged to produce a
smoke as an alarm signal.

A method suitable for monitoring a home, compris-
ing:

generating an alert signal indicating a possible
but unconfirmed alarm event, communicating
the alert signal to a central unit, and

setting an alarm unit to activate an alarm after
a predetermined period of time has elapsed in
the event that communication between the
alarm unit and the central unit is lost during the
predetermined period.

The method of claim 9, further comprising generating
the alert signal after detecting the opening of a door.

The method of claim 9, further comprising generating
the alert signal after detecting intrusion in an alert
area.

The method of claim 9, further comprising generating
the alert signal after detecting drop of a radio fre-
quency signal to noise ratio below a predetermined
threshold value.

The method of claim 9, further comprising counting
down a timer in the alarm unit and communicating a
reset signal from the central unit to the alarm unit at
time intervals that are shorter than the predeter-
mined period of time.

The method of claim 9, further wherein the alarm
signal is a sound signal.

The method of claim 9, further wherein the alarm
signal is a light signal.

The method of claim 9, further wherein the alarm
signal is generation of smoke.

The method of claim 9, further comprising sending
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information associated with the alert signal to a cen-
tral monitoring station.
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300

X

GENERATING AN ALERT SIGNAL INDICATING A POSSIBLE
BUT UNCONFIRMED ALARM EVENT

310

RECEIVING THE ALERT SIGNAL IN A CENTRAL UNIT
320

STARTING A COUNTDOWN TIMER OF AN ALARM UNIT, IN
RESPONSE TO RECEIVED SIGNAL, WHEREIN THE TIMER IS
ASSOCIATED WITH AN EXPIRATION TIME

330

W
RESTART, PERIODICALLY, THE TIMER OF THE ALARM UNIT
BY THE CENTRAL UNIT, AFTER A RESTART TIME, WHEREIN THE
RESTART TIME IS LESS THAN THE EXPIRATION TIME
340

DETECT EXPIRATION OF THE TIMER
350

TRIGGER PRODUCTION OF AN ALARM SIGNAL BASED
ON DETECTED EXPIRATION OF TIMER
360

Fig. 2
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