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(54) A METHOD FOR INCREASING SPECIFICITY OF JAMMING DETECTION IN A HOME ALARM 
SYSTEM

(57) A method and a system for detecting an inter-
ference signal and classifying the interference signal into
two or more classes by
- repeatedly measuring (201) a received signal strength
indicator (RSSI) of a received signal;
- repeatedly calculating an average value (205) of the
received signal strength indicator over a first time-period;
- repeatedly calculating a variance value (210) of the re-
ceived signal strength indicator over a second time-pe-
riod, said second time period at least partly overlapping

said first time period;
- comparing the calculated average value (215) to a pre-
determined threshold average value;
- comparing the calculated variance value (220) to a pre-
determined threshold variance value; and
- classifying the signal into one of two or more classes
(235) based on the comparisons (215, 220), one class
being indicative of a jamming condition.

The system comprises an antenna, a transceiver and
a processor.
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Description

TECHNICAL FIELD

[0001] The invention relates to a method and a system
for detecting jamming of systems using wireless commu-
nication. In particular it relates to a method and a system
for differentiating between interference originating from
a jamming device and interference originating from a
nearby wireless system.

BACKGROUND

[0002] Alarm systems comprising detectors and gate-
ways are commonly used in private houses and office
premises. Detectors are more and more frequently con-
nected through wireless communication means to a cen-
tral unit, also known as a gateway, which in turn is con-
nected to a central monitoring station (CMS) such as a
remote alarm receiving centre. In case of an alarm situ-
ation one or more detector(s) transmits an alarm signal
to the gateway and the gateway transmits an alarm signal
to the central monitoring station, should the alarm system
be in an armed state.
[0003] A burglar or other intruder may use electronic
jamming devices to jam wireless signals between the de-
tector(s) and the gateway or between the gateway and
the central monitoring station. The present invention re-
lates to a method and means for detection of jamming
interference from such jamming devices, and for detect-
ing nearby wireless communication interference and dif-
ferentiating the two from each other.
[0004] If nothing else is explicitly stated in the present
document, it is the communication between the gateway
and its associated detectors and sensors that is subject
to jamming.

PRIOR ART

[0005] Prior art jamming detection exist in different
forms. Detectors, sensors and gateways normally com-
municate via radio links or by other wireless means. Ra-
dio signals also can be used for communication with the
remote alarm receiving centre. As in all applications radio
signals are vulnerable to disturbances and of course to
deliberate jamming attempts.
[0006] GB2457102 discloses an alarm comprising a
repeater which is arranged to detect a jamming signal
and to transmit a jamming alert signal at a frequency
other than a jammed frequency in the event that a jam-
ming signal is detected.
[0007] Another way of handling jamming problems is
disclosed in RU2399095. The system in RU2399095
comprises a plurality of microcells in a multilevel hierar-
chical structure. A plurality of relay nodes is used to en-
sure that alarm messages are transmitted even if one
microcell is jammed.

SUMMARY OF THE INVENTION

[0008] According to a first aspect of the present inven-
tion, there is provided a method of detecting an interfer-
ence signal and classifying the origin of the interference
signal into one of two or more classes. The method com-
prises the following steps:

- measuring (201) a received signal strength indicator
(RSSI) of a received signal;

- calculating an average value (205) of the received
signal strength indicator during a first time period;

- calculating a variance value (210) of the received
signal strength during a second time period, said
second time period at least partly overlapping said
first time period;

- comparing the calculated average value (215) to a
predetermined threshold average value;

- comparing the calculated variance value (220) to a
predetermined threshold variance value;

- classifying the signal into one of two or more classes
(235) based on the comparisons (215, 220) during
overlapping time periods, one class being indicative
of a jamming condition.

[0009] An advantage of an alarm system with a method
of the present invention is that jamming can be detected
earlier and more accurately. The method facilitates dif-
ferentiation between radio frequency interference origi-
nating from a jammer and radio frequency interference
originating from an adjacent wireless system.
[0010] A feature of the present invention is that unin-
tentional interference from other benign wireless sys-
tems can be differentiated from malicious RF jamming.
This differentiation will ultimately result in a decrease of
the number of false alarms. The present invention pro-
vides a method of detecting jamming of intruder alarm
systems or jamming of other wireless systems. The meth-
od is particularly advantageous for such systems be-
cause the number of false alarms due to detection of
interference from other wireless systems can be reduced
without reducing the number of true alarms, i.e. alarms
due to the detection of interference from a jamming de-
vice.
[0011] The present invention provides a way to detect
and differentiate radio interference originating from a
jamming device, a so-called jammer, from interference
originating from a nearby wireless system. When a jam-
ming condition is detected an alarm can be generated.
An alarm or alert signal can also be forwarded to a central
monitoring station where further actions can be taken in
a response to the jamming condition.
[0012] The jammers used today are based on noise
generators. These jammers generate a broadband
noise. More advanced models may use filtering to only
jam parts of the spectrum - but it is still using noise to
jam the system. Since noise per definition will be random
it will exhibit a high degree of variance around a constant
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mean.
[0013] By continuously measuring the received signal
strength, a so called Received Signal Strength Indicator
(RSSI) and repeatedly calculating the mean and variance
of the signal over a predetermined number of the latest
received signal strength measurements one would have
all the data needed to differentiate between noise and
signal. If the average and variance is "high", there is a
jammer present, if the average is high but the variance
low, a carrier is present. The fact that a carrier is present
is considered equivalent to the fact that a nearby wireless
system is present and is transmitting.
[0014] According to a further aspect, there is provided
an alarm system for detecting a possible jamming signal,
the system comprising:

- an antenna;
- a transceiver;
- a processor;

wherein the system is configured to detect possible jam-
ming and to classify the possible jamming signal as a
jamming condition to indicate whether it is an interference
from a carrier originating from a nearby benign wireless
system or a jammer.
[0015] An advantage of such a system is that the
number of false alarms would decrease making it easier
for an alarm operator to decide when to send out a watch-
man, and when not to, decreasing the time and money
spent on false alarms.
[0016] The system preferably comprises

- an RSSI source of the transceiver;
- an RSSI average calculator unit (410) for calculating

an RSSI average;
- an RSSI variance calculator unit (415) for calculating

an RSSI variance
- an average comparator unit (420) for comparing RS-

SI average with a predetermined average threshold;
- a variance comparator unit (425) for comparing RSSI

variance with a predetermined variance threshold;
- a decision module unit (430) for deciding a class

based on the comparisons.

[0017] By studying RSSI average and variance a good
estimate on whether the received signal is originating
from a nearby installation or from a jamming device, since
jamming device signals and carrier waves from a nearby
installation normally have different characteristics.

BRIEF DESCRIPTION OF THE DRAWINGS

[0018] Non-limiting embodiments of the invention will
now be described with reference to the figures in which:

Fig. 1 shows a schematic diagram of a radio receiving
module according to prior art.

Fig. 2 shows a flowchart of a method for differentiating

whether a high received signal strength indica-
tor is caused by a jammer or caused by a trans-
mission originating from a nearby wireless sys-
tem.

Fig. 3 shows a schematic block diagram of a wireless
system

Fig. 4 shows a schematic block diagram of a jam-
mer/carrier detector

DETAILED DESCRIPTION

[0019] In jamming detection, it is usually beneficial to
detect jamming early and accurately. The present inven-
tion provides a method and a system for differentiating
between a jammer and an adjacent wireless system or
a similar radio condition environment thus resulting in a
more accurate jamming detection.
[0020] The accuracy of a jamming detector could be
estimated by studying the two measures called "sensi-
tivity" and "specificity". Sensitivity or "true positive rate"
is a measure of the proportion of positives that are cor-
rectly identified as such, i.e., the percentage of true jam-
ming signals that are correctly identified as such. Spe-
cificity or "true negative rate" is a measure of the propor-
tion of negatives that are correctly identified as such, i.e.,
the percentage of noise and interference signals not com-
ing from a jammer, that are correctly identified as being
not jamming signals.
[0021] For alarm system operators, there is a trade-off
between these values because it is desirable to detect
jamming (high sensitivity), but it is also desirable to limit
the number of false positives, since these will increase
costs, without adding value. A high number of false pos-
itives may also lower the confidence in the system among
customers.
[0022] One way to lower false positive rate is to target
interference that originates from adjacent home alarm
systems or similar installations. The jammers used today
normally are based on noise generators. These jammers
generate a broadband noise. More advanced models
may use filtering to only jam parts of the spectrum - but
most are still using noise to jam the system. Since noise
per definition will be random it will exhibit a high degree
of variance around a constant mean. A regular transmis-
sion from an alarm system will not exhibit those noise
characteristics, instead there will be a low variance. The
average may still be high though, depending on distance
to the nearby system and transmitted power.
[0023] In accordance with the disclosed embodiment,
signal strength average and variance data are used to
distinguish between carriers and noise. Furthermore, it
may be used to either continuously or intermittently mon-
itor possible jamming and non-malicious neighbouring
signals. The method comprises steps to determine the
values of the average and variance of received radio fre-
quency energy, or RSSI, in those particular bandwidth(s)
used for communication. If the average and variance val-
ues are both "high", there is a high probability that a jam-
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mer and a jamming condition is present. If the average
is high but the variance is low, there is a high probability
that a carrier is present. The four use cases are summa-
rized in the table below:

[0024] Thus, embodiments of the present invention
provide methods of detecting an interference signal and
classifying the origin of the interference signal into one
of two or more classes. In the present embodiment, the
method comprises the following steps:

- repeatedly measuring (201) a received signal
strength indicator (RSSI) of a received signal;

- repeatedly calculating an average value (205) of the
received signal strength indicator over a first time
period;

- repeatedly calculating a variance value (210) of the
received signal strength indicator over a second time
period, said second time period at least partly over-
lapping said first time period;

- comparing the calculated average value (215) to a
predetermined threshold average value;

- comparing the calculated variance value (220) to a
predetermined threshold variance value;

- classifying the signal into one of two or more classes
(235) based on the comparisons (215, 220) during
overlapping time periods, one class being indicative
of a jamming condition.

[0025] The classes are preferably the classes defined
in table 1, i.e., "Weak carrier", "Noise", "Carrier", and
"Jammer". The classes may as an alternative be "Jam-
mer" and "Non-jammer". The class "Jammer" corre-
sponds to a jamming condition.
[0026] Fig. 1 shows a schematic diagram of a radio
receiving portion of a wireless system according to prior
art. The system is configured to provide a so-called re-
ceived strength signal indicator. An antenna 101 is con-
nected to a low noise amplifier 105. The output from the
low noise amplifier 105 is connected to a mixer 110. The
mixer also receives input from a local oscillator 115. The
mixer output is filtered by a filter 120 and fed to an am-
plifier 125. Output from the amplifier 125 is fed to a chan-
nel filter 130. Output from the channel filter 130 is fed to
a detector 135. Output from detector 135 is fed to a de-
modulator 140. Output 145 from the demodulator may
include received signal strength indicator.
[0027] Fig. 2 shows a flowchart of a method for differ-
entiating whether a high received signal strength indica-
tor is caused by a jammer or caused by a transmission

Table 1. How received signal average and variance 
predict signal origin

Low variance High variance

Low average Weak carrier Noise

High average Carrier Jammer

originating from a nearby and harmless, wireless system.
The method comprises the following steps:

- Providing 201 an RSSI signal representative of re-
ceived signal strength of the studied frequency band;

- Providing 207 a first window size representative of
the time window of RSSI signal to use for producing
values of the RSSI average signal

- Producing 205 an RSSI average signal, based on
the RSSI signal, and representative of a moving av-
erage created with the aid of the first window size;

- Providing 212 a second window size representative
of the time window of RSSI signal to use for produc-
ing values of the RSSI variance signal

- Producing 210 an RSSI variance signal, based on
the RSSI signal, and representative of a moving var-
iance created with the aid of the second window size;

- Providing 217 a threshold for the RSSI average,
above which threshold it is highly likely that a nearby
system or jammer is emitting radio frequency energy
in the studied frequency band

- Comparing 215 the RSSI average signal with the
provided threshold for average;

- Providing 218 a variance threshold for the RSSI var-
iance, above which threshold it is highly likely that it
is a nearby jammer that is emitting radio frequency
energy in the studied frequency band, but below
which threshold it is highly likely that any emitted
radio frequency energy in the frequency band stud-
ied, originates from a nearby wireless system.

- Comparing 220 the RSSI variance signal with the
provided threshold for variance;

- Deciding 235 based on the comparisons 215, 220
whether a jammer is active.

[0028] Variance and average threshold values are pre-
determined and set in dependence of radio signal con-
ditions in the environment of the wireless system. The
predetermined average value normally is set to a level
where the RSSI of a standard wireless system will be.
The predetermined variance value normally is set to a
level somewhat higher than where a standard carrier is
present.
[0029] Fig. 3 shows a schematic block diagram of a
wireless system according to an embodiment of the
present invention. An antenna 302 is connected to a radio
transceiver unit TXU 305, such as e.g. Ti 1121 from Tex-
as Instruments. The radio transceiver unit 305 is con-
nected to a processor, preferably a microcontroller unit
MCU 310. The microcontroller unit MCU is configured to
instruct the transceiver unit TXU to provide a first stream
of instantaneous values of received signal strength indi-
cator (RSSI) to the microcontroller unit 310.
[0030] Further, the microcontroller 310 is configured
to provide a second stream of values, each value calcu-
lated as an average of a predetermined number of the
last values of the first stream. The microcontroller 310 is
further configured to provide a third stream of values,
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each value calculated as a value corresponding to or
being the variance of the first stream.
[0031] The microcontroller 310 is further configured to
decide, based on the second and third stream of values,
if a jamming device is active. Preferably, the decision is
based on whether the average is high at the same time
as variance is high, as can be seen in Table 1 above.
[0032] Fig. 4 shows a schematic block diagram of a
jammer-carrier detector. An RSSI source unit 405 is con-
nected to an RSSI average calculator unit 410 to provide
an RSSI stream of values. The RSSI source unit 405 also
provides RSSI values to an RSSI variance calculator unit
415. The RSSI average calculator unit 410 is configured
to produce an RSSI average stream of values, in each
moment representative of the average RSSI taken during
a first time period incorporating a first predetermined
number of the last samples of the RSSI signal.
[0033] The RSSI variance calculator unit 415 is con-
figured to produce an RSSI variance stream of values,
in each moment representative of the variance of the
RSSI stream of values taken during a second time period
incorporating a second predetermined number of the last
samples of the RSSI signal. In various embodiments, first
and second sliding time windows start at the same time
and have equal length.
[0034] Each value of the stream of averaged values
are compared to a predetermined average threshold val-
ue in an average comparator unit 420.
[0035] Each value of the stream of variance values are
compared to a predetermined variance threshold value
in a variance comparator unit 425.
[0036] The result of the comparisons in the average
comparator unit 420 and in the variance comparator unit
425 are fed to a decision module unit 430. The decision
module unit 430 is configured to provide, based on the
result of the comparisons, a classification indicating
whether the received signal belongs to one of the follow-
ing classes:

- Class 1: There is a jamming signal present, or
- Class 2: There is radio frequency energy present

originating from a nearby benign wireless system;
- Class 3: There is neither any jammer nor any actively

sending nearby benign wireless system present.

[0037] There may also be provided a further alterna-
tive, such as an indication that, based on the received
radio frequency energy, it is not possible to give a definite
classification.
[0038] The classification result is preferably used to
take decision on generating an alarm signal and/or send-
ing an alarm signal to a remote alarm receiving centre or
wait and see how the received energy develops.

Claims

1. A method of detecting an interference signal and

classifying the origin of the interference signal into
one of two or more classes, the method comprising
the following steps:

- measuring (201) a received signal strength in-
dicator (RSSI) of a received signal;
- calculating an average value (205) of the re-
ceived signal strength indicator during a first
time-period;
- calculating a variance value (210) of the re-
ceived signal strength indicator during a second
time period, said second time period at least
partly overlapping said first time period;
- comparing the calculated average value (215)
to a predetermined threshold average value;
- comparing the calculated variance value (220)
to a predetermined threshold variance value;
and
- classifying the signal into one of two or more
classes (235) based on the comparisons (215,
220), one class being indicative of a jamming
condition.

2. The method according to claim 1, further comprising
calculating the average value and the variance value
over the same time period.

3. The method according to claim 1, further comprising
classifying the received signal as a jamming signal
when the average value exceeds the predetermined
threshold average value and the variance value ex-
ceeds the predetermined threshold variance value.

4. An alarm system for detecting a possible jamming
condition, the system comprising:

- an antenna;
- a transceiver;
- a processor;

characterised in that the system is configured to:

- measuring (201) a received signal strength in-
dicator (RSSI) of a received signal;
- calculating an average value (205) of the re-
ceived signal strength indicator over a first time-
period;
- calculating a variance value (210) of the re-
ceived signal strength indicator over a second
time-period, said second time period at least
partly overlapping said first time period;
- comparing the calculated average value (215)
to a predetermined threshold average value;
- comparing the calculated variance value (220)
to a predetermined threshold variance value;
and
- classifying the signal into one of two or more
classes (235) based on the comparisons (215,
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220), one class being indicative of a jamming
condition.

5. The system of claim 4 further comprising:

- an RSSI source;
- an RSSI average calculator unit (410) for cal-
culating an RSSI average;
- an RSSI variance calculator unit (415) for cal-
culating an RSSI variance
- an average comparator unit (420) for compar-
ing RSSI average with a first threshold;
- a variance comparator unit (425) for comparing
RSSI average with a second threshold;
- a decision module unit (430) for deciding a
class based on the comparisons.
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