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Description

[0001] This application claims priority to Chinese Pat-
ent Application No. 201611238763.5, filed with the Chi-
nese Patent Office on December 28, 2016 and entitled
"CERTIFICATE OBTAINING METHOD, AUTHENTICA-
TION METHOD, AND NETWORK DEVICE", which is in-
corporated herein by reference in its entirety.

TECHNICAL FIELD

[0002] This application relates to the field of network
communications technologies, and to a certificate obtain-
ing method, an authentication method, and a network
device.

BACKGROUND

[0003] Software-defined anything (English: software
defined anything, SDX) is a set of all types of software-
defined computing technologies. In the SDX, software
plays a main role in controlling hardware. A common SDX
technology includes software-defined networking (Eng-
lish: software-defined networking, SDN), a software-de-
fined data center (English: software-defined data center,
SDDC), software-defined storage (English: software-de-
fined storage, SDS), and the like.

[0004] In an SDX architecture, a controller controls all
hardware capabilities in a centralized manner. Moreover,
the controller provides an application programming inter-
face (English: application programming interface, API)
for a user. Various applications (APP) of the user can
access the API, to configure and manage a network de-
vice, a security device, a virtual machine, and the like
that are controlled by the controller or to obtain network
information.

[0005] However, because the APPs are from the out-
side of the controller, and may be developed by a third
party and used by the user. It is necessary to control
permissions of the APPs, so as to prevent misuse and
abuse of the APIs of the controller.

SUMMARY

[0006] This application provides a certificate obtaining
method, an authentication method, and a network device,
to improve control over operation permission of an APP
on an API.

[0007] A first aspect of this application provides a cer-
tificate obtaining method. According to the method, a net-
work device sends certificate application information in-
cluding an APP to a certificate generation device, and
the certificate generation device generates a certificate
according to the APP and sends the generated certificate
to the network device. The certificate is used for permis-
sion authentication when the APP accesses an APl of a
controller. The certificate includes one or more of (a) to
(c): (a) information about operation permission of the
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APP on N application programming interfaces APls of
the controller, (b) identifiers of L APIs that are of the N
APIs and that the APP has permission to operate, and
(c) identifiers of R APIs that are of the N APIs and that
the APP has no permission to operate, where N is a nat-
ural number greater than or equal to 1, L is a natural
number greater than or equal to 1, L is less than or equal
to N, R is a natural number greater than or equal to 1,
and R is less than or equal to N.

[0008] A second aspect of this application provides an
authentication method. According to the method, an au-
thentication device receives an access request message
of an APP, and determines operation permission of the
APP on N APIs of a controller based on information about
operation permission carried in a certificate in the access
request message. The certificate of the access request
message includes one or more of (a) to (c).

[0009] A third aspect of this application provides a cer-
tificate generation device. The device includes a com-
munications interface and a certificate generation mod-
ule. The communications interface is configured to: re-
ceive certificate application information, and send the
certificate application information to the certificate gen-
eration module, where the certificate application informa-
tion includes an application APP. The certificate gener-
ation module is configured to: receive the certificate ap-
plication information sent by the communications inter-
face, and generate a certificate according to the APP in
the certificate application information, where the certifi-
cate includes one or more of (a) to (c).

[0010] A fourth aspect of this application provides a
network device. The network device includes a commu-
nications interface and an authentication module.
[0011] The communications interface is configured to
receive an access request message of an application
APP, where the access request message includes a dig-
ital certificate, and the digital certificate includes one or
more of (a) to (c). The authentication module is config-
ured to determine operation permission of the APP on
the N APIs based on the information about operation per-
mission.

[0012] According to a certificate generation method,
the authentication method, and the device of this appli-
cation, operation permission of an APP on an API of the
controller is carried in the certificate. When accessing
the API of the controller, the APP provides the certificate
for the authentication device for authentication. The au-
thentication device determines, based on the operation
permission that is on the APl and that is carried in the
certificate, whether the APP has permission to operate
the API to which the APP applies for access. This facili-
tates control over operation permission of the APP on
the API. In addition, the method is simple, and an au-
thentication process is simplified.

[0013] Optionally, the certificate includes (a) the infor-
mation about operation permission of the APP on the N
APIs of the controller, and the information about opera-
tion permission includes identifiers of the N APIs and
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operation permission of the APP on each of the N APls.
In this way, the authentication device can obtain infor-
mation about operation permission of the APP on all
APls, and therefore can determine whether the APP has
permission to operate the API currently applied for ac-
cess.

[0014] Optionally, the information about operation per-
mission includes identifiers of M API identifier sets, an
identifier of each of the M API identifier sets is used to
identify operation permission on K APIs in the API iden-
tifier set, M is a natural number greater than or equal to
1, Kiis an integer greater than or equal to 0, and K is less
than or equal to N. In this way, the authentication device
can determine, based on an API identifier set carried in
the certificate, APIs that the APP has permission to ac-
cess or a resource that is identified by the API identifier
set and that the APP has permission to access.

[0015] Optionally, the certificate includes (a) the infor-
mation about operation permission of the APP on the N
APIls of the controller, and the operation permission is
represented by using a bitmap. In this way, occupation
of a storage resource of the authentication device can
be effectively reduced, and authentication efficiency can
be improved.

[0016] Optionally, one or more of (a) to (c) are carried
in extended information of the certificate. In this way,
when authenticating the APP according to the certificate,
the authentication device can determine access permis-
sion of the APP on the N APls of the controller, so as to
rapidly determine whether the APP has access permis-
sion on the API to which the APP currently applies for
access.

[0017] Optionally, the network device is the controller
or a part of the controller. The network device may be an
authentication server.

[0018] Optionally, the network device is a software-de-
fined networking SDN controller.

[0019] Another aspect of this application provides a
network device. The network device includes a processor
and a memory communicating with the processor. When
running an instruction or a computer program stored in
the memory, the processor may perform the foregoing
certificate generation method or authentication method.
[0020] Still another aspect of this application provides
a computer readable storage medium. The computer
readable storage medium stores an instruction. When
the instruction is run on a computer, the computer is en-
abled to perform the foregoing certificate generation
method or authentication method.

[0021] Still another aspect of this application provides
a computer program product including an instruction.
When the computer program product is run on a compu-
ter, the computer is enabled to perform the foregoing
certificate generation method or authentication method.

BRIEF DESCRIPTION OF DRAWINGS

[0022]
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FIG. 1 is a schematic networking diagram of SDN
according to an embodiment of this application;
FIG. 2is aschematic method flowchart of a certificate
obtaining method according to an embodiment of this
application;

FIG. 3 is a schematic composition diagram of infor-
mation that is included in a certificate and that is
about operation permission of an APP on an API
according to an embodiment of this application;
FIG. 4 is another schematic composition diagram of
information that is included in a certificate and that
is about operation permission of another APP on an
API according to an embodiment of this application;
FIG. 5is stillanother schematic composition diagram
of information that is included in a certificate and that
is about operation permission of another APP on an
API according to an embodiment of this application;
FIG. 6 is a schematic composition diagram of a cer-
tificate according to an embodiment of this applica-
tion;

FIG. 7 is a schematic flowchart of an authentication
method according to an embodiment of this applica-
tion;

FIG. 8 is a schematic composition diagram of a policy
data entry according to an embodiment of this appli-
cation;

FIG. 9 is a schematic composition diagram of anoth-
er policy data entry according to an embodiment of
this application;

FIG. 10 is a schematic composition diagram of still
another policy data entry according to an embodi-
ment of this application;

FIG. 11 is a schematic composition diagram of a cer-
tificate generation device according to an embodi-
ment of this application; and

FIG. 12 is a schematic composition diagram of a net-
work device according to an embodiment of this ap-
plication.

DESCRIPTION OF EMBODIMENTS

[0023] The following clearly describes the technical so-
lutions in the embodiments of the present invention with
reference to the accompanying drawings in the embod-
iments of the present invention. Apparently, the de-
scribed embodiments are merely some but not all of the
embodiments of the present invention.

[0024] Inthis application, SDX may be SDN, an SDDC,
SDS, or a software-defined infrastructure (English: soft-
ware-defined infrastructure, SDI). The embodiments of
this application are described below by using the SDN
as an example. However, the embodiments of this appli-
cation are also applicable to the SDX such as the SDDC,
the SDS, or the SDI.

[0025] AsshowninFIG.1,anSDNincludesacontroller
and X network elements controlled by the controller: a
network element 1, a network element 2, ..., and a net-
work element X. X is a natural number greater than or
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equalto 1. The controllerincludes a data-control interface
and an application-control interface. Each of the network
element 1 to the network element X communicates with
the controller by using the data-control interface, to re-
ceive a forwarding table sent by the controller, and for-
ward a packet according to the forwarding table. X is a
natural number greater than or equal to 1. Forwarding
tables sentby the controller to different network elements
may be the same or may be different. Applications, an
APP 1 to an APP Z, communicate with the controller by
using the application-control interface. Z is a natural
number greater than or equal to 1. The controller further
provides N APls, for example, an APl 1 to an API N. N
is a natural number greater than or equal to 1. Each API
provides one or more resources for an application to call,
so that the application can control a corresponding re-
source by calling the API. For example, when an appli-
cation APP 1 calls the API 1, the application APP 1 may
forward traffic by using a bandwidth of 1 megabit per
second (Mbps). Specifically, the APP 1 to the APP Z may
call, by using an ACI of the controller, one or more of the
API 1 to the API N that are provided by the controller, so
as to operate, by using the controller, the network ele-
ment 1 to a network element Y that are controlled by the
controller.

[0026] Optionally, DCI is deployed with the OpenFlow
(OpenFlow) Protocol. Optionally, the DCI may be further
deployed with one or more of the Path Computation EI-
ement Communication Protocol (English: Path Compu-
tation Element Communication Protocol, PCEP), the
Border Gateway Protocol (English: Border Gateway Pro-
tocol, BGP), the Network Configuration (NETCONF) Pro-
tocol, the Intermediate System to Intermediate System
(English: Intermediate System to Intermediate System,
ISIS) Protocol, and the Open Shortest Path First (Open
Shortest Path First, OSPF) Protocol.

[0027] Optionally, the APl may be an OpenStack
(OpenStack) API, an OpenFlow API, or a Representa-
tional State Transfer (English: Representational State
Transfer, RESTful) APL.

[0028] In cryptology, a certificate is a public key certif-
icate (English: public key certificate). The certificate is
also referred to as a digital certificate (English: digital
certificate), an identity certificate (English: identity certif-
icate), or a security certificate. The certificate is an elec-
tronic document used to prove an identity of a public key
owner. A certificate issued by a certificate issuing insti-
tution usually includes certificate validity, a public key, a
subject (a certificate owner), and an algorithm used in a
signature. The certificate validity represents a valid time
of the certificate. The public key is a public key password
used to encrypt a message. The subject (the certificate
owner) is used to identify an organization using the cer-
tificate. The algorithm used in the signature is used to
verify integrity of the certificate. The algorithm used in
the signature may ensure that the certificate has notbeen
tampered. A principle of the algorithm is as follows: When
issuing the certificate, the certificate issuing institution
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calculates a hash value of the entire certificate according
to a fingerprint algorithm and sends both the hash value
and the certificate to a user of the certificate. When open-
ing the certificate, the user of the certificate calculates
the hash value of the certificate according to the finger-
print algorithm, and compares the calculated hash value
with the hash value issued by the certificate issuing in-
stitution. If the two hash values are the same, it indicates
that the certificate has not been tampered. This authen-
tication process and standard are standardized in X.509.
[0029] As shown in FIG. 2, in a certificate obtaining
method of this application, when an APP, for example,
an APP 1, intends to obtain a certificate, to perform some
operations by accessing one or more APIs of a controller,
a network device on an owner side of the APP 1 submits
the APP 1 to a certificate issuing institution. A security
device of the certificate issuing institution performs se-
curity detection on the APP 1, and determines one or
more of (a) to (c) based on a security detection result of
the security device: (a) operation permission of the APP
on each of N APIs of the controller; (b) identifiers of L
APIs that are of the N APIs and that the APP has per-
mission to operate; and (c) identifiers of R APls that are
of the N APIs and that the APP has no permission to
operate. N is a natural number greater than or equal to
1. L is a natural number greater than or equal to 1, and
L is less than or equal to N. Ris a natural number greater
than or equal to 1, and R is less than or equal to N. A
certificate generation device of the certificate issuing in-
stitution generates the certificate for the APP 1. The cer-
tificate includes access permission of the APP 1 on the
N APIs or a list of the L APIs that are of the N APIs and
that the APP 1 has permission to operate. A certificate
issuing device of the certificate issuing institution sends
the certificate to the owner of the APP 1. The certificate
issuing institution is an organization or a person creating
a certificate. The certificate issuing institution only cre-
ates a certificate, but is not a user of the certificate.
[0030] As shown in FIG. 3, content (a) included in the
certificate may include the operation permission of the
APP on each of the N APIs of the controller. In FIG. 3,
an APP has operation permission on an APl 1 and an
API 3 of the N APIs of the controller, and has no operation
permission on an APl 2 and an API N. Operation permis-
sion on other APIs of the N APIs is also included in the
content (a).

[0031] AsshowninFIG. 4, content included in the cer-
tificate is the identifiers of the L APIs that are of the N
APIs and that the APP has permission to operate. In FIG.
4, assuming that an APP has operation permission only
on the APl 1 and the API 3 of the N APlIs of the controller,
and has no operation permission on other APIs of the N
APIs of the controller, the certificate may include only a
list of identifiers of APIs that the APP has operation per-
mission to operate: the API 1 and the API 3.

[0032] AsshowninFIG. 5, contentincluded in the cer-
tificate is the identifiers of the R APIs that are of the N
APIs and that the APP has no permission to operate. In
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FIG. 5, assuming that an APP has no operation permis-
sion only on the API 1 and the API 3 of the N APIs of the
controller, and has operation permission on other APIs
of the N APIs of the controller, the certificate may include
only a list of identifiers of APIs that the APP has no op-
eration permission to operate: the APl 1 and the API 3.
[0033] Optionally, the performing, by a security device,
security detection on the APP 1 may include: performing
a sandbox test on the APP 1.

[0034] Optionally, as shown in FIG. 6, the certificate
may follow the X.509 standard, including:

(1) Subject (Subject): a distinguishable name of a
certificate owner, where regarding a naming rule, an
X.500 format is usually used;

(2) Public key information of the subject: a public key
and an algorithm identifier of the subject;

(3) Certificate issuer (Issuer): including identity infor-
mation and a signature of the certificate issuer;

(4) Certificate validity (Validity): valid start and end-
ing time of the certificate;

(5) Management information: information such as a
version, an encryption algorithm identifier, and a se-
rial number of the certificate; and

(6) Extended information (Extensions) of the certifi-
cate: including a basic constraint, a related identifier,
and the like.

[0035] The extended information of the certificate may
include three fields: a type, defaulted or not, and a value.
The type field defines a data type in an extended value
field. The type may be a simple character string, value,
date, or image, or a complex data type. For ease of in-
teraction, all data types are registered with an interna-
tionally known organization. The "defaulted or not" field
is a bit flag bit. When an extended identifier is "not de-
faulted", it indicates that a corresponding extended value
is relatively important and an application cannot ignore
the information. If an application using a special certifi-
cate cannot process content in this field, the application
should reject the certificate. The value field includes ac-
tual data of the extended information.

[0036] One or more of (a) to (c) may be carried in the
extended information of the certificate generated by the
certificate generation device.

[0037] AsshowninFIG. 7, whenan APP, forexample,
an APP 1, tries to access a particular API, for example,
an APl 1, of a controller, an authentication device verifies
whether a certificate provided by the APP 1 is valid. If
the authentication device determines that the certificate
provided by the APP 1 is valid, the authentication device
further determines, based on (a) to (c) that are included
in the certificate, APl or APIs of the controller that the
APP 1 has permission to access. The authentication de-
vice may be located on the controller, or may be inde-
pendent of the controller, or the controller may serve as
the authentication device to implement authentication of
the APP.
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[0038] Specifically, if the certificate includes content
(a), information about operation permission of the APP
on N APls of the controller, the authentication device de-
termines, based on the content (a), an APl on which the
APP has operation permission, and determines whether
the API 1 is the APl on which the APP has operation
permission, that is, determines whether the API 1 is one
of the N APlIs of the controller. If the API 1 is one of the
N APls of the controller, the authentication device further
determines whether permission of the APP 1 on the API
1 is "having operation permission". If the operation per-
mission of the APP 1 on the API 1 is "having operation
permission”, the authentication device allows the APP 1
to operate the API 1. If the operation permission of the
APP 1 on the API 1 is "having no operation permission",
the authentication device does not allow the APP 1 to
operate the API 1. Optionally, if the operation permission
of the APP 1 on the API 1 is "having operation permis-
sion", in addition to allowing the APP 1 to operate the
API 1, the authentication device may further return re-
sponse information to the APP 1. The response informa-
tion includes information indicating that the APP 1 has
operation permission on the API 1.

[0039] Specifically, if the certificate includes content
(b), identifiers of L APIs that are of the N APIs and that
the APP has permission to operate, the authentication
device determines, based on the content (b), whether
the API that the APP tries to access is in the content (b),
that is, determines whether the API 1 is in the content
(b). If the API 1 is in the content (b), the authentication
device determines that the APP 1 has operation permis-
sion on the API 1, and allows the APP 1 to operate the
API 1. If the APP 1 is not in the content (b), the authen-
tication device determines that the APP 1 has no oper-
ation permission on the API 1, and does not allow the
APP 1 to operate the API 1. Optionally, if the APP 1 has
operation permission on the API 1, in addition to allowing
the APP 1 to operate the API 1, the authentication device
may further return response information to the APP 1.
The response information includes information indicating
that the APP 1 has operation permission on the API 1.
[0040] Specifically, if the certificate includes content
(c), identifiers of R APIs that are of the N APIs and that
the APP has no permission to operate, the authentication
device determines, based on the content (c), whether the
API that the APP tries to access is in the content (c), that
is, determines whether the API 1 that the APP 1 tries to
access is in the content (c). If the API 1 is in the content
(c), the authentication device determines that the APP 1
has no operation permission on the API 1, and does not
allow the APP 1 to operate the API 1. If the APP 1 is not
in the content (c), the authentication device determines
that the APP 1 has operation permission on the API 1,
and allows the APP 1 to operate the API 1.

[0041] According to the certificate generation method,
the authentication method, and the controller of this ap-
plication, operation permission of an APP on an API of
the controller is carried in the certificate. When accessing
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the API of the controller, the APP provides the certificate
for the authentication device for authentication. The au-
thentication device determines, based on the operation
permission that is on the API and that is carried in the
certificate, whether the APP has permission to operate
the API to which the APP applies for access. This facili-
tates control over operation permission of the APP on
the API. In addition, the method is simple, and an au-
thentication process is simplified.

[0042] Optionally, if the APP 1 has operation permis-
sion on the API 1, in addition to allowing the APP 1 to
operate the API 1, the authentication device may further
return response information to the APP 1. The response
information includes information indicating that the APP
1 has operation permission on the API 1.

[0043] Optionally, an address of the APl may be a uni-
form resource locator (Uniform Resource Locator, URL).
An API list may include one or more API identifiers. The
APl identifiermay be a sequence numberor anotheriden-
tifier that may be used to uniquely identify an API or a
type of APIs.

[0044] Optionally, in the foregoing implementation, the
"operation permission" includes "calling permission", and
the "operation" includes "calling". For example, if the APP
1 has operation permission on the API 1, it indicates that
the APP 1 is allowed to call the API 1; and if the APP 1
has no operation permission on the API 1, it indicates
that the APP 1 is not allowed to call the API 1. Certainly,
the "operation permission" may further include other pos-
sible content such as one or more of "modification per-
mission" and "replacement permission”. The "modifica-
tion permission" indicates that the APP has permission
to modify the API. The "replacement permission” indi-
cates that the APP may replace the API with other con-
tent.

[0045] In animplementation, the certificate of the APP
includes the content (a). The APl may be a URL. To re-
duce the space occupied by the certificate, operation per-
mission of the APP on each API may be represented by
using a bitmap. For example, each API in an APl list in
the certificate of the APP is numbered by using a binary
bit, and operation permission of the APP on the API cor-
responding to the binary bit is represented by using a
value of a corresponding bit in a binary number. For ex-
ample, it is assumed that the controller has four APIs,
which are identified as an APl 1, an API 2, an API 3, and
an API 4, respectively. The API 1, the API 2, the API 3,
and the API 4 may sequentially correspond to a binary
bit, and a binary sequence ABCD is obtained. A corre-
sponds to the APl 1 and A is used as an identifier of the
API 1. A binary value of A may represent operation per-
mission of the APP 1 on the API 1. Cases of BCD are
similar to A. Optionally, a binary bit corresponding to an
API that the APP has permission to access may be set
to 1, and a binary bit corresponding to an API that the
APP has no permission to access is set to 0, and vice
versa. For example, access permission of the APP on
the API 1, the API 2, the API 3, and the API 4 corresponds
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to values of four binary bits, respectively. If the APP has
permission to operate the APl 1 and the API 2, but has
no permission to operate the API 3 and the API 4, avalue
of operation permission of the APP on all the APIs of the
controller is 1100. The certificate of the APP includes the
value 1100 of the operation permission of the APP on
the four APIs. When the controller determines that the
value, included in the certificate provided by the APP, of
the operation permission on all the APls of the controller
is 1100, the controller determines that the APP has per-
missionto access the APl 1 and the API2 of the controller,
but has no permission to access the API 3 and the API
4 of the controller.

[0046] In an implementation, if the certificate provided
by the APP includes the content (b), the certificate of the
APP includes one or more API identifiers. The one or
more API identifiers are used to indicate that the APP
has permission to operate APIs identified by the one or
more API identifiers.

[0047] In animplementation, if the certificate provided
by the APP includes the content (c), the certificate of the
APP includes one or more API identifiers. The one or
more API identifiers are used to indicate that the APP
has no permission to operate APls identified by the one
or more API identifiers.

[0048] In an implementation, a plurality of APls of the
controller are divided into a plurality of APl identifier sets
(API Set). Each API set may include one or more API
identifiers. Each API set may be used to identify a group
of particular resources. In an implementation, the APP
has same operation permission on APIs identified by API
identifiers in the API identifier set. In another implemen-
tation, the APP may have different operation permission
on the APIs identified by the API identifiers in the API
identifier set. A plurality of APIs on which operation per-
mission is different form one access permission combi-
nation. If the APP has permission to access the APl iden-
tifier set, the APP has permission to operate the access
permission combination. The certificate provided by the
APP may include one or more API sets. For example,
the controller has four APIls, and identifiers of the four
APIs are API 1, API 2, API 3, and API 4, respectively. An
API set 1 includes the APl 1 and the API 2, an API set 2
includes the API 3, and an API set 3 includes the API 4.
In an implementation, a list of API identifiers that are in-
cluded in an APl set is used to indicate that the APP has
permission to operate APls in the API set. In this case,
if the APP 1 has permission to operate the APl 1 and the
API 2, but has no permission to operate the API 3 and
the API 4, a certificate of the APP 1 includes only the API
set 1, and does not include the API set 2 and the API set
3. In another implementation, a list of API identifiers that
are included in an APl setis used to indicate that the APP
has no permission to operate APIs in the APl set, but has
permission to operate an API of the N APIs except the
API set. In this case, if the APP 1 has permission to op-
erate the APl 1 and the API 2, but has no permission to
operate the API 3 and the API 4, the certificate of the
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APP 1 includes only the API set 2 and the APl set 3, and
does not include the APl set 1.

[0049] In an implementation, information that is about
operation permission of the APP on an API of the con-
troller and that is obtained by the authentication device
may be saved in a policy data entry manner in the au-
thentication device, the controller, or another storage de-
vice communicating with the authentication device. A for-
mat and content of a policy data entry are shown in FIG.
8 to FIG. 10, including one or more of (a’) to (¢): (a’) a
mapping relationship between an APP identifier and op-
eration permission of the APP on the N APIs of the con-
troller, (b’) a mapping relationship between the APP iden-
tifier and the identifiers of the L APIs that are of the N
APls and that the APP has permission to operate, and
(c’) a mapping relationship between the APP identifier
and the identifiers of the R APlIs that are of the N APIs
and that the APP has no permission to operate.

[0050] According to FIG. 8, for any APP, for example,
an APP 1, a policy data entry of the APP 1 includes an
APP identifier, namely, APP 1, and operation permission
of the APP 1 on all APIs of the controller. Y indicates that
the APP 1 has operation permission on a corresponding
API, and N indicates that the APP 1 has no operation
permission on the API. Certainly, the operation permis-
sion may be represented by using other symbols. For
example, a number or character is used to indicate that
the APP 1 has operation permission on the API, and an-
other different number or character is used to indicate
that the APP 1 has no operation permission on the API.
[0051] According to FIG. 9, for an APP, for example,
an APP 1, a policy data entry of the APP 1 includes an
APP identifier, namely, APP 1, and a list of identifiers of
APIs that are of all APIs of the controller and on which
the APP 1 has operation permission, namely, API list 1.
The APl list 1 includes the identifiers of the APIs on which
the APP 1 has operation permission, namely, API 1, API
2, API 5, and API 7.

[0052] According to FIG. 10, for an APP, for example,
an APP 1, a policy data entry of the APP 1 includes an
APP identifier, namely, APP 1, and a list of identifiers of
APIs that are of all APIs of the controller and on which
the APP 1 has no operation permission, namely, API list
1. The API list 1 includes the identifiers of the APIs on
which the APP 1 has no operation permission, namely,
APl 1, API 2, API 5, and API 7.

[0053] Inanimplementation, the authentication device
may maintain only one of (a’), (b’), or (c’), or maintain
only a mapping relationship between an APP and an
identifier of an API set that the APP has permission to
operate. The mapping relationship is relatively static, and
therefore it is convenient to maintain the authentication
device. Optionally, a policy data entry included in the au-
thentication device may be aged, to decrease a size of
policy data.

[0054] Inanimplementation, the authentication device
may be an independent network device such as a server,
or may be a part of the controller.
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[0055] As shownin FIG. 11, the certificate generation
device shown in FIG. 2 includes a communications inter-
face 1102 and a certificate generation module 1104. The
communications interface 1102 is configured to: receive
certificate application information, and send the certifi-
cate application information to the certificate generation
module, where the certificate application information in-
cludes an application APP. The certificate generation
module 1104 is configured to: receive the certificate ap-
plication information sent by the communications inter-
face, and generate a certificate according to the APP in
the certificate application information, where the certifi-
cate includes one or more of (a) to (c). The communica-
tions interface may be further configured to return the
certificate including information about operation permis-
sion of the APP on an API of a controller to a network
device sending the certificate application information. In
addition, the certificate generation device may further in-
clude a security detection module 1106, configured to:
perform security detection on the APP received by the
communications interface 1102, to determine a security
feature of the APP, and after determining the security
feature of the APP, determine an API that is of the con-
troller and that the APP has permission to operate. Op-
tionally, the certificate generation device may notinclude
the security detection module 1106. Instead, an inde-
pendent security detection device is disposed outside
the certificate generation device. The security detection
device performs security detection on the APP received
by the communications interface 1102, to determine the
security feature of the APP, and after determining the
security feature of the APP, determines the API that is
of the controller and that the APP has permission to op-
erate. Optionally, the certificate generation module 1104
may be implemented by using a central processing unit
CPU, an application-specific integrated circuit (Applica-
tion-Specific Integrated Circuit, ASIC), or a field-pro-
grammable gate array (Field-Programmable Gate Array,
FPGA).

[0056] As shownin FIG. 12, the authentication device
shown in FIG. 4 includes a communications interface
1202 and an authentication module 1204. The commu-
nications interface 1202 is configured to receive an ac-
cess request message of an application APP, where the
access request message includes a digital certificate,
and the digital certificate includes one or more of (a) to
(c). The authentication module 1204 is configured to de-
termine operation permission of the APP on the N APIs
based on the information about operation permission.
Optionally, the authentication module 1204 may be im-
plemented by using a CPU, an ASIC, or an FPGA. Op-
tionally, the authentication device may be any network
device that can implement the foregoing authentication
method. The authentication device may be a network de-
vice independent of a controller, or may be a part of the
controller. When the authentication device is a part of the
controller, the authentication device may be implement-
ed by a physical component or a software module.
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[0057] Another aspect of this application provides a
network device. The network device includes a processor
and a memory communicating with the processor. When
running an instruction or a computer program stored in
the memory, the processor may perform the foregoing
certificate generation method or authentication method.
[0058] Still another aspect of this application provides
a computer readable storage medium. The computer
readable storage medium stores an instruction. When
the instruction is run on a computer, the computer is en-
abled to perform the foregoing certificate generation
method or authentication method.

[0059] Still another aspect of this application provides
a computer program product including an instruction.
When the computer program product is run on a compu-
ter, the computer is enabled to perform the foregoing
certificate generation method or authentication method.
[0060] All or some of the foregoing embodiments may
be implemented by software, hardware, firmware, or any
combination thereof. When the software is used to im-
plement the embodiments, all or some of the embodi-
ments may be implemented in a form of a computer pro-
gram product. The computer program product includes
one or more computer instructions. When the computer
program instructions are loaded and executed on a com-
puter, all or some of the procedures or functions de-
scribed in the embodiments of the present invention are
generated. The computer may be a general-purpose
computer, a special-purpose computer, a computer net-
work, or another programmable apparatus. The compu-
ter instructions may be stored in a computer readable
storage medium, or may be transmitted by using the com-
puter readable storage medium. The computer instruc-
tions may be transmitted from a website station, a com-
puter, a server, or a data center to another website sta-
tion, computer, server, or data center in a wired manner
(for example, a coaxial cable, an optical fiber, or a digital
subscriber line (DSL)) or in a wireless manner (for exam-
ple, infrared, radio, or microwave). The computer read-
able storage medium may be any available medium that
can be accessed by a computer. For example, the com-
puter instructions may be stored or transmitted by using
a magnetic medium (for example, a floppy disk, a hard
disk, or a tape), an optical medium (for example, a DVD),
or a semiconductor medium (for example, a solid state
disk Solid State Disk (SSD)).

[0061] Inthe several embodiments provided in this ap-
plication, it should be understood that the disclosed sys-
tem, apparatus, and method may be implemented in oth-
er manners. For example, the described apparatus em-
bodiments are merely an example. For example, the unit
or module division is merely logical function division and
may be other division during actual implementation. For
example, a plurality of units or components may be com-
bined or integrated into another system, or some features
may be ignored or may not be performed. In addition, the
displayed or discussed mutual couplings or direct cou-
plings or communications connections may be imple-
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mented by using some interfaces. The indirect couplings
or communications connections between the apparatus-
es or units may be implemented in electronic, mechani-
cal, or other forms.

[0062] The units described as separate parts may or
may not be physically separate, and parts displayed as
units may or may not be physical units, may be located
in one position, or may be distributed on a plurality of
network units. Some or all of the units may be selected
based on actual requirements to achieve the objectives
of the solutions of the embodiments.

[0063] In addition, functional units/modules in the em-
bodiments of the present invention may be integrated
into one processing unit/module, or each of the
units/modules may exist alone physically, or two or more
units/modules may be integrated into one unit. The inte-
grated unit may be implemented in a form of hardware,
or may be implemented in a form of hardware in addition
to a software functional unit. For example, the authenti-
cation module, the certificate generation module, and the
like may all be implemented by using a CPU, an ASIC,
or an FPGA.

[0064] When the foregoing integrated unit is imple-
mented in a form of a software functional unit, the inte-
grated unitmay be stored in a computer readable storage
medium. The software functional unit is stored in a stor-
age medium and includes several instructions for in-
structing a computer device (which may be a personal
computer, a server, a network device, or the like) to per-
form some of the steps of the methods described in the
embodiments of the present invention. The foregoing
storage medium includes various media that can store
program code, such as a USB flash drive, a removable
hard disk, a read-only memory (Read-Only Memory,
ROM for short), a random access memory (Random Ac-
cess Memory, RAM for short), a magnetic disk, or a com-
pact disc.

[0065] The foregoing descriptions are merely example
implementations of the present invention, but are not in-
tended to limit the protection scope of the present inven-
tion. Any variation or replacement readily figured out by
a person skilled in the art within the technical scope dis-
closed in the present invention shall fall within the pro-
tection scope of the presentinvention. Therefore, the pro-
tection scope of the present invention shall be subject to
the protection scope of the claims.

Claims
1. A certificate obtaining method, comprising:

sending, by a network device, certificate appli-
cation information to a certificate issuing device,
wherein the certificate application information
comprises an APP; and

receiving, by the network device, a certificate
that is of the APP and that is returned by the
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certificate issuing device, wherein the certificate
is generated by the certificate issuing device ac-
cording to the APP, and the certificate is used
for permission authentication when the APP ac-
cesses an APl of a controller, and

the certificate comprises one or more of (a) to
(c): (a) operation permission of the APP on N
application programming interfaces APls of the
controller, (b) identifiers of L APls that are of the
N APIs and that the APP has permission to op-
erate, and (c) identifiers of R APIs that are of the
N APIs and that the APP has no permission to
operate, wherein N is a natural number greater
than or equal to 1, L is a natural number greater
than or equal to 1, L is less than or equal to N,
R is a natural number greater than or equal to
1, and R is less than or equal to N.

The method according to claim 1, wherein the cer-
tificate comprises (a) the information about operation
permission of the APP on the N application program-
ming interfaces APls of the controller, and the infor-
mation about operation permission comprises iden-
tifiers of the N APls and operation permission of the
APP on each of the N APIs.

The method according to claim 1 or 2, wherein the
information about operation permission comprises
identifiers of M API identifier sets, an identifier of
each of the M API identifier sets is used to identify
operation permission on K APls in the API identifier
set, M is a natural number greater than or equal to
1, K'is an integer greater than or equal to 0, and K
is less than or equal to N.

The method according to any one of claims 1 to 3,
wherein the certificate comprises (a) the operation
permission of the APP on the N APls of the controller,
and the operation permissionis represented by using
a bitmap.

The method according to any one of claims 1 to 4,
wherein one or more of (a) to (c) are carried in ex-
tended information of the certificate.

A computer readable storage medium, wherein the
computer readable storage medium stores an in-
struction, and when the instruction is run on a com-
puter, the computeris enabled to perform the method
according to any one of claims 1 to 5.

A network device, comprising a processor and a
memory communicating with the processor, wherein
the memory stores an instruction, and when the in-
struction is run on a computer, the computer is en-
abled to perform the method according to any one
of claims 1 to 5.
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8.

10.

1.

12.

13.

14.

An authentication method, comprising:

receiving, by an authentication device, an ac-
cess request message of an application APP,
wherein the access request message comprises
a digital certificate, and the digital certificate
comprises one or more of (a) to (c): (a) operation
permission of the APP on N application pro-
gramming interfaces APIs of a controller, (b)
identifiers of L APlIs that are of the N APIs and
that the APP has permission to operate, and (c)
identifiers of R APlIs that are of the N APIs and
that the APP has no permission to operate,
wherein N is a natural number greater than or
equal to 1, L is a natural number greater than or
equal to 1, L is less than or equal to N, R is a
natural number greater than or equal to 1, and
R is less than or equal to N; and

determining, by the authentication device, oper-
ation permission of the APP on the one or more
APls based on the information about operation
permission.

The method according to claim 8, wherein if the dig-
ital certificate comprises (a) the information about
operation permission of the APP on the N application
programming interfaces APIs of the controller, the
information about operation permission comprises
identifiers of the N APls and operation permission of
the APP on each of the N APls.

The method according to claim 8 or 9, wherein the
information about operation permission comprises
identifiers of M API identifier sets, an identifier of
each of the M API identifier sets is used to identify
operation permission on K APls in the API identifier
set, M is a natural number greater than or equal to
1, K is an integer greater than or equal to 0, and K
is less than or equal to N.

The method according to any one of claims 8 to 10,
wherein if the digital certificate comprises (a) the op-
eration permission of the APP on the N APIs of the
controller, the operation permission is represented
by using a bitmap.

The method according to any one of claims 8 to 11,
wherein one or more of (a) to (c) are carried in ex-
tended information of the certificate.

A computer readable storage medium, wherein the
computer readable storage medium stores an in-
struction, and when the instruction is run on a com-
puter, the computeris enabled to perform the method
according to any one of claims 8 to 12.

A network device, comprising a processor and a
memory communicating with the processor, wherein
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16.

17.

18.

19.

20.
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the memory stores an instruction, and when the in-
struction is run on a computer, the computer is en-
abled to perform the method according to any one
of claims 8 to 12.

A certificate generation device, comprising a com-
munications interface and a certificate generation
module, wherein

the communications interface is configured to: re-
ceive certificate application information, and send
the certificate application information to the certifi-
cate generation module, and the certificate applica-
tion information comprises an application APP; and
the certificate generation module is configured to:
receive the certificate application information sent
by the communications interface, and generate a
certificate according to the APP in the certificate ap-
plication information, wherein the certificate com-
prises one or more of (a) to (c): (a) operation per-
mission of the APP on N application programming
interfaces APIs of acontroller, (b) identifiers of L APIs
that are of the N APIs and that the APP has permis-
sion to operate, and (c) identifiers of R APIs that are
of the N APIs and that the APP has no permission
to operate, wherein N is a natural number greater
than or equal to 1, L is a natural number greater than
or equal to 1, L is less than or equal to N, R is a
natural number greater than or equal to 1, and R is
less than or equal to N.

The device according to claim 15, wherein if the cer-
tificate comprises (a) the information about operation
permission of the APP on the N APls of the controller,
the information about operation permission compris-
es identifiers of the N APls and the information about
operation permission of the APP on each of the N
APls.

The device according to claim 15 or 16, wherein the
information about operation permission comprises
identifiers of M API identifier sets, an identifier of
each of the M API identifier sets is used to identify
operation permission on K APls in the API identifier
set, M is a natural number greater than or equal to
1, K is a natural number greater than or equal to 1,
and K is less than or equal to N.

The device according to any one of claims 15 to 17,
wherein if the certificate comprises (a) the operation
permission of the APP on the N APIs of the controller,
the operation permission is represented by using a
bitmap.

The device according to any one of claims 15 to 18,
wherein one or more of (a) to (c) are carried in ex-

tended information of the certificate.

A network device, comprising a communications in-
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21.

22,

23.

24.

25.

26.
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terface and an authentication module, wherein

the communications interface is configured to re-
ceive an access request message of an application
APP, wherein the access request message compris-
es a digital certificate, and the digital certificate com-
prises one or more of (a) to (c): (a) operation per-
mission of the APP on N application programming
interfaces APls of a controller, (b) identifiers of L APIs
that are of the N APIs and that the APP has permis-
sion to operate, and (c) identifiers of R APIs that are
of the N APIs and that the APP has no permission
to operate, wherein N is a natural number greater
than or equal to 1, L is a natural number greater than
or equal to 1, L is less than or equal to N, R is a
natural number greater than or equal to 1, and R is
less than or equal to N; and

the authentication module is configured to determine
operation permission of the APP onthe N APIs based
on the information about operation permission.

The network device according to claim 20, wherein
if the digital certificate comprises (a) the information
aboutoperation permission of the APP on the N APIs
of the controller, the information about operation per-
mission comprises identifiers of the N APIs and op-
eration permission of the APP on each of the N APIs.

The network device according to claim 20 or 21,
wherein the information about operation permission
comprises identifiers of M APl identifier sets, aniden-
tifier of each of the M API identifier sets is used to
identify operation permission on K APIs in the API
identifier set, M is a natural number greater than or
equal to 1, K is a natural number greater than or
equal to 1, and K is less than or equal to N.

The network device according to any one of claims
20 to 22, wherein if the digital certificate comprises
(a) the operation permission of the APP on the N
APIs of the controller, the operation permission is
represented by using a bitmap.

The network device according to either of claims 22
and 23, wherein one or more of (a) to (c) are carried
in extended information of the certificate.

The network device according to any one of claims
22 to 24, wherein the network device is the controller
or a part of the controller.

The network device according to any one of claims
22 to 25, wherein the network device is a software-
defined networking SDN controller.
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