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device via a branch gateway; transfer the plurality of sub-
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Description
Background

[0001] In some networks, access points (APs) or rout-
ers may provide network connectivity to client devices.
The AP may be installed at a branch of a larger network
and may be referred to as a branch device. The network
may provide connectivity to offices, residences, restau-
rants, university campuses, etc.

Brief Description of the Drawings

[0002]

Figure 1 illustrates an example environment consist-
ent with the disclosure.

Figure 2 illustrates a detailed example environment
consistent with the disclosure.

Figure 3 illustrates an example apparatus consistent
with the disclosure.

Figure 4 illustrates another example apparatus con-
sistent with the disclosure.

[0003] In a communications network, access points
(APs) can provide network connectivity to client devices
connected to the APs. For example, several personal
computers, laptops, etc. may be connected to an AP for
internet access. A wide area network (WAN) may include
many APs, including APs that provide network connec-
tivity at a branch of the WAN (e.g., a software defined
wide area network (SDWAN) branch). Such APs and/or
the clientdevices connected to such APs may be referred
to as branch devices. The branch devices may be con-
nected to the rest of the WAN via an end controller situ-
ated in a data center. The end controller may be involved
in routing network traffic to and from the branch devices
and may be aware of routes to accomplish this purpose.
The routes may be configured by the end controller and
stored in a database on the end controller. The end con-
troller may use open shortest path first (OSPF) protocol
to communicate routing information between the branch
devices and the end controller as well as between the
end controller and the rest of the WAN (the core part of
the WAN). As a consequence of the fact that OSPF pro-
tocol is used twice to communicate route information
about each branch device, the quantity of data stored on
the database for routing may be a square of a number
of branch devices. In other words, the amount of routing
information stored on the database may be quadratically
related to the number of branches to which the routing
information pertains. In a number of examples, this can
limit the number of branches that an end controller can
manage since the storage space on the end controller is
finite.

[0004] In some examples consistent with the disclo-
sure, an end controller may receive routing information
pertaining to routing to a branch device using internet
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protocol security (IPSec) messages. IPSec may refer to
protocols for establishing mutual authentication between
agents at the beginning of the session and negotiation
of cryptographic keys to use during the session. IPSec
can be used for communication between an end control-
ler and a branch device, between a client device and an
access point, between a client device and another client
device, and between an access pointand anotheraccess
point, or between other devices. In such examples con-
sistent with the disclosure, the end controller may publish
the information pertaining to routing to a branch device
using OSPF link state advertisements (LSAs). The end
controller may store this information on adatabase stored
on the end controller. In such examples consistent with
the disclosure, the quantity of data stored on the data-
base of the end controller may be linearly proportional to
a number of branch devices managed by the end con-
troller as a consequence of the fact that the OSPF pro-
tocol is used for communication once for configuration
of a particular route to the branch device. In other words,
as the number of branches managed by the end controller
increases, the quantity of data increases linearly. Such
a relationship between the quantity of data and the
number of branches allows for management of a larger
quantity of branches by an end controller having a finite
storage space for routing information.

[0005] As used herein, access point (AP), can, for ex-
ample, refer to a networking hardware device that allows
a client device to connect to a wired or wireless network.
An AP can include a processing resource, a memory,
and input/output interfaces, including wired network in-
terfaces such as IEEE 802.3 Ethernet interfaces, as well
as wireless network interfaces such as IEEE 802.11
WLAN interfaces, although examples of the disclosure
are not limited to such interfaces. An AP can include
memory, including read-write memory, and a hierarchy
of persistent memory such as ROM, EPROM, and Flash
memory. The processing resource of the AP may be a
central processing unit (CPU), microprocessor, and/or
other hardware device suitable for retrieval and execution
of instructions stored in the memory of the AP, as further
described below. Further, AP can generally refer to re-
ceiving points for any known or convenient wireless ac-
cess technology which may later become known. Spe-
cifically, the term AP is not intended to be limited to IEEE
802.11-based APs. APs generally may function as elec-
tronic devices that are adapted to allow wireless commu-
nication devices to connect to a wired network via various
communication standards.

[0006] Asusedherein,aclientdevice can, forexample,
refer to a device including a processor, memory, and in-
put/output interfaces for wired and/or wireless commu-
nication. A client device may include a laptop computer,
a desktop computer, a mobile device, an loT device,
and/or other wireless devices, although examples are
not limited to such devices. A mobile device may refer to
devices that are (or may be) carried and/or worn by a
user. For instance, a mobile device can be a phone (e.g.,
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a smart phone), a tablet, a personal digital assistant
(PDA), smart glasses, and/or a wrist-worn device (e.g.,
a smart watch), among other types of mobile devices.
[0007] As used herein, a branch device can, for exam-
ple, refer to an access point or a client device as defined
above, where the access point or the client device is part
of a particular branch of a wide area network with multiple
branches.

[0008] As used herein, a controller (such as an end
controller or a gateway controller) can, for example refer
to adevice including a processor, memory, and input/out-
put interfaces for wired and/or wireless communication
with a number of access points to manage the access
points.

[0009] Figure 1 illustrates an example environment
consistent with the disclosure. As shown, a wide area
network (WAN) 105 that includes an end controller 115
in a hub-and-spoke topology with branch gateways
110-1, 110-2, 110-3, 110-4, 110-5, and 110-6. In some
examples, another number of branch gateways 110-1 to
110-6 may be managed by the end controller. The end
controller 115 may be situated in a data center 117 lo-
cated remote from the branch gateways 110-1 to 110-6.
As an example, the branch gateways 110-1to 110-6 may
each be located at a separate geographical branch of an
enterprise. The WAN 105 may further include an open
shortest path first (OSPF) backbone router network 122
that comprises a core router 120, for example. The OSPF
backbone router network 122 may refer to an area of the
WAN that is adjacent to all other areas of the WAN and
serves as a center point for routing from one area to an-
other.

[0010] As shown in Figure 1, the end controller 115
may be in communication with each of the branch gate-
ways 110-1 to 110-6 via IPSec messages sent back and
forth between the end controller 115 and each branch
gateway 110-1 to 110-6. Additionally, the end controller
115 may be in communication with the core router 120
via OSPF link state advertisements (LSAs).

[0011] Figure 2 illustrates a detailed example environ-
ment consistent with the disclosure. As shown, a WAN
205 includes an OSPF backbone router network 266, a
data center217, and a branch device 225. The WAN 205
may further include a branch gateway 230, a branch
switch 235 and a gateway controller 210, each of which
is positioned between the data center 217 and the branch
device 225. As further shown, the gateway controller may
include an internet key exchange (IKE) module 240 for
relaying IPSec messages to and from the end controller
215. Asfurther shown, the end controller 215 may include
another IKE module 245 for relaying IPSec messages to
and from the gateway controller 210. The end controller
215 may further include a layer-2-layer-3 module 250 in
communication with the IKE module 245 and an OSPF
module 257 in communication with the layer-2-layer-3
module 250. As further shown, the OSPF module 257 of
the end controller 215 is in communication with an OSPF
core router 220 included within the OSPF backbone rout-
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er network 266. It should also be noted that the gateway
controller 210 is in communication with the branch switch
235, which is in communication with the branch gateway
230, which is in communication with the branch device
225. Inthis way, the branch device 225 can communicate
with the OSPF core router 220.

[0012] Figure 3 illustrates an example apparatus con-
sistent with the disclosure. In particular, figure 3 illus-
trates an end controller 315 used for managing a number
of branch gateways and/or branch devices connected to
the branch gateways. The end controller 315 may include
a processing resource 372 and a memory resource 369.
The memory resource 369 of the end controller 315 may
store machine-readable instructions to cause the
processing resource 372 to perform some or all of 375
to 384 of Figure 3, described in greater detail below.
[0013] In a number of examples, one of or some com-
bination of an IKE module of the end controller 315, a
layer-2-layer-3 module of the end controller 315, and an
OSPF module of the end controller 315 may include a
memory resource that stores machine-readable instruc-
tions to cause a processing resource to perform some or
all of 375 to 384 of Figure 3. In other examples, a device
or a combination of devices included within the wide area
network (e.g., the system 205 of Figure 2) may store ma-
chine-readable instructions on a memory resource to
cause a processing resource to perform some or all of
375 to 384 of Figure 3.

[0014] At 375, the end controller 315 may receive, us-
ing internet protocol security (IPSec) messages, a plu-
rality of subnetworks that form a route to a branch device
via a branch gateway. As an example, the plurality of
subnetworks includes four subnetworks. In a number of
examples, the branch device is one of anumber of branch
devices connected to the end controller 315 and wherein
a quantity of data (routing information received using
IPSec messages) stored on a LSA database by the mem-
ory resource 369 is linearly proportional to the number
of branch devices connected to the end controller 315.
[0015] Inanumberof examples, the number of branch
devices are connected to the end controller in a hub-and-
spoke topology. In some examples, the end controller
315, when receiving the plurality of subnetworks using
the IPSec messages, is further to receive the plurality of
subnetworks from an internet key exchange (IKE) mod-
ule of agateway controller connected to the end controller
315. Additionally, the IKE module may obtain the plurality
of subnetworks from a layer2-layer3 module of the gate-
way controller. Additionally or alternatively, the plurality
of subnetworks that form the route to the branch device
are configured using a publisher-subscriber mechanism.
The routes may be configured by a gateway controller,
for example.

[0016] At 378, the end controller 315 may transfer the
plurality of subnetworks to a layer-2-layer-3 module. For
example, an IKE module of the end controller 315 may
transfer the plurality of subnetworks to the layer-2-layer-
3 module.
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[0017] At 381, the end controller 315 may transfer the
plurality of subnetworks to an OSPF module. For exam-
ple, the layer-2-layer-3 module of the end controller 315
may transfer the plurality of subnetworks to the OSPF
module.

[0018] At 384, the end controller 315 may publish the
plurality of subnetworks that form the route to the branch
device to a core router using OSPF link state advertise-
ments (LSAs). At this stage, the end controller 315 may
forward network traffic based on an LSA database
(stored by the memory resource 369) that includes the
configured routing information for routing to a branch de-
vice. In other words, the LSA database is populated in
view of the IPSec messages. Since a quantity of data
stored in the LSA database is linearly proportional to a
number of branches connected to the end controller, the
LSA database can store route information of a greater
number of branches than if the quantity of data stored in
the LSA database was quadratically related to a number
branches. For example, when the quantity of data is lin-
early proportional to the number of branches, the LSA
database may be able to store routing information for
branch devices of approximately 98,500 branch gate-
ways. When the quantity of data is quadratically related
to the number of branches, the LSA database may be
able to store routing information for branch devices of
approximately 313 branch gateways (because
313*313=97969, which is approximately 98,500). Thus,
when there is a linear relationship, the same sized LSA
database can manage many more branches and thus
reduce costs associated with storing routing information.
The linear relationship between the quantity of data
stored on the LSA database and the number of branches
is possible because the OSPF protocol is used once rath-
er than twice (since the IPSec protocol is used to com-
municate between the end controller 315 and the gate-
way controller). In other words, examples consistent with
the disclosure allow for greater OSPF neighbor scaling.
[0019] Figure 4 illustrates another example apparatus
consistent with the disclosure. In particular, figure 4 illus-
trates a gateway controller 487 used for managing a
number of branch devices. The gateway controller 487
may be in communication with an end controller at a data
center as well as with a core router of a OSPF backbone
network. The gateway controller 487 may include a
processing resource 472 and a memory resource 469.
The memory resource 469 of the gateway controller 487
may store machine-readable instructions to cause the
processing resource 472 to perform some or all of 486
to 490 of Figure 4, described in greater detail below.
[0020] In a number of examples, an IKE module of the
gateway controller 487 may include a memory resource
that stores machine-readable instructions to cause a
processing resource to perform some or all of 486 to 490
of Figure 4. In other examples, a device or a combination
of devices included within the WAN (e.g., the system 205
of Figure 2) may store machine-readable instructions on
a memory resource to cause a processing resource to
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perform some or all of 486 to 490 of Figure 4.

[0021] At 486, the gateway controller 487 may config-
ure a plurality of subnetworks that form a route to a branch
device using a publisher-subscriber mechanism. A pub-
lisher-subscriber mechanism is a messaging pattern
where senders of messages, called publishers (for ex-
ample, the gateway controller 487), do not program the
messages to be sent directly to specific receivers, called
subscribers (for example, branch devices), but instead
categorize published messages into classes without
knowledge of which subscribers, if any, there may be.
Similarly, subscribers express interest in one or more
classes and only receive messages that are of interest,
without knowledge of which publishers, if any, there are.
In some examples, the gateway controller is one of a
number of gateway controllers connected to the end con-
troller in a hub-and-spoke topology. Additionally, in some
examples, the plurality of subnetworks comprises four
subnetworks that form or define a route to the branch
device. In some examples, the route to the branch device
is via a branch switch connected to the gateway controller
and via a branch gateway connected to the branch
switch.

[0022] At488,the gateway controller 487 may transfer,
using a firstinternet key exchange (IKE) module, the plu-
rality of subnetworks to a second internet key exchange
(IKE) module of an end controller, wherein the plurality
of subnetworks are provided using internet protocol se-
curity (IPSec) messages.

[0023] At490, the gateway controller 487 may receive
network traffic from the end controller and may forward
network traffic to the branch device. In a number of ex-
amples, the gateway controller 487 is one of a plurality
of gateway controllers, each belonging to a different soft-
ware defined wide area network (SDWAN) branch con-
nected to the end controller.

[0024] In the foregoing detailed description of the
present disclosure, reference is made to the accompa-
nying drawings that form a part hereof, and in which is
shown by way of illustration how examples of the disclo-
sure may be practiced. These examples are described
in sufficient detail to enable those of ordinary skill in the
art to practice the examples of this disclosure, and it is
to be understood that other examples may be utilized
and that process, electrical, and/or structural changes
may be made without departing from the scope of the
present disclosure.

[0025] The figures herein follow a numbering conven-
tion in which the first digit corresponds to the drawing
figure number and the remaining digits identify an ele-
ment or component in the drawing. Similar elements or
components between different figures may be identified
by the use of similar digits. For example, 102 may refer-
ence element"02" in Figure 1, and a similar element may
be referenced as 202 in Figure 2. Elements shown in the
various figures herein can be added, exchanged, and/or
eliminated so as to provide a plurality of additional ex-
amples of the present disclosure. In addition, the propor-
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tion and the relative scale of the elements provided in
the figures are intended to illustrate the examples of the
present disclosure, and should not be taken in a limiting
sense.

Claims
1. An end controller, comprising:

a processing resource; and
a memory resource storing machine-readable
instructions to cause the processing resource to:

receive, using internet protocol security
(IPSec) messages, a plurality of subnet-
works that form a route to a branch device
via a branch gateway;

transfer the plurality of subnetworks to a lay-
er-2-layer-3 module;

transfer the plurality of subnetworks to an
open shortest path first (OSPF) module;
and

publish the plurality of subnetworks that
form the route to the branch device to a core
router using OSPF link state advertise-
ments (LSAs).

2. Theendcontrollerof claim 1, wherein the processing
resource is further to forward network traffic based
on an LSA database stored by the memory resource.

3. The end controller of claim 1, wherein the branch
device is one of a number of branch devices con-
nected to the end controller and wherein a quantity
of data stored on the LSA database by the memory
resource is linearly proportional to the number of
branch devices connected to the end controller, and,
optionally, the number of branch devices are con-
nected to the end controller in a hub-and-spoke to-

pology.

4. Theendcontrollerof claim 1, wherein the processing
resource, when receiving the plurality of subnet-
works using the IPSec messages, is further to re-
ceive the plurality of subnetworks from an internet
key exchange (IKE) module of a gateway controller,
wherein the IKE module obtains the plurality of sub-
networks from alayer2-layer3 module of the gateway
controller; and, optionally, the plurality of subnet-
works that form the route to the branch device are
configured using a publisher-subscriber mecha-
nism.

5. The end controller of claim 1, wherein the plurality
of subnetworks comprises four subnetworks that
form a route to the branch device.
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6.

10.

1.

A gateway controller, comprising:

a processing resource; and
a memory resource storing machine-readable
instructions to cause the processing resource to:

configure a plurality of subnetworks that
form a route to a branch device using a pub-
lisher-subscriber mechanism;

transfer, using a first internet key exchange
(IKE) module, the plurality of subnetworks
to a second internet key exchange (IKE)
module of an end controller, wherein the
plurality of subnetworks are provided using
internet protocol security (IPSec) messag-
es; and

receive network traffic from the end control-
ler.

The gateway controller of claim 6, wherein the gate-
way controller is one of a number of gateway con-
trollers connected to the end controller in a hub-and-
spoke topology.

The gateway controller of claim 6, wherein the plu-
rality of subnetworks comprises four subnetworks
that form a route to the branch device and/or wherein
the route to the branch device is via a branch switch
connected to the gateway controller and via a branch
gateway connected to the branch switch.

The gateway controller of claim 6, wherein the
processing resource is further to forward network
traffic to the branch device.

The gateway controller of claim 6, wherein the gate-
way controller is one of a plurality of gateway con-
trollers, each belonging to a different software de-
fined wide area network (SDWAN) branch connect-
ed to the end controller.

A system, comprising:

a branch device;

a gateway controller in communication with the
branch device;

an end controller in communication with the
gateway controller; and

acore routerin communication with the end con-
troller, wherein the end controller is to:

receive, using internet protocol security
(IPSec) messages, a plurality of subnet-
works that form a route to a branch device
via a branch gateway;

transfer the plurality of subnetworks to a lay-
er-2-layer-3 module;

transfer the plurality of subnetworks to an
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open shortest path first (OSPF) module;
and

publish the plurality of subnetworks that
form the route to the branch device to a core
router using OSPF link state advertise-
ments (LSAs).

The system of claim 11, wherein the end controller
comprises the layer2-layer3 module, the OSPF mod-
ule, and an internet key exchange (IKE) module to
receive the IPSec messages.

The system of claim 11, wherein the end controller
is part of a data center; and/or, when receiving the
plurality of subnetworks using the IPSec messages,
is further to receive the plurality of subnetworks from
an internet key exchange (IKE) module of a gateway
controller.

The system of claim 11, wherein the core router is
part of an OSPF backbone router network.

The system of claim 11, wherein the end controller
is further to forward network traffic based on an LSA
database stored on the end controller, wherein the
LSA database is populated in view of the IPSec mes-
sages; and, optionally the branch device is one of a
number of branch devices connected to the end con-
troller and wherein a quantity of data stored on the
LSA database is linearly proportional to the number
of branch devices connected to the end controller.
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