EP 3 575 995 A1

(19)

Europdisches
Patentamt

European

Patent Office

Office européen
des brevets

(12)

(11) EP 3 575 995 A1

EUROPEAN PATENT APPLICATION

published in accordance with Art. 153(4) EPC

(43) Date of publication:
04.12.2019 Bulletin 2019/49

(21) Application number: 17859366.1

(22) Date of filing: 30.10.2017

(51) IntCl.:
GO6F 21/32(2073.09
A61B 5/04 (2006.07)

GO6F 21/45 (201309

(86) International application number:
PCT/KR2017/012049

(87) International publication number:
WO 2018/169160 (20.09.2018 Gazette 2018/38)

(84) Designated Contracting States:
AL ATBE BG CH CY CZDE DKEE ES FI FR GB
GRHRHUIEISITLILTLULVMC MK MT NL NO
PL PT RO RS SE SI SK SM TR
Designated Extension States:
BA ME
Designated Validation States:
MA MD

(30) Priority: 17.03.2017 KR 20170033838
(71) Applicants:

* Lee, Jin Hyuk
Seoul 07997 (KR)

¢ Forc&C Co., Ltd.
Seoul 07532 (KR)

(72) Inventors:
« LEE, Jin Hyuk
Seoul 07997 (KR)
¢ KOO, Yoon Hee
Seoul 07997 (KR)

(74) Representative: HGF Europe LLP
Neumarkter Str. 18
81673 Miinchen (DE)

(54) COMPLEX AUTHENTICATION SYSTEM BASED ON VARIABLE BIOMETRIC INFORMATION,
AND COMPLEX AUTHENTICATION METHOD USING SAME
(57)  Acomplex authentication system that uses per-

sonal variable biometric information which changes ac-
cording to times and environments, and a complex au-
thentication method using the same are disclosed. The
variable biometric information-based complex authenti-
cation system includes: a mobile terminal configured to
collect variable biometric information; a variable biomet-
ric information management server configured to store
the variable biometric information received from the mo-
bile terminal; and an agent server configured to, when
the mobile terminal requests a login command regarding
the 1D, verify validity of the login command regarding the
ID based on the variable biometric information. Accord-
ingly, even if biometric information used in an authenti-
cation procedure is leaked, a damage resulting therefrom
can be prevented, and security of the authentication pro-

cedure can be enhanced by combining different types of
variable biometric information or by combining variable

biometric information of a plurality of users.
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Description
Technical Field

[0001] The present disclosure relates to a variable bi-
ometric information-based complex authentication sys-
tem and a complex authentication method using the
same, and more particularly, to a complex authentication
system that uses personal variable biometric information
which changes according to times and environments,
and a complex authentication method using the same.

Background Art

[0002] In general, a user of a computer needs to per-
form an authentication procedure to have an access au-
thority by inputting his/her ID and password into a host
computer or a network, in order to access limited infor-
mation or to use a membership service.

[0003] Such an authentication procedure is increas-
ingly used in various fields with the development of elec-
tronic commerce and the expansion of online financial
service, and there is an increasing demand for a simpler
and safer authentication procedure.

[0004] Specifically, FinTech services are expanding
since methods for solving the inconvenience of having
to go through a payment authentication procedure every
time payment is made, such as PayPal™, have ap-
peared, and various payments methods and complex au-
thentication methods are appearing.

[0005] In recent years, not only mobile unlocking or
password setting through fingerprint recognition or bio-
metric information authentication through fingerprint rec-
ognition, but also various personal authentication, and
personal identification systems and methods based on
iris recognition, which has a higher identification accura-
cy than that of fingerprint recognition, are appearing.
[0006] However, such biometric information complex
authentication systems and methods have limits since
biometric information used therein is unique to each in-
dividual person, but is permanent, and thus has the risk
of being leaked and illegally used.

[0007] In particular, in recent years, various services
of FinTech are expanding, and various attempts to use
personal biometric information in existing complex au-
thentication methods such as mobile transfer, mobile
payment, etc. are being made, and accordingly, methods
for personal authentication and personal identification
using personal biometric information are being applied.
Therefore, such limits may become a big problem.
[0008] Amounts of produced data abruptly increase
under the influence of social media, big data, loT, etc.,
and cloud services which are popularly used are utilized
for companies as well as for individuals, and web storage
service are also increasingly used since a plurality of us-
ers can share specific data and use. However, since such
cloud services or web storage services perform only per-
sonal authentication procedures simply by using users’
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passwords as authentication procedures to obtain an ac-
cess authority, there is a problem that security is vulner-
able.

[0009] Accordingly, in authentication procedures for
cloud services or web storage service, there is a demand
for a method for enhancing security through a complex
authentication procedure, such as an solidarity authen-
tication among a plurality of users of a set user group,
rather than an authentication procedure using a personal
password or biometric information, and also, there is a
demand for a new concept complex authentication sys-
tem and a complex authentication method, which can
minimize a damage even if biometric information is
leaked.

DISCLOSURE

Technical Problem

[0010] The present disclosure has been developed in
order to address the above-discussed deficiencies of the
prior art, and an object of the present disclosure is to
provide a variable biometric information-based complex
authentication system, which can selectively determine
a security level of an authentication procedure, and per-
forms the authentication procedure using personal vari-
able biometric information, which changes according to
times and environments, so as to prevent a damage if
the biometric information used in the authentication pro-
cedure is leaked, and a complex authentication method
using the same.

[0011] Inaddition, another object of the present disclo-
sure is to provide a variable biometric information-based
complex authentication system which performs an au-
thentication procedure by combining variable biometric
information collected from a plurality of users, and sets
different security levels to respective IDs of the plurality
of users so as to enhance security through the complex
authentication procedure among the plurality of users,
and performs a solidarity authentication procedure to as-
sess a facility or information requiring an access author-
ity, and a complex authentication method using the same.

Technical Solution

[0012] According to an embodiment of the present dis-
closure to achieve the above-described object, a variable
biometric information-based complex authentication sys-
tem includes: a plurality of mobile terminals configured
to generate information regarding an ID that intends to
access a facility or information requiring an access au-
thority, and to collect variable biometric information, such
that the information regarding the ID and the variable
biometric information are stored all together; a variable
biometric information management server configured to
receive the information regarding the ID and the variable
biometric information from the plurality of mobile termi-
nals, and to store the information; and an agent server
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configured to, when the mobile terminal requests a login
command regarding the 1D, compare variable biometric
information received from the variable biometric informa-
tion management server and variable biometric informa-
tion received from the mobile terminal, and to verify va-
lidity of the login command regarding the ID.

[0013] In addition, the agent server may be configured
to, when information regarding a specific ID is received
from one of the plurality of mobile terminals, set the spe-
cific ID to an ID of a first security level which is able to
independently access the facility or information requiring
the access authority, or an ID of a second security level
which is able to access the facility or information requiring
the access authority dependently according to a login
state of the ID of the first security level even when validity
of the login command regarding the ID is verified.
[0014] In addition, the agent server may be configured
to provide one or more IDs of the second security level
that are set to be able to access the facility or information
requiring the access authority only in a state where the
ID of the first security level is logged in.

[0015] In addition, the agent server may be configured
to, when a login command regarding the ID is requested,
determine whether the ID requesting the login command
is the ID of the first security level or the ID of the second
security level, and the agent server may be configured
to, when the ID requesting the login command is the ID
of the first security level, verify only validity of the login
command regarding the ID of the first security level, and,
when the ID requesting the login command is the ID of
the second security level, verify validity of the login com-
mand regarding the ID of the second security level only
in the state where the ID of the first security level, which
is setto authenticate in solidarity with the ID of the second
security level, is logged in.

[0016] In addition, the agent server may be configured
to variably change whether the ID intending to access
the facility or information requiring the access authority
is the ID of the first security level or the ID of the second
security level with respect to the facility or information
requiring the access authority according to settings.
[0017] In addition, the agent server may be configured
to, when there are a plurality of facilities or a plurality of
pieces of information requiring the access authority, in-
dividually set the ID, intending to access the facility or
information requiring the access authority, to the ID of
the first security level or the ID of the second security
level with respect to the respective facilities or the re-
spective piece of information requiring the access au-
thority.

[0018] Inaddition, the plurality of terminals may be con-
figured to collect the variable biometric information and
to avoid transmitting a real value of the collected variable
biometric information to the variable biometric informa-
tion management server, and is configured to transmit
only information regarding a figure or a form of a graph
indicating a variation in a specific section.

[0019] In addition, the agent server may be configured
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to, when a login command regarding the specific ID is
requested, compare afigure or a form of a graph included
in variable biometric information received from the mobile
terminal, and a figure or a form of a graph included in
variable biometric information received from the variable
biometric information management server on a real time
basis, and to verify validity of the login command.
[0020] In addition, the variable biometric information
management server may be configured to accumulate
and store the variable biometric information including on-
ly information regarding the figure or the form of the graph
according to the information regarding the ID, and, when
the mobile terminal requests to discard variable biometric
information stored for the specific ID, to discard the var-
iable biometric information stored for the specific ID, and
to accumulate and store variable biometric information,
transmitted along with the information regarding the spe-
cific ID after the stored variable biometric information is
discarded, according to the information regarding the ID.
[0021] The mobile terminal may be configured to, when
two or more types of variable biometric information are
collected, match respective pieces of classification infor-
mation to the collected pieces of variable biometric infor-
mation along with the information regarding the ID, such
thatthe respective types of variable biometric information
are identified.

[0022] In addition, the agent server may be configured
to, when the two or more types of variable biometric in-
formation are collected, individually determine equiva-
lence between first variable biometric information and
second variable biometric information to which different
classification is matched, and to verify validity of login
commands regarding respective IDs generated by the
plurality of mobile terminals.

[0023] In addition, the variable biometric information
may include one or more pieces of information from
among user’s weight, body fat percentage, blood pres-
sure, temperature, breathing rate, heart rate, blood glu-
cose, muscle mass, total body water, protein, abdominal
visceral fat, skeletal muscle mass, basal metabolic rate,
exercise, number of steps, sleeping pattern, weight load
pattern of both feet, and paces.

[0024] According to an embodiment of the present dis-
closure to achieve the above-described object, a variable
biometric information-based complex authentication
method includes the steps of: generating, by a mobile
terminal, information regarding an ID that intends to ac-
cess a facility or information requiring an access author-
ity, and collecting variable biometric information and stor-
ing the variable biometric information along with the in-
formation regarding the ID; receiving the information re-
garding the ID and the variable biometricinformation from
the mobile terminal, and storing the information in a var-
iable biometric information management server; and,
when the mobile terminal requests a login command re-
garding the ID, comparing, by an agent server, variable
biometric information received from the variable biomet-
ric information management server and variable biomet-
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ric information received from the mobile terminal, and
verifying validity of the login command regarding the ID.

Advantageous Effects

[0025] Accordingly, even if biometric information used
in an authentication procedure is leaked, a damage re-
sulting therefrom can be prevented, and security of the
authentication procedure can be enhanced by combining
different types of variable biometric information or by
combining variable biometric information of a plurality of
users.

[0026] In addition, the authentication procedure is per-
formed by combining variable biometric information col-
lected from the plurality of users, and in particular, a sol-
idarity authentication procedure to access a facility or
information requiring an access authority may be per-
formed by setting different security levels to respective
IDs of the plurality of users.

[0027] In addition, as the security level of the authen-
tication procedure is selectively determined, the system
and the method of the present disclosure can be utilized
as an authentication procedure to obtain an access au-
thority regarding information stored in a network server,
an authentication procedure for entering or exiting a fa-
cility such as an office or school, or an authentication
procedure for financial services such as account transfer,
payment, etc.

Description of Drawings

[0028]

FIG. 1 is a view schematically showing a variable
biometric information-based complex authentication
system according to an embodiment of the present
disclosure;

FIG. 2is a block diagram provided to illustrate a con-
figuration of a variable biometric information-based
complex authentication system according to an em-
bodiment of the present disclosure;

FIG. 3 is a view provided to illustrate a process of
determining whether to access a facility or informa-
tion requiring an access authority according to a se-
curity level of a specific ID in a variable biometric
information-based complex authentication method
according to an embodiment of the present disclo-
sure;

FIG. 4 is a view provided to illustrate a process of
variably changing a security level of a specific ID
according to a facility or information requiring an ac-
cess authority in a variable biometric information-
based complex authentication method according to
an embodiment of the present disclosure;

FIG. 5 is a flowchart provided to illustrate a variable
biometric information-based complex authentication
method according to an embodiment of the present
disclosure;
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FIG. 6 is a view provided to illustrate variable bio-
metric information which is collected and stored ac-
cording to a variable biometric information-based
complex authentication method according to an em-
bodiment of the present disclosure;

FIG. 7 is a view provided to illustrate variable bio-
metric information which is collected and stored ac-
cording to a variable biometric information-based
complex authentication method according to an em-
bodiment of the present disclosure;

FIG. 8 is a view provided to illustrate a process of
determining equivalence between variable biometric
information according to a variable biometric infor-
mation-based complex authentication method ac-
cording to an embodiment of the present disclosure;
FIG. 9 is a view provided to illustrate a process of
determining equivalence between variable biometric
information according to a variable biometric infor-
mation-based complex authentication method ac-
cording to an embodiment of the present disclosure;
FIG. 10 is a view provided to illustrate a process of
determining equivalence between variable biometric
information according to a variable biometric infor-
mation-based complex authentication method ac-
cording to an embodiment of the present disclosure;
and

FIG. 11 is a view provided to illustrate a process of
determining equivalence between variable biometric
information according to a variable biometric infor-
mation-based complex authentication method ac-
cording to an embodiment of the present disclosure.

Best Mode

[0029] Hereinafter, the present disclosure will be de-
scribed in more detail with reference to the accompany-
ing drawings. Exemplary embodiments introduced here-
inafter are provided such that the idea of the present dis-
closure is fully conveyed to a person skilled in the art.
The present disclosure is not limited to embodiments de-
scribed below and may be specified in other forms.
[0030] FIG. 1 is a view schematically showing a vari-
able biometric information-based complex authentica-
tion system according to an embodiment of the present
disclosure, and FIG. 2 is a block diagram provided to
illustrate a configuration of a variable biometric informa-
tion-based complex authentication system according to
an embodiment of the present disclosure.

[0031] Inaddition, FIG. 3is a view provided toillustrate
a process of determining whether to access a facility or
information requiring an access authority according to a
security level of a specific ID in a variable biometric in-
formation-based complex authentication method accord-
ing to an embodiment of the present disclosure, and FIG.
4 is a view provided to illustrate a process of variably
changing a security level of a specific ID according to a
facility or information requiring an access authority in a
variable biometric information-based complex authenti-
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cation method according to an embodiment of the
present disclosure.

[0032] Hereinafter, a variable biometric information-
based complex authentication system (hereinafter, re-
ferred to as a "complex authentication system") accord-
ing to an embodiment will be described with reference to
FIGs. 1 to 4.

[0033] The complex authentication system according
to an embodiment is provided to perform an authentica-
tion procedure using personal variable biometric infor-
mation, which changes according to times and environ-
ments, so as to prevent a damage even if the biometric
information used in the authentication procedure is
leaked, and also, is provided to perform the authentica-
tion procedure by combining different types of variable
biometric information or by combining variable biometric
information collected from a plurality of users.

[0034] To achieve this, the complex authentication
system may include a mobile terminal 100, a variable
biometric information management server 200, and an
agent server 300.

[0035] Specifically, the mobile terminal 100 may be
provided to generate information regarding an ID that
intends to access a facility or information requiring an
access authority, and to collect variable biometric infor-
mation and to store the information regarding the ID and
the variable biometric information all together.

[0036] Specifically, for example, the mobile terminal
100 may be implemented by using a device such as a
smart phone or a smart watch, and may collect biometric
information, such as user’s weight, body fat percentage,
blood pressure, temperature, breathing rate, heart rate,
blood glucose, muscle mass, tolal body water, protein,
abdominal visceral fat, skeletal muscle mass, basal met-
abolic rate, exercise, number of steps, sleeping pattern,
weight load pattern of both feet, and paces, and may
store the collected biometric information along with the
information regarding the ID, or may transmit the collect-
ed variable biometricinformation to the variable biometric
information management server 200 along with the in-
formation regarding the ID.

[0037] To achieve this, the mobile terminal 100 in-
cludes a biometric information collector 110, a controller
120, a communication unit 130, a storage 140, and a
display 150.

[0038] The biometric information collector 110 of the
mobile terminal is provided to collect variable biometric
information.

[0039] Specifically, the biometric information collector
110 may be provided inside the mobile terminal 100 or
may be provided outside the mobile terminal, like a smart
scale, a smart blood pressure gauge, a smart blood glu-
cose monitor, a smart watch, a smart band, and a smart
shoe insole, to interwork with the mobile terminal 100,
and may collect variable biometric information such as
user’s weight, body fat percentage, blood pressure, tem-
perature, breathing rate, heart rate, blood glucose, mus-
cle mass, total body water, protein, abdominal visceral
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fat, skeletal muscle mass, basal metabolic rate, exercise,
number of steps, sleeping pattern, weight load pattern of
both feet, and paces.

[0040] In this case, the mobile terminal 100 may be
provided with a plurality of biometric information collec-
tors 110 to collect various types of biometric information.
[0041] The controller 120 of the mobile terminal is pro-
vided to control elements of the mobile terminal 100 and
to perform overall tasks of the mobile terminal 100.
[0042] Specifically, the controller 120 may generate in-
formation regarding an ID that intends to access a facility
or information requiring an access authority, and may
store variable biometric information collected by the bi-
ometricinformation collector 110in the storage 140 along
with the information regarding the ID, or may transmit the
variable biometric information to the variable biometric
information management server 200 or the agent server
300 along with the information regarding the ID via the
communication unit 130.

[0043] The variable biometric information includes
sensitive information related to user’s personal informa-
tion, diseases or health state, and thus, when such infor-
mation is leaked, there may be concern about a damage
caused by an illegal use of a password, and also, a more
serious damage may be caused by personal information
leakage.

[0044] Accordingly, the controller 120 may collect var-
iable biometric information, but may not transmit a real
value of the collected variable biometric information to
the variable biometric information management server
200. Instead, the controller 120 may transmit only infor-
mation regarding a figure or a form of a graph indicating
avariation in a specific section along with the information
regarding the ID. Therefore, even when the variable bi-
ometric information transmitted to the variable biometric
information management server200is leaked, a damage
resulting therefrom can be minimized or prevented.
[0045] In addition, in the case of the agent server 300,
the controller 120 may transmit the real value of the col-
lected variable biometric information to the agent server
300, such that the agent server 300 can extract the in-
formation regarding the figure or form of the graph indi-
cating the variation in the specific section by itself. There-
fore, when data including the real value of the variable
biometric information stored in the storage 140 is de-
formed or damaged, a damage resulting therefrom can
be minimized or prevented.

[0046] In another example, the controller 120 may
store the collected variable biometric information in the
unit of a predetermined time, and may add time informa-
tion regarding a collection time to the variable biometric
information and store the information.

[0047] By doing so, the controller 120 may identify the
collected plurality of pieces of variable biometric informa-
tion according to collection times. Afterward, in the proc-
ess of comparing, by the agent server 300, variable bio-
metric information stored in the variable biometric infor-
mation management server 200 and variable biometric
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information stored in the mobile terminal 100 to verify
validity of a login command, the agent server 300 may
compare only pieces of variable biometric information
added with the same time information each other, such
that time required to verify can be reduced and verifica-
tion reliability can be enhanced.

[0048] Thatis, when alogin command regarding an ID
is requested, the agent server 300 may compare infor-
mation regarding time, added to variable biometric infor-
mation received from the mobile terminal 100, and stored
information regarding time, and may determine equiva-
lence therebetween, and, when it is determined that two
pieces of time information are equal to each other, the
agent server 300 may verify validity of the login command
regarding the ID by determining whether stored variable
biometric information and variable biometric information
received after the login command is requested are equal
to each other.

[0049] In addition, the controller 120 may generate in-
formation regarding an ID that intends to access a facility
or information requiring an access authority, and may
access the variable biometric information management
server 200 and register an ID that can identify whose
biometric information the variable biometric information
is.

[0050] Specifically, forexample, the controller 120 may
register a plurality of IDs at the variable biometric infor-
mation managementserver 200, and, even when the plu-
rality of IDs are registered at the variable biometric infor-
mation management information 200, the controller 120
may designate one ID, and may match information re-
garding the designated ID and variable biometric infor-
mation and transmit the matched information.

[0051] Inaddition, whenthe mobile terminal 100 is con-
nected to a short range communication network, the con-
troller 120 may control to transmit the variable biometric
information stored in the storage 140 to the variable bi-
ometric information management server 200 at prede-
termined time intervals.

[0052] By doing so, stored existing variable biometric
information may be replaced with newly collected varia-
ble biometric information and may be updated, and, even
when biometric information used in the authentication
procedure is leaked, a damage resulting therefrom can
be prevented.

[0053] The communication unit 130 of the mobile ter-
minal is provided to access the variable biometric infor-
mation management server 200, the agent server 300,
and other external servers using the communication net-
work to perform Internet communication.

[0054] Specifically, the communication unit 130 may
request a login command regarding a specific ID to the
agent server 300, or may transmit collected variable bi-
ometric information to the variable biometric information
management server 200 or the agent server 300.
[0055] The storage 140 of the mobile terminal is pro-
vided to store applications and data necessary for per-
forming the tasks of the mobile terminal 100.
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[0056] Specifically, the storage 140 may store informa-
tion regarding an ID and variable biometric information
all together.

[0057] In addition, the storage 140 may add time infor-
mation regarding a collection time to the variable biomet-
ric information, and may store the information. In this
case, the variable biometric information may be stored
in the unit of a predetermined time.

[0058] Herein, the information regarding the time is in-
formation regarding a time at which variable biometric
information is collected, and, when variable biometric in-
formation is expressed by a graph indicating a variation
of a real value according to time, the variable biometric
information may be expressed by graphs of various forms
according to a time unit, and thus the information regard-
ing the time may be an important factor in comparing
variable biometric information.

[0059] The display 150 of the mobile terminal is pro-
vided to output information that the mobile terminal 100
intends to output.

[0060] In addition, the mobile terminal 100 may be pro-
vided with an input unit (not shown) to input a command
related to a task to perform, and a battery unit (not shown)
to supply power, in addition to the controller 120, the com-
munication unit 130, the storage 140, and the display 150
described above.

[0061] The variable biometric information manage-
mentserver 200 is provided to manage variable biometric
information received from the mobile terminal 100.
[0062] Specifically, when collected variable biometric
information is received along with information regarding
an ID, the variable biometric information management
server 200 may store the received variable biometric in-
formation along with the information regarding the ID,
and, when the agent server 300 requests variable bio-
metric information stored along with information regard-
ing a specific ID to verify validity of a login command
regarding the specific ID, the variable biometric informa-
tion management server 200 may transmit the stored var-
iable biometric information to the agent server.

[0063] To achieve this, the variable biometric informa-
tion management server 200 includes a communication
unit 210, a controller 220, and a storage 230.

[0064] The communication unit 210 of the variable bi-
ometric information management server is provided to
be connected with the mobile terminal 100 and the agent
server 300 using a communication network and to per-
form Internet communication.

[0065] Specifically, the communication unit 210 may
receive variable biometric information from the mobile
terminal 100 or transmit stored biometric information to
the agent server 300 according to a request of the agent
server 300.

[0066] The controller 220 of the variable biometric in-
formation management server is provided to control el-
ements of the variable biometric information manage-
ment server 200 and to perform overall tasks of the var-
iable biometric information management server 200.
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[0067] Specifically, the controller 220 may control to
store information regarding an ID and variable biometric
information which are received from the mobile terminal
100 all together, and, when a login command regarding
a specific ID is requested, the controller 220 may identify
variable biometric information stored along with the in-
formation regarding the specific ID from the agent server
300, and may transmit the identified variable biometric
information to the agent server 300.

[0068] Herein, the variable biometric information re-
ceived from the mobile terminal 100 and the variable bi-
ometric information transmitted to the agent server 300
do not include a real value of the variable biometric in-
formation, and may include only information regarding a
figure or a form of a graph indicating a variation in a spe-
cific section.

[0069] Inthiscase, the ID may identify whose biometric
information the variable biometric information is, and al-
so0, may be used to connect to a network such as a spe-
cific Internet page through the agent server 300 with a
user making himself/herself known by the ID, or may be
used to perform a task requiring an authority such as
payment.

[0070] The storage 230 of the variable biometric infor-
mation managementserver is provided to store programs
and data necessary for performing tasks of the variable
biometric information management server 200.

[0071] Specifically, the storage 230 may store the in-
formation regarding the ID and the variable biometric in-
formation, which are received from the mobile terminal
100 all together.

[0072] When the mobile terminal 100 requests a login
command to access a host computer or a network with
a specific ID, the agent server 300 may verify validity of
the requestedlogin command, and, whenitis determined
that the login command is valid, the agent server 300
may enable the mobile terminal 100 to access the host
computer or network.

[0073] In addition, when the validity of the requested
login command is verified, the agent server 300 may per-
form a task requiring an authority, such as payment, and,
when an authentication procedure is required like an
electronic payment command as well as the login com-
mand, the validity of the corresponding command may
be verified in the same method, and the authentication
procedure may be performed.

[0074] In this case, the agent server 300 may be pro-
vided with a separate server to directly perform the cor-
responding command, or, when the variable biometric
information management server 200 performs the corre-
sponding command, the agent server 300 may transmit
information indicating whether the corresponding com-
mand is valid to the separate server performing the cor-
responding command or the variable biometric informa-
tion management server 200, such that the correspond-
ing command is performed.

[0075] In addition, when a plurality of agent servers
300 are provided, the respective mobile terminals 100
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using different IDs may perform the authentication pro-
cedure through the respective agent servers 300.
[0076] In addition, the agent server 300 may perform
a solidarity authentication procedure with respect to a
plurality of IDs through the plurality of mobile terminals
100, rather than with respectto one ID, in order to provide
an access authority regarding specific information.
[0077] Specifically, when a first mobile terminal 100-1
using a first ID requests a login command to obtain an
access authority regarding specific information, the
agent server 300 may receive respective pieces of vari-
able biometric information from the first mobile terminal
100-1 and the variable biometric information manage-
ment server 200, and compare the respective pieces of
variable biometric information, thereby verifying validity
of the login command regarding the first ID. Additionally,
the agent server 300 may receive respective pieces of
variable biometric information from a second mobile ter-
minal 100-2 using a second ID, which is set to be authen-
ticated in solidarity with the first ID, and from the variable
biometric information management server 200, and com-
pare the respective pieces of variable biometric informa-
tion. In this case, only when the login command regarding
the first ID and the login command regarding the second
ID, which is set to be authenticated in solidarity with the
first ID, are all determined to be valid, the agent server
300 may provide the access authority regarding the spe-
cific information to the first mobile terminal 100-1.
[0078] For example, in the case where variable bio-
metric information used in the authentication procedure
is a body fat percentage, when the first mobile terminal
100-1 through which a user A requests a login command
using the first ID requests a login command for the au-
thentication procedure to perform a payment task for e-
commerce, the agentserver 300 may receive information
regarding the body fat percentage from the first mobile
terminal 100-1 and the variable biometric information
management server 200, and may verify validity of the
login command regarding the first ID. Additionally, the
agent server 300 may receive information regarding the
body fat percentage from the second mobile terminal
100-2, through which a user B who is the user A’s spouse
tries to verify validity of a login command using the sec-
ond ID, which is set to be authenticated in solidarity with
the first ID, and, when the information regarding the body
fatpercentage of the user A and the information regarding
the body fat percentage of the user B are all equal to the
respective pieces of information regarding the body fat
percentage received from the variable biometric informa-
tion management server 200, the agent server 300 may
determine that the login command is valid, and may per-
form the payment task.

[0079] Inaddition, such a solidarity authentication pro-
cedure may be set for a specific solidarity group such as
a family, a couple, and a club, and may be utilized for a
facility or information requiring an authentication proce-
dure for an access authority, and for an authentication
procedure for using a financial service such as electronic
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payment.

[0080] In addition, the agent server 300 may set differ-
ent security levels for the plurality of IDs. In this case,
when a login command is requested through a specific
ID according to a security level, the agent server 300 may
perform an authentication procedure not only for the spe-
cific ID but also for another ID which is set to be authen-
ticated in solidarity with the specific ID.

[0081] Specifically, for example, when information re-
garding a specific ID is received from one of the plurality
of mobile terminals 100, the agent server 300 may set
the specific ID to an ID of a first security level which can
independently access a facility or information requiring
an access authority, or an ID of a second security level
which can access a facility or information requiring an
access authority dependently according to a login state
of the ID of the first security level even if validity of the
login command regarding the ID is verified.

[0082] In addition, when information regarding a spe-
cific ID is received and a security level of the received ID
is set, and then a login command regarding the ID is
requested, the agent server 300 may determine whether
the ID requesting the login command is the ID of the first
security level or the ID of the second security level. When
the ID requesting the login command is the ID of the first
security level, the agent server 300 may verify only the
validity of the login command regarding the ID of the first
security level. However, when the ID requesting the login
command is the ID of the second security level, the agent
server 300 may verify the validity of the login command
regarding the ID of the second security level only in the
state where the ID of the first security level, which is set
to authenticate in solidarity with the ID of the second se-
curity level, is logged in.

[0083] Specifically, for example, in the case of the first
mobile terminal 100-1 performing the authentication pro-
cedure for the agent server 300 using the ID of the first
security level and the second mobile terminal 100-2 per-
forming the authentication procedure for the agent server
300 using the ID of the second security level, the first
mobile terminal 100-1 can independently access the fa-
cility or information requiring the access authority when
its own authentication procedure is determined to be val-
id, but the second mobile terminal 100-2 can access the
facility or information requiring the access authority only
when the mobile terminal 100-1 is logged in although its
own authentication procedure is determined to be valid.
That is, when the first mobile terminal 100-1 is logged
out, the second mobile terminal 100-2 cannot access the
facility or information requiring the access authority al-
though its own authentication procedure is determined
to be valid. Therefore, the agent server 300 may perform
the solidarity authentication procedure among the plural-
ity of users of a set user group, rather than the authenti-
cation procedure using a personal password or biometric
information.

[0084] Through this, the variable biometric informa-
tion-based complex authentication system of the present
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disclosure performs the solidarity authentication proce-
dure thatis applicable to a cloud service or a web storage
service, such that security regarding information requir-
ing an access authority can be enhanced.

[0085] The agent server 300 may provide one or more
IDs of the second security level that are set to be able to
access the facility or information requiring the access au-
thority only in the state where the ID of the first security
level is logged in.

[0086] In addition, the agent server 300 may variably
change whether the ID intending to access the facility or
information requiring the access authority is the ID of the
first security level or the ID of the second security level
with respect to the facility or information requiring the
access authority according to settings.

[0087] Inaddition, when there are a plurality of facilities
or a plurality of pieces of information requiring an access
authority, the agent server 300 may individually set the
ID intending to access the facility or information requiring
the access authority to the ID of the first security level or
the ID of the second security level with respect to respec-
tive facilities orinformation requiring the access authority.
[0088] Specifically, for example, when an ID "o" is set
to the ID of the first security level and an ID "B" is set to
the ID of the second security level with respect to specific
information "A" as shown in FIG. 4, both ID "a" and ID
"B" may be set to the ID of the second security level and
an ID "¥' may be set to the ID of the first security level
with respect to another specific information "B".

[0089] As described above, the agent server 300 may
individually set each ID to the ID of the first security level
or the ID of the second security level with respect to each
of the facilities or pieces of information requiring the ac-
cess authority, and such settings may be variably
changed as described above.

[0090] To achieve this, the agent server 300 includes
acommunication unit 310, a controller 320, and a storage
330.

[0091] The communication unit 310 of the agent server
may be connected with the mobile terminal 100 and the
variable biometric information management server 200
by using a communication network, and may be provided
to perform Internet communication.

[0092] Specifically, when a login command regarding
a specific ID is requested from the mobile terminal 100,
the communication unit 310 may receive variable bio-
metric information from the mobile terminal 100 and the
variable biometric information management server 200.
[0093] The controller 320 of the agent server is provid-
ed to control elements of the agent server 300 and to
perform the overall tasks of the variable biometric infor-
mation management server 200.

[0094] Specifically, when the login command regard-
ing the specific ID is requested from the mobile terminal
100, the controller 320 may control to receive variable
biometric information including a real value from the mo-
bile terminal 100 via the communication unit 310, and
may request, from the variable biometric information
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management server 200, variable biometric information
which is stored along with the information regarding the
specific ID, but does not include the real value and in-
cludes only information regarding a figure or a form of a
graph indicating a variation in a specific section, and may
receive the variable biometric information.

[0095] When the variable biometric information is re-
ceived from the mobile terminal 100 and the variable bi-
ometric information management server 200, the con-
troller 320 may extract the information regarding the fig-
ure or the form of the graph indicating the variation in the
specific section from the variable biometric information
received from the mobile terminal 100, and may compare
the extracted information regarding the figure or the form
ofthe graph indicating the variation in the specific section,
and the variable biometric information received from the
variable biometric information management server 200,
and may verify validity of the login command regarding
the specific ID.

[0096] In addition, when information regarding a spe-
cific ID is received from one of the plurality of mobile
terminals 100, the controller 320 may set the specific ID
to the ID of the first security level or the ID of the second
security level, or may change a security level of a prede-
termined ID.

[0097] The storage 330 of the agent server may be
provided to store programs and data necessary for per-
forming the tasks of the agent server 300.

[0098] Additionally, the mobile terminal 100, which is
an element of the complex authentication system of the
present disclosure, may be substituted with a computer
(PC) provided with a means for collecting variable bio-
metric information, such as a smart scale, a smart blood
pressure gauge, a smart blood glucose monitor, a smart
watch, a smart band, and a smart shoe insole.

[0099] Furthermore, the above-mentioned biometric
information is an example of biometric information which
variably changes according to a user's emotion state,
health state, time, temperature, or other external envi-
ronments, rather than being information which is perma-
nent with respect to a specific user, and biometric infor-
mation that has not been mentioned above can be ap-
plied to the present disclosure if it variably changes.
[0100] FIG. 5is a flowchart provided to illustrate a var-
iable biometric information-based complex authentica-
tion method according to an embodiment of the present
disclosure, and FIGs. 6 and 7 are views provided to il-
lustrate variable biometric information which is collected
and stored according to a variable biometric information-
based complex authentication method according to an
embodiment of the present disclosure. In addition, FIGs.
8 to 11 are views provided to illustrate a process of de-
termining equivalence between variable biometric infor-
mation according to a variable biometric information-
based complex authentication method according to an
embodiment of the present disclosure.

[0101] Hereinafter, a variable biometric information-
based complex authentication method (hereinafter, re-
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ferred to as a "complex authentication method") accord-
ing to an embodiment will be described with reference to
FIGs. 51to 11.

[0102] The complex authentication method according
to an embodiment is provided to perform an authentica-
tion procedure using personal variable biometric infor-
mation, which changes according to times and environ-
ments, so as to prevent a damage even if the biometric
information used in the authentication procedure using
the complex authentication system is leaked, and also,
is provided to perform the authentication procedure by
combining different types of variable biometric informa-
tion or by combining variable biometric information col-
lected from a plurality of users.

[0103] First, the mobile terminal 100 may generate in-
formation regarding an ID that intends to access a facility
or information requiring an access authority (S305), and,
when variable biometric information is collected (S310),
the mobile terminal 100 may match the generated infor-
mation regarding the ID and the variable biometric infor-
mation each other, and store the matched information
(S315). In addition, the mobile terminal 100 may transmit
the stored variable biometric information to the variable
biometric information management server 200 (S320).
[0104] In briefly describing the variable biometric infor-
mation, the variable biometric information may have a
value corresponding time. When data of predetermined
information is collected, the data may be outputted in the
form of a figure or a graph indicating a variation in a spe-
cific section as shown in FIG. 6.

[0105] For example, the mobile terminal 100 may col-
lect variable biometric information that can be outputted
in the form of a graph, and may store the collected vari-
able biometric information in the unit of a predetermined
time, and may add information regarding time to the var-
iable biometric information and store the variable biomet-
ric information.

[0106] Inthis case, however, the form of the graph may
be variously expressed according to a value of time and
a value of information which are reflected on the graph.
[0107] Specifically, when a time interval reflected on
the graph with respect to specific variable biometric in-
formation is set to hours or minutes, the same variable
biometric information may be expressed by a graph of a
gentle slope or a graph of a steep slope according to a
set time interval. Accordingly, the variable biometric in-
formation may be diversely utilized according to an anal-
ysis method.

[0108] For example, with respect to variable biometric
information to which a specific time, rather than seconds
or minutes, should be applied like blood pressure, equiv-
alence between information may be determined by com-
paring graph information which changes with time. With
respect to such variable biometric information, outputting
a graph showing a value of information of a specific time
(for example, 8 o’clock a.m.) makes it easier to determine
equivalence between information than outputting a graph
showing data at time intervals of seconds or minutes like
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a body fat percentage or abdominal visceral fat.

[0109] In addition, such variable biometric information
includes sensitive information related to user’s personal
information, diseases, or health state, and thus, when
such information is leaked, there may be concern about
a damage caused by an illegal use of a password, and
also, amore serious damage may be caused by personal
information leakage.

[0110] Accordingly, the mobile terminal 100 may col-
lect variable biometric information, but may not transmit
areal value of the collected variable biometricinformation
to the variable biometric information management server
200, and may transmit only information regarding a figure
or a form of a graph indicating a variation in a specific
section, along with information regarding an ID. There-
fore, even when the variable biometric information trans-
mitted to the variable biometric information management
server 200 is leaked, a damage resulting therefrom can
be minimized or prevented.

[0111] In addition, the variable biometric information
management server 200 may accumulate and store the
variable biometric information including only the informa-
tion regarding the figure or the form of the graph accord-
ing to the information regarding the ID. However, when
the mobile terminal requests to discard variable biometric
information stored for a specific ID, the variable biometric
information managementserver 200 may discard the var-
iable biometric information stored for the specific ID.
[0112] In addition, the variable biometric information
management server 200 may accumulate and store var-
iable biometric information, transmitted along with infor-
mation regarding a specific ID after the stored variable
biometric information is discarded, according to the in-
formation regarding the ID.

[0113] In addition, although the mobile terminal 100
transmits the real value of variable biometric information
to the variable biometric information management server
200, the mobile terminal 100 may encrypt a real value of
variable biometric information to which first time informa-
tion (o) is added, and a real value of variable biometric
information to which second time information (B) is add-
ed, in order to prevent a damage caused by the leakage
of variable biometric information, and then may transmit
the encrypted values. Therefore, when validity of a login
command is verified, equivalence between the encrypted
real values of the variable biometric information may be
determined, and validity of a login command regarding
a specific ID may be verified.

[0114] In particular, when the variable biometric infor-
mation to which the first time information (o) is added
and the variable biometric information to which the sec-
ond time information () is added are encrypted, identi-
fication information corresponding to a specific ID
matched with variable biometric information and time in-
formation may be utilized as a key value of a seed key
for encryption. Therefore, equivalence between variable
biometric information matched with the same identifica-
tion information and added with the same time informa-
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tion may be determined even after the variable biometric
information is encrypted. Therefore, a damage caused
by the leakage of biometric information can be minimized
and validity of a login command regarding a specific ID
can be verified.

[0115] However, when the pieces of variable biometric
information to which the same time information is added
are compared with each other, the variable biometric in-
formation may be outputted in the form of a pattern (a)
of information values during a specific time interval, or in
the form of an information value (b) at a specific time, as
shown in FIG. 6.

[0116] In this case, according to the pattern (a) of the
information values during the specific time interval, equiv-
alence between the variable biometric information may
be determined based on a graph outputting a specific
change value according to the contraction and expanding
of the heart during the specific time interval, like an elec-
trocardiogram (ECG) graph.

[0117] In addition, the method for outputting the vari-
able biometric information in the form of a figure or a
graph indicating a variation in a specific section may be
diversely applied. A width of a section and setting infor-
mation of the section, which influence the form of the
graph, may be diversely setby considering user’s setting,
type of biometric information, a collection period and a
collection time, physiological characteristics of biometric
information. Since collected data is also recorded with
numerical values, the data may be expressed by graphs
of various forms by adjusting specific values of the infor-
mation and the time. Accordingly, even with respect to
biometric information having a small variation, it is pos-
sible to make a visual form of data like a specific figure
or a form or pattern of a graph.

[0118] For example, even when a body fat percentage
minimally changes from 19% to 19.2%, morphological
changes may appear in a graph according to whether
data is expressed by the graph in the unit of 10% or 1%.
Therefore, the data can be utilized as a figure, a form of
agraph, or pattern data for being utilized in personal iden-
tification and authentication.

[0119] For example, referring to FIG. 7, the mobile ter-
minal 100 may set times from t0 to tx to a time unit, and
may collect and store variable biometric information cor-
responding to values corresponding to times t0 to tx, and
may add information regarding time to the variable bio-
metric information and store the information.

[0120] However, as the information regarding the time,
information regarding times t1 to t2 and information re-
garding times t3 to t4 may be individually generated.
Therefore, even if variable biometric information is stored
in one time unit, information regarding a specific time
may be identified and may assist in enhancing accuracy
of the authentication procedure.

[0121] The accuracy of the authentication procedure
will be described in more detail with description of a pro-
cedure of verifying validity of a login command.

[0122] Meanwhile, when information regarding a spe-
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cific ID is received from one of the plurality of mobile
terminals 100, the agent server 300 may set the specific
ID to an ID of a first security level which canindependently
access a facility or information requiring an access au-
thority, or an ID of a second security level which can
access a facility or information requiring an access au-
thority dependently according to a login state of the ID
of the first security level even if validity of the login com-
mand regarding the ID is verified (S325).

[0123] When a login command regarding an ID is re-
quested, the agent server 300 may determine whether
the ID requesting the login command is the ID of the first
security level or the ID of the second security level. When
the ID requesting the login command is the ID of the first
security level, the agent server 300 may verify only the
validity of the login command regarding the ID of the first
security level.

[0124] Specifically, when the ID requesting the login
command is the ID of the first security level (S325-Y),
and the mobile terminal 100 requests a login command
regarding the specific ID to the agent server 300 (S330-
Y), the agent server 300 may receive respective pieces
of variable biometric information from the mobile terminal
100 and the agent server 300 (S335)

[0125] In this case, the agent server 300 may receive
variable biometric information including a real value from
the mobile terminal 100 and may extract information re-
garding a figure or a form of a graph indicating a variation
in a specific section, and may receive, from the variable
biometric information management server 200, variable
biometric information that does not include a real value
and includes only information regarding a figure or a form
of a graph indicating a variation in a specific section. The
agent server 300 may compare the extracted information
regarding the figure or the form of the graph indicating
the variation in the specific section and the received in-
formation regarding the figure or the form of the graph
indicating the variation in the specific section, and may
verify the validity of the login command (S340).

[0126] In addition, when it is determined that the ex-
tracted information regarding the figure or the form of the
graph indicating the variation in the specific section and
the received information regarding the figure or the form
of the graph indicating the variation in the specific section
are equal to each other (S340-Y), the agent server 300
may determine that the login command regarding the
specific ID is valid (S345).

[0127] On the other hand, when the ID requesting the
login command is the ID of the second security level
(S325-N) and the mobile terminal 100 requests a login
command regarding the specific ID to the agent server
300 (S350-Y), the agent server 300 may verify the validity
of the login command regarding the ID of the second
security level only in the state where the ID of the first
security level, which is set to authenticate in solidarity
with the ID of the second security level, is logged in
(S355).

[0128] For example, when it is determined that the ID
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of the first security level, which is set to authenticate in
solidarity with the specific ID set to the second security
level, is logged in (S355-Y), the agent server 300 may
receive respective pieces of variable biometric informa-
tion from the mobile terminal 100 and the agent server
300 (S335).

[0129] Thatis, the second mobile terminal 100-2 using
the specific ID set to the second security level can access
the facility or information requiring the access authority
only when the first mobile terminal 100-1 is logged in
(S355-Y) although its own authentication procedure is
determined to be valid, and cannot access the facility or
information requiring the access authority when the first
mobile terminal 100-1 is logged out (S355-N) although
its own authentication procedure is valid.

[0130] Meanwhile, when verifying the validity of the
login command by comparing the extracted information
regarding the figure or the form of the graph indicating
the variation in the specific section and the received in-
formation regarding the figure or the form of the graph
indicating the variation in the specific section, the agent
server 300 may compare time information added to the
variable biometric information received from the mobile
terminal 100 and time information added to the variable
biometric information received from the variable biomet-
ric information management server 200, and may deter-
mine equivalence therebetween, and, when it is deter-
mined that the respective pieces of time information are
equal to each other, the agent server 300 may determine
equivalence between the respective pieces of variable
biometric information, and may verify the validity of the
login command regarding the specific ID.

[0131] Forexample,asshowninFIG.8,the agentserv-
er 300 may compare time information (o) added to the
variable biometric information received from the mobile
terminal 100, and respective pieces of time information
(o’ and B’) added to the variable biometric information
received from the variable biometric information man-
agement server 200, and may determine equivalence
therebetween. When it is determined that there exists
the same time information ('), the agent server 300 may
compare the pieces of variable biometric information to
which the same time information (o) is added, and may
determine equivalence therebetween.

[0132] Meanwhile, when there are a plurality of ac-
cessed mobile terminals 100 as shown in FIG. 9, the
agent server 300 may differentially set the mobile termi-
nals 100 to the first mobile terminal 100-1 requesting a
login command using the ID of the first security level, and
the second mobile terminal 100-2 requesting a login com-
mand using the ID of the second security level.

[0133] In this case, in the case of the first mobile ter-
minal 100-1, validity of the login command may be inde-
pendently verified, and, in the case of the second mobile
terminal 100-2, validity of the login command may be
dependently verified only in the state where the first mo-
bile terminal 100-1 set to authenticate in solidarity with
another terminal is logged in. Therefore, the security of
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the authentication procedure can be enhanced.

[0134] Meanwhile, when two or more types of variable
biometric information are collected by the mobile terminal
100 as shown in FIG. 10, the mobile terminal 100 may
match respective pieces of classification information to
the respective pieces of variable biometric information
along with identification information corresponding to the
ID, such that the respective pieces of variable biometric
information can be identified.

[0135] In addition, when the mobile terminals 100 are
differentially set to the first mobile terminal 100-1 using
the ID of the first security level and the second mobile
terminal 100-2 using the ID of the second security level,
and a logincommand regarding a specific ID is requested
by the first mobile terminal 100-1, the agent server 300
may receive, from the mobile terminal 100 and the vari-
able biometric information management server 200, re-
spective pieces of variable biometric information stored
along with the information regarding the ID requesting
the login command, and may identify the received pieces
of variable biometric information according to classifica-
tion information and may individually determine equiva-
lence therebetween.

[0136] Forexample, the agent server 300 may identify
the received pieces of variable biometric information as
first variable biometric information and second variable
biometric information according to classification informa-
tion. The agent server 300 may compare first variable
biometric information received from the mobile terminal
100 and first variable biometric information received from
the variable biometric information management server
200, and determine equivalence therebetween. Like-
wise, the agent server 300 may compare second variable
biometric information received from the mobile terminal
100 and second variable biometric information received
from the variable biometric information management
server 200, and determine equivalence therebetween.
[0137] In this case, as pieces of variable biometric in-
formation having different time information are complexly
compared in the above-described example, pieces of
variable biometric information having different classifica-
tion information may be respectively compared to deter-
mine equivalence therebetween, and also, they may be
compared by diversely setting an average of the first var-
iable biometric information and the second variable bio-
metric information or a complex arithmetic relation be-
tween two pieces of variable biometric information.
[0138] For example, when average weight data of a
user A and weight data of both feet of the user A are
collected, the average weight data may be referred to as
first variable biometric information, and the weight data
of both feet of the user A may be referred to as second
variable biometric information. In this case, the agent
server 300 may determine whether average weight data
received from the mobile terminal 100 and average
weight data received from the variable biometric infor-
mation management server 200 are equal to each other,
and may determine whether weight data of both feet re-
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ceived from the mobile terminal 100 and weight data of
both feetreceived from the variable biometric information
management server 200 are equal to each other. When
it is determined that all pieces of variable biometric infor-
mation are equal to each other, the agent server 300 may
determine that the validity of the login command is veri-
fied.

[0139] In another example, the agent server 300 may
calculate a value which is right foot's weight data of the
weight data of both feet subtracted from the average
weight data, and may compare a subtraction value of the
variable biometric information received from the mobile
terminal 100 and a subtraction value of the variable bio-
metric information received from the variable biometric
information management server 200, and may determine
equivalence therebetween.

[0140] In this case, the both feet’s weight data may be
collected by using a biometric information collecting
means such as a smart shoe insole.

[0141] In addition, when the mobile terminals 100 are
differentially set to the first mobile terminal 100-1 using
the ID of the first security level and the second mobile
terminal 100-2 using the ID of the second security level,
and a login command regarding a specific ID is requested
by the second mobile terminal 100-2, the agent server
300 may determine whether the first mobile terminal
100-1, set to authenticate in solidarity with the second
mobile terminal 100-2, is logged in by using the ID of the
first security level. Only when it is determined that the
first mobile terminal 100-1 is logged in by using the ID of
the first security level, the agent server 300 may receive,
from the mobile terminal 100 and the variable biometric
information management server 200, respective pieces
of variable biometric information stored along with the
information regarding the ID requesting the login com-
mand, and may identify the received pieces of variable
biometric information according to classification informa-
tion and may individually determine equivalence there-
between.

[0142] Herein, as described above, the agent server
300 according to an embodiment is limited to the login
command for convenience of explanation, but, when an
access authority regarding information stored in a net-
work server is obtained or an authentication procedure
is required like an electronic payment command, validity
of a corresponding command may be verified in the same
method, and the command may be performed.

[0143] In addition, in another example, when there are
a plurality of accessed mobile terminals 100 and a plu-
rality of types of variable biometric information are col-
lected by the plurality of mobile terminals 100 as shown
in FIG. 11, the agent server 300 may determine equiva-
lence between pieces of variable biometric information
to which one same time information is added, and also,
may individually determine equivalence with respect to
two or more pieces of time information, and may com-
plexly process the results of determining equivalence.
[0144] Specifically, the agent server 300 may compare
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variable biometric information to which first time informa-
tion (a) is added, and variable biometric information to
which the same time information (o’) as the first time
information (o) is added, and may determine equivalence
therebetween, and may compare variable biometric in-
formation to which second time information (B) is added,
and variable biometricinformation to which the same time
information (B’) as the second time information () is add-
ed, and may determine equivalence therebetween. In this
case, only when all of the results of determining equiva-
lence indicate equivalence, the validity of the login com-
mand regarding the specific ID may be recognized.
[0145] Inaddition to the respective results of determin-
ing equivalence, the agent server 300 may diversely set
an average of the variable biometric information to which
the first time information (o) is added, and of the variable
biometric information to which the second time informa-
tion (B)is added, ora complex arithmetic relation between
two pieces of variable biometric information, and may
compare the two pieces of variable biometric information.
[0146] For example, a sum value, a subtraction value,
amultiplication value, or an average value regarding data
of average weight 70.5 kg of October in 2016 and data
of average weight of 71.5 kg of December in 2016 may
be calculated, and equivalence between variable biomet-
ric information may be determined although direct nu-
merical values of the variable biometric information are
not compared.

[0147] In addition, the mobile terminal 100 may match
time information and classification information to collect-
ed variable biometric information, and store the matched
information. When pieces of variable biometric informa-
tion to which different time information is added are col-
lected by the plurality of mobile terminals 100, the agent
server 300 may identify the respective pieces of variable
biometric information according to the time information.
[0148] Specifically, when the mobile terminals 100 are
differentially set to the first mobile terminal 100-1 using
the ID of the first security level and the second mobile
terminal 100-2 using the ID of the second security level,
and a logincommand regarding a specific ID is requested
by the first mobile terminal 100-1, the agent server 300
may receive, from the mobile terminal 100 and the vari-
able biometric information management server 200, re-
spective pieces of variable biometric information stored
along with the information regarding the ID requesting
the login command, and may identify the received pieces
of variable biometric information according to classifica-
tion information and time information, and may individu-
ally determine equivalence therebetween. To this end,
the validity of the login command regarding the ID used
to request the login command is verified.

[0149] On the other hand, when the mobile terminals
100 are differentially set to the first mobile terminal 100-1
using the ID of the first security level and the second
mobile terminal 100-2 using the ID of the second security
level, and a login command regarding a specific ID is
requested by the second mobile terminal 100-1, the
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agent server 300 may determine whether the first mobile
terminal 100-1, set to authenticate in solidarity with the
second mobile terminal 100-2, is logged in by using the
ID of the first security level. Only when it is determined
that the first mobile terminal 100-1 is logged in by using
the ID of the first security level, the agent server 300 may
receive, from the mobile terminal 100 and the variable
biometric information management server 200, respec-
tive pieces of variable biometric information stored along
with the information regarding the ID requesting the login
command, and may identify the received pieces of vari-
able biometric information according to classification in-
formation and time information, and may individually de-
termine equivalence therebetween.

[0150] Accordingly, the security of the authentication
procedure can be enhanced by combining differenttypes
of variable biometric information from among variable bi-
ometric information, such as user’s weight, body fat per-
centage, blood pressure, temperature, breathing rate,
heartrate, blood glucose, muscle mass, total body water,
protein, abdominal visceral fat, skeletal muscle mass,
basal metabolic rate, exercise, number of steps, sleeping
pattern, weight load pattern of both feet, and paces, or
combining variable biometric information of a plurality of
users.

[0151] While embodiments of the present disclosure
have been described with reference to the accompanying
drawings, specific embodiments for effectively describ-
ing the technical idea of the present disclosure are par-
ticularly shown and described. Therefore, it will be un-
derstood by those of ordinary skill in the art that the
present disclosure is not limited to the above-described
exemplary embodiments, and various changes in form
and details may be made therein without departing from
the spirit and scope of the present disclosure as defined
by the following claims. In addition, the scope of the
present disclosure should be defined not by the embod-
iments described above but by the appended claims. In
addition, the meaning and the scope of the claims and
all changes or changed forms derived from equivalents
thereto should be interpreted as being included in the
scope of the present disclosure.

Claims

1. A variable biometric information-based complex au-
thentication system comprising:

a plurality of mobile terminals configured to gen-
erate information regarding an ID that intends
to access a facility or information requiring an
access authority, and to collect variable biomet-
ric information, such that the information regard-
ing the ID and the variable biometric information
are stored all together;

a variable biometric information management
server configured to receive the information re-
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garding the ID and the variable biometric infor-
mation from the plurality of mobile terminals, and
to store the information; and

an agent server configured to, when the mobile
terminal requests a login command regarding
the ID, compare variable biometric information
received from the variable biometric information
management server and variable biometric in-
formation received from the mobile terminal, and
to verify validity of the login command regarding
the ID.

The variable biometric information-based complex
authentication system of claim 1, wherein the agent
server is configured to, when information regarding
a specific ID is received from one of the plurality of
mobile terminals, set the specific ID to an ID of a first
security level which is able to independently access
the facility or information requiring the access au-
thority, or an ID of a second security level which is
able to access the facility or information requiring the
access authority dependently according to a login
state of the ID of the first security level even when
validity of the login command regarding the ID is ver-
ified.

The variable biometric information-based complex
authentication system of claim 2, wherein the agent
server is configured to provide one or more IDs of
the second security level that are set to be able to
access the facility orinformation requiring the access
authority only in a state where the ID of the first se-
curity level is logged in.

The variable biometric information-based complex
authentication system of claim 3, wherein the agent
server is configured to, when a login command re-
garding the ID is requested, determine whether the
ID requesting the login command is the ID of the first
security level or the ID of the second security level,
and

wherein the agent server is configured to, when the
ID requesting the login command is the ID of the first
security level, verify only validity of the login com-
mand regarding the ID of the first security level, and,
when the ID requesting the login command is the ID
of the second security level, verify validity of the login
command regarding the ID of the second security
level only in the state where the ID of the first security
level, which is set to authenticate in solidarity with
the ID of the second security level, is logged in.

The variable biometric information-based complex
authentication system of claim 2, wherein the agent
server is configured to variably change whether the
ID intending to access the facility or information re-
quiring the access authority is the ID of the first se-
curity level or the ID of the second security level with
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respect to the facility or information requiring the ac-
cess authority according to settings.

The variable biometric information-based complex
authentication system of claim 2, wherein the agent
server is configured to, when there are a plurality of
facilities or a plurality of pieces of information requir-
ing the access authority, individually set the ID, in-
tending to access the facility or information requiring
the access authority, to the ID of the first security
level or the ID of the second security level with re-
spect to the respective facilities or the respective
piece of information requiring the access authority.

The variable biometric information-based complex
authentication system of claim 2, wherein the plural-
ity of terminals are configured to collect the variable
biometric information and to avoid transmitting a real
value of the collected variable biometric information
to the variable biometric information management
server, and is configured to transmit only information
regarding a figure or a form of a graph indicating a
variation in a specific section.

The variable biometric information-based complex
authentication system of claim 7, wherein the agent
server is configured to, when a login command re-
garding the specific ID is requested, compare a fig-
ure or aform of a graph included in variable biometric
information received from the mobile terminal, and
a figure or a form of a graph included in variable
biometric information received from the variable bi-
ometric information management server on a real
time basis, and to verify validity of the login com-
mand.

The variable biometric information-based complex
authentication system of claim 8, wherein the varia-
ble biometric information management serveris con-
figured to accumulate and store the variable biomet-
ric information including only information regarding
the figure or the form of the graph according to the
information regarding the ID, and, when the mobile
terminal requests to discard variable biometric infor-
mation stored for the specific ID, to discard the var-
iable biometric information stored for the specific ID,
and to accumulate and store variable biometric in-
formation, transmitted along with the information re-
garding the specific ID after the stored variable bio-
metric information is discarded, according to the in-
formation regarding the ID.

The variable biometric information-based complex
authentication system of claim 7, wherein the mobile
terminal is configured to, when two or more types of
variable biometric information are collected, match
respective pieces of classification information to the
collected pieces of variable biometric information
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along with the information regarding the ID, such that
the respective types of variable biometric information
are identified.

The variable biometric information-based complex
authentication system of claim 10, wherein the agent
server is configured to, when the two or more types
of variable biometric information are collected, indi-
vidually determine equivalence between first varia-
ble biometric information and second variable bio-
metric information to which different classification is
matched, and to verify validity of login commands
regarding respective IDs generated by the plurality
of mobile terminals.

The variable biometric information-based complex
authentication system of claim 1, wherein the varia-
ble biometric information comprises one or more
pieces of information from among user's weight,
body fat percentage, blood pressure, temperature,
breathing rate, heart rate, blood glucose, muscle
mass, total body water, protein, abdominal visceral
fat, skeletal muscle mass, basal metabolic rate, ex-
ercise, number of steps, sleeping pattern, weight
load pattern of both feet, and paces.

A variable biometric information-based complex au-
thentication method comprising the steps of:

generating, by a mobile terminal, information re-
garding an ID that intends to access a facility or
information requiring an access authority, and
collecting variable biometric information and
storing the variable biometric information along
with the information regarding the ID;

receiving the information regarding the ID and
the variable biometric information from the mo-
bile terminal, and storing the information in a var-
iable biometric information management server;
and

when the mobile terminal requests a login com-
mand regarding the ID, comparing, by an agent
server, variable biometric information received
from the variable biometric information manage-
ment server and variable biometric information
received from the mobile terminal, and verifying
validity of the login command regarding the ID.

10

15

20

25

30

35

40

45

50

55

15

28



EP 3 575 995 A1

200~ _——
i
. / \: 0
o
g

FIG. 1



10% /

EP 3 575 995 A1

200

VARIABLE BIOMETRIC INFORMATION

MOBILE TERMINAL
110—1-{ BIOMETRIC INFORMATION
COLLECTOR
120+ CONTROLLER
130~ COMMUNICATION UNIT
140 STORAGE
150 DISPLAY

MANAGEMENT SERVER
COMMUNICATION UNIT —210
CONTROLLER 220
STORAGE —230
\ 300
)
AGENT SERVER
COMMUNICATION UNIT|H-—310
—— CONTROLLER  |H—320
storaGE  H-330

FIG. 2

17




100-1
Logged in \

100-2
Enabled to access information
if a login command is valid.

()

EP 3 575 995 A1

300

@) |]I].

100-1

[

Logged out

100-2

[

\

#

Disabled to access information

FIG. 3

18

(b)

300




EP 3 575 995 A1

A information B information

100-1 100-2 100-2 100-2 100-1

FIRST MOBILE
TERMINAL
0 a)

FIRST MOBILE
TERMINAL
i 7)

ECOND MOBIL
TERMINAL
0 B)

TERMINAL TERMINAL

0 B)

300

ARIABLE BIOMETR!
INFORMATION  MANAGEMENT
SERVER

200

FIG. 4

19



EP 3 575 995 A1

GENERATE, BY MOBILE TERMINAL, INFORMATION REGARDING D (S305)

|
!

| COLLECT, BY MOBILE TERMINAL, VARIABLE BIOMETRIC INFORMATION (S310)

!

MATCH VARIABLE BIOMETRIC INFORMATION AND
INFORMATION REGARDING ID, AND STORE (S315)

:

TRANSMIT STORED VARIABLE BIOMETRIC INFORMATION TO
VARIABLE BIOMETRIC INFORMATION MANAGEMENT SERVER (8320)

IS LOGIN COMMAND REGARDIN
SPECIFIC 1D REQUESTED? (S330)

Y

IS SPECIFIC ID 1D OF FIRST
SECURITY LEVEL? (325)

15 LOGIN COMMAND REGARDING
SPECHC ID REQUESTED? {5350)

Y
RECENE, BY AGENT SERVER, RESPECTIVE PIECES OF
VARABLE BIOMETRIC INFORMATION FROM VARIABLE BIOMETRC

INFORMATION MANAGEMENT SERVER AND MOBILE TERMINAL (5335)

15 D OF FIRST SECURTY LEVEL,
SET TO AUTHENTICATE N SOLIDARITY WITH
SPECIRC 1D, LOGGED IN? (355)

ARE RESPECTVE PECE OF
VARABLE BIOVETRIC INFORMATION EQUAL

DETERMINE THAT LOGIN COMMAND
REGARDING SPECIFIC ID IS VALID (S345)

s A A A

m
= I
o

FIG. 5

20



EP 3 575 995 A1

Information
A

FIG. 6

21



EP 3 575 995 A1

Information

FIG. 7

22



EP 3 575 995 A1

(= -
: N
= | ]
= 5
5
©
£
S
=
QO
E
i—
A
RERE!
o i _O_
oo~ || N —
- == ) ] |allL

Information

FIG.8

23



START

EP 3 575 995 A1

FROM FIRST USER TERMINAL

RECEIVE, BY SERVER, CONTENT INFORMATION

5110

WITH

Yes

\ J

DONATION TARGET INFORMATION?=="

(lS CONTENT INFORMATION MATCHED~~___ No

$150

IN DONATION FEED UNIT

STORE, BY SERVER, CONTENT INFORMATION

~5140

<

y
TRANSMIT, BY SERVER, PRICE INFORMATION OF
CONTENT INFORMATION TO SECOND USER TERMINAL

y

y

STORE, BY SERVER, CONTENT

INFORMATION IN

STORY FEED UNIT

<
-

THERE REQUEST FOR FEED
CHANGE FROM FIRST USER?

y

5160

Yes

\170

GENERATE PAYMENT INFORMATION

PURCHASE CONTENT INFORMATION AND

-

Cao )

5180

FIG.9

24



EP 3 575 995 A1

200

[

Information Information

100-1 T/\//_» T/\/_n
L » Time - » Time

© J Information Information
M» Time T/\,//J; Time
i a-2 -2
] ;
Information Information
100-2 T/\:/§/~/‘ T/\}:‘/‘/
— , - » Time i s » Time
a-1 a’-1
; !
Information Information
T/\/'//J’ Time T/\://J> Time
a-? W
] j
FIG. 10

25



EP 3 575 995 A1

200

Information
|

Information

Information
|

Information
[

_C J

Information

Information

Information
|

Information
[

FIG. 11

26



10

15

20

25

30

35

40

45

50

55

EP 3 575 995 A1

INTERNATIONAL SEARCH REPORT

International application No.

PCT/KR2017/012049

A.  CLASSIFICATION OF SUBJECT MATTER

GO6EF 21/32(2013.01)i, GOSF 2i/45¢(2013.61)i, A61B 5/64(2065.01)i

According to International Patent Classification (IPC) or to both national classification and IPC

B. FIELDS SEARCHED

Mininmum documentation searched (classification system followed by classification symbols)

GOGF 21/32; GOGF 21/20; HO4L 9/32; AG1IB 5/117: GO6K 9/00; GO

J6F 21/45; AGIB 5/04

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched

Korean Utility models and applications for Utility models: IPC as above
Japanese Utility models and applications for Utility models: IPC as above

Electronic data base consulted during the international search (name of

data base and, where practicable, search terms used)

eKOMPASS (KIPO internal) & Keywords: variable bio-tuformation, mobile terminal, ID, Jogin, security Jevel, variable amount,

figure, graph

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Category™* Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.

Y JP 2012-212362 A (SONY CORP.) 0f November 2012 1-4,12-13
See clmm 1, paragraphs {0020}, {0067}, and figure 1

A 5-11

Y JP 2007-265219 A (TOSHIBA CORP.) 11 October 2007 1-4,32-13
See paragraphs [0011}-[0012}; and figuwe 1.

Y KR 10-1575763 B (EOM, Moon Soung) 09 December 2815 24
See clamm 1, paragraphs [0030]-[0031], {0042}, and figare 1

A JP 2007-213196 A (OLYMPUS CORP.) 23 August 2007 1-13
See claims 1-4; aud figures 1-3.

A KR 10-2006-0063664 A (ELECTRONICS AND TELECOMMUNICATIONS RESEARCH 1-13
INSTITUTE) 12 hue 2006
See claims 1-4; and figures 1-2b.

D Further documents are listed in the continuation of Box C.

x See patent family annex.

* Special categories of cited documents:

“A”  document defining the general state of the art which is not considered
to be of particular relevance

“E” earlier application or patent but published on or after the international

filing date

“L”  document which may throw doubts on priority claim(s) or which is
cited to establish the publication date of another citation or other
special reason (as specified)

“0”  document referring to an oral disclosure, use, exhibition or other
means

“P”  document published prior to the international filing date but later than
the priority date claimed

“T7  later document published after the international filing date or priority
date and not in conflict with the application but cited to understand
the principle or theory underlying the invention

“X”  document of particular relevance; the claimed invention camnot be
considered novel or cannot be considered to involve an inventive
step when the document is taken alone

“Y” document of particular relevance; the claimed invention cannot be
considered to involve an inventive step when the document is

combined with one or more other such documents, such combination
being obvious to a person skilled in the art

“&” document member of the same patent family

Date of the actual completion of the international search

26 JANUARY 2018 (26.01.2018)

Date of mailing of the international search report

01 FEBRUARY 2018 (01.02.2018)

Name and mailing address of the ISA/KR

Kerteau Intellectuat Property Office

Govermment Complex-Daejeon, 189 Seonsa-ro, Dagjesn 302-701,
X Republic of a
Facsimile No. +82-4

2-481-8578

Authorized officer

Telephone No.

Form PCT/ISA/210 (second sheet) (January 2015)

27




EP 3 575 995 A1

INTERNATIONAL SEARCH REPORT

; . International application No.
Information on patent family members

PCT/KR2017/612049

Patent docuyment Publication Patent family Pubiication
cited in search report date member date

4P 2012-212362 A 01/11/2012 NONE

JP 2007-265219 A 11/10/2007 NONE

KR 10-1575763 B 08/12/2016 NONE

JP 2007-213196 A 23/08/2007 NONE

KR 10-2006-0063664 A 12/06/2006 KR 10-0785768 Bt 18/12/2007

KR 10-2006-0083550 A 12/06/2006
KR 10-2006-0124499 A 05/12/2006
US 2006-0206723 Al 14/08/2006

20

25

30

35

40

45

50

55

Form PCT/ISA/210 (patent family annex) (January 2015)

28




	bibliography
	abstract
	description
	claims
	drawings
	search report

