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(54) RADIO FREQUENCY INTERFERENCE SYSTEM AND METHOD OF INTERFERENCE 
THEREWITH

(57) A radio frequency (RF) interference system and
a method of interference therewith are provided. The RF
interference system includes: an RF interference device
(101, 301), for emitting an interferential electromagnetic
(EM) wave to an unmanned aerial vehicle (UAV), includ-

ing an antenna support (108) and at least two antenna
modules (103, 104, 105) mounted on the antenna sup-
port (108), the at least two antenna modules (103, 104,
105) being configured to emit RF interference signals
with different RF frequencies.
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Description

BACKGROUND OF THE INVENTION

Field of the Invention

[0001] The present invention relates to a radio frequen-
cy interference system and method of interference there-
with.

Description of the Prior Art

[0002] A radio frequency (RF) interference system
may be used to intervene the remote control of or to take
over the operation of an UAV by emitting a RF interfer-
ential electromagnetic (EM) wave in order to intercept an
UAV invading and approaching to a prohibited area such
as military bases and airport clear zones. A RF interfer-
ence device should be able to emit EM wave with the
same RF frequency as the operational frequency of the
UAV such that an effective interference can be imple-
mented. Most of remote-controlled UAVs (e.g. commer-
cial drones) typically are allowed to operate at frequency
of 1.5, 2.4 or 5.8 GHz instead of the other single band of
the RF spectrum. In addition, a typical interference device
is configured to emit only single band interferential EM
wave which is limited for interception of an UAV which
can adjust its operational frequency. As a result, a re-
mote-controlled UAV cannot be effectively expelled by
the RF interference device that only has single band RF
emission.
[0003] The present invention is, therefore, arisen to ob-
viate or at least mitigate the above-mentioned disadvan-
tages.

SUMMARY OF THE INVENTION

[0004] The main object of the present invention is to
provide a radio frequency (RF) interference system and
a method of interference therewith.
[0005] To achieve the above and other objects, the
present invention provides a radio frequency (RF) inter-
ference system, including: a RF interference device, con-
figured for emitting an interferential electromagnetic (EM)
wave to an unmanned aerial vehicle (UAV), including an
antenna support and at least two antenna modules
mounted on the antenna support, the at least two antenna
modules being configured to emit RF interference signals
with different RF frequencies.
[0006] To achieve the above and other objects, the
present invention further provides a method of radio fre-
quency interference using the RF interference system
mentioned above, including steps of: searching and tar-
geting the UAV; turning on a power switch of the RF in-
terference device to activate the RF interference device
when the UAV is targeted; selecting an interference
mode, wherein in response to the interference mode the
RF interference device provides one of the RF interfer-

ence signals of the same frequency as the operational
frequency of the UAV to take over the UAV.
[0007] The present invention will become more obvi-
ous from the following description when taken in connec-
tion with the accompanying drawings, which show, for
purpose of illustrations only, the preferred embodi-
ment(s) in accordance with the present invention.

BRIEF DESCRIPTION OF THE DRAWINGS

[0008]

Fig. 1 is a schematic representation of a portable RF
interference device according to one embodiment of
the invention;
Fig. 2 shows a perspective representation of an an-
tenna module in the RF interference device accord-
ing to one embodiment of the invention;
Fig. 3 shows a control panel of the RF interference
device according to one embodiment of the inven-
tion;
Fig. 3A shows a schematic representation of a port-
able RF interference device according to another
embodiment of the invention;
Fig. 3B shows a block diagram of Fig. 3A;
Fig. 4 shows a supplementary power equipment for
the RF interference device according to one embod-
iment of the invention;
Fig. 5 shows a schematic representation of an inte-
grated portable RF interference system according to
another embodiment of the invention;
Fig. 6 shows a perspective representation of an an-
tenna module in the integrated RF interference sys-
tem according to another embodiment of the inven-
tion;
Figs. 7 and 8 show perspective representations of
an antenna module having five antennas according
to one embodiment of the invention;
Fig. 9 is a block diagram showing relationship of RF
signal generators and signal amplifiers; and
Fig. 10 is a flow chart of a deployment method to
launch a successful RF interference to a UAV by a
RF interference system according to one embodi-
ment of the invention.

DETAILED DESCRIPTION OF THE PREFERRED EM-
BODIMENTS

[0009] Please refer to Figs. 1 to 6 for a preferable em-
bodiment of the present invention. The radio frequency
(RF) interference system includes a RF interference de-
vice, and the RF interference device is configured for
emitting an interferential electromagnetic (EM) wave to
an unmanned aerial vehicle (UAV). The RF interference
device further includes an antenna support and at least
two antenna modules mounted on the antenna support,
the at least two antenna modules are configured to emit
RF interference signals with different RF frequencies.
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The different RF frequencies emitted from the at least
two antenna modules includes at least two of 1.5GHz,
2.4GHz and 5.8GHz.
[0010] The invention is directed to a portable RF inter-
ference device, system and a method using the same.
The RF interference system may be deployed for jam-
ming and intercepting a remote-controlled aerial vehicle
which may approach and invade a prohibited area such
as military base and airport clear zones. By being
equipped with antennas capable of transmitting RF sig-
nals that fully cover operational frequency range of the
UAVs, the RF interference system may effectively expel
the remote-controlled UAVs that operate at different fre-
quencies.
[0011] Please refer to Figs. 1 to 4, in one embodiment
of the invention, a radio frequency interference system
may include a portable RF interference device for emit-
ting interferential RF EM wave toward an UAV and a sup-
plementary power equipment for supplying power and
RF signals to the portable RF interference device. The
portable RF interference device may include at least two
antenna modules which emit EM wave signals of different
RF frequencies toward an UAV and an antenna support
that may have rails 109 for the antenna modules to be
detachably fixed thereon. The interferential RF wave may
be provided from a plurality of RF signal generators in-
stalled in the supplementary power equipment, which can
produce at least two RF frequency signals required for
the antenna modules among RF 1.5 GHz, 2.4 GHz and
5.8 GHz signals.
[0012] When the moving UAV is locked in by an oper-
ator, the RF interference system may scan over the RF
spectrum to find out the current operational frequency
used for the moving UAV. Once the current operational
frequency is identified, the RF signal generator may gen-
erate the RF interference signal of the same frequency
as the current operational frequency, and the antenna
module will emit interferential RF EM wave to take over
the UAV based on the generated RF signals.
[0013] The antenna support may be shaped like a rifle
providing a grip to easily hold and a sight device to pre-
cisely aim at a target UAV for the operator. Nevertheless,
it should be noticed that the antenna support should not
be limited to a specific shape as long as the operator can
hold the entire RF interference device to target an UAV
in a convenient way. In this sense, by standardizing an
arbitrary antenna support with unified rails 19 which allow
a plurality of antenna modules to be mounted thereon,
the antenna modules can be taken along by the operator
separately from the antenna support. For example, the
unified rails of an arbitrary antenna support may be iden-
tical to the ones used for a typical rifle, such as Picatinny
rail. In other words, the operator may bring the antenna
modules alone without an antenna support and assemble
the modules with an arbitrary antenna support that has
Picatinny rail at work places. Therefore, only the antenna
modules and the supplementary power equipment may
be assembled together as a fully functional RF interfer-

ence system regardless of the provision of the antenna
support.
[0014] Fig. 1 shows a schematic representation of a
RF interference device 101 which has three antenna
modules 103, 104 and 105, three RF transmission cables
106 (denoted as a single numeral 106 for brevity) for
transmitting high frequency RF signals from RF signal
generators to the antenna modules, an antenna support
108 including a grip 107 and rails 109 for the antenna
modules 103, 104 and 105 to be mounted thereon. The
grip 107 may be further provided with a trigger, and thus
the operator may be able to initiate the scanning of the
operational frequency of the UAV by pulling the trigger.
Each of the antenna modules includes an antenna for
emitting interferential RF signal of a specific frequency
and a module case to cover the antenna for protection.
Each of the RF transmission cable 106 connects one of
the antenna modules to a RF signal generator that may
be installed in a supplementary power equipment (which
will be further illustrated with reference to Fig. 3). The RF
interference device may be further provided with a sight
device 113 for the operator to better aim at an invading
UAV from far distance since a substantially long range
can be reached by the interferential RF signals, at which
the operator may not catch the UAV easily with naked
eyes. The antenna support 108 may be provided with a
shoulder stock that gives a means for the operator to
firmly support the RF interference device and easily aim
the UAV. The shoulder stock also transmits recoil into
the operator’s body.
[0015] Fig. 2 shows a perspective representation of an
antenna module in the RF interference device. Antenna
209 inside the antenna module 104 is configured to emit
an interferential RF signal with one of the specific RF
band among RF 1.5 GHz, 2.4 GHz and 5.8 GHz signals.
For example, the radio frequency for interference cov-
ered by the antenna 209 may be set to RF 1.5 GHz; the
other two radio frequencies for interference may be cov-
ered by the other two antennas inside the antenna mod-
ules 103 and 105, respectively.
[0016] Since an UAV can be remotely operated with
the frequencies of 1.5 GHz, 2.4 GHz and 5.8 GHz RE
signals, a RF interference device may be equipped with
three antennas to cover full range of the operational fre-
quency for remote control of the UAV. Each antenna
emits RF signal corresponding to one of the three oper-
ational frequencies of the UAV. A triangle arrangement
for the three antenna modules may be provided to the
RF interference device, which is represented by a triangle
as shown in Fig. 1. Each of the antenna modules may
be installed detachably on one vertice of the triangle ar-
rangement via the rails 19 of the antenna support 108.
In one exemplary embodiment, antenna module 104 may
be installed at vertice A, antenna module 103 may be
installed at vertice B and antenna module 105 may be
installed at vertice C of the triangle arrangement. Also
the geometrical dimensions of the triangle arrangement
may be designed such that the RF signals emitted by the
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three antennas will not interfere with each other and
render an effective antenna radiation patterns as well.
For example, to form a desired radiation patterns, a dis-
tance from vertice A to vertice B is equal to or larger than
10cm. Furthermore, the triangle arrangement makes the
antenna modules be oriented in parallel such that the RF
signals emitted by any two of the antennas will not inter-
sect in far field, giving RF emission a more effective far
field radiation patterns.
[0017] In addition, the interferential RF EM wave emit-
ted from the three antennas may be configured to be
polarized transversely (indicated by z-axis shown in Fig.
1) for better RF signal emission.
[0018] Fig. 3 shows a control panel of the RF interfer-
ence device 301 according to one embodiment of the
invention. The control panel can be placed on the back
panel of one of the antenna modules. Power switch 310
is used to turn on the RF interference device after an
invading UAV has been searched. After the RF interfer-
ence device is turned on, there are basically three modes
for selection of the interference frequency on remote con-
trol of the UAV.
[0019] Firstly, Control mode, which is activated by only
pressing control button 312, is to let the UAV lose control
from its user and force it to return to home (i.e., its user’s
place). Secondly, GPS mode, which is activated by only
pressing GPS button 311, is to block location positioning
function of the UAV. Thirdly, by pressing both the control
button 312 and GPS button 311, the invading UAV may
be forced to land on the ground immediately by the RF
interference device, which may be referred to as
GPS+Control mode, Each of the modes optional for the
RF interference device corresponds to the interference
to different operational frequency of the invading UAV.
For example, the GPS mode is configured to block the
RF signal of 1.5 GHz from the GPS satellite; the Control
mode is configured to block the RF signals of 2.4 and 5.8
GHz from the remote control of the UAV; and the
GPS+Control mode is configured to block signals of all
the three frequency from the remote control of the UAV.
[0020] A sight device 313 is shown again in Fig. 3 for
a better illustration in comparison with Fig. 1. A supple-
mentary power equipment 302 may be integrated into
the RF interference device as an all-in-one RF interfer-
ence system. For this all-in-one RF interference system,
the interference controller 314 that may scan over the
RF spectrum in search of the operational frequency used
for the UAV, the power supply 315, the RF signal gener-
ator 316 to produce the RF signals, and signal amplifiers
317 to amplify the generated RF interference signals are
integrated therein (as shown in Figs. 3A and 3B).
[0021] Fig. 4 shows a supplementary power equipment
402 for the RF interference system according to one em-
bodiment of the invention. The supplementary power
equipment 402 primarily comprises an interference con-
troller that may scan over the RF spectrum in search of
the operational frequency used for the UAV, RF signal
generators to produce the RF signals out of RF 1.5, 2,4

and 5.8 GHz, signal amplifiers to amplify the generated
RF interference signals, two battery panels 415 on which
battery packs can be installed as power supply, a control
line connector 414 which supplies battery power to the
RF interference device via a power cable and cable con-
nectors 416, each outputting the amplified RF interfer-
ence signal to the antenna modules. The scanning by
the interference controller may be configured to be faster
than the change in operational frequency of the target
UAV.
[0022] In another embodiment of the invention, the
supplementary power equipment may be integrated into
the RF interference device as an all-in-one RF interfer-
ence system. For this all-in-one RF interference system,
the power supply, the RF signal generator and signal
amplifiers are integrated therein such that the connection
cables and wires between the components of the system
can be shortened greatly, reducing power loss during the
power and signal transmission throughout the RF inter-
ference system.
[0023] Fig. 5 shows a schematic representation of an
integrated portable RF interference system 500 accord-
ing to another embodiment of the invention. The main
body of the integrated portable RF interference system
500 may comprise an antenna portion 501 and a supple-
mentary power portion 502. The antenna portion 501 in-
cludes the three antennas that emit RF 1.5, 2.4 and 5.8
GHz interferential signals individually, which are covered
by the module case. The corresponding signal genera-
tors and the signal amplifiers may be included in the sup-
plementary power portion 502, where the requirement of
signal transmission cables is greatly reduced. A sight de-
vice 513 may be provided on one side of the integrated
interference system 500. A battery pack 515 may be in-
stalled on the back end of the integrated system 500. A
shoulder stock 508 may be mounted on the operator’s
shoulder to firmly support the integrated system 500
when targeting the moving UAV. A grip 507 is designed
for the operator to easily hold the integrated system 500.
[0024] For the operation of the integrated RF interfer-
ence system 500, the system 500 is turned on by rotating
power switch bar 510 with respect to the rotation axis
511 from a standby position to a power-on position. In
Fig. 5, the arrow around the axis (shown as dashed line)
indicates the rotational direction from the standby posi-
tion to the power-on position. The standby position may
be located right below the body of the antenna portion
501, and the power-on position may be located on the
current position of the power switch bar 510 as shown in
Fig. 5. When the power switch bar 510 reaches the pow-
er-on position, the scanning of the UAV operational fre-
quency may be initiated automatically or manually with
a trigger.
[0025] The power switch bar 510 has a pivotal portion
512 exactly on the down side of the antenna portion 501,
and the pivotal portion 512 may be configured to have a
push button 514 for locking and unlocking the rotation of
the power switch bar 510. For example, as the push but-
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ton 514 is pressed by the operator, the power switch bar
510 is allowed to be rotated from the standby position to
the power-on position, and the integrated RF interference
system is turned on accordingly. Furthermore, a GPS
button 516 and a Control button 517 may be arranged
near the grip 507 on the down side of the antenna portion
501. The three modes (i.e., Control mode, GPS mode
and GPS+Control mode) for selection of the interference
frequency on remote control of the UAV may be deter-
mined by pressing either the GPS button 516, Control
button 517 or both after the power switch bar 510 is ro-
tationally switched to the power-on position.
[0026] Fig. 6 shows a perspective representation of
the antenna portion in an integrated RF interference sys-
tem 600 according to another embodiment of the inven-
tion. In Fig. 6, the antenna 609 is only shown for illustra-
tive purpose. There are actually three antennas arranged
inside the antenna portion for the integrated RF interfer-
ence system 600. The three antennas for the integrated
RF interference system 600 may be arranged specifically
to ensure that the RF emission at 1.5, 2.4 and 5.8 GHz
band will not interfere each other after emission.
[0027] As shown in Figs. 7-8, the antenna portion may
include five antennas 709 that emit RF 433 MHz, 900
MHz, 1.5, 2.4 and 5.8 GHz interferential signals. As
shown in Fig. 9, the plurality of signal amplifiers 717 are
preferably connected respectively with the plurality of RF
signal generators 716 and configured to amplify the RF
interference signals respectively.
[0028] Fig. 10 is a flow chart of a deployment method
to launch a successful RF interference to a UAV by a RF
interference system according to one embodiment of the
invention. Upon detecting an UAV intending to invade a
prohibited area, an operator, carrying a portable RF in-
terference system, searches for the invading UAV in a
visible distance with or without a sight device at step 701.
As the invading UAV is targeted by the operator, the pow-
er switch is turn on to activate the RF interference system
at step 702. Then, the interference mode is selected out
from GPS mode, Control mode and GPS+Control mode
to take over the remote control of the UAV at step 703.
In response to the selected interference mode, the scan-
ning of the operational frequency of the UAV is carried
out with a trigger of the interference system at step 704.
An indication light of the RF interference system will be
on or off to indicate if the launch of RF emission is suc-
cessful at step 705. If the light on, the operator aims at
the target UAV and follow it to ensure the interference is
effective at step 706. Then, the remote control of the UAV
is successfully taken over based on the selected mode
at step 708. If the light is off, the operator checks if all
the cable connection is made properly at step 707 and
go to step 701 again.
[0029] Typically, an unauthorized UAV is approaching
a prohibited area from a far place. To effectively detect
the UAV before it approaches at proximity of the prohib-
ited area, a detection system may be needed as a radar
network to catch the suspected UAV far away from the

prohibited area in advance. In a further embodiment of
the invention, the RF interference system may co-work
with an UAV detection system. The UAV detection sys-
tem monitors periodically whether a suspected flying ob-
ject approaches the prohibited area. If the detection sys-
tem finds an approaching UAV suspected as an invading
UAV, an alerting signal will be sent from the detection
system to the RF interference system carried by an op-
erator who may or may not be near the approaching UAV.
The RF interference system may be further configured
such that it may notify the operator with a warning sound
or light after receiving the alerting signal. After the oper-
ator is notified by the RF interference system on hand,
the operator can look to search for the UAV with a sight
device or naked eyes. Once the operator targets the UAV,
the RF interference operation can be implemented.
[0030] Although particular embodiments of the inven-
tion have been described in detail for purposes of illus-
tration, various modifications and enhancements may be
made without departing from the spirit and scope of the
invention. Accordingly, the invention is not to be limited
except as by the appended claims.

Claims

1. A radio frequency (RF) interference system, includ-
ing:

a RF interference device (101, 301), configured
for emitting an interferential electromagnetic
(EM) wave to an unmanned aerial vehicle
(UAV), including an antenna support (108) and
at least two antenna modules (103, 104, 105)
mounted on the antenna support (108), the at
least two antenna modules (103, 104, 105) be-
ing configured to emit RF interference signals
with different RF frequencies.

2. The RF interference system of claim 1, wherein the
different RF frequencies emitted from the at least
two antenna modules (103, 104, 105) includes at
least two of 1.5GHz, 2.4GHz and 5.8GHz.

3. The RF interference system of claim 1, wherein a
number of the at least two antenna modules (103,
104, 105) is three, the antenna modules (103, 104,
105) are disposed respectively on three vertices (A,
B, C) of a triangle, the three vertices includes vertices
A, B and C, and a distance from vertice A to vertice
B is equal to or larger than 10cm.

4. The RF interference system of claim 1, wherein the
antenna support (108) includes a plurality of rails
(109), the rails (109) are unified rails, and each of
the at least two antenna modules (103, 104, 105) is
detachably mounted on one of the plurality of rails
(109).
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5. The RF interference system of claim 1, further in-
cluding a supplementary power equipment (302,
402, 502), the supplementary power equipment
(302, 402, 502) being connected with the RF inter-
ference device (101, 301) and configured to supply
power and the RF interference signals to the RF in-
terference device (101, 301).

6. The RF interference system of claim 5, wherein the
supplementary power equipment (302, 402, 502) in-
cludes a plurality of RF signal generators (316, 716)
for generating the RF interference signals.

7. The RF interference system of claim 6, wherein the
supplementary power equipment (302, 402, 502) fur-
ther includes an interference controller (314), a plu-
rality of signal amplifiers (317, 717), a plurality of
battery panels (415) and a control line connector
(414), the interference controller (314) is configured
to scan over the RF spectrum in search of the oper-
ational frequency used for the UAV, the plurality of
RF signal generators (316, 716) are configured to
produce the RF interference signals of RF 1.5, 2,4
and 5.8 GHz, the plurality of signal amplifiers (317,
717) are configured to amplify the RF interference
signals, the plurality of battery panels (415) include
a plurality of battery packs (515), the control line con-
nector (414) is configured to supply battery power to
the RF interference device (101, 301) via a power
cable and cable connectors (416), and each of the
RF interference signals which is amplified is trans-
mitted to the antenna modules (103, 104, 105).

8. The RF interference system of claim 6, wherein the
supplementary power equipment (302, 402, 502) fur-
ther includes an interference controller (314), a plu-
rality of signal amplifiers (317, 717), a plurality of
battery panels (415) and a control line connector
(414), the interference controller (314) is configured
to scan over the RF spectrum in search of the oper-
ational frequency used for the UAV, the plurality of
RF signal generators (316, 716) are configured to
produce the RF interference signals of RF 433 MHz,
900 MHz, 1.5 GHz, 2,4 GHz and 5.8 GHz, the plu-
rality of signal amplifiers (317, 717) are connected
respectively with the plurality of RF signal generators
(316, 716) and configured to amplify the RF interfer-
ence signals respectively, the plurality of battery pan-
els (415) include a plurality of battery packs (515),
the control line connector (414) is configured to sup-
ply battery power to the RF interference device (101,
301) via a power cable and cable connectors (416),
and each of the RF interference signals which is am-
plified is transmitted to the antenna modules (103,
104, 105).

9. The RF interference system of claim 1, wherein the
RF interference device (101, 301) further includes a

control button (312, 517) and a GPS button (311,
516), the RF interference device (101, 301) is acti-
vated into a Control mode by only pressing the con-
trol button (312, 517) so as to let the UAV lose control
from its user and force it to return to home, the RF
interference device (101, 301) is activated into a
GPS mode by only pressing the GPS button (311,
516) so as to block location positioning function of
the UAV, and the RF interference device (101, 301)
is activated into a GPS +Control mode by pressing
the control button (312, 517) and the GPS button
(311, 516) so as to force the UAV to land on the
ground immediately.

10. The RF interference system of claim 1, wherein the
RF interference device (101, 301) further includes a
shoulder stock (508) configured to be mounted on
the operator’s shoulder, and a grip (507) configured
for grip.

11. The RF interference system of claim 1, wherein the
RF interference device (101, 301) includes an an-
tenna portion (501) which includes the at least two
antenna modules (103, 104, 105), the RF interfer-
ence device (101, 301) further includes a power
switch bar (510), the power switch bar (510) is rotat-
able with respect to a rotation axis (511) between a
standby position to a power-on position, the power
switch bar (510) has a pivotal portion (512) on the
down side of the antenna portion (501), and the piv-
otal portion (512) includes a push button (514) con-
figured for locking and unlocking the rotation of the
power switch bar (510).

12. A method of radio frequency interference using the
RF interference system of claim 1, including steps of:

searching and targeting the UAV;
turning on a power switch of the RF interference
device (101, 301) to activate the RF interference
device (101, 301) when the UAV is targeted;
selecting an interference mode, wherein in re-
sponse to the interference mode the RF inter-
ference device (101, 301) provides one of the
RF interference signals of the same frequency
as the operational frequency of the UAV to take
over the UAV.

13. The method of claim 12, further including a step of:
using the RF interference system to co-work with an
UAV detection system to monitors periodically
whether an approaching UAV approaches a prohib-
ited area, if the detection system finds the approach-
ing UAV suspected as an invading UAV, an alerting
signal is sent from the detection system to the RF
interference system, and after receiving the alerting
signal, the RF interference system sends out a warn-
ing sound or light.
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