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Description
BACKGROUND

[0001] Growth of data storage capacity and demands
of data users has far outpaced network data transmission
bandwidth. Large-scale data sets (e.g., "big data"), for
instance, may comprise collections of data so massive
or complex that traditional data transfer solutions are in-
capabile of efficiently or effectively transferring them. The
process of moving large-scale data sets from a source
destination onto a data storage system can consume
considerable resources and/or involve risk. The size of
a data set, for example, may be such that the transfer of
data over a network is impractical. Further, due to the
size or complexity of the data sets, it may be difficult to
determine whether the entire data set has been success-
fully transferred or copied from the source location onto
the data storage system. Determining whether the data
set has been successfully transferred to the data storage
location at the end destination may also be challenging,
especially when data is transferred in ways that avoid
any computer networks for at least part of the transfer.

US8554735B1 relates to systems and methods for
data upload and download.

US2002144148 relates to a system and method for
secure transmission of information.

SUMMARY

[0002] Viewed from a first aspect, there is provided a
computer-implemented method, comprising:

copying a plurality of data objects from a customer
data source onto a network-attachable data transfer
device, located at a customer location, for physical
transport to a service provider location;

generating a source manifest inventorying a set of
data objects of the plurality of data objects that have
been successfully copied to the network-attachable
data transfer device at the customer location;
receiving a receipt manifest inventorying data ob-
jects of the plurality of data objects that have been
successfully transmitted from the network-attacha-
ble data transfer device, located at a service provider
location, to a data storage service;

performing a comparison of the source manifest and
the receipt manifest to determine a subset of the set
of data objects that have been successfully trans-
ferred from the network-attachable data transfer de-
vice to the data storage service; and

performing a set of operations that transforms indi-
vidual data objects of the subset of the set of data
objects,

wherein the receipt manifest includes a digital sig-
nature of the data storage service; and

performing the set of operations is conditioned on
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successful verification of the digital signature.

[0003] Viewed from a second aspect, there is provided
a system according to claim 4.

[0004] Furtherembodiments are setoutinthe depend-
ent claims.

BRIEF DESCRIPTION OF THE DRAWINGS

[0005] Various techniques will be described with ref-
erence to the drawings, in which:

FIG. 1 shows an environment in which various em-
bodiments may be practiced;

FIG. 2 shows an illustrative example of an environ-
ment in which various embodiments may be prac-
ticed;

FIG. 3 shows an illustrative example of network-at-
tachable data transfer devices in accordance with
various embodiments;

FIG. 4 shows an illustrative example of a data trans-
fer manifest in accordance with various embodi-
ments;

FIG. 5 shows anillustrative example of a process for
transferring data objects to and from a data transfer
device;

FIG. 6 shows an illustrative example of a process
performed by a transfer device service operating on
a data transfer device for inventorying and transfer-
ring data objects;

FIG. 7 shows an illustrative example of a process
performed by a service provider to receive and store
data objects from the data transfer device;

FIG. 8 shows an illustrative process performed by a
cluster service for processing data objects based on
manifests;

FIG. 9 shows an environment for processing a data
transfer at a client location and at a service provider
location; and

FIG. 10 illustrates an environment in which various
embodiments can be implemented.

DETAILED DESCRIPTION

[0006] Techniques described and suggested herein
relate to utilizing network-attachable data transfer devic-
es (which may be configured in a cluster) for physically
transporting large-scale data sets from one location to
another. In one example, a network-attachable cluster of
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network attachable data transfer devices may be config-
ured so that the devices communicate with and transfer
data among one another. A cluster of devices may refer
to a plurality of devices that are configured to operate
together, such as operating in concert to store data. For
example, a cluster of devices may be used to provide
expanded data storage and/or processing capabilities
beyond what a single storage device is capable of pro-
viding and/or to provide durability by storing multiple cop-
ies and/or by storing using redundancy (e.g., erasure)
coding. Data and metadata relating to operation of a clus-
ter may be distributed among the cluster devices. Devic-
es described herein may be network-attachable data
transfer devices.

[0007] As noted, various implementations may be
used to transport large-scale data sets from a client to a
service provider. The data sets may be uploaded to one
or more services of the service provider such that the
data sets are easily accessible by the client. The availa-
bility of the large-scale data sets via the service provider
potentially releases the client from the cost and burden
of maintaining and storing the large-scale data sets. Ac-
cordingly, the client may wish to delete or remove the
large-scale data sets from their data storage systems.
However, deleting large-scale data sets from the client’s
data storage systems may risk permanent loss of some
or all of the data sets. For instance, in the event that the
data sets are not fully or accurately copied to the data
transfer device transported to the service provider, or the
data sets are not fully or accurately copied to the data
storage system of the service provider from the data
transfer device, deletion of the data sets in the client data
storage system would result in a permanent loss of at
least some of the data sets. Moreover, it may be unduly
burdensome to review the entirety of the large-scale data
sets at the service provider to ensure that the data sets
were successfully transferred thereto. This is especially
true where the client system and the service provider are
connected to different networks incapable of communi-
cating with each other.

[0008] To safely transfer data from one location to an-
other, various implementations involve inventorying data
that is successfully transferred to or from one of the data
transfer devices in the network-attachable cluster of net-
work attachable data transfer devices. In connection with
copying the large-scale data sets to the data transfer de-
vice from the device cluster, for example, a source man-
ifest may be generated inventorying data objects of the
data sets that are successfully transferred to the data
transfer device. When the data transfer device is at the
service provider, a computer system of the service pro-
vider may generate a receipt manifest to inventory data
objects that are successfully uploaded to a service of the
service provider from the data transfer device. A com-
parison may be performed between the source manifest
and the receipt manifestto determine a set of data objects
of the large-scale data set were successfully copied both
(1) to the data transfer device from the client data storage
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system, and (2) to the service provider from the data
transfer device. The client may safely process the corre-
sponding set of data objects on the client data storage
system in any suitable manner, such as by deleting the
set of data objects from the data storage system. Con-
versely, the client may maintain the integrity of or protect
any data objects not indicated to be successfully copied
to the service provider. Accordingly, the risk of errone-
ously deleting data objects at the source due to unsuc-
cessful copy of the data objects may be substantially re-
duced.

[0009] In the preceding and following description, var-
ious techniques are described. For purposes of explana-
tion, specific configurations and details are set forth in
order to provide a thorough understanding of possible
ways of implementing the techniques.

[0010] FIG. 1 is an illustrative example of an environ-
ment 100 in which various embodiments of the present
disclosure can be practiced. In an embodiment, a data
transfer operation is performed to copy a data set com-
prising a set of data objects onto a network-attachable
data storage and transfer device 102 for receiving and
physically transporting the data set from a data source
104 to a data destination 106. A data-inventorying oper-
ation may be performed to generate a source manifest
108 inventorying data objects of the data set successfully
copied onto the data transfer device 102. After the data
transfer operation is performed, the transfer device 102
may be physically transported from the data source 104
to the data destination 106 using one or more transpor-
tation methods 108 such as a shipping service employing
one or more vehicles including trucks, cars, bicycles, air-
planes, or helicopters, by way of non-limiting example.
[0011] Whenthetransferdevice 102 arrives atthe data
destination 106, a data transfer operation may be per-
formed on the transfer device 102. The data transfer op-
eration includes an attempt to copy the data objects of
data set from the data transfer device 102 onto one or
more data storage devices of the data destination 106.
A data-inventorying operation may be performed to gen-
erate areceipt manifest 112 inventorying the data objects
of the data set on the data transfer device 102 success-
fully copied to the data destination 106. A data storage
service of the data source 104 may perform an operation
114 comparing the source manifest 106 and the receipt
manifest 112 to determine a set of data objects that were
successfully transferred from the data source 104 to the
data destination 106. The operation 114 may include de-
termining data objects inventoried on the source manifest
108 that correspond to data objects inventoried on the
receipt manifest 112. A result of the comparison opera-
tion 114 may provide an indication of data objects that
can be safely processed without risking of permanent
loss of data. The data storage service may operate in
accordance with an automated process for reading data
objects from the data transfer device 102, transfer to the
destination 106, and updating the receipt manifest 112
accordingly, such as described below.
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[0012] Based on the comparison operation 114, a set
of operations may be performed for processing one or
more data objects indicated as successfully transferred.
In one embodiment, a delete operation may be performed
for a set of data objects indicated as being successfully
transferred on from the data source 104 onto the transfer
device 102, and from the transfer device 102 to the data
destination 106, as described below with respect to FIG.
5.

[0013] FIG. 2is an illustrative example of an environ-
ment 200 in which various embodiments of the present
disclosure can be practiced. The environment 200 may
be, for instance, the environment 100 described above
in connection with FIG. 1. A network-attachable data
transfer device 202A (e.g., transfer device 102) is proc-
essed at a clientlocation 204 and transported to a service
provider location 206. The data transfer device 202A is
processed at the service provider location 206, and the
processed data transfer device 202B may be transported
back to the client location 204. A network connection be-
tween the client location 204 and the service provider
location 206 may have insufficient bandwidth or complex-
ity to efficiently, effectively, and/or practically transfer
large-scale data objects in this instance. Accordingly, a
network gap 208 may exist between the client location
204 and the service provider location 206. In some em-
bodiments, however, a network connection between the
client location 204 and the service provider location 206
may be capable of transferring other data objects and
communications, such as email, documents and media
files.

[0014] At the client location 204, a cluster of network-
connected data transfer devices 210 communicate with
and transfer between data each other over a network. A
cluster of network-attachable data transfer devices may
refer to a plurality of network-attachable data transfer de-
vices that are configured to operate together. For exam-
ple, a cluster 210 may be used to provide expanded data
storage and/or processing capabilities beyond what a
single device is capable of providing and/or to increase
data durability by allowing the recovery of data in the
event of a failure of a device. Individual network-attach-
able data transfer devices may be configured to operate
individually (e.g., without coordination with other devices)
ormay be configured to operate as a cluster (e.g., through
coordinating storage of data and metadata in a structured
manner between multiple devices of a cluster). When
configured to operate as a cluster, data and metadata
may be distributed between devices in a cluster. One or
more of the devices in the storage device cluster 210
may be identical to the data transfer device 202, de-
scribed in detail below with respect to FIG. 3. A cluster
service of the cluster 210 may be utilized to perform var-
ious operations associated with the cluster 210, such as
performing data transfer operations.

[0015] Insomeembodiments, acustomer may receive
a network-attachable data transfer device and begin us-
ing the network-attachable data transfer device individ-
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ually (i.e., notin a clustered mode of operation). The cus-
tomer may determine, for various reasons, that an indi-
vidual network-attachable data transfer device is appro-
priate under the circumstances - for example, the cus-
tomer may determine that the data storage capacity of a
single network-attachable data transfer device is suffi-
cient for the expected use case or that under certain non-
technical constraints (e.g., lack of money to order addi-
tional network-attachable data transfer devices) a net-
work-attachable data transfer device is sufficient for the
customer’s needs. The customer may begin to transfer
and/or collect data on the network-attachable data trans-
fer device operating individually. At a later point in time,
the customer may determine that it is appropriate to use
additional network-attachable data transfer devices - for
example, the data storage capacity needed for the use
case exceeds the expected storage needs as well as the
data storage capacity of a single network-attachable data
transfer device. A customer may acquire additional net-
work-attachable data transfer devices and provision the
network-attachable data transfer devices (including the
initial network-attachable data transfer device) to operate
in a cluster mode while still retaining the data and analysis
previously performed by the initial network-attachable
data transfer device in a single-device mode of operation
(i.e., operating individually as opposed to as part of a
cluster).

[0016] It should be noted that in some embodiments a
network-attachable data transfer device is a member of
multiple clusters. For example, a network-attachable da-
ta transfer device such as the network-attachable trans-
fer device 202 shown in FIG. 2 can be part of the cluster
210 and ingest data as part of the cluster (e.g., in a first
data storage partition) and simultaneously be part of a
second cluster (not illustrated in FIG. 2) that includes a
second set of network-attachable data transfer devices.
Network-attachable data transfer devices and/or clusters
may have configuration data related to the use of a device
in multiple clusters. For example, a network-attachable
data transfer device may be configured such that it allows
or prohibits the particular device to join or be a member
of multiple clusters. Likewise, a cluster may be configured
(e.g., viametadata stored in the cluster manifest) to allow
or prohibit devices of the particular cluster to join or be a
member of another cluster. In some embodiments, a net-
work-attachable data transfer device is configured such
that, as part of joining a cluster such as the cluster 210
illustrated in FIG. 2, the network-attachable data transfer
device is provisioned for use on the cluster. The provi-
sioning of the device for use on the cluster may include
erasing, deleting, reformatting, resetting, or performing
other operations such that traces of previous usages of
the device (e.g., programs, applications, data) from a pre-
vious use are removed.

[0017] Insomeembodiments,aclientmay interactwith
acluster service of a service provider to persistently store
a plurality of data objects on the cluster 210. The cluster
service may be a computer system configured (e.g., with
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executable instructions) to manage data on the cluster,
such as by orchestrating which devices in the cluster
store which data, ensuring data durability (e.g., by using
erasure or other redundancy coding and storing different
data shards on different devices in the cluster), copying
data onto a network-attachable data transfer device des-
ignated for physical transfer of data from one location to
another, and the like. The cluster service may operate
on a network-attachable transfer device 202 or a sepa-
rate computer system with connectivity to one or more
network-attachable transfer devices. The plurality of data
objects may be ingested into the cluster 210 from a data
storage location 212, such as a server, at the client lo-
cation 204. However, the plurality of data objects may be
transferred to the cluster 210 from an external data
source in other embodiments.

[0018] To transfer the plurality data objects from the
cluster 210 to the service provider location 206, the client
may connect the transfer device 202A to the cluster 210
and join the transfer device 202A as a member of the
cluster network. The transferdevice 202A may be amem-
ber of the cluster selected for shipment of the plurality of
data objects, or may be a data transfer device separate
from the cluster that is used to physically transport data
objects. The data transfer devices are generally reusable
devices that may be repeatedly transported back and
forth between a service provider entity and a client/cus-
tomer entity. The transfer device 202A may include an
operating system that controls various aspects of the de-
vice, such as the transfer device service described here-
in. Each device in the cluster 210 may be provided with
a similar operating system such that the devices in the
cluster 210 collectively operate to store, encrypt, transfer,
or otherwise handle data. The client may select the plu-
rality of data objects and initiate a data transfer operation
that copies the plurality of objects from the cluster 210
to the transfer device 202A. A source manifest 214 may
be generated inventorying a set of data objects of the
plurality of data objects that were successfully copied
onto the transfer device 202A from the cluster 210. The
source manifest 214 may comprise information regarding
the data transfer operation, such as data objectidentifiers
identifying the set of data objects successfully copied to
the transfer device 202A, as described below with re-
spect to FIG. 4. The source manifest 214 may serve as
a record of any data objects unsuccessfully transferred
to the transfer device 202A. The source manifest 214
may be a static object whose entries (as shown in FIG.
4) are not modified after being finalized. For example,
the information regarding the data transfer operation in
the source manifest 214 may be designated as read-only
after the transfer operation is completed or the source
manifest 214 is digitally signed by an authorized entity.
[0019] In one embodiment, a content manifest may be
provided on the transfer device 202A indicating a mani-
fest of data objects specified by the client as data objects
to be uploaded to the transfer device 202A and trans-
ferred to the service provider. The content manifest may
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indicate other information, such as information about or
identifying the client, orinformation about the cluster from
which the data objects were transferred. In one embod-
iment, the content manifest information may instead be
provided on the source manifest (e.g., source manifest
214 described below). Once the client is satisfied that
the appropriate data objects have been copied to the
transfer device 202A, the client may arrange for the trans-
ferdevice 202A to be physically transported to the service
provider location 206.

[0020] Atthe service providerlocation 206, the transfer
device 202A may be connected to one or more services
of the service provider to retrieve and store the data ob-
jects. The one or more services may include a device
interface service 216 for interfacing with the connected
data transfer device to ingest or copy the data objects
from the transfer device 202A. The one or more services
may alsoinclude a data storage service 217 of the service
provider. The data storage service 217 may be a persist-
ent data storage system comprising non-volatile data
storage units. The data storage service 217 may be a
web or cloud-based service for persistently storing a cli-
ent’s data or content, and usable to make the data or
content available to the client on demand. In one embod-
iment, the data storage service may comprise a storage
service component for archiving and providing long-term
backup of the client’'s data. The device interface service
216 may retrieve a content manifest provided on the
transfer device 202A to determine content information
regarding the data objects to be retrieved. The content
information may include a content location of the data
objects on the transfer device 202A, identification infor-
mation identifying the data objects to be retrieved, and
storage locations of the data storage service to which the
data objects are to be copied. The content manifest may
be digitally signed by one or more authorizing entities,
such as an administrative entity of the client or the trans-
fer device service of the cluster 210.

[0021] A receipt manifest 218 is generated inventory-
ing data objects successfully copied from the transfer
device 202A to a data storage location of the service
provider, such as a data storage location of the data stor-
age service 217. In one embodiment, the data storage
service of the service provider may transmit an acknowl-
edgment to the transfer device service of the transfer
device 202A for each data object successfully trans-
ferred. Acknowledgement communications may be
transmitted according to one or more handshaking pro-
tocols established between services or entities providing
rules for sending communications back and forth. The
handshaking protocol may be one known in the art, such
as a TLS handshake, or may be a handshake protocol
unique to the services. The transfer device service of the
transfer device 202A may generate the receipt manifest
218 based on the acknowledgments received from the
data storage service. The receipt manifest 218 may also
include identification information identifying the data ob-
jects successfully copied to the data storage service. The
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receipt manifest 218 may be a static object whose entries
(as shownin FIG. 4) are not modified after being finalized.
For example, the information regarding the data transfer
operation in the receipt manifest 218 may be designated
as read-only after the transfer operation is completed or
the receipt manifest 218 is digitally signed by an author-
ized entity. The receipt manifest 218 may be compared
with the content manifest to determine data objects un-
successfully copied from the transfer device 202A. Ad-
ditional data transfer attempts may be executed to copy
any data objects unsuccessfully copied in the initial at-
tempt. In connection with copying the data objects, one
or both of the transfer device service in the data storage
service may digitally sign the receipt manifest 218 using
their respective cryptographic keys.

[0022] After the data transfer operation is completed,
the receipt manifest 218 is provided to one or more en-
tities to facilitate processing of data objects at the client
location. In one embodiment, the receipt manifest 218
may be stored on the transfer device 202B and returned
to the client location 204 via any of the transport methods
described above. At the client location, the transfer de-
vice 202B may be connected to the cluster 210 and the
transfer device service may obtain the receipt manifest
218 from the transfer device 202B. In some embodi-
ments, the receipt manifest may be downloaded or oth-
erwise transmitted from a manifest service of the service
provider, such as by authenticating to the service provid-
er and obtaining the receipt manifest via a graphical user
interface (e.g., a Web page).

[0023] The transfer device service of the cluster 210
may compare 220 the source manifest 214 and the re-
ceipt manifest 218 to determine a set of the data objects
copied onto the transfer device 202A that were success-
fully copied to a storage location of the service provider.
Forinstance, the comparison 220 may include comparing
the identification information of the data objects identified
in the source manifest 214 with the identification infor-
mation of the data objects identified in the receipt mani-
fest 218 to determine the set of objects. In one embodi-
ment, the transfer device service may process data ob-
jects thatwere successfully copied to the storage location
of the service provider in a manner different than data
objects that were not successfully copied to the storage
location. For instance, the transfer device service may
delete the successfully copied objects from the cluster
210 and refrain from deleting data objects indicated as
being unsuccessfully copied. As another example, the
transfer device service may protect the unsuccessfully
copied data objects from deletion or alteration, and leave
the successfully copied objects unprotected. Insome em-
bodiments, the transfer device service may provide an
indication, based on results of the comparison 220, to
one or more computing systems of the client indicating
which data objects were successfully copied and which
data objects were not copied to the storage location of
the service provider. Accordingly, comparing the source
manifest 214 and the receipt manifest 218 helps to pre-
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vent inadvertent permanent loss of unsuccessfully trans-
ferred data objects due to defective data transfer opera-
tions to the service provider.

[0024] FIG. 3 illustrates a diagram 300 of a network-
attachable data transfer device 302 and components that
may be included therein. The diagram 300 illustrates var-
ious components and modules that may be included in
a network-attachable data transfer device. The network-
attachable data transfer device 302 shown in FIG. 3 may
be in accordance with those described elsewhere in this
disclosure. The devices may be configured with fewer or
additional components and/or modules. Some compo-
nents and/or modules may be replaced by other suitable
components and/or modules. An example of a network-
attachable data transfer device 302 may include compo-
nents such as, but not limited to: device memory 304;
one or more security modules 306; persistent data stor-
age 308; a processor 310; an electronic display 312; a
human interface device 314; a network interface 316 and
sensor(s) 318. The network-attachable data transfer de-
vice may be enclosed in a tamper-proof enclosure 320.
[0025] A network-attachable data transfer device 302
may be configured to have device memory 304. Any suit-
able form of volatile or non-volatile memory may be used,
such as ROM, solid-state drives, RAM, registers, caches,
and other types of temporary storage. The memory 304
may include an operating system that provides execut-
able program instructions that, when executed by the
processor 310, cause the device 302 to perform in the
manner described herein. The memory 304 may be con-
figured to store a cluster manifest 322 and cryptographic
material such as a cryptographic key 324 that may be
obtained from an encrypted payload of the cluster man-
ifest. The cryptographic key 324 may be used by the net-
work-attachable data transfer device 302 to perform one
or more features, functions, operations, requests, and
the like. In some embodiments, the cluster manifest 322
is obtained from another device of the cluster.

[0026] A network-attachable data transfer device 302
may be configured with one or more security modules
such as the security modules 306 shown in FIG. 3. A
security module may be a trusted platform module (TPM),
physically unclonable function (PUF), hardware security
module (HSM), and the like. In some embodiments, a
security module is a physical computing device that safe-
guards cryptographic keys by storing them within a
tamper-resistant physical device. Security modules may
be used for cryptographic key generation and storage,
and to perform cryptographic operations for authorized
clients of the security module. In general, the crypto-
graphic keys are not exportable from the security module
in an unprotected form. In some embodiments, a security
module is configured to perform a cryptographic opera-
tion such that an input value and an output value have
different fixed sizes. For example, where the crypto-
graphic operation is an encryption operation, the input
plaintext may be of a first fixed size (e.g., 254 bytes) and
may generate an output ciphertext that is of a second
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fixed size (e.g., 312 bytes). Conversely, a decryption op-
eration may accept an input ciphertext that is 312 bytes
in size and generate a corresponding output plaintext
that is 254 bytes in size. A security module may be con-
figured to perform various types of cryptographic opera-
tions such as encrypting data, decrypting data, verifying
authenticity of data, and more. Encryption and decryption
operations may be extended to support authenticated
encryption and authenticated decryption, respectively. A
security module that has been tampered with or been
subject to an attempted tampering may be unable to per-
form cryptographic operations.

[0027] Insome embodiments, authenticity of a security
module is verified by successfully decrypting a ciphertext.
In some embodiments, the network-attachable data
transfer device 302 is further configured with one or more
persistent data storage 308 components. Persistent data
storage media may include non-volatile storage such as
hard drives, tape drives, magnetic drives, non-volatile
flash memory, and the like. A persistent storage medium
may be configured to store large amounts of encrypted
data (e.g., from a large data store such as a customer
storage system) during shipment from one data facility
to another data facility. In some embodiments, the net-
work-attachable data transfer device 302 receives the
data to be stored via a network connection accessible
through the enclosure 318 and configured to provide ac-
cess to the persistent storage medium as a network-at-
tached storage device. In some examples, the network-
attachable data transfer device 302 receives the data to
be store from another cluster device via a communication
session such as a cryptographically protected commu-
nication session (e.g., TLS session). In some embodi-
ments, the persistent data storage 308 is configured to
operate in connection with the persistent data storage of
other network-attachable data transfer devices in a clus-
ter. For example, in some embodiments, data is striped
(e.g., in aRAID 0 configuration) between persistent stor-
age media across multiple media within and/or across
multiple network-attachable data transfer devices of a
cluster. As asecond example, data may be mirrored (e.g.,
in a RAID 1 configuration) between persistent storage
media across multiple media within and/or across multi-
ple network-attachable data transfer devices of a cluster.
Data may be organized and/or partitioned in various ways
- for example, each persistent storage medium may be
used to store a database shard of a database.

[0028] A network-attachable data transfer device 302
may have one or more processors 310 such as central
processing units (CPUs) that may be configured to per-
form data transfer operations and cryptographic opera-
tions. In some embodiments, a network-attachable data
transfer device 302 has one or more motherboards that
are each configured with one or more processing units
such as the processor 310 illustrated in FIG. 3. Further-
more, in some embodiments, each of the motherboards
includes at least one security module.

[0029] The network-attachable data transfer device
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302 may also include an outward-facing electronic dis-
play 312. The electronic display may be used to display
a destination location (e.g., in lieu of a shipping label).
The display 312 may incorporate various types of display
technologies such as low-power electronic-ink (e-ink), or-
ganic light emitting diodes (OLED), active-matrix organic
light-emitting diode (AMOLED), flexible displays, and
other such technologies. The display may further be a
touch-screen display that a customer may interact with
using a finger, stylus, or other input device. The network-
attachable data transfer device 302 may be configured
with multiple displays using multiple display technolo-
gies. The display may be visible to a customer, postal
employee, etc. through the protective exterior enclosure
318.

[0030] A human interface device (HID) 314 may also
be included as part of a network-attachable data transfer
device 302. The humaninterface device 314 may be used
tounlock the device - for example, a customer may unlock
a device by: entering a password into an alphanumeric
keyboard or display device (e.g., touchscreen); entering
a personal identification number (PIN) or unlock code;
performing a biometric verification using, for example,
speech, fingerprint, and/or iris recognition using one or
more Sensors.

[0031] The network-attachable data transfer device
302 may further include a network interface 316. The
network interface may be used as an interface between
an external network (e.g., a computer network or a serv-
ice provider network) and the network-attachable data
transfer device 302. In some embodiments, the network
interface is used to communicate with other devices of a
cluster in an ad-hoc manner-for example, various types
of decentralized ad hoc networks. In some embodiments,
the network interface uses a wireless interface such as
a Wi-Fi network or a cellular network.

[0032] The network-attachable data transfer device
302 may have a tamper-proof enclosure 318 that acts as
an enclosure to protect the device from being physically
tampered with. The enclosure may be used to physically
deny access to various internal components and mod-
ules such as RAM, security modules, one or more per-
sistent storage media, and processing units, network in-
terfaces, data stored on any of the above components,
and more. In some embodiments, the enclosure 318 is
made of hardened materials and may be ruggedized in
accordance with one or more military standards and/or
electronics industry standards. The enclosure may pre-
vent access to internal components while simultaneously
allowing access to other components, such as a display
and/or human interface device that a customer may in-
teract with. The enclosure 318 may have sensors 320
for detecting kinetics to detect physical treatment of the
device, such as sensors for measuring force, accelerom-
eters, gyroscopes, etc. The enclosure may further be
equipped with CPU and/or memory to monitor sensors.
Conditions detected by the enclosure may cause the sys-
tem to enter a locked state - for example, detection of
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the device being subject to strong forces may indicate
an attempt to tamper with the device (e.g., by breaking
open the enclosure to access internal components).
[0033] While various components of a network-attach-
able data transfer device have been illustrated in FIG. 3,
the network-attachable data transfer device may be con-
figured with various components added, removed, mod-
ified, or some combination thereof. For example, a net-
work-attachable data transfer device may further include
geolocation sensors such as a global positioning system
(GPS) receiver that may be used as part of determining
a shipping address to display. The GPS receiver may
also be used to lock the device if it is determined the
device is notin an expected geolocation or that the device
is not within a prescribed distance from an expected path
that the shipment of the device is expected to take.
[0034] In some embodiments, the network-attachable
data transfer device includes ports and other peripheral
connectors that may allow for additional functionality. For
example, peripherals may be attached to the network-
attachable data transfer device via a universal serial bus
(USB) that may be accessible through the enclosure 318.
In some embodiments, the system supports USB-plug-
gable security devices such as a portable hardware au-
thentication device that may function as a security mod-
ule.

[0035] FIG. 4 is an illustrative example of a manifest
400 generated according to one or more data transfer
operations. The manifest 400 may correspond to the
source manifest or the receipt manifest described above.
In one embodiment, the device storage service gener-
ates the manifest 400 during the data transfer process
such as by updating the manifest 400 after transfer of
each data object or generating the manifest 400 at the
end of the data transfer operation. Manifest 400 may in-
clude, for each data object to be transferred, a data object
identifier 402, a checksum value 404, metadata 406 and
a communication status 408. The data object identifier
402 may be an integer or character identifier assigned
to a data object that uniquely identifies the object. The
data object identifier 402 may be, for instance, a finger-
print generated for the corresponding data object. In one
embodiment, the data object identifier 402 may include
a filename generated by an entity other than the transfer
device service for identifying a data object or grouping
of data objects to be transferred. In some embodiments,
the data object identifier 402 may be an identifier gener-
ated by the transfer device service for identifying a data
object or a grouping of data objects to be transferred. In
one embodiment, inclusion of the data object identifier
402 for a data object in the manifest 400 may be an in-
dicator that the data object was successfully copied or
transferred. The integrity information 404 may be used
to verify the integrity of a corresponding data object. The
integrity information 404 may be a value generated by
performing a hash function or a checksum function (e.g.,
MD5, SHA1, SHA2) on the data object for the corre-
sponding data object identifier 402.
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[0036] The manifest 400 may include metadata 406
for the data objects, including a timestamp T indicating
a time and/or date when a data transfer operation for the
corresponding data object was performed. The metadata
406 may also include location information (Loc) indicating
a data region or location in the storage device in which
the corresponding data object is stored or to be stored.
The metadata 406 may further include other metadata
such as the size of the data object to be transferred. The
communication status 408 may be provided in the man-
ifest 400 indicating a status of whether the transfer op-
eration for the corresponding data object was successful
or unsuccessful. For a source manifest, for example, the
transfer device service may generate a transfer status
indicating whether the corresponding data object was
successfully or unsuccessfully transferred onto the data
storage device from a cluster at the client location. For
receipt manifest, the transfer device service may gener-
ate a transfer status indicating whether the correspond-
ing data object was successfully or unsuccessfully trans-
ferred from the data storage device to a service provider
location. Other transfer status indicators are contemplat-
ed as being within the scope of the present disclosure,
such as a transfer status indicating a transfer progress
of the corresponding data object to or from the data stor-
age device. Further, while FIG. 4 illustrates source man-
ifests and receipt manifests sharing a common format,
source manifests may be formatted differently than re-
ceipt manifests.

[0037] The manifest 400 may include one or more dig-
ital signatures verifying one or more entities associated
with data transfer operations associated therewith. The
device storage service may generate a digital signature
410A of the manifest 400 using a cryptographic key
unique to the storage device to or from which the data
objects are being transferred (e.g., a cryptographic key
securely held in a security module of the storage device).
In one embodiment, the source manifest may include a
digital signature 410B generated by one or more storage
devices in the cluster of data storage devices using one
or more cryptographic keys. In one embodiment, the re-
ceipt manifest may include a digital signature 410B gen-
erated by one or more services of the service provider
such as an authentication service or the data storage
service. Digital signatures of and/or in the manifest may
be used in various ways in accordance with different em-
bodiments. Generally, a digital signature of and/or in a
manifest may be used by an entity (e.g., computer sys-
tem, such as a storage device or the storage device serv-
ice) that is configured to trust a key used to generate the
digital signature and operate in accordance with whether
the digital signature is valid. As an example, an entity
may use a digital signature to determine whether the
manifest and/or information in the manifest is authentic
and/or whether the manifest and/or information con-
tained therein was generated by a trusted entity. In a
specific example, when comparing the manifest to an-
other manifest, a digital signature may be used to ensure
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that information is authentic and, therefore, trusted to en-
able operations (e.g., deletion) to occur. For instance, if
a digital signature of an entry in a manifest (or of the
whole manifest) is invalid or otherwise untrusted, a de-
letion may not occur even if the entry indicates successful
transfer to a data storage service of corresponding data.
[0038] FIG. 5 illustrates a process 500 for transferring
data objects from a client to a transfer device service at
a service provider location. Portions of the process may
be performed by a transfer device service of a cluster of
data storage devices at the client location. Other portions
of the process performed at a service provider location
may be performed by a transfer device service of the
service provider. The service may obtain 502 data ob-
jects from a storage device of the client such as a local
server. The service may store 504 the data objects onto
a cluster of network-attachable data storage devices
such as those described above with respect to FIGS. 1-3.
Using a user interface of the service, a user may select
one or more of the data objects on the cluster to transfer
to the service provider and initiate copying of the data
objects. The user interface selection may cause the serv-
ice to generate a content manifest identifying and relo-
cating the data objects on the cluster to be transferred.
The service may then copy 506 the data objects from the
cluster to a data transfer device for transport to the serv-
ice provider location. When the data objects are copied
onto the data transfer device, the service may generate
or update 508 a source manifest inventorying the data
objects that were successfully copied. The copying 506
and updating 508 may be a recursive process by which
the source manifest is initially generated then repeatedly
updated as the data objects are successfully copied. The
source manifest and/or content manifest may be copied
onto the transfer device for transport to the service pro-
vider. Once all of the data objects are copied onto the
data transfer device, the data transfer device may be
disconnected from the cluster and transferred 510 to the
service provider location as described above.

[0039] The data transfer device may be received 512
at the service provider location and connected 514 to a
service provider network of the service provider. The
transfer device service of the service provider may initiate
copying 516 of data objects from the data transfer device
to a storage location of the service provider. In one em-
bodiment, the device service may issue an instruction to
a data storage service of the service provider, such as
the data storage service described above with respect
to FIG. 2, to begin receiving and storing data objects..
The instruction may be generated based at least in part
on the content manifest, and may include information
identifying the client, specifying the data objects to be
copied, and information related to the cluster from which
the data objects were copied. The instruction may be
received 518 by the data storage service in the form of
an API call, another type of network request, or other
suitable format. The instruction may cause the data stor-
age service to begin receiving and storing 520 the data
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objects copied from the data transfer device. As the data
storage service receives or stores the data objects, the
data storage service may provide an acknowledgment
to the device service indicating successful or unsuccess-
ful storage of the data objects to a data storage system
of the data storage service. The acknowledgment may
be based on an established handshaking protocol be-
tween the device service and the data storage service.
The acknowledgment may include information for the re-
ceipt manifest such as data object identifiers, integrity
information, metadata or transfer status as discussed
above with respect to FIG. 4. The acknowledgment may
be digitally signed by the data storage service. In one
embodiment, the device service may copy 516 the data
objects from the data transfer device to a different storage
location, such as a second cluster of data storage devices
or an external third-party storage system. The data stor-
age service may send a transfer status indicating, for
instance, whether a data object was successfully re-
ceived by the data storage service, successfully stored
by the data storage service, or a progress for receiving
or storing the data object. The transfer status may be
included in the acknowledgment or may be a separate
communication. The device service of the service pro-
vider may generate or update 522 a receipt manifest in-
ventorying data objects successfully transferred to the
data storage system. The receipt manifest may be gen-
erated or updated in a manner described above with re-
spect to the source manifest.

[0040] After attempting to transfer, either successfully
or unsuccessfully, every data object on the data transfer
device, the service provider may transfer 524 or other-
wise make the receipt manifest available to the client. In
one embodiment, the service provider copies or transfers
the receipt manifest to the same data transfer device that
transported the data objects, which is then returned to
the client for inspection and further use. The service pro-
vider may copy or transfer the receipt manifest to any
data transfer device scheduled or flagged for return to
the client. In some embodiments, the service provider
uploads the receipt manifest to the data storage service,
email the receipt manifest to the client, or make receipt
manifest available to the clientin any other suitable man-
ner. After the client receives 526 the receipt manifest, a
service (e.g., cluster service of the cluster) for the client
may compare 528 the source manifest and the receipt
manifest to determine a set of data objects that were
successfully copied to the data storage system from the
data transfer device.

[0041] The clientservice may process 530 one or more
of the data objects based on a result of the comparison
528. An indication that a data object was not successfully
transferred may resultin the data object being processed
530 differently than it would be if the data object was
indicated as being successfully transferred. Forinstance,
a negative indication that a data object was successfully
transferred may result in the data object being marked
or tagged as having a protected status. By contrast, a
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positive indication that a data object was successfully
transferred may result in a delete operation being per-
formed on the data object. Processing of the data object
based on the comparison is discussed in further detail
below with respect to FIG. 8.

[0042] FIG. 6 illustrates a process 600 performed by a
transfer device service operating on a data transfer de-
vice for inventorying and transferring data objects. The
transfer device may be connected to a cluster of data
transfer devices. The transfer device may receive 602
instructions to transfer one or more data objects stored
on the cluster onto the data transfer device. The instruc-
tions may be received by the data transfer device in the
form of an API call, a network request, or other suitable
format. Instructions may include a content manifest spec-
ifying the data objects to be transferred onto the data
transfer device, as described about with respect to FIG.
2. The device service may obtain or receive 604 copies
of the data objects from one or more of the transfer de-
vices in the cluster. The device service may write entries
606 to a source manifest indicating information regarding
the copies of the data objects, such as the transfer status
information or other information (e.g., object identifier,
metadata) discussed above with respect to FIG. 4. The
source manifest may be provided on the transfer device
itself or on one or more of the transfer devices in the
cluster. The receiving 604 and the writing entries 606
steps may be recursively performed as data objects are
progressively copied onto the transfer device. The device
service may digitally sign 608 one or more of the source
manifest entries using a cryptographic key associated
with the transfer device. In one embodiment, the device
service may digitally sign the source manifest itself. After
ingesting or storing one or more of the data objects spec-
ified in the cluster manifest, the data transfer device may
be disconnected from the cluster of transfer devices and
transported to a service provider location.

[0043] In connection with transferring the data objects
(e.g., in steps 604 & 606), the device service may gen-
erate a set of status information, in addition to information
regarding whether the data object was successfully or
unsuccessfully transferred, regarding the data objects or
the transfer operations, such as state information or error
information. State information may include information
regarding a state of the data objects (e.g., encrypted/un-
encrypted, digital signature information of the data ob-
jects), the cluster (e.g., identification information of de-
vices included in the cluster), or the transfer device to
which the data objects are transferred. The error infor-
mation may specify information regarding errors occur-
ring in connection with the transfer, such as corruption
of the data object or that the data object could not be
located in the cluster. The device service and/or the clus-
ter service may operate to resolve any issues or errors
related to transfer of the data objects - for example, by
reinitiating the transfer, repairing a data object, or con-
ducting a search to locate any missing information. One
or more of the set of status information may be written
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to the source manifest or otherwise provided to entities
in the cluster.

[0044] At the service provider location, the data trans-
fer device may be connected 610 to a service provider
network. The device service may copy 612 one or more
of the data object specified in the cluster manifest as
described above with respect to FIG. 5. The device serv-
ice may write entries 614 indicating information regarding
the copies of the data objects, e transfer status informa-
tion or other information discussed above with respect
to FIG. 4. Device service may digitally sign 616 one or
more of the receipt manifest entries using the crypto-
graphic key associated with the transfer device. In one
embodiment, the device service may digitally sign the
receipt manifest itself. After copying the one or more of
the data objects specified to the data storage service of
the service provider, the data transfer device may be dis-
connected from the cluster of transfer devices and trans-
ported back to the client location. At the client location,
the data transfer device may be connected 618 to the
cluster network. Thereafter, the device service may
transfer 620 the source manifest and the receipt manifest
to a cluster service for the cluster of data transfer devices
for determination of which data objects were successfully
copied onto the transfer device and subsequently copied
to a data storage system of the service provider.

[0045] In connection with transferring the data objects
to the data storage system (e.g., in steps 612 & 614, in
process 700 described below), the device service or the
service provider may generate a set of status information,
in addition to information regarding whether the data ob-
ject was successfully or unsuccessfully transferred, re-
garding the data objects or the transfer operations, such
as the state information or the error information described
above. The error information may include details regard-
ing a failure to successfully transfer data object(s) to the
data storage system or failure of a service of the service
provider to successfully receive the data object(s), such
as a network connection failure. The device service
and/or the service provider may operate to resolve any
issues or errors related to transfer of the data objects to
the data storage system. One or more of the set of status
information may be written to the receipt manifest.
[0046] FIG. 7 illustrates a process 700 performed by a
device interface service of the service provider, such as
discussed above with respectto FIG. 2. The transfer de-
vice transported from the client location is received 702
at the service provider and connected 704 to a service
provider network of the service provider. The device in-
terface service reads 706 one or more data objects from
the transfer device. The one or more data objects read
from the transfer device may include the cluster manifest.
The interface service may then transfer 708 one or more
of the objects to a data storage service of the service
provider. The transfer 708 may be initiated by sending
an instruction comprising, for example, API call to the
data storage service as discussed above with respect to
FIGS. 2 and 5. The interface service may receive 710 a
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response from the data storage service regarding the
status of the one or more data objects, such as the ac-
knowledgment using a handshake protocol discussed
above withrespectto FIGS.2 and 5. Theinterface service
may then generate or update 712 a receipt manifest in-
dicating a status of whether the one or more data objects
were successfully copied to the data storage system of
the data storage service. The interface service we then
check to see whether more data objects are available
714 or to be copied from the transfer device to the data
storage system.

[0047] Ifthe interface service determines that more da-
ta objects are available or should be transferred in step
714, the interface service returns to read 706 one or more
data objects from the transfer device. The interface serv-
ice may compare the receipt manifest with the source
manifest provided on the transfer device to determine
whether all the data objects specified on the source man-
ifest were successfully copied to the data storage service.
Otherwise, the interface service determines that all data
objects specified to be transferred from the transfer de-
vice have been copied to the data storage system. Ac-
cordingly, the interface service may make 716 the receipt
manifest available to the client by transferring or copying
the receipt manifest to the transfer device, which may be
scheduled for return to the client. In one embodiment,
making 716 the receipt manifest available may include
providing the receipt manifest to the data storage service
for transfer onto the data storage system, or by other
means of electronic communication, such as email. The
interface service processes 718 transfer device forreuse,
such as by performing a delete operation that deletes the
one or more data objects on the transfer device. In one
embodiment, the delete operation may delete only the
one or more data objects that the receipt manifest indi-
cates were successfully transferred onto the data storage
system. Those of ordinary skill in the art will appreciate
that the steps 716 and 718 mirror reversed such that the
transfer device is processed 718 for reuse before trans-
ferring 716 the receipt manifest to the transfer device.
[0048] The interface service may generate or process
the set of status information described above in connec-
tion with transferring the data objects to the data storage
system, such as by generating error information regard-
ing a failure to transfer the data objects to the data storage
system. The interface service may perform one or more
of the steps in the process 700 based on the set of status
information - for instance, in step 714, the interface serv-
ice may determine to initiate another attempt to transfer
a data object based on error information indicating that
an error occurred during a previous data transfer attempt.
As another example, the interface service may process
the device 718 according to the set of status information,
such as by not deleting data object(s) that were unsuc-
cessfully transferred.

[0049] FIG. 8 illustrates a process 800 performed by a
cluster service for processing data objects stored on a
cluster of data transfer devices based on the source man-
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ifest in the receipt manifest. The cluster service may op-
erate in concert with the transfer device service of the
data transfer device, or the transfer device service of the
data transfer device may be subordinate to the cluster
service. The cluster service obtains 802 the source man-
ifest and the receipt manifest. The cluster service reads
804 a data object entry from the source manifest and a
corresponding data object entry from the receipt mani-
fest. In one embodiment, the data object entries may be
identified by a data object identifier such as that dis-
cussed above with respect to FIG. 4.

[0050] The cluster service may then compare 806 the
data object entries from the source manifest in the receipt
manifest to determine whether the corresponding data
object was successfully copied 808. The comparison 806
may involve comparing one or more data entries from
the manifests, such as the data entries discussed with
respect to FIG. 4. In particular, the cluster service of the
cluster may compare the communication status 408 for
the data object identifiers in the source manifest with the
communication status 408 of corresponding data object
identifiers in the receipt manifest. The cluster service may
determine that a data object indicated as having a suc-
cessful communication status 408 in both the source
manifest and the receipt manifest has been successfully
copied. The cluster service may determine that a data
object indicated as having an unsuccessful transfer sta-
tus in either the source manifest or the receipt manifest
has not been successfully copied. Other information pro-
vided in the source manifest in the receipt manifest may
be compared to determine which data objects were suc-
cessfully copied, such as the integrity information or one
or more components of the metadata. A determination
by the cluster service that a data object has been suc-
cessfully transferred may be based at least in part a de-
termination that the integrity information matches in both
the source manifest and the receipt manifest (e.g., iden-
tical checksums). The determination that a data object
has been successfully transferred may be based at least
in part on a determination that one or more components
of the metadata matches for both the source manifest
and the receipt manifest. Forinstance, the cluster service
may determine whether the size of the data object is the
same in both the source manifest and the receipt mani-
fest. A determination that one or more aspects of the data
entries, such as the integrity information, do not match
or otherwise correspond in both the receipt manifest and
the source manifest may be a basis for determining that
the corresponding data object was not successfully cop-
ied to the data storage system of the service provider.
[0051] As aresult of a determination 808 that the data
object was successfully copied to the data storage sys-
tem of the service provider, the cluster service may proc-
ess 810 the data object(s) in the cluster according to one
or more processing routines. For instance, in processing
810 the data object(s), the cluster service may perform
adelete operation may on the corresponding data objects
in the cluster of transfer devices. Performance of the de-
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lete operation, in one embodiment, may cause data stor-
age regions of the cluster storing one or more of the suc-
cessfully copied data objects to be overwritten with fixed
or random sequences of bits, thereby causing a "hard"
delete of the data objects. In some embodiments, the
delete operation may be a "soft delete" marking or tag-
ging a record indicating that the data object is to be de-
leted, or indicating that the data storage region corre-
sponding to the data object may be overwritten with new
data. Other methods of performing a "soft delete" oper-
ation are contemplated herein such as, for example,
downsampling the data object (e.g., replacing it with a
lower resolution copy) or transcribing the data object.
[0052] Other or additional processes may be per-
formed in the processing 810. In one embodiment, the
cluster service may generate status information in the
cluster indicating the transfer status of the data object(s),
such as metadata associated with the data object(s) in-
dicating successful or unsuccessful transfer thereof, or
marking or setting a flag in a table indicating the transfer
status of the data object(s). In processing 810 the data
object(s), the cluster service may perform further opera-
tions based on the transfer status. For instance, the clus-
ter service may cause data object(s) indicated as being
successfully transferred from being resubmitted to the
service provider on the data transfer device, such as by
erasing the data object(s) from the data transfer device
and preventing the data object(s) from being retrans-
ferred to the data transfer device.

[0053] In processing 810 the data object, the cluster
service may generate other status information of the data
object(s) in the cluster, such as an indication that the data
object(s) are objects to be deleted or protected in the
cluster, or error information regarding the transfer oper-
ations. The status information may be in the form of meta-
data associated with the data object(s) or may be indi-
cated in a table stored in the cluster identifying the data
object(s). For instance, the storage status may indicate
information regarding deletion of the data object(s), such
as a specific time that a deletion operation for the data
object(s) is to be performed, a permission allowing the
data object(s) to be deleted during maintenance opera-
tions, a specific time at or after which the data object(s)
may be deleted. As another example, the storage status
may indicate information regarding protection of the data
object(s), such as an indication that the data object(s)
should not be deleted, or an indication that the data ob-
ject(s) should be moved to a storage location or partition
in which there is a low probability that the data object(s)
will be lost or erased. In one embodiment, the transfer
status may indicate error information regarding one or
more errors that occurred in connection with the transfer
operation - for example, one or more errors that occurred
in connection with transferring data object(s) to the data
transfer device from the cluster, transferring data ob-
ject(s) from the data transfer device to the service pro-
vider, or transferring data object(s) to the data storage
system of the service provider.
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[0054] As aresult of a determination 808 that the data
object was not successfully copied to the data storage
system of the service provider, the cluster service may
perform 812 a transfer failure routine. The transfer failure
routine may comprise one or more operations causing
the cluster service not to perform one or more actions
that could result in permanent loss of the corresponding
data object. For instance, the action may mark or tag the
data object not indicated as being successfully trans-
ferred as having a protected status. The protected status
may be indicated as an attribute associated with the data
object, such as aflag setthatindicates that the data object
or region in which the data object is located should not
be deleted. The flag may be located in the metadata for
the data object or indicated in a record or table referenc-
ing the data object. The action may cause the corre-
sponding data object to be transferred to a different stor-
age location on the cluster such as a separate data stor-
age area or partition in which data objects may not be
deleted by the cluster service. As another example,
processing of the unsuccessfully transferred data object
may comprise scheduling or providing the data object to
a data transfer device for another transfer attempt to the
service provider, or marking or tagging the data object
for a future transfer attempt to the service provider. In an
embodiment where a "hard delete" is performed on suc-
cessfully transferred data objects, the different operation
may be a "soft delete" of one or more of the unsuccess-
fully transferred data objects. The processing of the un-
successfully transferred data may prevent the data object
from being selected for modification or deletion.

[0055] After processing 812 the data objects or per-
forming 812 the transfer failure routine, the cluster serv-
ice may determine 814 whether there are more objects
remaining in the source manifest or the receipt manifest.
If the cluster service determines that there are one or
more unanalyzed data objects remaining in manifests,
the cluster service may access or read 804 the next data
object in the source manifest and/or the receipt manifest.
If the cluster service determines that no data objects are
left in the source manifest or the receipt manifest, the
cluster service may generate 816 a notification indicating
that the data object transfer operation is completed.
[0056] FIG. 9 illustrates an environment 900 for
processing a data transfer device at a client location and
at a service provider location. A network-attachable data
transfer device 902A is joined with a device cluster 904
at a client location. A cluster service 906 collectively op-
erating on the device cluster 904 is operable to ingest or
receive a plurality of data objects 908 of the client onto
the device cluster 904 as described above with respect
to FIGS. 1 and 2. The plurality of data objects 908 may
be provided from one or more computing systems 910
of the client, which may include one or more processors,
servers, and/or data storage units. It is noted that a net-
work connection 911 between the one or more computing
systems 910 and a service provider 914 may have insuf-
ficient bandwidth or complexity to efficiently and effec-
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tively transfer the data objects 912 in this instance. The
cluster service 906 may initiate a data transfer operation
to transfer a set of data objects 912 of the plurality of data
objects 908 stored in the cluster 904 onto the transfer
device 902A for physical transportation to the service pro-
vider 914. In connection with the data transfer operation,
a source manifest 908 may be generated inventorying a
set of the data objects of the plurality of data objects 912
successfully copied onto the transfer device 902A, as
described above with respect to FIGS. 1, 2, 4 and 5. In
one embodiment, the source manifest 908 may be gen-
erated at least in part by the cluster service 906. In one
embodiment, the source manifest 908 is generated at
leastin part by a device service 916 of the transfer device
902. The transfer device 902A may provide an acknowl-
edgment of successfully copied data objects to the clus-
ter service 906. When the transfer operation of data ob-
jects to the transfer device 902A is completed, the trans-
fer device 902A may be physically transported or shipped
to the service provider 914.

[0057] Atthe service provider 914, the transfer device
902B may be connected to a service provider network
918 via a network connection between the service pro-
vider 914 and a network connection of the transfer device
902B, as described above with respect to FIG. 3. An in-
terface service 920 of the service provider may interface
with the device service 916 of the transfer device 902B
to communicate and transfer data between the transfer
device and the service provider 914. A data transfer op-
eration may be initiated to copy the plurality of data ob-
jects 912 on the data transfer device 902B to a data stor-
age system of the service provider 914. The interface
service 920 may interface with a data storage service
922 of the service provider 914 to copy the plurality of
dataobjects 912 to the data storage system, as described
above with respect to FIGS. 5 and 7. A receipt manifest
924 may be generated inventorying a set of data objects
926 of the plurality of data objects 912 successfully cop-
ied to the data storage system of the service provider
914 in connection with the data transfer operation, as
also described above with respect to FIGS. 5and 7. The
data storage service 922 may provide an acknowledg-
ment of successfully copied data objects to the interface
service 920. The acknowledgment may be in the form of
a communication provided according to a handshake
protocol established between the services.

[0058] After the data transfer operation is completed,
the receipt manifest 924 may be provided to the client,
such as by transporting the receipt manifest 924 to the
client on the transfer device 902B, transmission via net-
work communication, or making the receipt manifest 924
electronically available for retrieval. The cluster service
906 may process one or more of the plurality of data
objects 912 based at part on the comparison 926 be-
tween the source manifest 908 and the receipt manifest
924, as described above with respect to FIG. 8.

[0059] FIG. 10 illustrates aspects of an example envi-
ronment 1000 for implementing aspects in accordance
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with various embodiments. As will be appreciated, al-
though a web-based environment is used for purposes
of explanation, different environments may be used, as
appropriate, to implement various embodiments. The en-
vironment includes an electronic client device 1002,
which can include any appropriate device operable to
send and/or receive requests, messages, or information
over an appropriate network 1004 and, in some embod-
iments, convey information back to a user of the device.
Examples of such client devices include personal com-
puters, cell phones, handheld messaging devices, laptop
computers, tablet computers, set-top boxes, personal
data assistants, embedded computer systems, electron-
ic book readers, and the like. The network can include
any appropriate network, including an intranet, the Inter-
net, a cellular network, a local area network, a satellite
network or any other such network and/or combination
thereof. Components used for such a system can depend
at least in part upon the type of network and/or environ-
ment selected. Many protocols and components for com-
municating via such a network are well known and will
not be discussed herein in detail. Communication over
the network can be enabled by wired or wireless connec-
tions and combinations thereof. In this example, the net-
work includes the Internet and/or other publicly-address-
able communications network, as the environment in-
cludes aweb server 1006 for receiving requests and serv-
ing content in response thereto, although for other net-
works an alternative device serving a similar purpose
could be used as would be apparent to one of ordinary
skill in the art.

[0060] The illustrative environment includes at least
one application server 1008 and a data store 1010. It
should be understood that there can be several applica-
tion servers, layers or other elements, processes or com-
ponents, which may be chained or otherwise configured,
which can interact to perform tasks such as obtaining
data from an appropriate data store. Servers, as used
herein, may be implemented in various ways, such as
hardware devices or virtual computer systems. In some
contexts, servers may refer to a programming module
being executed on a computer system. As used herein,
unless otherwise stated or clear from context, the term
"data store" refers to any device or combination of devic-
es capable of storing, accessing and retrieving data,
which may include any combination and number of data
servers, databases, data storage devices and data stor-
age media, in any standard, distributed, virtual or clus-
tered environment. The application server can include
any appropriate hardware, software and firmware for in-
tegrating with the data store as needed to execute as-
pects of one or more applications for the client device,
handling some or all of the data access and business
logic for an application. The application server may pro-
vide access control services in cooperation with the data
store and is able to generate content including, but not
limited to, text, graphics, audio, video and/or other con-
tent usable to be provided to the user, which may be
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served to the user by the web server in the form of Hy-
perText Markup Language ("HTML"), Extensible Markup
Language ("XML"), JavaScript, Cascading Style Sheets
("CSS"), JavaScript Object Notation (JSON), and/or an-
other appropriate client-side structured language. Con-
tent transferred to a client device may be processed by
the client device to provide the content in one or more
forms including, but not limited to, forms that are percep-
tible to the user audibly, visually and/or through other
senses. The handling of all requests and responses, as
well as the delivery of content between the client device
1002 and the application server 1008, can be handled
by the web server using PHP: Hypertext Preprocessor
("PHP"), Python, Ruby, Perl, Java, HTML, XML, JSON,
and/or another appropriate server-side structured lan-
guage in this example. Further, operations described
herein as being performed by a single device may, unless
otherwise clear from context, be performed collectively
by multiple devices, which may form a distributed and/or
virtual system.

[0061] The data store 1010 can include several sepa-
rate data tables, databases, data documents, dynamic
data storage schemes and/or other data storage mech-
anisms and media for storing data relating to a particular
aspect of the present disclosure. For example, the data
store illustrated may include mechanisms for storing pro-
duction data 1012 and user information 1016, which can
be used to serve content for the production side. The
data store also is shown to include a mechanism for stor-
ing log data 1014, which can be used for reporting, anal-
ysis or other such purposes. It should be understood that
there can be many other aspects that may need to be
stored in the data store, such as page image information
and access rights information, which can be stored in
any of the above listed mechanisms as appropriate or in
additional mechanisms in the data store 1010. The data
store 1010 is operable, through logic associated there-
with, to receive instructions from the application server
1008 and obtain, update or otherwise process data in
response thereto. The application server 1008 may pro-
vide static, dynamic, or a combination of static and dy-
namic data in response to the received instructions. Dy-
namic data, such as data used in web logs (blogs), shop-
ping applications, news services, and other such appli-
cations may be generated by server-side structured lan-
guages as described herein or may be provided by a
content management system ("CMS") operating on, or
under the control of, the application server. In one exam-
ple, a user, through a device operated by the user, might
submit a search request for a certain type of item. In this
case, the data store might access the user information
to verify the identity of the user and can access the cat-
alog detail information to obtain information about items
of that type. The information then can be returned to the
user, such as in a results listing on a web page that the
user is able to view via a browser on the user device
1002. Information for a particular item of interest can be
viewed in a dedicated page or window of the browser. It
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should be noted, however, that embodiments of the
present disclosure are not necessarily limited to the con-
text of web pages, but may be more generally applicable
to processing requests in general, where the requests
are not necessarily requests for content.

[0062] Each server typically will include an operating
system that provides executable program instructions for
the general administration and operation of that server
and typically will include a computer-readable storage
medium (e.g., a hard disk, random access memory, read
only memory, etc.) storing instructions that, when exe-
cuted (i.e., as a result of being executed) by a processor
of the server, allow the server to perform its intended
functions.

[0063] The environment, in one embodiment, is a dis-
tributed and/or virtual computing environment utilizing
several computer systems and components that are in-
terconnected via communication links, using one or more
computer networks or direct connections. However, it will
be appreciated by those of ordinary skill in the art that
such a system could operate equally well in a system
having fewer or a greater number of components than
are illustrated in FIG. 10. Thus, the depiction of the sys-
tem 1000 in FIG. 10 should be taken as being illustrative
in nature and not limiting to the scope of the disclosure.
[0064] The various embodiments further can be imple-
mented in a wide variety of operating environments,
which in some cases can include one or more user com-
puters, computing devices or processing devices which
can be used to operate any of a number of applications.
User or client devices can include any of a number of
computers, such as desktop, laptop or tablet computers
running a standard operating system, as well as cellular,
wireless and handheld devices running mobile software
and capable of supporting a number of networking and
messaging protocols. Such a system also can include a
number of workstations running any of a variety of com-
mercially-available operating systems and other known
applications for purposes such as development and da-
tabase management. These devices also can include
other electronic devices, such as dummy terminals, thin-
clients, gaming systems and other devices capable of
communicating via a network. These devices also can
include virtual devices such as virtual machines, hyper-
visors and other virtual devices capable of communicat-
ing via a network.

[0065] Various embodiments of the presentdisclosure
utilize at least one network that would be familiar to those
skilled in the art for supporting communications using
any of a variety of commercially-available protocols, such
as Transmission Control Protocol/Internet Protocol
("TCP/IP"), User Datagram Protocol ("UDP"), protocols
operating in various layers of the Open System Intercon-
nection ("OSI") model, File Transfer Protocol ("FTP"),
Universal Plug and Play ("UpnP"), Network File System
("NFS"), Common Internet File System ("CIFS") and Ap-
pleTalk. The network can be, for example, a local area
network, a wide-area network, a virtual private network,
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the Internet, an intranet, an extranet, a public switched
telephone network, an infrared network, a wireless net-
work, a satellite network, and any combination thereof.
In some embodiments, connection-oriented protocols
may be used to communicate between network end-
points. Connection-oriented protocols (sometimes called
connection-based protocols) are capable of transmitting
data in an ordered stream. Connection-oriented proto-
cols can be reliable or unreliable. For example, the TCP
protocol is a reliable connection-oriented protocol. Asyn-
chronous Transfer Mode ("ATM") and Frame Relay are
unreliable connection-oriented protocols. Connection-
oriented protocols are in contrast to packet-oriented pro-
tocols such as UDP that transmit packets without a guar-
anteed ordering.

[0066] In embodiments utilizing a web server, the web
server can run any of a variety of server or mid-tier ap-
plications, including Hypertext Transfer Protocol ("HT-
TP") servers, FTP servers, Common Gateway Interface
("CGI") servers, data servers, Java servers, Apache
servers, and business application servers. The server(s)
also may be capable of executing programs or scripts in
response to requests from user devices, such as by ex-
ecuting one or more web applications that may be imple-
mented as one or more scripts or programs written in any
programming language, such as Java®, C, C# or C++, or
any scripting language, such as Ruby, PHP, Perl, Python
or TCL, as well as combinations thereof. The server(s)
may also include database servers, including without lim-
itation those commerecially available from Oracle®, Micro-
soft°, Sybase®, and IBM®as well as open-source servers
such as MySQL, Postgres, SQLite, MongoDB, and any
other server capable of storing, retrieving, and accessing
structured or unstructured data. Database servers may
include table-based servers, document-based servers,
unstructured servers, relational servers, non-relational
servers, or combinations of these and/or other database
servers.

[0067] The environment can include a variety of data
stores and other memory and storage media as dis-
cussed above. These can reside in a variety of locations,
such as on a storage medium local to (and/or resident
in) one or more of the computers or remote from any or
all of the computers across the network. In a particular
set of embodiments, the information may reside in a stor-
age-area network ("SAN") familiar to those skilled in the
art. Similarly, any necessary files for performing the func-
tions attributed to the computers, servers or other net-
work devices may be stored locally and/or remotely, as
appropriate. Where a system includes computerized de-
vices, each such device can include hardware elements
that may be electrically coupled via a bus, the elements
including, for example, at least one central processing
unit ("CPU" or "processor"), at least one input device
(e.g., a mouse, keyboard, controller, touch screen, or
keypad) and at least one output device (e.g., a display
device, printer, or speaker). Such a system may also in-
clude one or more storage devices, such as disk drives,
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optical storage devices, and solid-state storage devices
such as random access memory ("RAM") or read-only
memory ("ROM"), as well as removable media devices,
memory cards, flash cards, etc.

[0068] Such devices also can include a computer-
readable storage media reader, a communications de-
vice (e.g., a modem, a network card (wireless or wired),
an infrared communication device, etc.), and working
memory as described above. The computer-readable
storage media reader can be connected with, or config-
ured to receive, a computer-readable storage medium,
representing remote, local, fixed, and/or removable stor-
age devices as well as storage media for temporarily
and/or more permanently containing, storing, transmit-
ting, and retrieving computer-readable information. The
system and various devices also typically will include a
number of software applications, modules, services, or
other elements located within at least one working mem-
ory device, including an operating system and application
programs, such as a client application or web browser.
In addition, customized hardware might also be used
and/or particular elements might be implemented in hard-
ware, software (including portable software, such as ap-
plets) or both. Further, connection to other computing
devices such as network input/output devices may be
employed.

[0069] Storage media and computer readable media
for containing code, or portions of code, can include any
appropriate media known or used in the art, including
storage media and communication media, such as, but
not limited to, volatile and non-volatile, removable and
non-removable media implemented in any method or
technology for storage and/or transmission of information
such as computer readable instructions, data structures,
program modules or other data, including RAM, ROM,
Electrically Erasable Programmable Read-Only Memory
("EEPROM"), flash memory or other memory technology,
Compact Disc Read-Only Memory ("CD-ROM"), digital
versatile disk (DVD) or other optical storage, magnetic
cassettes, magnetic tape, magnetic disk storage or other
magnetic storage devices or any other medium which
can be used to store the desired information and which
can be accessed by the system device. Based on the
disclosure and teachings provided herein, a person of
ordinary skill in the art will appreciate other ways and/or
methods to implement the various embodiments.
[0070] The specification and drawings are, according-
ly, to be regarded in anillustrative rather than a restrictive
sense.

[0071] The use of the terms "a" and "an" and "the" and
similar referents in the context of describing the disclosed
embodiments (especially in the context of the following
claims) are to be construed to cover both the singular
and the plural, unless otherwise indicated herein or clear-
ly contradicted by context. The terms "comprising," "hav-
ing," "including," and "containing" are to be construed as
open-ended terms (i.e., meaning "including, but not lim-
ited to,") unless otherwise noted. The term "connected,"
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when unmodified and referring to physical connections,
is to be construed as partly or wholly contained within,
attached to, or joined together, even if there is something
intervening. Recitation of ranges of values herein are
merely intended to serve as a shorthand method of re-
ferring individually to each separate value falling within
the range, unless otherwise indicated herein and each
separate value is incorporated into the specification as
if it were individually recited herein. The use of the term
"set" (e.g., "a set of items") or "subset" unless otherwise
noted or contradicted by context, is to be construed as a
nonempty collection comprising one or more members.
Further, unless otherwise noted or contradicted by con-
text, the term "subset" of a corresponding set does not
necessarily denote a proper subset of the corresponding
set, but the subset and the corresponding set may be
equal.

[0072] Conjunctive language, such as phrases of the
form "at least one of A, B, and C," or "at least one of A,
B and C," unless specifically stated otherwise or other-
wise clearly contradicted by context, is otherwise under-
stood with the context as used in general to present that
an item, term, etc., may be either A or B or C, or any
nonempty subset of the set of A and B and C. For in-
stance, in the illustrative example of a set having three
members, the conjunctive phrases "at least one of A, B,
and C" and "at least one of A, B and C" refer to any of
the following sets: {A}, {B}, {C}, {A, B}, {A, C}, {B, C}, {A,
B, C}. Thus, such conjunctive language is not generally
intended to imply that certain embodiments require at
least one of A, at least one of B and at least one of C
each to be present. In addition, unless otherwise noted
or contradicted by context, the term "plurality” indicates
a state of being plural (e.g., "a plurality of items" indicates
multiple items). The number of items in a plurality is at
least two, but can be more when so indicated either ex-
plicitly or by context.

[0073] Operations of processes described herein can
be performed in any suitable order unless otherwise in-
dicated herein or otherwise clearly contradicted by con-
text. Processes described herein (or variations and/or
combinations thereof) may be performed under the con-
trol of one or more computer systems configured with
executable instructions and may be implemented as
code (e.g., executable instructions, one or more compu-
ter programs or one or more applications) executing col-
lectively on one or more processors, by hardware or com-
binations thereof. The code may be stored on a compu-
ter-readable storage medium, for example, in the form
of a computer program comprising a plurality of instruc-
tions executable by one or more processors. The com-
puter-readable storage medium may be non-transitory.
In some embodiments, the code is stored on set of one
or more non-transitory computer-readable storage media
having stored thereon executable instructions that, when
executed (i.e., as a result of being executed) by one or
more processors of a computer system, cause the com-
puter system to perform operations described herein.
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The setof non-transitory computer-readable storage me-
diamay comprise multiple non-transitory computer-read-
able storage media and one or more of individual non-
transitory storage media of the multiple non-transitory
computer-readable storage media may lack all of the
code while the multiple non-transitory computer-reada-
ble storage media collectively store all of the code. Fur-
ther, in some examples, the executable instructions are
executed such that different instructions are executed by
different processors. As an illustrative example, a non-
transitory computer-readable storage medium may store
instructions. A main CPU may execute some of the in-
structions and a graphics processor unit may execute
other of the instructions. Generally, different components
of a computer system may have separate processors
and different processors may execute different subsets
of the instructions.

[0074] Accordingly, in some examples, computer sys-
tems are configured to implement one or more services
thatsingly or collectively perform operations of processes
described herein. Such computer systems may, for in-
stance, be configured with applicable hardware and/or
software that enable the performance of the operations.
Further, computer systems that implement various em-
bodiments of the present disclosure may, in some exam-
ples, be single devices and, in other examples, be dis-
tributed computer systems comprising multiple devices
that operate differently such that the distributed computer
system performs the operations described herein and
such that a single device may not perform all operations.
[0075] The use of any and all examples, or exemplary
language (e.g., "such as") provided herein, is intended
merely to better illuminate embodiments of the invention
and does not pose a limitation on the scope of the inven-
tion unless otherwise claimed. No language in the spec-
ification should be construed as indicating any non-
claimed element as essential to the practice of the inven-
tion.

[0076] Embodiments of this disclosure are described
herein, including the best mode known to the inventors
for carrying out the invention. Variations of those embod-
iments may become apparent to those of ordinary skill
in the art upon reading the foregoing description. The
inventors expect skilled artisans to employ such varia-
tions as appropriate and the inventors intend for embod-
iments of the present disclosure to be practiced otherwise
than as specifically described herein. Accordingly, the
scope of the present disclosure is defined by the claims
appended hereto. Moreover, any combination of the
above-described elements in all possible variations
thereof is encompassed by the scope of the present dis-
closure unless otherwise indicated herein or otherwise
clearly contradicted by context.

Claims

1. Acomputer-implemented method (500), comprising:
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copying (506) a plurality of data objects from a
customer data source (104) onto a network-at-
tachable data transfer device (102), located at
a customer location, for physical transport to a
service provider location;

generating a source manifest (108) inventorying
a set of data objects of the plurality of data ob-
jects that have been successfully copied to the
network-attachable data transfer device (102)
at the customer location;

receiving (526) a receipt manifest (112) inven-
torying data objects of the plurality of data ob-
jects that have been successfully transmitted
from the network-attachable data transfer de-
vice (102), located at a service provider location,
to a data storage service (106);

performing (528) a comparison of the source
manifest (108) and the receipt manifest (112) to
determine a subset of the set of data objects that
have been successfully transferred from the net-
work-attachable data transfer device (102) to
the data storage service (106); and

performing (530) a set of operations that trans-
forms individual data objects of the subset of the
set of data objects,

wherein the receipt manifest (112) includes a
digital signature of the data storage service
(106); and

performing the set of operations is conditioned
on successful verification of the digital signature.

The computer-implemented method of claim 1,
wherein:

at least one of the source manifest (108) and
the receipt manifest (112) includes integrity in-
formation of one or more of the data objects of
the plurality of data objects; and

the comparison utilizes the integrity information.

The computer-implemented method of claim 1,
wherein the set of operations comprises enabling
overwriting of a data storage region storing the sub-
set of the first set of data objects.

A system, comprising:

one or more processors (310); and

memory (304) that stores computer-executable
instructions that, when executed by the one or
more processors, cause the one or more proc-
essors to:

copy a plurality of data objects from a cus-
tomer data source (104) onto a network-at-
tachable data transfer device (102), located
at a customer location, for physical trans-
port to a service provider location;
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10.

32

generate a source manifest (108) that in-
ventories a set of data objects of the plurality
of data objects that have been successfully
copied to the network-attachable data
transfer device (102) at the customer loca-
tion; receive a receipt manifest (112) that
inventories data objects of the plurality of
data objects that have been successfully
transmitted from the network-attachable
data transfer device (102), located ata serv-
ice provider location, to a data storage serv-
ice (106);

perform a comparison between the source
manifest (108) and the receipt manifest
(112) to determine a status for a data object
in the first set of data objects, wherein the
receipt manifest (112) includes a digital sig-
nature of the data storage service (106); and

process the data object in accordance with the
status, based on successful verification of the
digital signature.

The system of claim 4, wherein the status is deter-
mined based atleastin part on comparison of atrans-
fer status in the source manifest (108) corresponding
to a data object identifier (402) and a communication
status (408) in the receipt manifest (112) corre-
sponding to the same data object identifier (402).

The system of claim 4, wherein the comparison is
based at least in part on comparing a hash value of
a data object in the first set of data objects with a
hash value of a corresponding data object in the sec-
ond set of data objects.

The system of claim 4, wherein the status indicates
a successful write operation, and processing the da-
ta object according to the status includes perform-
ance of a delete operation for one or more of the first
set of data objects.

The system of claim 4, wherein the status indicates
an unsuccessful write operation, and processing the
data object according to the status causes perform-
ance of a write operation for the data object.

The system of claim 4, wherein the status indicates
an unsuccessful write operation, and processing the
data object according to the status causes protection
of one or more of the first set of data objects from
modification.

The system of claim 4, wherein the status indicates
a successful write operation, and processing the da-
ta object according to the status causes indication
that overwriting of the data object is permitted.
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11. The system of claim 4, wherein:

at least one of the source manifest (108) and
the receipt manifest (112) includes, for the data
object, integrity information corresponding to the
data object; and

the comparison is performed based at least in
part on the integrity information.

Patentanspriiche

Computerimplementiertes Verfahren (500), das Fol-
gendes umfasst:

Kopieren (506) einer Vielzahl von Datenobjek-
ten von einer Kundendatenquelle (104) auf eine
netzfahige Dateniibertragungsvorrichtung
(102), die sich an einem Kundenstandort befin-
det, zum physischen Transport zu einem
Dienstanbieterstandort;

Generieren eines Quellmanifests (108), das ei-
nen Satz von Datenobjekten aus der Vielzahl
von Datenobjekten inventarisiert, die erfolgreich
auf die netzfahige Datenibertragungsvorrich-
tung (102) an dem Kundenstandort kopiert wur-
den;

Empfangen (526) eines Empfangsmanifests
(112), das Datenobjekte der Vielzahl von Daten-
objekten inventarisiert, die erfolgreich von der
netzfahigen Datenibertragungsvorrichtung
(102), die sich an einem Dienstanbieterstandort
befindet, an einen Datenspeicherdienst (106)
Ubertragen wurden;

Durchfiihren (528) eines Vergleichs des Quell-
manifests (108) und des Empfangsmanifests
(112), um einen Teilsatz des Satzes von Daten-
objekten zu bestimmen, die erfolgreich von der
netzfahigen Datenibertragungsvorrichtung
(102) an den Datenspeicherdienst (106) tber-
tragen wurden; und

Durchfiihren (530) eines Satzes von Operatio-
nen, der individuelle Datenobjekte der Teilmen-
ge des Satzes von Datenobjekten umwandelt,

wobei das Empfangsmanifest (112) eine digitale
Signatur des Datenspeicherdienstes (106) be-
inhaltet; und

das Durchfihren des Satzes von Vorgangen
von der erfolgreichen Prifung der digitalen Si-
gnatur abhangt.

2. Computerimplementiertes Verfahren nach An-

spruch 1, wobei:

mindestens eines des Quellmanifests (108) und
des Empfangsmanifests (112) Integritatsinfor-
mationen eines oder mehrerer der Datenobjekte
der Vielzahl von Datenobjekten beinhaltet; und

10

15

20

25

30

35

40

45

50

55

18

5.

der Vergleich die Integritatsinformationen ein-
setzt.

Computerimplementierte Verfahren nach Anspruch
1, wobei der Satz von Vorgangen das Aktivieren von
Uberschreiben eines Datenspeicherbereichs, der
den Teilsatz des ersten Satzes von Datenobjekten
speichert, umfasst.

System, das Folgendes umfasst: einen oder mehre-
re Prozessoren (310); und

Speicher (304), der computerausfiihrbare Anwei-
sungen speichert, die, wenn sie von dem einen oder
den mehreren Prozessoren ausgefiihrt werden, den
einen oder die mehreren Prozessoren veranlassen
zum:

Kopieren einer Vielzahl von Datenobjekten von
einer Kundendatenquelle (104) auf eine netzfa-
hige Datenlibertragungsvorrichtung (102), die
sich an einem Kundenstandort befindet, zum
physischen Transport zu einem Dienstanbieter-
standort;

Generieren eines Quellenmanifests (108), das
einen Satz von Datenobjekten der Vielzahl von
Datenobjekten inventarisiert, die erfolgreich zu
der netzfahigen Datenlibertragungsvorrichtung
(102) an dem Kundenstandort kopiert wurden;
Empfangen eines Empfangsmanifests (112),
das Datenobjekte der Vielzahl von Datenobjek-
ten inventarisiert, die erfolgreich von der netz-
fahigen Datenubertragungsvorrichtung (102),
die sich an einem Dienstanbieterstandort befin-
det, an einen Datenspeicherdienst (106) lber-
tragen wurden;

Durchfiihren eines Vergleichs zwischen dem
Quellmanifest (108) und dem Empfangsmani-
fest (112), um einen Status fir ein Datenobjekt
in dem ersten Satz von Datenobjekten zu be-
stimmen, wobei das Empfangsmanifest (112)
eine digitale Signatur des Datenspeicherdiens-
tes (106) beinhaltet; und

Verarbeiten des Datenobjekts gemaR dem Sta-
tus basierend auf erfolgreicher Priifung der di-
gitalen Signatur.

System nach Anspruch 4, wobei der Status mindes-
tens zum Teil basierend auf einem Vergleich eines
Ubertragungsstatus in dem Quellenmanifest (108),
der einer Datenobjektkennung (402) entspricht, und
eines Kommunikationsstatus (408) in dem Emp-
fangsmanifest (112), das derselben Datenobjekt-
kennung (402) entspricht, bestimmt wird.

System nach Anspruch 4, wobei der Vergleich min-
destens zum Teil auf dem Vergleichen eines Hash-
Wertes eines Datenobjekts in dem ersten Satz von
Datenobjekten mit einem Hash-Wert eines entspre-
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chenden Datenobjekts in dem zweiten Satz von Da-
tenobjekten basiert.

System nach Anspruch 4, wobei der Status eine er-
folgreiche Schreiboperation angibt, und das Verar-
beiten des Datenobjekts gemaR dem Status das
Durchfiihren einer Léschoperation flir ein oder meh-
rere des ersten Satzes von Datenobjekten beinhal-
tet.

System nach Anspruch 4, wobei der Status eine er-
folglose Schreiboperation angibt, und das Verarbei-
ten des Datenobjekts gemaR dem Status das Durch-
fuhren einer Schreiboperation fiir das Datenobjekt
veranlasst.

System nach Anspruch 4, wobei der Status eine er-
folglose Schreiboperationen angibt, und das Verar-
beiten des Datenobjekts gemaR dem Status das
Schitzen eines oder mehrerer des erstens Satzes
von Datenobjekten vor Anderung veranlasst.

System nach Anspruch 4, wobei der Status eine er-
folgreiche Schreiboperation angibt, und das Verar-
beiten des Datenobjekts gemaR dem Status das An-
geben, dass Uberschreiben des Datenobjekts er-
laubt ist, veranlasst.

System nach Anspruch 4, wobei:

mindestens eines des Quellmanifests (108) und
des Empfangsmanifests (112) fiir das Datenob-
jekt Integritatsinformationen beinhaltet, die dem
Datenobjekt entsprechen; und

der Vergleich mindestens zum Teil basierend
auf den Integritatsinformationen durchgefiihrt
wird.

Revendications

1.

Procédé mis en ceuvre par ordinateur (500),
comprenant :

la copie (506) d’'une pluralité d’objets de don-
nées provenant d’une source de données client
(104) sur un dispositif de transfert de données
pouvant étre connecté au réseau (102), situé a
un emplacement de client, pour un transport
physique vers un emplacement de fournisseur
de services ;

la génération d’'un manifeste source (108)inven-
toriant un ensemble d’objets de données de la
pluralité d’objets de données qui ont été copiés
avec succes sur le dispositif de transfert de don-
nées pouvant étre connecté au réseau (102) a
'emplacement de client ;

la réception (526) d’'un manifeste de réception
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(112) inventoriant les objets de données de la
pluralité d’objets de données qui ont été trans-
mis avec succes depuis le dispositif de transfert
de données pouvant étre connecté au réseau
(102), situé a un emplacement de fournisseur
de services, a un service de stockage de don-
nées (106) ;

la réalisation (528) d’'une comparaison du ma-
nifeste source (108) et du manifeste de récep-
tion (112) pour déterminer un sous-ensemble
de I'ensemble d’objets de données qui ont été
transférés avec succées du dispositif de transfert
de données pouvant étre connecté au réseau
(102) au service de stockage de données (106) ;
et

la réalisation (530) d’'un ensemble d’opérations
qui transforme des objets de données indivi-
duels du sous-ensemble de 'ensemble d’objets
de données,

dans lequel le manifeste de réception (112)
comporte une signature numérique du service
de stockage de données (106) ; et

la réalisation de I'ensemble d’opérations est
conditionnée a la réussite de la vérification de
la signature numeérique.

2. Procédé mis en ceuvre par ordinateur selon la re-

vendication 1, dans lequel :

au moins 'un du manifeste source (108) et du
manifeste de réception (112) comporte des in-
formations d’intégrité d’'un ou plusieurs des ob-
jets de données de la pluralité d'objets de
données ; et

la comparaison utilise les informations d’intégri-
té.

Procédé mis en ceuvre par ordinateur selon la re-
vendication 1, dans lequel 'ensemble d’opérations
comprend l'activation de I'écrasement d’'une région
de stockage de données stockant le sous-ensemble
du premier ensemble d'objets de données.

Systeme, comprenant :

un ou plusieurs processeurs (310) ; et

une mémoire (304) qui stocke des instructions
exécutables par ordinateur qui, lorsqu’elles sont
exécutées par les un ou plusieurs processeurs,
amenent les un ou plusieurs processeurs a :

copier une pluralité d’objets de données a
partir d’'une source de données client (104)
sur un dispositif de transfert de données
pouvant étre connecté au réseau (102), si-
tué a un emplacement de client, pour un
transportphysique vers unemplacementde
fournisseur de services ;
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générer un manifeste source (108) qui in-
ventorie un ensemble d’objets de données
de la pluralité d’objets de données qui ont
été copiés avec succes sur le dispositif de
transfert de données pouvant étre connecté
auréseau (102) a'emplacement de client ;
recevoir un manifeste de réception (112) qui
inventorie les objets de données de la plu-
ralité d’objets de données qui ont été trans-
mis avec succes depuis le dispositif de
transfert de données pouvant étre connecté
au réseau (102), situé a un emplacement
de fournisseur de services, vers un service
de stockage de données (106) ;

réaliser une comparaison entre le manifeste
source (108) et le manifeste de réception
(112) pour déterminer un statut pour un ob-
jet de données dans le premier ensemble
d’objets de données, dans lequel le mani-
feste de réception (112) comporte une si-
gnature numérique du service de stockage
de données (106) ; et

traiter 'objet de données conformément au
statut, sur la base d’une vérification réussie
de la signature numérique.

Systeme selon la revendication 4, dans lequel le sta-
tut est déterminé sur la base au moins en partie de
la comparaison d’un statut de transfert dans le ma-
nifeste source (108) correspondant a un identifiant
d’objet de données (402) et d’un statut de commu-
nication (408) dans le manifeste de réception (112)
correspondant au méme identifiant d’objet de don-
nées (402).

Systeme selon la revendication 4, dans lequel la
comparaison est basée au moins en partie sur la
comparaison d'une valeur de hachage d’'un objet de
données dans le premier ensemble d’objets de don-
nées avec une valeur de hachage d’un objet de don-
nées correspondant dans le second ensemble d’ob-
jets de données.

Systeme selon la revendication 4, dans lequel le sta-
tutindique une opération d’écriture réussie, et le trai-
tement de I'objet de données selon le statut compor-
te laréalisation d’'une opération de suppression pour
un ou plusieurs du premier ensemble d’objets de
données.

Systeme selon la revendication 4, dans lequel le sta-
tut indique une opération d’écriture infructueuse, et
le traitement de I'objet de données selon le statut
provoque la réalisation d’une opération d’écriture
pour I'objet de données.

Systeme selon la revendication 4, dans lequel le sta-
tut indique une opération d’écriture infructueuse, et
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le traitement de I'objet de données selon le statut
provoque la protection d’un ou plusieurs du premier
ensemble d’objets de données contre une modifica-
tion.

Systeme selon la revendication 4, dans lequel le sta-
tutindique une opération d’écriture réussie, et le trai-
tement de I'objet de données selon le statut provo-
que une indication que I'écrasement de I'objet de
données est autorisé.

Systeme selon la revendication 4, dans lequel :

au moins 'un du manifeste source (108) et du
manifeste de réception (112) comporte, pour
I'objet de données, des informations d’'intégrité
correspondant a I'objet de données ; et
lacomparaison estréalisée surlabase aumoins
en partie des informations d’intégrité.
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