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(67)  This application discloses a data verification
method, including: receiving, fingerprint information of N
data slices of to-be-sent data of a second device, wherein
the N data slices are obtained by slicing the to-be-sent
data; and in the fingerprint information, first fingerprint
information corresponding to an ith data slice is obtained
by updating second fingerprint information correspond-
ing to an (i-1)" data slice with the ith data slice, and both

N and i are integers greater than 1,receiving, the ith data
slice from the second device; updating, the received sec-
ond fingerprint information with the ith data slice to obtain
third fingerprint information; and sending, data verifica-
tion failure indication information to the second device in
response to the third fingerprint information not matching
the received first fingerprint information.
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Description
RELATED APPLICATION

[0001] This application claims priority to Chinese Pat-
ent Application No. 201710170866.0, entitled "DATA
VERIFICATION METHOD, DATA SENDING METHOD,
RELATED APPARATUS, AND SYSTEM" filed with the
Chinese Patent Office on March 21, 2017, which is in-
corporated by reference in its entirety.

FIELD OF THE TECHNOLOGY

[0002] This application relates to the field of comput-
ers, and in particular, to a data verification method, a data
sending method, a data receiving apparatus, a data
sending apparatus, a data transmission system, and a
storage medium.

BACKGROUND OF THE DISCLOSURE

[0003] Cloud disks or cloud network disks are Internet
storage tools. As products of Internet cloud technologies,
the cloud disks provide services such as information stor-
age, reading, and loading for enterprises and individuals
through Internet, and are featured as secure, stable, and
massive in storage.

[0004] With the development of electronic technolo-
gies and mobile Internet technologies, mobile electronic
devices (particularly, intelligent mobile devices) have
more powerful functions, and a user can do various things
with the mobile electronic devices. Currently, a cloud net-
work disk service may also provide a cloud storage func-
tion such as a file synchronization, backup, and sharing
function for a mobile electronic device of a user end. Pro-
vided that the user installs a corresponding client on the
mobile electronic device, the user and a server of the
cloud network disk service may transmit datafiles to each
other.

[0005] In the related art, a slice verification method is
usually used for correctness verification in a data trans-
mission process. That is, a data sending party sends a
slice of data to a data receiving party, the data sending
party first calculates a digest by using a digest algorithm
and then transmits the data and the digest to the data
receiving party, and then the data receiving party calcu-
lates again the received data by using the same digest
algorithm for digest matching and comparison. For ex-
ample, according to a verification method based on the
Transmission Control Protocol (TCP) protocol, there is a
checksum (a check code sum or a verification sum) field
in a sent TCP header, and the correctness of the slice of
data is determined through calculation, verification, and
comparison.

SUMMARY

[0006] An embodiment of the present application dis-
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closes a data verification method, applied to a first device
and including:

receiving fingerprint information of N data slices of
to-be-sent data of a second device, wherein the N
data slices are obtained by slicing the to-be-sent da-
ta; and in the fingerprint information, first fingerprint
information corresponding to an ith data slice is ob-
tained by updating second fingerprint information
corresponding to an (i-1)th data slice with the ith data
slice, and both N and i are integers greater than 1;

receiving the ith data slice from the second device;

updating the received second fingerprint informa-
tion, with the ith data slice to obtain third fingerprint
information; and

sending data verification failure indication informa-
tion to the second device in response to the third
fingerprint information not matching the received first
fingerprint information.

[0007] An embodiment of the present application dis-
closes a data sending method, applied to a first device
and including:

slicing to-be-sent data into M data slices;

calculating fingerprint information corresponding to
each data slice, wherein, second fingerprint informa-
tion corresponding to a (j+1)t" data slice is obtained
by updating third fingerprint information correspond-
ing to a jth data slice with the (j+1)th data slice, and
both M and j being integers greater than 1; and

sending the fingerprint information corresponding to
each data slice to a second device.

[0008] An embodiment of the present application fur-
ther discloses a data verification apparatus, including a
processor and a memory, the memory storing a compu-
ter-readable instruction ,the computer-readable instruc-
tion is configured to be executable by the processors to:

receive fingerprint information of N data slices of to-
be-sent data of a second device, wherein the N data
slices are obtained by slicing the to-be-sent data;
and in the fingerprint information, first fingerprint in-
formation corresponding to an ith data slice is ob-
tained by updating, second fingerprint information
corresponding to an (i-1)th data slice with the ith data
slice, and both N and i are integers greater than 1;

receive the ith data slice from the second device;

update, the received second fingerprint information
with the ith data slice, to obtain third fingerprint infor-



3 EP 3 606 007 A1 4

mation; and

send data verification failure indication information
to the second device in response to the third finger-
print information not matching the received first fin-
gerprint information.

[0009] An embodiment of the present application fur-
ther discloses a data sending apparatus, including a
processor and a memory, the memory storing a compu-
ter-readable instruction, the instruction is configured to
be executable by the processors to:

slice to-be-sent data into N data slices ;

calculate fingerprint information corresponding to
each data slice , wherein, second fingerprint infor-
mation corresponding to a (j+1)t" data slice is ob-
tained by updating third fingerprint information cor-
responding to a jth data slice with the (j+1)th data
slice , and both M and j being integers greater than
1; and

send the fingerprint information corresponding to
each data slice to a second device.

[0010] An embodiment of the present application fur-
ther discloses a data transmission system, including the
data sending apparatus and the data verification appa-
ratus described above.

BRIEF DESCRIPTION OF THE DRAWINGS

[0011] To describe the technical solutions in the em-
bodiments of this application or in the existing technology
more clearly, the following briefly introduces the accom-
panying drawings for describing the embodiments or the
existing technology. Apparently, the accompanying
drawings in the following description show merely some
embodiments of this application, and a person of ordinary
skill in the art may still derive other drawings from the
accompanying drawings without creative efforts.

FIG. 1A is a diagram of a scenario architecture of a
data verification method or a data sending method
according to an embodiment of this application.

FIG. 1B is a schematic flowchart of a data transmis-
sion method according to an embodiment of this ap-
plication.

FIG. 1C is a schematic diagram of a process of cal-
culating fingerprint information corresponding to to-
be-sent data according to an embodiment of this ap-
plication.

FIG. 2 is aschematic flowchart of a data transmission
method according to an embodiment of this applica-
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tion.

FIG. 3 is a schematic diagram of a principle of cal-
culating fingerprintinformation by slices by a sending
party according to an embodiment of this application.

FIG. 4 is a schematic diagram of a principle of a
method of verifying accumulated slices by a receiv-
ing party according to an embodiment of this appli-
cation.

FIG. 5A is a schematic structural diagram of a data
verification apparatus according to an embodiment
of this application.

FIG. 5B is a schematic structural diagram of a data
verification apparatus according to an embodiment
of this application.

FIG. 6 is a schematic structural diagram of another
embodiment of a data verification apparatus accord-
ing to this application.

FIG. 7 is a schematic structural diagram of another
embodiment of a data verification apparatus accord-
ing to this application.

FIG. 8 is a schematic structural diagram of a data
sending apparatus according to an embodiment of
this application.

FIG. 9 is a schematic structural diagram of another
embodiment of a data sending apparatus according
to this application.

FIG. 10 is a schematic structural diagram of another
embodiment of a data sending apparatus according
to this application.

DESCRIPTION OF EMBODIMENTS

[0012] Technical solutions in embodiments of this ap-
plication are described below with reference to the ac-
companying drawings in the embodiments of this appli-
cation.

[0013] FIG. 1A is a diagram of a scenario architecture
or a system architecture of a data verification method or
a data sending method according to an embodiment of
this application. An electronic device 101 may establish
a connection with a server 103 by using a network 102
for data exchange. Using a cloud network disk as an ex-
ample, a user can transmit a data file to the server end
103 that provides a cloud network disk service provided
that the user installs a client on the electronic device 101.
For example, the user synchronizes and backs up data
to the server 103, or downloads required data from the
server 103. When the electronic device 101 synchronizes
and backs up data to the server 103, the electronic device
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101 is a sending party of the data, and the server 103 is
areceiving party of the data. When the electronic device
101 downloads required data from the server 103, the
electronic device 101 is a receiving party of the data, and
the server 103 is a sending party of the data. This em-
bodiment of this application describes in detail how the
sending party sends data and how the receiving party
verifies the data with reference to FIG. 1B to FIG. 4.
[0014] It should be noted that, the electronic device
101 in this embodiment of this application includes but
is not limited to an electronic device or a terminal device
such as a personal computer, an intelligent mobile ter-
minal (such as a mobile phone, a mobile computer, or a
tablet computer), a personal digital assistant (PDA), a
smart television, a smartwatch, smartglasses, and a
smart band.

[0015] FIG. 1B is a schematic flowchart of a data ver-
ification method in the system architecture diagram
shown in FIG. 1A. As shown in FIG. 1B, the data verifi-
cation method may be performed by a first device. The
first device may be the electronic device 101 or the server
103 shown in FIG. 1A, or may be any computing device
that needs to transmit data in another application sce-
nario. The method may include the following steps:

Step 101b: Receive fingerprint information of N slic-
esof datain to-be-sentdata sent by a second device,
the N slices of data being obtained by slicing the to-
be-sent data; and in the fingerprint information, first
fingerprint information corresponding to an ith slice
of data being fingerprint information obtained by up-
dating, by using the it slice of data, second finger-
print information corresponding to an (i-1)" slice of
data, and both N and i being integers greater than 1.

Step 102b: Receive the ith slice of data sent by the
second device.

Step 103b: Update, by using the it slice of data, the
received second fingerprint information, to obtain
third fingerprint information.

Step 104b: Send data verification failure indication
information to the second device when the third fin-
gerprintinformation does not match the received first
fingerprint information.

[0016] In some examples, the first device may receive
a first slice of data in the to-be-sent data sent by the
second device, and calculate fourth fingerprint informa-
tion of the first slice of data; determine whether the fourth
fingerprint information matches fifth fingerprint informa-
tion corresponding to the received first slice of data; and
send the data verification failure indication information to
the second device when the fourth fingerprint information
does not match the fifth fingerprint information.

[0017] In some examples, the first device may receive
sixth fingerprint information that is sent by the second

10

15

20

25

30

35

40

45

50

55

device and that corresponds to the to-be-sent data; de-
termine, by using the sixth fingerprintinformation, wheth-
er the to-be-sent data is stored in a database; and send
data transmission indication information to the second
device when determining that the to-be-sent data is not
stored. Specifically, if the to-be-sent data is already
stored, the fingerprint information corresponding to the
to-be-sent data is also correspondingly stored. There-
fore, before the first slice of data sent by the second de-
vice is received, the sixth fingerprint information corre-
sponding to the entire to-be-sent data sent by the second
device is received. If it is determined that seventh finger-
print information the same as the sixth fingerprint infor-
mation is stored, it is determined that the to-be-sent data
corresponding to the sixth fingerprint information is
stored.

[0018] In some examples, the fingerprint information
includes a message digest calculated by using a secure
hash algorithm (SHA), or a message digest calculated
by using a message-digest algorithm (MD).

[0019] Insome examples, when the first device needs
to send second to-be-sent data, the first device may slice
the second to-be-sent data into M slices of data; and
calculate fingerprint information corresponding to each
slice of data, where second fingerprint information cor-
responding to a (j+1)t slice of data in the M slices of data
is fingerprint information obtained by updating, by using
the (j+1)th slice of data, third fingerprint information cor-
responding to a jth slice of data, and both M and j are
integers greater than 1; and send the fingerprint informa-
tion corresponding to each slice of data to a third device.
A value of M is determined by a size of the to-be-sent
data and a used fingerprint calculation method.

[0020] In some examples, the first device may use an
intermediate result of a process of calculating fingerprint
information corresponding to the entire second to-be-
sent data as the fingerprint information corresponding to
each slice of data in the second to-be-sent data. That is,
when the fingerprint information corresponding to each
slice of data is calculated, the fingerprint information of
the to-be-sent data may be calculated. The process of
calculating the fingerprint information of the to-be-sent
data may include:

calculating intermediate fingerprint information cor-
responding to a first slice of data in the M slices of
data;

successively updating, by using the (j+1)t slice of
data, intermediate fingerprint information corre-
sponding to the jth slice of data, to obtain intermediate
fingerprint information corresponding to the (j+1)t
slice of data; and

processing intermediate fingerprint information cor-
responding to an Mt slice of data to obtain the fin-
gerprint information of the second to-be-sent data.
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[0021] In the foregoing process of calculating the fin-
gerprint information of the to-be-sent data, intermediate
fingerprint information corresponding to slices of data
other than the Mth slice of data is used as fingerprint in-
formation corresponding to the slices of data, and the
fingerprint information corresponding to the second to-
be-sent data is used as fingerprint information corre-
sponding to the Mth slice of data.

[0022] FIG. 1C is a schematic diagram of a process of
calculating the fingerprint information corresponding to
the to-be-sent data. As shown in FIG. 1C, intermediate
fingerprint information sha1 corresponding to a first slice
of data 101c is first calculated, the intermediate finger-
printinformation sha1 is updated by using a second slice
of data 102c to obtain intermediate fingerprintinformation
sha2 corresponding to the second slice of data 102c, and
the intermediate fingerprint information sha2 is updated
by using a third slice of data 103c to obtain intermediate
fingerprint information sha3 corresponding to the third
slice of data 103c. According to this method, intermediate
fingerprint information of each slice of data is calculated
until the Mth slice of data. It should be noted that, after
intermediate fingerprint information shaM of the Mth slice
of data is obtained according to the foregoing method,
the intermediate fingerprint information shaM of the Mth
slice of data is updated by using information such as a
length of the to-be-sent data to obtain the fingerprint in-
formation corresponding to the entire to-be-sent data.
[0023] In some examples, data verification failure in-
dication information sent by the third device is received,
where the data verification failure indication information
includes information for indicating a k" slice of data; and
the kth slice of data is sent to the third device according
to the data verification failure indication information.
[0024] In some examples, after data transmission in-
dication information sent by the third device is received,
the M slices of data are sent to the third device according
to the data transmission indication information.

[0025] During implementation of this embodiment of
this application, fingerprint information that is of slices
and that is prestored by a receiving party is verified, so
that the fingerprint information of the slices of data is cor-
related to a sequence of the slices. Therefore, when a
packetis tampered or forged or the slices are disordered,
verification of a single slice of data cannot succeed, and
as aresult, a technical problem in the existing technology
that a transmission error can be found only after an entire
data file is downloaded is avoided, thereby avoiding fatal
impact caused when a cloud network disk user uploads
or downloads a large file. Moreover, according to this
embodiment of this application, in a case in which wheth-
er a file is uploaded within seconds needs to be deter-
mined, time consumption for calculating and verifying the
fingerprint information of the entire data and a calculation
amount do not increase, so that verification efficiency is
effectively ensured.

[0026] The following describes in detail the technical
solutions of the data verification method and the data
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sending method provided in the embodiments of this ap-
plication with reference to a schematic flowchart of a data
transmission method provided in an embodiment of this
application shown in FIG. 2. The technical solutions in-
clude the following steps:

Step S200: A sending party slices to-be-sent data into N
slices of data.

[0027] Insome examples, the sending party of the data
may slice large data into N slices or N blocks for trans-
mission. For example, a size of each sliced block or slice
may be defined as 512 KB. It should be noted that, the
sending party may be an electronic device on a user side,
or may be a server on a network side. This is not limited
herein.

[0028] Step S202: The sending party calculates finger-
print information corresponding to each slice of data.
[0029] In some example, slices of data have an order,
ranging from a first slice to an Nt slice. When fingerprint
information corresponding to the first slice of data is cal-
culated according to this embodiment of this application,
specifically, the fingerprint information may be obtained
by calculating thefirst slice of data by using a correspond-
ing fingerprint calculation algorithm. When fingerprint in-
formation corresponding to a (j+1)t slice of data is cal-
culated, specifically, the (j+1)t slice of data may be up-
dated to fingerprintinformation corresponding to ajth slice
of data to obtain updated data, and then the fingerprint
information is obtained by calculating the updated data
by using the corresponding fingerprint calculation algo-
rithm. j is greater than or equal to 1, and less than or
equal to N-1. That is, actually, when the fingerprint infor-
mation corresponding to the (j+1)t" slice of data is calcu-
lated, the fingerprint information may also be obtained
by calculating accumulated data that is obtained after the
first slice of data is accumulated to the (j+ 1)t slice of data.
[0030] FIG. 3 is a schematic diagram of a principle of
calculating fingerprint information by slices by a sending
party according to an embodiment of this application. For
example, fingerprint information corresponding to a sec-
ond slice of data is fingerprint information obtained by
updating the second slice of data to fingerprint informa-
tion corresponding to afirst slice of data to obtain updated
data, and then calculating the updated data; orfingerprint
information obtained by calculating accumulated data
that is obtained by adding the first slice of data to the
second slice of data. For another example, fingerprint
information corresponding to a tenth slice of data is fin-
gerprint information obtained by updating the tenth slice
of data to fingerprintinformation corresponding to a ninth
slice of data to obtain updated data, and then calculating
the updated data; or fingerprint information obtained by
calculating accumulated data that is obtained by accu-
mulating the first slice of data to the tenth slice of data.
[0031] Fingerprintinformation that corresponds to slic-
es of data (rather than the first slice of data) and that is
calculated according to the foregoing implementations is
not determined only by content of separate slices of data,
but is also correlated to fingerprint information of a pre-
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vious slice of data, so that the fingerprint information of
the slices of datais correlated to a sequence of the slices.
Subsequently, in a corresponding verification process, a
technical problem in the existing technology that when a
packetis tampered or forged or the slices are disordered,
verification of a single slice of data succeeds but verifi-
cation of an entire data file fails, and as a result, a trans-
mission error can be found only after the entire data file
is downloaded is avoided, thereby avoiding fatal impact
caused when a cloud network disk user uploads or down-
loads a large file.

[0032] It should be noted that, the fingerprint informa-
tion in the embodiments of this application includes but
is not limited to a message digest calculated by using an
SHA, or a message digest calculated by using an MD.
For example, the message digest is calculated by using
SHA1, or the message digest is calculated by using MD4
or MD5. If a message digest calculated by an algorithm
can represent feature information of data and has an up-
date attribute, the message digest falls within the protec-
tion scope of the fingerprint information in this embodi-
ment of this application.

[0033] Step S204:Send the fingerprintinformation cor-
responding to each slice of data to a receiving party.
[0034] Step S206: The receiving party receives the fin-
gerprint information corresponding to each slice of data.
[0035] In some examples, after receiving the finger-
print information corresponding to each slice of data, the
receiving party stores the fingerprint information corre-
sponding to each slice of data for subsequent verification.
[0036] Step S208: The receiving party determines, by
using the fingerprint information, whether target data is
stored in a database.

[0037] In some examples, the received fingerprint in-
formation corresponding to each slice of data includes
fingerprint information f corresponding to entire data. For
example, in an implementation of calculating the finger-
printinformation in step S202, fingerprint information cor-
responding to a last slice of data (that is, an Nth slice of
data) is exactly the fingerprint information f correspond-
ing to the entire data. Therefore, if it is determined, ac-
cording to the fingerprintinformation f, that the target data
is stored in the database, where fingerprint information
g corresponding to the target data matches the fingerprint
information f, step S210 is performed; or if it is deter-
mined, according to the fingerprint information f, that the
target data is not stored in the database, step S212 is
performed.

[0038] Step S210: The receiving party returns data
transmission success indication information to the send-
ing party.

[0039] In some examples, if the receiving party deter-
mines, according to the fingerprint information f, that the
target data is stored in the database, in other words, it
indicates that the database already stores entire data to
be sent by the sending party, the receiving party may
return or send data transmission success indication in-
formation (or data transmission complete indication in-
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formation or the like) to the sending party. The indication
information is used to indicate, to the sending party, that
the entire data has been successfully transmitted or
transmission of the entire data completes, but actually,
the entire data does not need to be retransmitted. This
makes a user feel that the entire data is successfully
transmitted within seconds.

[0040] Step S212: The receiving party sends data
transmission indication information to the sending party.
[0041] In some examples, if the receiving party deter-
mines, according to the fingerprint information f, that the
target data is not stored in the database, in other words,
itindicates that data to be sentby the sending party needs
to be received, the data transmission indication informa-
tion is used to instruct the sending party to send the data.
Further, both of communication parties may negotiate
with each other on transmitting data blocks by using a
plurality of TCP physical links. Then, the data transmis-
sion indication information may include information such
as a quantity of TCP physical links (that is, a quantity of
channels), a data offset of each TCP physical link, and
a size of each slice of data.

[0042] Step S214: The sending party receives the data
transmission indication information.

[0043] Step S216: The sending party sends each slice
of data to the receiving party according to the data trans-
mission indication information.

[0044] In some examples, based on information such
as the quantity of TCP physical links (the quantity of chan-
nels) in the data transmission indication information, and
the data offset of each TCP physical link and the size of
each slice of data, the sending party sends the slice of
data to the receiving party.

[0045] Step S218: The receiving party receives an ith
slice of data sent by the sending party.

[0046] In some examples, when receiving a slice of
data, the receiving party may verify the slice of data. i is
greater than or equal to 1, and less than or equal to N.
[0047] Step S220: Update, wheniiis notequal to 1, the
ith slice of data to prestored fingerprint information a, to
obtain updated data.

[0048] In some examples, when the received ith slice
of data is not a first slice of data, the receiving party up-
dates the ith slice of data to the fingerprint information a,
to obtain the updated data. The fingerprint information a
in this embodiment of this application is fingerprint infor-
mation corresponding to a prestored (i-1)h slice of data
in step S206.

[0049] Step S222: Calculate fingerprint information b
of the updated data.

[0050] In some examples, the fingerprint calculation
algorithm used by the receiving party is the same as the
fingerprint calculation algorithm used by the sending par-
ty in calculating the fingerprint information of the slices
of data, and the fingerprint information b of the updated
data is calculated by using the fingerprint calculation al-
gorithm.

[0051] Step S224: Determine whether the fingerprint
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information b matches fingerprint information ¢ corre-
sponding to the prestored it slice of data.

[0052] In some examples, if it is determined that the
fingerprint information b does not match the fingerprint
information c, in other words, verification fails, step S230
is performed. If it is determined that the fingerprint infor-
mation b matches the fingerprint information c, in other
words, verification succeeds, corresponding processing
may be continued to be performed. For example, slices
of data and the like are continued to be received. This is
not limited in this embodiment of this application.
[0053] Step S226: Calculate fingerprint information d
of the ith slice of data when i is equal to 1.

[0054] In some examples, when the received ith slice
of data is the first slice of data, fingerprint information d
of the first slice of data is directly calculated by using an
algorithm the same as that used by the sending party in
calculating the fingerprintinformation of the slices of data.
[0055] Step S228: Determine whether the fingerprint
information d matches prestored fingerprint information
e corresponding to the ith slice of data.

[0056] In some examples, if it is determined that the
fingerprint information d does not match the fingerprint
information e, in other words, verification fails, step S230
is performed. If it is determined that the fingerprint infor-
mation d matches the fingerprint information e, in other
words, verification succeeds, corresponding processing
may be continued to be performed. For example, slices
of data and the like are continued to be received. This is
not limited in this embodiment of this application.
[0057] It should be noted that, details of calculating, by
the receiving party, fingerprint information corresponding
to slices of data are shown in FIG. 4. FIG. 4 is a schematic
diagram of a principle of a method of verifying accumu-
lated slices by the receiving party according to an em-
bodiment of this application. For example, fingerprint in-
formation corresponding to a second slice of data is fin-
gerprint information obtained by updating the second
slice of data to fingerprint information corresponding to
a first slice of data to obtain updated data, and then cal-
culating the updated data. For another example, finger-
print information corresponding to a tenth slice of data is
fingerprint information obtained by updating the tenth
slice of data to fingerprint information corresponding to
a ninth slice of data to obtain updated data, and then
calculating the updated data.

[0058] Fingerprintinformation that corresponds to slic-
es of data (rather than the first slice of data) and that is
calculated according to the foregoing implementations is
not determined only by content of separate slices of data,
but is also correlated to fingerprint information of a pre-
vious slice of data, so that the fingerprint information of
the slices of datais correlated to a sequence of the slices.
In a verification process, a technical problem in the ex-
isting technology that when a packet is tampered or
forged or the slices are disordered, verification of a single
slice of data succeeds but verification of an entire data
file fails, and as a result, a transmission error can be
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found only after the entire data file is downloaded is avoid-
ed, thereby avoiding fatal impact caused when a cloud
network disk user uploads or downloads a large file.
[0059] Step S230: Send data verification failure indi-
cation information to the sending party.

[0060] In some examples, the data verification failure
indication information is used to indicate that an error
occurs during transmission performed by the sending
party, and the entire data needs to be retransmitted or a
slice of data corresponding to a verification error needs
to be retransmitted.

[0061] Step S232: The sending party receives the data
verification failure indication information sent by the re-
ceiving party, and retransmits the to-be-sent data accord-
ing to the data verification failure indication information.
[0062] In some examples, the sending party retrans-
mits, according to content indicated by the data verifica-
tion failure indication information, the entire data or the
slice of data corresponding to the verification error.
[0063] During implementation of this embodiment of
this application, an ith slice of data sentby a sending party
is received, the ith slice of data is updated to prestored
fingerprint information a, to obtain updated data. The fin-
gerprint information a is fingerprint information corre-
sponding toan (i-1) slice of data. Fingerprintinformation
b of the updated data is calculated, and whether the fin-
gerprint information b matches fingerprint information ¢
corresponding to the prestored ith slice of data is deter-
mined. When the fingerprintinformation b does not match
the fingerprint information c, data verification failure in-
dication information is sent to the sending party. Finger-
print information of slices is accumulated for verification,
so that the fingerprint information of slices of data is cor-
related to a sequence of the slices. Therefore, when a
packet is tampered or forged or the slices are disordered,
verification of a single slice of data cannot succeed, and
as aresult, atechnical problem in the existing technology
that a transmission error can be found only after an entire
data file is downloaded is avoided, thereby avoiding fatal
impact caused when a cloud network disk user uploads
or downloads a large file. Moreover, according to this
embodiment of this application, in a case in which wheth-
er a file is uploaded within seconds needs to be deter-
mined, time consumption for calculating and verifying the
fingerprint information of the entire data and a calculation
amount do not increase, so that verification efficiency is
effectively ensured.

[0064] For ease of better implementing the foregoing
solutions in the embodiments of this application, this ap-
plication further correspondingly provides a data verifi-
cation apparatus, which is described in detail below with
reference to the accompanying drawings.

[0065] FIG. 5A and FIG. 5B are schematic structural
diagrams of a data verification apparatus according to
an embodiment of this application. In some examples of
this application, as shown in FIG. 5A, the data verification
apparatus 50 may include:
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a data receiving module 501, configured to receive
fingerprint information of N slices of data in to-be-
sent data sent by a second device, the N slices of
data being obtained by slicing the to-be-sent data;
and in the fingerprint information, first fingerprint in-
formation corresponding to an it slice of data being
fingerprint information obtained by updating, by us-
ing the ith slice of data, second fingerprintinformation
corresponding to an (i-1)t slice of data, and both N
and i being integers greater than 1;

the data receiving module 501 being further config-
ured to receive the ith slice of data sent by the second
device;

an update module 503, configured to update, by us-
ing the it slice of data, the received second finger-
print information, to obtain third fingerprint informa-
tion; and

an information sending module 505, configured to
send data verification failure indication information
to the second device when the third fingerprint infor-
mation does not match the received first fingerprint
information.

[0066] In some examples, the data receiving module
501 is further configured to receive a first slice of data in
the to-be-sent data sent by the second device, and cal-
culate fourth fingerprint information of the first slice of
data; the update module 503 is further configured to de-
termine whether the fourth fingerprint information match-
es fifth fingerprint information corresponding to the re-
ceived first slice of data; and the information sending
module 505 is further configured to send the data verifi-
cation failure indication information to the second device
when the fourth fingerprint information does not match
the fifth fingerprint information.

[0067] In some examples, the data receiving module
501 is further configured to receive sixth fingerprint infor-
mation that is sent by the second device and that corre-
sponds to the to-be-sent data; the update module 503 is
further configured to determine, by using the sixth finger-
print information, whether the to-be-sent data is stored
in a database; and the information sending module 505
is further configured to send data transmission indication
information to the second device when it is determined
that the to-be-sent data is not stored.

[0068] In some examples, the data verification appa-
ratus 50 may further include a data slicing module 507,
a fingerprint calculation module 509, and a fingerprint
information sending module 511.

[0069] The data slicing module 507 may slice second
to-be-sent data into M slices of data.

[0070] The fingerprint calculation module 509 may cal-
culate fingerprintinformation corresponding to each slice
of data, where second fingerprint information corre-
sponding to a (j+1)th slice of data in the M slices of data
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is fingerprint information obtained by updating, by using
the (j+1)th slice of data, third fingerprint information cor-
responding to a jth slice of data, and both M and j are
integers greater than 1.

[0071] The fingerprintinformation sending module 511
may send the fingerprint information corresponding to
each slice of data to a third device.

[0072] In some other examples of this application, as
shown in FIG. 5B, the data verification apparatus 50 may
include a data receiving module 500, an update module
502, a calculation and determining module 504, and an
information sending module 506.

[0073] The data receiving module 500 is configured to
receive an ith slice of data sent by a sending party, where
the sending party slices to-be-sent data into N slices of
data for sending, and i is greater than or equal to 1 and
less than or equal to N.

[0074] The update module 502 is configured to update,
when i is not equal to 1, the ith slice of data to prestored
fingerprint information a to obtain updated data, where
the fingerprint information a is fingerprint information cor-
responding to an (i-1)th slice of data.

[0075] The calculation and determining module 504 is
configured to: calculate fingerprint information b of the
updated data, and determine whether the fingerprint in-
formation b matches fingerprint information ¢ corre-
sponding to the prestored ith slice of data.

[0076] The information sending module 506 is config-
ured to send data verification failure indication informa-
tion to the sending party when the fingerprint information
b does not match the fingerprint information c.

[0077] In some examples, the calculation and deter-
mining module 504 is further configured to: calculate,
when i is equal to 1, fingerprint information d of the ith
slice of data; and determine whether the fingerprint in-
formation d matches fingerprint information e corre-
sponding to the ith slice of data.

[0078] The information sending module 506 is further
configured to send the data verification failure indication
information to the sending party when the fingerprint in-
formation d does not match the fingerprint information e.
[0079] Further, FIG. 6 is a schematic structural dia-
gram of another embodiment of a data verification appa-
ratus according to this application. The data verification
apparatus 50 may include a data receiving module 500,
an update module 502, a calculation and determining
module 504, and an information sending module 506,
and may further include a fingerprint information receiv-
ing module 508 and a data determining module 5010.
[0080] The fingerprint information receiving module
508 is configured to receive fingerprint information f that
is sent by a sending party and that corresponds to the
to-be-sent data, before the data receiving module 500
receives an ith slice of data sent by the sending party.
[0081] The data determine module 5010 is configured
to determine, by using the fingerprint information f,
whether target data is stored in a database, where fin-
gerprint information g corresponding to the target data
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matches the fingerprint information f.

[0082] The information sending module 506 is further
configured to send data transmission indication informa-
tion to the sending party when it is determined that the
target data is not stored.

[0083] In some examples, the fingerprint information
in this embodiment of this application includes amessage
digest calculated by using an SHA, or a message digest
calculated by using an MD.

[0084] Still further, FIG. 7 is a schematic structural di-
agram of another embodiment of a data verification ap-
paratus according to this application. The data verifica-
tion apparatus 70 may include at least one processor
701, for example, a CPU, at least one network interface
704, a user interface 703, a memory 705, at least one
communications bus 702, and a display 706. The com-
munications bus 702 is configured to implement connec-
tion communication between the components. The user
interface 703 may include a touchscreen, and the like.
Optionally, the network interface 704 may include a
standard wired interface and a standard wireless inter-
face (such as a Wi-Fi interface). The memory 705 may
be a high-speed RAM memory, or may be a non-volatile
memory, for example, at least one magnetic disk mem-
ory. The memory 705 includes a flash in this embodiment
of this application. Optionally, the memory 705 may be
at least one storage system located remotely from the
foregoing processor 701. As shownin FIG. 7, the memory
705, a computer storage medium, may include an oper-
ating system, a network communications module, a user
interface module, and a data verification program.
[0085] In the data verification apparatus 70 shown in
FIG. 7, the processor 701 may be configured to: invoke
the data verification program stored in the memory 705,
and perform processing operations in the embodiments
of this application when a computing device receives da-
ta. For example, the processor 701 is capable of:

receiving, by using the network interface 704, an ith
slice of data sent by a sending party, where the send-
ing party slices to-be-sent data into N slices of data
for sending; and i is greater than or equal to 1, and
less than or equal to N;

updating, when i is not equal to 1, the ith slice of data
to prestored fingerprint information a to obtain up-
dated data, where the fingerprint information a is fin-
gerprint information corresponding to an (i-1)t slice
of data;

calculating fingerprint information b of the updated
data, and determining whether the fingerprint infor-
mation b matches fingerprint information c corre-
sponding to the prestored ith slice of data; and

sending data verification failure indication informa-
tion to the sending party by using the network inter-
face 704 when the fingerprint information b does not
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match the fingerprint information c.

[0086] Insome examples, after receiving, by using the
network interface 704, the ith slice of data sent by the
sending party, the processor 701 is further capable of:

calculating fingerprint information d of the ith slice of
data when i is equal to 1;

determining whether the fingerprint information d
matches prestored fingerprint information e corre-
sponding to the ith slice of data; and

sending data verification failure indication informa-
tion to the sending party by using the network inter-
face 704 when the fingerprint information d does not
match the fingerprint information e.

[0087] In some examples, before receiving, by using
the network interface 704, the ith slice of data sent by the
sending party, the processor 701 is further capable of
performing the following steps:

receiving, by using the network interface 704, finger-
print information f that is sent by the sending party
and that corresponds to the to-be-sent data;

determining, by using the fingerprint information f,
whether target data is stored in a database, where
fingerprint information g corresponding to the target
data matches the fingerprint information f; and

sending data transmission indication information to
the sending party by using the network interface 704
when determining that the target data is not stored.

[0088] In some examples, the fingerprint information
includes a message digest calculated by using an SHA,
or a message digest calculated by using an MD.

[0089] Itshould be noted that, for functions of the mod-
ules in the data verification apparatus 50 or the data ver-
ification apparatus 70 in the embodiments of this appli-
cation, refer to a specific implementation of any embod-
iment of FIG. 2 to FIG. 4 in the foregoing method embod-
iments, and details are not repeatedly described. The
data verification apparatus 50 or the data verification ap-
paratus 70 may include, but not limited to, an electronic
device or a terminal device such as a personal computer,
and an intelligent mobile terminal (such as a mobile
phone, a mobile computer, or a tablet computer).
[0090] For ease of better implementing the foregoing
solutions in the embodiments of this application, this ap-
plication further correspondingly provides a data sending
apparatus, which is described in detail below with refer-
ence to the accompanying drawings:

[0091] FIG. 8 is a schematic structural diagram of a
data sending apparatus according to an embodiment of
this application. The data sending apparatus 80 may in-
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clude a data slicing module 800, a fingerprint calculation
module 802, and a fingerprint information sending mod-
ule 804.

[0092] The data slicing module 800 is configured to
slice to-be-sent data into N slices of data.

[0093] The fingerprint calculation module 802 is con-
figured to calculate fingerprint information corresponding
to each slice of data, where fingerprint information cor-
responding to afirst slice of data is fingerprintinformation
obtained by calculating the first slice of data; fingerprint
information corresponding to a (j+1)t slice of data is fin-
gerprint information obtained by calculating updated da-
ta; and the updated data is data obtained after updating
the (j+1)th slice of data to fingerprint information corre-
sponding to a jt slice of data, where j is greater than or
equal to 1, and less than or equal to N-1.

[0094] The fingerprintinformation sending module 804
is configured to send the fingerprint information corre-
sponding to each slice of data to a receiving party.
[0095] In some examples, FIG. 9 is a schematic struc-
tural diagram of another embodiment of a data sending
apparatus according to this application. The data sending
apparatus 80 includes a data slicing module 800, a fin-
gerprint calculation module 802, and a fingerprint infor-
mation sending module 804, and may further include an
information receiving module 806, a data sending module
808, and a retransmission module 8010.

[0096] The information receiving module 806 is con-
figured to receive data transmission indication informa-
tion sent by a receiving party, after the fingerprint infor-
mation sending module 804 sends fingerprintinformation
corresponding to each slice of data to the receiving party.
[0097] The data sending module 808 is configured to
send each slice of data to the receiving party according
to the data transmission indication information.

[0098] Further, the information receiving module 806
is further configured to receive data verification failure
indication information sent by the receiving party, after
the data sending module 808 sends each slice of data
to the receiving party.

[0099] The retransmission module 8010 is configured
to retransmit the to-be-sent data according to the data
verification failure indication information.

[0100] Still further, FIG. 10 is a schematic structural
diagram of another embodiment of a data sending appa-
ratus according to this application. The data sending ap-
paratus 100 may include at least one processor 1001,
for example, a CPU, at least one network interface 1004,
a user interface 1003, a memory 1005, at least one com-
munications bus 1002, and a display 1006. The commu-
nications bus 1002 is configured to implementconnection
communication between the components. The user in-
terface 1003 may include a touchscreen, and the like.
Optionally, the network interface 1004 may include a
standard wired interface and a standard wireless inter-
face (such as a Wi-Fi interface). The memory 1005 may
be a high-speed RAM memory, or may be a non-volatile
memory, for example, at least one magnetic disk mem-
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ory. The memory 1005 includes a flash in this embodi-
ment of this application. Optionally, the memory 1005
may be at least one storage system located remotely
from the foregoing processor 1001. As shown in FIG. 10,
the memory 1005, a computer storage medium, may in-
clude an operating system, a network communications
module, a user interface, and a data sending program.
[0101] In the data sending apparatus 100 shown in
FIG. 10, the processor 1001 may be configured to: invoke
the data sending program stored in the memory 1005,
and perform processing operations in the embodiments
of this application when a computing device sends data.
For example, the processor 1001 is capable of:

slicing to-be-sent data into N slices of data;

calculating fingerprint information corresponding to
each slice of data, where fingerprint information cor-
responding to a first slice of data is fingerprint infor-
mation obtained by calculating the first slice of data;
fingerprint information corresponding to a (j+1)th
slice of data is fingerprint information obtained by
calculating updated data; and the updated data is
data obtained after updating the (j+1)th slice of data
to fingerprint information corresponding to a jth slice
of data, where j is greater than or equal to 1, and
less than or equal to N-1; and

sending the fingerprint information corresponding to
each slice of data to the receiving party by using the
network interface 1004.

[0102] In some examples, when a memory in an ap-
paratus stores both the data verification program shown
in FIG. 7 and the data sending program shown in FIG.
10, the apparatus has the functions of both the data ver-
ification apparatus shown in FIG. 7 and the data sending
apparatus shown in FIG. 10.

[0103] Insome examples, after sending the fingerprint
information corresponding to each slice of data to the
receiving party by using the network interface 1004, the
processor 1001 may further be capable of performing the
following step:

sending each slice of data to the receiving party by using
the network interface 1004 according to data transmis-
sion indication information, after receiving the data trans-
mission indication information sent by the receiving party
by using the network interface 1004.

[0104] In some examples, after sending each slice of
data to the receiving party by using the network interface
1004, the processor 1001 may further be capable of per-
forming the following steps:

receiving data verification failure indication informa-
tion sent by the receiving party by using the network

interface 1004; and

retransmitting the to-be-sent data by using the net-
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work interface 1004 according to the data verification
failure indication information.

[0105] It should be noted that, for functions of the mod-
ules in the data sending apparatus 80 or the data sending
apparatus 100 in the embodiments of this application,
refer to a specific implementation of any embodiment of
FIG. 2 to FIG. 4 in the foregoing method embodiments,
and details are not repeatedly described. The data send-
ing apparatus 80 or the data sending apparatus 100 may
include, but not limited to, an electronic device or a ter-
minal device such as a personal computer, and an intel-
ligent mobile terminal (such as a mobile phone, a mobile
computer, or a tablet computer).

[0106] For ease of better implementing the solutions
in the embodiments of this application, this application
further correspondingly provides a data transmission
system. The data transmission system may include the
data verification apparatus in FIG. 5 to FIG. 7, and the
data sending apparatus in FIG. 8 to FIG. 10. For details
as to how the data transmission system transmits data,
refer to a specific implementation of any embodiment of
FIG. 2 to FIG. 4 in the method embodiments, and details
are not repeatedly described.

[0107] During implementation of this embodiment of
this application, anithslice of data sent by a sending party
is received, the ith slice of data is updated to prestored
fingerprint information a, to obtain updated data. The fin-
gerprint information a is fingerprint information corre-
sponding to an (i-1)t slice of data. Fingerprintinformation
b of the updated data is calculated, and whether the fin-
gerprint information b matches fingerprint information c
corresponding to the prestored it slice of data is deter-
mined. When the fingerprintinformation b does not match
the fingerprint information ¢, data verification failure in-
dication information is sent to the sending party. Finger-
print information of slices is accumulated for verification,
so that the fingerprint information of slices of data is cor-
related to a sequence of the slices. Therefore, when a
packetis tampered or forged or the slices are disordered,
verification of a single slice of data cannot succeed, and
as aresult, a technical problem in the existing technology
that a transmission error can be found only after an entire
data file is downloaded is avoided, thereby avoiding fatal
impact caused when a cloud network disk user uploads
or downloads a large file. Moreover, according to this
embodiment of this application, in a case in which wheth-
er a file is uploaded within seconds needs to be deter-
mined, time consumption for calculating and verifying the
fingerprint information of the entire data and a calculation
amount do not increase, so that verification efficiency is
effectively ensured.

[0108] A person of ordinary skill in the art may under-
stand that all or some of the processes of the methods
in the embodiments may be implemented by a computer
program instructing relevant hardware. The program
may be stored in a computer readable storage medium.
When the program is run, the processes of the embodi-
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ments of the foregoing methods may be included. The
foregoing storage medium may be a magnetic disk, an
optical disc, a read-only memory (ROM), or a random
access memory (RAM).

[0109] What is disclosed above is merely a preferred
embodiment of the embodiments of this application, and
certainly is not intended to limit the protection scope of
this application. Therefore, equivalent variations made
in accordance with the claims of this application shall fall
within the scope of this application.

Claims

1. A data verification method, applied to a first device,
comprising:

receiving, fingerprintinformation of N data slices
of to-be-sent data of a second device, wherein
the N data slices are obtained by slicing the to-
be-sent data; and in the fingerprint information,
first fingerprint information corresponding to an
ith data slice is obtained by updating second fin-
gerprint information corresponding to an (i-1)th
data slice with the ith data slice, and both N and
i are integers greater than 1;

receiving, the ith data slice from the second de-
vice;

updating, the received second fingerprint infor-
mation with the ith data slice to obtain third fin-
gerprint information; and

sending, data verification failure indication infor-
mation to the second device in response to the
third fingerprint information not matching the re-
ceived first fingerprint information.

2. Themethod according to claim 1, further comprising:

receiving, a first data slice of the to-be-sent data
from the second device;

calculating, fourth fingerprint information of the
first data slice of the to-be-sent data;
determining, whether the fourth fingerprint infor-
mation matches fifth fingerprint information cor-
responding to the received first data slice of the
to-be-sent data; and

sending the data verification failure indication in-
formation to the second device in response to
the fourth fingerprint information not matching
the fifth fingerprint information.

3. Themethod according to claim 2, further comprising:

receiving, sixth fingerprint information corre-
sponding to the to-be-sent data from the second
device;

determining, whether the to-be-sent data is
stored in a database according to the sixth fin-
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gerprint information; and

sending, data transmission indication informa-
tion to the second device in response to deter-
mining that the to-be-sent data is not stored.

The method according to any one of claims 1 to 3,
wherein the fingerprintinformation comprises ames-
sage digest calculated by a secure hash algorithm
SHA, or a message digest calculated by a message-
digest algorithm MD.

The method according to claim 1, further comprising:

slicing second to-be-sent data into M data
slices ;

calculating, fingerprint information correspond-
ing to each of the M data slices , wherein second
fingerprintinformation corresponding to a (j+1)th
data slice of in the M data slices is obtained by
updating third fingerprint information corre-
sponding to a jth data slice with the (j+1)th data
slice, and both M and j are integers greater than
1; and

sending the fingerprint information correspond-
ing to the each data slice to a third device.

6. The method according to claim 5, wherein the cal-

culating fingerprint information corresponding to
each of the M data slices comprises:

calculating fingerprint information of the second
to-be-sent data; and

the calculating fingerprint information of the sec-
ond to-be-sent data comprises:

calculating, intermediate fingerprint infor-
mation corresponding to a first data slice in
the M data slices ;

successively updating, intermediate finger-
print information corresponding to the jth da-
ta slice with the (j+1)t" data slice, to obtain
intermediate fingerprint information corre-
sponding to the (j+1)th data slice;
processing intermediate fingerprint infor-
mation corresponding to an Mt data slice
to obtain the fingerprint information of the
second to-be-sent data;

determining, intermediate fingerprint informa-
tion corresponding to each data slice other than
the Mth data slice as the fingerprint information
corresponding to each data slice ; and

using, the fingerprint information of the second
to-be-sent data as fingerprint information corre-
sponding to the Mth data slice .

The method according to claim 5, wherein the meth-
od further comprises:
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receiving, from the third device, the data verifi-
cation failure indication information, wherein the
data verification failure indication information
comprises information indicating a kth data
slice ;

sending, the kth data slice to the third device
according to the data verification failure indica-
tion information.

The method according to claim 5, further comprising:
sending, the M data slices to the third device accord-
ing to the data transmission indication information,
after receiving data transmission indication informa-
tion from the third device.

A data sending method, applied to a first device and
comprising:

slicing to-be-sent data into N data slices ;
calculating, fingerprint information correspond-
ing to each data slice, wherein, second finger-
print information corresponding to a (j+1)th data
slice is obtained by updating third fingerprint in-
formation corresponding to a jth data slice with
the (j+1)th data slice, and both M and j being
integers greater than 1; and

sending the fingerprint information correspond-
ing to each slice of data to a second device.

10. The method according to claim 9, wherein, the cal-

culating fingerprint information corresponding to
each data slice comprises:

calculating, fingerprintinformation of the second
to-be-sent data; and

wherein, the calculating fingerprint information
of the second to-be-sent data comprises:

calculating, intermediate fingerprint infor-
mation corresponding to a first data slice of
the to-be-sent data;

updating, intermediate fingerprint informa-
tion corresponding to the jth data slice of the
to-be-sent data with the (j+1)t" data slice of
the to-be-sent data successively, to obtain
intermediate fingerprint information corre-
sponding to the (j+1)th data slice of the to-
be-sent data;

processing, intermediate fingerprint infor-
mation corresponding to an Mt data slice
of the to-be-sent data to obtain the finger-
print information of the second to-be-sent
data;

determining, intermediate fingerprint informa-
tion corresponding to each data slice of the to-
be-sent data other than the Mth data slice of the
to-be-sent data as the fingerprint information
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corresponding to the each data slice of the to-
be-sent data; and

using, the fingerprint information of the second
to-be-sent data as fingerprint information corre-
sponding to the Mt data slice of the to-be-sent
data.

The method according to claim 9, further comprising:
sending, the M data slices of the to-be-sent data to
the second device according to the data transmis-
sion indication information, after receiving data
transmission indication information from the second
device.

The method according to claim 9, further comprising:

receiving, data verification failure indication in-
formation from the second device, wherein, the
data verification failure indication information
comprises information indicating a kth data slice;
and

sending, the kth data slice to the second device
according to the data verification failure indica-
tion information.

A data verification apparatus, comprising a proces-
sor and a memory, the memory storing a computer-
readable instruction, the computer-readable instruc-
tion is configured to be executable by the processors
to:

receive fingerprint information of N data slices
of to-be-sent data of a second device, wherein
the N data slices are obtained by slicing the to-
be-sent data; and in the fingerprint information,
first fingerprint information corresponding to an
ith data slice is obtained by updating second fin-
gerprint information corresponding to an (i-1)th
data slice with the it" data slice, and both N and
i are integers greater than 1;

receive the ith data slice from the second device;
update the received second fingerprint informa-
tion with the ith data slice, to obtain third finger-
print information; and

send data verification failure indication informa-
tion to the second device in response to the third
fingerprint information not matching the re-
ceived first fingerprint information.

14. The apparatus according to claim 13, wherein the

instruction is capable of causing the processor to:
receive afirst slice of data in the to-be-sent data sent
by the second device, and calculate fourth fingerprint
information of the first slice of data;

determine whether the fourth fingerprint information
matches fifth fingerprint information corresponding
to the received first slice of data; and

send the data verification failure indication informa-
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tion to the second device when the fourth fingerprint
information does not match the fifth fingerprint infor-
mation.

The apparatus according to claim 14, wherein the
instruction is capable of causing the processor to:

receive sixth fingerprint information that is sent
by the second device and that corresponds to
the to-be-sent data, before receiving the first
slice of data sent by the second device;
determine, by using the sixth fingerprint infor-
mation, whether the to-be-sent data is stored in
a database; and

send data transmission indication information to
the second device when determining that the to-
be-sent data is not stored.

The apparatus according to claim 13, wherein the
instruction is capable of causing the processor to:

slice second to-be-sent data into M slices of da-
ta;

calculate fingerprint information corresponding
to each of the M slices of data, wherein second
fingerprint information corresponding to a (j+1)th
slice of data in the M slices of data is fingerprint
information obtained by updating, by using the
(j+1)th slice of data, third fingerprint information
corresponding to a jth slice of data, and both M
and j are integers greater than 1; and

send the fingerprint information corresponding
to each slice of data to a third device.

The apparatus according to claim 16, wherein the
instruction is capable of causing the processor to:

calculate fingerprint information of the second
to-be-sent data; and

the calculating fingerprint information of the sec-
ond to-be-sent data comprises:

calculating intermediate fingerprintinforma-
tion corresponding to a first slice of data in
the M slices of data;

successively updating, by using the (j+1)th
slice of data, intermediate fingerprint infor-
mation corresponding to the jth slice of data,
to obtain intermediate fingerprint informa-
tion corresponding to the (j+1)t" slice of da-
ta;

processing intermediate fingerprint infor-
mation corresponding to an Mth slice of data
to obtain the fingerprint information of the
second to-be-sent data;

determining intermediate fingerprint infor-
mation corresponding to each slice of data
other than the Mt slice of data as the fin-
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gerprint information corresponding to the
slice of data; and

using the fingerprint information of the sec-
ond to-be-sent data as fingerprint informa-
tion corresponding to the Mt" slice of data.

18. A data sending apparatus, comprising a processor
and amemory, the memory storing a computer-read-
able instruction, the computer-readable instruction
is configured to be executable by the processors to:

slice to-be-sent data into N data slices;
calculate fingerprint information corresponding
to each data slice, wherein, second fingerprint
information corresponding to a (j+1)! data slice
is obtained by updating third fingerprintinforma-
tion corresponding to a jth data slice with the
(j+1)th data slice, and both M and j being integers
greater than 1; and

send the fingerprint information corresponding
to each data slice to a second device.

19. The apparatus according to claim 18, wherein the
instruction is capable of causing the processor to:

calculate fingerprint information of the second
to-be-sent data; and

the calculating fingerprint information of the sec-
ond to-be-sent data comprises:

calculating intermediate fingerprintinforma-
tion corresponding to a first slice of data in
the M slices of data;

successively updating, by using the (j+1)th
slice of data, intermediate fingerprint infor-
mation corresponding to the jth slice of data,
to obtain intermediate fingerprint informa-
tion corresponding to the (j+1)t" slice of da-
ta;

processing intermediate fingerprint infor-
mation corresponding to an Mth slice of data
to obtain the fingerprint information of the
second to-be-sent data;

determining intermediate fingerprintinformation
corresponding to each slice of data other than
the Mthslice of data as the fingerprintinformation
corresponding to the slice of data; and

using the fingerprint information of the second
to-be-sent data as fingerprint information corre-
sponding to the Mth slice of data.

20. A non-volatile computer-readable storage medium,
storing a computer-readable instruction, the instruc-
tion is configured to be executable by the processors
to perform the method according to any one of claims
1to 12.
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