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Description
TECHNICAL FIELD

[0001] The presentinvention relates generally to multi-
factor authentication, although not limited thereto. More
specifically, the present invention relates to techniques
for multi-factor authentication using graphical pass-
words.

BACKGROUND

[0002] Existing authentication techniques may use
passwords either alone or in combination with an identi-
fier such as a user name to verify identities and/or limit
access to protected resources. In some instances, multi-
factor authentication may be used in which two or more
factors from distinct categories of credentials are evalu-
ated during authentication such that each additional fac-
tor adds an additional layer of security to the authentica-
tion process.

[0003] Examples of such additional factors that are
evaluated during authentication include: hardware-
based tokens (e.g., RSA SecurlD provided by RSA Se-
curity LLC. of Bedford, Massachusetts) for challenge/re-
sponse authentication; biometric scanners (e.g., finger
print scanners); one time passwords sent by text/voice
messaging or e-mail, and the like. The additional layers
of security provided by these additional factors are effec-
tive for the most part; however, these existing techniques
also represent increased implementation and mainte-
nance costs.

[0004] Other existing techniques of multi-factor au-
thentication utilize in which graphical content define
passwords (e.g., graphical passwords). As an example,
cued click points represent an existing graphic-based
technique in which a password is based on several im-
ages that are presented in sequence to a user. In partic-
ular, a position of where the user clicks within each po-
sition determines what subsequent image is presented
to the user and the path taken by the user through the
sequence of images represents the password. While ef-
fective in most instances, such graphic-based tech-
niques may be vulnerable to record/replay and phishing
attacks. Cued click points, for example, often presents
users with the same images from the same bank of im-
ages for authentication. As such, observation of a user
entering a password could compromise the password.

SUMMARY

[0005] Embodiments of the present invention provide
systems, methods, and computer-readable storage me-
dia for multi-factor authentication using graphical pass-
words. In an embodiment, a method includes receiving
a first access request from a client device. The first ac-
cess requestidentifies a protected resource and includes
an identifier. A first interface is generated that includes
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a plurality of graphical objects for presentation at random
locations on a display of the client device as defined by
a first object map. The plurality of graphical objects in-
clude a null object and a set of user-defined objects as-
sociated with the identifier that define a graphical pass-
word. Input data including an input event for each inter-
action with the firstinterface that the client device detects
isreceived. The input event for each interaction identifies
a position on the display at which a corresponding inter-
action was detected. Using the first object map, it is de-
termined that the input data satisfies the graphical pass-
word. Access to the protected resource is granted in re-
sponse to determining that the input data satisfies the
graphical password.

[0006] In another embodiment, a system includes an
electronic device with a display, a processor, and a com-
puter-readable storage medium that includes instruc-
tions. Upon execution by the processor, the instructions
cause the system to perform operations. The operations
include sending an access request to an access service
ofahostserver. The accessrequestidentifies a protected
resource and includes an identifier. In response, an in-
terface is received from the access service that includes
a plurality of graphical objects for presentation on the
display. An input event is recorded for each detected in-
teraction with the interface while presenting the interface
on the display. Each input event identifies a position on
the display at which a corresponding interaction was de-
tected. Input data is sent to the access service that in-
cludes each recorded input event. Access to the protect-
ed resource is received when the access service deter-
mines that the input data satisfies a graphical password
using an object map. The graphical password is defined
by a set of user-defined objects included among the plu-
rality of graphical objects. The object map defines ran-
domly assigned positions for presenting the plurality of
graphical objects on the display.

[0007] In another embodiment, a non-transitory com-
puter-readable storage medium including program in-
structions is provided. Upon execution by a processor of
a computing device, the program instructions cause the
computing device to receive, at an access service asso-
ciated with a host server, an access request from a client
device. The access request identifies a protected re-
source and includes an identifier. An interface is gener-
ated that includes a plurality of graphical objects for pres-
entation at random positions on a display of the client
device as defined by an object map. The plurality of
graphical objects include a null object and a set of user-
defined objects associated with the identifier that define
agraphical password. Input data is received that includes
an input event for each interaction with the interface that
the client device detects. Each input event identifying a
position on the display at which a corresponding interac-
tion was detected. Using the object map, itis determined
whether the input data satisfies the graphical password.
Access is granted to the protected resource in accord-
ance with a determination that the input data satisfies the
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graphical password.

[0008] This summary is provided to introduce a selec-
tion of concepts in a simplified form that are further de-
scribed below in the detailed description. This summary
is not intended to identify key features or essential fea-
tures of the claimed subject matter, nor is it intended to
be used in isolation as an aid in determining the scope
of the claimed subject matter.

BRIEF DESCRIPTION OF THE DRAWINGS

[0009] The accompanying drawings illustrate various
embodiments of the present invention and, together with
the general description of the invention given above, and
the detailed description of the embodiments given below,
serve to explain the embodiments of the invention. In the
drawings, like reference numerals are used to indicate
like parts in the various views.

FIG. 1 is a block diagram of an example operating
environment that is suitable for implementing as-
pects of the present invention.

FIG. 2 depicts an example of a client device sending
an access request to an access service.

FIG. 3 depicts the access service of FIG. 2 sending
an interface with a plurality of graphical objects to
the client device in response to the access request.
FIG. 4 depicts the client device of FIG. 2 sending
input data including an input event identifying posi-
tions on a display of the client device for each inter-
action with the interface of FIG. 3 to the access serv-
ice and receiving an access decision from the access
service based on a comparison of the input data and
an object map.

FIGS. 5A and 5B depict examples of object maps
that each define randomly (or pseudo-randomly) as-
signed positions for presenting a plurality of graphi-
cal objects on a display of a client device.

FIG. 6 depicts an example of a replay attack on the
access service of FIG. 2. by a malicious entity posing
as the client device of FIG. 2.

FIG. 7 depicts an example of a phishing attack on
the client device of FIG. 2. by a malicious entity pos-
ing as the access service of FIG. 2.

FIG. 8 is a flow-chart illustrating an example process
for multi-factor authentication using graphical pass-
words.

FIG. 9 is a flow-chart illustrating another example
process for multi-factor authentication using graph-
ical passwords.

FIG. 10is a block diagram of an example computing
environment suitable for use in implementing em-
bodiments of the invention.

DETAILED DESCRIPTION

[0010] Techniquesdescribed hereinrelate to multi-fac-
tor authentication using graphical passwords. Referring
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to FIG. 1, an example operating environment for imple-
menting aspects of the present invention is illustrated
and designated generally 100. In general, operating en-
vironment 100 represents the various components in-
volved in providing multi-factor authentication. Operating
environment 100 includes clientdevice 110, access serv-
ice 120, server 130, and database 140. By way of exam-
ple and not limitation, client device 110 may be embodied
as a desktop computer, alaptop computer, a mobile com-
puting device, a smartphone, a tablet computer, a smart
watch, a consumer electronic device, a workstation, and
the like.

[0011] A user, in operating environment 100, interacts
with clientdevice 110 to access protected resources with-
inahostdomain vianetwork 150. Inthe example depicted
in FIG. 1, the host domain is composed of a plurality of
components including access service 120, server 130,
and database 140. As used herein, a "protected re-
source" generally refers to any computing resource re-
siding within a host domain to which access is limited,
controlled, or restricted. Examples of protected resourc-
es include: services, applications, documents, files, ac-
count information, objects, application programming in-
terfaces, webpages, executable code, and the like.
[0012] In operating environment 100, the user of client
device 110 accesses a protected resource within the host
domain by sending an access request identifying the pro-
tected resource. For example, the access request may
identify an application executing within a runtime envi-
ronment of server 130 or data residing in database 140.
In an embodiment, a protected resource is identified by
a Uniform Resource Identifier ("URI"), such as a Uniform
Resource Locator ("URL"). Access service 120 imple-
ments an authentication process upon receiving the ac-
cess request, as described in greater detail below. Ac-
cess to the protected resource is either granted or denied
by access service 120 dependent upon an outcome of
the authentication process.

[0013] FIG. 1 depicts the various components as com-
municating with each other via network 150, which may
include one or more public and/or private networks. Ex-
amples of networks that are suitable for implementing
network 150 include: local area networks (LANs), wide
area networks (WANSs), cellular network, the Internet, vir-
tual private networks (VPNs), and the like. Client device
110 and components of the host domain (e.g., access
service 120, server 130, and database 140) exchange
data in accordance with a communication protocol gov-
erning the connection, such as hypertext transfer proto-
col ("HTTP"), file transfer protocol ("FTP"), Websocket
protocol, user datagram protocol ("UDP"), and the like.
[0014] Each of the systems shown in FIG. 1 may be
implemented via any type of computing system, such as
computing system 1000 described in greater detail below
with respect to FIG. 10, for example. Each system shown
in FIG. 1 may comprise a single device or multiple devices
cooperating in a distributed environment. For instance,
access service 120, server 130, and/or database 140
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may be provided via multiple devices arranged in a dis-
tributed environment that collectively provides the func-
tionality described herein. Additionally, other compo-
nents not shown may also be included within the distrib-
uted environment.

[0015] In accordance with aspects of the present in-
vention, authenticating users submitting access requests
identifying protected resources of a host domain involves
an access service of the host domain generating an in-
terface including a plurality of graphical objects for pres-
entation on a display of a client device to a user. As used
herein, a "graphical object" generally refers to a user-
selectable element of a graphical user interface for pres-
entation on a display of a computing device. Forexample,
a graphical object may be implemented as an icon, a
pictogram, an ideogram, an emoji, a logo, an image, a
photo, and the like. The plurality of graphical objects in-
clude at least one null object and a set of user-defined
objects. The set of user-defined objects define a graph-
ical password while null objects represent decoys.
[0016] Creation of a graphical password generally in-
volves a user selecting a number of graphical objects
that collectively form the set of user-defined objects. A
computing device associated with a host domain (e.g.,
access service 120 of FIG. 1 and access service 250)
receives that selection and updates a corresponding user
profile of the user accordingly. The set of user-defined
objects are used by an access service of the host domain
to authenticate any subsequently access requests that
include an identifier associated with that user profile, as
described in greater detail below.

[0017] Inanembodiment, atleastone user-defined ob-
ject among the set of user-defined objects is a custom
object submitted by the user. For example, the user may
upload an icon created by the user with graphics editing
software or an image downloaded from the Internet for
use as a user-defined object. In an embodiment, at least
one user-defined object among the set of user-defined
objects includes image data obtained using an image
sensor of a client device. For example, the user may up-
load a photo of themselves or a family member for use
as a user-defined object. In an embodiment, at least one
user-defined object among the set of user-defined ob-
jects is a template object selected from among a plurality
of template objects stored on a host server (e.g., server
130 and database 140 of FIG. 1) of the host domain. For
example, a host server may store a plurality of template
objects in a library of graphical objects from which the
user may select for use as a user-defined object. In an
embodiment, each user-defined object among the set of
user-defined objects share a common visual attribute.
For example, in creating a graphical password, a user
may specify that each user-defined object must be dis-
played in a common color (e.g., red).

[0018] FIGS. 2-4 depict an example of a client device
200 interacting with an access service 250 of a host do-
main to access protected resources within the host do-
main, in accordance with aspects of the present inven-
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tion. In an embodiment, client device 200 and access
service 250 may be implemented by client device 110
and access service 120 of FIG. 1, respectively. Toaccess
aprotected resource within the hostdomain, clientdevice
200 sends an access request identifying the protected
resource to access service 250. As seen in FIG. 2, the
access request includes an identifier that client device
200 receives from a user via interface 210. In an embod-
iment, the identifier corresponds to a user profile (or ac-
count) created with the host domain.

[0019] Access service 250 is configured to generate
an interface that includes a plurality of graphical objects,
such as interface 310 of FIG. 3, in response to receiving
the access request from client device 200. In an embod-
iment, interface 310 is associated with an application ex-
ecuting on a host server (e.g., server 130 of FIG. 1) of
the host domain. The plurality of graphical objects of in-
terface 310 includes both null objects (i.e., graphical ob-
jects 312A-312D) and a set of user-defined objects (i.e.,
graphical objects 314A-314D). Graphical objects 314A-
314D are selected for inclusion in interface 310 as the
set of user-defined objects using data that access service
250 obtains from a user profile associated with the iden-
tifier included in the access request. Graphical objects
312A-312D are selected for inclusion in interface 310 as
the null objects using data that access service 250 ob-
tains from a library of graphical objects. In an embodi-
ment, access service 250 is configured to verify that a
null object is distinct from any graphical object included
in a set of user-defined objects prior to selecting the null
object for inclusion in an interface.

[0020] Upon selectinggraphical objects 312A-312D as
the null objects and graphical objects 314A-314D as the
set of user-defined objects, access service 250 randomly
(or pseudo-randomly) positions each graphical object to
a different position on background image content 316 to
generate interface 310. In an embodiment, access serv-
ice 250 utilizes an output of a randomization function to
define a position of each graphical object within interface
310. In an embodiment, the randomization function re-
sides in eXecute-Only-Memory ("XOM") of a computing
device effectuating access service 250. Prior to sending
interface 310 to client device 200, access service 250
stores configuration information for interface 310 in an
object map (e.g., object maps 500 and 550 of FIGS. 5A
and 5B, respectively). The configuration information for
interface 310 stored in the object map represents the
only location in which a display position of a particular
graphical objectwithininterface 310 is mapped (or linked)
to that graphical object.

[0021] While presenting interface 310 on a display of
client device 200, a user of client device 200 interacted
(or selected) graphical objects 314A-314D, which is rep-
resented in FIG. 4 by encircling those graphical objects.
One skilled in the art will recognize that selection of
graphical objects 314A-314D does not necessitate up-
dating interface 310 to provide the user with visual feed-
back information identifying the selected graphical ob-
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jects (e.g., by encircling those graphical objects). In an
embodiment, client device 200 is configured to update
interface 310 in response to detecting an interaction with
a particular graphical object. For example, client device
200 may modify one or more visual aspects of the par-
ticular graphical object (e.g., color, opacity, and the like),
overlay the particular graphical object with visual content
(e.g., acheck mark), or modify one or more visual aspects
of background image content 316 proximate to the par-
ticular graphical object.

[0022] Client device 200 is configured to record an in-
put event for each detected interaction with interface.
Each input event that client device 200 records identifies
a position on the display at which a corresponding inter-
action was detected. Input data including each recorded
input event is sent to access service 250 for authentica-
tion purposes. The input data sent by client device 200
to access service 250 lacks any information identifying
particular graphical objects of interface 310. Instead, that
input data only includes information corresponding to the
detected interactions, such as display positions, interac-
tion characteristics, and the like.

[0023] Since the object map for interface 310 stored
on access service 250 is the only location in which a
graphical object-display position mapping resides and
the input data sent by client device 200 only includes
interaction-related information, no information distin-
guishing between null objects and user-selected objects
is exchanged between access service 250 and client de-
vice 200 during authentication. One benefit realized by
this arrangement is that no information explicitly identi-
fying the set of user-defined objects that define the graph-
ical password is available for interception by a malicious
entity. As such, the likelihood that the malicious entity
can successfully effectuate a phishing attack (e.g., the
phishing attack described below with respect to FIG. 7
is reduced).

[0024] In an embodiment, the position on the display
("display position") is defined by a pair of display position
coordinate values (e.g., "x" and "y" values). In an embod-
iment, the display position is defined by pixel coordinate
values. In an embodiment, each recorded input event
may include information characterizing the correspond-
ing interaction. For example, if the display is a touch
screen, the information characterizing the corresponding
interaction may include a duration of time in which an
object remained in contact with the touch screen, an ori-
entation of the object as it contacted the touch screen,
an area of the touch screen in which contact between
the object and the touch screen occurred, any movement
or acceleration information associated with the object as
it remained in contact with the touchscreen, and the like.
[0025] Inresponse to receiving the input data from cli-
ent device 200, access service 250 determines whether
the input data satisfies the graphical password using the
object map storing the configuration information for in-
terface 310. That determination generally involves ac-
cess service 250 evaluating the display position associ-
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ated with each input event with the object map to identify
a particular graphical object that was selected in a given
interaction. In the example of FIG. 4, access service 250
would identify graphical objects 314A-314D as being se-
lected based on the display position information included
in the input data. Since the set of user-defined objects
that define the graphical password of this example con-
sist of graphical objects 314A-314D, access service 250
would determine thatthe input data satisfies the graphical
password.

[0026] Insomeembodiments, anorderinwhich graph-
ical objects of the set of user-defined objects are selected
is relevant to determining whether the input data satisfies
the graphical password. For example, access service
250 may evaluate time stamps associated with each re-
corded input event and determine that the order in which
the set of user-defined objects were selected was: graph-
ical object 314C, graphical object 314A, graphical object
314B, and graphical object 314D. Yet, data from the user
profile may indicate that a prescribed order for the graph-
ical password is: graphical object 314B, graphical object
314D, graphical object 314C, and graphical object 314A.
As such, the graphical password is further defined by a
sequence-based criterion. In this example, access serv-
ice 250 would determine that while each graphical ob-
jects included in the set of user-defined objects were se-
lected, the input data does not satisfy the graphical pass-
word because the set of user-defined objects were not
selected in the prescribed order.

[0027] In some embodiments, data from the user pro-
file may specify other criterion to further define the graph-
ical password. In an embodiment, the data from the user
profile may specify that each user-defined object defining
the graphical password must be selected without select-
ing a null object. In an embodiment, the data from the
user profile may include multiple criterion. For example,
the data from the user profile may specify that each user-
defined object defining the graphical password must be
selected in a specified order without selecting a null ob-
ject. In an embodiment, the data from the user profile
may specify a characteristic of an interaction for selecting
at least one user-defined object among the set of user-
defined objects. In this embodiment, the graphical pass-
word is further defined by a behavior-based criterion. A
behavior-based criterion may specify that a particular us-
er-defined object must be selected by double-clicking it.
Another behavior-based criterion may specify that when
the display is a touch screen each user-defined object
must be selected without breaking contact with the touch
screen.

[0028] As another example of a behavior-based crite-
rion, the data from the user profile may indicate that an
interaction with graphical object 314C must last at least
2 seconds. Ifthe display is a touch screen, access service
250 may identify an interaction event in the input data
that corresponds to graphical object 314C. Access serv-
ice 250 may then extractinformation characterizing a cor-
responding interaction from that interaction. If an evalu-
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ation of the information indicates that an object remained
in contact with the touch screen at the display position
associated with graphical object 314C for at least two
seconds, access service 250 may determine that the in-
put data satisfies the graphical password. Otherwise, if
an evaluation of the information indicates that an object
remained in contact with the touch screen at the display
position associated with graphical object 314C for only
one second, access service 250 may determine that the
input data does not satisfy the graphical password.
[0029] Upon determining whether the input data satis-
fies the graphical password, access service 250 provides
client device 200 with an access decision based on that
determination. If access service 250 determines that the
input data satisfies the graphical password using the ob-
ject map, access service 250 grants client device 200
with access to the protected resource. Alternatively, if
access service 250 determines that the input data does
not satisfy the graphical password using the object map,
access service 250 denies client device 200 access to
the protected resource. In an embodiment in which ac-
cess service 250 denies access to the protected re-
source, access service 250 provides client device 200
with an indication that access is denied. In an embodi-
ment in which access service 250 denies access to the
protected resource, access service 250 logs information
concerning client device 200 and the access request. In
an embodiment in which access service 250 denies ac-
cess to the protected resource, access service 250 ter-
minates a connection between access service 250 and
client device 200.

[0030] Inanembodiment, in which access service 250
provides token-based authentication, granting access to
the protected resource includes sending an access token
to client device 200. In this embodiment, client device
200 stores the access token (e.g., a JavaScript Object
Notation Web Token) in local memory for inclusion in
subsequent access requests. Client device 200 would
include the access token in subsequent access requests
identifying protected resources in the host domain. In an
embodiment, in which access service 250 provides ses-
sion-based authentication, granting access to the pro-
tected resource includes generating a session ina mem-
ory space of a host server that enables client device 200
to access the protected resource. For example, access
service 250 may instruct the host server (e.g., server 130
of FIG. 1) to initiate a remote desktop or application ses-
sion (remote session) effectuated in a memory space of
the host server. In this example, access service 250 may
provide client device 200 with a session identifier corre-
sponding to the remote session initiated by the host serv-
er.

[0031] In an embodiment, interface 310 optionally in-
cludes passwordinputfield 318. Inan embodiment, pass-
word input field 318 is in an inactive state prior to access
service determining whether input data satisfies a graph-
ical password. In an embodiment, in response to deter-
mining that the input data satisfies the graphical pass-
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word, access service 250 is configured to activate pass-
word input field 318 prior to granting client device 200
with access to the protected resource. In anembodiment,
access service 250 activates password input field 318
by communicating data to client device 200 that causes
password input field 318 to transition from the inactive
state to an active state.

[0032] In an embodiment, interface 210 of FIG. 2 in-
cludes a password input field that is similar to password
input field 318 with the exception that the password input
field is in an active state prior to sending an access re-
quest. Inan embodiment, clientdevice 200 sends access
service 250 an access request that includes a password
associated with an identifier. In an embodiment, access
service 250 validates the password prior to sending in-
terface 310.

[0033] FIGS. 5A-5B depict examples of object maps
that each define randomly (or pseudo-randomly) as-
signed positions for presenting a plurality of graphical
objects on a display of a client device. In particular, FIG.
5A depicts an object map 500 corresponding to a first
accessrequestincluding anidentifierand FIG. 5B depicts
an object map 550 corresponding to a second access
request that includes the same identifier from the first
access request. By way of example, the first access re-
questmay be received by an access service (e.g., access
service 120 of FIG. 1 and access service 250 of FIG. 2)
during afirst session whereas the second access request
may be received by the access service during a second
session subsequent to the first session.

[0034] A comparison between FIGS. 5A and 5B is in-
tended to illustrate that an access service implemented
in accordance with the present invention will send differ-
entinterfaces across authentication sessions even when
multiple access requests include the same identifier. In
the examplesillustrated by FIGS. 5A and 5B, object maps
500 and 550 each generally include information pertain-
ing to: (i) a session associated with a corresponding in-
terface; (ii) graphical objects included in the correspond-
ing interface; and (iii) display positions of each graphical
object within the corresponding interface.

[0035] In the examples of FIGS. 5A and 5B, object
maps 500 and 550 are depicted and described as only
including graphical object-related information pertaining
to user-defined objects. However, one skilled in the art
will appreciated that other variations are possible. For
example, in some embodiments, an object map will also
include graphical object-related information pertaining to
null objects.

[0036] As noted above, object maps 500 and 550 cor-
respond to first and second access requests, respective-
ly, that each include the same identifier. In this example,
a set of user-defined objects will consist of graphical ob-
jects 1.1, 1.2, and 1.3. Accordingly, the interface defined
by object map 500 (the "first interface") and the interface
defined by object map 550 (the "second interface") both
include the same set of user-defined objects. Yet,
through random or pseudo-random) placement, individ-
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ual graphical objects comprising that same set of user-
defined objects are located at different display positions
within the first and second interfaces.

[0037] Forexample, a display position of graphical ob-
ject 1.2 in the first interface is proximate to coordinate
pair (X,, yo) Whereas that display position is proximate to
coordinate pair (x4, y;) in the second interface. As an-
other example, coordinate pair (x4, y¢) is proximate to a
display position of graphical object 1.1 in the first inter-
face, whereas that coordinate pair is proximate to graph-
ical object 1.3 in the second interface. One benefit real-
ized by this session-to-session variation of graphical ob-
ject display positions within interfaces is that the utility of
information obtained by a malicious entity from recording
(or observing) an interface presented in one authentica-
tion session is reduced with respect to subsequent au-
thentication sessions. As such, the likelihood that the ma-
licious entity can successfully effectuate a replay attack
(e.g., the replay attack described below with respect to
FIG. 6) is reduced.

[0038] FIG. 6 depicts an example of a replay attack on
the access service of FIG. 2. by a malicious entity 600
posing as the client device of FIG. 2. In this example,
malicious entity 600 is attempting to gain access to pro-
tected resources of the host domain by submitting an
access request to access service 250 that includes the
identifier of the user of client device 200. Similar to the
examples depicted by FIGS. 2-4, access service 250 us-
es data obtained from the user profile associated with
the identifier included in the access request to select the
appropriate graphical objects that define the graphical
password established for the user profile. Since mali-
cious entity 600 submits an access request with the same
identifier that was included in the access request sent by
client device 200 in FIG. 2, graphical objects 314A-314D
are again selected for inclusion in interface 610 as the
set of user-defined objects.

[0039] However, because of the session-to-session
variation of graphical object display positions within in-
terfaces discussed above, a comparison between FIGS.
3 and 6 show that the display positions of graphical ob-
jects 314A-314D within interface 610 is distinct from their
corresponding display positions within interface 310. As
a result, an object map defining display positions of
graphical objects within interface 610 will be distinct from
an object map defining display positions of graphical ob-
jects within interface 310. Thus, when malicious entity
600 sends the same input data to access service 250 as
was sent by client device 200 in FIG. 4 for authentication
purposes, access service 250 will determine in this in-
stance that the same input data does not satisfy the
graphical password using the object map corresponding
to interface 610. Consequently, access service 250 will
deny malicious entity 600 with access to the protected
resource.

[0040] FIG. 7 depicts an example of a phishing attack
on the client device by a malicious entity 750 posing as
the access service of FIG. 2. In this example, malicious
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entity 750 is attempting to trick a user of client device 200
into entering information indicative of the graphical pass-
word established for their user profile into malicious in-
terface 710. By way of example, malicious entity 750 may
represent malicious entity 600 after their unsuccessful
replay attack depicted in FIG. 6.

[0041] As discussed above with respect to FIG. 4, the
object map for interface 310 stored on access service
250 is the only location in which a graphical object-display
position mapping resides. Moreover, the input data sent
by client device 200 when interface 310 is presented on
a display of client device 200 only includes interaction-
related information. Therefore, no information distin-
guishing between null objects and user-selected objects
was exchanged between access service 250 and client
device 200 during the example authentication process
illustrated by FIGS. 2-4. Thus, no information explicitly
identifying the set of user-defined objects that define the
graphical password established for the user profile as-
sociated client device 200 was available for interception
by a malicious entity, such as malicious entity 750.
[0042] FIG. 7 illustrates an example of how implement-
ing the present invention reduces the likelihood that a
malicious entity can successfully effectuate a phishing
attack. A comparison between FIG. 7 and FIG. 3 or FIG.
6illustrates thatinterface 710 in many ways appears sim-
ilar to interfaces 310 and 610 that were each generated
by access service 250. One notable difference between
interface 710 and either interface 310 or interface 610 is
that none of the graphical objects included in interface
310 or interface 610 is included in interface 710. In par-
ticular, none of the graphical objects in the set of user-
defined objects that define the graphical password es-
tablished for the user profile associated client device 200
are present in interface 710. The user of client device
200 observed the absence of the user-defined object in
interface 710, and so client device 200 did notrecord any
interaction events. Without any recorded interaction
events, client device 200 has no input data to send to
malicious entity 750. Consequently, the phishing attack
of malicious entity 750 is thwarted.

[0043] Referringto FIG. 8, an example process 800 of
multi-factor authentication using graphical passwords is
illustrated. In an embodiment, process 800 is effectuated
by authentication service 122 of FIG. 1. At block 801, an
access request identifying a protected resource is re-
ceived from a client device. The access request that is
sent at block 801 includes an identifier. At block 803, an
interface is generated that includes a plurality of graphical
objects for presentation at random (or pseudo-random)
locations on a display of the client device as defined by
a first object map. The plurality of graphical objects of
the interface generated at block 803 include a null object
and a set of user-defined objects associated with the
identifier that define a graphical password. In an embod-
iment, the interface is associated with an application ex-
ecuting on a host server (e.g., server 130 of FIG. 1) of a
host domain.
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[0044] At block 805, input data is received from the
client device. The input data that is received from the
client device atblock 805 includes aninput eventforeach
interaction with the interface that the client device de-
tects. The input event for each interaction identifies a
position on the display at which a corresponding interac-
tion was detected. At block 807, it is determined that the
input data satisfies the graphical password using the ob-
jectmap. Atblock 809, access is granted to the protected
resource in response to determining that the input data
satisfies the graphical password.

[0045] Referring to FIG. 9, another example process
900 of multi-factor authentication using graphical pass-
words is illustrated. In an embodiment, process 900 is
effectuated by client device 110 of FIG. 1 and/or client
device 200 of FIGS. 2-4. At block 901, an access request
identifying a protected resource is sentto an access serv-
ice of a host server. The access request that is sent at
block 901 includes an identifier. In an embodiment, the
access request further includes a password associated
with the identifier. In response, an interface is received
from the access service thatincludes a plurality of graph-
ical objects for presentation on the display, at block 903.
In an embodiment in which the access request further
includes a password associated with the identifier, the
access service validates the password prior to sending
the interface. In an embodiment, the interface is associ-
ated with an application executing on the host server.
[0046] Atblock 905, aninputeventisrecorded foreach
detected interaction with the interface while presenting
the interface on the display. Each input event recorded
at block 905 identifies a position on the display at which
a corresponding interaction was detected. At block 907,
input data is sent to the access service thatincludes each
recorded input. At block 909, access to the protected
resource is received when the access service determines
that the input data satisfies a graphical password using
an object map. The object map defines randomly (or
pseudo-randomly) assigned positions for presenting
each of the plurality of graphical objects on the display.
The graphical password is defined by a set of user-de-
fined objects that are included among the plurality of
graphical objects in the interface received at block 903.
[0047] In an embodiment, each user-defined object
among a set of user-defined objects defining a graphical
password share a common visual attribute. In an embod-
iment, at least one user-defined object among a set of
user-defined objects is a custom object submitted by a
user of a client device. In an embodiment, at least one
user-defined object among a set of user-defined objects
is a template object selected from among a plurality of
template objects stored on a host server.

[0048] In an embodiment, the graphical password is
further defined by a sequence-based criterion that spec-
ifies an order for selecting each user-defined object
among the set of user-defined objects. In an embodi-
ment, the graphical password is further defined by a be-
havior-based criterion that specifies a characteristic of
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an interaction for selecting at least one user-defined ob-
ject among the set of user-defined objects.

[0049] In an embodiment, receiving access to the pro-
tected resource includes receiving an access token form
the access service for inclusion in subsequent requests
sent to the host server. In an embodiment, receiving ac-
cess to the protected resource includes receiving a ses-
sion identifier from the access service corresponding to
a session in a memory space of the host server that en-
ables access to the protected resource.

[0050] Inanembodiment, process 800 and/or process
900 is performed by processing logic, including hard-
ware, firmware, software, or a combination thereof. In an
embodiment, process 800 and/or process 900 is per-
formed by a processor executing code stored in a non-
transitory computer-readable medium (e.g., a memory).
[0051] Having described various embodiments of the
invention, an exemplary computing environment suitable
for implementing embodiments of the invention is now
described. With reference to FIG. 10, client device 110,
access service 120, server 130, database 140, client de-
vice 200, access service 250, malicious entity 600, and
malicious entity 750 may be implemented on one or more
computer devices or systems, such as exemplary com-
puter system 1000. The computer system 1000 may in-
clude a processor 1026, amemory 1028, a mass storage
memory device 1030, an input/output (I/O) interface
1032, and a Human Machine Interface (HMI) 1034. The
computer system 1000 may also be operatively coupled
to one or more external resources 1036 via the network
1023 or I/O interface 1032. External resources may in-
clude, but are not limited to, servers, databases, mass
storage devices, peripheral devices, cloud-based net-
work services, or any other suitable computer resource
that may be used by the computer system 1000.

[0052] The processor 1026 may include one or more
devices selected from microprocessors, micro-control-
lers, digital signal processors, microcomputers, central
processing units, field programmable gate arrays, pro-
grammable logic devices, state machines, logic circuits,
analog circuits, digital circuits, or any other devices that
manipulate signals (analog or digital) based on opera-
tional instructions that are stored in the memory 1028.
The memory 1028 may include a single memory device
or a plurality of memory devices including, but not limited
to, read-only memory (ROM), random access memory
(RAM), volatile memory, non-volatile memory, static ran-
dom access memory (SRAM), dynamic random access
memory (DRAM), flash memory, cache memory, or any
other device capable of storing information. The mass
storage memory device 1030 may include data storage
devices such as a hard drive, optical drive, tape drive,
non-volatile solid state device, or any other device capa-
ble of storing information.

[0053] The processor 1026 may operate under the
control of an operating system 1038 that resides in the
memory 1028. The operating system 1038 may manage
computer resources so that computer program code em-
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bodied as one or more computer software applications,
such as an application 1040 residing in memory 1028,
may have instructions executed by the processor 1026.
In an alternative embodiment, the processor 1026 may
execute the application 1040 directly, in which case the
operating system 1038 may be omitted. One or more
data structures 1042 may also reside in memory 1028,
and may be used by the processor 1026, operating sys-
tem 1038, or application 1040 to store or manipulate data.
[0054] The I/O interface 1032 may provide a machine
interface that operatively couples the processor 1026 to
other devices and systems, such as the network 1023 or
the one or more external resources 1036. The application
1040 may thereby work cooperatively with the network
1023 or the external resources 1036 by communicating
via the I/O interface 1032 to provide the various features,
functions, applications, processes, or modules compris-
ing embodiments of the invention. The application 1040
may also have program code that is executed by the one
or more external resources 1036, or otherwise rely on
functions or signals provided by other system or network
components external to the computer system 1000. In-
deed, given the nearly endless hardware and software
configurations possible, persons having ordinary skill in
the art will understand that embodiments of the invention
may include applications that are located externally to
the computer system 1000, distributed among multiple
computers or other external resources 1036, or provided
by computing resources (hardware and software) that
are provided as a service over the network 1023, such
as a cloud computing service.

[0055] The HMI 1034 may be operatively coupled to
the processor 1026 of computer system 1000 in a known
manner to allow a user to interact directly with the com-
puter system 1000. The HMI 1034 may include video or
alphanumeric displays, a touch screen, a speaker, and
any other suitable audio and visual indicators capable of
providing data to the user. The HMI 1034 may also in-
clude input devices and controls such as an alphanumer-
ic keyboard, a pointing device, keypads, pushbuttons,
control knobs, microphones, etc., capable of accepting
commands or input from the user and transmitting the
entered input to the processor 1026.

[0056] A database 1044 may reside on the mass stor-
age memory device 1030, and may be used to collect
and organize data used by the various systems and mod-
ules described herein. Database 140, object map 500,
and object map 550 may be implemented using one or
more databases, such as database 1044. The database
1044 may include data and supporting data structures
that store and organize the data. In particular, the data-
base 1044 may be arranged with any database organi-
zation or structure including, but not limited to, arelational
database, a hierarchical database, a network database,
or combinations thereof. A database management sys-
tem in the form of a computer software application exe-
cuting asinstructions on the processor 1026 may be used
to access the information or data stored in records of the

10

15

20

25

30

35

40

45

50

55

database 1044 in response to a query, where a query
may be dynamically determined and executed by the op-
erating system 1038, other applications 1040, or one or
more modules.

[0057] In general, the routines executed to implement
the embodiments of the invention, whether implemented
as part of an operating system or a specific application,
component, program, object, module or sequence of in-
structions, or even a subset thereof, may be referred to
herein as "computer program code," or simply "program
code." Program code typically comprises computer read-
able instructions that are resident at various times in var-
ious memory and storage devices in a computer and that,
when read and executed by one or more processors in
a computer, cause that computer to perform the opera-
tions necessary to execute operations and/or elements
embodying the various aspects of the embodiments of
the invention. Computer readable program instructions
for carrying out operations of the embodiments of the
invention may be, for example, assembly language or
either source code or object code written in any combi-
nation of one or more programming languages.

[0058] The program code embodied in any of the ap-
plications/modules described herein is capable of being
individually or collectively distributed as a program prod-
uct in a variety of different forms. In particular, the pro-
gram code may be distributed using a computer readable
storage medium having computer readable program in-
structions thereon for causing a processor to carry out
aspects of the embodiments of the invention.

[0059] Computer readable storage media, which is in-
herently non-transitory, may include volatile and non-vol-
atile, and removable and non-removable tangible media
implemented in any method or technology for storage of
information, such as computer-readable instructions, da-
ta structures, program modules, or other data. Computer
readable storage media may further include random ac-
cess memory (RAM), read-only memory (ROM), erasa-
ble programmable read-only memory (EPROM), electri-
cally erasable programmable read-only memory (EEP-
ROM), flash memory or other solid state memory tech-
nology, portable compact disc read-only memory (CD-
ROM), or otheroptical storage, magnetic cassettes, mag-
netic tape, magnetic disk storage or other magnetic stor-
age devices, or any other medium that can be used to
store the desired information and which can be read by
a computer. A computer readable storage medium
should not be construed as transitory signals per se (e.g.,
radio waves or other propagating electromagnetic
waves, electromagnetic waves propagating through a
transmission media such as a waveguide, or electrical
signals transmitted through a wire). Computer readable
program instructions may be downloaded to a computer,
another type of programmable data processing appara-
tus, or another device from a computer readable storage
medium or to an external computer or external storage
device via a network.

[0060] Computerreadable program instructions stored
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in a computer readable medium may be used to direct a
computer, other types of programmable data processing
apparatus, or other devices to function in a particular
manner, such that the instructions stored in the computer
readable medium produce an article of manufacture in-
cluding instructions that implement the functions/acts
specified in the flowcharts, sequence diagrams, and/or
block diagrams. The computer program instructions may
be provided to one or more processors of a general pur-
pose computer, special purpose computer, or other pro-
grammable data processing apparatus to produce a ma-
chine, such that the instructions, which execute via the
one or more processors, cause a series of computations
to be performed to implement the functions and/or acts
specified in the flowcharts, sequence diagrams, and/or
block diagrams.

[0061] In certain alternative embodiments, the func-
tions and/or acts specified in the flowcharts, sequence
diagrams, and/or block diagrams may be re-ordered,
processed serially, and/or processed concurrently with-
out departing from the scope of the embodiments of the
invention. Moreover, any of the flowcharts, sequence di-
agrams, and/or block diagrams may include more or few-
er blocks than those illustrated consistent with embodi-
ments of the invention.

[0062] The terminology used herein is for the purpose
of describing particular embodiments only and is not in-
tended to be limiting of the embodiments of the invention.
It will be further understood that the terms "comprises"
and/or "comprising," when used in this specification,
specify the presence of stated features, integers, steps,
operations, elements, and/or components, but do not
preclude the presence or addition of one or more other
features, integers, steps, operations, elements, compo-
nents, and/or groups thereof. Furthermore, to the extent
that the terms "includes", "having", "has", "with", "com-
prised of’, or variants thereof are used in either the de-
tailed description or the claims, such terms are intended
to be inclusive in a manner similar to the
term "comprising."

[0063] While all of the invention has been illustrated
by a description of various embodiments and while these
embodiments have been described in considerable de-
tail, it is not the intention of the Applicant to restrict or in
any way limit the scope to such detail. Additional advan-
tages and modifications will readily appear to those
skilled in the art. The invention in its broader aspects is
therefore not limited to the specific details, representative
apparatus and method, and illustrative examples shown
and described. Accordingly, departures may be made
from such details without departing from the spirit or
scope of the Applicant’s general inventive concept.

Claims

1. Amethod for authenticating a client device, the meth-
od comprising:
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receiving afirst access requestidentifying a pro-
tected resource from the client device, the first
access request including an identifier;
generating a first interface that includes a plu-
rality of graphical objects for presentation at ran-
dom locations on a display of the client device
as defined by a first object map, the plurality of
graphical objects including a null object and a
set of user-defined objects associated with the
identifier that define a graphical password;
receiving input data including an input event for
each interaction with the first interface that the
client device detects, the input event for each
interaction identifying a position on the display
atwhich a corresponding interaction was detect-
ed;

determining that the input data satisfies the
graphical password using the first object map;
and

in response to determining that the input data
satisfies the graphical password, granting ac-
cess to the protected resource.

2. The method of claim 1, wherein determining that the
input data satisfies the graphical password using the
first object map comprises:

evaluating the position on the display of each
input event using the first object map; and
determining, based on the evaluated position of
each input event, that each user-defined object
defining the graphical password was selected
without selecting the null object.

3. The method of claim 1, wherein determining that the
input data satisfies the graphical password using the
first object map comprises:

evaluating the position on the display of each
input event using the first object map; and
determining, based on the evaluated position on
the display of each input event that each user-
defined object defining the graphical password
was selected in a specified order without select-
ing the null object.

4. The method of any one of claims 1 to 3, further com-
prising:

receiving a second access request including the
identifier; and

in response, generating a second interface that
includes the set of user-defined objects for pres-
entation at random positions on the display of
the client device as defined by a second object
map,

wherein the first object map and the second ob-
ject map define different positions on the display
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for at least one user-defined object among the
set of user-defined objects.

The method of any one of claims 1 to 4, further com-
prising:

prior to granting access to the protected resource,
activating a password input field of the interface in
response to determining that the input data satisfies
the graphical password.

The method of any one of claims 1 to 5, wherein
each user-defined object among the set of user-de-
fined objects share a common visual attribute.

The method of any one of claims 1 to 6, wherein at
least one user-defined object among the set of user-
defined objects is a custom object submitted by a
user of the client device.

The method of any one of claims 1 to 7, wherein at
least one user-defined object among the set of user-
defined objects includes image data obtained using
an image sensor of the client device.

The method of any one of claims 1 to 8, wherein at
least one user-defined object among the set of user-
defined objects is a template object selected from
among a plurality of template objects stored on a
host server.

The method of any one of claims 1 to 9, wherein
granting access to the protected resource includes:
sending an access token to the client device that the
client device sends to a host server storing the pro-
tected resource.

The method of any one of claims 1 to 10, wherein
granting access to the protected resource includes:
generating a session in a memory space of a host
server that enables the client device to access the
protected resource.

A system for authenticating an electronic device, the
system comprising:

the electronic device with a display;

a processor; and

a computer-readable storage medium compris-
ing instructions that upon execution by the proc-
essor cause the system to perform operations,
the operations comprising:

sending an access requestidentifying a pro-
tected resource to an access service asso-
ciated withahost server, the access request
including an identifier;

in response, receiving an interface from the
access service that includes a plurality of
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1"

graphical objects for presentation on the
display;

recording an input event for each detected
interaction with the interface while present-
ing the interface on the display, each input
event identifying a position on the display
at which a corresponding interaction was
detected;

sending input data including each recorded
input event to the access service; and
receiving access to the protected resource
when the access service determines that
the input data satisfies a graphical pass-
word using an object map that defines ran-
domly assigned positions for presenting the
plurality of graphical objects on the display,
the graphical password defined by a set of
user-defined objects included among the
plurality of graphical objects.

13. The system of claim 12, further arranged to perform

the method of any one of claims 2 to 11.

14. A computer program product comprising program

code instructions stored on a computer readable me-
dium to execute the method steps according to any
one of the claim(s) 1 to 11 when said program is
executed on a computer.
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Fig. 5A
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Fig. 8
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resource from a client device

803 Generating a first interface that includes a
plurality of graphical objects for presentation
at random locations on a display of the client

device as defined by a first object map

805 Receiving input data including an input event for each
interaction with the first interface that the client device
detects

807 Determining that the input data satisfies a graphical
password defined by a set of userdefined
objects among the plurality of graphical objects
using the first object map

809 Granting access to the protected resource in
response to determining that the input data
satisfies the graphical password
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901 Sending an access request identifying a protected
resource to an access service of a host server

y

903 In response, receiving an interface from the access
service that includes a plurality of graphical objects for
presentation on a display

) |

905 Recording an input event for each detected interaction
with the interface while presenting the interface on the
display

907 Sending input data including each recorded input event
to the access service

909 Receiving access to the protected resource when the
access service determines that the input data satisfies a
graphical password using an object map that defines
randomly assigned positions for presenting the plurality
of graphical objects on the display
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