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(54) METHOD AND SYSTEM FOR DEVICE ACTIVATION

(57)  An electronic device (10) is configured to ana-
lyze movement data generated by a sensor (24) (e.g.,
an accelerometer assembly) in the electronic device (10)
to determine if the electronic device (10) should be acti-
vated from a reduced power state. A control circuit (14)
in the electronic device (10) can compare the movement
data to a predetermined movement pattern to determine

whether the movement should be ignored, or if the move-
ment is consistent with a user shaking the electronic de-
vice (10) to activate the electronic device (10). As aresult
of this approach, erroneous activation of the electronic
device (10) is avoided, thereby preventing the electronic
device (10) from needlessly depleting its battery before
deployment by the end user.
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Description
TECHNICAL FIELD OF THE INVENTION

[0001] The technology of the present disclosure re-
lates generally to internet of things devices and, more
particularly, to a method of analyzing a pattern of move-
ment of a device to determine whether to activate the
device from a reduced power state.

BACKGROUND

[0002] Internetofthings (IoT)devices allow for network
connectivity in non-standard networked devices. These
loT devices are often sealed and/or ruggedized and in-
clude internal electronics with minimal or no user inter-
face. When these devices are shipped to an end user, it
is beneficial to ship the devices in a reduced power state
to conserve battery life. For example, the loT devices
may be shipped in a low power state where the device’s
controller and/or network interface are deactivated.
[0003] But activation of loT devices has become an
issue. Due to the lack of a user interface, the end user
has limited options for "waking up" or activating the loT
device fromits low power state. One option is to configure
the loT device to activate based on any detected move-
ment measured by an accelerometer contained within
the device. However, when using the accelerometer
alone to make a decision whether to wake up the device,
only simple threshold criteria is possible. This approach
may erroneously activate the device during transit, caus-
ing the device’s battery to be unnecessarily depleted
while in transit.

SUMMARY

[0004] The disclosed approach includes analyzing
movement data generated by a sensor (e.g., an accel-
erometer assembly) in the [oT device to determine if the
lIoT device should be activated from a reduced power
state. A control circuit in the loT device can compare the
movement data to a predetermined movement pattern
to determine whether the movement should be ignored,
or if the movement is consistent with a user shaking the
device to activate the device. As a result of this approach,
erroneous activation of the loT device is avoided, thereby
preventing the loT device from needlessly depleting its
battery before deployment by the end user.

[0005] According to aspects of the disclosure, a meth-
od of activating an electronic device includes obtaining
movement data indicative of movement of the electronic
device; determining whether at least a portion of the
movement data satisfies a predetermined activation cri-
teria comprising one or more predetermined motion pat-
terns of the electronic device; and activating a power
state based on determining whether the portion of the
movement data satisfies the predetermined activation
criteria.
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[0006] According to one embodiment of the method,
activating the power state includes reverting to a first
power state in response to determining that the portion
of the movement data does not satisfy the predetermined
activation criteria, and reverting to the first power state
includes deactivating a control circuit.

[0007] According to one embodiment of the method,
the method further includes disabling activation of the
control circuit for a period of time in response to one or
more consecutive determinations that the portion of the
movement data does not satisfy the predetermined acti-
vation criteria.

[0008] According to one embodiment of the method,
activating the power state includes activating a third pow-
er state in response to determining that the portion of the
movement data satisfies the predetermined activation
criteria, and activating the third power state includes ac-
tivating a communication interface.

[0009] According to one embodiment of the method,
the method further includes transmitting the movement
data to a host computing system during the third power
state.

[0010] According to one embodiment of the method,
the method further includes activating a second power
state prior to obtaining the movementdata, and activating
the second power state includes activating a control cir-
cuit.

[0011] According to one embodiment of the method,
obtaining the movement data includes receiving the
movement data from a buffer that is part of a sensor that
generates the movement data.

[0012] According to one embodiment of the method,
the activation criteria includes at least one of a magnitude
of acceleration, a change in acceleration, a number of
changes in acceleration, or a predetermined pattern of
acceleration changes.

[0013] According to one embodiment of the method,
the predetermined motion pattern is representative of a
user shaking the electronic device.

[0014] According to one embodiment of the method,
the activation criteria includes a predetermined pattern
of alternating acceleration.

[0015] According to one embodiment of the method,
determining whether the movement data satisfies the
predetermined activation criteria includes applying a sta-
tistical model to compare the movement data to the pre-
determined activation criteria.

[0016] According to one embodiment of the method,
the predetermined activation criteria is based off of a
trained model.

[0017] According to one embodiment of the method,
the movement data is representative of movement of the
electronic device over a fixed period of time.

[0018] According to one embodiment of the method,
the movement data is acceleration data.

[0019] According to aspects of the disclosure, an elec-
tronic device includes a communications interface, a sen-
sor configured to generate movement data indicative of
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movement of the electronic device and a control circuit
configured to obtain the movement data from the sensor.
The control circuit is further configured to determine
whether at least a portion of the movement data satisfies
a predetermined activation criteria comprising a prede-
termined motion pattern of the electronic device. The
control circuit is further configured to activate a power
state based on determining whether the portion of the
movement data satisfies the predetermined activation
criteria.

[0020] According to one embodiment of the electronic
device, the control circuit is configured to activate a first
power state in response to determining that the portion
of the movement data does not satisfy the predetermined
activation criteria, and activating the first power state in-
cludes deactivating the control circuit.

[0021] According to one embodiment of the electronic
device, the control circuit is further configured to disable
activation of the control circuit for a period of time in re-
sponse to one or more consecutive determinations that
the portion of the movement data does not satisfy the
predetermined activation criteria.

[0022] According to one embodiment of the electronic
device, the control circuit is configured to activate a third
power state in response to determining that the portion
of the movement data satisfies the predetermined acti-
vation criteria.

[0023] According to one embodiment of the electronic
device, activating the third power state includes activat-
ing the communications interface.

[0024] According to one embodiment of the electronic
device, the control circuit is further configured to transmit
the movement data, using the communication interface,
to a host computing system during the third power state.
[0025] According to one embodiment of the electronic
device, the control circuit is further configured to activate
a second power state prior to obtaining the movement
data from the sensor, wherein activating the second pow-
er state includes activating the control circuit.

[0026] According to one embodiment of the electronic
device, the control circuit is configured to activate the
second power state in response to the movement data
exceeding a predetermined threshold.

[0027] According to one embodiment of the electronic
device, the sensor comprises a buffer, and the control
circuit is configured to obtain the movement data from
the buffer.

[0028] According to one embodiment of the electronic
device, the sensor is further configured to overwrite the
buffer when a buffer storage limit is reached.

[0029] According to one embodiment of the electronic
device, the activation criteria is at least one of a magni-
tude of acceleration, a change in acceleration, a number
of changes in acceleration, or a predetermined pattern
of acceleration changes.

[0030] According to one embodiment of the electronic
device, the predetermined motion pattern is representa-
tive of a user shaking the electronic device.
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[0031] According to one embodiment of the electronic
device, the activation criteria includes a predetermined
pattern of alternating acceleration.

[0032] According to one embodiment of the electronic
device, the control circuit is configured to determine
whether the movement data satisfies a predetermined
activation criteria by applying a statistical model to com-
pare the movement data to the predetermined activation
criteria.

[0033] According to one embodiment of the electronic
device, the predetermined activation criteria is based off
a trained model.

[0034] According to one embodiment of the electronic
device, the movement data is representative of move-
ment of the electronic device over a fixed period of time.
[0035] According to one embodiment of the electronic
device, the sensor is an accelerometer.

[0036] According to aspects of the disclosure, a non-
transitory computer-readable storage medium having
stored thereon computer-executable instructions that,
when executed, configure a control circuit to obtain
movement data indicative of movement of an electronic
device; determine whether the movement data satisfies
a predetermined activation criteria comprising a prede-
termined motion pattern of the electronic device; deacti-
vate the control circuit in response to determining that
the movement data does not correspond to the prede-
termined activation criteria; and activate a communica-
tion interface in response to determining that the move-
ment data corresponds to the predetermined activation
criteria.

[0037] According to one embodiment of the non-tran-
sitory computer-readable storage medium, the compu-
ter-executable instructions further configure the control
circuit to transmit the movement data to a host computing
system.

[0038] According to one embodiment of the non-tran-
sitory computer-readable storage medium, the compu-
ter-executable instructions further configure the control
circuit to disable activation of the control circuit for a pe-
riod of time in response to one or more consecutive de-
terminations that the movement data does not satisfy the
predetermined activation criteria.

[0039] According to one embodiment of the non-tran-
sitory computer-readable storage medium, the activation
criteria is at least one of a magnitude of acceleration, a
change in acceleration, a number of changes in acceler-
ation, or a predetermined pattern of acceleration chang-
es.

[0040] According to one embodiment of the non-tran-
sitory computer-readable storage medium, the predeter-
mined motion pattern is representative of a user shaking
the electronic device.

[0041] According to one embodiment of the non-tran-
sitory computer-readable storage medium, the activation
criteria includes a predetermined pattern of alternating
acceleration.

[0042] According to one embodiment of the non-tran-
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sitory computer-readable storage medium, the compu-
ter-executable instructions configure the control circuit
to determine whether the movement data satisfies the
predetermined activation criteria by applying a statistical
model to compare the movement data to the predeter-
mined activation criteria.

[0043] According to one embodiment of the non-tran-
sitory computer-readable storage medium, the predeter-
mined activation criteria is based off a trained model.
[0044] According to one embodiment of the non-tran-
sitory computer-readable storage medium, the move-
mentdatais representative of movement of the electronic
device over a fixed period of time.

BRIEF DESCRIPTION OF THE DRAWINGS
[0045]

FIG. 1is a schematic diagram showing the electronic
device, the electronic device is shown as part of a
system.

FIG. 2 schematically shows an exemplary electronic
device attached to a representative object.

FIG. 3 schematically shows a user activating an ex-
emplary electronic device.

FIG. 4 is a flow diagram of a representative method
of analyzing the movement data.

DETAILED DESCRIPTION OF EMBODIMENTS

[0046] Embodiments will now be described with refer-
ence to the drawings, wherein like reference numerals
are used to refer to like elements throughout. It will be
understood that the figures are not necessarily to scale.
Features that are described and/or illustrated with re-
spect to one embodiment may be used in the same way
or in a similar way in one or more other embodiments
and/or in combination with or instead of the features of
the other embodiments.

[0047] Described below, in conjunction with the ap-
pended figures, are various embodiments of internet of
things (loT) devices, and systems and methods that de-
termine whether to activate the loT device.

[0048] With additional reference to FIG. 1, illustrated
is an exemplary system for implementing the disclosed
techniques. It will be appreciated that the illustrated sys-
tem is representative and other systems may be used to
implement the disclosed techniques.

[0049] The system includes the electronic device 10.
The electronic device 10 may be user devices, also
known as user equipment or UEs, or machine-type de-
vices. Exemplary electronic devices 10 include, but are
not limited to internet-of-things devices (e.g. a trackable
tag, or a wearable device), a device that uses machine-
type communications, machine-to-machine (M2M) com-

10

15

20

25

30

35

40

45

50

55

munications or device-to-device (D2D) communication
(e.g., a sensor, a machine controller, an appliance, etc.),
a mobile radiotelephones (such as "smartphones"), tab-
let computing devices, computers, a camera, a media
player, or any other device that conducts wireless com-
munications. The electronic device 10 is configured to
carry out associated logical functions that are described
herein. The electronic device 10 includes a control circuit
14 that is responsible for overall operation of the elec-
tronic device 10. The electronic device 10 may include a
logic execution circuit 16, such as a processor, that ex-
ecutes code to carry out various functions of the elec-
tronic device 10. Logical functions and/or hardware of
the electronic device 10 may be implemented in other
manners depending on the nature and configuration of
the electronic device 10. Therefore, the illustrated and
described approaches are just examples and other ap-
proaches may be used including, but not limited to, the
control circuit 14 being implemented as, or including,
hardware (e.g., a microprocessor, microcontroller, cen-
tral processing unit (CPU), printed circuit board, etc.) or
a combination of hardware and software (e.g., a system-
on-chip (SoC), an application-specific integrated circuit
(ASIC), field programmable gate array (FPGA), etc.).
[0050] The code executed by the logic execution circuit
16 and data stored by the electronic device 10 may be
stored by a memory 18. The stored data may include,
but is not limited to, data associated with the device ac-
tivation functions of the electronic device 10.

[0051] The memory 18 may be, for example, one or
more of a buffer, a flash memory, a hard drive, a remov-
able media, a volatile memory, a non-volatile memory, a
random access memory (RAM), or other suitable device.
In a typical arrangement, the memory 18 includes a non-
volatile (persistent) memory for long term data storage
and a volatile memory that functions as system memory
for the control circuit 14. The memory 18 is considered
a non-transitory computer readable medium.

[0052] Insome embodiments, the electronic device 10
includes a communications interface 20 (e.g., communi-
cations circuitry) that enables the electronic device 10 to
transmit messages in broadcast format (e.g., without the
establishment of a session with another device and/or
without the expectation of a return response) or to estab-
lish a wireless communication connection with another
device over a communications medium 22 and send
messages via the wireless communication connection.
In the exemplary embodiment, the communications in-
terface 20 includes a radio circuit. The radio circuit in-
cludes one or more radio frequency transceivers and at
least one antenna assembly. Wired communications in-
terfaces also may be present. In the embodiment where
the communications interface 20 is operational to estab-
lish a wireless communication connection, the commu-
nications interface 20 and communications medium 22
may include coordinating transceivers. Exemplary trans-
ceivers include, but are not limited to, a cellular radio, a
WiFi radio, a Bluetooth radio, a Bluetooth low energy
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(BLE) radio, or any other appropriate radio frequency
transceiver. Also, an appropriate protocol may be fol-
lowed by the communications interface 20 and/or the
communications medium 22, such as a 3G, 4G or 5G
protocol, an Internet or Things (loT) protocol, a machine
to machine (M2M) protocol, a WiFi protocol, a Bluetooth
or BLE protocaol, etc.

[0053] The electronic device 10 has a sensor 24 con-
figured to generate data indicative of movement of the
electronic device 10. Certain embodiments of the sensor
24 can generate data indicative of movement of the elec-
tronic device 10 in three dimensions. In one embodiment,
the sensor 24 is an accelerometer assembly. Another
embodiment of the orientation sensor 24 is a gyro as-
sembly. Sensor 24 can include its own buffer 26 memory
to store the movement data. The buffer 26 can be a phys-
ical memory such as a flash memory, a hard drive, a
removable media, a volatile memory, a non-volatile mem-
ory, a random access memory (RAM), or other suitable
device. In some embodiments, the buffer 26 is a stan-
dalone memory that is part of the sensor 24. In other
embodiments, the buffer 26 can be incorporated into a
portion of the memory 18.

[0054] It should be appreciated that the electronic de-
vice 10 may include other sensors or components. The
additional sensor or sensors may be, for example, a ther-
mometer, a heart rate monitor, a vibration sensor, a cam-
era, a microphone, a GPS transceiver, or any other ap-
propriate device. Although not shown, the electronic de-
vice 10 may further include a power supply unit that in-
cludes a battery for delivering operational power to the
other components of the electronic device 10. The battery
may be rechargeable.

[0055] Data may be transmitted from the electronic de-
vice 10 to a host computing system 28, such as a server,
a personal computer, a portable user equipment (e.g., a
smartphone), etc. The host computing system 28 may
be implemented as a computer-based system that is ca-
pable of executing computer applications (e.g., software
programs). An exemplary application includes an algo-
rithm training function 30. The algorithm training function
30, when executed, carries out functions of the host com-
puting system 28 that are described herein. The algo-
rithm training function 30, any other applications and an
operating system executed by the host computing sys-
tem 28, and a data store 32 may be stored on a non-
transitory computer readable medium, such as a memory
34. The data store 32 may be used to store various in-
formation sets used to carry out the functions described
in this disclosure. The memory 34 may be, for example,
a magnetic, optical or electronic storage device (e.g.,
hard disk, optical disk, flash memory, etc.), and may com-
prise several devices, including volatile and non-volatile
memory components. Accordingly, the memory 34 may
include, for example, random access memory (RAM) for
acting as system memory, read-only memory (ROM), sol-
id-state drives, hard disks, optical disks, tapes, flash de-
vices and/or other memory components, plus associated
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drives, players and/or readers for the memory devices.

[0056] To execute logical operations, the host comput-
ing system 28 may include one or more processors 36
used to execute instructions that carry out logic routines.
The processor 36 and the memory 34 may be coupled
using a local interface 38. The local interface 38 may be,
for example, a data bus with accompanying control bus,
a network, or other subsystem.

[0057] The host computing system 28 may have vari-
ous input/output (I/O) interfaces for operatively connect-
ing to various peripheral devices. The host computing
system 28 also may have one or more communications
interfaces 40. The communications interface 40 may in-
clude for example, a modem and/or a network interface
card. The communications interface 40 enables the host
computing system 28 to send and receive data to and
from other computing devices via the communications
medium 22. Also, the communications interface 40 ena-
bles the host computing system 28 to receive messages
and data from the electronic device 10 either directly or
by way of the communications medium 22. The commu-
nications medium 22 may be any network platform and
may include multiple network platforms. Exemplary net-
work platforms include, but are not limited to, a WiFi net-
work, a cellular network, etc.

[0058] FIG. 2 shows an exemplary electronic device
10 attached to an object 12. In the illustrated embodi-
ment, the electronic device 10 is a tag and the object 12
is an animal maintained as livestock with a number of
other similar animals. The animal of the illustrated em-
bodiment is a pig. It will be understood that the tag may
be used with other types of animals or with other types
of objects, which need not be living.

[0059] In the exemplary context shown in FIG. 2, the
electronic device 10 is attached to the pig with a piercing
through an ear of the pig. Other attachment mechanisms
may be employed and the attachment mechanism may
be changed depending on the type of object 12 to which
the electronic device 10 is attached. For instance, in the
case of a bird, the electronic device 10 may be pierced
to a wing of the bird. Alternatively, the electronic device
10 may be attached using a band placed around a leg of
the animal. In the case of non-living objects, the tag may
be attached with adhesive, a strap, a threaded fastener,
or any other appropriate connector. The tag in this ex-
ample can be used to track a location or movement of
an animal or an object. Electronic devices 10 such as the
tag may be shipped to an end user of the electronic device
10. In order to conserve battery life, the electronic device
10 is placed into a low power state while in transit, prior
to being placed into service by an end user. Upon receiv-
ing the electronic device 10, the end user may be instruct-
ed to shake the electronic device 10 in a certain pattern
to activate the electronic device 10, as shown in FIG. 3.
[0060] Turning now to FIG. 4, shown is an exemplary
flow diagram representing steps that may be carried out
by the electronic device 10 to determine whether to ac-
tivate the electronic device 10 or revert to a low power
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state. FIG. 4 illustrates an exemplary process flow and,
althoughillustrated in alogical progression, theillustrated
blocks may be carried out in other orders and/or with
concurrence between two or more blocks. Therefore, the
illustrated flow diagram may be altered (including omit-
ting steps) and/or may be implemented in an object-ori-
ented manner or in a state-oriented manner.

[0061] The logical flow may start in block 42. At block
42, the electronic device 10is in afirst power state, where
the communication interface 20 is deactivated, and the
control circuit 14 is either deactivated or placed into a
low power state. In this first power state, the electronic
device 10 is conserving battery charge by only providing
power to the sensor 24. Inblock 42, the sensor 24 is used
to generate data indicative of movement of the electronic
device 10. In one embodiment, the sensor 24 is an ac-
celerometer assembly that outputs movementdata in the
form of raw accelerometer signals for up to three mutually
orthogonal axes (e.g., an x-axis, a y-axis and a z-axis).
In another embodiment, the sensor is an accelerometer
assembly that outputs movement data in the form of raw
accelerometer signals measuring only the amplitude of
acceleration. As the sensor 24 generates the movement
data, the movement data can be stored in the buffer 26.
The buffer 26 can be configured to store a set amount of
movement data corresponding to a fixed period of time.
By way of example and not limitation, the buffer 26 may
store movementdata only forthe previous three seconds.
The sensor 24 can continuously overwrite the previous
movement data on the buffer 26 so that old movement
data (e.g., movement data outside of the fixed time pe-
riod) is overwritten with new movement data.

[0062] Atblock 44, the movement data is compared to
a threshold value. In one embodiment, the sensor 24
includes a control circuit to perform this comparison. In
another embodiment, the control circuit 14 can perform
this comparison. For example, the threshold value can
be an instantaneous magnitude of acceleration, or an
average acceleration over a period of time. If the move-
ment data does not exceed the threshold value, the elec-
tronic device 10 will remain in the first power state. Con-
tinuing in the first power state, the sensor 24 will continue
to generate movement data, and store the movement
data in the buffer 26. If the movement data exceeds the
threshold value, the control circuit 14 is activated at block
46, or in embodiments where the control circuit 14 oper-
ates in a low power state during the first power state, the
control circuit 14 is fully activated. Upon activation of the
control circuit 14, the electronic device enters a second
power state.

[0063] During the second power state and upon the
control circuit’s 14 activation, the control circuit 14 re-
ceives the movement data stored in the buffer 26. Atblock
48, the control circuit 14 analyzes the movement data to
determine whether the movement data satisfies prede-
termined activation criteria. The predetermined activa-
tion criteria can include one or more predetermined mo-
tion patterns of the electronic device 10. For example,
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the control circuit 14 can analyze the movement data to
determine whether the movement data corresponds with
a motion pattern representative of a user shaking the
electronic device 10. The movement data analysis can
involve comparing the movement data to the activation
criteria using algorithms based on at least one of a fre-
quency of changes in acceleration, a magnitude of ac-
celeration, a number of changes in acceleration, ora spe-
cific pattern of acceleration changes such as a pattern
of slow shakes alternated with fast shakes.

[0064] In certain embodiments, algorithms used to
compare the movement data with the activation criteria’s
movement pattern can be adapted by using a trained
model. The trained model can involve collecting a plural-
ity of sample movement data and using machine learning
techniques to train a system to recognize positive motion
patterns that correspond with a user shaking the elec-
tronic device 10 and distinguish such positive motion pat-
terns from erroneous negative motion patterns that are
to be ignored. A positive motion pattern can be required
to have, for example, a specific pattern of changes in
acceleration, a specific frequency of changes in acceler-
ation, a specific frequency of changes in acceleration
over a set time period, among others. Statistical models
can be used to determine a confidence level that the
movement data corresponds to a user shaking the elec-
tronic device 10. In one embodiment, the control circuit
14 analyzes the movement data using a comparison al-
gorithm to determine a percentage confidence level that
the movement data represents a positive motion pattern.
By way of example and not limitation, the control circuit
14 receives the movement data from the buffer 26 and
analyzes the movement data using an algorithm. The
control circuit 14 can determine by processing the move-
ment data with the algorithm that the movement data
represents a positive motion pattern with a 90% confi-
dence level. If the 90% confidence level exceeds a con-
fidence level threshold, then this movement data is con-
sidered a match to a positive motion pattern and the com-
munication interface 20 is activated.

[0065] In certain embodiments, a neural network can
be developed. The neural network can be trained by sam-
ple data classified either as a positive motion pattern (e.g.
a movement waveform that represents a user shaking
the electronic device 10), or a negative motion pattern
(e.g. a waveform that does not represent a user shaking
the electronic device 10). The control circuit 14 can proc-
ess the movement data using the learned neural network
to classify the movement data as a positive motion pat-
tern that satisfies the activation criteria, or a negative
motion pattern that does not satisfy the activation criteria.
In certain embodiments, a target waveform can be de-
veloped using a trained model. The target waveform is
representative of a waveform derived from movement
data corresponding to a user shaking the electronic de-
vice 10. The control circuit 14 can process the movement
data by comparing the movement data waveform to the
target waveform to derive an error value based on differ-
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ences between the movement data waveform and the
target waveform. The control circuit 14 can then compare
the error value of the movement data to an error value
threshold. If the error value of the movement data ex-
ceeds the error value threshold, then the activation cri-
teria is not satisfied. If the error value of the movement
data is less than the error threshold, then the activation
criteria is satisfied.

[0066] In certain embodiments, the control circuit 14
can compare the movement data waveforms to multiple
target waveforms representing different motion patterns.
In these embodiments, the movement data waveform
can be compared to each of the target waveforms. In this
situation, the error value used to compare with the error
value threshold can be the lowest error value of each of
the error values as calculated with respect to each of the
target waveforms. In this manner, the control circuit 14
can account for different motion patterns that may rep-
resent a user shaking the electronic device 10 to activate
the electronic device 10.

[0067] If the movement data does not satisfy the acti-
vation criteria, the electronic device 10 reverts back to
the first power state when the control circuit 14 is deac-
tivated or placed into a low power state at block 50, and
only the sensor 24 is drawing power. In some embodi-
ments, the control circuit 14 can be disabled for a period
of time in response to one or more consecutive determi-
nations that the movement data does not satisfy the pre-
determined activation criteria. For example, the control
circuit 14 can be configured to disable itself after a set
number of times of determining that the movement data
does not satisfy the activation criteria. After disabling it-
self, the control circuit 14 will not activate for a set amount
of time, even if the movement data from the sensor 24
satisfies the threshold value in the first power state. This
feature can prevent repetitive control circuit 14 activa-
tions based on movement data from erroneous move-
ment of the electronic device 10, such as from handling
during shipment or travelling over a bumpy road.
[0068] On the other hand, if the movement data satis-
fies the activation criteria in block 48, the communication
interface 20 is activated at block 52. At block 52, the
communication interface 20 is activated and the electron-
ic device enters a third power state where the sensor 24,
the control circuit 14, and the communication interface
20 are all active. The electronic device 10 is considered
to be activated while in the third power state. Once the
communication interface 20 is active, the electronic de-
vice 10 can establish communication with a host compu-
ter system 28. Once communications are established,
the electronic device 10 can perform measurements and
communicate data according to its programmed instruc-
tions. Further, the electronic device 10 can also report
activation information pertaining to the electronic device
10 activation process to the host computing system 28.
The activation information can include information such
as the movement data, a timestamp of activation time,
present GPS coordinates, or any other data pertaining
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to the electronic device’s 10 activation or present condi-
tion upon activation.

[0069] After being communicated to the host comput-
ing system, the algorithm training function 30 can use
the activation information as a data sample to further train
the model used in the development of the algorithm used
by electronic devices 10 to analyze movementdata. Data
included in the activation information can be used to verify
if the movement data truly was representative of a user
shaking the electronic device 10. For example, a location
of the electronic device at activation (e.g. as determined
by GPS coordinates at the time of activation) can be com-
pared to an expected end user location to determine if
the electronic device 10 was shaken by the user or if the
activation was due to a false positive. If the activation
location is at an expected end user location, the move-
mentdata can be categorized as a positive motion pattern
and used as a sample movement data to further train the
algorithm or neural network. In this manner, the algo-
rithm, neural network, and/or the target waveform can be
continuously improved thereby improving the accuracy
of the control circuit 14 in correctly identifying positive
motion patterns that satisfy the predetermined activation
criteria. The improved algorithms can be employed on
subsequent electronic devices 10.

[0070] Although certain embodiments have been
shown and described, it is understood that equivalents
and modifications falling within the scope of the append-
ed claims will occur to others who are skilled in the art
upon the reading and understanding of this specification.

Claims

1. A method of activating an electronic device (10) com-
prising:

obtaining movement data indicative of move-
ment of the electronic device (10);

determining (48) whether at least a portion of
the movement data satisfies a predetermined
activation criteria comprising one or more pre-
determined motion patterns of the electronic de-
vice (10);

activating (50, 52) a power state based on de-
termining whether the portion of the movement
data satisfies the predetermined activation cri-
teria; and

disabling activation of the control circuit for a pe-
riod of time in response to one or more consec-
utive determinations that the portion of the
movement data does not satisfy the predeter-
mined activation criteria.

2. The method of claim 1, wherein activating (50, 52)
the power state comprises reverting to a first power
state in response to determining that the portion of
the movement data does not satisfy the predeter-
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mined activation criteria, wherein reverting to the first
power state includes deactivating (50) a control cir-
cuit.

The method of claim 1, wherein activating (50, 52)
the power state comprises activating a third power
state in response to determining that the portion of
the movement data satisfies the predetermined ac-
tivation criteria, wherein activating the third power
state includes activating (52) a communication inter-
face.

The method of claim 3, further comprising:
transmitting the movement data to a host computing
system during the third power state.

The method of any one of claims 1-4, further com-
prising:

activating a second power state prior to obtaining
the movement data, wherein activating the second
power state includes activating (46) a control circuit.

The method of any one of claims 1-5, wherein ob-
taining the movement data includes receiving the
movement data from a buffer (26) that is part of a
sensor (24) that generates the movement data.

The method of any one of claims 1-6, wherein the
activation criteria includes at least one of a magni-
tude of acceleration, a change in acceleration, a
number of changes in acceleration, or a predeter-
mined pattern of acceleration changes.

The method of any one of claims 1-7, wherein the
predetermined motion pattern is representative of a
user shaking the electronic device (10).

The method of any one of claims 1-8, wherein the
activation criteria includes a predetermined pattern
of alternating acceleration.

The method of any one of claims 1-9, wherein de-
termining (48) whether the movement data satisfies
the predetermined activation criteria includes apply-
ing a statistical model to compare the movement da-
ta to the predetermined activation criteria.

The method of any one of claims 1-10, wherein the
predetermined activation criteria is based off of a
trained model.

The method of any one of claims 1-11, wherein the
movement data is representative of movement of the
electronic device (10) over a fixed period of time.

The method of any of claims 1-12, wherein the move-
ment data is acceleration data.
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14. An electronic device (10) comprising:

a communications interface (20);

a sensor (24) configured to:

generate movement data indicative of move-
ment of the electronic device (10); and

a control circuit (14) configured to:

obtain the movement data from the sensor;
determine whether at least a portion of the
movement data satisfies a predetermined
activation criteria comprising a predeter-
mined motion pattern of the electronic de-
vice (10);

activate a power state based on determin-
ing whether the portion of the movement da-
ta satisfies the predetermined activation cri-
teria; and

disable activation of the control circuit for a
period of time in response to one or more
consecutive determinations that the portion
of the movement data does not satisfy the
predetermined activation criteria.

15. A non-transitory computer-readable storage medi-

um (18) having stored thereon computer-executable
instructions that, when executed, configure a control
circuit (14) to:

obtain movement data indicative of movement
of an electronic device (10);

determine whether the movement data satisfies
a predetermined activation criteria comprising a
predetermined motion pattern of the electronic
device (10);

deactivate the control circuit (14) in response to
determining that the movement data does not
correspond to the predetermined activation cri-
teria; and

activate a communication interface (20) in re-
sponse to determining that the movement data
corresponds to the predetermined activation cri-
teria.
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