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Description
Technical Field

[0001] The present specification relates to the field of
computer applications, and in particular, to a security
scanning method, apparatus and electronic device for a
mini program.

Background

[0002] Mini programs refer to mobile terminal APPs
that are developed based on a programming language
and can be used without download or installation. The
most prominent characteristic of mini programs is con-
venient use, as the mini programs do not need to be
manually installed in an operating system of a mobile
terminal. However, mini programs often need to use a
large APP as a carrier in use. For example, servers of
some large APPs may interface with a third party’s mini
program development platform. After the development
of a mini program is completed through a mini program
development platform, a developer may release the com-
pleted mini program to the server of a large APP for in-
terfacing with the large APP.

[0003] WO 2017/126786 A1 relates to a method for
analyzing malicious code. An executable file is received
and before installing the received executable file, the ex-
ecutable file is analyzed so as to collect suspected ma-
licious code data from the executable file. The collected
suspected malicious code data is analyzed using a prob-
ability model algorithm, so as to make a determination
on the suspected malicious code data.

Summary

[0004] The invention is defined by a security scanning
method for a mini program, a security scanning appara-
tus, and an electronic device according to the independ-
ent claims. Preferred embodiments are defined in the
dependent claims.

[0005] The present specification provides a security
scanning method for a mini program. the method may
include:

[0006] obtaining a target mini program to be released;
[0007] invoking a security scanning strategy combina-
tion to perform multi-dimensional security scanning on
the target mini program;

[0008] and when the target mini program passes the
multi-dimensional security scanning, releasing the target
mini program to a server corresponding to a target APP
with which the target mini program is carried.

[0009] Optionally, the security scanning strategy com-
bination comprises a combination of one or more of the
following security scanning strategies:

[0010] performing malicious code scanning on the tar-
get mini program;

[0011] performing security loophole scanning on the
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target mini program;

[0012] and performing security loophole scanning on
a server interface of the target mini program.

[0013] Optionally, the performing malicious code scan-
ning on the target mini program comprises a combination
of one or more of the scanning manners including:
[0014] detecting whether the target mini program in-
cludes a payload;

[0015] detecting whether a malicious invoking function
other than authorized invoking functions defined for the
target mini program exists in all the functions invoked by
the target mini program;

[0016] and detecting whether media or text content in-
voked by the target mini program has non-compliant con-
tent.

[0017] Optionally, the performing security loophole
scanning on the target mini program comprises a com-
bination of one or more of the scanning manners includ-
ing:

[0018] detecting whether the target mini program has
a sensitive information leaking loophole;

[0019] detecting whether the target mini program has
an HTML code loophole;

[0020] detecting whether the target mini program has
a JS code loophole;

[0021] and detecting whether the target mini program
has an unauthorized external resource reference loop-
hole.

[0022] Optionally, the performing security loophole
scanning on a server interface of the target mini program
comprises:

[0023] parsing the server interface of the target mini
program;

[0024] and performing interface loophole scanning on
the parsed server interface.

[0025] The present specification further provides a se-
curity scanning apparatus for a mini program, the appa-
ratus comprising:

[0026] an obtaining module configured to obtain a tar-
get mini program to be released;

[0027] a scanning module configured to invoke a se-
curity scanning strategy combination to perform multi-
dimensional security scanning on the target mini pro-
gram;

[0028] and areleasing module configured to, when the
target mini program passes the multi-dimensional secu-
rity scanning, release the target mini program to a server
corresponding to a target APP with which the target mini
program is carried.

[0029] Optionally, the scanning module further exe-
cutes a combination of one or more of the following scan-
ning strategies including:

[0030] malicious code scanning on the target mini pro-
gram;

[0031] performing security loophole scanning on the
target mini program;

[0032] and security loophole scanning on a server in-
terface of the target mini program.



3 EP 3 647 981 B1 4

[0033] Optionally, the scanning module further exe-
cutes a combination of one or more of the malicious code
scanning manners including:

[0034] detecting whether the target mini program in-
cludes a payload;

[0035] detecting whether a malicious invoking function
other than authorized invoking functions defined for the
target mini program exists in all the functions invoked by
the target mini program;

[0036] and detecting whether media or text content in-
voked by the target mini program has non-compliant con-
tent.

[0037] Optionally, the scanning module further exe-
cutes a combination of one or more of the security loop-
hole scanning manners listed below:

[0038] detecting whether the target mini program has
a sensitive information leaking loophole;

[0039] detecting whether the target mini program has
an HTML code loophole;

[0040] detecting whether the target mini program has
a JS code loophole;

[0041] and detecting whether the target mini program
has an unauthorized external resource reference loop-
hole.

[0042] Optionally, the scanning module is further con-
figured to:

[0043] parse the serverinterface of the target mini pro-
gram;

[0044] and perform interface loophole scanning on the

parsed server interface.
[0045] The present specification further provides an
electronic device, comprising:

[0046] a processor;

[0047] and a memory configured to store executable
instructions;

[0048] wherein, by executing a machine executable in-

struction stored in the memory and corresponding to a
control logic for training a machine learning model, the
processor is configured to:

[0049] obtain a target mini program to be released;
[0050] invoke a security scanning strategy combina-
tion to perform multi-dimensional security scanning on
the target mini program;

[0051] and when the target mini program passes the
multi-dimensional security scanning, release the target
mini program to a server corresponding to a target APP
with which the target mini program is carried.

[0052] In the present specification, multi-dimensional
security scanning is performed on a target mini program
to be released by invoking a security scanning strategy
combination, and when the target mini program passes
the multi-dimensional security scanning, the target mini
program is then released to a server corresponding to a
target APP with which the target mini program is carried,
thereby effectively avoiding the release of malicious mini
programs to the Internet that will impact the use security
of users.
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Brief Description of the Drawings
[0053]

FIG. 1 is a flow chart of a security scanning method
for a mini program as illustrated in some embodi-
ments of the present specification;

FIG. 2is a flow chart of performing multi-dimensional
security scanning on a mini program by a scanning
platform as illustrated in some embodiments of the
present specification;

FIG. 3 is a schematic structural diagram of hardware
in an electronic device that includes a security scan-
ning apparatus for a mini program as illustrated in
some embodiments of the present specification; and
FIG. 4 is a logic block diagram of the security scan-
ning apparatus for a mini program according to some
embodiments of the present specification.

Detailed Description

[0054] The present specification provides a technical
solution of performing multi-dimensional security scan-
ning on a target mini program to be released to avoid the
release of malicious mini programs to the Internet.
[0055] A server corresponding to an APP with which
the target mini program is carried may interface with an
independent mini program development platform. A de-
veloper may use the development platform to develop a
mini program based on his/her own service needs, com-
municate with the server, and package and upload the
developed mini program to the server for review.
[0056] The server may include a scanning platform for
performing security scanning on the mini program. A se-
curity scanning strategy combination may be installed in
the scanning platform in advance. When the scanning
platform receives a mini program uploaded and submit-
ted by the developer via the development platform, the
scanning platform may invoke the security scanning
strategy combination to perform multi-dimensional secu-
rity scanning on the mini program.

[0057] In some embodiments, the security scanning
strategy combination may comprise scanning strategies
such as malicious code scanning on mini programs, se-
curity loophole scanning on mini programs, and security
loophole scanning on a server interface of mini programs.
The scanning platform may invoke the security scanning
strategy combination to perform security scanning on a
mini program in dimensions such as malicious code
scanning, security loophole scanning, and server inter-
face loophole scanning.

[0058] Ifthe mini program passes the multi-dimension-
al security scanning, the mini program may be released
to the server corresponding to the APP with which the
target mini program is carried. Conversely, if the mini
program does not pass the multi-dimensional security
scanning, the mini program may be a malicious mini pro-
gram, and the release flow of the mini program may be
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directly terminated.

[0059] Therefore, the scanning platform performs mul-
ti-dimensional security scanning on a target mini program
to be released by invoking a security scanning strategy
combination. When the target mini program passes the
multi-dimensional security scanning, the scanning plat-
form releases the target mini program to a server corre-
sponding to a target APP with which the target mini pro-
gram is carried, thereby effectively avoiding the release
of malicious mini programs to the Internet that will impact
the use security of users.

[0060] The present specification will be described be-
low with reference to exemplary embodiments and ex-
emplary application scenarios.

[0061] FIG. 1 illustrates a security scanning method
for a mini program according to some embodiments of
the present specification. The method can be applied to
a scanning platform to execute the following steps:
[0062] In Step 102, a target mini program to be re-
leased is obtained.

[0063] The scanning platform may, for example, com-
prise a service platform for performing security scanning
on a target mini program to be released. In an exemplary
application, the scanning platform may, for example, be
deployed on a server corresponding to an APP with which
the target mini program is carried. In some embodiments,
when the hardware environment in which the server is
installed may be a distributed server cluster, one or more
physical servers may be selected from the server cluster
as a hardware environment for installing the scanning
platform, and the scanning platform may be constructed.
[0064] Alternatively, in another embodiment, the scan-
ning platform may be deployed to be independent of the
server. For example, the scanning platform may be in-
dependently deployed on one or more physical servers
other than the server corresponding to the APP, and in-
terface with the server corresponding to the APP.
[0065] The APP with which the target mini program is
carried may, for example, comprise a native APP or a
Web APP developed based on a web technology, which
is not particularly defined in the present specification.
[0066] In the present specification, the server corre-
sponding to the APP with which the target mini program
is carried may further interface with an independent mini
program development platform.

[0067] The mini program development platform may,
for example, be a mini program development platform
thatis operated independently by the operator of the APP
with which the target mini program is carried or a third-
party mini program development platform that is in co-
operation with the operator of the APP, which is not par-
ticularly defined in the present specification.

[0068] A developer may develop a mini program based
on his/her own service needs through the mini program
development platform. After the mini program is devel-
oped, the developer can package and upload the devel-
oped mini program to the scanning platform for security
scanning. Packaging the developed mini program may
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refer to, for example, a process of packaging executable
codes of the developed mini program to an executable
program.

[0069] Insome embodiments, the mini program devel-
opment platform may maintain data connection with the
scanning platform and provide the developer with an up-
load port corresponding to the developed mini program.
When the mini program is developed, the developer may
trigger the upload port to upload and submit the packaged
mini program to the scanning platform via the data con-
nection.

[0070] For example, the data connection may be an
http connection, and the upload port may be a function
button for triggering the upload of a developed mini pro-
gram provided by a development platform via a visual
interface.

[0071] Afterthe developer completes the development
of executable codes of the mini program, the developer
may compile and package the executable codes, trigger
the function button, and upload the packaged mini pro-
gram to the scanning platform. When the development
platform detects an event of triggering the function button
at the backend, it may construct an http request packet
(e.g., an http post request) at the backend for carrying
the packaged mini program, then use the packaged mini
program as aload carried by the http request packet, and
upload the http request packet to the scanning platform
via the http connection. Upon receiving the http request
packet, the scanning platform may parse the http request
packet and obtain the packaged mini program carried in
the http request packet.

[0072] In Step 104, a security scanning strategy com-
bination is invoked to perform multi-dimensional security
scanning on the target mini program.

[0073] Inthe presentspecification, a security scanning
strategy combination may be installed on the scanning
platforminadvance. The security scanning strategy com-
bination may comprise pre-defined multi-dimensional se-
curity scanning strategies. Here, for a security scanning
strategy in every dimension in the security scanning strat-
egy combination, a corresponding invoking interface may
be developed in advance. Upon receiving the target mini
program to be released uploaded by the development
platform, the scanning platform may start a security scan-
ning flow to sequentially invoke the invoking interface of
each security scanning strategy, execute each security
scanning strategy, and perform multi-dimensional secu-
rity scanning on the target mini program.

[0074] The invoking order of security scanning strate-
gies in the security scanning strategy combination is not
particularly defined in the present specification. A person
skilled in the art may set priority for each security scan-
ning strategy based on actual service needs, and set an
invoking order for the security scanning strategies based
on the priorities.

[0075] Inone embodiment, the security scanning strat-
egies in the security scanning strategy combination may,
for example, comprise a combination of one or more of
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the following security scanning strategies:

[0076] malicious code scanning on the target mini pro-
gram;

[0077] security loophole scanning on the target mini
program;

[0078] and security loophole scanning on a server in-
terface of the target mini program.

[0079] Inthis case, the scanning platform may perform,
by invoking the security scanning strategy combination,
security scanning on the mini program in dimensions
such as malicious code scanning, security loophole scan-
ning, and server interface loophole scanning.

[0080] Taking the scanning platform performing secu-
rity scanning on the target mini program to be released
in three dimensions of malicious code scanning, security
loophole scanning, and server interface loophole scan-
ning as examples, detailed description will be provided
below through exemplary embodiments.

[0081] FIG. 2is aflow chart of performing multi-dimen-
sional security scanning on the mini program by a scan-
ning platform as illustrated in the present specification.
[0082] As shown in FIG. 2, in some embodiments, the
security scanning performed by the scanning platform on
the mini program may comprise three scanning dimen-
sions of malicious code scanning, security loophole scan-
ning, and server interface loophole scanning.

[0083] As shown in FIG. 2, in some embodiments, the
malicious code scanning on the target mini program may
comprise one or more scanning programs including:

[0084] a payload detection program;

[0085] a malicious function invoking detection pro-
gram;

[0086] and a malicious content detection program.
[0087] The payload detection program is configured

to, for example, detect whether the load of the target mini
program includes a payload.

[0088] In some embodiments, a plenty of samples of
known payloads may be prepared in advance, such as
samples of attack codes, samples of attack data, etc.
When the payload detection needs to be performed on
the target mini program, all codes and data in the load
ofthe target mini program may be parsed, and the parsed
codes and data are compared with the prepared samples
of known payloads and analyzed to determine whether
the load of the target mini program includes a payload.
If it is determined that the load of the target mini program
includes a payload, the target mini program may be de-
termined to be a malicious mini program. If the load of
the target mini program does not include a payload, the
target mini program may be determined to be a non-ma-
licious mini program, and the scanning of the target mini
program is passed.

[0089] The malicious function invoking detection pro-
gram is configured to, for example, detect whether a ma-
licious invoking function other than authorized invoking
functions defined for the target mini program exists in all
the functions invoked by the target mini program.
[0090] Forexample, a number of invokable authorized
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functions or an authorized invoking range of invokable
functions may be defined in advance for each developed
mini program, which may be, for example, defined by a
developer in the code of the mini program or defined sep-
arately by an operator of an APP with which the target
mini program is carried.

[0091] When the malicious function invoking detection
needs to be performed on the target mini program, all
functions invoked by the target mini program may be
parsed, and whether a function other than the invokable
authorized functions or a function beyond the authorized
invoking range of invokable functions, exists in all the
functions invoked by the target mini program may be de-
termined. If afunction other than the invokable authorized
functions or a function beyond the authorized invoking
range of invokable functions exists in all the functions
invoked by the target mini program, a malicious function
exists in all the functions invoked by the target mini pro-
gram, in which case the target mini program may be de-
termined to be a malicious mini program. Conversely, if
a function other than the invokable authorized functions
or a function beyond the authorized invoking range of
invokable functions does not exist in all the functions in-
voked by the target mini program, it indicates that no
malicious function exists in all the functions invoked by
the target mini program, in which case the target mini
program may be determined to be a non-malicious mini
program, and the scanning of the target mini program is
passed.

[0092] The malicious content detection program is
configured to, for example, detect whether media or text
contentinvoked by the target mini program has non-com-
pliant content.

[0093] Forexample, a plenty of non-compliant content
samples may be defined in advance, such as non-com-
pliant text keywords, media fragments, and the like.
When the malicious content detection needs to be per-
formed on the target mini program, all media and text
content invoked by the target mini program may be
parsed, and the parsed media and text content are com-
pared with the non-compliant content samples and ana-
lyzed to determine whether the media and text content
invoked by the target mini program include non-compliant
content. Ifitis determined that the media and text content
invoked by the target mini program include non-compliant
content, the target mini program may be determined to
be a malicious mini program. Conversely, the target mini
program may be determined to be a non-malicious mini
program, and the scanning of the target mini program is
passed.

[0094] As shownin FIG. 2, in some embodiments, the
security loophole scanning on the target mini program
may comprise one or more scanning programs including:

[0095] a sensitive information leaking loophole detec-
tion program;

[0096] an HTML code loophole detection program;
[0097] a JS code loophole detection program;

[0098] and an external resource reference loophole
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detection program.

[0099] The sensitive information leaking loophole de-
tection program is configured to, for example, detect
whether the target mini program has a sensitive informa-
tion leaking loophole. The HTML code loophole detection
program is configured to, for example, detect whether
the target mini program has an HTML code loophole. The
JS code loophole detection program is configured to, for
example, detect whether the target mini program has a
JS code loophole. The external resource reference loop-
hole detection program is configured to, for example, de-
tect whether the target mini program has a security loop-
hole that refers to an unauthorized external resource. For
example, it is detected whether the target mini program
refers to an unauthorized link and the like or has a loop-
hole of unauthorized external resources other than the
authorized external resources defined for the target mini
program.

[0100] In some embodiments, when invoking each of
the loophole scanning programs listed above to perform
relevant loophole scanning on the target mini program,
the scanning platform may invoke a loophole scanning
tool related to each of the loophole scanning programs
and installed on the scanning platform to complete the
loophole scanning.

[0101] For example, the scanning platform may be in-
stalled respectively with different types of loophole scan-
ners corresponding to a sensitive information leaking
loophole, an HTML code loophole, a JS code loophole,
and an external resource reference loophole, and
equipped with corresponding loophole databases. Then,
by running the above loophole scanners, respectively, in
a software environment, the scanning platform scans the
target mini program, and performs comparison with the
loophole databases for analysis to identify and discover
potential security loopholes in the target mini program.
[0102] When the scanning platform detects relevant
security loopholes in the target mini program by execut-
ing the loophole scanning programs, the loophole scan-
ning results may be further fed back to the developer of
the target mini program to repair the relevant security
loopholes. After the security loopholes are repaired, the
developer may re-package and upload the target mini
program via the mini program development platform for
the scanning platform to perform security scanning again.
When the scanning platform detects that no relevant se-
curity loopholes exist in the target mini program by exe-
cuting the loophole scanning programs, the scanning of
the target mini program is passed.

[0103] In addition to performing malicious code scan-
ning and security loophole scanning on the target mini
program, the scanning platform may further perform se-
curity loophole scanning on a server interface of the tar-
get mini program.

[0104] In some embodiments, the scanning platform
may parse all interfaces related to the functions in the
mini program, screen the parsed interfaces to obtain
server interfaces of the target mini program, and then
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perform security loophole scanning on these server in-
terfaces.

[0105] For example, the scanning platform may be in-
stalled with loophole scanners corresponding to server
interface loopholes and equipped with corresponding
loophole databases. Then, by running the above loop-
hole scanners, respectively, in a software environment,
the scanning platform scans each server interface of the
target mini program, and performs comparison with the
loophole databases for analysis to identify and discover
potential security loopholes in these server interfaces.
[0106] When the scanning platform detects an inter-
face loophole in a server interface of the target mini pro-
gram, the loophole scanning result may be further fed
back to the developer of the target mini program to repair
the interface loophole. After the security loophole is re-
paired, the developer may re-package and upload the
target mini program via the mini program development
platform for the scanning platform to perform security
scanning again. When no server interface loophole exists
according to the scanning, the scanning of the target mini
program is passed.

[0107] Here, it should be noted that it is merely an ex-
ample to take the scanning platform performing security
scanning on the target mini program to be released in
three dimensions of malicious code scanning, security
loophole scanning, and server interface loophole scan-
ning. In some embodiments, the security scanning strat-
egies included in the security scanning strategy combi-
nation and the dimensions of security scanning per-
formed by the scanning platform on the target mini pro-
gram may be expanded according to actual needs, which
will not be enumerated in the present specification.
[0108] InStep 106, when the target mini program pass-
es the multi-dimensional security scanning, the target
mini program is released to a server corresponding to a
target APP with which the target mini program is carried.
[0109] In the present specification, after the scanning
platform performs multi-dimensional security scanning
on the mini program by invoking the security scanning
strategy combination, and if the target mini program
passes the multi-dimensional security scanning, the tar-
get mini program may be determined to be a non-mali-
cious mini program, in which case the scanning platform
may start a release flow for the target mini program to
further release the target mini program to the server cor-
responding to the APP with which the target mini program
is carried and to the Internet.

[0110] If the target mini program does not pass the
multi-dimensional security scanning, the target mini pro-
gram may be a malicious mini program, in which case
the scanning platform may block the release flow of the
target mini program and terminate the release flow of the
target mini program, thereby avoiding the release of ma-
licious mini programs to the Internet that will impact the
use security of users.

[0111] Forexample,inFIG.2,ifthe target mini program
passes the security scanning in dimensions such as ma-
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licious code scanning, security loophole scanning, and
server interface loophole scanning, respectively, the tar-
get mini program may be determined to be a non-mali-
cious mini program and the target mini program may be
normally released. Conversely, if the target mini program
does not pass the security scanning in any one dimension
of malicious code scanning, security loophole scanning,
and server interface loophole scanning, the target mini
program may be determined as a potential malicious mini
program, and the scanning result may be actively fed
back to the developer. After the target mini program is
repaired by the developer, the multi-dimensional security
scanning may be performed on the target mini program
again. Alternatively, it may block the release flow of the
mini program and terminate the release flow of the mini
program.

[0112] The scanning platform performs multi-dimen-
sional security scanning on a target mini program to be
released by invoking a security scanning strategy com-
bination, and when the target mini program passes the
multi-dimensional security scanning, further releases the
target mini program to a server corresponding to a target
APP with which the target mini program is carried, there-
by effectively avoiding the release of malicious mini pro-
grams to the Internet that will impact the use security of
users.

[0113] Corresponding to the above method embodi-
ments, the present specification further provides a secu-
rity scanning apparatus for a mini program.

[0114] Embodiments of the security scanning appara-
tus for a mini program according to the present specifi-
cation may be applied to an electronic device. The ap-
paratus embodiments may be implemented by software,
hardware, or a combination of software and hardware.
Taking the software implementation as an example, an
apparatus from the logic perspective is formed by running
a corresponding computer program instruction in a non-
volatile memory, by a processor of the electronic device
where the apparatus is located, into an internal memory.
From the hardware perspective, FIG. 3 is a schematic
structural diagram of the hardware of the electronic de-
vice where the security scanning apparatus for a mini
program according to the present specificationis located.
In addition to the processor, sensor, internal memory,
network interface, and non-volatile memory shown in
FIG. 3, the electronic device where the apparatus is lo-
cated may further comprise other pieces of hardware ac-
cording to actual functions of the electronic device, which
will not be elaborated herein.

[0115] FIG. 4 is a block diagram of the security scan-
ning apparatus for a mini program according to some
embodiments of the present specification.

[0116] Referring to FIG. 4, the security scanning ap-
paratus 40 for a mini program may be applied to the elec-
tronic device shown in FIG. 3, the apparatus comprising:
an obtaining module 401, a scanning module 402, and
a releasing module 403.

[0117] The obtaining module 401 is configured to ob-
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tain a target mini program to be released.

[0118] The scanning module 402 is configured to in-
voke a security scanning strategy combination to perform
multi-dimensional security scanning on the target mini
program.

[0119] The releasing module 403 is configured to,
when the target mini program passes the multi-dimen-
sional security scanning, release the target mini program
to a server corresponding to a target APP with which the
target mini program is carried.

[0120] In some embodiments, the scanning module
402 is further configured to execute one or more of:

[0121] malicious code scanning on the target mini pro-
gram;

[0122] security loophole scanning on the target mini
program;

[0123] and security loophole scanning on a server in-

terface of the target mini program.

[0124] In some embodiments, the scanning module
402 further executes a combination of one or more of the
malicious code scanning manners listed below:

[0125] detecting whether the target mini program in-
cludes a payload;

[0126] detecting whether a malicious invoking function
other than authorized invoking functions defined for the
target mini program exists in all the functions invoked by
the target mini program;

[0127] and detecting whether media or text content in-
voked by the target mini program has non-compliant con-
tent.

[0128] In some embodiments, the scanning module
402 is further configured to execute one or more security
loophole scanning operations including:

[0129] detecting whether the target mini program has
a sensitive information leaking loophole;

[0130] detecting whether the target mini program has
an HTML code loophole;

[0131] detecting whether the target mini program has
a JS code loophole;

[0132] and detecting whether the target mini program
has an unauthorized external resource reference loop-
hole.

[0133] In some embodiments, the scanning module
402 is further configured to:

[0134] parse the serverinterface of the target mini pro-
gram;

[0135] and perform interface loophole scanning on the
parsed server interface.

[0136] Since the apparatus embodiment substantially
corresponds to the method embodiment, the description
of the method embodiment may be referenced. The
above-described apparatus embodiment is merely ex-
emplary, wherein the units described as discrete parts
may or may notbe physically separated. The parts shown
as units may or may not be physical units, i.e., the parts
may be located at the same place or may be distributed
over a plurality of network units. Some or all of the mod-
ules thereof may be selected according to actual needs
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to achieve the objective of the solutions of the present
specification. Those of ordinary skills in the art may un-
derstand and implement the apparatus embodiment
without inventive effort.

[0137] The system, apparatus, module or unit de-
scribed in the above embodiments may be, for example,
implemented by a computer chip or entity, orimplement-
ed by a product having the functions. A typical implemen-
tation device is a computer. In one example, a computer
may be, for example, a server, a personal computer, a
laptop computer, a cellular phone, a camera phone, a
smart phone, a personal digital assistant, a medium play-
er, a navigation device, an email receiving and transmit-
ting device, a game console, a tablet computer, a wear-
able device, or a combination of any devices in these
devices.

[0138] Corresponding to the above method embodi-
ments, the present specification further provides an elec-
tronic device comprising: a processor and amemory con-
figured to store machine executable instructions, wherein
the processor and the memory may be connectedto each
other via an internal bus. In some embodiments, the de-
vice may further comprise an external interface for com-
munications with other devices or parts.

[0139] In some embodiments, by executing the exe-
cutable instruction stored in the memory and correspond-
ing to a control logic of security scanning for a mini pro-
gram, the processor is configured to

[0140] obtain a target mini program to be released;
[0141] invoke a security scanning strategy combina-
tion to perform multi-dimensional security scanning on
the target mini program;

[0142] and when the target mini program passes the
multi-dimensional security scanning, release the target
mini program to a server corresponding to a target APP
with which the target mini program is carried.

[0143] In some embodiments, by executing the exe-
cutable instruction stored in the memory and correspond-
ing to a control logic of security scanning for a mini pro-
gram, the processor is further configured to execute one
or more operations including:

[0144] performing malicious code scanning on the tar-
get mini program;

[0145] performing security loophole scanning on the
target mini program;

[0146] and performing security loophole scanning on
a server interface of the target mini program.

[0147] In some embodiments, by executing the exe-
cutable instruction stored in the memory and correspond-
ing to a control logic of security scanning for a mini pro-
gram, the processor is further configured to execute one
or more operations including:

[0148] detecting whether the target mini program in-
cludes a payload;

[0149] detecting whether a malicious invoking function
other than authorized invoking functions defined for the
target mini program exists in all the functions invoked by
the target mini program;
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[0150] and detecting whether media or text content in-
voked by the target mini program has non-compliant con-
tent.

[0151] In some embodiments, by executing the exe-
cutable instruction stored in the memory and correspond-
ing to a control logic of security scanning for a mini pro-
gram, the processor is further configured to execute one
or more operations including:

[0152] detecting whether the target mini program has
a sensitive information leaking loophole;

[0153] detecting whether the target mini program has
an HTML code loophole;

[0154] detecting whether the target mini program has
a JS code loophole;

[0155] and detecting whether the target mini program
has an unauthorized external resource reference loop-
hole.

[0156] In some embodiments, by executing the exe-
cutable instruction stored in the memory and correspond-
ing to a control logic of security scanning for a mini pro-
gram, the processor is further configured to

[0157] parse the serverinterface of the target mini pro-
gram;
[0158] and perform interface loophole scanning on the

parsed server interface.

[0159] It would be easy for those of ordinary skills in
the art to, after considering the present specification and
practicing the invention disclosed herein, conceive of oth-
er implementation manners of the present specification.
The present specification is intended to encompass any
variations, uses or adaptive changes of the present spec-
ification, and these variations, uses or adaptive changes
follow general principles of the present specification and
comprise common general knowledge or common tech-
nical means in the art that are not disclosed in the present
specification. The present specification and embodi-
ments are regarded to be merely exemplary, and the true
scope and spirit of the present specification shall be sub-
ject to the appended claims.

[0160] It should be understood that the present spec-
ification is not limited to the accurate structure described
above andillustrated in the accompanying drawings, and
various modifications and changes may be made to the
present specification without departing from the scope
thereof. The scope of the present specification shall be
only subject to the appended claims.

[0161] Particular embodiments of the present specifi-
cation are described above, and other embodiments fall
within the scope of the appended claims. In some cases,
actions or steps stated in the claims may be executed in
an order different from those in the embodiments and
can still achieve desired results. In addition, a process
depicted in the accompanying drawings does not neces-
sarily require the illustrated particular order or continuous
order to achieve desired results. In some implementation
manners, multi-task processing and parallel processing
may be feasible or may be beneficial.

[0162] The above description are merely preferred em-
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bodiments of the present specification, which are not
used to limit the present specification.

parsing the server interface of the target mini
program; and
performing interface loophole scanning on the
parsed server interface.
Claims 5

4. A security scanning apparatus for a mini program,
1. A security scanning method for a mini program, the the apparatus comprising:

method comprising:

an obtaining module (401) configured to obtain

obtaining (102) a target mini program to be re- 10 a target mini program to be released;
leased; a scanning module (402) configured to invoke a
invoking (104 ) a security scanning strategy com- security scanning strategy combination to per-
bination to perform multi-dimensional security form multi-dimensional security scanning on the
scanning on the target mini program, wherein target mini program, wherein the security scan-
the security scanning strategy combination 75 ning strategy combination comprises malicious
comprises malicious code scanning on the tar- code scanning on the target mini program, se-
get mini program, security loophole scanning on curity loophole scanning on the target mini pro-
the target mini program, and gram, and security loophole scanning on a serv-
security loophole scanning on a server interface er interface of the target mini program, and
of the target mini program, and 20 wherein the security loophole scanning on the
wherein the security loophole scanning on the target mini program comprises, and wherein the
target mini program comprises: scanning module (402) is further configured to
execute the security loophole scanning by:
detecting whether the target mini program
includes a sensitive information leaking 25 detecting whether the target mini program
loophole; includes a sensitive information leaking
detecting whether the target mini program loophole;
includes an HTML code loophole; detecting whether the target mini program
detecting whether the target mini program includes an HTML code loophole;
includes a JS code loophole; and 30 detecting whether the target mini program
detecting whether the target mini program includes a JS code loophole; and
includes an unauthorized external resource detecting whether the target mini program
reference loophole; and includes an unauthorized external resource
reference loophole; and
when (106) the target mini program passes the 35
multi-dimensional security scanning, a releasing module (403) configured to, when
releasing the target mini program to a server cor- the target mini program passes the multi-dimen-
responding to a target APP which the target mini sional security scanning, release the target mini
program uses as a carrier in use. program to a server corresponding to a target
40

APP which the target mini program uses as a

2. The method according to claim 1, wherein the mali- carrier in use.

cious code scanning on the target mini program com-

prises one or more of: 5. The apparatus according to claim 4, wherein the

scanning module (402) is configured to execute one

detecting whether the target mini program in- 45 or more of malicious code scanning programs includ-
cludes a payload; ing:
detecting whether a malicious invoking function,
other than an authorized invoking function de-
fined for the target mini program, is present in cludes a payload;
functions invoked by the target mini program; 50 detecting whether a malicious invoking function,
and other than authorized invoking functions defined

detecting whether the target mini program in-

detecting whether media or text content invoked
by the target mini program includes non-compli-
ant content.

55

for the target mini program, is present in func-
tions invoked by the target mini program; and

detecting whether media or text content invoked
by the target mini program includes non-compli-

3. The method according to claim 1 or 2, wherein the ant content.
security loophole scanning on a server interface of

the target mini program comprises: 6. The apparatus according to claim 4 or 5, wherein the
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scanning module is further configured to:

parse the server interface of the target mini pro-
gram; and

perform interface loophole scanning on the
parsed server interface.

Patentanspriiche

1.

Sicherheitsscanverfahren fiir ein Miniprogramm,
wobei das Verfahren Folgendes umfasst:

Erhalten (102) eines Zielminiprogramms, das zu
veroffentlichen ist;

Aufrufen (104) einer Sicherheitsscanstrategie-
kombination zum Durchfiihren eines mehrdi-
mensionalen Sicherheitsscans am Zielminipro-
gramm, wobei die Sicherheitsscanstrategie-
kombination das Scannen nach Schadcode am
Zielminiprogramm, das Scannen nach einer Si-
cherheitsliicke am Zielminiprogramm und das
Scannen nach einer Sicherheitsliicke an einer
Serverschnittstelle des Zielminiprogramms um-
fasst und wobei das Scannen nach einer Sicher-
heitsliicke am Zielminiprogramm Folgendes
umfasst:

Detektieren, ob das Zielminiprogramm eine
Licke fur den Zugang zu empfindlichen In-
formationen beinhaltet;

Detektieren, ob das Zielminiprogramm eine
Licke fir HTML-Code beinhaltet;
Detektieren, ob das Zielminiprogramm eine
Licke fir JS-Code beinhaltet; und
Detektieren, ob das Zielminiprogramm eine
Licke fur einen Verweis auf eine unbefugte
externe Ressource beinhaltet; und

wenn (106) das Zielminiprogramm den
mehrdimensionalen Sicherheitsscan be-
steht, Veroffentlichen des Zielminipro-
gramms fir einen Server, der einer Ziel-
APP entspricht, die das Zielminiprogramm
bei Verwendung als einen Trager verwen-
det.

2. Verfahren nach Anspruch 1, wobei das Scannen auf

Schadcode am Zielminiprogramm eines oder meh-
reres von Folgendem umfasst:

Detektieren, ob das Zielminiprogramm Nutzda-
ten beinhaltet;

Detektieren, ob, abgesehen von einer autori-
sierten Aufruffunktion, die fir das Zielminipro-
gramm definiert ist, eine bosartige Aufruffunkti-
on in Funktionen, die vom Zielminiprogramm
aufgerufen werden, vorhanden ist; und
Detektieren, ob ein Medien- oder Textinhalt, der
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vom Zielminiprogramm aufgerufen wird, einen
nicht konformen Inhalt beinhaltet.

Verfahren nach Anspruch 1 oder 2, wobei das Scan-
nen nach einer Sicherheitsliicke an einer Server-
schnittstelle des Zielminiprogramms Folgendes um-
fasst:

Parsen der Serverschnittstelle des Zielminipro-
gramms und

Durchfiihren eines Scans auf eine Schnittstel-
lenliicke an der geparsten Serverschnittstelle.

Sicherheitsscanvorrichtung fur ein Miniprogramm,
wobei die Vorrichtung Folgendes umfasst:

ein Erhaltungsmodul (401), das dazu ausgelegt
ist, ein Zielminiprogramm, das zu verdffentli-
chen ist, zu erhalten;

ein Scanmodul (402), das dazu ausgelegt ist,
eine Sicherheitsscanstrategiekombination zum
Durchfiihren eines mehrdimensionalen Sicher-
heitsscans am Zielminiprogramm aufzurufen,
wobei die Sicherheitsscanstrategiekombination
das Scannen nach Schadcode am Zielminipro-
gramm, das Scannen nach einer Sicherheitsli-
cke am Zielminiprogramm und das Scannen
nach einer Sicherheitsliicke an einer Server-
schnittstelle des Zielminiprogramms umfasst
und wobei das Scannen nach einer Sicherheits-
liicke am Zielminiprogramm Folgendes umfasst
und wobei das Scanmodul (402) ferner dazu
ausgelegtist, das Scannen auf eine Sicherheits-
liicke durch Folgendes auszufiihren:

Detektieren, ob das Zielminiprogramm eine
Licke fur den Zugang zu empfindlichen In-
formationen beinhaltet;

Detektieren, ob das Zielminiprogramm eine
Licke fir HTML-Code beinhaltet;
Detektieren, ob das Zielminiprogramm eine
Licke fir JS-Code beinhaltet; und
Detektieren, ob das Zielminiprogramm eine
Licke fir einen Verweis auf eine unbefugte
externe Ressource beinhaltet; und

ein Veroffentlichungsmodul (403), das dazu
ausgelegt ist,

wenn das Zielminiprogramm den mehrdi-
mensionalen Sicherheitsscan besteht, das
Zielminiprogramm flr einen Server zu ver-
offentlichen, der einer Ziel-APP entspricht,
die das Zielminiprogramm bei Verwendung
als einen Trager verwendet.

5. Vorrichtung nach Anspruch 4, wobeidas Scanmodul

(402) dazu ausgelegt ist, ein oder mehrere Scanpro-
gramme fiir Schadcode auszuflihren, die Folgendes
beinhalten:
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Detektieren, ob das Zielminiprogramm Nutzda-
ten beinhaltet;

Detektieren, ob, abgesehen von autorisierten
Aufruffunktionen, die fiir das Zielminiprogramm

comprend I'un ou plusieurs parmi de :

détecter si le mini-programme cible comprend
une charge utile;

definiert sind, eine bosartige Aufruffunktion in % détecter si une fonction d’appel malveillante,
Funktionen, die vom Zielminiprogramm aufge- autre qu’une fonction d’appel autorisée définie
rufen werden, vorhanden ist; und pour le mini-programme cible, est présente dans
Detektieren, ob ein Medien- oder Textinhalt, der des fonctions appelées par le mini-programme
vom Zielminiprogramm aufgerufen wird, einen cible; et
nicht konformen Inhalt beinhaltet. 10 détecter si un contenu multimédia ou textuel ap-
pelé par le mini-programme cible comprend un
6. Vorrichtung nach Anspruch 4 oder 5, wobei das contenu non conforme.
Scanmodul ferner zu Folgendem ausgelegt ist:
Procédé selon la revendication 1 ou 2, dans lequel
Parsen der Serverschnittstelle des Zielminipro- 75 I'analyse desfailles de sécurité sur une interface ser-
gramms und veur du mini-programme cible comprend de :
Durchfiihren eines Scans auf eine Schnittstel- analyser l'interface serveur du mini-programme ci-
lenliicke an der geparsten Serverschnittstelle. ble; et effectuer une analyse des failles d’interface
sur l'interface serveur analysée.
20
Revendications Appareil d’analyse de sécurité pour un mini-pro-
gramme, I'appareil comprenant :
Procédé d’analyse de sécurité pour un mini-pro-
gramme, le procédé comprenant de : un module d’obtention (401) configuré pour ob-
25 tenir un mini-programme cible a publier;
obtenir (102) un mini-programme cible a publier; un module d’analyse (402) configuré pour ap-
appeler (104) une combinaison de stratégies peler une combinaison de stratégies d’analyse
d’analyse de sécurité pour effectuer une analy- de sécurité pour effectuer une analyse de sécu-
se de sécurité multidimensionnelle sur le mini- rité multidimensionnelle sur le mini-programme
programme cible, dans lequel la combinaison 30 cible, dans lequel la combinaison de stratégies
de stratégies d’analyse de sécurité comprend d’analyse de sécurité comprend I'analyse de co-
'analyse de code malveillant sur le mini-pro- de malveillant sur le mini-programme cible,
gramme cible, I'analyse des failles de sécurité I'analyse des failles de sécurité sur le mini-pro-
sur le mini-programme cible, et 'analyse des gramme cible, et
failles de sécurité sur une interface serveur du 35 I'analyse des failles de sécurité surune interface
mini-programme cible, et dans lequel 'analyse serveur du mini-programme cible, etdans lequel
des failles de sécurité sur le mini-programme I'analyse des failles de sécurité sur le mini-pro-
cible comprend de : gramme cible comprend de, et dans lequel le
module d’analyse (402) est en outre configuré
détecter si le mini-programme cible com- 40 pour exécuter I'analyse des failles de sécurité
prend une faille de fuite d’'informations sen- en:
sibles;
détecter si le mini-programme cible com- détectant si le mini-programme cible com-
prend une faille de code HTML; prend une faille de fuite d’informations sen-
détecter si le mini-programme cible com- 45 sibles;
prend une faille de code JS; et détectant si le mini-programme cible com-
détecter si le mini-programme cible com- prend une faille de code HTML;
prend une faille de référence de ressource détectant si le mini-programme cible com-
externe non autorisée; et prend une faille de code JS; et
lorsque (106) le mini-programme cibleréus- 50 détectant si le mini-programme cible com-
sit 'analyse de sécurité multidimensionnel- prend une faille de référence de ressource
le, publier le mini-programme cible sur un externe non autorisée; et
serveur correspondant a une application ci- un module de publication (403) configuré
ble que le mini-programme cible utilise com- pour, lorsque le mini-programme cible réus-
me support en cours d’utilisation. 55 sit 'analyse de sécurité multidimensionnel-

le, publier le mini-programme cible sur un

2. Procédé selon la revendication 1, dans lequel 'ana-
lyse de code malveillant sur le mini-programme cible

serveur correspondant a une application ci-
ble que le mini-programme cible utilise com-

1"
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me support en cours d’utilisation.

Appareil selon la revendication 4, dans lequel le mo-
dule d’analyse (402) est configuré pour exécuter un
ou plusieurs programmes d’analyse de code mal-
veillant comprenant de :

détecter si le mini-programme cible comprend
une charge utile;

détecter si une fonction d’appel malveillante,
autre que des fonctions d’appel autorisées dé-
finies pour le mini-programme cible, est présen-
te dans des fonctions appelées par le mini-pro-
gramme cible; et

détecter si un contenu multimédia ou textuel ap-
pelé par le mini-programme cible comprend un
contenu non conforme.

Appareil selon la revendication 4 ou 5, dans lequel
le module d’analyse est en outre configuré pour :
analyser l'interface serveur du mini-programme ci-
ble; et effectuer une analyse des failles d’'interface
sur l'interface serveur analysée.
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Obtain a target mini program to be released

~/ 102

Invoke a security scanning strategy combination to perform
multi-dimensional security scanning on the target mini
program

A\ 4

When the target mini program passes the multi-dimensional
security scanning, release the target mini program to a
server corresponding to a target APP with which the target
mini program is carried

FIG. 1
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