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(54) HIGH-FREQUENCY-NFC-BASED PRODUCT TRACEABILITY AND ANTI-COUNTERFEITING 
TAG

(57) The NFC-based tag includes a substrate, a first
and second coils formed on the substrate and an NFC
chip fixed on the substrate. A status code whose default
value is 0 is stored in memory of the NFC chip. The first
coil is connected to the NFC chip and serves as an an-
tenna thereof. The NFC chip communicates with an NFC
reader through the first coil. The NFC reader can read or
write the status code through the first coil. The NFC chip
has an IO contact and a grounding contact. The IO con-
tact connects to the grounding contact via the second
coil. The second coil serves as an EAS coil. The IO con-
tact is connected to the grounding contact through the
second coil to form a closed loop. The NFC reader re-
writes the status code to be 1 irreversibly when the sec-
ond coil is broken or has finished checkout.
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Description

Technical Field

[0001] The invention relates to radio frequency identi-
fication (RFID), particularly to high-frequency-NFC-
based anti-counterfeiting tags and systems using the
same.

2. Related Art

[0002] In open-shelf type markets or malls, electronic
article surveillance (EAS) systems are usually utilized to
monitor and prevent shoplifting. The EAS system is es-
sentially composed of a detector, a deactivator and an
EAS tag. Usually, the detector is disposed at an exit or
entrance. Current detectors are also known as security
gates. Detectors serve to detect if products without
checkout are illegally carried about. Products with EAS
tags should be deactivated by the deactivator after hav-
ing finished checkout and then they can be carried about
to legally pass the security gate.
[0003] Electronic article surveillance is a technological
method for preventing shoplifting from retail stores, pil-
ferage of books from libraries or removal of properties
from office buildings. Special tags are fixed to merchan-
dise or books. These tags are removed or deactivated
by the clerks when the item is properly bought or checked
out. At the exits of the store, a detection system sounds
an alarm or otherwise alerts the staff when it senses ac-
tive tags. These tags are essentially an LC tank circuit
that has a resonance peak anywhere from 1.75 MHz to
9.5 MHz. The standard frequency for retail use is 8.2
MHz. Sensing is achieved by sweeping around the res-
onant frequency and detecting the dip. The EAS tags
have no chip. Detection is achieved by sensing harmon-
ics and sum or difference signals generated by the non-
linear magnetic response of the material under a mixture
of low-frequency (in the 10 Hz to 1000 Hz range) mag-
netic fields. Demagnetization can be done only by phys-
ical destruction or manual removal. Thus, demagnetiza-
tion boards are disposed on checkout counters of most
stores using EAS systems.
[0004] NFC (Near Field Communication) tags are
mostly used for anti-counterfeiting. These tags are at-
tached on merchandise by factories. The NFC derives
from RFID (Radio Frequency Identification). NFC is a
close-range wireless communication technology, which
allows contactless data exchange between electronic de-
vices. An NFC-based anti-counterfeiting system is es-
sentially composed of an NFC system, a communication
network and an anti-counterfeiting system. The NFC sys-
tem includes an NFC tag and an NFC reader (supports
smartphones with an NFC function). There is a unique
code of product and a digital signature of manufacture.
Authenticity, place of origin or source of product can be
identified by using a smartphone to scan the NFC tag on
a product and connecting the anti-counterfeiting system

via the communication network. However, the NFC tags
do not have an anti-tearing function. As a result, many
NFC tags are recovered and then attached on fake prod-
ucts. This cause serious damage to manufactures, stores
and customers.

Summary of the Invention

[0005] An object of the invention is to provide a high-
frequency-NFC-based product traceability and anti-
counterfeiting tag and a product traceability and anti-
counterfeiting system including the tag.
[0006] To accomplish the above object, the high-fre-
quency-NFC-based product traceability and anti-coun-
terfeiting tag of the invention includes a substrate, a first
coil formed on the substrate, a second coil formed on the
substrate, and an NFC chip fixed on the substrate. A
digital signature, product information and a status code
whose default value is zero (0) are stored in memory of
the NFC chip. The first coil is electrically connected to
the NFC chip. The first coil serves as an antenna of the
NFC chip. The NFC chip communicates with an NFC
reader through the first coil. The NFC reader is capable
of reading or writing the status code of the NFC chip
through the first coil. The NFC chip has an IO contact
and a grounding contact. The IO contact is electrically
connected to the grounding contact via the second coil
to form a closed loop. The status code keeps at zero (0)
when the second coil is not broken to maintain a closed
loop. The reader rewrites the status code to be one (1)
by way of communication with the NFC chip when the
second coil is broken or becomes an open loop. The sta-
tus code becomes unwritable after the status code has
been rewritten to be one (1).
[0007] The invention also provides a high-frequency-
NFC-based product traceability and anti-counterfeiting
system which includes a product traceability and anti-
counterfeiting tag, an NFC reader and a detector. The
product traceability and anti-counterfeiting tag includes
a substrate, a first coil formed on the substrate, a second
coil formed on the substrate and an NFC chip fixed on
the substrate. A digital signature, product information and
a status code whose default value is zero (0) are stored
in memory of the NFC chip. The first coil is electrically
connected to the NFC chip. The first coil serves as an
antenna of the NFC chip. The NFC chip communicates
with an NFC reader through the first coil. The NFC reader
is capable of reading or writing the status code of the
NFC chip through the first coil. The NFC chip has an IO
contact and a grounding contact. The IO contact is elec-
trically connected to the grounding contact via the second
coil to form a closed loop. The status code keeps at zero
(0) when the second coil is not broken to maintain a
closed loop. The reader rewrites the status code to be
one (1) by way of communication with the NFC chip when
the second coil is broken or becomes an open loop. The
status code becomes unwritable after the status code
has been rewritten to be one (1). The NFC reader com-
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municates with the NFC chip through the first coil and is
capable of reading or writing the status code. The detec-
tor is used for detecting the second coil and is capable
of raising an alarm when the second coil is a closed loop.
[0008] Wherein the second coil is an EAS coil.
[0009] Wherein both the first coil and the second coil
are separately formed on the same side of the substrate.
[0010] Wherein the NFC reader sends a command to
the NFC chip to disconnect the second coil to be an open
loop when the NFC reader rewrites the status code to be
one by way of communication with the NFC chip.
[0011] Wherein when the second coil is not broken to
maintain the closed loop, the IO contact is grounded to
form a low level and the NFC reader rewrites the status
code to be one by way of communication with the NFC
chip, the NFC reader sends a command to the NFC chip
40 to switch an output switch of the IO contact to be a
high level and the IO contact disconnects the grounding
contact.
[0012] Advantages of the invention include:

1) The high-frequency-NFC-based anti-counterfeit-
ing tag attached on a product can implement both
product traceability and anti-counterfeiting.
2) By integrating an NFC tag and an EAS coil/tag to
be one piece, product traceability is available for cus-
tomers and manufactures and the process of attach-
ing EAS tags can be saved.
3) A status code will be rewritten to be one (1) and
become unwritable when the second coil serving as
an EAS coil. This can prevent the tags from recov-
ering because the status code still keeps at one (1)
which means problematic.
4) The second antenna will be disconnected by the
NFC chip when having checked out. In other words,
the anti-counterfeiting function is released while a
product is being checked out. An additional operation
of demagnetization or releasing the anti-counterfeit-
ing mechanism is not required. This can effectively
increase efficiency of cashiers.

Brief Description of the Drawings

[0013]

FIG. 1 is a structural schematic view of the product
traceability and high-frequency-NFC-based anti-
counterfeiting tag of the invention;
FIG. 2 is an equivalent circuit diagram of the high-
frequency-NFC-based product traceability and anti-
counterfeiting tag of the invention, which shows the
antenna contacts, IO contact and grounding contact;
FIG. 3 is a schematic view of the high-frequency-
NFC-based product traceability and anti-counterfeit-
ing system of the invention;
FIG. 4 is a schematic view of a using status of the
high-frequency-NFC-based product traceability and
anti-counterfeiting tag of the invention;

FIG. 5 is a schematic view of another using status
of the high-frequency-NFC-based product traceabil-
ity and anti-counterfeiting tag of the invention; and
FIG. 6 is a schematic view of still another using status
of the high-frequency-NFC-based product traceabil-
ity and anti-counterfeiting tag of the invention.

Detailed Description of the Invention

[0014] Positional relationship mentioned in the follow-
ing description, including up, down, left and right, is based
upon the directions shown in the drawings if no particular
indication.
[0015] Please refer to FIG. 1, which is a structural sche-
matic view of the high-frequency-NFC-based product
traceability and anti-counterfeiting tag of the invention.
The high-frequency-NFC-based product traceability and
anti-counterfeiting tag 10 includes a substrate 20, a first
coil 31 and a second coil 32 formed on the substrate 20,
and an NFC chip 40 fixed on the substrate 20. The sub-
strate can be made of paper or a plastic film. A digital
signature, product information and status code whose
default value is zero (0) are stored in memory of the NFC
chip 40. Customers or dealers can use an NFC reading
device or a smartphone with an NFC function to read the
digital signature and/or product information for product
traceability and anti-counterfeiting.
[0016] The first coil 31 is electrically connected to the
NFC chip 40. As shown in FIG. 2, the first coil 31 electri-
cally connects to antenna contacts 41, 42 to serve as an
antenna of the NFC chip 40. The NFC chip 40 is able to
communicate with an NFC reader 50 through the first coil
31 as shown in FIG. 3. The NFC reader 50 is capable of
reading or writing the status code of the NFC chip 40
through the first coil 31. The NFC chip 40 has an IO (in-
put/output) contact 43 and a grounding contact 44. The
IO contact 43 is electrically connected to the grounding
contact 44 via the second coil 32 to form a closed loop.
An embodiment of the second coil 32 is an EAS coil. In
other words, The EAS system will be triggered to raise
an alarm when the second coil 32 without demagnetiza-
tion passes an anti-counterfeiting gate. The status code
keeps at zero (0) when the second coil 32 is not broken
to maintain a closed loop. The NFC chip 40 rewrites the
status code to be one (1) when the second coil 32 is
broken or becomes an open loop. The status code be-
comes unwritable after the status code has been rewrit-
ten to be one (1).
[0017] As a preferred embodiment of the traceability
and anti-counterfeiting tag of the invention, both the first
coil 31 and the second coil 32 are separately formed on
the same side of the substrate 20. The second coil 32 is
breakable. For example, the substrate 20 may be provide
with a tearing line 21 for tearing or separating. The tearing
line 21 crosses the second coil 32. As a result, the second
coil 32 can be broken when the substrate 20 is torn or
separated along the tearing line 21.
[0018] As a preferred embodiment of the traceability
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and anti-counterfeiting tag of the invention, the NFC read-
er 50 sends a command to the NFC chip 40 to disconnect
the second coil 32 (i.e., EAS coil) to form an open loop.
In an embodiment, when the second coil 32 is not broken
to maintain the closed loop, the IO contact 43 is grounded
to form a low level, the NFC reader 50 sends a command
to the NFC chip 40 to switch an output switch of the IO
contact 43 to be a high level and the IO contact 43 dis-
connects the grounding contact 44 while the NFC reader
50 is rewriting the status code to be one (1) by way of
communication with the NFC chip 40. As a result, the
second coil 32 is disconnected through the NFC chip 40
when a product P has checked out. That is, both checkout
and releasing the anti-counterfeiting mechanism can be
simultaneously finished. An additional operation of de-
magnetization or releasing the anti-counterfeiting mech-
anism is not required. This can effectively increase effi-
ciency of cashiers.
[0019] Please refer to FIG. 3, which is a schematic view
of the high-frequency-NFC-based product traceability
and anti-counterfeiting system of the invention. The sys-
tem includes a product traceability and anti-counterfeit-
ing tag, an NFC reader 50 and a detector 60.
[0020] The NFC reader 50 communicates with the NFC
chip 40 through the first coil 31 and is capable of reading
or writing the status code. As a preferred embodiment of
the traceability and anti-counterfeiting system of the in-
vention, the NFC reader 50 further connects to a POS
(point of sales) system to implement synchronous de-
magnetization or releasing the anti-counterfeiting mech-
anism of the product traceability and anti-counterfeiting
tag 10 when a product P has checked out. The detector
60 is used for detecting the second coil 32 and is capable
of raising an audio or light alarm when the second coil
32 is a closed loop.
[0021] Please refer to FIGS. 4-6, which are schematic
views of various using statuses of the high-frequency-
NFC-based product traceability and anti-counterfeiting
tag of the invention. FIG. 4 depicts a first status where a
product P with the product traceability and anti-counter-
feiting tag 10 is not checked out yet, the second coil 32
as an EAS coil is not broken or demagnetized, and the
status code is zero (default value).
[0022] FIG. 5 depicts a second status where the sec-
ond coil 32 as an EAS coil has been broken to be an
open loop, the IO contact 43 cannot be electrically con-
nected to the grounding contact 44through the second
coil 32, the NFC chip 40 detects that the IO contact 43
is floating, and the status code is rewritten to be one by
the NFC chip 40.
[0023] FIG. 6 depicts a third status where the product
P has been checked out, the NFC reader 50 sends a
command to the NFC chip 40 to disconnect the second
coil 32 (i.e., the EAS coil) to form an open loop, and the
NFC chip 40 rewrites the status code to be one and the
status becomes unwritable. In other words, the status
code becomes unchangeable after the NFC reader 50
sends a command to the NFC chip 40 to change the

status code as one. The status code is still one even if
the tag 10 is reused. As a result, the tag 10 has an anti-
reuse function. Status code "1" means the product having
been checked out or the second coil 32 having been bro-
ken. If the tag 10 of the invention is reused, dealers or
customers can know if a product is problematic by read-
ing the status code.
[0024] The invention integrates an NFC tag and an
EAS coil/tag to be one piece to implement product trace-
ability, anti-tearing and anti-counterfeiting. The tag 10
has had the EAS function, so the process of attaching
EAS tags can be saved.
[0025] It will be appreciated by persons skilled in the
art that the above embodiment has been described by
way of example only and not in any limitative sense, and
that various alterations and modifications are possible
without departure from the scope of the disclosed exam-
ple as defined by the appended claims.

Claims

1. A high-frequency-NFC-based product traceability
and anti-counterfeiting tag comprising:

a substrate;
a first coil formed on the substrate;
a second coil formed on the substrate; and
an NFC chip fixed on the substrate;
wherein a digital signature, product information
and a status code whose default value is zero
(0) are stored in memory of the NFC chip, the
first coil is electrically connected to the NFC chip,
the first coil serves as an antenna of the NFC
chip, the NFC chip communicates with an NFC
reader through the first coil, the NFC reader is
capable of reading or writing the status code of
the NFC chip through the first coil, the NFC chip
has an IO contact and a grounding contact, the
IO contact is electrically connected to the
grounding contact via the second coil to form a
closed loop, the status code keeps at zero (0)
when the second coil is not broken to maintain
a closed loop, the reader rewrites the status
code to be one (1) by way of communication with
the NFC chip when the second coil is broken or
becomes an open loop, and the status code be-
comes unwritable after the status code has been
rewritten to be one (1).

2. The high-frequency-NFC-based product traceability
and anti-counterfeiting tag of claim 1, wherein the
second coil is an EAS coil.

3. The high-frequency-NFC-based product traceability
and anti-counterfeiting tag of claim 1, wherein both
the first coil and the second coil are separately
formed on the same side of the substrate.
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4. The high-frequency-NFC-based product traceability
and anti-counterfeiting tag of claim 1, wherein the
NFC reader sends a command to the NFC chip to
disconnect the second coil to be an open loop when
the NFC reader rewrites the status code to be one
by way of communication with the NFC chip.

5. The high-frequency-NFC-based product traceability
and anti-counterfeiting tag of claim 1, wherein when
the second coil is not broken to maintain the closed
loop, the IO contact is grounded to form a low level
and the NFC reader rewrites the status code to be
one by way of communication with the NFC chip, the
NFC reader sends a command to the NFC chip 40
to switch an output switch of the IO contact to be a
high level and the IO contact disconnects the ground-
ing contact.

6. A high-frequency-NFC-based product traceability
and anti-counterfeiting system comprising:

a product traceability and anti-counterfeiting tag
comprising:

a substrate;
a first coil formed on the substrate;
a second coil formed on the substrate; and
an NFC chip fixed on the substrate;
wherein a digital signature, product informa-
tion and a status code whose default value
is zero (0) are stored in memory of the NFC
chip, the first coil is electrically connected
to the NFC chip, the first coil serves as an
antenna of the NFC chip, the NFC chip com-
municates with an NFC reader through the
first coil, the NFC reader is capable of read-
ing or writing the status code of the NFC
chip through the first coil, the NFC chip has
an IO contact and a grounding contact, the
IO contact is electrically connected to the
grounding contact via the second coil to
form a closed loop, the status code keeps
at zero (0) when the second coil is not bro-
ken to maintain a closed loop, the NFC read-
er rewrites the status code to be one (1) by
way of communication with the NFC chip
when the second coil is broken or becomes
an open loop, and the status code becomes
unwritable after the status code has been
rewritten to be one (1);

an NFC reader, communicating with the NFC
chip through the first coil and being capable of
reading or writing the status code; and
a detector for detecting the second coil, and be-
ing capable of raising an alarm when the second
coil is a closed loop.

7. The high-frequency-NFC-based product traceability
and anti-counterfeiting system of claim 6, wherein
the second coil is an EAS coil.

8. The high-frequency-NFC-based product traceability
and anti-counterfeiting system of claim 6, wherein
both the first coil and the second coil are separately
formed on the same side of the substrate.

9. The high-frequency-NFC-based product traceability
and anti-counterfeiting system of claim 6, wherein
the NFC reader sends a command to the NFC chip
to disconnect the second coil to be an open loop
when the NFC reader rewrites the status code to be
one by way of communication with the NFC chip.

10. The high-frequency-NFC-based product traceability
and anti-counterfeiting system of claim 6, wherein
when the second coil is not broken to maintain the
closed loop, the IO contact is grounded to form a low
level and the NFC reader rewrites the status code
to be one by way of communication with the NFC
chip, the NFC reader sends a command to the NFC
chip to switch an output switch of the IO contact to
be a high level and the IO contact disconnects the
grounding contact.

11. A method for preventing an anti-counterfeiting tag
from being reused, comprising:

a) providing a tag with a coil and an NFC chip;
b) storing a status code whose default value is
zero (0) in memory of the NFC chip;
c) keeping the status code keeps at zero (0)
when the coil is not broken;
d) rewriting the status code to be one (1) when
the second coil is broken; and
e) rendering the status code unwritable after the
step d).

12. The method of claim 11, wherein the coil is an EAS
coil.

13. The method of claim 11, wherein the NFC chip dis-
connects the coil to be an open loop in step d).

14. The method of claim 13, wherein the NFC chip dis-
connecting the coil is under a command from an NFC
reader by way of communication with the NFC chip.
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